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INTRODUCTION

The goal of this study was to:

B Find out which of our favorite penetration testing tools can be used natively using IPvé as an underlying layer-3
protocol.

B Find alternative solutions for the rest.

During our tests, only open-source or free versions of commercial tools were considered. Moreover, extensive (e.g. non
network functionality-related) testing was not performed (it was out of the scope of this study); instead, just the extent
of IPvé support for each one of them was examined. Finally, by no means this is (or can be) an exhaustive list of

penetration testing tools.

Out of the scope of this document were also IPv6-specific tools or frameworks, such as:

B THC-IPVé'
B S|6 Networks' IPv6 Toolkit?
B Chiron®

During our tests, the following methodology was used:

B The tools were tested in a virtual IPvé lab, using various operating systems as targets and using a Linux box as a
router. The reason for doing so is because we did not want to mess with real targets. However, in some cases [DNS
resolving, trace routing), real IPvé “targets” were tested.

B The tools were tested just about whether they can operate over IPvé natively and not about their effectiveness
regarding penetration testing functionalities.

B Most tools were installed by using the latest available source code (since packages provided by several Linux
distributions may not be the latest one]. However, there are a very few exceptions to this rule (which are noted, per
case).

B The focus was on tools known from IPv4 and not on similar features covered from IPvé-specific tools.

Lab Setup

During the tests, the following targets were used in a virtual environment deployed by using VirtualBox (for reasons of

completeness, the corresponding IPvé6 addresses are also displayed):

Operating System IPv6 Address

Fedora 20 fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa
Centos 6.5 fdf3:f0c0:2567:7fe4:a00:27ff:fed1:d17a
OpenBSD 5.5 fdf3:f0c0:2567:7fe4:a00:27ff:feba:caba
FreeBSD 10 fdf3:f0c0:2567:7fe4:a00:27ff:fefc:f99a
Windows 7.1 fdf3:f0c0:2567:7fe4:c0c6:5389:f6e:99c0

" https.//www.thc.org/thc-ipvé/
2 http-//www.siénetworks.com/tools/ipvétoolkit/
3 http.//www.secfu.net/tools-scripts/
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Kali Linux 1.0.8 fdf3:f0c0:2567:7fe4:a00:27ff:fedd:77f4

Fedora 20 host also served as an IPvé router by using radvd*.

When required (as for example in case where DNS resolving or tracerouting were tested) real IPvé addresses/"targets”

were used.

1.2 Families of Penetration Testing Tools

During this study, tools from the following families were tested:

Information Collaboration
Reconnaissance - port scanning
Nmap IPvé-specific scripts
Fingerprinting

Brute-Forcing

Remote Shells

Packet Crafting

Vulnerability Scanning

LAN attacks / MITM

Web Penetration Testing

Exploitation frameworks

4 http.//www.litech.org/radvd/
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2 INFORMATION GATHERING

2.1 Robtex

Let's start by trying to check if Robtex® provides also IPvé-related information. For instance, by checking for ernw.de we
get the results displayed in the next figure. As we can easily observe, IPvé addresses are also included in the findings
(circled in red)

Record Preference Name IP Number Reverse Routes AS Location
it  Euopeanegon optimized |
SR RN |6Z°T557070/14 Deutsche Telekom AG, Intemet senice
i [ 62.159.96.68 NG.ERWL.DE  proider Geman
eatiad Wl ERNN.DE  [ERNW-NET TSBS GmbH tuer Oberberg Y
Ia ( GmbH I
AS3320 DTAG Deutsche
3::/19 Telekom AG
ERNW.DE 2003: : /23 DJAG European region optimized
|62.156.0.0/14 Deutsche Telekom AG, Intemet sence
62.159.96.70 lorovider A
{ERNW-NET TSBS GmbH fuer Oberberg
NS1.ERNW.DE |62.159.96.78 MX1. ERNW. NET 0 teme GmbH
NS 212.102.224.0/19 Oberberg-Online Informationssysteme |
|(missing in zone) 8 ERN mbH AS15415 OBIS Oberberg-Online Oberberg,
o2 R 2. e |DE-OBERBERGONLINE-20000530 Oberberg-Online (Informationssysteme [Germany
|lnf nssysteme GmbH Provider Local Intemet Registry
< - 60:4010: 10A0: * [2003::/19
2003:00: J010: 1000 : 1) |2003: : /23 FAG European region optimized
IERNW. DE 10 XL BN NET 1BZ7TST5.0/14 Deutsche Telekom AG, Intemet senice ?53320 22‘5 Deutsche
|provider Telekom
b 62:159:96.70 MXLERWNET e puW.NET TSBS GmbH tuer Oberberg Comany
| sinformationssysteme GmbH
212 102.224.0/19 Oberberg-Online Informationssysteme
|GmbH |AS15415 0BIS Oberberg-Online |Oberberg,
1s MK2.ERNA.NETI212.102.247.186  |MK2.ERNW.NET o 6 pae RGONLINE: 20000530 Oberberg-Oniine Informationssysteme Germany
| GmbH Provider Local Intemet Registry
iNs 62.156.0.0/14 Deutsche Telekom AG, Intemet senice
|(primary, but |provider AS3320 DTAG Deutsche
Imissing in PSS e} 02;109: 50, 72 MKLERLNET e hwNET TSBS GmbH tuer Oberberg Telekom AG [Commany
0 { teme GmbH
s [212.102.224.0/19 Oberberg-Oniine Informationssysteme |
I |Fmnit

1EAIS ARIC Aharharn.Nnlina [Nharharn

Figure T Robtex Output “ernw.de”

2.1.1 Conclusion

Robtext can be used (as seen in the figure above] for IPvé reconnaissance purposes.

3 https.//www.robtex.com
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2.2 Shodan

Now, let's continue with Shodan® for searching about IPvé-related findings. An example output is displayed below:

% SHODAN Search

Services 163.47.73.38
FTP 553,508 E‘;mc"‘;‘;g‘mPo”‘m College of Industrial 220 Welcome to Pure FTPd [privsep] [TLS] -
SNMP 2,330 220-You are user number 2 of 50 allowed.
None 1,921 ®. Tokyo 220-Local time is now 07:15. Server port: 21
IMAP (1] server-12+61.ipvé au syrahostcom 220-IPv6 connections are also welcome on this server
SSH 356 220 You will be disconnected after 15 minutes of inactivity.
230 Anonymous user logged in
214-The following SITE commands are recognized
Top Countries ALIAS
United States 303,187 CHMOD
Germany 53,192 IDLE
Canaida 28,728 UTIME
United Kingdom 27,337 214 Pure-FTPd - http:/fpureftpd orgl
France 19,633
192.254.156.81
Unified Layer [ S— Welcome to Pure-FTPd [privsep] [TLS] -------—-
BE 1,uston O-You are user number 1 of 50 allowed.

C-Local time is now 18:04. Server port: 21

B2 OB OB B2

2
2
2
-
2

CO-IPv6 connections ars also welcome on this server

Figure 2 IPv6 Search Results Shodan

As we can see, there are IPVé-related findings. However, they must be examined and analyzed carefully. For instance,
the displayed choice is a FTP server which, according to its banner, welcomes also IPvé connections, but when SSH

servers were chosen, ftp servers were also displayed, just because they were configured to use port 22.

2.2.1 Conclusion
So, it seems that some information can be obtained regarding IPvé6 from Shodan, but this info does not seem to be

extracted in a very reliable and sophisticated way. Certainly, digging further is required.

$ http://www.shodanhg.com
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Maltego

For Maltego, an open source intelligence and forensics application, we used the community edition version 3.4.0. Again,

let's search for our favorite “target”, www.ernw.de. A sample output is displayed below:

Maltego Tungsten CE 3.4.0

Machines Collaboration

Manage

Number of Results H

LA .
Qui
ﬂ Find

Organize

2 Zoomto =\ Zoom In

-7 Select All A Add Similar Siblings &, Select Children ¢, Add Children X select by Type ~

d Neighbors 4 Select Links

T Zoomto Fit | Zoom Out

wert Selection g+ Add Path X Select Neighbors

Entity

Selection

elect Parents Add Parents Select Bookmarked ~ 1% Rewerse Links T} Zoom 100% °\ Zoom Sel,

75 Start Page x| New Graph (1) x
H | Footprint L1
sl [ernw.de]
Machine completed
[
Looking up AS B
runiNetblockToAS_SS)
i i i Machine completed with 2 entities
I
52.159.96.68 62.159.96.78 212.102,231.50 (| 6 Detail view [»
1
m mat ite
L www.ernw.de
+ Relationships
+ Snippetis):
||| = Property View | »
e = m = ® Properties
e L]
62.159.96.0-62,159.96,255 212,102.231,0-212,102.231,255 ||| Website www.ernw.de
~|l ssLEnabled [m]
4] | Il Ports 80 =]
[ output - Transform Output (o) (Lol [6ref)
HUPALRG Transtorm |o LP Address [DNS| on L entities. URLs https:fiwww. ernw.
Transform To IP Address [DNS] returned with 1 entities. ] Graph info
Transform To IP Address [DNS] done weight
Running transform To IP Address [DNS] on 1 entities.
Transform To IP Address [DNS] returned with 1 entities. |_[§'ncoming
Transform To IP Address [DNS] done |=Ifj Cutgoing
>l Bookmark

Figure 3 Maltego Target www.ernw.de

As we can see, although we used the provided transformations for obtaining IP addresses, these results are just IPv4

addresses. We don't know if the commercial version offers some IPvé-specific transformations, but, at least the

community one seems that does not offer such.

Conclusion
So, as far as IPvé is concerned, it seems that Maltego is not an option.

Dradis

Dradis is an open source framework to enable effective information sharing, especially during security assessments.

The tested version was 2.9.0, running on Kali Linux 1.0.8.

Dradis Framework v2.9.0 ® “ Upload Manager - Dradis Fra... 3 II ) |

€& % [antps//127.0.0.1:3004

ESiMost Visitedv  JllOffensive Security e, Kali Linux % Kali Docs ﬂExpl.oit-DB W Aircrack-ng

|2_=limpcn from file... > E Eexport

| gadd branch | ' & [E] & agd note | =] note caregories = | @2
I | Dracls Framework v2 9.0 Summary «
I+ [ Uploaded fles

4 || plugin nmap
4 B[ fdif3-10c0-2567 Tied aD0 27 fedd 7714 fdf3:f0c0:2567:7fed :a00:27 f1:fe74 ddaa: Hostnames: [] Port info: Port #22Mcp is open (syn-ack) Service: ssh Port #80tcp is open (syn-ack) Service: hitp

(= Category: Nmap output

> [ 22itep

. [ 3aher
4 fdf3:f0c0:2567 71ed a00 27ff fe74.ddaa

T
[ 80itep
© [C]22itcp
I [C]80itcp
I [ Uploadled files
I () plugin.nmap

Dradis Frai

Figure 4 Dradis Nmap Output
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As we can see, we can import IPvé addresses e.g. from nmap outputs for further collaboration. The same applies for
burpsuite.

2.4.1 Conclusion

Dradis can be used for information collaboration in the IPv6 era.
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3 DNS ENUMERATION

3.1 Fierce

Regarding DNS enumeration, let's start with the “old” but classic fierce. A sample output search for ernw.de is

displayed below:

$ perl fierce.pl -dns ernw.de

DNS Servers for ernw.de:

ns2.ernw.net

nsl.ernw.net

Trying zone transfer first...

Testing ns2.ernw.net

Request timed out or transfer not allowed.

Testing nsl.ernw.net

Request timed out or transfer not allowed.
Unsuccessful in zone transfer (it was worth a shot)
Okay, trying the good old fashioned way... brute force
Checking for wildcard DNS...

Nope. Good.

Now performing 2898 test(s)...

192.168.99.35 cms.ernw.de

172.31.13.10 crm.ernw.de

172.31.1.10 lists.ernw.de

3.11 Conclusion
Based on the above output and taking into account that there are IPvé addresses which are not displayed, we infer that

IPvé is not supported by fierce. Not surprising, since fierce is a quite “old” DNS recon script.

3.2 DNSrecon

Now, let's try the same using DNSrecon, which is maintained and updated regularly. For the testing purposes, we

cloned it from github. For using it, python-netaddr.noarch is required.
According to the readme file, since ##Version 0.6.1, ###Date: 1/14/12:

B [Pvé support for ranges in reverse look-up.

B Enhanced parsing of SPF records ranges to cover includes and IPvé.
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Let's use it now, “against” ernw.de:

Jdnsrecon.py -d ernw.de --lifetime 15

]
[
]
]
[
]
]
[
]
]
]
]
]
]
]
]
[
]

Performing General Enumeration of Domain: ernw.de
DNSSEC is not configured for ernw.de

SOA nsl.ernw.net 62.159.96.78

NS nsl.ernw.net 62.159.96.78

Recursion enabled on NS Server 62.159.96.78
Bind Version for 62.159.96.78 9.6-ESV-R4

NS ns2.ernw.net 212.102.247.186

Recursion enabled on NS Server 212.102.247.186
Bind Version for 212.102.247.186 9.6-ESV-R4

MX mx1.ernw.net 62.159.96.78

MX mx2.ernw.net 212.102.247.186

MX mx1.ernw.net(2003:60:4010:10a0::11

A ernw.de 62.159.96.70

AAAA ernw.de@003:60:4010:1090::13

TXT ernw.de v=spfl a mx ptr include:ernw.net -all
Enumerating SRV Records

No SRV Records Found for ernw.de

0 Records Found

And digging further:

$ ./dnsrecon.py -r 2003:60:4010:1090::8-2003:60:4010:1090::13

]
]
]
]
]

Reverse Look-up of a Range

Performing Reverse Lookup from 2003:60:4010:1090::8 to 2003:60:4010:1090::13
PTR www.ernw.de 2003:60:4010:1090::11

PTR www.troopers.de 2003:60:4010:1090::12

2 Records Found

Jdnsrecon.py -r 2003:60:4010:1090::0/120

]
]
]
]
]
]
]

Reverse Look-up of a Range

Performing Reverse Lookup from 2003:60:4010:1090:: to 2003:60:4010:1090::ff
PTR www.troopers.de 2003:60:4010:1090::12

PTR www.ng.troopers.de 2003:60:4010:1090::30

PTR www.ng.insinuator.net 2003:60:4010:1090::30

PTR www.ng.ernw.de 2003:60:4010:1090::30

4 Records Found
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Conclusion

So, we can put DNSrecon in our quiver with the IPvé penetration testing tools.

Tracerouting - Tcptraceroute

Used system package (since it is a very basic one), there is no information regarding the version.

According to man pages:
-6 Explicitly force IPvé tracerouting.

Test:

tcptraceroute -6 www.google.com
getopt: invalid option —'6'

NOTE: You get the same error if you use an IPv6 address instead of a hostname.

Conclusion

Although IPvé is advertised, it doesn’t seem to work.

Tracerouteé / Traceroute

traceroute6 www.google.com

traceroute to www.google.com (2a00:1450:4017:800::1012), 30 hops max, 80 byte packets

1 2a02:2149:810b:7200:20d:b9ff:fe28:c214 (2a02:2149:810b:7200:20d:b9ff:fe28:c214) 0.491 ms 0.430 ms 0.588 ms
2 bbras-llu-kin-15L500.forthnet.gr (2a02:2148:77:50:2::5) 36.209 ms 39.093 ms 39.939 ms

3 te0-1-0-0.distr-kIn-01.forthnet.gr (2a02:2148:2:32::22) 41.372 ms 42.096 ms 43.735 ms

4 BE-2.core-kin-12.forthnet.gr (2a02:2148:2:9::11) 47.616 ms 48.299 ms 49.022 ms

5 2a02:2148:2:6::22 (2a02:2148:2:6::22) 56.300 ms 61.197 ms 61.938 ms

6 2001:4860:1:1:0:4d9:0:1 (2001:4860:1:1:0:4d9:0:1) 68.665 ms 50.945 ms 51.564 ms

7 2001:4860:0:1::617 (2001:4860:0:1::617) 53.609 ms 50.496 ms 51.813 ms

8 2a00:1450:8000:24::3 (2a00:1450:8000:24::3) 52.440 ms 2a00:1450:4017:800::e (2a00:1450:4017:800::¢) 50.945 ms
2a00:1450:8000:24::5 (2a00:1450:8000:24::5) 55.465 ms

traceroute6 --tcp -p 80 www.google.com

traceroute to www.google.com (2a00:1450:4017:800::1014), 30 hops max, 80 byte packets

1 2a02:2149:8601:1c00:20d:b9ff:fe28:c214 (2a02:2149:8601:1c00:20d:b9ff:fe28:c214) 0.492 ms 0.428 ms 0.586 ms
2 bbras-llu-kln-12L500.forthnet.gr (2a02:2148:77:50:2::17) 40.596 ms 40.582 ms 41.146 ms

3 te0-1-0-5.distr-kIn-01.forthnet.gr (2a02:2148:2:65::22) 42.024 ms 42.799 ms 43.429 ms

4 BE-2.core-kIn-12.forthnet.gr (2a02:2148:2:9::11) 48.154 ms 49.484 ms 51.188 ms

5 2a02:2148:2:6::22 (2a02:2148:2:6::22) 56.648 ms 59.024 ms 60.485 ms

6 2001:4860:1:1:0:4d9:0:1 (2001:4860:1:1:0:4d9:0:1) 69.821 ms 51.040 ms 51.654 ms

7 2001:4860:0:1::617 (2001:4860:0:1::617) 50.795 ms 46.540 ms 51.746 ms

8 50f01s01-in-x14.1e100.net (2a00:1450:4017:800::1014) 49.381 ms 46.101 ms 48.100 ms

Conclusion

IPvé is supported. No advanced features though [i.e. support of IPvé Extension headers).
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3.5 Firewalk

Firewalk” is an active reconnaissance network security tool that attempts to determine what layer 4 protocols a given IP

forwarding device will pass. Tested was version 5.

Test:

firewalk -i p10p1 2003:0:4702:c402::2 2003:60:4010:11b0::12
Firewalk 5.0 [gateway ACL scanner]

fw_init_network(): target gateway and metric cannot be the same

Total packets sent: 0
Total packet errors: 0
Total packets caught 0
Total packets caught of interest 0
Total ports scanned 0
Total ports open: 0
Total ports unknown: 0
3.5.1 Conclusion

IPvé is not supported by firewalk.

7 htto.//packetfactory.openwall.net/projects/firewalk/
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NETWORK / PORT SCANNING

Unicornscan

Unicornscan® would be useful for IPvé network/port scanning due to its very fast performance. Unicornscan version
0.4.7 was tested.

Tests:

[root@Ilocalhost ~J# unicornscan -i vboxnetO -1r 160 -E fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa

Main [Error cidr.c:263] dns lookup fails for “fdf3': Unknown host

Main [Error getconfig.c:434] cant add workunit for argument “fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa’: dont understand address
*f0c0:2567:7fe4:a00:27ff:fe74:ddaa’

what host(s) should i scan?, ive got nothing to do

Conclusion

IPv6 is not supported by Unicornscan.

Nmap

Nmap? (“Network Mapper”) is a free and open source (license) utility for network discovery and security auditing. Nmap

version 6.46 and 6.47 were tested.

Parameters:
-6, --IPvé Use IP version 6.

Tests

B -sn performs neighbor solicitation, it does not send an ICMPvé Echo Request, as it as the case in IPv4. Example:
- nmap -sn -6 fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa

B You can define a subnet:
- nmap -sn -6 fdf3:f0c0:2567:7fe4:a00:27ff:fed1:d17a/126

B |f you want to define a set of targets, you can/must use an input file:

- nmap -sn -6 -iL IPv6_targets.txt

8 http.//www.unicornscan.org/
? http://nmap.org/

Page 17 of 61


http://nmap.org/data/COPYING

4.2.1

ERNW

providing security.

Starting Nmap 6.46 ( http://nmap.org ) at 2014-05-31 13:43 EEST
Nmap scan report for fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa
Host is up (0.00087s latency).

MAC Address: 08:00:27:74:DD:AA (Cadmus Computer Systems)
Nmap scan report for fdf3:f0c0:2567:7fe4:a00:27ff:fed1:d17a
Host is up (0.00037s latency).

MAC Address: 08:00:27:D1:D1:7A (Cadmus Computer Systems)
Nmap scan report for fdf3:f0c0:2567:7fe4:a00:27ff:fe6a:caba
Host is up (0.00083s latency).

MAC Address: 08:00:27:6A:CA:6A (Cadmus Computer Systems)
Nmap scan report for fdf3:f0c0:2567:7fe4:a00:27ff:fefc:f99a
Host is up (0.00031s latency).

MAC Address: 08:00:27:FC:F9:9A (Cadmus Computer Systems)
Nmap scan report for fdf3:f0c0:2567:7fe4:c0c6:5389:f6e:99c0
Host is up (0.0029s latency).

MAC Address: 08:00:27:8E:96:84 (Cadmus Computer Systems)
Nmap scan report for fdf3:f0c0:2567:7fe4:7874:48a6:2a9d:6a73
Host is up (0.0018s latency).

MAC Address: 08:00:27:4D:30:2F (Cadmus Computer Systems)
Nmap done: 6 IP addresses (6 hosts up) scanned in 0.41 seconds

B Generic (default) port scanning:

nmap -6 -iL IPv6_targets.txt

Starting Nmap 6.46 ( http://nmap.org ) at 2014-05-31 13:45 EEST
Nmap scan report for fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa
...<snipped for brevity>

49159/tcp open unknown

49160/tcp open unknown

MAC Address: 08:00:27:8E:96:84 (Cadmus Computer Systems)
Nmap scan report for fdf3:f0c0:2567:7fe4:7874:48a6:2a9d:6a73
Host is up (0.0013s latency).

All 1000 scanned ports on fdf3:f0c0:2567:7fe4:7874:48a6:2a9d:6a73 are filtered
MAC Address: 08:00:27:4D:30:2F (Cadmus Computer Systems)
Nmap done: 6 IP addresses (6 hosts up) scanned in 202.44 seconds 10

B You CANNOT define a range of IPvé addresses, i.e.:

/nmap -sn -6 fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa-ddbb

You receive a “Failed to resolve "fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa-ddbb” error message.
B You CANNOT define a list of IPv6 addresses, i.e.:

nmap -sn -6 fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa,fdf3:f0c0:2567: 7fe4:a00:27ff:fed1:d17a

You receive a corresponding “Failed to resolve” message.

Conclusion

Regarding network scanning:

B You CANNOT define a range of IPvé addresses.
B You CANNOT define a list of IPv6 addresses.

0The same port scanning (TCP SYN scan against 6 targets and 1000 ports per target) took about 156 sec in the default

configuration).
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IPVv6 FINGERPRINTING

Nmap

From http://nmap.org/book/osdetect-ipv6-methods.html: “Nmap has a similar but separate OS detection engine
specialized for IPv6. At a high level, the technique is the same: send probes, collect responses, and match the set of

responses against a database. The differences are in the specific probes used, and in the way they are matched.
IPv6 OS detection is used just like IPv4. Just use the -6 and -O options together. For example, nmap -6 -O <target>.”
Nmap 6.47 released 366 new OS fingerprints.

Test:

Our targets are:

Fedora

Kali
Windows 7
OpenBSD 5.5
FreeBSD 10
Centos 6.5.

nmap -6 -iL IPv6_targets.txt -O

Results:

Only Windows was detected.

Running: Microsoft Windows Vistal7/2008

os CPE: cpe:/o:microsoft:windows_vista::sp2 cpe:/o:microsoft:windows_7::sp1

cpe./o:microsoft:windows_server_2008:r2:sp1 cpe./o:microsoft:windows_8

0S details: Microsoft Windows Vista SP2 or Windows 7 SP1 or Windows Server 2008 R2 SP1 or Windows 8 Consumer

Preview
In all the other cases:
No OS matches for host (If you know what OS is running on it, see http://nmap.org/submit/.

If we repeat the tests using IPv4, all the OS families are detected (Linux, FreeBSD, OpenBSD, and Windows)

Conclusion

Although IPvé fingerprinting is supported under IPvé, it is not that effective yet.

Xprobe?2

Xprobe2, used to perform fingerprinting remote TCP/IP stacks was tested in version 0.3.
Test:

xprobe2 fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa
Xprobe2 v.0.3 Copyright (c) 2002-2005 fyodor@o00.nu, ofir@sys-security.com, meder@o0o.nu
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[+] Target is fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa
Can not resolve fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa: Unknown host

Same for xprobe2 [fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]

Conclusion

IPv6 is not supported by Xprobe2.

pOf

pOf'", a tool that utilizes an array of sophisticated, purely passive traffic fingerprinting mechanisms was tested in

version 3.07b.
Tests:
| launched nmap using nmap -sn -6 -iL IPvé_targets.txtto generate some traffic.

Used command: /p0f -f pOf.fp -r nmap-0-IPvé.pcap -o results.txt

Conclusion

B [t recognizes IPvé traffic.
B |t seems to recognize Linux (as Linux 2.2.x-3.x) and Windows hosts (as “Windows 7 or 87), but not BSD hosts.
B More testing on this field is required though using normal traffic, but, definitely, IPv6 fingerprinting is supported.

The only question is how effective it really is.

Amap

Amap'?is an innovative tool to perform application protocol detection. Tested version was 5.4.
IPvé is supported. You can use IPvé by either using the -6 switch, or by using amapé directly.

Example:

amap6 fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa 22 -bqv

Using trigger file /usr/local/etc/appdefs.trig ... loaded 30 triggers

Using response file /usr/local/etc/appdefs.resp ... loaded 346 responses

Using trigger file /usr/local/etc/appdefs.rpc ... loaded 450 triggers

amap v5.4 (www.thc.org/thc-amap) started at 2014-05-31 18:29:38 - APPLICATION MAPPING mode

Total amount of tasks to perform in plain connect mode: 23

Waiting for timeout on 23 connections ...

Protocol on [fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]:22/tcp matches ssh - banner: SSH-2.0-OpenSSH_6.4\r\nProtocol
mismatch.\n

Protocol on [fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]:22/tcp matches ssh-openssh - banner: SSH-2.0-OpenSSH_6.4\r\nProtocol
mismatch.\n

amap v5.4 finished at 2014-05-31 18:29:44

Second test: Used as an input file in an Nmap machine readable outputfile to read ports from. This file was produced

for our targets using nmap -oM option.

7 http.//lcamtuf.coredump.cx/p0rf3
2 https.//www.thc.org/thc-amap
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Result:

Amap -6 or amapé were not able to use this file properly (e.g. Warning: Could not connect (unreachable) to
[[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaal]:22/tcp, disabling port (EUNKN]).

Conclusion

There shouldn't be any problem by using amap/amapé with IPv6 when you use just a single address as an input. Its
detection performance does not depend on layer-3 and hence, it should be the same as using IPv4. However, its creator,
Marc Heuse, recommended amap just for UDP IPvé6 scans only. Otherwise, it is considered outdated. Moreover, when
you try to read the addresses/ports from an nmap machine readable output file (produced using nmap -oM), this is not

performed properly and the service fingerprint fails.
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6 BRUTE-FORCING
6.1 Hydra
Hydra'® is a very fast network logon cracker that supports many different services. Hydra was tested in version 8.1-dev.
Parameters:
-6 prefer IPv6 addresses
Examples:

B Simple usage:
hydra -6 fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa -l root -p mypassword ssh

Hydra v8.1-dev (c) 2014 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or
for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2014-06-18 13:01:17

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4

[DATA] max 1 task per 1 server, overall 1 tasks, 1 login try (1:1/p:1), ~1 try per task

[DATA] attacking service ssh on port 22

[22][ssh] host: fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa login: root password: mypassword

1 of 1 target successfully completed, 1 valid password found

Hydra (http://www.thc.org/thc-hydra) finished at 2014-06-18 13:01:17

B Read the targets from a file:
hydra -6 -M /root/IPv6_targets.txt -1 root -p atlas930 ssh

Hydra v8.1-dev (c) 2014 by van Hauser/THC & David Maciejak - Please do not use in military or secret service organizations, or
for illegal purposes.

Hydra (http://www.thc.org/thc-hydra) starting at 2014-06-18 13:02:58

[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommended to reduce the tasks: use -t 4
[DATA] max 1 task per 6 servers, overall 6 tasks, 1 login try (1:1/p:1), ~1 try per task
[DATA] attacking service ssh on port 22

[ERROR] could not resolve address: fdf3

[ERROR] could not resolve address: f0cO

[ERROR] could not resolve address: 7fe4

[ERROR] could not resolve address: a00

[ERROR] could not resolve address: 27ff

[ERROR] unknown address string size!

[ERROR] unknown address string size!

[ERROR] could not connect to ssh://(null):22

[ERROR] unknown address string size!

[ERROR] unknown address string size!

[ERROR] could not connect to ssh://(null):2567

[ERROR] could not connect to ssh://0.0.10.7:7

[ERROR] unknown address string size!

[ERROR] unknown address string size!

[ERROR] could not connect to ssh://(null):22

[ERROR] unknown address string size!

[ERROR] unknown address string size!

[ERROR] could not connect to ssh://(null):27

[ERROR] unknown address string size!

5 Website: https.//www.thc.org/thc-hydra
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[ERROR] could not connect to ssh://(null):22

0 of 6 targets completed, 0 valid passwords found

[ERRORY] 6 targets did not resolve or could not be connected

Hydra (http://www.thc.org/thc-hydra) finished at 2014-06-18 13:02:59

Conclusion

Hydra partially supports IPvé. You can define a single IPvé target using -6, but you cannot define a list of targets in a file

using -M. No options for adding IPvé Extension headers or other IPvé-related capabilities (e.g. for evading purposes).

Medusa

Medusa'# is intended to be a speedy, massively parallel, modular, login brute-forcer. Version 2.1.1 was tested.
There is no option/parameter to enable IPvé.
Test:

medusa -h fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa -u root -p pass -M ssh
Medusa v2.1.1 [http://www.foofus.net] (C) JoMo-Kun / Foofus Networks <jmk@foofus.net>
NOTICE: ssh.mod: failed to connect, port 22 was not open on fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa

Conclusion

IPvé is not supported by medusa.

Ncrack

Ncrack'® is a high-speed network authentication cracking tool. Tested version was 0.4ALPHA

Parameters:
-6 Enable IPvé scanning

Warning: This option was just added and it is currently experimental, so please notify us for any problems and bugs related to it.

The command syntax is the same as usual except that you also add the -6 option. Of course, you must use IPv6 syntax if you specify
an address rather than a hostname. An address might look like 3ffe:7501:4819:2000:210:3ff:fe03:14d0, so hostnames are
recommended. The output looks the same as usual, with the IPv6 address on the “Discovered credentials” line being the only IPv6
give away.

In reality it doesn't seem to work (an “invalid port number ” error message is displayed).

Conclusion

Although it is claimed to be supported, at least experimentally, IPvé6 does not seem to work.

4 Website: http.//foofus.net/goons/imk/medusa/medusa.htm!
5 http.//nmap.org/ncrack/
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7 PACKET CRAFTING

7.1 Hping
Hping' assembles and sends custom ICMP, UDP, or TCP packets and then displays any replies. The tested version was
20051105-20.
hping 3.0.0-alpha-1 ($1d: release.h,v 1.4 2004/04/09 23:38:56 antirez Exp $)

hping fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa
Unable to resolve 'fdf3:f0c0:2567:7fe4:a00:271f:fe74:ddaa

7.1.1 Conclusion

No support for IPvé.

7.2 Nping
From the man pages: “Nping'’ is an open-source tool for network packet generation, response analysis and response
time measurement. Nping allows users to generate network packets of a wide range of protocols, letting them tune
virtually any field of the protocol headers. While Nping can be used as a simple ping utility to detect active hosts, it can
also be used as a raw packet generator for network stack stress tests, ARP poisoning, Denial of Service attacks, route

tracing, and other purposes.” The test version was 0.6.46 & 0.6.47.

Parameters:

-6, --IPv6 Use IP version 6.

--dest-ip Set destination IP address.

(Used as an alternative to {target specification}).

--hop-limit Set hop limit [same as IPv4 TTLJ.
--traffic-class <class> Set traffic class.

--flow <label> Set flow label.
PAYLOAD OPTIONS:

--data <hex string> : Include a custom payload.

--data-string <text> : Include a custom ASCII text.
--data-length <len> : Include <len> random bytes as payload.

'8 http.//sectools.org/tool/hping/
7 http.//nmap.org/nping/
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Test:
nping -6 --dest-ip fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa --tcp-connect -p 22
Result:

nping -6 --dest-ip fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa --tcp-connect -p 22

Starting Nping 0.6.46 ( http://nmap.org/nping ) at 2014-05-31 21:13 EEST

SENT (0.0024s) Starting TCP Handshake > fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22
RECV (0.0029s) Handshake with fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 completed
SENT (1.0041s) Starting TCP Handshake > fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22
RECV (1.0051s) Handshake with fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 completed
SENT (2.0057s) Starting TCP Handshake > fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa: 22
RECV (2.0063s) Handshake with fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 completed
SENT (3.0075s) Starting TCP Handshake > fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22
RECV (3.0080s) Handshake with fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 completed
SENT (4.0090s) Starting TCP Handshake > fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22
RECV (4.0094s) Handshake with fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 completed
Max rtt: 1.035ms | Min rtt: 0.454ms | Avg rtt: 0.640ms

TCP connection attempts: 5 | Successful connections: 5 | Failed: 0 (0.00%)

Nping done: 1 IP address pinged in 4.01 seconds

However, when trying to use a comma-separated list, an error is generated. Moreover, subnets (e.g. /64) are not

allowed, as well there is no option to read the IPvé addresses from an input file.

No support for IPv6 Extension headers either.

7.2.1 Conclusion

Very limited (basic) IPv6 support. If arbitrary packet crafting is required, the use of Scapy is highly recommended,

because it is much more flexible.

7.3 Scapy

Scapy'® is a powerful interactive packet manipulation program.

7.3.1 Conclusion

Very good support of IPvé, not all the latest IPvé Extension headers or protocols are supported though (e.g. MLDv2).

'8 http.//www.secdev.org/projects/scapy/
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REMOTE SHELLS

Ncat

Ncat' is a feature-packed networking utility which reads and writes data across networks from the command line.

Tested version was 6.47.

Parameters:
-6, --IPv6 Use IP version 6.

IPv6 is supported.

Examples:

Listen mode: ncat -6 -{

Connect mode: ncat -6 fdf3:f0c0:2567: 7fe4.:800:271f:fe00:0
Default port: 37337

It provides you a typical non-interactive shell.
Transferring afile:

$ ncat -1 -6 > test.txt

$ ncat -6 fdf3:f0c0:2567:7fe4:800:27ff:fe00:0 < test.txt
Or, to exec commands remotely:

$ ncat -1 -6 -e /bin/sh

An example output of Ncat unencrypted communication:

Time Source Destinatien Protoceol Info
Kali f 86 1> [ACK] 1 W1n=29696 T

11 3.667729000 fdf c0:2567: 7fe4:800: 27ff: feon:0 Kali.l.0.8 86 31337 > 55281 [ACK] Se

14 3.668037000 Kali.l1.0.8 fdf3:foco: 2567: 7fed: 800: 27f f : feco: 0 TCP 86 55281 > 31337 [ACK] Seq=15 Ack=2 Win=29695 Len=0

[stream index: 1]

Sequence number: 1 (relative sequence number)
[Next sequence number: 14  (relative sequence number)]
Acknowledgment number: 1 (relative ack number)

Header length: 32 bytes

Flags: 0x018 (PSH, ACK)

window size value: 29

[Calculated window size: 29656]

[window size scaling factor: 1024]
b Checksum: 0x1984 [correct]
b Options: (12 bytes), No-Operation (NOP), No-Operation (NOP), Timestamps
b [SEQ/ACK analysis]

~ Data (13 bytes)

-

Text: testing

0020 27 ff fe dd 77 f4 fd f3 0 cO 25 67 7f ed 08 00
0030 27 ff fe 00 00 00 d7 f1 7a 69 Of a5 1f ds 64 c7
0040 Of 73 80 18 00 1d 19 84 00 Q0 Ol 01 08 0a Q0 05
0050 e2 79 00 la 13 4c EZNEENNENIIENTNVAFOWTNE

0050

Figure 5 Ncat Unencrypted Communication - Example 1

However, ncat supports many handy features, and one of them is to use SSL for encrypting the communication channel

(using the switch -ssl].

? http://nmap.org/ncat/
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Another example output of Ncat encrypted communication is displayed below:

Fle Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help

Fiter: [ipvé and tcp [+ ] Expression... cClear ~pply Save

No. |[Time Source Destination Protocol

Info

929852000 Kali.1l.0.8 fdf3:foco:2567: 7fe 86 55282 > 31337

696 Len=0 T

.930212000 fdf3:f0c0:2567:7fed:800: 27Ff:fe00:0 Kali.1.0.8 86 31337 > 55282 [ACK] Seq=1 Ack=343 Win=29696 Len=C
18 18.930469000 fdf3:foco:2567:7fe4:800: 27ff: fe00:0 Kali.l.o.8 TCP 694 31337 = 55282 [PSH, ACK] Seq=1 Ack=343 Win=29696
19 18.930607000 Kali.1.0.8 fdf3:f0c0: 2567: 7fed:800: 271 f : fe00:0 TCP 86 55282 > 31337 [ACK] Seq=343 Ack=609 Win=30720 Ler
20 18.931284000 Kali.1.0.8 fdf3: f0c0: 2567: 7fed:800: 27f f : fe00: 0 TcP 276 55282 > 31337 [PSH, ACK] Seq=343 Ack=609 Win=307:z
21 18.932718000 fdf3:foco:2567:7fed:800:27f:fe00:0 Kali.l.o.8 TCP 344 31337 > 55282 [PSH, ACK] Seq=609 Ack=533 win=307z
22 18.933287000 Kali.1.0.8 fdf3:foco: 2567: 7fe4:800: 27 : fe00:0 TCP 128 55282 > 31337 [PSH, ACK] Seq=533 Ack=867 Win=317¢
24 18.933469000 fdf3:foco:2567:7fed:800:27f:fe00:0 Kali.l.o.8 TCP 117 31337 > 55282 [PSH, ACK] Seq=8567 Ack=576 Win=307z
28 18.934609000 Kali.1.0.8 fdf3: foc0: 2567: 7fed:800: 27 : fe00: 0 TCP 86 55282 > 31337 [ACK] Seq=576 Ack=899 Win=30720 Ler

[window size scaling factor: 1024]

b Checksum: DxSe4d [correct]

b Options: (12 bytes), No-Operation (NOP), MNo-Operation (NOP), Timestamps
b [SEQ/ACK anal il

QT

Figure é Ncat Unencrypted Communication - Example 2

Conclusion

Ncat works without problems, using IPvé. It also supports some handy features, like SSL encryption, even over |Pvé.
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LAN / MITM ATTACKS & OTHER

NSE Scripts

Nmap Scripting Engine (NSE)? scripts provide different options, introduced below. Let's start with the IPvé-specific

NSE scripts provided by nmap.
Script location:
/usr/local/share/nmap/scripts/
Information obtained from:
http://nmap.org/nsedoc/

NSE Scripts specific for IPvé
dns-ip6-arpa-scan

Ipvé-node-info

Ipvé-ra-flood

targets-ipvé-multicast-echo

targets-ijpvé-multicast-invalid-dst

targets-ipvé-multicast-mld

targets-ipvé-multicast-slaac

20 http.//nmap.org/book/nse-scripts.html

Performs a quick reverse DNS lookup of an IPvé network using a
technique which analyzes DNS server response codes to dramatically

reduce the number of queries needed to enumerate large networks.

Obtains hostnames, IPv4 and IPvé addresses through IPv6 Node

Information Queries.

Generates a flood of Router Advertisements (RA) with random source
MAC addresses and IPvé prefixes. Computers, which have stateless auto
configuration enabled by default (every major 0S), will start to compute
IPv6 suffix and update their routing table to reflect the accepted
announcement. This will cause 100% CPU usage on Windows and

platforms, preventing to process other application requests.

Sends an ICMPv6 echo request packet to the all-nodes link-local
multicast address (ff02::1) to discover responsive hosts on a LAN without

needing to individually ping each IPv6 address.

Sends an ICMPvé packet with an invalid extension header to the all-
nodes link-local multicast address (ff02::1) to discover (some] available
hosts on the LAN. This works because some hosts will respond to this

probe with an ICMPvé Parameter Problem packet.

Attempts to discover available IPvé hosts on the LAN by sending an MLD
(multicast listener discovery) query to the link-local multicast address
(ff02::1) and listening for any responses. The query's maximum response
delay set to 0 to provoke hosts to respond immediately rather than

waiting for other responses from their multicast group.

Performs IPv6 host discovery by triggering stateless address auto-
configuration (SLAAC]).
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dhcpé Minimalistic DHCPé (Dynamic Host Configuration Protocol for IPvé)
implementation supporting basic DHCPé6 Solicit requests The library is

structured around the following classes:

B DHCP6.0ption - DHCPé options encoders [for requests) and
decoders (for responses).

B DHCPé.Request - DHCPé request encoder and decoder.
DHCPé.Response - DHCPé response encoder and decoder.

B Helper - The helper class, primary script interface.

broadcast-dhcpé-discover Sends a DHCPvé request (Solicit] to the DHCPvé multicast address,
parses the response, then extracts and prints the address along with any

options returned by the server.

NSE scripts that also provide information regarding IPvé:

address-info Shows extra information about IPvé addresses, such as embedded MAC or

IPv4 addresses when available.

afp-serverinfo Shows AFP server information. This information includes the server's
hostname, IPv4 and IPvé addresses, and hardware type [for example

Macmini or MacBookPro).

resolveall Resolves hostnames and adds every address (IPv4 or IPvé, depending on
Nmap mode) to Nmap's target list. This differs from Nmap's normal host
resolution process, which only scans the first address (A or AAAA

record) returned for each host name.
Let's see some tests.
Tests:
B [Pvé-node-info

Obtains hostnames, IPv4 and IPv6 addresses through IPvé Node Information Queries. IPvé Node Information Queries
are defined in RFC 46202".

21 https.//tools.ietf.org/html/rfc4620
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E;awford & Haberman Experimental [Page 1]
o

RFC 4620 IPv6 Node Information Queries August 2006

1. Introduction

Thls document spec1fles a mechanlsn for dlscoverlng 1nformat10n about

Damaln Name Systen (DNSJ (1][2 19 the authorltatlve source of such
information and this specification is not intended to supplant or
supersede it. In fact, in a well-supported network, the names and
addresses dealt with by this mechanism will be the same ones, with
the same relationships, as those listed in the DNS.

Thi ntormation protocol provides facilities Tirat
ound in the DNS, for example, discovering relationships between
1thout reference to names. The functions that

with the DNS may be USefUl Lm SETVETIESS enviromments, for debugging,
or in regard to link-local and unique-local addresses [3] that often
will not be listed in the DNS.

Figure 7 RFC 4620

There are three useful types of queries:

gtype=2: Node Name

gtype=3: Node Addresses

gtype=4: IPv4 Addresses

Command example:

nmap -6 fdf3:f0c0:2567:7fe4:a00:27ff:fed1:d17a --script ipv6-node-info --script-args='interface=vboxnet0' -sn

And this is the information obtained by an OpenBSD system (we displayed it as a Wireshark output).
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| e [t | * | Exprusamn... Chear ooy Sww |
Il || Senren | Daiteston |[Erensesl Langth | s i
oo ESEUUOG  Tart 4 Tl 2ol el BOUE AT R S Tl U Upaniialn. > T8, 2] b hoos Information Query (LUuery subject = LFvh sodresses)
2850555000 fdf3:foco: 2ss7:7ied: ] w000 Cp4nBSDS .5 [MvE 86 hode Information Query [Query subject = IPw6 addresses)
2. 454728000  T4F 3 f0e0: 2567 el 8002 2711 fe00:0 OpanBsDs . 5 [ {a 2.1 88 hode Informstion Quary [Quary subject = IPvE sddrasses)
2, 455145000 OpenBsts., S £f 3: §00: 2567 : 7 8a: 800 [CPVE 96 hode Informaticn Peply (Successiull
v Intarrat Control Message Protecol e Fi
Type: Hode Informatiom Reply [1a0)
code: 0 {Suzcessful)
Chickiuad (nddl [corract]
Otype: 1994 node addresses (4]
* Flags: DuDO0D
R Glekal-secpe sddranie; hBn Set
Sate-Local sddresses: Mot sat
Lirk:local sddressss: hot set
Cosprassion: Nt aat
Whicast Addrepias Wricast sddresaas o0 the quaried anterface
asss aass raas Trurcated: hot set
D000 0000 OD. - Pagarved: w000
Honce: OxfbTaodaf TadciTs
TTL: @
IPva Mode sddress: 19.001.102.100 (RS 10E.112.801)
TIL: DES1Rasadn
IPva Mode address: o6.008.111.59 (45, 108.111.9%]
TTL: IEEA49ES5]
IPva Mode addresa: 100.97.105,.110 (RoG.87, L5 LL0) |

Figure 8 Wireshark Output nmap scan
As we can see, OpenBSD 5.5 happily responds to these queries and provides some information.
B [Pvé-ra-flood

Floods the local link with Router Advertisements (RA] with random source MAC addresses and IPv6 prefixes. It
increases the CPU load significantly on all the targeted OS making them quite unresponsive. It is quite interesting that

this technique can still be effective.

nmap -6 --script ipv6-ra-flood.nse --script-args 'interface=vbhoxnet0'

18 Aoyzipion Epyaoiiv Twv Windows [e@]=]

Apyzio Emoyéq [poPoin BonBzx

Eqapuoyég | Aiepyadiec | Ynnpeoieg | ENdooac | airuo | Xprores |

Xpnon CPU IoTopikd xprong CPU

I0TopIKG XPrionG PUAIKAG BVAKNG

Guows pvipn (MB) ZUompa
ZOvoho AgiKkTeg XEpiopoU 12500
Imv cache Nnpara 561
NiaBiopn Aigpyaoieg 43
EAglBzpn Xpovog Azroupyiag 0:00:03:34
Atopeuon (MB) 1063 [ 2047
Mvriun nuprva (MB)
Zzhidonoinuévn =
Mn ozhidonoinpévn A Enonzia népav...

Qepyaocizg 43 Xpnion CPU: 100% Duown pvipn: 90%

Figure 9 Flood router impact on a Windows 7 Operating System
B Targets-ipv6-multicast-echo

Sends an ICMPvé6 echo request packet to the all-nodes link-local multicast address (ff02::1).
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nmap -6 --script=targets-ipv6-multicast-echo.nse --script-args 'newtargets,interface=vboxnet0'
Starting Nmap 6.46 ( http://nmap.org ) at 2014-05-31 17:46 EEST

Pre-scan script results:

| targets-ipv6-multicast-echo:

| IP: fdf3:f0c0:2567:7fe4:a00:27ff:fed1:d17a MAC: 08:00:27:d1:d1:7a IFACE: vboxnet0

| IP: fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa MAC: 08:00:27:74:dd:aa IFACE: vboxnet0
|_ IP: fdf3:f0c0:2567:7fe4:481e:249a:1d4f:77ec MAC: 08:00:27:6a:ca:6a IFACE: vboxnet0
... etc

Only Linux and OpenBSD (!) systems respond (not Windows and FreeBSD). Not very effective technique on its own.
B Targets-ipvé6-multicast-invalid-dst

It sends an ICMPvé packet with an invalid extension header to the all-nodes link-local multicast address (ff02::1) to
discover (some) available hosts on the LAN. This works because some hosts will respond to this probe with an ICMPvé

Parameter Problem packet.

nmap -6 --script=targets-ipv6-multicast-invalid-dst.nse --script-args 'newtargets,interface=vboxnet0' -sP
Starting Nmap 6.46 ( http://nmap.org ) at 2014-05-31 17:48 EEST

Pre-scan script results:

| targets-ipv6-multicast-invalid-dst:

| IP: fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa MAC: 08:00:27:74:dd:aa IFACE: vboxnet0

| IP: fdf3:f0c0:2567:7fe4:481e:249a:1d4f:77ec MAC: 08:00:27:6a:ca:6a IFACE: vboxnetO

| IP: fdf3:f0c0:2567:7fe4:a00:27ff:fed1:d17a MAC: 08:00:27:d1:d1:7a IFACE: vboxnet0

|_ IP: fdf3:f0c0:2567:7fe4:c099:d19b:fbd4:aadb MAC: 08:00:27:8e:96:84 IFACE: vboxnet0

Four systems responded (Fedora, Centos, OpenBSD and Windows 8.1). Slightly more effective technique than targets-

ipv6-multicast-echo. Similar results to aliveé of the thc-ipvé attack toolkit.

An example of the sent packets is displayed in the Wireshark output shown below:

Fiter: [ipve [+ | Expression... Clear “pply Save

P 0110 .... = Version: 6 H
P oii.. 0000 Q001 tevr wiin wiin aaee eees = Traffic class: 0x00000001
............ 0000 0000 0000 0000 0001 = Flowlabel: ©x00000001
Payload length: 16
Next header: IPv6 destination option (6@)
Hop limit: 255
Source: fdf3:foc0:2567:7feq:800: 271 : fe00:0 (fdf3:foco:2567:7fed:800: 271 : fe00:0)
Destination: ffoz::1 (ffo2::1)
[Source GeoIP: Unknown]
[Destination GeoIP: Unknown]
Destination Option
Next header: ICMPvE (58)
Length: 0 (8 bytes)

1

- IPv6 Option (Unknown 128)
Type: Unknown (128)
Length: 1
Unknown Option Payload: 0@

b IPv6 Option (Padl)

b IPv6 Option (Padl)

b IPws Option (Padl)
< Internet Control Message Protocol v6

Type: Unknown (254) "

Code: ©

Figure 10 Wireshark Output targets-ipvé-multicast-invalid-dst
B Targets-ipv6-multicast-mld

It attempts to discover available IPvé hosts on the LAN by sending an MLD (multicast listener discovery) query to the

link-local multicast address (ff02::1) and listening for any responses.

nmap -6 --script=targets-ipv6-multicast-mld.nse --script-args ‘interface=vboxnet0'
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An example output for the sent packet is displayed below:

E‘Im Source : unl Infi:

¢ Ethernet II, Src: 0a:00:27:00:00:00 [0a:00:27:00:00:00), Dst: IPyGmcast_00:00:00:01 (33:33:00:00:00:001)
* Internet Protocol version 6, Src: fdf3:f0c0:2567:7fed:800: 2771 :fe00:0 (fdfa:foco: 256771 ed:800: 271 : fa00:0], 1 [ffoz::1)
b 0110 .... = Versuon: 6
B . D000 0000 . . . = Traffie class: CwOOODD000

............ CCOO GCOD 0200 ﬂCCO Uﬂﬂﬂ Flowlabel: 000000000

Payload length: 32

et pré hopeby-bop option (0]

Hop Hiiiii.p’r

Source: fdf3:f0c0; 2567; Ted; B00: 27FF - fe00:0 (Fdf3; FOcl: 2567 T ed- 600 27 f - fel0:0)

Destinatien: ffaz:: (ffoz::i)

[Source GeolP: Unkngwn]

{Desrynation GeolP: Unmkngwn]
Gop e it
et header: I0MPG (58)

Lergth: O (8 bytes)
B IPvG Option (Router Alert)
* IPvE Option (Padd)

= Internet Comtrol Message Protocel ve
Type: Multicast Listener Query (130}
Code: O
Chagksum; Oxbcad [correct]
Fasponse Delay [msl: 0

RasdTved: 0000

Figure 11 Targets-ipv6-multicast-mld
Unfortunately, it doesn’t seem to work effectively.
B Targets-ipv6-multicast-slaac

This script attempts to perform IPvé host discovery by triggering stateless address auto-configuration (SLAAC). It

doesn’t seem to work, though.

B Resolveall

Resolves hostnames and adds every address (IPv4 or IPv6, depending on Nmap mode) to Nmap's target list.
Command:

nmap -6 --script=resolveall --script-args=newtargets,resolveall.hosts={www.ernw.de}
Starting Nmap 6.47 ( http://nmap.org ) at 2014-09-02 23:22 EEST

Pre-scan script results:

| resolveall:

| Host ‘www.ernw.de' resolves to:

| 2003:60:4010:1090::11

|_ Successfully added 1 new targets

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn

Nmap done: 1 IP address (0 hosts up) scanned in 8.12 seconds

9.1.1 Conclusion

Several NSE scripts either support IPvé or they are IPvé-specific. Some of them do not appear to work properly. From

the rest, the most interesting/effective ones are the following:

IPvé6-ra-flood (quite effective even against the latest 0S).
Targets-ipv6-multicast-invalid-dst (this produces similar results to aliveé of the thc-ipvé attacking toolkit).
Targets-ipvé6-multicast-echo

IPv6-node-info

Resolveall
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Ettercap

Ettercap? is a comprehensive suite for man in the middle attacks. The tested version was 0.8.0.

B [Pvé support was added at version 0.7.5.

B DNS spoofing for IPvé addresses plugin was added in version 0.8.0.
NOTE:

IPv6 is not supported out-of-the-box in the rpm package. In the source code, you must enable it: (Edit
build/CmakeCache.txt and change ENABLE_IPV6:BO0L=0FF to ENABLE_IPV6:BO0OL=0N).

Test:

lusr/local/bin/ettercap -i vboxnetO -T //fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa/ //fdf3:f0c0:2567:7fe4:a00:271f:fed1:d17a/
ettercap 0.8.0 copyright 2001-2013 Ettercap Development Team
Listening on:
vboxnet0 -> 0A:00:27:00:00:00
192.168.56-1/255.255.255.0
/" 1e80::800:27ff:fe00:0/64
\_ fdf3:f0c0:2567: 7fed800: 27f:fe00:0/64

SSL dissection needs a valid 'redir_command_on' script in the etter.conf file
Privileges dropped to UID 65534 GID 65534...
plugin ec_sslstrip.so cannot be loaded...

32 plugins

42 protocol dissectors

57 ports monitored
16074 mac vendor fingerprint
1766 tcp OS fingerprint
2182 known services
Randomizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts...

*| >| 100.00 %
Scanning for merged targets (2 hosts)...
*| >| 100.00 %

0 hosts added to the hosts list...
Starting Unified sniffing...
Text only Interface activated...

Not sure how to launch an IPv6 MITM attack using ettercap. We didn't find any related MITM module in the man pages.
We pinged the hosts using IPvé6 and we did not get anything in real time (just IPv4). But when we press L (list hosts), IPvé

hosts are listed:

Figure 12 IPvé Hosts List Ettercap
IPvé-related Filters:

B DNS spoofing for IPvé addresses
B Support for IPv4 and IPvé Tunnels

22 http.//ettercap.github.io/ettercap/
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Conclusion

Although ettercap supports IPvé addresses, critical modules (like MITM attacks] do not seem to be implemented yet.

Cain & Abel

Cain & Abel%, a password recovery tool for Windows was tested with version 4.9.56 on Windows 8.1.

Ping/pingé traffic was sent to Cain while its sniffer was running, but just the IPv4 address of the sender was captured.

Conclusion

IPv6 is not supported.

Net-snmp
Net-SNMP? is a suite of applications used to implement SNMPv1, SNMPv2c and SNMPv3 using both [Pv4 and

|Pvé.Tested version was 5.7.3.pre5.
When you compile it, you need to enable IPvé support (not enabled by default].

Example:
snmpwalk -Os -c public -v 1 fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa system

The SNMP operation was confirmed with Wireshark.

Filter: + | Expression... Clear Appl
\ =]

Ehime |source
1 fdf

0. 000000000

| estination |[Protocol |
C0:2567: 71 e4: 800: 27 Fedoraz0 SR
fdf3: © ICI

7fed: next-

next-

103 get-next-request

151 nation )

ICMPVE 110 Router Advertisement from 08: :74:dd:aa

ICMPVE 110 Router Advertisement from 08:00:27:74:dd:sa

SKMP request 1.3.6.1.2.1.1

E ICMPVE 151 on (Port ur )

00:27ff : fe00: 0 Fedorazo ICMPVE 86 Neighbor Solicitation for fdf3:foc0:2567:7fed:a00:27ff:fe74:ddaa from 0a:00:27:00:00:
fego: :800:27ff:fec0:0  ICMPVE 78 Neighbor Advertisement fdf3:f0c0:2567:7fed:ao0:27ff:fe74:ddaa (sol)

800: 27 Fedora2o ShMP 103 get-next-request 1.3.6.1.2.1.1
fd

13 5.002857000 fes
14 5.003174000
15 5.005327000

b Frame 11: 103 bytes on wire (824 bits), 103 bytes captured (824 bits) on interface @

b Ethernet II, Src: 0a:00:27:00:00:00 (0s:00:27:00:00:00), Dst: CadmusCo_74:dd:aa (08:00:27:74:dd:aa)
13

-

Simple Network Management Protocol
version: version-1 (0)
community: public

= data: get-next-request (1)

b get-next-request

0030 27 ff fe 74 dd aa [IHEEENCCIEVECONCRCINEE 30 27
0040 02 Ol 00 04 06 70 75 62 6C 69 63 al la 02 04 Ob
0050 1c f0 71 02 01 00 02 01 00 30 Oc 30 Oa 06 06 2b
0060 06 01 02 01 01 05 00

Figure 13 Wireshark Output SNMP Walk

Conclusion

IPvé is supported by Net-snmp, but you must compile it with this option enabled (it is not by default).

23 http.//www.oxid.it/cain.html
2 http.//www.net-snmp.org/
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10 VULNERABILTY SCANNERS

10.1 Nessus

The market defining vulnerability scanning solution was tested version with Nessus Home, Engine: 5.2.7.

Web Ul:

2.3.8 [(master #98), Plugins
Last Updated:

August 28, 2014

How to Define your IPvé Targets:

Basic Seltings

€ Scans
Basic Seftings MName IPVE
Schedule Sallings
Dascripltion
Email Setlings
Puolicy host_discovery -
Foidar My Scans -
Targels P 10c 00 2567 Tled a00: M TeTd:ddan, 1dr3:10c0: 2567 Tad: a0 27 fad1:d1 7a,
fl 31 0c 00 2567 Tled a00: 27 ebac ata, 1dr3:10c0: 2567 Ted: ald: 2T fadc: 1994,
I3 T0c0: 2567 Tad c0e 6 391680920, 1dr1:10c0: 2667 Ted: TETS 4886 23004 BaT73
Upload Tangets Add File

Figure 14 Nessus IPvé Targets
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Let's see, using a Wireshark output, the methods by Nessus for IPvé discovery:

3 80.528930000 fdf3:foc0:2567:7fed:800:27ff:fe00:0 ICMPVE 86 Neighbor Solicitation for fdf3:foco:2567:7fed

4 80.528978000 fdf3:f0c0:2567:7fed:800:27ff:fe00:0 1CHPYE 86 Neighbor Solicitation for fdf3:foco:2567:7fed

5 80.529366000 Fedorazo :fe00:0 ICMPVE 86 Neighbor Advertisement fdf3:foc0:2567:7fed:a00:
.529396000 fdf3:f 67:7fed: 7if 0 f 63 Source port: 4 Destination port: name

7 80.529395000 FreeBSD10 fdf3:foco:2567: 7fe4:800: 271 f: feoo: 0 ICMPVE 86 Neighbor Advertisement fdf3:foco:2567:7fe4:a00:

8 80.520400000 fdf2:f0c0:2567:7fed:800:27f f:fe00:0 FreeBSD10 Lop 63 Source port: 37856 Destination port: name

0 fdf3:f f

530324000 127ff:fe00:0

1 Lin le ( £ L

111 Destinati L
86 Neighbor Advertisement fdf3:foc0:2567:7fed:a00:

12 80.532394000
13 80.532427000

fdf3:foco:2567: 7fed: 800
:2567: 7fe4:800: 271 f: fe00: 0 Centos6.5
1 &bl y
15 80.533657000 :2567: 7fe4:800: 27f f: fe00: 0 ffoz ICMPVE 86 Neighbor Solicitation for fdf3:foc:2567:7fed
16 80.533957000 Kali.l.0.8 fdf3:foco:2567: 7fe4:800: 271 f: feco: 0 ICMPVE 86 Neighbor Advertisement fdf3:foco:2567:7fe4:ao

b Frame 6: 63 bytes on wire (504 bits), 63 bytes captured (504 bits) on interface O
b Ethernet II, Src: 0a:00:27:00:00:00 (0a:00:27:00:00:00), Dst: CadmusCo_74:dd:aa (08:00:27:74:dd:aa)
b Internet Protocol Version 6, Src: fdf3:f0c0:2567:7fe4:800:27ff:1e00:0 (fdf3:f0c0:2567:7fe4:800:27ff:1e00:0), Dst: Fedora20 (fdf3:f0c0:2567:7fed:an0:27ff:fe74:ddaa)
b User Datagram Protocol, Sre Port: 39064 (39064), Dst Port: name (42)
v Data (1 byte)
Data: Oa
Text: \n
[Length: 11

0000 08 00 27 74 dd aa Oa 0@ 27 00 00 00 86 dd 60 0O
0010 00 00 00 09 11 40 fd f3 fo <0 25 67 7 =4 08 QO
0020 27 ff fe 00 00 00 fd f3 {0 cO 25 67 7f e4 0a 0O
0030 27 ff fe 74 dd aa 98 98 00 2a 00 09 8 f9 0a

Figure 15 Wireshark Output ICMPv6 Echo Request

As we can see, ICMPv6 Echo Request plus UDP Port Scanning at port 42 are used! Moreover, port scanning is also
launched by the IPvé host discovery.

Results:
IPv6_host_discovery Expot Audit Trail -
Scans > Hosts [[]  Vulneraniiiies Noles Hide Details
Host Vulnerabilties « Scan Detalls
Folder: My Scans
Policy: host_discovery
Targets: fdf3:f0c0: 2667 7fed: al0: 27ff:f
Start time: Fri Aug 29 19:02:39 2014
Elapsed: 2 minutes
1df3:100: 2567: Tled: a00: 271 fedd: ..

Vulnerabilities
@ info
@ Low
liedium
High
@ Crical

Figure 16 Nessus IPvé Host Discovery

As we can see, all targets were identified.
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Some more detailed results are displayed below:
Output
Port 135/tcp was found to be open

Port = Hosts

135/ tcp/epmap fdi3:f0c0: 2567, Fed:c120: 21 20: 7860:ff70

M

Port 445/tcp was found to b= op=n

Port = Hosts

445/ tep/ cifs fdf2:10c0: 2567 7Tied:c120:21 20: 7860:1f70

%

Port 554/tcp was found to b= op=n

Port = Hosts

854/ tcp fdf2:10c0: 2567 7Tied:c120:21 20: 7860:1f70

%

Port 2869/tcp was found to be open

Port = Hosts

2869/ tep / www fdf3:f0c0: 2567 Ted:c120:21 20: 7TRE0:ff70 &

Figure 17 Detailed Nessus Output IPvé Host Discovery

Other ways to define your IPvé targets:

Link local addresses should be defined as targets like this: fe80::800:27ff:fe00:0%eth1.

When a /64 network is defined (e.g. fdf3:f0c0:2567:7fe4::/64)...

IPv6 - 2
Scans > Hosis Notes

Scan Notes

Invalid target setting
Invalid target name entered. Either the name does not resolve, or the syntax used is incorrect. Please check your settings

Figure 18 Nessus Invalid Target Settings
..we get an error message (“Invalid Target setting”).
Similar errors we get when:

B A /64 network is defined as fdf3:f0c0:2567:7fe4::0/64

Scan Details

Name:
Folder:
Status
Policy:
Scanner
Targets:
Start time:
End time:
Elapsed:

[Windows7!
[Running] -!

Export ¥

Hide Details

IPV6 -2

My Scans

Completed
hest_discovery

Lecal Scanner

1di3:10c0: 2567 Tied: /B4
ThuJun 18 15:53:26 2014
ThuJun 19 15:53:27 2014
atew seconds

B Ranges of addresses are defined, e.g. fdf3:f0c0:2567:7fe4:a00:27ff:fe74:dd00 - fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddff

or fdf3:f0c0:2567:7fe4:a00:27ff:fe74:dd00-ddff
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IPvé Plugins
Let's examine if IPvé-related plugins are supported in Nessus:

After selecting a policy and then “Plugins” from the left pane.

& Share Disable All Enable All -

Advanced Search

Match Al ™ of the following:

Bugtrag 1D - is equal to hd Q
Apply Cancel Clear Filters
1

Figure 19 Advanced Search Nessus

We get a plenty of IPvé-related plugins.

{3 Nessus
Policies 8 shae Disale Al | Enable Al (1]
¢ Policies &/ Plugins Show Enabled

R comestetn R IR 0o 105 Solware P Version s v Mllprtocel. 3517

R gt : Cison 108 Bctease P8 i of Savico sso- s

Plugine EIEER  cisco S Software IPVE Denisl of Service Vidnera... %18
Selaris Local Securily Checks 3

Presencas Sua8 Looal Sanurty Gk . ENARLED Gisco 108 Software IPvE Virual Fragmentation Ra. LEF)
IR v o secuny crcxe N EIEEl  cisco S Software Mabile 1P and Motiss [PVE Vul.. o001
o R EIEEEl)  GiscolOS Softwars Multile Network Addrass Tran... 7334
s R 5 Gisco 08 User Datagram Protosol Dellvery Issue: 45011
e —— 0 Cisco 108 XE Softwara [Pv8 Denial of Sevica (sis ]

Figure 20 Nessus Plugins
And also some nice recommendations.

Enumerate IPvE Inledaces via SSH

Synopsis

This plugin enumernles |PyvE inlemaces on & femole hodl

Description

By conneciing io the mmole hest via SSH wilh the suppiied credeniiale, this plugin enumeraies network inferdac ee
conligunsd with IPvE addresses

Solutien

iy using B Otherwise, disable any unused IPvE interdaces.

Plugin Infarmation

Flugin 10 285202

Pilugin Typs: local

Plugin Pubdication Datee 20070511
Plugin Last Modificadion Dadec  2011/02701

Figure 21 Nessus Enumeration IPvé Interfaces via SSH
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Note:
Nessus under Windows:

“Nessus works under *nix platforms with 1Pv6, but the windows stack doesn't support the features needed for nessus to work. ” [1]

Conclusion

Nessus supports IPvé addresses as targets, but NOT using IPvé prefixes or IPv6 ranges. The IPv6 host discovery module
does not use many methods to discovery IPvé hosts (e.g. IPvé datagrams with erroneous parameters or extension
headers, etc.). However, it incorporates several IPv6-related vulnerability discovery plugins. To sum-up, Nessus can be
used against IPvé networks but it is recommended that during the discovery phase more specialized tools, like the thc-

ipvé attack toolkit, should also be used.
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WEB PENETRATION TESTING

BurpSuite

Burp Suite? is an integrated platform for performing security testing of web applications. The tested version was 1.6,

free edition.

Tests:

As a target, an IPvé-only (very basic) website was used.
Results:

By configuring the web browser to use 127.0.0.1:8080, burpsuite fetches and spiders IPvé targets:

E Burp Suite Free Edition v1.6 [=1[=][x]
Burp Intruder Repeater Window Help

Target | Proxy | Spider | Scanner | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Options | Alerts
jsmemap Scope

‘ Filter: Hiding net found items; hiding CSS, image and general binary content, hiding 4xx responses; hiding empty folders |llJ
http://[felf3:fOc0: 2567: 7fed: a00; 27fF:fe74: ddaa] : Host | Method | URL | Params | Stat.. & | Length | MIME type | Title | Comment
¥ [ icons http://[fdf3:f0c0:2567: Ffed:a00: 27 feT74:ddaa] GET ficons/ (@) 200 74372 HTML Index of ficons
(-7 hittp://[fdf3:f0c0: 2567: Ffe4:a00: 27ff fe74: ddaal GET ficons/7C=D;:0: @ 200 74372 HTML Index of Jicons
[2 apache_pb.sva http://[fdf3:f0c0:2567: Ffe4:a00: 27ff feT74:ddaa] GET [&/] 200 74372 HTML Index of ficons
v small - hittp: //[fdf3:f0c0: 2567: 7fe4:a00: 27ff.fe74: ddaa] GET @ 200 74372 HTML Index of Jicons
Y&/, http:/y[fdf3:f0c0:2567: Tfe4:a00: 27 feT74:ddaa] GET /] 200 74372 HTML Index of ficons
[ c=D;0=A hittp: //[fdf3:f0c0:2567: 7fe4:a00: 27ff.fe74: ddaa] GET ficons/apache_pb. svg o 200 266711 XML
Bc http:/y[fdf3:f0c0: 256 7: Ffe4: a00: 27 -fe74: ddaa] GET Jicons/smally o 200 14472 HTML Index of Jicons/small
Bc hittp: i/ fe74:ddaal GET ] HTML
B c=5 0 ) hitpii fe74:ddaa] GET @ HTML
» http:/ffedmsg.com rttp: 4/ fe74:ddaal GET @ HTML
» hitp:/fFedora-arm blogspat. com ftep fe74:ddaa] GET @ AL
» hitp-ffedora-cloud dissociatedprass. net http: fe74:ddaa] seT @ HTML
» http://fedora-uy. org hittp: ¥ fe74:ddaa] GET @ HTML
» http:/fedora. my hittp: 4/ fe7a:ddaa) GET @ HTML
Fed, http: //[fdf3:f0c0:256 00:27ff fe74:ddaal GET / @ HTML
[« -

fedora.web.id

4all blogspet.com Request [ Response

edorasall blogspot.in

edoraboost.blogspot com Raw [ Headers | Hex
rd

edoracambodia.v GET Jicons, HITE/L.L i

. }ﬁ:jf,::z::i‘;:&i‘ﬂﬁ‘g i Host: fdf3:f0c0:2567: 7fed:a00:27FF: fe74:ddaa
» hitp://fedoraforum. org Accept: #/%
» hitp-ffedorafreun ds Accept-Language: en
» hitp:/ffedorahosted.org User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Win64; x64; Trident/5.0)
» B hitps:ifedorahosted org Connection: close
¥ hitp://fedoramagazine. org
oy

Figure 22 Burp Suite IPvé Targets

When you use IPvé local host (::1 or [::1]) at the proxy settings of the web browser, you get a “server not found” error

message at your web browser. No big deal to use IPv4 localhost address for this purpose though!

Conclusion

Burpsuite can spider IPvé targets smoothly!

ZAPROXY

The OWASP Zed Attack Proxy (ZAP)? is an easy to use integrated penetration testing tool for finding vulnerabilities in

web applications. Tested version was 2.3.1.

25 http.//portswigger.net/index. html
2 https.//code.google.com/p/zaproxy/
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Results:

|Pvé6 addresses cannot be attacked directly:

j 47 Quick Start = I = Request T Responses= T % Break T | Seript Consale ]

Welcome to the OWASP Zed Attack Proxy (ZAP)
ZAP is an easy to use integrated penetration testing tool for finding vulnerabilities in web applications.
Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press 'Attack’,

URL to attack: hittp:/[fdf2:f0c0: 2567 7fe4:a00: 27ff.fe7d:ddaa) @ select..,
| 47 Attack M stop
Progress: Failed to attack the URL please check that the URL you specify is valid

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP,

If you are using Firefox 24.0 or later you can use 'Plug-n-Hack' to configure your browser:

Configure your browser: \ & Plug-n-Hack

Or point your browser at: | httpi/flocalhost:8080/pnh/

Figure 23 Zaproxy IPvé URL To Attack

When used as a proxy, still an IPv6 address cannot be fetched:
The address isn't valid
The URL is not valid and cannot be loaded.

m Web addresses are usually written like http://www.example.com/

= Make sure that you're using forward slashes (i.e. [).

Figure 24 Zaproxy Invalid Address Proxy Error

11.21 Conclusion

IPvé is not supported by ZAP.

11.3 Nikto

Nikto?” is an Open Source (GPL) web server scanner which performs comprehensive tests against web servers for

multiple items. Tested version was 2.1.5.

27 https://www.cirt.net/Nikto2
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Test:

[aatlas@localhost nikto-2.1.5]$ perl nikto.pl -host http://[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]
- Nikto v2.1.5

+ ERROR: Cannot resolve hosthame '[fdf3’
+ 0 host(s) tested

Conclusion

IPv6 is not supported by Nikto.

Skipfish

Skipfish?® is an active web application security reconnaissance tool, tested with version 2.10b.
There is no optional parameter to define IPvé addresses (like -6).

Test:

Jskipfish -o output_dir2 http://[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]

skipfish web application scanner - version 2.10b

M WARNING: Wordlist ‘/dev/null’ contained no valid entries.

[-] PROGRAM ABORT : Scan target ‘http://[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]" is not a valid absolute URL.
Stop location : main(), src/skipfish.c:736

Conclusion

IPvé is not supported by skipfish.

Sqlmap

Sqlmap? is an open source penetration testing tool that automates the process of detecting and exploiting SQL injection

flaws and taking over of database servers. Tested version was sqlmap/1.0-dev-nongit-20140823.
Sqlmap supports IPvé6 out-of-the-box.
Example:

$ python sglmap.py -u http://[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]

...<snipped for brevity> ...

[*1 starting at 14:28:35

[14:28:35] [INFO] testing connection to the target URL

[14:28:35] [WARNING] the web server responded with an HTTP error code (403) which could interfere with the results of the tests
[14:28:35] [INFO] testing if the target URL is stable. This can take a couple of seconds

[14:28:37] [INFO] target URL is stable

[14:28:37] [CRITICAL] no parameter(s) found for testing in the provided data (e.g. GET parameter 'id" in
‘www.site.com/index.php?id=1")

[14:28:37] [WARNING] HTTP error codes detected during run:

403 (Forbidden) - 2 times

2 https://code.google.com/p/skipfish

27 sqlmap/1.0-dev-nongit-20140823
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[*] shutting down at 14:28:37

lT\me “Snurca HDestmatmn HPrnmm\‘{\nfa

1 0.000000000 fdf3:f0ce:2567:7fed:800:271f: fe00:0 Fedora2o TcP 94 49110 > http
2 0.000399000 Fedora20 fdf3:foc0:2567: 7fe4: 800: 27 f : fe00: 0 TP o4 http > 49110
3 0000500000 Fedora2o TP 86 45110 > http

06 B Fedora20 471 GET / HTTP/1.
5 0.000914000 Fedoraz0 fdf3:foc0:2567:7fe4:800: 27 : fe00: 0 TCP 86 http > 49110
6 0.002066000 Fedora20 fdf3:foco:2567: 7fe4:800: 27 : fe00: 0 Tep 1514 [TCP segment
7 0.002154000 fdf3:f0c0:2567: 7fed:800:27ff: fe00: 0 Fedora2o Tep 86 49110 > http
8 0.002423000 Fedora20 fdf3:f0c0:2567: 7fe4: 800: 27 f: fe00: 0 TP 1514 [TCP segment
9 0.002453000 fdf3:f0c0:2567:7fed:800:27ff: feo0: 0 Fedora2o TP 86 49110 > http
10 0.002482000 Fedorazo fdf3:foco:2567:7fe4:800: 27 : fe00: 0 TP 1514 [TCP segment
11 0.002506000 fdf3:foco: 2567: 7fe4:800: 27 : feon: 0 Fedorazo TcP 86 49110 > http
12 0.002608000 Fedora20 fdf3:foc0:2567: 7fe4:800: 27 : fe00: 0 HTTP 683 HTTP/1.1 403
13 0.002636000  fdf3:foce:2567: 7fe4:800: 27 : feon: 0 Fedora2o TP 86 49110 > http
14 0.002835000 Fedora20 fdf3:f0c0:2567: 7fe4: 800: 27 f: fe00: 0 TP 86 http = 49110
15 0.002839000 fdf3:f0c0: 2567:7fe4:800: 27 : fe00: 0 Fedorazo TcP 86 49110 > http
16 0.002868000 fdf3:foco:2567: 7fe4:800: 27 : feoo: 0 Fedorazo TP 86 49110 > http

P e —— B I N = e

[sYN]
[s¥n,
[ACK]

[ack]
of a reassembled POU]

[Ack]

of a reassembled PDU]

[AcK]

of a reassembled PDU]

[ack]

Forbidden (text/html)

[ack]
[FIN,
[FIN,
[ack]

er

Seq=0 Win=28800 Len=0
AcK] Seq=0 Ack=1 Win=:
Seq=1 Ack=1 Win=28800

Seq=1 Ack=385 Win=2956:
Seq=386 Ack=1429 Win=:
Seq=386 Ack=2857 Win=:
Seq=386 Ack=4285 Win=:
Seq=386 Ack=4882 Win=¢
ACK] Seq=4882 Ack=386

ACK] Seq=386 Ack=4382
Seq=387 Ack=4883 Win=¢

I

=]

b [SEQ/ACK analysis]
~ Hypertext Transfer Protocol

b GET / HTTP/L.1\r\n
Accept-Language: en-us,en;g=0.S\r\n
Accept-Encoding: gzip,deflateyrin
Host: fdf3:f0c0:2567:7fed:a00:27ff: fe74:ddaa\rin
accept: text/html,application/xhtmlexml, application/xml;q=0.9,%/%;q=0. 8\r\n
User-Agent: sqlmap/1.0- dev-nongit-20140823 (http://sqlmap.org)\rin
Accept-Charset: IS0-8859-15,utf-8:g=0.7,*:9=0.7\r\n

Figure 25 Wireshark Output SqlMap

Conclusion

IPv6 is supported by sqlmap.

sqlninja

Sqlninja® is a SQL server injecting and takeover tool. The version tested was the latest dev version download in 23

August 2014 via svn.
The following sqlninja configurations were tested:

<...snipped for brevity...>

--httprequest_start--

GET http://[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]/checkid.asp?id=1;_ SQL2INJECT__ HTTP/1.0
Host: [fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]

<...snipped for brevity...>

lhost = [fdf3:f0c0:2567:7fe4:800:27ff:fe00:0]

<...snipped for brevity...>

Results:

Jsglninja -m t

Sqlninja rel. 0.2.ff-svn <http://sqlninja.sf.net>
(C) 2006-2014 icesurfer & nico

[+] Parsing sqglninja.conf...

[-] host not defined in sglninja.conf

Now, trying the following:

<...snipped for brevity...>

--httprequest_start--

GET http://[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]/checkid.asp?id=1;_ SQL2INJECT__ HTTP/1.0
Host: fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa

<...snipped for brevity...>

# Local host: your IP address (for backscan and revshell modes)

30 http://sqlninja.sourceforge.net/
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lhost = [fdf3:f0c0:2567:7fe4:800:27ff:fe00:0]
<...snipped for brevity...>

We get again:

$ /sglninja -m t

Sqlninja rel. 0.2.ff-svn <http://sqlninja.sf.net>
(C) 2006-2014 icesurfer & nico

[+] Parsing sglninja.conf...

[-] host not defined in sglninja.conf

Same results if:

<...snipped for brevity...>

--httprequest_start--

GET http://[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]/checkid.asp?id=1;__ SQL2INJECT__ HTTP/1.0
Host: [fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa ]

<...snipped for brevity...>

# Local host: your IP address (for backscan and revshell modes)

lhost = fdf3:f0c0:2567:7fe4:800:27ff:fe00:0]

<...snipped for brevity...>

However, if you change the GET request like:

<...snipped for brevity...>

--httprequest_start--

GET http://fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa/checkid.asp?id=1;__ SQL2INJECT__ HTTP/1.0
<...snipped for brevity...>

You get:

$ /sglninja -mt

Sqlninja rel. 0.2.ff-svn <http://sqlninja.sf.net>

(C) 2006-2014 icesurfer & nico

[+] Parsing sglninja.conf...

[+] Loading extraction module: lib/getdata_time.pl
[+] Port 80. Assuming cleartext

[+] Target is: fdf3:80

[+] Checking that server is responding...

Error: could not create socket to fdf3:8

A note about perl and IPvé support, according to: http://www.perl.org/about/whitepapers/perl-ipvé.html :

How to use both IPv4 and IPvé networks from Perl:
To enable IPvé in Perl, replace any use of 10::Socket::INET with 10::5ocket::IP and you will be able to use both IPv4 and
IPV6. Perl 5.14 has the full set of IPvé functions as part of its core Socket module.

The Perl community is currently in the process of converting older modules to use this. If you use a module which has

not been converted please report it to the module author.

The [0::Socket::IP class provides a general-purpose socket that can provide TCP connections or UDP packets using

either IPv4 or IPVé. It is an API-compatible replacement for its IPv4-only predecessor, 10::Socket::INET.
Still not able to use IPv6 with sqlninja, although the aforementioned perl module is installed:

# yum list installed perl*Socket*
Installed Packages

perl-10-Socket-1P.noarch 0.30-2.fc20 @updates
perl-10-Socket-SSL.noarch 1.955-2.fc20 @updates
perl-Socket.x86_64 1:2.014-1.fc20 @updates
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My perl version is:

$perl --version
This is perl 5, version 18, subversion 2 (v5.18.2) built for x86_64-linux-thread-multi

Conclusion

Seems that sqlninja does not support IPvé.

w3af

w3af® is a Web Application Attack and Audit Framework. Tested version was 1.6.0.4, 19t August revision.

13 w3af - Web Application Attack and Audit Framework [=
Profiles Edit view Tools Configuration Help
v e B © o o % L) =
Scan config | Log |F:esu|t5 Exploit |
Profiles Target: |http:,f,f[fdf3 foc0:2567:7fed:a00:27ff fe74:ddaa] ‘ l [ Start‘
empty_profile lAct\ve HP\ugin
=g—
audit_high_risk b O auth
bruteforce P [ bruteforce
fast_scan b crawl
full_audit b O evasion
full_audit_spider_man -
. > = grep ) Error ==
sitemap P = infrastructure
web infrastructure Invalid URL configured by user, error:
- » [  mangle I . Expected protocol number, get "ddaa]"
instead..
ion Security Project (OWASP) is a
n community focused on
of application software. OWASP
shed the ten most common
securty maws. s profile search for this top 10 security
flaws. For more information about the security flaws:
IAct\ve HP\ugln http:/fwww.owasp.org/index.php/OWASP_Top_Ten_Project .
b (=  output

Figure 26 w3af Invalid URL Error

Conclusion

w3af does not support IPv6. This was actually confirmed implicitly when an e-mail was sent to the w3af mailing list.

Arachni

Arachni®? is an Open Source, feature-full, modular, high-performance Ruby framework aimed towards helping
penetration testers and administrators evaluate the security of web applications. Arachni has been tested with Kali on

version 0.4.6.

31 http.//w3af.org/
32 http.//www.arachni-scanner.com/
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Tests:

$arachni_web

Default Port: 9292

Default credentials

Administrator account:
E-mail: admin@admin.admin
Password: administrator

Regular user account

E-mail: user@user.user

Password: regular_user

http//[idf3:10c0:2667 Tied:a00:2 71 fe74.ddaa]

Full URL of the targeted wel

You can use Markdown for text formatting.

Figure 27 ArachnilPvé URL

Results:

| nttpuif[Fdf3:£0c0:2567 7fed... 3 | 1. Problem loading page

lication (must includa the appropriate protecel, hitp or hitps)

Defautt (Global E

Configuration profile to use
Share with

Regular User =

®| o

@ | @ localhost 9292/scans/1

EMost Visitedv  [illOffensive Security "\ Kali Linux % Kali Docs [BExploit-DB Wy Aircrack-ng

& Administrator

Rrachm "‘Lﬂl[‘ —

HTML

JSON Al [5] * Fixe « Verif 0F ing ica x sit © Awaiting review [g]

Marshal

XML Listing all logged issue URL Input Element
YAML TOGGLE BY SEVERITY HTTP TRACE 1

Reset Showal  Hide al

Informational

NAVIGATE T

HTTP TRACE

E-mail address disclosure
Allowed HTTP methods

Interesting response

Figure 28 Arachni Issues

Conclusion

Arachni supports IPvé.

The HTTP TRACE method is enabled. This misconfiguration can become a pivoting point for a Cross-Site
Seripting (XSS) attack. (CWE)

B3 rtto/1df31060:2567:7Med :a00:27H fe 74 ddaa)/ Server
E-mail address disclosure 1

Allowed HTTP methods 1

Interesting response 3

The server responded with a non 200 (OK) code.
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EXPLOITATION FRAMEWORKS

Metasploit
Metasploit®, the famous penetration testing software was used with version 4.9.3-1 [core:4.9 api:1.0] and version

4.10.0-2014082003 [core:4.10.0.pre.2014082003 api:1.0.0].

Metasploit IPvé-related modules are given in Metasploit Modules. As we can see, several ipv6-related payloads are

supported (tcp, http/https, perl, php, reverse or bind, etc.). Moreover, the following auxiliary modules are supported:

auxiliary/gather/dns_info normal DNS Basic Information Enumeration
auxiliary/gather/dns_srv_enum normal DNS Common Service Record Enumeration
auxiliary/scanner/discovery/ipv6_multicast_ping normal IPv6 Link Local/Node Local Ping Discovery
auxiliary/scanner/discovery/ipv6_neighbor normal IPv6 Local Neighbor Discovery
auxiliary/scanner/discovery/ipv6_neighbor_router_advertisement normal IPv6 Local Neighbor Discovery Using Router

Advertisement

Now, let's examine if any module (exploit, auxiliary, etc.) can be used against a target using IPvé addresses:
Example 1:
B SSH users enumeration

msf > use auxiliary/scanner/ssh/ssh_enumusers

msf auxiliary(ssh_enumusers) > set RHOSTS fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa
RHOSTS => fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa

msf auxiliary(ssh_enumusers) > set USER_FILE /tmp/users.txt

USER_FILE => /tmp/users.txt

msf auxiliary(ssh_enumusers) > exploit

[*] fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 - SSH - Checking for false positives
[*1fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 - SSH - Starting scan

[1] fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 - SSH - User ‘root' not found

[1] fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 - SSH - User ‘atlas' not found

[1] fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa:22 - SSH - User ‘test' not found

[*] Scanned 1 of 1 hosts (100% complete)

[*1 Auxiliary module execution completed

The connections where verified by using Wireshark.

Example 2:

B |Pv6_multicast_ping

Description:

It sends an ICMPvé ping request to all default multicast addresses, and wait to see who responds.

msf > use auxiliary/scanner/discovery/ipvé_multicast_ping
msf auxiliary(ipvé_multicast_ping) > set interface vboxnet0
interface => vboxnet0

msf auxiliary(ipvé_multicast_ping) > exploit

[*] Sending multicast pings...

[*] Listening for responses...

[*1 |*| fe80::a00:27ff:fe74:ddaa => 08:00:27:74:dd:aa
[*] |*|fe80::a00:27ff:fed1:d17a => 08:00:27:d1:d1:7a
[*] Auxiliary module execution completed

A Wireshark output if the captured packets is displayed below:

33 http.//www.metasploit.com/
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Filter: [ipve [+ | Expression... clear ~pply Save
Time Source Destination Protocol

ICMPVE outer Advertisement from

Figure 29 Wireshark Output Multicast Ping

Example 3:

B |Pvé_neighbor

Description:

Enumerate local IPv6 hosts which respond to Neighbor Solicitations with a link-local address.
Basic options:

Name  Current Setting Required Description

INTERFACE no The name of the interface

PCAPFILE no The name of the PCAP capture file to process
RHOSTS yes The target address range dr\CIDR identifier
SHOST no Source IP Address

SMAC no Source MAC Address

THREADS 1 yes The number of concurrent threads

TIMEOUT 500 yes The number of seconds to wait for new data

msf auxiliary(ipvé_neighbor) > set RHOSTS fdf3:f0c0:2567:7fe4::/64
RHOSTS => fdf3:f0c0:2567:7fe4::/64

msf aUX|I|ary(|pv6 nelghbor) > exploit

/]Auxmary failed: Msf::OptionValidateError The following options failed to valldate RHOSTS%

msf aUX|I|ary(|pv6 nelghbor) > set RHOSTS fdf3:f0c0:2567: 7fe4::0/64
RHOSTS => fdf3:f0c0:2567:7fe4@69
msf auleary(pVG neighbor) > e)g)lon

[] Auxnllary failed: Msf: OptlonValldateError T)e following options failed to validate: RHOSTS.

msf auxmary(lpve_nelghon > set RIiOSTS fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa

RHOSTS éjd\?g:f0co:2567:7fe4:aoo:27ff:fe74:dg§§j>

msf auxiliary(ipvé_neighbor) > exploit

5 8 ICMPVE Router Advertisement from raa
. 584288000 :feno:o ICMPYE 70 Echo (ping) request id= Oxaodh, seq=1, hnp Timit
. 865792000 :feco:0 ICMPUE 70 Echo (ping) request id=Ox4lec, seg=1, hop limit
. 145167000 :fen:0 ICMPYG 70 Echo (ping) request id=0x2deS, seg=1, hop limit
. 145815000 :fe74:ddaa 00:27f1:feco:0 ICMPYG 70 Echo (ping) reply id=0x2deS, seq=1, hop Llimit=¢
. 146550000 :fedl:d17a ICMPVE 86 Neighbor Solicitation for fes0::800:27ff:fe00:C
. 146568000 :fedl:d17a ICMPYE 86 Neighbor Solicitation for fes0::800:27ff:fe00:c
. 146644000 :feco:0 00:27ff:fedl:d17a ICMPYG 86 Neighbor Advertisement feso::800:27ff:feco:0 (<
. 146994000 :fedl:d17a 00: 271 : fe00:0 ICMPYE 70 Echo (ping) reply id=Ox2deS, seq=1, hop limit=€
. 421437000 :feco:0 ICMPUE 70 Echo (ping) request id=0x71bl, seg=1, hop limit
. 422134000 :fe74:ddaa 00: 271 : fe00:0 ICMPYG 70 Echo (ping) reply id=0x71b1, seq=1, hop Llimit=¢
. 712419000 :feco:o ICMPYG 70 Echo (ping) request id=oxcfle, hop limit
.999106000 :fe00:0 ICMPVE 70 Echo (ping) request id=Oxe8cf, op Limit
. 280874000 :feno:@ ICMPYE 70 Echo (ping) request id=Oxaefa, hop Limit
. 576170000 :feco:0 ICMPYE 70 Echo (ping) request id=0xSg0d, hep limit
. 859145000 :feno:o ICMPYE 70 Echo (ping) request id=0x7a3a, seq hep limit
. 142514000 :feco:0 ICMPUE 70 Echo (ping) request id=0x835c, seg=1, hop limit
. 431119000 :fen:0 ICMPYG 70 Echo (ping) request i1d=0xd5f6, s Timit
:feco:o ICMPYG 70 Echo (ping) request id=Oxbecs, s Timit
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[*] Discovering IPv4 nodes via ARP...

[-1 Auxiliary girled: ArgumentError str is not a valid IPV4 addl:é;é\ p)
[-] Call stack:
[-] /opt/metasploit/apps/pro/vendor/bundle/ruby/1.9.1/gems/packetfu-1.1.9/lib/packetfu/protos/ip/header.rb:48:in “read_quad'

[-]1 /opt/metasploit/apps/pro/vendor/bundle/ruby/1.9.1/gems/packetfu-1.1.9/lib/packetfu/protos/arp/header.rb:141:in
“arp_daddr_ip="

[-] /opt/metasploit/apps/pro/vendor/bundle/ruby/1.9.1/gems/packetfu-1.1.9/lib/packetfu/protos/arp/mixin.rb:31:in “arp_daddr_ip="'
[-] /opt/metasploit/apps/pro/msf3/modules/auxiliary/scanner/discovery/ipv6_neighbor.rb:175:in “buildprobe’

[-] /opt/metasploit/apps/pro/msf3/modules/auxiliary/scanner/discovery/ipv6_neighbor.rb:67:in “block in run_batch’

[-] /opt/metasploit/apps/pro/msf3/modules/auxiliary/scanner/discovery/ipv6_neighbor.rb:65:in “each’

[-] opt/metasploit/apps/pro/msf3/modules/auxiliary/scanner/discovery/ipv6_neighbor.rb:65:in “run_batch'

[-] /opt/metasploit/apps/pro/msf3/lib/msf/core/auxiliary/scanner.rb:174:in “block in run'

[-] /opt/metasploit/apps/pro/msf3/lib/msf/core/thread_manager.rb:100:in “call’

[-] /opt/metasploit/apps/pro/msf3/lib/msf/core/thread_manager.rb:100:in “block in spawn’

[*] Auxiliary module execution completed

So, it seems that we cannot use IPvé scopes, although it is advertise that we can do.
Example 4:

B |Pvé_neighbor_router_advertisement

Description:

Send a spoofed router advertisement with high priority to force hosts to start the IPv6 address auto-config.
B Monitor for IPvé host advertisements, and try to guess the link-local address by concatenating the prefix, and the
host portion of the IPv6 address.

B Use NDP host solicitation to determine if the IP address is valid.

msf auxiliary(ipv6_neighbor) > use auxiliary/scanner/discovery/ipv6_neighbor_router_advertisement
set interface vboxnetO

interface => vbhoxnet0

msf auxiliary(ipv6_neighbor_router_advertisement) > explot

[-] Unknown command: explot.

msf auxiliary(ipv6_neighbor_router_advertisement) > exploit

[*] Sending router advertisement...

[*] Listening for neighbor solicitation...

[*] |*| 2001:1234:dead:beef:a00:27ff:fe74:ddaa

[*1 |*| 2001:1234:dead:beef:a00:27ff:fed1:d17a

[*] Attempting to solicit link-local addresses...

[*] |*|fe80::a00:27ff:fe74:ddaa -> 08:00:27:74:dd:aa
[*1 |*| fe80::a00:27ff:fed1:d17a -> 08:00:27:d1:d1:7a
[*] Auxiliary module execution completed
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A sample Wireshark output of the aforementioned attack:

| Fiter: [ipvs [ - | Expression...

Time Isource “Destination I Protocol
e 2717 :Te74:ddaa 10

2 0.000016000 ICMPVG

110 Rout: t nt

110 Multicast Listener Report

4 4.815319000 :fe?. Message v2

5 4.815332000 :fe74:ddaa ICMPVE 110 Multicast Listener Report Message v2

6 5.035792000 ICMPVE 78 Neighbor Solicitation for 2001:1234:dead:beef:a00:27ff:fe74:ddaa

7 5.035811000 ICMPVE 78 Neighbor Solicitation for 2001:1234:dead:beef:a00:27ff:fe74:ddaa

8 5.488957000 :27ff:fe74:ddaa ICMPVE 110 multicast Listener Report Message v2

9 5.488972000 :27ff:fe74:ddaa ICMPVE 110 multicast Listener Report Message v2

10 5.639467000 ICMPVE 78 Neighbor Solicitation for 2001:1234:dead:beef:a00:27ff:fedl:dl7a

11 5.639485000 ICMPVE 78 Neighbor Solicitation for 2001:1234:dead:beef:a00:27ff:fedl:d17a

12 9.318384000 :27ff:fe00:0 ICMPVE 86 Neighbor Solicitation for feB0::a00:27ff:fe74:ddaa from 08:00:27:00:00:00
13 9.318998000 :27ff:fe74:ddaa :0  ICMPvE 86 Neighbor Advertisement fe80::a00:27ff:fe74:ddaa (sol, ovr) is at 08:00:27:74:dd:aa
14 9.613317000 :27ff:fe00:0 fdl:d17a ICMPvE 86 Neighbor Solicitation for fe80::a00:27ff:fedl:d17a from 08:00:27:00:00:00

15 9.613932000 :27ff:fedl:d17a 0:27ff: fe00:0 ICMPVE 86 Neighbor Advertisement feB0::a00:27ff:fedl:d17a (sol, ovr) is at 08:00:27:d1:d1:7a
16 14.333311000 :27ff:fe74:ddaa 0:27ff:fe00:0 ICMPVE 86 Neighbor Solicitation for feg0::800:27ff:fe00:0 from 08:00:27:74:dd:aa
17 14.613424000 :27ff:fed1:d17a 0:27ff:fec0:0  ICMPVE 86 Neighbor Solicitation for fes0::800:27ff:fe00:0 from 08:00:27:d1:d1:7a
18 15. 335919000 127ff:fe74:ddaa 0:27ff:fec0:0 ICMPVE 86 Neighbor Solicitation for feg0::800:27ff:fe00:0 from 08:00:27:74:dd:aa
19 15. 613148000 127ff:fedl:d17a 0:27ff:feco:0 ICMPVE 86 Neighbor Solicitation for feg0::800:27ff:fe00:0 from 08:00:27:d1:d1:7a
20 16. 337005000 127ff:fe74:ddaa 0:27ff:feco:0 ICMPVE 86 Neighbor Solicitation for feg0::800:27ff:fe00:0 from 08:00:27:74:dd:aa
21 16. 613438000 :27ff:fed1:d17a 0:27ff: fe00:0 ICMPVE 86 Neighbor Solicitation for fe80::800:27ff:fe00:0 from 08:00:27:d1:d1:7a
..0 1. Prf (Default Router Preference): High (1)
: Not set
= Reserve

Router lifetime (s):
Reachable time (ms): 0
Retrans timer (ms): O

b ICMPv6 Option (Prefix information : 2001:1234:dead:beef::/64)

Figure 30 Wireshark Output IPv6 Neighbor Router Advertisement

It seems that this module works smoothly.

Conclusion

Metasploit can be used with IPvé (against IPvé targets, using IPvé-related payloads etc.) but, for the time being, it does
not include many IPvé-specific auxiliary or exploit modules. Hence, it is recommended that during the discovery-phase
other IPv6-specific tools, like the thc-ipvé attack toolkit should be used. However, when you identify your IPvé targets,
you can use your favorite exploits against them via an IPv6 connection. To this end, several IPvé-specific payloads are
supported (see Metasploit Modules).
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WHEN 0UR FAVORITE HACKING TooL DOES NOT SUPPORT IPvé

Fast and Easy

Probably one of the best solutions is to use socat®. A command line based utility that establishes two bidirectional byte
streams and transfers data between them. Because the streams can be constructed from a large set of different types
of data sinks and sources (see address types), and because lots of address options may be applied to the streams, socat

can be used for many different purposes.
socat TCP-LISTEN:8080,reuseaddr,fork TCP6:[fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa]:80
Now, let's leverage Nikto (which does not support IPvé) against our target:

perl nikto.pl -host 127.0.0.1 -port 8080
- Nikto v2.1.5

+ Target IP: 127.0.0.1

+ Target Hostname: localhost

+ Target Port: 8080

+ Start Time: 2014-09-01 16:07:56 (GMT3)

+ Server: Apache/2.4.10 (Fedora)
... <snipped for brevity> ...
+ End Time: 2014-09-01 16:08:19 (GMT3) (23 seconds)

+ 1 host(s) tested

As we can see, Nikto runs and finished smoothly the scan of our IPvé6 target via socat. If you need some advanced IPvé

usage, then you should use the IPvé-to-IPv4 Proxy of Chiron :)

34 http.//www.dest-unreach.org/socat/doc/socat.htm!
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Exploiting IPv6 Features with your IPv4 Tools

Socat and other similar tools do not “exploit” the features and the capabilities of the IPvé protocols, such as the IPvé
Extension Headers and/or fragmentation. Chiron proxy that comes bundled with Chiron3 operates like a proxy between
the IPv4 and the IPv6 protocol. It is not a common proxy like a web proxy, because it operates at layer 3. It accepts
packets at a specific IPv4 address, extract the layer header and its payload, and sends them to a “target” using IPvé but
adding optionally one or more IPv6 Extension headers. So, chiron proxy is not useful only when IPvé is not supported by
your favorite ethical hacking tool, but, moreover, with tools that support IPvé natively but you want to use some IPv6

features like the Extension Headers.

To use the tool, you must define, apart from the interface, at least the following parameters too:
B [Pv4_sender, the IPv4 address of the software that sends the packet.

B |Pv4_receiver, the IPv4 address where the proxy listens to

Of course, you must also define your IPvé destination, as well as other generic parameters you may wish to include. The
way that chiron proxy operates is displayed in the figure below:

Proxy extracts layer4 and

payload, manipulates it, ) Ti_zrget
. recalculates the checksum and ,:){%c' (listening to an
Launch your attacking sends it to the IPv6 destination & IPv6 address)
program sending the using as a source address the @~

traffic to IPv4 address one of the external interface ~_«®
where proxy listens to. <

A

Attacker
Attacking Chiron Proxy External
Program (listening internally to an interface
(sending traffic | IPv4 address, sending IPv6 address
using an IPv4 traffic using external
address) IPv6 address)

W,

Proxy extracts layer 4, adds
an IPv4 header and sends
the packet to the aftacking
program

Figure 31 Chiron Workflow

The framework does not use the 0S stack but its own library. When you send packets using the framework (e.g. a TCP
SYN packet) and the other replies (SYN ACK in our example), your 0S, which does not know anything about this, it will
RESET (RST) the connection. To this end, you must temporarily configure your host firewall to drop such outgoing RST
packets to the specific IPv6 destination.

For the time being, you have to do it on your own. In an updated version it will be configured automatically for you (at
least for ip(6)tables and pf).

Example:
B You need to launch nikto against an IPvé-enabled web server.
B Your target's IPv6 address is fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa

B Your machine's IPv6 address is fdf3:f0c0:2567:7fe4:800:27ff:fe00:0

35 http.//www.secfu.net/tools-scripts
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Step 1: Configure your firewall

* ip6tables -| OUTPUT 1 -p icmpv6 --icmpv6-type
destlnatlon— Inrea

--destlnatlon 127.0.0.1 -p tcp --tcp-ﬂagé RST
RST -j DROP

|p6tables- O -p tep --dport 80 9

s
A
Tdrget Our hostmachme

Figure 32 IP6 Tables Firewall Configuration

Step 2: Launch the Proxy:
.chiron_proxy.py vboxnet0 127.0.0.1 127.0.0.3 -d fdf3:f0c0:2567:7fe4:a00:27ff:fe74:ddaa -threads 10
Step 3: Run your program

perl nikto.pl -h http://127.0.0.3

It will take some extra time in comparison with direct communication, due to extra manipulation. It is the price that you
have to “pay” using this tool. More information about Chiron can be found and the detailed tutorial that comes bundled

with the source code at http://www.secfu.net/tools-scripts/
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14 CONCLUSION

To summarize, we may draw the following conclusion:

Information Gathering: Robtex, Shodan provide useful info.

DNSRecon does the job for DNS.

Dradis is fine for information gathering.

Traceroute/traceroute6 work but not for advanced stuff (no Ext headers).
Nmap - quite good support. Not ranges yet.

Useful scripts - not something extraordinary, not everything works.
Fingerprinting: pOf seems better than nmap - amap is always useful for fingerprinting services.
Brute forcing - hydra is the only choice.

Remote shells: Ncat works.

Packet crafting: Scapy is your (only) friend.

Nessus: Many IPvé-related plugins, not ranges or subnets.

Web hacking: Burpsuite, sqlmap and Arachni work!

For MITM, Ettercap supports IPvé but not that useful yet.

Net-snmp also supports IPvé.

Metasploit: supports several IPvé payloads, it does not include many IPvé-specific auxiliary or exploit modules.

For the rest: Socat could be your friend. Chiron might even be better ;-)
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APPENDIX

List of the Tested Tools

Tool Remarks
Information Gathering / Collaboration
Robtex Robtex can be used for IPvé reconnaissance purposes. It provides both IPv4 and IPvé information for the targets.
Shodan Some information can be obtained regarding IPvé, but this should be further examined and analyzed. Certainly, digging further is required from the analyst's
perspective.

Maltego As far as IPvé is concerned, it seems that Maltego is not an option.
Dradis It can be used for information collaboration in the IPv6 era.

Reconnaissance
Fierce IPv6 does not seem to be supported by fierce.
DNSrecon IPvé is supported and related info is provided. A useful tool for the IPv6 era.
Tcptraceroute Although IPvé is advertised, it doesn’t seem to work.
Tracerouteé IPvé is supported. No advanced features though [i.e. support of IPvé Extension headers).
Firewalk It does not support IPvé.

Network [port) Scanning
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Unicornscan It does not support IPvé

Nmap Quite good support of port scanning in IPvé using nmap. The most significant drawback is the fact that it does not support a range of IPvé addresses, as well as
a comma-separated list of addresses. The latest can be handled by using an input file.

Fingerprinting

Nmap Although IPv6 fingerprinting is supported under IPvé, it is not that effective yet.

xprobe2 It does not support IPvé.

pOf It recognizes IPvé traffic.

It seems to recognize Linux (as Linux 2.2.x-3.x) and Windows hosts (as “Windows 7 or 8”), but not BSD ones. More testing on this field is required though using
normal traffic, but, definitely, IPvé is fingerprinting is supported. The only question is how effective it can be.

Amap There shouldn't be any problem by using amap/amapé with IPv6 when you use as an input just a single address. Its detection performance does not depend on
layer-3 and hence, it should be the same as using IPv4. However, its creator, Marc Heuse, recommend amap just for UDP IPv6 scam only. Otherwise,
considered outdated...

Moreover, when you try to read the addresses/ports from an nmap machine readable output file (produced using nmap -oM), this is not performed properly and
the service fingerprint fails.
Brute-forcing
Hydra It partially supports IPvé6. You can define a single IPvé target using -6, but you cannot define a list of targets in a file using -M.
No options for adding IPv6 Extension headers or other IPv6-related capabilities (e.g. for evading purposes).
Medusa It does not support IPvé.
Ncrack Although it is claimed to be supported, at least experimentally, IPvé6 does not seem to work.
Packet Crafting
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Hping It does not support IPvé.
Nping It offers very limited IPvé6 functionality. For arbitrary IPvé packet crafting, use either Scapy or Chiron :-)
Scapy Very good support of IPvé, not all the latest IPvé Extension headers or protocols though (e.g. MLDv2).
Remote Shells
Ncat It works without problem using IPvé. It also supports some handy features, like ssl encryption, even using over IPvé.

LAN / MITM Attacks & other

Nmap NSE scripts

Several NSE scripts either support IPvé or they are IPvé-specific ones. Some of them do not appear to work properly. From the rest, the most

interesting/effective ones are the following:

IPv6-ra-flood (quite effective even against the latest 0S).
Targets-ipv6-multicast-invalid-dst (this produces similar results to aliveé of the thc-ipvé attacking toolkit).
Targets-ipvé6-multicast-echo

IPvé-node-info

Resolveall

Ettercap Although ettercap supports IPvé addresses, critical modules (like MITM attacks] do not seem to be implemented yet.
Cain & Abel It does not support IPvé.
Net-snmp IPv6 is supported by Net-snmp, but you must compile it with this option enabled (it is not by default).
Vulnerability Scanning
Nessus It supports IPvé addresses as targets, but NOT using IPvé prefixes or IPvé ranges. The IPvé6 host discovery module does not use many methods to discovery IPvé

hosts (e.g. IPv6 datagrams with erroneous parameters or extension headers, etc.). However, it incorporates several IPvé-related vulnerability discovery plugins.

To sum-up, Nessus can be used against IPv6 networks but it is recommended that during the discovery phase more specialized tools, like the thc-ipvé attack
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toolkit, should be used.
Web Penetration Testing
Nikto It does not support IPvé.
Skipfish It does not support IPvé.
Zaproxy It does not support IPvé.
Burpsuite Burpsuite can be used as a web proxy and can spider IPvé targets smoothly!
Arachni It supports IPv6.
Sqlmap It supports IPvé.
Sqlninja It does not support IPvé.
W3af It does not support IPvé.
Exploitation Frameworks
Metasploit It can be used with IPvé6 (against IPvé targets, using IPvé-related payloads etc.) but, for the time being, it does not include many IPvé-specific auxiliary or exploit
modules. Hence, it is recommended that during the discovery-phase other IPvé-specific tools, like the thc-ipvé attack toolkit should be used. However, when
you identify your IPvé targets, you can use your favorite exploits against them via an IPvé connection. To this end, several IPv6-specific payloads are supported
(see Appendix 15.2: Metasploit modules).

Table 7 List of Tested Tools

Page 59 of 61




o-(® ) ERNW

15.2

o]

providing security.

Metasploit Modules

msf > search IPv6
['] Database not connected or cache not built, using slow search

Matching Modules

auxiliary/gather/dns_info
auxiliary/gather/dns_srv_enum
auxiliary/scanner/discovery/ipv6_multicast_ping
auxiliary/scanner/discovery/ipv6_neighbor
auxiliary/scanner/discovery/ipv6_neighbor_router_advertisement
payload/bsd/x86/shell/bind_ipv6_tcp
payload/bsd/x86/shell/reverse_ipv6_tcp
payload/bsd/x86/shell_bind_tcp_ipv6
payload/bsd/x86/shell_reverse_tcp_ipv6
payload/cmd/unix/bind_netcat_gaping_ipv6
payload/cmd/unix/bind_perl_ipv6
payload/cmd/unix/bind_ruby_ipv6
payload/cmd/windows/bind_perl_ipv6
payload/linux/x86/meterpreter/bind_ipv6_tcp
payload/linux/x86/meterpreter/reverse_ipv6_tcp
payload/linux/x86/shell/bind_ipv6_tcp
payload/linux/x86/shell/reverse_ipv6_tcp
payload/linux/x86/shell_bind_ipv6_tcp
payload/php/bind_perl_ipvé
payload/php/bind_php_ipvé
payload/php/meterpreter/bind_tcp_ipv6
payload/ruby/shell_bind_tcp_ipv6
payload/windows/dllinject/bind_ipv6_tcp
payload/windows/dllinject/reverse_ipv6_tcp
payload/windows/meterpreter/bind_ipv6_tcp
payload/windows/meterpreter/reverse_ipv6_tcp
payload/windows/patchupdllinject/bind_ipv6_tcp
payload/windows/patchupdllinject/reverse_ipv6_tcp
payload/windows/patchupmeterpreter/bind_ipv6_tcp
payload/windows/patchupmeterpreter/reverse_ipv6_tcp
payload/windows/shell/bind_ipv6_tcp
payload/windows/shell/reverse_ipv6_tcp
payload/windows/upexec/bind_ipv6_tcp
payload/windows/upexec/reverse_ipv6_tcp
payload/windows/vncinject/bind_ipv6_tcp
payload/windows/vncinject/reverse_ipv6_tcp
post/multi/gather/resolve_hosts
post/windows/manage/portproxy

Disclosure Date Rank Description

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

DNS Basic Information Enumeration

DNS Common Service Record Enumeration

IPv6 Link Local/Node Local Ping Discovery

IPv6 Local Neighbor Discovery

IPv6 Local Neighbor Discovery Using Router Advertisement

BSD Command Shell, Bind TCP Stager (IPv6)

BSD Command Shell, Reverse TCP Stager (IPv6)

BSD Command Shell, Bind TCP Inline (IPv6)

BSD Command Shell, Reverse TCP Inline (IPv6)

Unix Command Shell, Bind TCP (via netcat -€) IPv6

Unix Command Shell, Bind TCP (via perl) IPv6

Unix Command Shell, Bind TCP (via Ruby) IPv6

Windows Command Shell, Bind TCP (via perl) IPv6

Linux Meterpreter, Bind TCP Stager (IPv6)

Linux Meterpreter, Reverse TCP Stager (IPv6)

Linux Command Shell, Bind TCP Stager (IPv6)

Linux Command Shell, Reverse TCP Stager (IPv6)

Linux Command Shell, Bind TCP Inline (IPv6)

PHP Command Shell, Bind TCP (via perl) IPv6

PHP Command Shell, Bind TCP (via php) IPv6

PHP Meterpreter, Bind TCP Stager IPv6

Ruby Command Shell, Bind TCP IPv6

Reflective DLL Injection, Bind TCP Stager (IPv6)

Reflective DLL Injection, Reverse TCP Stager (IPv6)

Windows Meterpreter (Reflective Injection), Bind TCP Stager (IPv6)
Windows Meterpreter (Reflective Injection), Reverse TCP Stager (IPv6)
Windows Inject DLL, Bind TCP Stager (IPv6)

Windows Inject DLL, Reverse TCP Stager (IPv6)

Windows Meterpreter (skape/jt Injection), Bind TCP Stager (IPv6)
Windows Meterpreter (skape/jt Injection), Reverse TCP Stager (IPv6)
Windows Command Shell, Bind TCP Stager (IPv6)

Windows Command Shell, Reverse TCP Stager (IPv6)

Windows Upload/Execute, Bind TCP Stager (IPv6)

Windows Upload/Execute, Reverse TCP Stager (IPv6)

VNC Server (Reflective Injection), Bind TCP Stager (IPv6)

VNC Server (Reflective Injection), Reverse TCP Stager (IPv6)
Multi Gather Resolve Hosts

Windows Manage Set Port Forwarding With PortProxy
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15.3 References
[1] https://isc.sans.edu/forums/diary/Are+your+tools+ready+for+|Pvé+part+2/11416

15.4 Disclaimer

All products, company names, brand names, trademarks and logos are the property of their respective owners.
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