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Preface

Y ou may not know much about the Domain Name System—yet—but whenever you
use the Internet, you use DNS. Every time you send eectronic mail or surf the Web,
you rely on the Domain Name System.

Y ou see, while you, as a human being, prefer to remember the names of computers,
computers like to address each other by number. On an internet, that number is 32 bits
long, or between zero and four billion or s0.! That's easy for a computer to remember
because computers have lots of memory ided for storing numbers, but it isn't nearly

as easy for us humans. Pick 10 phone numbers out of the phone book at random, and
then try to recal them. Not easy? Now flip to the front of the book and attach random
area codes to the phone numbers. That's about how difficult it would be to remember
10 arbitrary internet addresses.

Thisis part of the reason we need the Domain Name System. DNS handles mapping
between hostnames, which we humans find convenient, and internet addresses, which
computers ded with. In fact, DNS s the standard mechanism on the Internet for
advertisng and accessing dl kinds of information about hogts, not just addresses. And
DNSisusad by virtudly dl internetworking software, including dectronic mail,
remote termina programs such astelnet, file transfer programs such asftp, and web
browsers such as Netscape Navigator and Microsoft Internet Explorer.

Ancther important festure of DNSisthat it makes hogt information available all over
the Internet. Keeping information about hosts in aformatted file on a Single computer
helps only users on that computer. DNS provides a means of retrieving information
remotely from anywhere on the network.

More than that, DNS lets you digtribute the management of host information among
many stes and organizations. Y ou don't need to submit your data to some centrd ste
or periodically retrieve copies of the "magter” database. Y ou smply make sure your
section, caled a zone, is up to date on your name servers. Y our name servers make
your zone's data available to dl the other name servers on the network.

Because the database is distributed, the system also needs to be able to locate the data
you're looking for by searching a number of possible locations. The Domain Name
System gives name sarvers the intelligence to navigate through the database and find
datain any zone.

Of course, DNS does have afew problems. For example, the system alows more than
one name server to store data about a zone for redundancy's sake, but inconsistencies
can crop up between copies of the zone data.

The worst problem with DNS is that despite its widespread use on the Internet, there's
redly very little documentation about managing and maintaining it. Most
administrators on the Internet make do with the documentation their vendors seefit to
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provide and with whatever they can glean from following the Internet mailing lists
and Usenet newsgroups on the subject.

Thislack of documentation means that the understanding of an enormoudy important
internet service—one of the linchpins of today's Internet—is either handed down from
adminigrator to administrator like a closdy guarded family recipe or relearned
repeetedly by isolated programmers and engineers. New zone administrators suffer
through the same mistakes made by countless others.

Our am with this book is to help remedy this Stuation. We redize that not dl of you
have the time or the desire to become DNS experts. Most of you, after al, have plenty
to do besides managing your zones and name servers. system administration, network
engineering, or software development. It takes an awfully big inditution to devote a
whole person to DNS. Well try to give you enough information to alow you to do
what you need to do, whether that's running asmall zone or managing a multinationa
monstrogity, tending asingle name server or shepherding a hundred of them. Reed as
much as you need to know now, and come back later if you need to know more.

DNS s ahbig topic—hbig enough to require two authors, anyway—but we've tried to
present it as sensibly and understandably as possible. Thefirst two chapters give you
agood theoretica overview and enough practicd information to get by, and later
chaptersfill in the nitty-gritty details. We provide aroadmap up front to suggest a
path through the book appropriate for your job or interest.

When we talk about actual DNS software, welll concentrate on the Microsoft DNS
Server, which is apopular implementation of the DNS specs included in Windows
2000 Server (and Windows NT Server 4.0 before it). Wevetried to distill our
experience in managing and maintaining zones into this book (One of our zones,
incidentally, was once one of the largest on the Internet, but that was along time ago.)

We hope that this book will help you get acquainted with DNS on Windows 2000 if
you're just starting out, refine your understanding if you're dready familiar with it,

and provide vauable insight and experience even if you know it like the back of your
hand.

Versions

Thisbook deds with name servers that run on Windows 2000 Server, particularly the
Microsoft DNS Server. We will aso occasiondly mention other name serversthat run
on Windows 2000, especidly ports of BIND, a popular implementation of the DNS
gpecifications. However, if you need abook on BIND, we suggest this book's sister
edition, DNSand BIND by Paul Albitz and Cricket Liu (ORelly). Thisbook is
essentidly aWindows 2000 edition of DNSand BIND.

We use nslookup, a name server utility program, a great dedl in our examples. The
verson of nslookup we use is the one shipped with Windows 2000 Server. Other
versonsof nslookup provide smilar functiondity to that in the Windows nsl ookup.
We have tried to use commands common to most nslookupsin our examples, when
thiswas not possible, we tried to noteit.



What's New in This Edition

Thefirg edition of this book was called DNS on Windows NT and dedt with
Microsoft's DNS implementation for thet operating system. This new edition has been
comprehensively updated to document the many changesto DNS, large and small,
found in Windows 2000. The most significant new feature in Windows 2000 is Active
Directory, and this edition describes how Active Directory depends on DNS,
including the extra DNS resource records required for adomain controller to function
properly. Other new DNS features explained are dynamic update, incremental zone
trandfer, and storing DNS zone information in Active Directory itsdf rather thanin a
text file on disk. The new materia gppears throughout the book, but many features are
described in anew chapter for this edition, Chapter 11. The resolver, or client Sde of
DNS, has aso changed in Windows 2000, and Chapter 6 has been updated to
document the behavior of the Windows 2000 and Windows 98 resolvers.

Organization

This book is organized, more or less, to follow the evolution of a zone and its
adminigtrator. Chapter 1 and Chapter 2 discuss Domain Name System theory. Chapter
3 through Chapter 6 help you to decide whether to set up your own zones, then
describe how to go about it, should you choose to. The middle chapters, Chapter 7
through Chapter 11, describe how to maintain your zones, configure hosts to use your
name servers, plan for the growth of your zones, creste subdomains, secure your name
servers, and integrate DNS with Active Directory. The last chapters, Chapter 12
through Chapter 14, ded with common problems and troubleshooting tools.

Here's amore detailed, chapter-by-chapter breakdown:

Chapter 1 providesalittle historical perspective and discusses the problems
that motivated the development of DNS, then presents an overview of DNS
theory.

Chapter 2 goes over DNS theory in more detail, including the DNS
namespace, domains, and name servers. We aso introduce important concepts
such as name resolution and caching.

Chapter 3 covers how to choose and acquire your DNS software if you don't
dready have it and what to do with it once you've got it; that is, how to figure
out what your domain name should be and how to contact the organization
that can delegate your domain to you.

Chapter 4 details how to set up your first two name servers, including cresting
your name server database, starting up your name servers, and checking their
operation.

Chapter 5 dedswith DNSsMX record, which dlows adminisirators to
specify dternate hosts to handle a given destination's mail. The chapter covers
mal-routing strategies for avariety of networks and hogts, including networks
with security firewalls and hosts without direct Internet connectivity.

Chapter 6 explains how to configure a Windows resolver.



Chapter 7 describes the periodic maintenance administrators must perform to
keep their domains running smoothly, such as checking name server hedth
and authority.

Chapter 8 covers how to plan for the growth and evolution of your domain,
including how to get big and how to plan for moves and outages.

Chapter 9 exploresthe joys of becoming a parent domain. We explain when to
become aparent (i.e., create subdomains), what to cdl your children, how to
create them (1), and how to watch over them.

Chapter 10 goes over less common name server configuration options that can
help you tune your name server's operation, secure your name server, and ease
adminigration.

Chapter 11 describes the new bells and whistles in Microsoft's DNS
implementation for Windows 2000 that weren't present in Windows NT.
Chapter 12 shows the ins and outs of the most popular tool for doing DNS
debugging, induding techniques for digging obscure information out of

remote name servers.

Chapter 13 covers many common DNS problems and their solutions and then
describes a number of less common, harder-to-diagnose scenarios.

Chapter 14 tiesup al the loose ends. We cover DNS wildcarding; specia
configurations for networks that connect to the Internet through firewalls,
hosts and networks with intermittent Internet connectivity via dia-up; network
name encoding; and new, experimenta record types.

Appendix A contains a byte-by-byte breakdown of the formats used in DNS
queries and responses as well as a comprehensive lig of the currently defined
resource record types.

Appendix B describes how to load the Microsoft DNS Server from the
Windows 2000 Server CD-ROM.

Appendix C covers migraing from an existing BIND 4 name server to the
Microsoft DNS Server.

Appendix D ligts the current top-level domainsin the Internet domain
namespace.

Audience

This book is intended primarily for Windows 2000 system administrators who
manage zones and one or more name servers, but it also includes materid for network
engineers, postmasters, and others. Not dl the book's chapters will be equaly
interesting to a diverse audience, though, and you don't want to wade through 14
chaptersto find the information pertinent to your job. We hope this road map will

help you plot your way through the book.

System administrators setting up their first zones should read Chapter 1 and Chapter 2
for DNS theory, Chapter 3 for information on getting started and selecting a good

domain name, then Chapter 4 and Chapter 5 to learn how to set up azone for the first
time. Chapter 6 explains how to configure hosts to use the new name servers. Soon

after, they should read Chapter 7, which explains how to "flesh out" their

implementation by setting up additiona name servers and adding additiond zone

data. Chapter 12 and Chapter 13 describe useful troubleshooting tools and techniques.



Experienced administrators may benefit from reading Chapter 6 to learn how to
configure DNS resolvers on different hosts and Chapter 7 for information on
maintaining their zones. Chapter 8 contains instructions on how to plan for azone's
growth and evolution, which should be especidly vauable to adminigtrators of large
zones. Chapter 9 explains parenting—creating subdomains—which is essentid
reading for those considering the big move. Chapter 10 covers security features of the
Microsoft DNS Server, many of which may be useful for experienced adminigtrators.
The new-to-Windows 2000 features covered in Chapter 11 will be helpful to
experienced administrators making the jump from Windows NT. Chapter 12 and
Chapter 13 describe tools and techniques for troubleshooting, which even advanced
adminigtrators may find worth reading.

System administrators on networ ks without full Internet connectivity should read
Chapter 5 to learn how to configure mail on such networks and Chapter 14 to learn
how to set up an independent DNS infrastructure.

Network administrators not directly responsible for any zones should till reed
Chapter 1 and Chapter 2 for DNS theory, then Chapter 12 to learn how to use
nslookup, plus Chapter 13 for troubleshooting tactics.

Postmasters should read Chapter 1 and Chapter 2 for DNS theory, then Chapter 5to
find out how DNS and eectronic mail coexist. Chapter 12, which describes nslookup,
will dso hep postmasters dig mail routing information out of the domain namespace.

Interested users can read Chapter 1 and Chapter 2 for DNS theory, and then whatever
esethey likel

Note that we assume you're familiar with basic Windows 2000 system administration
and TCP/IP networking. We don't assume you have any other speciaized knowledge,
though. When we introduce a new term or concept, well do our best to define or

explain it. Whenever possible, well use anadogies from Windows (and from the red
world) to help you understand.

Obtaining the Example Programs
The example programs in this book are available from this URL :

http://www.oreilly.com/catalog/dnswin2/

Extract the files from the archive usng WinZip by typing:

C\tenp>
Wi nzip dns.zip

If WinZip is not available on your system, get a copy from hitp:/Avww.winzip.cony.




Conventions Used in This Book
We use the following font and format conventions:
Italic

Used for new terms where first defined, Registry vaues, domain names,
filenames, and command lines when they appear in the body of a paragraph
exactly as auser would type them (for example: run dir to lis thefilesina
directory). Italic is aso used for Windows commands when they are
mentioned in passing and not as part of acommand line (for example: to find
more information on nslookup, a user could consult the Windows help
system).

Bold

Used for menu names and for text appearing in windows and diaog boxes,
such as names of fields, buttons, and menu options. For example: enter a
domain name in the Server name fied and then dlick the OK button.

Const ant wi dth

Used for excerpts from scripts or configuration files. For example, a snippet of
Perl:

if ( -x /winnt/systenB2/dns. exe )
{

}

system /w nnt/systenB2/dns. exe );

Sample interactive sessons showing command-line input and corresponding
output are dso shown inaconst ant wi dt h font, with user-supplied input in
const ant wi dt h bol d:

c\ >

nore <\wi nnt\systenB2\drivers\etc\hosts

# Copyright (c) 1993-1999 M crosoft Corp.

#

# This is a sanple HOSTS file used by Mcrosoft TCP/IP for
W ndows.

#

Indicates atip, suggestion, or general note.

4
-.
* 5y
wh o
g

Indicates awarning or caution.

=




How to Contact Us
Please address comments and questions concerning this book to the publisher:

O'Reilly & Associates, Inc.

101 Morris Street

Sebastopol, CA 95472

(800) 998-9938 (in the United States or Canada)
(707) 829-0515 (international/local)

(707) 829-0104 (fax)

Thereisaweb page for this book, which lists errata, examples, and any additiona
information. Y ou can access this page at:

http://www.oreilly.com/catalog/dnswin2/

To comment or ask technical questions about this book, send email to:

bookquestions@oreilly.com

For more information about books, conferences, software, Resource Centers, and the
ORellly Network, seethe ORellly web Ste at:

http://www.oreilly.com/

Quotations

The Lewis Carroll quotations that begin each chapter are from the Millennium

Fulcrum Edition 2.9 of the Project Gutenberg electronic text of Alice's Adventuresin
Wonderland and Through the Looking-Glass. Quotations in Chapter 1, Chapter 2,
Chapter 5, Chapter 6, Chapter 8, Chapter 11, and Chapter 14 come from Alice's
Adventures in Wonderland, and those in Chapter 3, Chapter 4, Chapter 7, Chapter 9,
Chapter 10, Chapter 12, and Chapter 13 come from Through the Looking-Glass.
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Chapter 1. Background

The White Rabbit put on his spectacles. "Where shall | begin, please
your Majesty?" he asked.

"Begin at the beginning," the King said, very gravely, "and go on till
you come to the end: then stop.”

It'simportant to know alittle ARPANET higtory to understand the Domain Name
System (DNS). DNS was developed to address particular problems on the
ARPANET, and the Internet—a descendant of the ARPANET—remainsits man
user.

If you've been using the Internet for years, you can probably skip this chapter. If you
haven't, we hopeit'll give you enough background to understand what motivated the
development of DNS.

1.1 A (Very) Brief History of the Internet

In the late 1960s, the U.S. Department of Defense's Advanced Research Projects
Agency, ARPA (later DARPA), began funding an experimenta wide area computer
network that connected important research organizationsin the U.S,, called the
ARPANET. The origina goa of the ARPANET was to dlow government contractors
to share expensive or scarce computing resources. From the beginning, however,
users of the ARPANET aso used the network for collaboration. This collaboration
ranged from sharing files and software and exchanging e ectronic mail—now
commonplace—to joint development and research using shared remote computers.

The TCP/IP (Transmission Control Protocol/Internet Protocol) protocol suite was
developed in the early 1980s and quickly became the standard host- networking
protocol onthe ARPANET. Theincluson of the protocol suitein the University of
Cdifornia a Berkeley's popular BSD Unix operating system was indrumenta in
democratizing internetworking. BSD Unix was virtudly free to universties. This
meant that internetworking—and ARPANET connectivity—were suddenly available
chegply to many more organizations than were previoudy attached to the ARPANET.
Many of the computers being connected to the ARPANET were being connected to
locd area networks (LANS), too, and very shortly the other computers on the LANS
were communicating viathe ARPANET aswell.

The network grew from a handful of hoststo tens of thousands of hogts. The origina
ARPANET became the backbone of a confederation of loca and regiona networks
based on TCP/IP, called the Internet.

In 1988, however, DARPA decided the experiment was over. The Department of
Defense began dismantling the ARPANET. Another network, funded by the National
Science Foundation and called the NSFNET, replaced the ARPANET as the backbone
of the Internet.



Even more recently, in the spring of 1995, the Internet made a trangition from using
the publidy-funded NSFNET as a backbone to usng multiple commercia backbones,
run by long-distance carriers such as MCl and Sprint, and long-time commercid
internetworking players such as PSINet and UUNET.

Today, the Internet connects millions of hosts around the world. In fact, asgnificant
proportion of the non-PC computers in the world are connected to the Internet. Some
of the new commercia backbones can carry avolume of severd gigabits per second,
tens of thousands of times the bandwidth of the origind ARPANET. Tens of millions
of people use the network for communication and collaboration daily.

1.2 On the Internet and Internets

A word on "the Internet," and on "internets’ in generd, isin order. In print, the
difference between the two seems dight: one is aways capitdized, oneisn't. The
distinction between their meanings, however, is Sgnificant. The Internet, with a

capitd "l," refersto the network that began its life asthe ARPANET and continues
today as, roughly, the confederation of al TCP/IP networks directly or indirectly
connected to commercid U.S. backbones. Seen up closg, it's actudly quite afew
different networks—commercia TCP/IP backbones, corporate and U.S. government
TCP/IP networks, and TCP/IP networks in other countries—interconnected by high-
Speed digitd circuits.

A lowercase internet, on the other hand, is smply any network made up of multiple
smadler networks using the same internetworking protocols. An internet (little "i™)

isn't necessarily connected to the Internet (big "1™), nor does it necessarily use TCP/IP
asitsinternetworking protocol. There are isolated corporate internets, and there are
Xerox XNS-based internets and DECnet-based internets.

The new term "intranet” isredly just amarketing term for a TCP/IP-based "littlei”
internet, used to emphasi ze the use of technologies devel oped and introduced on the
Internet within a company'sinterna corporate network. An "extranet," on the other
hand, isa TCP/IP-based internet that connects partner companies, or a company to its
distributors, suppliers, and customers.

1.2.1 The History of the Domain Name System

Through the 1970s, the ARPANET was asmdl, friendly community of afew hundred
hogts. A anglefile, HOSTSTXT, contained a name-to-address mapping for every host
connected to the ARPANET. The familiar Unix hogt table, /etc/hosts, was compiled
from HOSTSTXT (mogtly by ddeting fidds Unix didn't use).

HOSTSTXT was maintained by SRI's Network Information Center (dubbed "the
NIC") and distributed from asingle host, SRI-NIC.> ARPANET administrators
typicaly emalled their changes to the NIC and periodicdly ftped to SRI-NIC and
grabbed the current HOSTS.TXT file. Their changes were compiled into anew

SRI is the former Stanford Research Institute in Menlo Park, California. SRI conducts research into many different areas,
including computer networking.



HOSTS.TXT file once or twice aweek. Asthe ARPANET grew, however, this scheme
became unworkable. The size of HOSTS TXT grew in proportion to the growth in the
number of ARPANET hosts. Moreover, the traffic generated by the update process
increased even fadter: every additiond host meant not only another linein

HOSTSTXT, but potentialy another host updating from SRI-NIC.

When the ARPANET moved to the TCP/IP protocols, the population of the network
exploded. Now there was a host of problemswith HOSTSTXT:

Traffic and load

Thetall on SRI-NIC, in terms of the network traffic and processor load
involved in digtributing the file, was becoming unbearable.

Name collisions

No two hostsin HOSTSTXT could have the same name. However, while the
NIC could assign addresses in away that guaranteed uniqueness, it had no
authority over hostnames. There was nothing to prevent someone from adding
ahogt with a conflicting name and bresking the whole scheme. Adding a host
with the same name as amgor mail hub, for example, could disrupt mail
service to much of the ARPANET.

Consistency

Maintaining congstency of the file across an expanding network became
harder and harder. By the time anew HOSTSTXT file could reach the farthest
shores of the enlarged ARPANET, a host across the network may have
changed addresses or a new host may have sprung up.

The essentid problem was thet the HOSTS TXT mechanism didn't scale well.
Ironically, the success of the ARPANET as an experiment led to the failure and
obsolescence of HOSTSTXT.

The ARPANET's governing bodies chartered an investigation into a successor for
HOSTSTXT. Their goa wasto cregte a system that solved the problemsinherentin a
unified hogt table system. The new system should alow loca adminigtration of deta,
yet make that data globaly available. The decentraization of administration would
diminate the ngle-host bottleneck and relieve the traffic problem. And local
management would make the task of keeping data up-to-date much essier. It should
use a hierarchical namespace to name hosts. This would ensure the uniqueness of
names.

Paul Mockapetris, then of USC's Information Sciences Indtitute, was responsible for
designing the architecture of the new system. In 1984, he released RFCs 882 and 883,
which describe the Domain Name System. These RFCs were superseded by RFCs
1034 and 1035, the current specifications of the Domain Name System.® RFCs 1034

3 . . . .

RFCs are Request for Comments documents, part of the relatively informal procedure for introducing new technology on
the Internet. RFCs are usually freely distributed and contain fairly technical descriptions of the technology, often intended for
implementers.



and 1035 have since been augmented by many other RFCs, which describe potential
DNS security problems, implementation problems, administrative gotchas,
mechanisms for dynamically updating name servers and for securing zone data, and
more,

1.3 The Domain Name System, in a Nutshell

The Domain Name System is a distributed database. This structure alows local
control of the segments of the overdl database, yet datain each segment is avallable
across the entire network through a client/server scheme. Robustness and adequate
performance are achieved through replication and caching.

Programs called name server s condtitute the server half of DNS's client/server
mechanism. Name servers contain information about some segments of the database
and make that information available to dlients, called resolvers. Resolvers are often
just library routines that create queries and send them across a network to a name
server.

The structure of the DNS database, shown in Figure 1-1, issSmilar to the structure of
the Windows filesystem. The whole database (or filesystem) is pictured as an inverted
tree, with the root node at the top. Each node in the tree has atext label, which
identifies the node relative to its parent. Thisis roughly andogousto a"relative
pathname’ in afilesystem, like bin. One label—the null labd, or ""—is reserved for
the root node. In text, the root node iswritten asasingle dot (.). In the Windows
filesystem, the root is written as a backdash (\).

Figure 1-1. The DNS database versus a Windows filesystem
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Each nodeis also the root of anew subtree of the overal tree. Each of these subtrees
represents a partition of the overall database—a "directory” in the Windows
filesystem, or adomain in the Domain Name System. Each domain or directory can



be further divided into additiond partitiors, called subdomainsin DNS, like a
filesystem's "subdirectories.” Subdomains, like subdirectories, are drawn as children
of their parent domains.

Every domain has a unique name, like every directory. A domain's domain name
identifies its position in the database, much as adirectory's "absol ute pathname”
specifiesits place in the filesystem. In DNS, the domain name is the sequence of

labels from the node at the root of the domain to the root of the whole tree, with dots
(.) separating the labdls. In the Windows filesystemn, a directory's absolute pathname is
the list of relative names read from root to leaf (the opposite direction from DNS, as
shown in Figure 1-2), using a dash to separate the names.

Figure 1-2. Reading names in DNS and in a Windows filesystem
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In DNS, each domain can be broken into a number of subdomains, and respongihility
for those subdomains can be doled out to different organizations. For example, the
InterNIC runs the edu (educationa) domain, but delegates respongbility for the
berkeley.edu subdomain to U.C. Berkdley (Figure 1-3). Thisissmilar to remotely
mounting afilesysem: certain directories in afilesystem may actudly be filesysems
on other hosts, mounted from remote hosts. The adminisirator on host winken, for
example (again, Figure 1-3), is responsible for the filesystem that appears on the local
host as the directory /usr/nfs/winken.



Figure 1-3. Remote management of subdomains and of filesystems
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Delegating authority for berkeley.edu to U.C. Berkeley creates anew zone, an
autonomoudy administered piece of the namespace. The zone berkeley.edu isnow
independent from edu, and contains al domain namesthat end in berkeley.edu. The
zone edu, on the other hand, contains only domain namesthat end in edu but aren't in
delegated zones like berkel ey.edu. berkeley.edu may be further divided into
subdomains, like cs.berkeley.edu, and some of these subdomains may themselves be
separate zones, if the berkeley.edu administrators delegate responsibility for them to
other organizations. If cs.berkeley.edu is a separate zone, the berkeley.edu zone
doesn't contain domain namesthat end in cs.berkeley.edu (Figure 1-4).



Figure 1-4. The edu, berkeley.edu, and cs.berkeley.edu zones
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Domain names are used as indexes into the DN'S database. Y ou might think of datain
DNS as "atached" to adomain name. In afilesystem, directories contain files and
subdirectories. Likewise, domains can contain both hosts and subdomains. A domain
contains those hosts and subdomains whose domain names are within the domain.

Each host on a network has a domain name, which points to information about the
host (see Figure 1-5). Thisinformation may include IP addresses, information about
mail routing, etc. Hosts may aso have one or more domain name aliases, which are
smply pointers from one domain name (the dias) to another (the officia or canonical
domain name). In Figure 1-5, mailhub.nv... isan diasfor the canonicd name
rincon.ba.ca....

Figure 1-5. An alias in DNS pointing to a canonical name
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Why dl the complicated structure? To solve the problems that HOSTSTXT had. For
example, making domain names hierarchicd diminates the pitfdl of name collisons.



Each domain has a unique domain name, so the organization that runsthe domain is
free to name hogts and subdomains within its domain. Whatever name they choose for
ahogt or subdomain won't conflict with other organizations domain names, sinceiit
will end in their unique domain name. For example, the organization that runs hic.com
can name a host puella (as shown in Figure 1-6), since it knows that the host's domain
namewill end in hic.com, a unique domain name.

Figure 1-6. Solving the name collision problem
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1.4 The History of the Microsoft DNS Server

The first implementation of the Domain Name System was cdled JEEVES, written by
Paul Mockapetris himsdf. A later implementation was BIND, an acronym for
Berkeley Internet Name Domain, written for Berkdey's 4.3BSD Unix operating
system by Kevin Dunlap. BIND is now maintained by the Internet Software
Consortium.*

Although the Microsoft DNS Server can read BIND's configuration and datafiles, it
isnot BIND. Microsoft wrote its server from scratch, according to the DNS
specifications. Thefirgt verson of the Microsoft DNS Server was a beta version that
ran on NT 3.51. Microsoft made it available for some time from one of its FTP
servers. Thefirgt product verson of the DNS server was shipped with Microsoft
Windows NT Server 4.0 (but not with NT Workstation 4.0). The server was updated
inseverd NT Service Packs, including the latest (as of this writing), Service Pack 6a
The DNS server shipped with Windows 2000 Server comes from the same code base
asthe NT DNS server—it'sredly just alater verson.

There are other name servers that run on Windows. For example, the Internet
Software Consortium provides afree port of BIND 8.2.4, which runs on Windows NT
and Windows 2000. Check Point offers acommercia version of the BIND 8.2.3
sarver. It aso runs on both Windows NT and Windows 2000.

4 . ) . ) . .
For more information on the Internet Software Consortium and its work on BIND, see http://www.isc.org/bind.html.




1.5 Must | Use DNS?

Despite the usefulness of the Domain Name System, there are some Situationsin
which it doesn't pay to useit. There are other name-resolution mechanisms besides
DNS, some of which may be standard with your operating system. Sometimes the
overhead involved in managing zones and their name sarvers outweighs the benefits.
On the other hand, there are circumstances in which you have no other choice but to
st up and manage name sarvers. Following are some guiddines to help you make
that decision.

1.5.11f You're Connected to the Internet...

..DNSisamug. Think of DNS asthe lingua franca of the Internet: nearly dl of the
Internet's network services use DNS. That includes the World Wide Web, eectronic
mail, remote termina access, and file transfer.

On the other hand, this doesn't necessarily mean that you have to set up and run zones
by yoursdf for yoursdf. If you've got only ahandful of hogts, you may be ableto join
an exigting zone (see Chapter 3) or find someone else to host your zones for you. If
you pay an Internet service provider for your Internet connectivity, ask if they'll host
your zone for you, too. Even if you aren't dready a customer, there are companies
who will help out, for aprice.

If you have alittle more than a handful of hosts, or alot more, you'll probably want
your own zone. And if you want direct control over your zone and your name servers,
you'll want to manage it yourself. Read on!

1.5.2 If You Have Your Own TCP/IP-Based Internet...

...you probably want DNS. By an internet, we don't mean just a single Ethernet of
workgtations using TCP/IP (see the next section if you thought that was what we
meant); we mean afarly complex "network of networks." Maybe you have aforest of
AppleTak nets and a handful of Apollo token rings.

If your internet is basically homogeneous and your hosts don't need DNS (say you
have abig DECnet or OSl internet), you may be able to do without it. But if you've
got avariety of hogts, especidly if some of those run some variety of Unix, youll
want DNS. It1l amplify the ditribution of host information and rid you of any kludgy
host-table digtribution schemes you may have cooked up.

1.5.3If You Have Your Own Local Area Network or Site Network...
...and that network isn't connected to alarger network, you can probably get avay

without usng DNS. Y ou might consder usng Microsoft's Windows Internet Name
Service (WINS), host tables, or Sun's Network Information Service (NIS) product.



But if you need distributed adminigtration or have trouble maintaining the conastency

of data on your network, DNS may be for you. And if your network is likely to soon
be connected to another network, such as your corporate internet or the Internet, it'd
be wise to gtart up your zones now.



Chapter 2. How Does DNS Work?

"... and what is the use of a book," thought Alice, "without pictures or
conver sations?"

The Domain Name System is basically a database of host information. Admittedly,
you get alot with that: funny dotted names, networked name servers, a shadowy
"namespace.”" But kegp in mind that, in the end, the service DNS providesis
information about internet hosts.

Weve dready covered some important aspects of DNS, including its client-server
architecture and the structure of the DN'S database. However, we haven't gone into
much detail, and we haven't explained the nuts and bolts of DNS's operation.

In this chepter, well explain and illusgtrate the mechanisms that make DNS work.
Well dso introduce the terms you'll need to know to read the rest of the book (and to
converse intdligently with your felow zone adminigrators).

Firg, though, let's take amore detailed |ook at the concepts introduced in the previous
chapter. Well try to add enough detail to spiceit up alittle.

2.1 The Domain Namespace

DNSs digtributed database isindexed by domain names. Each domain nameis
esentidly just apath in alarge inverted tree, caled the domain namespace. The tre€'s
hierarchicad dructure, shown in Figure 2-1, is similar to the structure of the Windows
2000 filesystem. The tree has asingle root at the top.® In the Windows filesystem, this
is caled the root directory and is represented by abackdash (\ ). DNS smply cdlsit
"theroot." Like afilesystem, DNSSs tree can branch any number of ways at each
intersection point, or node. The depth of the treeis limited to 127 levels (alimit you're
not likely to reach).

5 o N .
Clearly this is a computer scientist's tree, not a botanist's.



Figure 2-1. The structure of the DNS namespace

2.1.1 Domain Names

Each nodein the tree has atext label (without dots) that can be up to 63 characters
long. A null (zero-length) labd isreserved for the root. The full domain name of any
node in the tree is the sequence of |abels on the path from that node to the root.
Domain names are dways read from the node toward the root ("up” the tree), with
dots separating the names in the path.

If the root node's labd actualy appears in anode's domain name, the name looks as
though it endsin adat, asin "www.orelly.com.". (It actudly ends with a dot—the
separator—and the root's null 1abel.) When the root node's label appears by itsdlf, it is
written asasingle dat, ".", for convenience. Consequently, some software interprets a
tralling dot in adomain name to indicate that the domain nameis absolute. An
absolute domain name is written relative to the root and unambiguoudy specifiesa
node's location in the hierarchy. An absolute domain nameis aso referred to as afully
gualified domain name, often abbreviated FQDN. Names without trailing dots are
sometimes interpreted as relative to some domain name other than the root, just as
directory names without a leading dash are often interpreted as relative to the current
directory.

DNS requires that sbling nodes—nodes that are children of the same parent—have
different labels. This redtriction guarantees that a domain name uniquely identifiesa
sngle node in the tree. The restriction redly isn't alimitation, because the labels need

to be unique only among the children, not among dl the nodes in the tree. The same
restriction gpplies to the Windows 2000 filesystem: you can't give two sbling

directories or two files in the same directory the same name. Asillugtrated in Figure

2-2, just as you can't have two hobbes.pa.ca.us nodes in the namespace, you can't
have two \Temp directories. Y ou can, however, have both a hobbes.pa.ca.us node and
a hobbes.|g.ca.us node, as you can have both a\Temp directory and a\WinNT\Temp
directory.



Figure 2-2. Ensuring uniqueness in domain names and Windows pathnames

DNS database »
) hobtres.lg.o.us
>
hobbes hobbes
& &
hobbes pa s ._
veriie
olibes o, i "
Wirdows filesystem v
.:-""FFFFFF
..ff \
Program Files a— Recycled Temp WinNT
._\
\'.

Temp \- Temp
[]

'.I"I-'.‘nn'-'l".ﬁ'mpx_

-
WinhTiemg |

2.1.2 Domains

A domain isamply a subtree of the domain namespace. The domain name of a
domain is the same as the domain name of the node at the very top of the domain. So,
for example, the top of the purdue.edu domain is a node named purdue.edu, as shown
in FHgure 2-3.

Figure 2-3. The purdue.edu domain
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Likewise, in afilesystem, a the top of the \Program Files directory you'd expect to
find anode called \Program Files, as shown in Figure 2-4.

Figure 2-4. The \Program Files directory
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Any domain namein the subtree is consdered a part of the domain. Because adomain
name can be in many subtrees, a domain name can aso be in many domains. For
example, the domain name pa.ca.us is part of the ca.us domain and aso part of the us
domain, as shown in Figure 2-5.

Figure 2-5. A node in multiple domains
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So in the abstract, adomain is just a subtree of the domain namespace. But if a
domain is Smply made up of domain names and other domains, where are dl the
hosts? Domains are groups of hodts, right?

The hogts are there, represented by domain names. Remember, domain names are just
indexes into the DNS database. The "hogs" are the domain names that point to
information about individua hogts, and adomain contains dl the hosts whose domain
names are within the domain. The hosts are related logically, often by geography or
organizationd affiliation, and not necessarily by network or address or hardware type.
Y ou might have 10 different hosts, each of them on a different network and perhaps
even in adifferent country, dl in the same domain.



One note of caution: don't confuse domainsin DNS with domainsin NIS. Though an
NIS domain aso refers to agroup of hosts and both types of domains have smilarly
structured names, the concepts are quite different. NIS uses hierarchica names, but
the hierarchy ends there: hosts in the same NIS domain share certain data about hosts
and users, but they can't navigate the NIS namespace to find datain other NIS
domains. NT domains, which provide account-management and security services, also
don't have any relationship to DNS domains. Active Directory domains, however, are
DNS domains. We discuss the relationship between DNS and Active Directory
domainsin Chapter 11.

Domain names at the leaves of the tree generdly represent individua hosts, and they
may point to network addresses, hardware information, and mail-routing information.
Domain namesin the interior of the tree can name a host and point to information

about the domain; they aren't restricted to one or the other. Interior domain names can
represent both the domain they correspond to and a particular host on the network.

For example, hp.com is both the name of the Hewlett-Packard Company's domain and
the domain name of the hosts that run HP's main web server.

The type of information retrieved when you use a domain name depends on the
context in which you useit. Sending mail to someone a hp.com would return mail-
routing information, while telneting to the domain name would look up the host
information (in Figure 2-6, for example, hp.com's |P address).®

Figure 2-6. An interior node with both host and domain data
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A smpleway of determining if adomain is a subdomain of another domain isto
compare their domain names. A subdomain's domain name ends with the domain
name of its parent domain. For example, the domain la.tyrell.com must be a
subdomain of tyrell.com, because la.tyrell.com endswith tyrell.com. It'saso a
subdomain of com, asistyrell.com.

Besdes being referred to in reative terms, as subdomains of other domains, domains
are often referred to by level. On mailing lists and in Usenet newsgroups, you may see
the terms top-level domain or second-level domain bandied about. These terms smply
refer to adomain's position in the domain namespace:

A top-levd domainisachild of the root.

6 . . . . .

The terms "domain” and "subdomain” are often used interchangeably, or nearly so, in DNS documentation. Here, we use
"subdomain” only as a relative term: a domain is a subdomain of another domain if the root of the subdomain is within the
domain.



A firg-level domain isa child of the root (atop-level domain).
A second-leve domain isachild of afirg-levedl domain, and so on.

2.1.3 Resource Records

The data associated with domain namesis contained in resource records, or RRs.
Records are divided into classes, each of which pertains to atype of network or
software. Currently, there are classes for internets (any TCP/IP-based internet),
networks based on the Chaosnet protocols, and networks that use Hesiod software.
(Chaosnet is an old network of largely historic sgnificance.) The internet classis by
far the most popular. (We're not redly sure if anyone still uses the Chaosnet class, and
use of the Hesiod classis mostly confined to MIT.) In this book, we concentrate on
the internet class.

Within aclass, records come in severa types, which correspond to the different
varieties of data that may be stored in the domain namespace. Different classes may
define different record types, though some types are common to more than one class.
For example, dmost every class defines an address type. Each record typein agiven
class defines a particular record syntax to which al resource records of that class ad
type must adhere. (For details on al internet resource record types and their syntaxes,
see Appendix A.)

If thisinformation seems sketchy, don't worry—well cover the records in the internet
classin more detail later. The common records are described in Chapter 4, and a
comprehensive lig isincluded as part of Appendix A.

2.2 The Internet Domain Namespace

So far, we've talked about the theoretical structure of the domain namespace and what
sort of datais stored in it, and we've even hinted at the types of names you might find
in it with our (sometimes fictiona) examples. But thiswon't help you decode the
domain names you see on adaily basis on the Internet.

The Domain Name Systemn doesn't impose many rules on the labels in domain names,
and it doesn't attach any particular meaning to the labels a aparticular leve. When
you manage a part of the domain namespace, you can decide on your own semantics
for your domain names. Heck, you could name your subdomains A through Z and no
one would stop you (though they might strongly recommend againg it).

The exigting Internet domain namespace, however, has some sdf-imposed Structure to
it. Especidly in the upper-level domains, the domain names follow certain traditions
(not rules, redlly, as they can be and have been broken). These traditions help to keep
domain names from agppearing totally chaotic. Understanding these traditionsis an
enormous ast if you're trying to decipher adomain name.



2.2.1 Top-Level Domains

The origind top-level domains divided the Internet domain namespace
organizationdly into seven domains

com
Commercid organizations, such as Hewlett-Packard (hp.com), Sun
Microsystems (sun.com), and IBM (ibm.com).

edu
Educationa organizations, such as U.C. Berkdley (berkeley.edu) and Purdue
University (purdue.edu).

gov
Government organizations, such as NASA (nasa.gov) and the Nationa
Science Foundation (nsf.gov).

mil
Military organizations, such asthe U.S. Army (army.mil) and Navy (navy.mil).

net
Formerly organizations providing network infrastructure, such as NSFNET
(nsf.net) and UUNET (uu.net). Since 1996, however, net has been open to any
commercia organization, like comis.

org
Formerly noncommercid organizations, such asthe Electronic Frontier
Foundation (eff.org). Like net, though, restrictions on org were removed in
1996.

int

International organizations, such as NATO (nato.int).

Another top-levd domain cdled arpa was origindly used during the ARPANET's
trangtion from host tablesto DNS. All ARPANET hosts origindly hed hosnames
under arpa, so they were easy to find. Later, they moved into various subdomains of
the organizationd top-level domains. However, the arpa doman remansin uina
way you'll read about later.

Y ou may natice a certain nationdigtic prejudice in the examples: weve used primarily
U.S.-based organizations. That's easier to understand—and forgive—when you
remember that the Internet began as the ARPANET, aU.S.-funded research project.



No one anticipated the success of the ARPANET, or that it would eventualy become
asinternaiond asthe Internet istoday.

Today, these origind domains are caled generic top-level domains, or gTLDs. By the
time you read this, we may have afew more of these, such as biz, pro, info, and name,
to accommodeate the rapid expansion of the Internet and the need for more domain
name "space.” The organization now respongble for management of the Domain

Name System, the Internet Corporation for Assigned Names and Numbers, or
ICANN, has decided to add seven new gTLDs. For information on their work, see
http:/Amww.icann.org/. Well talk more about ICANN later in this chapter.

To accommodate the increasing internationdization of the Internet, the implementers

of the Internet namespace compromised. Ingtead of insting that al top-level domains
describe organizationd affiliation, they decided to alow geographica designations,

too. New top-level domains were reserved (but not necessarily created) to correspond
to individua countries. Their domain names followed an exidting internationd

standard called 1SO 3166.” 1SO 3166 establishes official, two-|etter abbreviations for
every country in the world. Weve included the current list of top-level domains as
Appendix D.

2.2.2 Further Down

Within these top-level domains, the traditions and the extent to which they are
followed vary. Some of the |SO 3166 top-level domains closdly follow the U.S!'s
origind organizationd scheme. For example, Audtrdias top-level domain, au, has
subdomains such as edu.au and com.au. Some other SO 3166 top-level domains
follow the uk domain's lead and have organizationaly oriented subdomains such as
co.uk for corporations and ac.uk for the academic community. In most cases,
however, even these geographically oriented top-level domains are divided up
organizationdly.

That's not true of the us top-leve domain, though. The us domain has 50 subdomains
that correspond to—guess what?—the 50 U.S. states.® Each is named according to the
standard two-|etter abbreviation for the state—the same abbreviation sandardized by
the U.S. Pogtd Service. Within each state's domain, the organization is il largely
geographica: most subdomains correspond to individud cities. Benegth the cities, the
subdomains usualy correspond to individua hogts.

2.2.3 Reading Domain Names
Now that you know what most top-level domains represent and how their namespaces
are structured, you'll probably find it much easier to make sense of most domain

names. Let's dissect afew for practice:

lithium.cchem.berkeley.edu

Except for Great Britain. According to ISO 3166 and Internet tradition, Great Britain's top-level domain name should be gb.
Instead, most organizations in Great Britain and Northern Ireland (i.e., the United Kingdom) use the topdevel domain name
uk. They drive on the wrong side of the road, too.

Actually, there are a few more domains under us: one for Washington, D.C., one for Guam, and so on.



Y ou've got a head gart on this one, as we've dready told you that berkeley.edu
isU.C. Berkdey'sdomain. (Even if you didn't dready know that, though, you
could have inferred that the name probably belongsto aU.S. university

because it's in the top-levd edu domain.) cchem is the College of Chemistry's
subdomain of berkeley.edu. Findly, lithiumisthe name of a particular host in
the domain—and probably one of about a hundred or so, if they've got one for
every dement.

winnie.corp.hp.com

Thisexample is a bit harder, but not much. The hp.com domaininadl
likelihood belongs to the Hewlett- Packard Company (in fact, we gave you this
earlier, too). Ther corp subdomain is undoubtedly their corporate
headquarters. And winnie is probably just some slly name someone thought
up for ahost.

fernwood.mpk.ca.us

Here you'll need to use your understanding of the us domain. ca.usis

obvioudy Cdifornials domain, but mpk is anybody's guess. In this casg, it
would be hard to know that it's Menlo Park's domain unless you knew your
San Francisco Bay Area geography. (And no, it's not the same Menlo Park that
Edison lived in—that one'sin New Jersey.)

daphne.ch.apollo.hp.com

Weve included this example just S0 you don't start thinking that al domain
names have only four labels. apollo.hp.comisthe former Apollo Computer
subdomain of the hp.com domain. (When HP acquired Apollo, it aso acquired
Apollo's Internet domain, apollo.com, which became apollo.hp.com.)
ch.apollo.hp.comis Apollo's Chelmsford, Massachusetts Ste. daphne is a host
a Chdmsford.

2.3 Delegation

Remember that one of the main gods of the design of the Domain Name System was
to decentrdize adminidration? Thisis achieved through delegation. Delegating
domainsworks alot like delegating tasks a work. A manager may bresk up alarge
project into smaller tasks and delegate respongbility for each of these tasksto
different employees.

Likewise, an organization administering adomain can divide it into subdomains. Each
of those subdomains can be delegated to other organizations. This means that an
organization becomes respongble for maintaining al the detaiin that subdomain. It

can fredy change the data nd even divide its subdomain into more subdomains and
delegate those. The parent domain retains only pointers to sources of the subdomain's
data, so0 that it can refer queriers there. The domain stanford.edu, for example, is
delegated to the folks at Stanford who run the university's networks (Figure 2-7).



Figure 2-7. stanford.edu is delegated to Stanford University
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Not dl organizations delegeate away their whole domain, just as not al managers

delegate dl their work. A domain may have severa delegated subdomains and aso
contain hogts that don't belong in the subdomains. For example, the Acme

Corporation (it supplies a certain coyote with most of his gadgets), which hasa

divison in Rockaway and its headquarters in Kalamazoo, might have a
rockaway.acme.com subdomain and a kalamazoo.acme.com subdomain. However, the
few hogsin the Acme sdes offices scattered throughout the U.S. would fit better

under acme.com than under either subdomain.

Well explain how to create and delegate subdomains later. For now, it's important
only that you understand that the term delegation refers to assgning responshility for
a subdomain to another organization.

2.4 Name Servers and Zones

The programs that store information about the domain namespace are caled name
servers. Name servers generdly have complete information about some part of the
domain namespace, caled azone, which they load from afile or from another name
server. The name server isthen said to have authority for that zone. Name servers can
be authoritative for multiple zones, too.

The difference between a zone and adomain isimportant, but subtle. All top-leve
domains and many domains at the second level and lower, such as berkeley.edu and
hp.com, are broken into smaller, more manageable units by delegation. These units
are caled zones. The edu domain, shown in Figure 2-8, is divided into many zones,
induding the berkel ey.edu zone, the purdue.edu zone, and the nwu.edu zone. At the
top of the domain, theré's dso an edu zone. It's natura that the folks who run edu
would bresk up the edu domain: otherwise, they'd have to manage the berkeley.edu
subdomain themselves. It makes much more sense to delegate berkeley.edu to
Berkdley. What's | ft for the folks who run edu? The edu zone, which contains mostly
delegation information for the subdomains of edu.



Figure 2-8. The edu domain broken into zones
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The berkeley.edu subdomain is, in turn, broken up into multiple zones by delegation,
as shown in Figure 2-9. There are delegated subdomains cdled cc, cs, ce, me, and
more. Each of these subdomains is delegated to a set of name servers, some of which

are dso authoritative for berkeley.edu. However, the zones are till separate and may
have totaly different groups of authoritetive name servers.

Figure 2-9. The berkeley.edu domain broken into zones
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A zone contains dl the domain names the domain with the same domain name
contains, except for domain names in delegated subdomains. For example, the top-
leve domain ca (for Canada) has subdomains cdled ab.ca, on.ca, and gc.ca, for the
provinces Alberta, Ontario, and Quebec. Authority for the ab.ca, on.ca, and gc.ca
domains may be delegated to name serversin each of the provinces. The domain ca
contains al the datain ca plus dl the datain ab.ca, on.ca, and gc.ca. However, the



zone ca contains only the dataiin ca (see Figure 2-10), which is probably mostly
pointers to the delegated subdomains. ab.ca, on.ca, and gc.ca are separate zones from
the ca zone,

The zone dso contains the domain names and datain any subdomains that arent
delegated away. For example, the bc.ca and sk.ca (British Columbiaand
Saskatchewan) subdomains of the ca domain may exist but not be delegated. (Perhaps
the provincia authoritiesin B.C. and Saskatchewan aren't yet ready to manage their
subdomains, but the authorities running the top-level ca domain want to preserve the
congstency of the namespace and implement subdomains for al of the Canadian
provinces right away.) In this case, the zone ca has a ragged bottom edge, containing
bc.ca and sk.ca, but not the other ca subdomains, as shown in Figure 2-11.

Figure 2-10. The domain ca...
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Now it's clear why name servers load zones instead of domains: adomain may
contain more information than the name sarver needs, sSince it can contain data



delegated to other name servers.® Since a zone is bounded by delegation, it will never
include delegated data.

If you're just starting out your domain probably won't have any subdomains. In this
case, Snce theré's no delegation going on, your domain and your zone will contain the
same data.

2.4.1 Delegating Subdomains

Even though you may not need to delegate parts of your domain just yet, it's helpful to
understand a little more about how the process of delegating a subdomain works.
Delegation, in the abgtract, involves assigning respongbility for some part of your
domain to another organization. What redlly happens, however, is the assgnment of
authority for your subdomain to different name servers. (Note that we said "name
sarvers” not just "name server.")

Y our zon€e's data, instead of containing information in the subdomain you've
delegated, includes pointers to the name servers that are authoritative for that
subdomain. Now if one of your name serversis asked for datain the subdomain, it
can reply with alist of the right name servers to contact.

2.4.2 Types of Name Servers

The DNS specs define two types of name servers. primary masters and secondary
masters. A primary master name server for a zone reads the data for the zone from a
fileonitshost. A secondary master name server for a zone gets the zone data from
the name server that is authoritative for the zone, cdled its master server. Quite often,
the master server isthe zone's primary master, but that's not required: a secondary
master can load zone data from another secondary. When a secondary starts up, it
contacts its master name server and, if necessary, pullsthe zone dataover. Thisis
referred to as a zone transfer. Nowadays, the preferred term for a secondary master
name server is a slave, though many people (and some software, including Microsoft's
DNS console) till usethe old term.

Both the primary master and dave name servers for azone are authoritative for that
zone. Despite the somewhat disparaging name, daves aren't second-class name
servers. DNS provides these two types of name servers to make administration easier.
Once you've created the data for your zone and set up a primary master name server,
you don't need to copy that data from host to host to create new name serversfor the
zone. You smply set up dave name serversthat load their data from the primary
master for the zone. The daves you set up will transfer new zone datawhen

necessary.

Save name servers are important because it's a good idea to set up more than one
name server for any given zone. Y ou'll want more than one for redundancy, to spread
the load around, and to make sure that al the hosts in the zone have a name server
close by. Usng dave name servers makes this adminigtratively workable,

9 . . .
If a root name server loaded the root domain instead of the root zone, it would load the entire namespace!



Cdling aparticular name server aprimary master name server or adave name server
isalittleimprecise, though. We mentioned earlier that aname server can be
authoritative for more than one zone. Similarly, aname server can be aprimary

measter for one zone and a dave for another. Most name servers, however, are either
primary for most of the zones they load or dave for most of the zones they load. So if
we cdl aparticular name server aprimary or adave, we mean that it's the primary
measter or adave for most of the zones for which it's authoritative.

2.4.3 Data Files

The files from which primary master name sarversload their zone data are cdlled,
amply enough, zone data files. We often refer to them as data files. Save name
servers can adso load their zone data from data files. Slaves are usudly configured to
back up the zone data they transfer from amaster name server to datafiles. If the
daveislater killed and restarted, it will read the backup data files firdt, then check to
see whether its zone data is current. This both obviates the need to transfer the zone
dataif it hasn't changed and provides a source of the data if the master is down.

2.5 Resolvers

Resolvers are the dlients that access name servers. Programs running on a host that
need information from the domain namespace use the resolver. The resolver handles:

Querying a name server
| nterpreting responses (which may be resource records or an error)
Returning the information to the programs that requested it

In Windows 2000, the resolver isjust aset of library routines that is linked into
programs such as telnet and ftp. It's not even a separate process. It has the smartsto
put together a query, to send it and wait for an answer, and to resend the query if it
isn't answered, but that's about al. Most of the burden of finding an answer to the
query is placed on the name server. The DNS specs cdl thiskind of resolver astub
resolver.

Other implementations of DNS have had smarter resolvers that can do more
sophisticated things, such as build up a cache of information aready retrieved from
name servers. In fact, Windows 2000 includes a caching resolver.

2.6 Resolution

Name servers are adept at retrieving data from the domain namespace. They haveto
be, given the limited intelligence of most resolvers. Not only can they give you data
about zones for which they're authoritative, they can aso search through the domain
namespace to find data for which they're not authoritative. This processis caled name
resolution or mply resolution.



Because the namespace is structured as an inverted tree, a name server needs only one
piece of information to find its way to any point in the tree: the domain names and
addresses of the root name servers (is that more than one piece?). A name server can
issue aquery to aroot name server for any domain name in the domain namespace,
and the root name server will gart the name server on itsway.

2.6.1 Root Name Servers

The root name servers know where there are authoritative name servers for each of
the top-leve zones. (In fact, some of the root name servers are authoritative for the
generic top-leve zones) Given aquery aout any domain name, the root name
servers can a least provide the names and addresses of the name servers that are
authoritetive for the top-level zone the domain name endsiin. In turn, the top-leve
name servers can provide the list of name serversthat are authoritative for the domain
name's second-leve zone. Each name server queried either gives the querier
information about how to get "closer” to the answer it's seeking or provides the
answer itsdf.

The root name servers are clearly importart to resolution. Because they're so

important, DNS provides mechanisms—such as caching, which well discuss alittle
later—to help offload the root name servers. But in the absence of other information,
resolution has to Sart at the root name servers. This makes the root name servers
crucid to the operation of DNS; if dl the Internet root name servers were unreachable
for an extended period, al resolution on the Internet would fail. To protect againgt

this, the Internet has 13 root name servers (as of thiswriting) Soread across different
parts of the network. One is on PSINet, acommercia Internet backbone; oneis on the
NASA Science Internet; two are in Europe; and one isin Japan.

Being the focd point for so many queries keeps the roots busy; even with 13, the
traffic to each root name server isvery high. A recent informa poll of root name
server administrators showed some roots receiving thousands of queries per second.

Despite the load placed on root name servers, resolution on the Internet works quite
well. Figure 2-12 shows the resolution process for the address of ared hostinared
domain, including how the process corresponds to traversing the domain namespace
tree.



Figure 2-12. Resolution of girigiri.gbrmpa.gov.au on the Internet
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The locad name server queries aroot name server for the address of
girigiri.gbrmpa.gov.au and is referred to the au name servers. The local name server
asks an au name server the same question, and is referred to the gov.au name servers.
The gov.au name server refersthe local name server to the gbrmpa.gov.au name
sarvers. Findly, thelocal name server asks a gbrmpa.gov.au name server for the
address and gets the answer.

2.6.2 Recursion

Y ou may have naticed a big difference in the amount of work done by the name
serversin the previous example. Four of the name servers smply returned the best
answer they aready had—mostly referrals to other name servers—to the queriesthey
received. They didn't have to send their own queriesto find the data requested. But
one hame server—the one queried by the resolver—had to follow successve referras
until it received an answer.

Why couldn't the local name server smply have referred the resolver to another name
server? Because a stub resolver wouldn't have had the intdlligence to follow areferrd.
And how did the name server know not to answer with areferra? Because the
resolver issued arecursive query.

Queries come in two flavors, recursive and iterative, aso caled nonrecursive
Recursive queries place most of the burden of resolution on a single name server.
Recursion, or recursive resolution, isjust aname for the resolution process used by a
name server when it receives recursve queries. As with recursive dgorithmsin



programming, the name server repests the same basic process (querying aremote
name server and following any referrds) until it receives an answer.

Iteration, or iterative resolution, on the other hand, refers to the resolution process
used by a name server when it recelvesiiterative queries.

In recursion, aresolver sends a recursve query to a name server for information about
a particular domain name. The queried name server isthen obliged to respond with

the requested data or with an error stating either that data of the requested type doesn't
exist or that the domain name specified doesn't exist.!° The name server can't just

refer the querier to a different name server, because the query was recursive.

If the queried name server isn't authoritative for the data requested, it will have to
query other name servers to find the answer. It can send recursive queries to those
name servers, thereby obliging them to find the answer and return it (and passing the
buck), or it can send iterative queries and possibly be referred to other name servers
"closer” to the domain name it's seeking. Current implementations are polite and do
the latter, following the referrals until an answer is found.!*

A name server that receives arecursve query that it can't answer itsdf will query the
"closest known" name servers. The closest known name servers are the servers
authoritative for the zone closest to the domain name being looked up. For example, if
the name server receives arecursive query for the address of the domain name
girigiri.gbrmpa.gov.au, it will first check whether it knows which name servers are
authoritative for girigiri.gbrmpa.gov.au. If it does, it will send the query to one of
them. If nat, it will check whether it knows the name servers for gbrmpa.gov.au, and
after that gov.au, and then au. The default, where the check is guaranteed to Stop, is
the root zone, Snce every name server knows the domain names and addresses of the
root name servers.

Using the closest known name servers ensures that the resolution processis as short as
possible. A berkeley.edu name server receiving arecursive query for the address of
waxwing.ce.ber keley.edu shouldn't have to consult the root name servers; it can
smply follow delegation information directly to the ce.berkeley.edu name servers.
Likewise, aname server that has just looked up adomain namein ce.berkeley.edu
shouldn't have to start resolution at the root to ook up another ce.berkeley.edu (or
berkeley.edu) domain name; well show how this works in the upcoming section on
caching.

The name server that receives the recursive query dways sends the same query that

the resolver sent it; for example, for the address of waxwing.ce.berkeley.edu. It never
sends explicit queries for the name serversfor ce.berkeley.edu or berkel ey.edu, though
thisinformation is dso stored in the namespace. Sending explicit queries could cause
problems: there may be no ce.berkeley.edu name servers (that is, ce.berkeley.edu may
be part of the berkeley.edu zone). Also, it's dways possible that an edu or

ber kel ey.edu name server would know waxwing.ce.berkeley.edu's address. An explicit

10 . . . . .
The Microsoft DNS Server can be configured to ignore recursive queries; see Chapter 10 for how and why you'd want to
do this.

11 . . . . .
The exception is a name server configured to forward all unresolved queries to a designated name server, called a
forwarder. See Chapter 10 for more information on using forwarders.



query for the berkeley.edu or ce.berkeley.edu name servers would missthis
information.

2.6.3 lteration

Iterative resolution doesn't require nearly as much work on the part of the queried
name server. In iteraive resolution, a name server smply gives the best answer it
already knows back to the querier. No additiond querying isrequired. The queried
name server conaultsitsloca data (including its cache, which well talk about
shortly), looking for the data requested. If it doesn't find the answer there, it finds the
names and addresses of the name sarvers closest to the domain namein the query in
itslocal data and returnsthat as areferrd to help the querier continue the resolution
process. Note that the referral includes all of the name serverslisted in the local data;
it's up to the querier to choose which one to query next.

2.6.4 Choosing Between Authoritative Name Servers

Some of the card-carrying Mensa membersin our reading audience may be
wondering how the name server that receives the recursive query chooses between the
name servers authoritative for the zone. For example, we said that there are 13 root
name servers on the Internet today. Does the name server smply query the one that
appearsfirg in the referrd? Does it choose randomly?

The Microsoft DNS Server uses roundtrip time (RTT) to choose between name
servers authoritative for the same zone. Roundtrip time is a measurement of how long
aremote name server takes to respond to queries. Each time a Microsoft DNS Server
sends a query to aremote name server, it starts an interna stopwatch. When it
receives aresponsg, it sops the stopwatch and makes a note of how long that remote
name server took to respond. When the name server must choose which of a group of
authoritative name serversto query, it Smply chooses the one with the lowest
roundtrip time.

Before aMicrosoft DNS Server has queried aname server, it givesit arandom
roundtrip time vaue lower than any red-world vaue. This ensuresthat the server
queries dl of the name servers authoritetive for a given zone in arandom order before
playing favorites.

On the whole, this smple but eegant algorithm allows Microsoft DNS Serversto

"lock on" to the closest name servers quickly and without the overhead of an out-of-
band mechanism to measure performance.

2.6.5 The Whole Enchilada

What this amountsto is a resolution process that, taken as awhole, looks like Figure
2-13.



Figure 2-13. The resolution process
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A resolver queries aloca name server, which then sends iterative queries to a number
of other name serversin pursuit of an answer for the resolver. Each name server it
queries refersit to another name server that is authoritative for a zone further down in
the namespace and closer to the domain name sought. Findly, the local name server
gueries the authoritetive name server, which returns an answer. All the while, the

local name server uses each response it receives—whether areferrd or the answer—
to update the RTT of the responding name server, which will help it decide which
name serversto query to resolve domain names in the future.

2.6.6 Mapping Addresses to Names

One mgor piece of functionality missing from the resol ution process as explained so
far is how addresses get mapped back to domain names. Address-to-name mapping is
used to produce output that is easier for humansto read and interpret (e.g., inlog
files). It's ds0 used in some authorization checks. Unix hosts map addresses to
domain names to compare againg entriesin .rhosts and hosts.equiv files, for example.
When using host tables, address-to-name mapping istrivid. It requiresa
graightforward sequentia search through the host table for an address. The search
returns the officid hostname listed. In DNS, however, address-to-name mapping isn't
0 smple. Data, including addresses, in the domain namespace is indexed by name.
Given adomain name, finding an addressis rdatively easy. But finding the domain
name that maps to a given address would seem to require an exhaugtive search of the
data attached to every domain namein the tree.

Actudly, there's a better solution that's both clever and effective. Because it's easy to
find data once you're given the domain name that indexes that data, why not creste a
part of the domain namespace that uses addresses as labels? In the Internet domain
namespace, this portion of the namespace isthe in-addr.arpa domain.



Nodes in the in-addr.arpa domain are labeled after the numbers in the dotted- octet
representation of |P addresses. (Dotted- octet representation refers to the common
method of expressing 32-bit IP addresses as four numbersin the range O to 255,
separated by dots.) The in-addr.arpa domain, for example, could have up to 256
subdomains, one corresponding to each possible value in the first octet of an IP
address. Each of these subdomains could have up to 256 subdomains of its own,
corresponding to the possible vaues of the second octet. Findly, at the fourth level
down, there are resource records atached to the find octet giving the full domain
name of the hogt at that |P address. That makes for an awfully big domain: in-
addr.arpa, shown in Figure 2-14, isroomy enough for every 1P address on the

I nternet.

Figure 2-14. The in-addr.arpa domain
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w fros traue wimnie.corp.hip.cam

Note that when read in a domain name, the | P address appears backward because the
name is read from leaf to root. For example, if winnie.corp.hp.com's IP addressis
15.16.192.152, the corresponding node in the in-addr.arpa domain is
152.192.16.15.in-addr.arpa, which maps back to the domain name
winnie.corp.hp.com.

| P addresses could have been represented the opposite way in the namespace, with the
first octet of the IP address at the bottom of the in-addr.arpa domain. That way, the IP
address would have read correctly (forward) in the domain name. |P addresses are
hierarchical, however, just like domain names. Network numbers are doled out much
as domain names are, and administrators can then subnet their address space and
further delegate numbering. The difference isthat | P addresses get more specific from
left to right, while domain names get less specific from left to right. Figure 2-15

shows what we mean.



Figure 2-15. Hierarchical names and addresses
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Making the first octetsin the | P address gppear highest in the tree gives adminigtrators
the ability to delegate authority for in-addr.arpa zones dong network lines. For
example, the 15.in-addr.arpa zone, which contains the reverse-mapping information
for al hosts whose | P addresses start with 15, can be delegated to the administrators
of network 15.0.0.0. Thiswould be impossible if the octets appeared in the opposite
order. If the | P addresses were represented the other way around, 15.in-addr.arpa
would consst of every host whose IP address ended with 15—not a practical zone to
try to delegate.

2.7 Caching

The whole resolution process may seem awfully convoluted and cumbersome to
someone accustomed to Smple searches through the host table. Actudly, though, it's
usudly quite fast. One of the features that speedsit up consderably is caching.

A name server processing arecursive query may have to send out quite afew queries
to find an answer. However, it discovers alot of information about the domain
namespace as it does s0. Each timeit'sreferred to another list of name servers, it
learns that those name servers are authoritative for some zone, and it learnsthe
addresses of those servers. At the end of the resolution process, when it findly finds
the datathe original querier sought, it can store that data for future reference, too. The
Microsoft DNS Server even implements negative caching: if an authoritetive name
server responds to a query with an answer that says the domain name or datatypein
the query doesn't exigt, the loca name server will aso temporarily cache that
information.

Name servers cache dl this data to help speed up successive queries. The next time a
resolver queries the name server for data about a domain name the name server knows
something about, the process is shortened quite a bit. The name server may have
cached the answer, positive or negative, in which case it smply returns the answer to
the resolver. Even if it doesn't have the answer cached, it may have learned the
identities of the name serverstha are authoritative for the zone the domain nameisin
and be able to query them directly.

For example, say our name server has dready |ooked up the address of
eecs.berkeley.edu. In the process, it cached the names and addresses of the
eecs.berkeley.edu and berkeley.edu name servers (plus eecs.berkeley.edu's IP
address). Now if aresolver were to query our name sexrver for the address of
baobab.cs.berkeley.edu, our name server could skip querying the root name servers.
Recognizing thet berkeley.edu isthe closest ancestor of baobab.cs.berkeley.edu about



which it knows, our name server would start by querying a berkeley.edu name server,
as shown in Fgure 2-16. On the other hand, if our name server had discovered that
there was no address for eecs.berkeley.edu, the next time it received a query for the
address, it could smply have responded appropriately from its cache.

Figure 2-16. Resolving baobab.cs. berkeley.edu
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In addition to speeding up resolution, caching obviates a name server's need to query
the root name serversto answer any queriesit can't answer locally. This meansit's not
as dependent on the roots, and the roots won't suffer as much from dl its queries.

2.7.1 Timeto Live

Name servers can't cache data forever, of course. If they did, changesto that dataon
the authoritative name servers would never reach the rest of the network; remote
name servers would just continue to use cached data. Consequently, the administrator
of the zone that contains the data decides on atime to live (TTL) for the data. The
timeto live is the amount of time that any name server is dlowed to cache the data.
After the time to live expires, the name server must discard the cached data and get
new data from the authoritative name servers. This dso applies to negatively cached
data: a name server must time out a negetive answer after a period in case new data
has been added on the authoritative name servers.

Deciding on atimeto live for your datais essentialy deciding on atrade-off between
performance and consigtency. A smdl TTL will help ensure thet dataiin your zonesis
consgtent across the network, because remote name servers will time it out more
quickly and be forced to query your authoritative name servers more often for new
data. On the other hand, this will increase the load on your name servers and lengthen
the average resolution time for informeation in your zones.

A large TTL will shorten the average time it takes to resolve information in your
zones because the data can be cached longer. The drawback isthat your information



will be inconsgtent for alonger time if you make changes to the data on your name
servers.

But enough of this theory—I'll bet you're antsy to get on with things. Some homework

is necessary before you can set up your zones and your name servers, though, and
well assgn it in the next chapter.



Chapter 3. Where Do | Start?

"What do you call yourself?" the Fawn said at last. Such a soft sweet
voiceit had!

"I wish | knew!" thought poor Alice. She answered, rather sadly,
"Nothing, just now."

"Think again,” it said: "that won't do."

Alice thought, but nothing came of it. " Please, would you tell me what
you call yourself?" she said timidly. "I think that might help a little."

"I'll tell you, if you come a little further on," the Fawn said. "I can't
remember here."

Now that you understand the theory behind the Domain Name System, we can attend
to more practical matters. Before you set up your zones, you may need to get name
server oftware. While aname server isincluded as a standard part of Windows 2000
Server, you may want to look at dternatives. Once you've got the software to run your
name server, you need to decide on a domain name for your main zone—which may
not be quite as easy as it sounds, because it entails finding an appropriate place in the
Internet namespace. That decided, you need to contact the administrators of the parent
of the zone whose domain name you've chosen.

Onething at atime, though. Let's talk about how to decide on name server software
and whereto get it.

3.1 Which Name Server?

If you plan to set up your own domain and run name serversfor it, you'll need name
sarver software first. Even if you're planning on having someone else run your
domain, it's hepful to have the software around. For example, you can use your loca
name server to test your data files before giving them to your remote domain
adminigrator.

Microsoft ships a name server on the Windows 2000 Server CD-ROM, but you have
to ingdl it separady. This server, which we cdl the Microsoft DNS Server, isthe
server we cover in this book. It's notable because it sports a nice graphical frontend
for configuring the server. Thisian't the only name server available for Windows

2000, however. There are severa others. Most are ports of BIND, which has
traditionally been a Unix-based name server. If you're more comfortable configuring
BIND than learning to configure a new name server (even with a GUI), you might
condder these options:



Meta IP/DNS

Meta IP/DNS isacommercia port (that is, you gotta pay for it) of the BIND
8.2.3 server to Windows 2000. As such, it supports DNS NOTIFY, dynamic
updates, and all the security features BIND 8.2.3 offers. Meta IPPDNS isaso
integrated with WINS and can forward- and reverse-map NetBlOS names with
the help of aWINS server. It runs on Windows 2000 as well as on Windows
NT Workstation and Server.

Meta IP/DNS is actudly part of alarger IP-management product called Meta
IP, but it's available separately, too. For more information, see
http://mwww.checkpoint.com/products/metai p/index.html.

The Internet Software Consortium's BIND 8.2.4 distribution

The BIND 8.2.4 name server now compiles for Windows NT and Windows
2000 without any modification to the source code. Since few people have the
necessary software to compile it, the Internet Software Consortium distributes
acompiled versgon onitsweb dte. See
http://Amww.isc.org/products/BIND/bind8.html.

If you decide to use one of these ports of BIND to Windows 2000, we suggest you
pick up acopy of DNSand BIND. That book concentrates on the BIND
implementation; this book emphasizes the Microsoft DNS Server.

3.1.1 Getting the DNS Server

If you've read to this section, welll assume you've decided to use the Microsoft DNS
Server. Before proceeding, you'll need to ingal the DNS server and its configuration
frontend from the Windows 2000 Server CD-ROM. For detailed ingructions on this
process, see Appendix B.

3.1.2 Handy Mailing Lists and Usenet Newsgroups

Now that you've ingtaled your name server, it'simportant to keep abreast of DNS and
name sarver developments. Two Usenet newsgroups are helpful for this

microsoft. public.win2000.dns and comp.protocol s.dns.bind.
microsoft.public.win2000.dns concentrates on the Microsoft DNS Server and isa
good place to find out about new bugs. comp.protocols.dns.bind is more BIND-
centric (as the name indicates) but is an excelent source of information about the art
and practice of running domains and name servers. It arguably has a better sgna-to-
noise ratio than the Microsoft newsgroup and is dso avallable asamailing li, bind-
users@isc.org.*? A searchable archive of the list can be found at
http://Amww.isc.org/ml-archivesbind-usery.

12 To ask a question on an Internet mailing list, all you need to do is send a message to the mailing list's address. If you'd
like to join the list, however, you have to send a message to the list's maintainer first, requesting that he or she add your
email address to the list. Don't send this message to the list itself; that's considered rude. The Internet convention is that you
can reach the maintainer of a mailing list by sending mail to list-request@domain, where list@domain is the address of the
mailing list. So, for example, you can reach the BIND users mailing list's administrator by sending mail to bind-users-

request@isc.org.



Microsoft's online support site, at http://support.microsoft.com/support/,is a valugble
source of information about known bugs in the DNS server and updates to the code.
Also, be sure to check Andras Sdlamon's "DNS Resource Directory™ at
http://www.dns.net/dnsrd/for pointers to online DNS resources and documentation.

Another mailing list you might be interested in is the namedroppers list. Folks on the
namedroppers malling lig are involved in the IETF working group that develops
extensons to the DNS specifications, DNSEXT. For example, the discussion of a

new, proposed DNS record type would probably take place on namedroppers instead
of the BIND users mailing list. For more information on DNSEXT's charter, see
http:/Aww.ietf.org/html .charters/dnsext - charter.html.

The address for the namedroppers mailing list is namedroppers@ops.ietf.org, and it is
gatewayed into the Internet newsgroup comp.protocols.dns.std. To join the
namedroppers maling lig, ssnd mail to namedroppers-request@ops.ietf.org with the
text "subscribe namedroppers’ as the body of the message.

3.1.3 Finding IP Addresses

Youll notice that we gave you a number of domain names of hogs that have ftpable
software, and the mailing lists we mentioned include domain names. This should
underscore the importance of DNS: see what val uable software and advice you can
get with the hep of DNS? Unfortunatdly, it's aso something of a chicken-and-egg
problem: you can't send email to an address with adomain namein it unless you've
got DNS set up, so how can you ask someone on the list how to set up DNS?

Wi, we could give you the IP addresses for dl the hosts we mentioned, but since IP
addresses change often (in publishing timescdes, anyway), well show you how you
can temporarily use someone el se's name server to find the information instead. As
long as your host has Internet connectivity and the nslookup program, you can retrieve
information from the Internet namespace.

To look up the IP address for ftp.microsoft.com, for example, you could use:

C\>
nsl ookup ftp.mcrosoft.com 207.69.188.185

Thisindructs nslookup to query the name server running on the host at the | P address
207.69.188.185 to find the I P address for ftp.microsoft.com and should produce output
like:

Server: nsl.m ndspring.com
Address: 207.69. 188. 185

Nane: ftp. mcrosoft.com
Address: 198.105.232.1

Now you can ftp to ftp.microsoft.com's P address, 198.105.232.1.



How did we know that the host at |P address 207.69.188.185 runs a name server? Our
ISP, Mindspring, told us—it's one of their name servers. If your ISP provides name
serversfor its customers use (and most do), use one of them. If your 1SP doesn't
provide name servers (shame on them!), you can temporarily use one of the name
sarversliged in this book. Aslong as you only use it to look up afew IP addresses or
other data, the administrators probably won't mind. It's considered very rude,

however, to point your resolver or query tool at someone else's name server
permanently.

Of coursg, if you dready have access to a host with Internet connectivity and have
DNS configured, you can use it to ftp what you need.

Once you've got aworking verson of the Microsoft DNS Server, you're ready to start
thinking about your domain name.

3.2 Choosing a Domain Name

Choosing adomain name is more involved than it may sound, because it entails both
choosing aname and finding out who runs the parent zone. In other words, you need
to find out where you fit in the Internet domain namespace, then find out who runs
that particular corner of the namespace.

Thefirg gep in picking adomain name is finding where in the existing domain
namespace you belong. It's easiest to Sart at the top and work your way down: decide
which top-level domain you beong in, then which of thet top-levd domain's
subdomains you fit into.

Note that in order to find out what the Internet domain namespace looks like (beyond
what we've dready told you), you'll need access to the Internet. Y ou don't need access
to ahost that dready has name service configured, but it would help alittle. If you

don't have access to a host with DNS configured, you'll have to "borrow” name

sarvice from other name servers (asin our previous ftp.microsoft.com example) to get

you going.
3.2.1 On Registrars and Registries

Before we go any further, we need to define afew terms: registry, registrar,and
regigtration. These terms aren't defined anywhere in the DNS specs. Instead, they
apply to the way the Internet namespace is managed today.

A registry is an organization respongble for maintaining atop-level domain's (well,
zone's, redly) datafiles, which contain the delegation to each subdomain of that top-
level domain. Under the current structure of the Internet, a given top-level domain can
have no more than oneregidry. A registrar acts as an interface between customers
and the regidry, providing regidration and vaue-added services. It submitsto the
registry the zone data and other data (including contact information) for each of its
cusomersin asingle top-level domain.



Regigtration isthe process by which a customer tells aregistrar which name serversto
delegate a subdomain to and provides the registrar with contact and billing
information. The registrar makes these changes through the registry.

VeriSgn, Inc. currently acts as both the exclusive registry and as aregistrar for the
com, net, org, and edu top-level domains. And now, back to our story.

3.2.2 Where in the World Do | Fit?

If your organization is atached to the Internet outside of the United States, you first
need to decide whether you'd rather request a subdomain of one of the generic top-
level domains, such as com, net, and org, or a subdomain of your country's top-leve
domain. The generic top-level domains aren't exclusively for U.S. organizations. If
your company isamulti- or transnationa company that doesn't fit in any one
country'stop-level domain, or if you'd smply prefer ageneric top-leve to your
country's top-level domain, youre welcome to register in one. If you choose this
route, skip to Section 3.2.3.2 later in this chapter.

If you opt for a subdomain under your country'stop level, you should check whether
your country'stop-level domain is registered and, if it is, what kind of sructureit has.
Conault our ligt of the current top-level domains (Appendix D) if you're not sure what
the name of your country's top-level domain would be.

Some countries top-level domains, such as New Zedand's nz, Augtrdiads au, and the
United Kingdom's uk, are divided organizationdly into second-level domains. The
names of their second-level domains, such as co or com for commercid entities,
reflect organizationd effiliation. Others, like Frances fr domain and Denmark’s dk
domain, are divided into a multitude of subdomains managed by individud

univergties and companies, such as the University of St. Etienne's domain, univ-st-
etienne.fr, and the Danish Unix Users Group's dkuug.dk. Many top-level domains
have their own web Stesthat describe their Sructure. If you're not sure of the URL for
your country's top-level domain's web site, start at hitp:/Amww.alwhoiscon/, a
directory of linksto such web stes.

If your country's top-level domain doesn't have aweb ste explaining how it's
organized, you may have to use atoal like nslookup to grope around and figure out its
gructure. (If you're uncomfortable with our rushing headlong into nslookup without
giving it a proper introduction, you might want to skim Chapter 12.) For example,
here's how you could lig the au domain's subdomains using nslookup:

C\>

nsl ookup - 207.69.188. 185 -- Use the name server at
207.69. 188. 185

Default Server: nsl.m ndspring.com

Address: 207.69. 188. 185

>
set type=ns -- Find the nanme servers (ns)
>
au. -- for the au dommin
Server: nsl.mndspring.com
Addr ess: 207.69.188. 185



au naneserver = MJNNARI. OZ. AU

au naneserver = MJLGA. CS. MJ. OZ. AU

au nanmeserver = NS. UU. NET

au nanmeserver = NS. EU. NET

au naneserver = NS1. BERKELEY. EDU

au nanmeserver = NS2. BERKELEY. EDU

au nameserver = VANGOGH. CS. BERKELEY. EDU

MUNNARI . OZ. AU i nternet address = 128.250.1.21
MULGA. CS. MJU. OZ. AU i nternet address = 128.250.1.22
MULGA. CS. MJ. OZ. AU i nternet address = 128.250. 37. 150
NS. UU. NET i nternet address 137.39.1.3

192.16. 202. 11
128.32.136.9
128. 32. 206. 9

nt er net address
nt er net address
nt ernet address

NS. EU. NET
NS1. BERKELEY. EDU
NS1. BERKELEY. EDU

NS2. BERKELEY. EDU i nternet address = 128.32.136.12

NS2. BERKELEY. EDU i nternet address = 128. 32.206.12

>

server ns. uu. net. -- Now query one of these nane servers --

preferably a cl ose onel!
Def aul t Server: ns. uu. net
Addresses: 137.39.1.3

>
s -t au. -- List the au zone.
-- The zone's NS records mark del egation to
subdomai ns
-- and will give you the nanmes of the subdomai ns.
-- Note that not all name servers will allow you to
list zones,
-- for security reasons.
[ ns. uu. net]

$ORIGA N au.
@ 3D IN NS mul ga. cs. nu. OZ
3D IN NS vangogh. CS. Ber kel ey. EDU
3D IN NS nsl. Ber kel ey. EDU
3D IN NS ns2. Ber kel ey. EDU
3D IN NS ns. UU. NET.
3D IN NS ns. eu. NET.
3D IN NS munnari . Oz
ORG 1D IN NS nmul ga. cs. nu. OZ
1D IN NS ri p. psg. CoMm
1D IN NS munnari . Oz
1D IN NS yal unba. connect . COM
i nfo 1D IN NS ns.tel stra. net.
1D IN NS nsl.tel stra. net.
1D IN NS munnari . oz
1D IN NS svcO01l. apni c. net.
otc 4H I N NS ns2.tel stra.com
4H I N NS nmunnari . oz
4H I N NS ns.tel stra.com
oz 1D IN NS nk. nsi . NASA. GOV.
1D IN NS munnari . Oz
1D IN NS nmul ga. cs. nu. OZ
1D IN NS dnssyd. syd. dis. CSI RO
1D IN NS ns. UU. NET.
csiro 1D IN NS steps.its.csiro
1D IN NS munnari . Oz
1D IN NS manta.vic.cm s.csiro
1D IN NS dnssyd. nsw. cmi s. csiro



1D IN NS zoi ks.per.its.csiro
com 1D IN NS nx. nsi . NASA. GOV.
1D IN NS yal unmba. connect . COM
1D IN NS munnari . OZ
1D IN NS mul ga. cs. mu. OZ
1D IN NS ns. ripe. NET.
>
"D

The basic technique we used is sraightforward: look up the list of name servers for
the top-levd domain -- because they're the only ones with complete informeation about
the corresponding zone -- then query one of those name servers and list the name
sarvers for the delegated subdomains.

If you can't tel from the names of the subdomains which one you belong in, you can
look up the contact information for the corresponding zone and send emall to the
technica contact asking, politdy, for advice. Smilarly, if you think you should be
part of an existing subdomain but aren't sure, you can dways ask the folks who
adminiger that subdomain to double-check.

To find out who to ask about a particular subdomain, you'll have to look up the
corresponding zone's start of authority (SOA) record. In each zone's SOA record,
theres afield that contains the eectronic mail address of the zone's technical
contact.™® (The other fiddsin the SOA record provide genera information about the
zone -- wéll discussthem in more detall later.)

Y ou can look up the zone's SOA record with nslookup, too. For example, if you're
curious about the purpose of the csiro subdomain, you can find out who runsit by
looking up csiro.au's SOA record:

C\>

nsl ookup - 207.69.188. 185

Default Server: nsl.m ndspring.com
Address: 207.69.188. 185

>

set type=soa -- Look for start of authority data
>

csiro. au. -- for csiro.au

Server: nsl.m ndspring.com
Address: 207.69.188. 185

csiro. au
origin = steps.its.csiro.au
mai | addr = hostmaster.csiro.au
serial = 2000041301

refresh = 10800 (3H)

retry = 3600 (1H)

expire = 3600000 (5w6d16h)
mnimmttl = 86400 (1D)

13 . .

The subdomain and the zone have the same domain name, but the SOA record really belongs to the zone, not the
subdomain. The person at the zone's technical contact email address may not manage the whole subdomain (there may be
additional delegated subdomains beneath), but he should certainly know the purpose of the subdomain.



Themail addr fidd isthe Internet address of csiro.au's contact. To convert the
address into Internet email address format, you'll need to change the first "." in the
addressto an"@". So hostmaster.csiro.au becomes hostmaster @csiro.au.'*

3.2.2.1 whois

Thewhois service can dso help you figure out the purpose of a given domain.
Unfortunatdy, there are many whois servers—most good administrators of top-leve
domains run one—and they don't talk to each other, like name servers do.
Consequently, the first step to using whois isfinding the right whois server.

One of the easiest places to sart your search for the right whois server is at
http:/Amww.dlwhois.con/(Figure 3-1). We mentioned earlier that thisSte hasalist of
the web sites for each country code's top-level domain; it dso hasalig of top-leve
domainswith whois URLs—pages with HTML-based interfaces to query whois
servers.

Figure 3-1. The Allwhois.com web site
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Scralling down to Australia (au), you can click on Jump to Whois and go directly to
apage where you can enter csiro.au, as shown in Figure 3-2.

Figure 3-2. Web interface for au's whois server

14 This form of Internet mail address is a vestige of two former DNS records, MB and MG. MB (mailbox) and MG (mail
group) were to be DNS records specifying Internet mailboxes and mail groups (mailing lists) as subdomains of the
appropriate domain. MB and MG never took off, but the address format they would have dictated is used in the SOA record,
maybe for sentimental reasons.
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Clicking on Submit retrieves the information in Figure 3-3 for you.

Figure 3-3. Information about csiro.au from the au whois server
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Perhaps even more interesting for the inertidly chalenged isthe work done by
WebMagic to provide a unified whois lookup service on the Web. Their web Ste, at
http://mww.webmeagic.com/whois/index.html, lets you choose the top-level domain




(and sometimes the second-level domain) in which the subdomain you're looking for
resides, then transparently contacts the right whois server.

Obvioudy, these are both useful web stesif you're looking for the contact for a
domain outside of the U.S.

Once you've found the right web site or the right contact, you've probably found the
registrar. Outsde the U.S., most domains have asingle registrar. A few, though, such
as Denmark's dk and Greset Britain's co.uk and org.uk, have multiple registrars.
However, the process described above will ill lead you to them.

3.2.3Back in the U.S.A.

In true cosmopolitan spirit, we covered international domains first. But what if you're
fromthegood ol' U.S. of A.?

If yourein the U.S., where you belong depends mainly upon what your organization
does, how you'd like your domain names to look, and how much you're willing to pay.
If your organization falls into one of the following categories, you're encouraged to
joinus:

K-12 (kindergarten through twelfth grade) schools
Community colleges and technica vocationd schools
State and loca government agencies

Even if you dont fal into one of these categories, if you'd like adomain name that
indicates your locetion, like acme.boulder.co.us, you can register in the us top-leved
domain. The us domain delegates subdomains under third-level domainslargdy
named after "locdities’ (usudly cities or counties); the second-level domains
correspond to the appropriate U.S. Postal Service two-|etter state abbreviation (recall
our discussion in Section 2.2 in Chapter 2). So, for example, if dl you need isa
subdomain to hold the two internetworked hosts in your basement in Colorado
Springs, Colorado, you can regster toms-basement.col or ado-springs.co.us.

Finaly, theréstheissue of codt. It's usudly chegper to register a subdomain of the us
top-level domain than to register under com, net,or org, and sometimes it's even free.

If youd like more detailed information on the structure of the us domain and the rules
that govern it, check out the U.S. NIC'sweb site, at http://mwww.nic.ug.

Of course, folksin the U.S. can dso ask for asubdomain of one of the generic top-
level domains. Aslong as you don't ask for one that's already taken, you should get
the one you request. Well cover registration under the generic top-level domains later
in this chapter.

3.2.3.1 The us domain

Let's go through an example to give you an idea of how to comb the us domain
namespace for the perfect domain name. Say you're helping out your son's



kindergarten in Boulder, Colorado, and you want to register adomain name for the
school.

Using an account you gtill have on ahogt a Colorado Universty (from your
undergrad days), you can check to see whether adomain for Boulder exigts. (If you
didn't have an account there, but you did have Internet connectivity, you could sill
use nslookup to query awel-known name server.)

C\>

nsl ookup

Def aul t Server: boul der. col orado. edu
Address: 128.138.238.18, 128.138.240.1

>

set type=ns -- Look up the name servers
>

CO. us. -- for co.us

Default Server: boul der.col orado. edu
Address: 128.138.238.18, 128.138.240.1

CO. us nameserver VENERA. | SI . EDU

CO0. us naneserver NS. | SI . EDU
CcO. us nanmeserver RSO. | NTERNI C. NET
CO. us naneserver NS. UU. NET

ADM | . ARL. M L
EXCALI BUR. USC. EDU

CO. us nanmeserver
CO. us nameserver

This gives you the names of the co.us name servers. Without exiting nslookup, change
to one of the co.us name servers, say venera.isi.edu, and check to seeif there are any
subdomains:

>

server venera.isi.edu. -- Change server to venera.isi.edu
Default Server: venera.isi.edu

Address: 128.9.0.32

>

I's -t co.us. -- List the co.us zone to | ook for NS records
[venera.isi.edu]

$ORI G N co. us.

@ IWIN NS NS. | SI . EDU.
IWIN NS RSO. | NTERNI C. NET.
IWIN NS NS. UU. NET.
IWIN NS ADM | . ARL. M L.
IWIN NS EXCALI BUR. USC. EDU.
IWIN NS VENERA. | SI . EDU.

of fi cemat el. nonunment IWIN NS nsl.direct.ca.
IWIN NS ns2.direct. ca.

| a-junta 1D IN NS ns2. cw. net.
1D IN NS usdns. bel t ane. com
1D IN NS usdns2. bel tane. com

norrison IWIN NS NS1. WVESTNET. NET.
IWIN NS NS. UTAH. EDU.

littleton IWIN NS NS1. WESTNET. NET.
IWIN NS NS. UTAH. EDU.

nus IWIN NS NS1. WESTNET. NET.
IWIN NS NS. UTAH. EDU.

ci . pal mer-| ake IWIN NS DNS1. REG STEREDSI TE. COM



IWIN NS DNS2. REG STEREDSI TE. COM
co. adans IWIN NS nsl.rockyntn. net.

IWIN NS ns2.rockyntn. net.
[...]

Ahal Sothereislifein Colorado! There are subdomains called la-junta, morrison,
littleton, mus, and many others. There's even a subdomain for Boulder (called, not
surprisngly, boulder):

boul der IWIN NS NS1. WVESTNET. NET.
IWIN NS NS. UTAH. EDU

How do you find out how to contact the administrator of boulder.co.us? Y ou can try
whois, but since boulder.co.us isn't atop-level country domain or asubdomain of a
generic top-level domain, you won't find much. Fortunately, the U.S. NIC provides a
list of email addresses of contacts for each third-level subdomain of us. Seethe NIC
webgte for more information http:/Awww.nic.us. If you can't find the information you
need there, you can use nslookup to find the SOA record for the boulder.co.us zone,
just as you did to find out whom to ask about csiro.au. Though the person or persons
who read mail sent to the address in the SOA record may not handle registration
themsalves (technica and adminidrative functions for the zone may be divided), it'sa
good bet they know the folks who do and can direct you to them.

Here's how you'd use nslookup to dig up the SOA record for boulder.co.us:

C\>

nsl ookup

Default Server: boul der. col orado. edu
Address: 128.138.238.18, 128.138.240.1

>

set type=soa -- Look up SOA record
>

boul der. co. us. -- for boul der.co.us
Def aul t Server: boul der. col orado. edu
Address: 128.138.238.18, 128.138.240.1

boul der. co. us
origin = nsl.westnet.net
mai | addr = cgarner.west net. net
serial = 200004101

refresh = 21600 (6H)
retry = 1200 (20M
expire = 3600000 (5we6d16h)

mnimumttl = 432000 (5D)

Asin the csiro.au example, you need to swap thefirgt "." in the mail addr fied with
an"@" before you useit. Thus, cgarner.westnet.net becomes cgar ner @westnet.net.

To request delegation of asubdomain of boulder.co.us, you can download a copy of
the regigtration form template from hitp:/Aww.nic.us/cgi- bin/template.pl and mall it
to the contact. If, however, you find that the subdomain for your locdlity hasn't yet
been created, read through the us domain's delegation policy at
http:/mww.nic.usregiser/locality.html. Then fill out the regiration form at
http:/Awww.nic.us/'cgi- bin/template.pl.




3.2.3.2 The generic top-level domains

Aswe sad, there are many reasons why you might want to ask for a subdomain of
one of the generic top-level domains, like com, net, and org: you work for amulti- or
transnationa company, you like the fact that they're better-known, or you just prefer
the sound of your domain name with "com™ on the end. Let's go through a short
example of choosing adomain name under a generic top-leve domain.

Imagine you'e the network administrator for athink tank in Hopkins, Minnesota.

Y ou've just gotten a connection to the Internet through a commercid ISP. Y our
company has never had so much asa UUCP link, so you're not currently registered in
the Internet namespace.

Since you'rein the United States, you have the choice of joining ether us or one of
the generic top-level domains. Y our think tank isworld-renowned, though, so us
wouldn't be agood choice. A subdomain of com would be best.

The think tank is known as The Gizmonic Inditute, so you decide gizmonics.com
might be an gppropriate domain name. Now you've got to check whether the name
gizmonics.com has been taken by anyone, so you use an account you have at the
Univergty of Minnesota

C.\ > nsl ookup
Def ault Server: ns.unet.umm.edu
Address: 128.101.101.101

> set type=any -- Look for any records
> gi znoni cs. com -- for giznonics.com
Server: ns.unet.um. edu

Address: 128.101.101.101

NS2. SFO. VENET. NET
NS1. SFO. VEENET. NET

gi znoni cs. com naneserver
gi znoni cs. com naneserver

Whoops! Look like gizmonics.comis aready taken (who would have thought?).™
Wi, gizmonic-institute.comisalittle longer, but ill intuitive:

C.\ > nsl ookup
Def ault Server: ns.unet.umm.edu
Address: 128.101.101.101

> set type=any -- Look for any records

> gi znoni c-institute.com -- for giznonic-institute.com
Server: ns.unet.um. edu

Address: 128.101.101.101

*** ns.,unet.um.edu can't find giznmonic-institute.com: Non-existent
host/ domai n

gizmonic-institute.comisfree, SO you can go on to the next step: picking aregistrar.

15
Actually, gizmonics.comis taken by Joel Hodgson, the guy who dreamed up The Gizmonic Institute and "Mystery Science
Theater 3000" in the first place.



3.2.3.3 Choosing a registrar

Choose aregistrar? Welcome to the brave new world of competition! Before the
spring of 1999, a sngle company, Network Solutions, Inc., was both the registry and
sole regigtrar for com, net, and org,as well as edu.To register asubdomain of any of
the generic top-level domains, you had to go to Network Solutions.

In June 1999, ICANN, the organization that manages the domain namespace (we
mentioned them in the last chapter) introduced competition to the registrar function of
com, net, and org. There are now dozens of com, net, and org registrars from which
you can choose (see http:/Amww.internic.net/regist.html).

We won't presume to tell you how to pick aregisirar, but take alook at the price and
any other servicesthe registrar might provide that interest you. Seeif you can get a
nice package ded on regigration and duminum siding, for example.

3.2.4 Checking That Your Network Is Registered

Before proceeding, you should check whether or not your IP network or networks are
registered. Some registrars won't delegate a subdomain to name servers on
unregistered networks, and network registries (well talk about them shortly) won't
delegate an in-addr.arpa zone that corresponds to an unregistered network.

An IP network defines arange of |P addresses. For example, the network 15/8 is
made up of all 1P addressesin the range 15.0.0.0 to 15.255.255.255. The network
199.10.25/24 starts at 199.10.25.0 and ends at 199.10.25.255.

A Sidebar on CIDR

Once upon atime, when we wrote the firgt edition of this book, the Internet's
32-bit address space was divided up into three main classes of networks:
Class A, Class B, and Class C. Class A networks were networks in which the
firdt octet (the first eight bits) of the I P address identified the network, and

the remaining bits were used by the organization assgned the network to
differentiate hosts on the network. Most organizations with Class A networks
aso subdivided their networks into subnetworks, or subnets, adding another
levd of hierarchy to the addressing scheme. Class B networks devoted two
octets to the network identifier and two to the host; Class C networks gave
three octets to the network identifier and one to the host.

Unfortunately, this smal/mediumvlarge system of networks didn't work well
for everyone. Many organizations were large enough to require more than a
Class C network, which could accommodate at most 254 hogts, but too smdl
to warrant afull Class B network, which could serve 65534 hosts. Many of
these organizations were alocated Class B networks anyway. Consequently,
Class B networks quickly became scarce.

To help solve this problem and create networks that were judt the right Sze
for al sorts of organizations, Classess Inter-Domain Routing, or CIDR




(pronounced "cider), was devel oped. Asthe name implies, CIDR does away
with the old Class A, Class B, and Class C network designations. Instead of
dlocaing ether one, two, or three octets to the network identifier, the
alocator could assign any number of contiguous bits of the |P address to the
network identifier. So, for example, if an organization needed an address
gpace roughly four times as large as a Class B network, the powers-that-be
could assign it anetwork identifier of 14 bits, leaving 18 bits (four Class Bs
worth) of spaceto use.

Naturdly, the advent of CIDR made the "classful" terminology outdated—
athough it's il used agood dedl in casua conversation. Now, to designate
apaticular CIDR network, we specify the particular high-order bit value
assigned to an organization, expressed in dotted octet notation, and how

many bits identify the network. The two terms are separated by adash. So
15/8 isthe old, Class A-szed network that begins with the eight-bit pattern
00001111. Theold, Class B-sized network 128.32.0.0 is now 128.32/16. And
the network 192.168.0.128/25 consists of the 128 |P addresses from
192.168.0.128 to 192.168.0.255.

The InterNIC was once the official source of dl 1P networks, they assgned al IP
networks to Internet-connected networks and made sure no two address ranges
overlapped. Nowadays, the InterNIC's old role has been largely assumed by Internet
service providers (ISPs), who alocate space from their own networks for customersto
use. If you know your network came from your ISP, the larger network from which
your network was carved is probably registered (to your ISP). Y ou may till want to
double-check that your ISP took care of registering their network, but you don't have
to (and probably can't) do anything yoursdlf, except nag your ISP if they didn't

register their network. Once you've verified their registration, you can skip the rest of
this section and move on

If your network was assigned by the InterNIC, way back when, or you are an ISP,
you should check to see whether your network is registered. Where do you go to
check whether your network is registered? Why, to the same organizations that
register networks, of course. These organizations, called (what ese?) network
registries, each handle network registration in some part of the world. In the Western
Hemisphere, ARIN, the American Registry of Internet Numbers
(http:/mwww.arin.net/), hands out 1P address space and registers networks. In Asiaand
the Pacific, APNIC, the Asa Pacific Network Information Center
(http:/Amww.gpnic.net/), serves the same function. In Europe, it's the RIPE Network
Coordination Centre (http://www.ripe.net/). Each regisiry may aso deegate
registration authority for aregion; for example, ARIN delegates regigtration authority
for Mexico and Brazil to network registries in each country. Be sure to check for a
network regisiry local to your country.

If you're not sure your network is registered, the best way to find out isto use the
whois services provided by the various network registries to look for your network.
Here are the URLsfor each registry's whois page:



ARIN

http:/Amwww.arin.net/whoisindex.html

APNIC

http://mwww.apni c.net/search/index.html

RIPE

http:/Amww.ripe.net/cqi-binfwhoi s/

If you find out your network isn't registered, you'll need to get it registered before
Setting up your in-addr .arpa zones. Each registry has a different process for
registering networks, but most involve money changing hands (from your handsto
thers, unfortunately).

Y ou may find out that your network is aready assigned to your ISP. If thisis the case,
you don't need to register independently with the network registry.

Oncedl your Internet-connected hogts are on registered networks, you can register
your ZOnes.

3.2.5 Registering Your Zones

Different registrars have different regigtration policies and procedures, but most, at
this point, handle regigtration online, through their web stes. Since you found or
chose your regigtrar earlier in the chapter, well assume you know which web site to
use.

The regigtrar will need to know the domain names and addresses of your name servers
and enough information about you to send you abill or charge your credit card. If
you're not connected to the Internet, give them the addresses of the Internet hosts that
will act as your name servers. Some registrars aso require that you dready have
operationa name serversfor your zone. (Those that don't may ask for an estimate of
when the name servers will be fully operationd.) If that's the case with your registrar,
skip ahead to Chapter 4 and set up your name servers. Then contact your registrar
with the requiste information.

Most regisirars will dso ask for some information about your organization, including
an adminigtrative contact and atechnica contact for your zone (who can be the same
person). If your contacts aren't dready registered in the registrar's whois database,
you'll aso need to provide information to register them in whois. Thisincludes their
names, surface mail addresses, phone numbers, and dectronic mail addresses. If they
are dready registered in whois, just specify their whois "handles’ (unique
aphanumeric IDs) in the registration.

There's one more aspect of registering a new zone that we should mention: cost. Most
registrars are commercia enterprises and charge money for registering domain rames.
Network Solutions, the origind registrar for com, net,and org, charges $35 per year to



register subdomains under the generic top-level domains. (If you dready have a
subdomain under com, net, or org and haven't received a bill from Network Solutions
recently, it'd be agood ideato check your contact information with whois to make
sure they've got a current address and phone number for you.)

If you're directly connected to the Internet, you should aso have thein-addr.arpa
zones corresponding to your |P networks delegated to you. For example, if your
company was alocated the network 192.201.44/24, you should manage the
44.201.192.in-addr .arpa zone. Thiswill let you control the IP address-to-name
mappings for hosts on your network. Chapter 4 aso explains how to set up your in-
addr.arpa zones.

In Section 3.2.4, we asked you to find the answers to several questions: is your
network a dice of an 1SP's network? Is your network, or the | SP network that your
network is part of, registered? If s0, in which network registry? Y ou'll need these
answers to have your in-addr.arpa zones delegated to you.

If your network is part of alarger network registered to an ISP, you should contact the
ISP to have the appropriate subdomains of their in-addr.ar pa zone delegated to you.
Each ISP uses adifferent process for setting up in-addr.arpa delegation. Y our ISP's
web page isagood place to research that process. If you can't find the information
there, try looking up the SOA record for the in-addr.arpa zone that corresponds to
your 1SP's network. For example, if your network is part of UUNET's 153.35/16
network, you could look up the SOA record of 35.153.in-addr.arpa to find the emall
address of the technical contact for the zone.

If your network is registered directly with one of the regiond network regigtries,
contact them to get your in-addr.arpa zone registered. Each network registry makes
information on its delegation process available on its web Ste.

Now that you've registered your zones, you'd better take some time to get your house
in order. You've got some name servers to set up, and in the next chapter, well show
you how.



Chapter 4. Setting Up the Microsoft DNS Server

"It seems very pretty,” she said when she had finished it, "but it's
rather hard to understand!" (You see she didn't like to confess, even to
herself, that she couldn't make it out at all.) "Somehow it seems to fill
my head with ideas—only | don't exactly know what they are!"

If you have been diligently reading each chapter of this book, you're probably anxious
to get aname server running. This chapter isfor you. Let's set up a couple of name
servers. Some of you may have read the table of contents and skipped directly to this
chapter. (Shame on you!) If you are one of those people who cuts corners, be avare
that we may use concepts from earlier chapters and expect you to understand them.

Severd factors influence how you should set up your name servers. The biggest factor
iswhat sort of access you have to the Internet: complete access (for example, you can
ftp to ftp.uu.net), limited access (limited by a security firewal), or no access a al.
This chapter assumes you have complete access. WEl discuss the other casesin
Chapter 14.

In this chapter, well set up two name servers for afictitious domain as an example for
you to follow in setting up your own domain. Well cover the topicsin this chapter in
enough detail for you to get your first two name servers running. Subsequent chapters
will fill in the holes and go into greater depth. If you aready have your name servers
running, skim through this chapter to familiarize yoursdf with the terms we use or

just to verify that you didn't miss something when you set up your servers.

4.1 Our Zone

Our fictitious zone serves a college. Movie Universty sudies dl aspects of thefilm
industry and researches novel ways to digtribute films. One of our most promising
projectsis research into usng IP as adigtribution medium. After vidting our
registrar's web site, we have decided on the domain name movie.edu. A recent grant
has enabled us to connect to the Internet.

Movie U. currently has two Ethernets, and we have plans for another network or two.
The Ethernets have network addresses 192.249.249/24 and 192.253.253/24. A portion
of our hogt table contains the following entries:

127.0.0.1 | ocal host

# These are our killer machines

192. 249. 249. 2 robocop. novi e. edu robocop
192.249.249.3 termnator.novie.edu term nator bigt
192. 249. 249. 4 di ehard. novi e. edu di ehard dh

# These machines are in horror(ible) shape and will be replaced
# soon.

192. 253.253.2 misery.novie.edu m sery



192. 253. 253. 3 shi ni ng. novi e. edu shi ni ng
192.253.253.4 carrie.nmovie.edu carrie

# A wornmhole is a fictitious phenonenon that instantly transports
# space travel ers over |ong distances and is not known to be

# stable. The only difference between wormnmhol es and routers is

# that routers don't transport packets as instantly--especially

# ours.

192. 249. 249.1 wor nhol e. novi e. edu wor mhol e wh wh249
192. 253.253.1 wornhol e. novi e. edu wor mhol e wh wh253

The network is pictured in Figure 4-1.
Figure 4-1. The Movie University network
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4.2 The DNS Console

To manage a Microsoft DNS Server and maintain your DNS data, you'll use atool
cdled the DNS console, a snap-in for the Microsoft Management Console (MMC).
(MMC is agenera-purpose program that hosts administrative tools. It's new for
Windows 2000 and replaces the "one-off" adminigrative tools found in Windows NT
4.0, such as DNS Manager, WINS Manager, DHCP Manager, and the like.)) The DNS
console has agraphica user interface (surprise) and is capable of managing multiple
name servers. The DNS console islocated on the Administrative Tools menu,
provided you've dready ingtaled the DNS service. The DNS console communicates
with the Microsoft DNS Server using a proprietary management protocol built on
Microsoft's RPC (remote procedure cdll). That means the DNS console manages only
the Microsoft DNS Server and not other name servers, such as BIND.

The main DNS console window looks like Figure 4-2 (or will look likeit, after weve
et everything up in the course of this chapter).



Figure 4-2. The DNS console main window
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The left paneis caled the console tree. It shows name servers, zones, and domains,
while the right pane shows either informationa messages or resource records.

This particular DNS console knows about only one name server, terminator. That
name server is authoritative for three zones: movie.edu, 249.249.192.in-addr.arpa,
and 253.253.192.in-addr.arpa. The DNS console segregates forward |ookup zones
(which hold primarily address records) and rever se lookup zones (which hold
primarily pointer records). If any of these zones had subdomains, they would show up
as subfolders under the appropriate zone. For example, comedies.movie.edu would be
represented as afolder called comedies under movie.edu.

There are two rows of menus. The top row, which lists the Console, Window, and
Help menus, are menus for the MM C application itsalf and, to be honest, they're not
that interesting. The Console menu has only one choice: Exit. The Window menu has
the expected options to manage MM C subwindows, but you'll find that al the DNS
adminigrative action happensin a single window for the DNS console snap-in.
Choosing New Window produces another DNS console window; we haven't found a
need to have more than one DNS console window open, but you might find multiple
windows useful. Findly, the Help menu dso has the usud suspects: Help Topics
brings up the MMC help system, which offers quick jumpsto help with the MMC
gpplication and the DNS console snap-in.

The second row holds the Action and View menus, which dl other MMC plug-ins
aso have. The redly important commands are in the Action menu: adding new name
servers, creating zones and domains, and creating resource records. Y ou can dso
delete objects and view objects properties. Well explain the various commands
throughouit this chapter.

But let's take a moment to go over the choices on the View menu. Sncethisisa
standard MMC menu, not al the options are useful with the DNS console. An
example isthe firg choice, Choose Columns..., which alows you to customize the
columnsin the right pane. That's nice, except that they don't need customization:



you'l dwayswant to see dl three columns showing a resource record's name, type,
and data. The next set of choicesisLargelcons, Small Icons, List,and Detail, and
the sdlection determines the digplay format in the right pane. We recommend
choosing Detail when you firg gart the DNS console and leaving the view that way
forever: otherwise you don't see the aforementioned three columns and their useful
information about each resource record.

Next is Advanced, which toggles between amore basic, or beginner's, view and an
advanced view more suitable for you DNS experts out there. There are a couple
differences. Thefirg isthe display vaue in the type column of the right pane: in basic
mode you'll see a description of the type of resource record; advanced mode shows
the actual type you'd seein a DNS zone data file. For example, in the basic view you
see Start of Authority records versus the advanced view's SOA records. The second
difference iswhether or not the DNS console displays some additiona information in
the console tree on the left. Advanced mode shows the three zones for which every
Microsoft DNS Server is authoritative—O0.in-addr.arpa, 127.in-addr.arpa, and 255.in-
addr.arpa—aswell as an icon adlowing access to the name server's cache of records
from previous lookups. Well talk more about these zones and the cache later in this
chapter.

The Filter ... sedection brings up a diaog box like the one shown in Figure 4-3.
Filtering is handy when youve got aredly large zone with hundreds or even
thousands of resource records. Rather than displaying them al in the righthand pane,
you can limit the display with this option.

Figure 4-3. Filter dialog box
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Cugtomize is another choice stlandard to the View menu on dl MMC sngp-ins. It
controls which MM C menus and toolbars appear. We recommend leaving these
options at their default settings, as shown in Figure 4-4, since those settings are

optimd.



Figure 4-4. Customize dialog box
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But enough about the DNS consol€'s generic knobs and switches. Let's move on to
some DNS adminidtrative tasks.

4.3 Setting Up DNS Data

Let's configure the first of Movie U.'s name servers. Well use the DNS console for
mogt of this process, so Sart it up if you haven't dready done s0. Y ou don't haveto
run the DN'S console on the machine running the name server, but for now it's eesier
if you do. Youll dso need to have Adminigtrator privileges to use the DNS console;
otherwise, you'll only be able to start the application, not manage any name servers
withit.

4.3.1 Adding a New Server to the DNS Console

Thefirg step is configuring the DNS console to manage the primary master name
server for your zone. The primary master for azone—a <o caled just the primary—
goresinformation about the zone on its disk. Y ou make dl changes to your zone on
the primary magter.

Select Action —?Connect To Computer ... and specify where the name server you
want manage—the primary master—is running, either on the loca machine or
somewhere dse. If the name server isn't local, enter its name or I1P address. The DNS
console adds anicon in the left pane for that name server, asin Figure 4-5.



Figure 4-5. The DNS console with a new server
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It's important to understand what we just did here. We told the DNS console about a
name server for it to manage and it added that name server to its configuration. The
DNS console did not gtart the name server on the target machine. If the name server
isn't dready ingtaled and running, the DNS console can't manage it and will complain
with the message, "The server is unavailable. Would you like to add it anyway?"

Sdecting Connect To Computer adds that name server to the list of serversthe DNS
console knows about. As you might expect, selecting the server and choosing Action
—>Delete (or just pressing the Delete key) removes the server from the DNS console's
configuration but doesn't change anything on the name server itsalf. The server will

dill be running—you can use Connect To Computer ... to add it, and you'l beright
back where you started.

4.3.2 Creating a New Zone

Now it'stime to create the movie.edu zone. Sdect the name server on the left where
you want to creste the zone. (There's only one server now, terminator, but the DNS
console could know about multiple servers)) Choose Action —>New Zone. Youll see
the New Zone Wizard, asin Figure 4-6.

Figure 4-6. New Zone Wizard, first window
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To continue, click Next. In the next window (Figure 4-7), you have three choices for
the type of zone: Active Directory integrated, Standard primary and Standard
secondary. For now, choose Standard primary and click Next. Well talk more
about Active Directory integration of zonesin Chapter 11.

Figure 4-7. New Zone Wizard, second window
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Now you need to choose the whether thisisaforward- or reverse-mapping zone, as
shown in Figure 4-8. movie.edu is, of course, a forward-mapping zone, so make that
sHection and click Next.

Figure 4-8. New Zone Wizard, third window
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Getting tired of dl these windows yet? In the next one, shown in Figure 4-9, type the
domain name of the zone, which ismovie.edu. Click Next.



Figure 4-9. New Zone Wizard, fourth window
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Now you need to specify thefile that will hold dl the zone information, as shownin
Figure 4-10.

Figure 4-10. New Zone Wizard, fifth window
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The zonefile, also called azone data file, is the zone's permanent storage location. It's
the file on the name sarver's disk where dl the information about the zone is stored: it
contains al the zone's resource records. Other name servers require you to edit the
zone data file to make changes to the zone, but the DNS console alows you to avoid
any hand-editing. As aresult, you probably won't see the zone data files very much.
Well talk about their format later in this chapter.

Even if you won't belooking &t it often, you need to specify a zone data filename
when you create a zone. The server expectsthese filesto bein
%SystemRoot%0\System32\DNS. Microsoft's suggested naming convention usesthe
domain name of the zone followed by the .dns extension. (Notice that the DNS
console hasfilled in the filename based on the zone name.) Y ou can name the zone
file whatever you want, but as long as the DNS console fillsin the field for you, we



recommend gticking with its suggestion. Y ou may be familiar with other naming
conventions, such as db. followed by the zone's domain name (e.g., db.movie.edu). In
fact, that's the recommendation in our sister book, DNS and BIND.

When you've entered afilename (or Ieft the automaticaly chosen name done), dick
Next, and you'll see the confirmation window shown in Figure4-11.

Figure 4-11. New Zone Wizard confirmation window
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Click Finishto cregte the zone. If we double-click on terminator in the left pane, then
double-click on Forward L ookup Zones and select the movie.edu zone, we see a
window like the one pictured in Figure 4-12. The DNS console has created the zone
and afew resource records. Let's talk about them one by one.

Figure 4-12. The DNS console with a new zone
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4.3.2.1 The SOA record

The first record displayed is the start of authority, or SOA,® resource record for the
movie.edu zone. It'salittle tricky to see that the name of this record isredly
movie.edu, since the DNS console displays (same as parent folder) in the Name
column. Y ou need to look at the domain name sdlected in the left pane to know the
domain name of this resource record.

The SOA record indicates that this name server is the best source of information for

the data within this zone. Our name server is authoritative for the movie.edu zone
because of the SOA record. An SOA record isrequired in each zone, and there can be
one, and only one, SOA record in azone.

Double-click the SOA record to view its details. Y ou'll see awindow liketheonein
Figure 4-13.

Figure 4-13. The movie.edu SOA record
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Let'sskip that firg fidd, Serial number, for now—don't worry, well cover it later in
the chapter—and go on to the next field. The second field is the name of the primary
master name server for this zone. (You may hear it caled the MNAME fidd, which is
its officda name) The third field contains the email address of the person in charge of
the zone (if you replace the first dot with an a Sgn, @). The DNS console defaults to
ausername of administrator, but in other zones you'l often see root, postmaster, or
hostmaster as the email address. Name servers won't use these names—they are
meant for human consumption. If you notice a problem in SOmeone's zone, you can
send an email message to the listed email address.
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Here's where a difference between normal (i.e., nonadvanced) and advanced mode comes in. Figure 4-12 shows the
record type as Start of Authority because the DNS console is in basic mode. In advanced mode, the record type would
show up as simply SOA.



Mogt of the remaining fields are for use by dave name servers and are discussed when
we introduce dave name servers later in this chapter. For now, assume these are
reasonable vaues.

4.3.2.2 The NS record

The next record is an NS (name server) resource record. There should be one NS
record for each name server authoritative for the zone. Like the SOA record, NS
records are atached to the zone's domain name. In our example, the NS records are
attached to movie.edu. Right now there's only one name server (the primary magter),
but as we configure dave name servers, well add NS records. The DNS console
created an NS record for terminator because it's a name server—the primary master
name server—for movie.edu.

4.3.2.3 The missing A record

Unfortunately, we're missing a required record: the address (A) record for
terminator.movie.edu, the host running the name server. Address records fulfill the
main purpose of DNS: they provide name-to-address mapping. Each A record maps a
domain name, like terminator.movie.edu, to an IP address, like 192.249.249.3.

Every NS record needs a corresponding A record in some zone. Think about it: an NS
record says, "To find out information about this zone, go to this name server." To use
the NS record, you need the I P address of the name server it specifies. In this case, the
name of the name server, terminator.movie.edu, is contained in the movie.edu zone
we just created, so we need an A record for terminator.movie.edu in our zone that will
specify its |P address. We're bringing this up now because those of you familiar with
Windows NT 4.0 might remember that DNS Manager (the former incarnation of the
DNS console) would have automaticaly created an A record for terminator.movie.edu
when the movie.edu zone was created.We will have to manualy add this A record, but
not just yet: it's best to create the reverse-mapping (in-addr.arpa) zonesfirg.

4.3.3 Creating a New Reverse-Mapping Zone

Zones like movie.edu handle mapping names to addresses using A records. But
mapping addresses back to names—reverse mapping—isjust asimportant. Asyou
may recal from Chapter 2, a specid portion of the namespace, the in-addr.arpa
domain, is designated for reverse magpping. Therés one domain namein in-addr.arpa
for every possible IP address, and PTR (pointer) records attached to a domain name
provide the actud reverse mapping. Just think of a PTR record as the opposite of an A
record.

So after we create movie.edu, we're not done. Movie U. has two /24 networks,
192.249.249/24 and 192.253.253/24. We need to create the corresponding in-
addr.arpa zones for reverse mapping with the DNS console: 249.249.192.in-
addr.arpa and 253.253.192.in-addr .ar pa.

The processfor cregting an in-addr.ar pa zoneis the same as that for creating any
other zone. Sdlect terminator in the left pane and choose Action —?New Zone....
Follow the prompts in the New Zone Wizard aswe did earlier, except thistime



choose Rever se lookup zone in the third window. Figure 4-14 shows the fourth
window of the New Zone Wizard when cregting a reverse-magpping zone.

Figure 4-14. Specifying the network number or name of a reverse-mapping zone
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We specified the network number (see the selected field), and the DNS console
automaticaly caculated the zone name (see the grayed-out field). Click Next and the
wizard concludes as shown earlier.

Sdlect the newly created zone in the left pane to see its contents in the right pane.
Note that, just asit did with the movie.edu zone, the DNS console automatically
creates the SOA record and an NS record.

For Movie U., welll repest this processto create the 253.253.192.in-addr.arpa zone.
Y ou will cregte in-addr.ar pa zones according to the networks you have. Usualy
there's one in-addr.arpa zone per /24 (or smaller) network. Larger networks are often
brokeninto severd in-addr.arpa zones to make management easier. The zones
usudly correspond to subnets. Thistopic is covered in more detail in Chapter 9.

4.3.4 Adding Resource Records

Now that we've created Movie U.'s zones, we can add information about al its
machines. Each machine requires two resource records. an A record in the movie.edu
zone to provide name-to-address mapping and a PTR record in the appropriate in-
addr.arpa zone to provide address-to-name mapping. Adding the A record isintuitive,
but it's easy to forget about the PTR record. The DNS console makes the job easier
with the New Host command, which creates an A record and a PTR record in one
pass.

Select a forward-mapping zone (like movie.edu) and choose Action —?New Host....
Enter the name of the host and its | P address. To create the PTR record aswell, you
aso need to check the Create associated pointer (PTR) record box. The window
looks like the one in Figure 4-15.



Figure 4-15. The New Host window
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Y oull notice that we typed a relative domain name (terminator) and not afully
qudified domain name (terminator.movie.edu.) The DNS console requires ardative
domain namein thisfied. (It won't even let you type aperiod!) It gppends the domain
name of the zone sdlected in the DN'S consol€'s | eft pane (and shown in the L ocation
field in the window) to creete afully qudified domain name,

4.3.4.1 Aliases

Looking back at Movie U.'s hogt table in the beginning of the chapter, you'll seethat
some hogts have diases. (The diases are any additiona names after the first one
ligted.) For example, terminator isaso known asbigt. A specia resource record
cdled the CNAME record is used to make an dias. The name of thisrecord is
confusing because CNAME is short for canonica name, which means the "red™ name
of the host. But a CNAME record doesn't make a canonica name; it makes an alias.
All other types of records make a canonica name. We recommend thinking of it this
way: CNAME records point to canonical names while other record types make
canonica names.

To create an dias, salect the zone to which you want to add the record on the left, and
choose Action —?New Alias.... Youll see awindow that looks like the onein Figure
4-16.

Theinput in Figure 4-16 will generate an dias from bigt.movie.edu to
terminator.movie.edu. The Parent domain fidd isjust areminder of the current
domain. As was the case with the New Host command, you must enter asingle-1abe
(that is, no periods) name in the Alias name fidd: the Alias name fidd isdways
relative to the current domain. There is no such regtriction for the canonica name
field (labeled Fully qualified name for target host)—you can point thisdias
anywhere. We could dias bigt.movie.edu to www.whitehouse.gov if we wanted to. An
important note, however: if you leave off the domain in the canonicd name fidd, the
zone's domain nameis not gppended automatically (as was the case with DNS
Manager in Windows NT 4.0). Y ou should aways enter afully qualified domain
namein the lagt fidd.



Figure 4-16. Creating a CNAME record
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It'simportant to know that the name server handles CNAME records in a different
manner than diases are handled in the host table. When a name server looks up a
name and finds a CNAME record, it replaces the aias name with the canonica name
and looks up the new name. For example, when the name server looks up
bigt.movie.edu, it findsa CNAME record pointing to terminator.movie.edu. Then it
looks up terminator.movie.edu, and its addressiis returned.

One thing you must remember about diases like bigt isthat they should never appear
in the data portion (that is, on the right Sde) of a resource record. Stated differently,
aways use the canonicd name (terminator) in the data portion of the resource record.
Notice that the NS records use the canonica name.

Sometimes you can use an A record to get the effect of an dias. Suppose you have a
router, like wormhole, and you want to check one of the interfaces. One common
troubleshooting technique isto ping the interface to verify that it is responding. If you
ping the name wor mhole, the name server returns the addresses of both interfaces.
ping usesthefirgt addressin the list. But which addressis first?

The solution isto create two A records for wormhole. We could use the New Host
command to create them as we did above, but well show you another way. The Other
New Records command lets you choose from 19 different resource records to create.
Choose Action —?Other New Records... and you'll see awindow like Figure 4-17.
Select arecord type to see its description. We've sdlected Host (which isthe
nonadvanced-mode way of specifying an A record), and after we select Create
Record... well see the same New Host window that we showed earlier, which well
use to add an A record for wh249.movie.edu.

With the host table, we chose the address we wanted by using either wh249 or
wh253—each name referred to one of the host's addresses. To provide equivaent
capability with DNS, we didn't make wh249 and wh253 into diases (CNAME
records). That would result in both addresses for wormhole being returned when we
looked up the dlias. Instead, we used address records. Now, to check the operation of



the 192.253.253.1 interface on wormhole, we ping wh253 sinceit refersto only one
address. The same gpplies to wh249.

Figure 4-17. Other new records window
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To date thisasagenerd rule: if ahost is multihomed (i.e., has more than one network
interface), create an address (A) record for each alias unique to one address. Cregte a
CNAME record for each aias common to al the addresses.

4.3.4.2 One more note about PTR records

We now have two A records, wormhole.movie.edu and wh249.movie.edu, pointing to
the same address, 192.249.249.1. We aso have a PTR record pointing from
1.249.249.192.in-addr .arpa to wormhole.movie.edu. (This record was added
autométicdly to the 249.249.192.in-addr.arpa zone by the New Host command.
Remember that addresses are looked up as names: the |P address is reversed, and in-
addr.arpa is appended.) Thus, 192.249.249.1 maps to wor mhole.movie.edu and not to
wh249.movie.edu. Should you create another PTR record that maps 192.249.249.1 to
wh249.movie.edu? Y ou can create two PTR records—it's perfectly lega—but most
systems are not prepared to see more than one name for an address. We recommend
that you don't bother with multiple PTR records Since so few systems can use them.

4.3.5Where Is All This Information Stored?

Y ou may be wondering what's happened to al the resource records we've been
entering. Where are they being stored? The answer is. in the memory of the DNS
server process. We mentioned earlier that the DNS console communicates with the
DNS sarver using an RPC mechanism. As you add records to a zone with the DNS
console, they are added "on the fly" to the name server's memory. Of course, the name
server's memory is transent—when the name server process stops, its memory islogt.
Obvioudy it heeds a permanent storage location, too.

This is where the zone data files we specified when we created the zones comeiin.
The zone data files are the zones permanent storage location, holding dl the zones
resource records. If you use the DNS console to make a change to a zone, the copy of



the zone in the name server's memory is changed, and aflag is set to update that
zoneé's data file. The name server updates the zone data file when it exits, unlessyou
tell it to update the file sooner. The command Action —>Update Server Data Files
causes the name server to update the zone datafiles of dl the zonesfor whichit'sa
primary (if the verdon of a zonein the server's memory is more recent than the

version on disk). To avoid losing data, we recommend using Action —?Update
Server Data Files after any changes—use it like you use the Save command in other
goplications. Of course, the difference hereisthat the server will save your dataif it
exits gracefully. Y ou don't have to use Action —?Update Server Data Files after a
batch of changes, but it doesn't hurt anything and you'll be able to deep better.

Asyou've probably guessed, when the name server starts up, it reads the zone data
filesinto memory. When you select Action —?Refr esh or press F5, the DNS console
queries the name server and updates the consol€'s display.

If you've been keeping track, you'l redize that DNS information existsin three
places. zone datafiles, the name server's memory, and the DNS console's window.
The diagram in Figure 4- 18 helps explain how the information flows.

Figure 4-18. Where everything is stored
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4.3.6 The Zone Data Files

Let'stake alook at the zone data files for Movie U. After inputting the remaining host
table entries, we end up with the digplay shown previoudy in Figure 4-2. (Of course,
this view shows only the contents of movie.edu. The 249.249.192.in-addr.arpa and
253.253.192.in-addr.arpa zones are populated with PTR records.)

Next we select Action —?Update Server Data Files, and the server generates three
filesin %SystemRoot%0\System32\DNS: movie.edu.dns, 249.249.192.in-addr.arpa.dns,
and 253.253.192.in-addr.arpa.dns. They look like the following.

Contents of movie.edu.dns;

Data file novie.edu.dns for novie.edu zone.
Zone version: 4

@ IN SOA term nator. novi e. edu
adm ni strator. novi e. edu. (
1 ; serial nunber



3600 ;. refresh

600 ;o oretry
86400 ; expire
3600 ) ; mnimmTTL
;. Zone NS records
@ IN NS t erm nat or
;. Zone records
bi gt IN CNANVE t erm nat or
carrie I N A 192.253.253. 4
dh I N CNANE di ehard
di ehard IN A 192.249. 249. 4
m sery IN A 192. 253. 253. 2
r obocop IN A 192.249. 249. 2
shi ni ng I N A 192.253.253.3
t er m nat or I N A 192.249.249. 3
wh I N CNANE wor mhol e
wh249 I N A 192.249.249.1
wh253 I N A 192.253.253.1
wor mhol e I N A 192.249.249.1
I N A 192.253.253.1

Contents of 249.249.192.in-addr.arpa.dns.

; Data file 249.249.192.in-addr. arpa.dns for 249.249.192.in-
addr. arpa zone.
; Zone version: 5

@ I'N SOA terni nator. nmovi e. edu.
admi ni strator. novi e. edu. (
5 ; serial nunber
3600 ; refresh
600 ; retry
86400 ; expire
3600 ) ; mnimmTTL

;. Zone NS records

@ I'N NS t erm nator. novi e. edu.

Zone records

PTR wor mhol e. npovi e. edu.
PTR r obocop. novi e. edu.
PTR t er m nat or. npvi e. edu.
PTR di ehar d. npovi e. edu.

A OWNPE
z2zZz2zZz2Z2



Contents of 253.253.192.in-addr.arpa.dns:

Data file 253.253.192.in-addr. arpa.dns for 253.253.192.in-
addr. arpa zone.
; Zone version: 4

@ IN SOA term nator. novi e. edu
adm ni strator. novi e. edu. (
4 ; serial nunber
3600 ; refresh
600 ; retry
86400 ; expire
3600 ) ; mninmmTTL

Zone NS records
@ I N NS tern nator. novie. edu
Zone records

PTR wor mhol e. novi e. edu.
PTR mi sery. novi e. edu
PTR shi ni ng. novi e. edu.

|
|
|
| PTR carri e. novi e. edu.

A OWNPE
z22Z2zZ22

4.3.7 Zone Data File Format

Theformat of zone datafilesis specified in the DNS standards. That means al name
savers, whether Microsoft DNS Server or the BIND name server, can read each
other's zone datafiles.

Y ou've probably aready guessed that the semicolon isthe comment character. It can
appear anywhere on aline, and anything to the right is consdered acomment and is
ignored by the name server. Blank lines are okay, too.

Each resource record must gart in the first column of the file—no preceding
whitespace. (Don't be confused by the examples in this book, which are indented
because of the way the book is formatted.) Resource records are case-insangtive—
yOu can use uppercase or lowercase. The name server doesn't preserve the case,
though. It matches the case of the reply to the case of the query. For example, if a
record is written as terminator in the zone data file but you query for Terminator, the
server respondswith Terminator.

Resource records are broken up into fields, with any amount of whitespace (tabs or
gpaces) separating the fields.

Thefird field, cdled the owner, isthe domain name of the record. Put another way,
it's the node in the namespace to which the resource record is attached. Y ou've seen
the domain name on theleft Sde of theright pane of the DNS console. (Got that?)



The next field in our examplesisthe class, IN, which stands for Internet. There are
other classes, but none of them are currently in widespread use. Our examples use
only theIN class,

The field after that isthe record type. We've dready discussed the SOA, NS, A, PTR,
and CNAME record types, and you've probably browsed through the list of other
record typesin the DNS console's Other New Records window. The type smply
specifies what type of datais associated with the domain name on the right: A means
|P address, NS means the name of an authoritative name server, and so on.

That's agood lead-in to the find field, the RDATA or resource record data. Thisfield
holds the kind of data specified by the record type. It can be divided into multiple
subfields, depending on the type. For example, A records may specify only one
parameter, an |P address, but the SOA record specifies seven parameters (remember
dl thosefiddsin Figure 4-13?).

Speaking of the SOA record, you'l notice in the examples that it's the only record
gpanning multiple lines. If you ever have to edit zone datafiles by hand, you can use
parentheses to alow aresource record to span multiple lines. Thistrick worksfor dl
record types, not just SOA.

Domain names appear alot in resource records. The |eft Sde of every resource record
isadomain name, and the right sde (RDATA field) of many record types dso
contains domain names (for example, NS and SOA records). Using afully qudified
domain namein eech caseis perfectly legd, but it would be alot of work: imagine
having to type movie.edu a the end of every hosname if you were entering these files
by hand. Fortunately, abbreviations are alowed. Y ou need to understand the
abbreviations because the Microsoft DNS Server uses them in records it generates.

4.3.7.1 Appending domains

Every zone has adomain name: it'sjust the name of the zone. (This probably strikes
you as pretty obvious.) Thisdomain name is the key to the most useful shortcut. This
domain nameisthe origin of dl the datain the datafile. The origin is appended to dl
domain names in the file not ending in adot. The origin is different for each file
because each file is associated with a different zone, each of which has adifferent
domain name.

Sincethe origin is gppended to names, instead of entering robocop's addressin
movie.edu.dns asthis.

r obocop. novi e. edu. IN A 192. 249. 249. 2

the server generated it like this

robocop IN A 192. 249. 249. 2

In 192.249.249.in-addr .arpa.dns, thisis the long way to write this record:

2.249.249.192.in-addr.arpa. |IN PTR robocop. novi e. edu.



But since 249.249.192.in-addr.arpa is the origin, the server generated:
2 I N PTR robocop. novi e. edu.

Notice that dl the fully quaified domain namesin thefileend in adot. Thet tdlsthe
sarver that this domain nameis complete and should be left done. Suppose you forgot
thetralling dot. An entry likethis:

r obocop. novi e. edu IN A 192. 249. 249. 2
turnsinto an entry for robocop.movie.edu.movie.edu, which you didn't intend &t al.

4.3.7.2 @ notation

If the domain name is the same as the origin, the name can be pecified with an a

9gn (@). Thisismogt often seen in the SOA record in data files generated by hand,
but the Microsoft DNS Server also uses the @ notation in the NS records. In the
movie.edu.dns file in the previous example, the @ stands for movie.edu. Of coursg, in
the 249.249.192.in-addr .arpa.dnsfile, the @ stands for 249.249.192.in-addr .ar pa,
and inthe 253. 253.192.in-addr.arpa.dnsfile... well, you get the idea.

4.3.7.3 Repeat last name

If there is a gpace or atab in column one, the name from the last resource record is
used. This shortcut gets used when there are multiple resource records for a name.
Here is an example where there are two address records for one name:

wor mhol e IN A 192. 249. 249. 1
IN A 192. 253. 253. 1

In the second address record, the name wormhole isimplied. Y ou can use this shortcut
even if the resource records are of different types—for example, if wormhole aso had
aTXT (arbitrary text) record.

4.3.8 The Loopback Address

Those of you familiar with the BIND name server may be wondering if we forgot
about the loopback address. If we were setting up a BIND name server, it would need
one additiond zone datafile to cover the loopback network: the specia address that
hosts use to direct traffic to themselves. This network is (almost) aways 127.0.0.0,
and the host number is (dmost) dways 127.0.0.1. Therefore, the name of thisfile
would be 0.0.127.in-addr .arpa.dns, and it would look like the other in-addr.dns files.

The following would be the contents of the 0.0.127.in-addr.arpa.dnsfile

@ I N SOA term nator. novi e. edu.
admi ni strator. novi e. edu. (
1 ; serial nunber
3600 ; refresh
600 ;o oretry
86400 ; expire

3600 ) ; mninmmTTL



Zone NS records
@ I N NS tern nator. novie. edu.
Zone records

1 I'N PTR | ocal host.

Why do name servers need this file? Think about it for a second. No one was given
respongbility for network 127.0.0.0, yet systems use it for aloopback address. Since
no one has direct respongbility, everyone who usesit is responsible for it

individudly. If you omit this file on a BIND name server, it will dill operate.

However, alookup of 127.0.0.1 might fail: the name server will send the query to a
root name server that might not be configured to map 127.0.0.1 to aname.

With the Microsoft DNS Server, you don't have to worry about creating thisfile and
making your name server authoritative for the in-addr.arpa zone corresponding to
network 127.0.0.0. The server is authoritetive for this zone by default. It's caled an
automatically created zone and is visble in the DNS console only in advanced mode.
Select View—*Advanced and you can see the three automatically created zones
shown in Figure 4-19.

Figure 4-19. The DNS console showing automatically created zones
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Welve drilled down into the 127.in-addr.ar pa zone to show that theresa PTR record
for 1.0.0.127.in-addr .arpa pointing to the domain name localhost. In other words, a
Microsoft DNS Server will reverse-map the IP address 127.0.0.1 to the domain name
localhost "out of the box" without any work on your part.

The 0.in-addr.arpa and 255.in-addr .ar pa zones are empty, save for NS and A records.
Some hosts attempt to reverse-map the | P addresses 0.0.0.0 and 255.255.255.255, and
these zones cause the local server to return an immediate NXDOMAIN (name not
found) error for those queries rather than asking aroot name server.



4.3.9 The Root Hints Data

Besides your local information, the name server dso needs to know where the name
servers for the root zone are. (Remember that the resolution process starts at the root
zone, S0 knowing which name servers are authoritative for the root zoneis criticd.)
Thisinformation is sored in afile cdled the root name server hintsfile, whichis

named %SystemRoot%0\System32\DNS\cache.dns on your name server. The Microsoft
DNS Sarver shipswith averson of thisfile that looks like this (or at least it did when
this book was published):

; This file holds the informati on on root nane servers needed
; toinitialize cache of Internet domain nane servers

; (e.g., reference this file in the "cache . <file>"

; configuration file of BIND donmain name servers).

; This file is nade available by InterNIC registration services
; under anonynous FTP as

; file / domai n/ named. r oot

; on server FTP. RS. | NTERNI C. NET

; -OR- under Gopher at RS. | NTERNI C. NET

; under menu InterNI C Registration Services (NSI)
; submenu Inter NI C Regi stration Archives

; file named. r oot

; | ast update: Aug 22, 1997

rel ated version of root zone: 1997082200

formerly NS.|NTERN C. NET

. 3600000 IN NS A. ROOT- SERVERS. NET.
A. ROOT- SERVERS. NET. 3600000 A 198.41.0.4

; formerly NS1.1SI.EDU

. 3600000 NS B. ROOT- SERVERS. NET.
B. ROOT- SERVERS. NET. 3600000 A 128.9.0. 107

; formerly C. PSI.NET

i 3600000 NS C. ROOT- SERVERS. NET.
C. ROOT- SERVERS. NET. 3600000 A 192.33.4.12

; formerly TERP. UVD. EDU

i 3600000 NS D. ROOT- SERVERS. NET.
D. ROOT- SERVERS. NET. 3600000 A 128.8.10.90

; formerly NS. NASA. GOV

j 3600000 NS E. ROOT- SERVERS. NET.
E. ROOT- SERVERS. NET. 3600000 A 192. 203. 230. 10

; formerly NS.ISC. ORG

i 3600000 NS F. ROOT- SERVERS. NET.
F. ROOT- SERVERS. NET. 3600000 A 192.5.5.241

; formerly NS. NI C DDN. ML



. 3600000 NS G ROOT- SERVERS. NET.
G. ROOT- SERVERS. NET. 3600000 A 192.112. 36. 4
formerly ACS. ARL. ARMY. M L

f 3600000 NS  H. ROOT- SERVERS. NET.
H. ROOT- SERVERS. NET. 3600000 A 128. 63. 2. 53

; formerly NI C. NORDU. NET

) 3600000 NS | .ROOT- SERVERS. NET.
| . ROOT- SERVERS. NET. 3600000 A 192. 36. 148. 17

; tenporarily housed at NSI (InterN C

3600000 NS
3600000 A

J. ROOT- SERVERS. NET.
J. ROOT- SERVERS. NET. 198.41.0.10
; housed in LINX, operated by RI PE NCC

3600000 NS
3600000 A

K. ROOT- SERVERS. NET.

k. ROOT- SERVERS. NET. 193. 0. 14. 129

; tenporarily housed at 1Sl (IANA)

3600000 NS
3600000 A

L. ROOT- SERVERS. NET.

L. ROOT- SERVERS. NET. 198. 32. 64. 12

; housed in Japan, operated by WDE
' 3600000 NS
3600000 A

M ROOT- SERVERS. NET.

M ROOT- SERVERS. NET. 202.12. 27. 33

: End of File

Thisinformation can dso be retrieved from the Internet host ftp.rs.internic.net
(198.41.0.7). Use anonymous FTP to retrieve the file named.root from the domain
subdirectory. The domain name"." refersto the root zone. Since the root zone's name
servers change over time, don't assumethislist is current. Pull anew version of

named.root.

Y ou can aso view this information from within the DNS console: select aname
server in the left pane and choose Action —2Properties. Then sdlect the Root Hints
tab to see awindow like the one shown in Figure 4-20.

It's worth noting that the root NS records are not put into the cache and used directly.
Rather, upon startup the server queries one of the root serversin the cache file for the
list of root servers. Theligt returned is the one used by the name server to start the
resolution process and is the list you see when you double-click the Cache icon.



Figure 4-20. Root hints window
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Y ou may be wondering what the 3600000s are for. In older versons of thisfile, this
number was 999999909. It dates back to the behavior of early versions of BIND, the
reference implementation of the name server. The BIND name server used to put the
contents of the cache file directly into its cache, and it had to know how long to keep
these records active. The 99999999smeant a very long time The root name server
datawasto be kept active for aslong as the server ran. Since both BIND and the
Microsoft DNS Server now store the cache file datain a specid place and don't
discard it if it times out, the TTL is unnecessary. But it's not harmful to have the
3600000s,and it makes for interesting DNS folklore when you pass respongbility to
the next name server adminigtretor.

4.4 Running a Primary Master Name Server

Your primary name server is aready up and running; you've been talking to it viathe
DNS console. Y ou've created a zone and populated it with information. Then you
directed the server to write out zone data files with the Action —>Update Ser ver
Data Files command. To be sure that everything is okay, you should stop and restart
the server and then check the Event Log for any messages or errors.

4.4.1 Starting and Stopping the DNS Server

There are severd waysto start and stop the DNS server. First, you can control it just
like any other Windows 2000 service: with the Services MMC snap-in. Sdlect Start

—Programs —?Administrative Tools —2Ser vices. Youll see awindow like Figure
4-21.

Y our system should look like this: the server should be running (thet is, it should be
darted). Select the server as we've done by clicking anywhere onthe DNS Ser ver
line. Sdect Action —>Stop. After the server stops, select Action —>Start. In afew
seconds, the server should be running again.



Figure 4-21. Windows 2000 Services control window
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While you've got this window open, check to make sure that the DNS server isbeing
started automatically on bootup. Y ou want to see Automatic in the Startup Type
column (and not Manual or Disabled). To change the startup behavior, double-click
on the service and choose the appropriate behavior in the Startup Type fied of the
resulting window.

You can dso gart and stop the DNS server from within the DNS console. With the
server selected in the left pane, sdlect Action —2All Tasks. Youll seeamenu with
choicesthat include Start, Stop, and Restart. (The latter does just what you'd expect:
stops, then starts, the server.)

Finaly, you can gart and stop the DNS server from the good old DOS command line:
net start dns will start the server, and net stop dns stopsiit. Of course, this command
must be run on the sysem on which the DNS server is running, which is not
necessarily the same system on which the DNS console is running.

4.4.2 Check the Event Log for Messages and Errors

Now you need to check the Event Log. Start the Event Viewer by sdlecting Start —
Programs —>Administrative Tools —?Event Viewer. Under Windows 2000, the
DNS sarver has its own category in the Event Log. Select DNS Ser ver in the left pane
and you should see awindow like the one in Figure 4-22.

DNS Server Event ID 3is"The DNS server has shutdown." and Event ID 2is"The
DNS server has sarted.” (More events are listed in Chapter 7.) These two events are
just what you want to seet anormal server shutdown and startup. We're reading from
bottom to top since Event Viewer's default view shows newest eventsfirst. We aso
cleared the Event Log before we stopped and started the server—that's why only these
two events are showing.



Figure 4-22. Event Viewer
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If there were any other messages or errors, we'd take steps to correct them now. To be
honest, we didn't expect any problems because we entered al the data viathe DNS
console. Since it performs some syntax and sanity checking, it's hard to enter bad data
to make the name server upset enough to complain in the Event Log. Still, it doesn't

hurt to check. If you ever Sart editing zone datafiles by hand (which we don't
recommend), you definitely need to check the Event Log.

4.4.3 Testing Your Setup with nslookup

If you have correctly set up your local domain and your connection to the Internet is
up, you should be able to ook up aloca and a remote domain name. Well step you
through the lookups with nslookup. This book contains an entire chapter on thistopic
(Chapter 12), but we will cover nslookup in enough detail here to do basic name-
server testing.

4.4.3.1 Look up alocal name

Y ou can use nslookup to look up any type of resource record, and it can be directed to
query any name server. By defaullt, it looks up A (address) records using the name
server on the local system. To look up a host's address with nslookup, run nslookup
with the hogt's name as the only argument. A lookup of aloca name should return
amog ingantly.

Weran nslookup to look up carrie:

C.\> nsl ookup carrie
Server: term nator.novie.edu
Address: 192.249.249.3

Nane: carrie. nmovi e. edu
Address: 192.253.253.4

If looking up aloca name works, your local name server has been configured
properly for your domain. If the lookup falls, you'll see something like this:

*** term nator.novie.edu can't find carrie: Non-existent domain

Thismeanstha ather carrieisnot in your data—check the DNS console or the zone
data file—or some name server error occurred (but you should have caught the error
when you checked the Event Log).



4.4.3.2 Look up alocal address

When nslookup is given an addressto look up, it knows to make a PTR query instead
of an address query. We ran nslookup to look up carrie's address:

C.\> nsl ookup 192. 253. 253. 4
Server: term nator.novie.edu
Address: 192.249.249.3

Nane: carrie.novi e. edu
Address: 192.253.253.4

If looking up an address works, your local name server has been configured properly
for your in-addr.arpa domain. If the lookup fails, you'll see the same error message as
when you looked up aname.

4.4.3.3 Look up aremote name

The next step isto use the loca name server to look up aremote name, such as
ftp.uu.net or another system you know on the Internet. Don't forget to add a period a
the end of your input so the system doesn't automatically append the origin,
movie.edu.

This command may not return as quickly asthe last one. If nslookup failsto get a
response from your name server, it will wait alittle over a minute before giving up:

C:\> nsl ookup ftp.uu.net.
Server: term nator.novie.edu
Address: 192.249.249.3

Nane: ftp.uu. net
Address: 192.48.96.9

If thislookup works, your name server knows where the root name servers are and
how to contact them to find information about domains other than your own. If it

fails, there is a problem with the cachefile or the network. The cache file might be
empty or missing address records for the root name servers. Or perhaps the network is
broken somewhere and you can't reach the name servers for the remote domain. Try a
different remote domain name.

If these firg three lookups succeeded, congratulations! Y ou have a primary master
name server up and running. At this point, you are ready to start configuring your
dave name srver.

4.4.3.4 One more test

While you are testing, though, run one more test. Try having aremote name server
look up aname in your zone. Thiswill work only if your parent name servers have
aready delegated your zone to the name server you just set up. If your parent required
you to have your two name servers running before delegating your zone, skip ahead to
the next section.



To make ndookup use aremote name server to look up aloca name, givetheloca
hogt's name as the first argument and the remote server's name as the second
argument. Again, if this doesn't work, it may take alittle longer than aminute before
nslookup gives you an error message. For ingtance, to have gatekeeper .dec.com look
up carrie, wed enter:

C:\> nsl ookup carrie gatekeeper.dec.com
Server: gatekeeper.dec.com
Address: 204.123.2.2

Name: carrie. movi e. edu
Address: 192.253.253.4

If the firgt two lookups worked but using aremote name server to look up aloca
name failed, you may not be registered with your parent name server. That isnot a
problem at first because systems within your zone can look up the names of other
systems within and outside your zone. Y ou'll be able to send email and ftp to locd and
remote systems. Some systems won't alow FTP connectionsiif they can't map your
address back to a name. But not being registered will shortly become a problem.
Hogts outside of your zone cannot ook up names within your zone. Y ou will be able
to send email to friends in remote domains, but you won't get their responses. To fix
this problem, contact someone responsible for your parent zone and have them check
the delegation of your zone.

4.5 Running a Slave Name Server

Y ou need to set up another name server for robustness. Y ou can (and probably will)
St up more than two name servers. Two sarvers are the minimum. If you have only
one name server and it goes down, no one can look up namesin your zone. A second
name sarver splitsthe load with the firgt server or handles the whole load if the first
server isdown. You could set up another primary master name server, but we don't
recommend it. Set up adave name server instead.

How does a server know if it isa primary master or adave for azone? The DNS
server configuration information in the Regidry tellsthe server it is a primary master

or adave on aper zone bass. The NS records don't tell us which server is the primary
master for azone and which servers are daves for a zone—they only say who the
sarvers are. (Globaly, DNS doesn't care; asfar asthe actual name resolution goes,
dave servers are as good as primary master servers.)

What is different between a primary master name server and adave name server? The
crucid differenceiswhere the server getsitsdata. A primary master name server
reads its data from files. A dave name server loads its data over the network from
another name server. This processis caled azone transfer.

A dave name server is not limited to loading zones from a primary master name
sarver; adave server can load from another dave server. The big advantage of dave
name serversistha you maintain only one set of zone datafiles, the ones on the



primary master name server. Y ou don't have to worry about synchronizing the files
among name servers, the daves do that for you.

A dave name server doesn't need to retrieve all of its data files over the network; the
cache.dnsfileisthe same as on a primary mader, so keep aloca copy on the dave.

- One point about daves may become confusing: daves used to be
- called secondary master name servers. Well use the term dave

g+ inthisbook, but you'll see that the DNS console still usesthe
term secondary. As we said, the two are synonymous.

4.5.1 Add a New Server to the DNS Console

Thefirst gep in configuring adave server isto add the server to the DNS console's
world view. Just as we did when configuring the primary master, sdect Action —>
Connect To Computer ..., then enter the IP address of the dave. In this case our dave
will be wormhole with IP address 192.249.249.1. Of course, the DNS server hasto be
ingtalled and running on the dave-to-be for the DNS console to be able to manage it.

4.5.2 Create a New Zone

This new server will be adave for every zone on the primary, so well have to go
through the new zone process for each zone. Let's start with movie.edu. Select Action
—New Zone.... Thistime, slect Standard secondary (remember, thisis
synonymous with slave) in the second window of the wizard. In the third window,
select Forward lookup zone. The fourth window is shown in Figure 4-23.

Figure 4-23. Creating a new secondary zone: specifying the zone's domain name

Lone Name
What doyou want to nams the nev zone?

Twpe tha name of tha zona (for example. "axample microsoft.com.")

Hame: | M i Broese |

In the Name fidd, enter the domain name of the zone (in this case, movie.edu). In the
Server fidd, enter the IP address of the primary master name server. Y ou can type
thisinformation or take advantage of a shortcut offered by the DNS console. When
you click the Browse button, the DNS console shows you a view of the zoneson dl
the name serversit's managing. So rather than typing out movie.edu, we could have
drilled down to find thet zone in the Br owse window, as shown in Figure 4-24.



Figure 4-24. Finding a zone with the Browse window
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Whether you enter the zone and server manually or use the Br owse shortcut, click
Next to get the next window, shown in Figure 4-25.

Figure 4-25. Creating a new secondary zone: specifying master servers
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At this point, the process of creating a primary master zone and adave zoneredly
diverge. Thisisthe screen where you specify where this name server will get the zone
data. In this example, we're making wormhole adave for the movie.edu zone. We
need to tel wormhole to load the zone from terminator, the primary mester. In fact,
on this screen you can specify multiple | P addresses. In advanced (and complicated)
configurations, sometimes there are multiple primaries or multiple sources from

which adave can get the zone information. The DNS console supports those
configurations. Y ou could aso just specify the I P address of another dave after that of
the primary: in case the primary is down, this dave can load from another dave. Of
course, Movie U. doesn't have another dave (yet).

For now, we just specify terminator's | P address, 192.249.249.3. (Once again you can
click the Browse button and find terminator among the DNS consoles list of known
name servers to avoid having to type its IP address)) Then click Next. Thefind



window in the processis the same as when cregting a primary zone: it just tels you
that you're done now and asks you to click Finish. Well omit showing it to you.

When you're done, the new dave immediatdly initiates a zone transfer to the primary
to download the zone. Within afew seconds you should be able to double-dick the
dave'sicon for the zone and see the records in the zone.

4.5.3 Add an NS Record for the New Slave Name Server

Y our new dave won't be much good if the rest of the world doesn't know about it. As
agenerd rule, when you add another name server for azone, you aso need to add an
NS record for it. (Well discuss the exceptions to thisin Chapter 8.)

Y ou need to add an NS record on the zone's primary. (Remember that dl changesto a
zone are made on the primary and propagate automaticaly to the daves. Don't get
confused by the fact that the DNS console lets you see dl your name servers—you
make the changes only to the zon€'s primary.) In our case, we need to add an NS
record for wormhole to the movie.edu zone. So we highlight movie.edu under
terminator and sdlect Action —>Properties. Click on the Name Servers tab and
you'll see awindow like the one in Figure 4-26.

Figure 4-26. NS records for the movie.edu zone
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This window shows that right now there's only one NS record for the movie.edu zone,
which specifies ter minator.movie.edu as an authoritative name server. To add another,
click Add... and you'll see the window shown in Figure 4-27.



Figure 4-27. Adding an NS record
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Enter the name and |P address of the dave name server and click OK .
4.5.4 Don't Forget the in-addr.arpa Zones!

Now repest this dave zone cregtion process with the 249.249.192.in-addr .ar pa and
253. 253.192.in-addr.arpa zones.

455 SOA Values

Remember this SOA record for the movie.edu zone?

@ I N SOA term nator. novi e. edu. adm ni strator. novi e. edu.
1 ; serial nunber
3600 ; refresh
600 ;o oretry
86400 ; expire
3600 ) ; mninmmTTL

We never explained what the valuesin between the parentheses were for.

The serid number appliesto dl the data within the zone. We chose to sart our serid
number at 1, alogica place to start. The DNS console automaticaly increments the
serial number in azone's SOA record whenever you make a change to the zone. If
you've maintained zone data files by hand, you might have encoded the date in the
serid number—for example, 2000102301. Thisformat isYYYYMMDDNN, where
YYYY istheyear, MM isthe month, DD isthe day, and NN is acount of how many
times the zone data were modified that day. Unfortunately, you can't use that
convention with the DNS console. It just increments the serid number by one each
time a change is made and doesn't understand the date encoding.

When a dave name server contacts a primary master server for zone data, it first asks
for the serid number of the data. If the dave's serid number islower than the
primary's, the dave's zone data is out of date. In this case, the dave pulls anew copy
of the zone. Asyou might guess, if you ever modify the zone datafiles on the primary



master by hand, you must increment the serid number, too. Updeating zone data files
is covered in Chapter 7.

The next four fields specify various time intervas in seconds:

refresh

retry

expire

The refresh interva tells the dave how often to check that itsdatais up to
date. To give you an idea of the system load this feature causes, adave will
make one SOA query per zone per refresh interval. The default value
generated by the DNS console when the zone was created, one hour, is
reasonably aggressve. Most users will tolerate addlay of haf aworking day
for things like name server data to propagate when they are waiting for thar
new workstation to be operational. If you provide one-day service for your
dte, condder raising this vaue to eight hours. If your data doesn't change very
often, or if dl your daves are sporead over long distances (as the root name
servers are), consder alonger vaue, such as 24 hours.

If adavefalsto reach the primary name server(s) after the refresh period (the
hosts or hosts could be down), it starts trying to connect every retry seconds.
Theretry intervd is usudly dhorter than the refresh interva, but it doesn't
haveto be.

If adavefailsto contact the primary server(s) for expire seconds, the dave
expiresits data. Expiring the data means the dave stops giving out answvers
about the data because the datais too old to be useful. Essentidly, thisfied
says a some point, the datais so old that having no datalis better than having
gae data. We think Microsoft's default expire time of 86,400 seconds (24
hours) is awfully short. Expire times on the order of aweek are common, and
theinterval can be longer (up to amonth) if you frequently have problems
reaching your updating source. The expiration time should adways be much
larger than the retry and refresh intervdls, if the expire time is amdler thanthe
refresh interval, your daveswill expire their data before trying to load new
data

minimum TTL

TTL sandsfor timeto live. Thisvaue appliesto al the resource recordsin

the zone data file. The name server suppliesthis TTL in query responses,
alowing other serversto cache the datafor the TTL interval. If your data
doesn't change much, you might consider usng aminimum TTL of severd
days. One week is about the longest value that makes sense. Again, the default
vaue of 3,600 seconds (one hour) is very short, which we don't recommend
because of the amount of DNS traffic it causes.



What values you choose for your SOA record will depend upon the needs of your Site.
In generd, longer times cause less loading on your systems and lengthen the
propagation of changes, shorter times increase the load on your systems and speed up
the propagation of changes. We find the following vaues work well for mogt Sites;
they're dso agood starting point if you're not sure what vauesto use:

10800 ; Refresh 3 hours

3600 ; Retry 1 hours
2592000 ; Expire 30 days
86400 ; M ninmum TTL 1 day

Onefina note about TTL vaues. the DNS console displays them in a somewhat
cryptic fashion. Take alook back at the NS record we added in Figure 4-27. Notice
the TTL specified as0: 1: O: 0. "What the heck isthat?' you ask. Well, thefirst fied
is days, then hours, minutes, and seconds. So rather than display avaue in seconds
and make you do the math, the DNS console lets you specify a TTL in a(dightly)
more convenient way.

4.6 Adding More Zones

Now that you have your name servers running, you might want to handle more zones.
What needs to be done? Nothing specid, redly. Just use the DNS console to select the
appropriate server in the left pane, then choose Action —?New Zone.... Follow the
ingructions earlier in this chapter according to whether you are creating a primary or
adave (secondary) zone.

At this point, it's useful to repeat something we said in an earlier chapter. Cdling a
given name server a primary master name server or dave name server isalittle slly.
Name servers can be authoritative for more than one zone. A name server can bea
primary master for one zone and a dave for another. Most name servers, however, are
ether primary master for most of the zones they load or dave for most of the zones
they load. So if we cdl a particular name server aprimary master or adave, we mean
that it's the primary master or adave for most of the zones it loads.

4.7 DNS Properties

Let's finish this chapter with an explanation of the Action —2Pr oper ties sdection.
The Properties sdlection on the Action menu is context- sendtive. When sdected, the

DNS console displays the properties of the resource record, zone, or server that is
highlighted.

4.7.1 Resource Record Properties
Select aresource record on the right by single-dicking it. Then choose Action —2

Properties. The window should look familiar: it's the same one you used to add the
record. Y ou can get the same effect by smply double-clicking the record, too.



4.7.2 Zone Properties

The zone properties window is viewed by sdecting a zone on the left and choosing
Action —>Properties. Unlike resource record properties, some zone information can
be changed only from thiswindow. It has five tabs.

General

Thiswindow shows the name of the zone's data file as well asindicating if it's
aprimary or dave (secondary) zone. The type of the zone can be changed
from primary to dave or vice versa. Dynamic updates and aging/scavenging
are advanced topics that well cover in Chapter 11. The window for the
movie.edu zone is shown in Figure 4-28.

Figure 4-28. Zone properties window, General tab
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Thiswindow shows the zone's SOA record. The display isthe same asthe
window shown way back in Figure 4-13 and is no different than if you double-
click the SOA record in the right pand.

Name Servers
Weve dready seen this window—see Figure 4-26.

WINS
The WINS tab is covered in Chapter 10.

Zone Transfers
The Zone Tranders tab and Notify settings are aso covered in Chapter 10.

4.7.3 Server Properties

Y ou can view the server properties by selecting a server on the left and choosing
DNSProperties. It hasthree tabs:



Interfaces

Thiswindow alows you to specify the interfaces on which the server will
ligen for queries. If you have multiple interfaces (as for virtua web hogting),
you might not need them dl to be listed here. The default behavior isfor the
sarver to listen on al interfaces. The window is shown in Figure 4-29.

Figure 4-29. Server properties, Interfaces tab
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Forwarders, Advanced, Logging, and Monitoring
Thesetabs are al covered in Chapter 10.
Root Hints

We discussed this window earlier—see Figure 4-20.

4.8 What Next?

In this chapter, we showed you how to set up a primary master and adave name
server. There is more work to do to complete setting up your loca domain: you need
to modify your DNS data for email, configure the other hosts in your domain to use
name servers, and possibly start up more name servers. These topics are covered in
the next few chapters.



Chapter 5. DNS and Electronic Mail

And here Alice began to get rather sleepy, and went on saying to
herself, in a dreamy sort of way, "Do cats eat bats? Do cats eat bats?"
and sometimes "Do bats eat cats?" for, you see, as she couldn't answer
either question, it didn't much matter which way she put it.

I'll bet you're drowsy too, after that looong chapter. Thankfully, this next chapter
discusses atopic that will probably be very interesting to you system administrators
and postmasters. how DNS impacts electronic mall. And even if it isn't interesting to
you, a least it's shorter than the last chapter.

One of the advantages of the Domain Name System over host tables is its support of
advanced mail routing. When mailers had only the HOSTS.TXT file (and its
derivatives, /etc/hostsin the Unix world and %SYSTEM
ROOTY%\system32\driver s\et\HOSTS under Windows) to work with, the best they
could do was to attempt ddlivery to ahost's IP address. If that failed, they could either
defer ddlivery of the message and try again later or bounce the message back to the
sender.

DNS offers amechanism for specifying backup hosts for mail delivery. The
mechanism aso alows hosts to assume mail-handling responsibilities for other hogts.
Thislets diskless hogs that don't run mailers, for example, have mail addressed to
them processed by thelr servers.

DNS, unlike hogt tables, dlows arbitrary names to represent electronic mall
degtinations. Y ou can?and most organizations on the Internet do?use the domain name
of your main forward-mapping zone as an email destination. Or you can add domain
names to your zone that are purely email destinations and don't represent any
particular host. A singlelogica email detination may aso represent severa mail
sarvers. With host tables, mail destinations were hosts, period.

Together, these features give adminigrators much more flexibility in configuring
electronic mail on their networks.

5.1 MX Records

DNS uses agngle type of resource record to implement enhanced mail routing, the
MX record. Origindly, the MX record's function was split between two records, the
MD (mail destination) and MF (mail forwarder) records. MD specified the find
degtination to which amessage addressed to a given domain name should be
delivered. MF specified a hogt that would forward mail on to the eventud destination,
should that destination be unreachable.

Early experience with DNS on the Internet showed that separating the functions didn't
work very well. A mailer needed both the MD and MF records attached to adomain
name (if both existed) to decide where to send mail—one or the other done wouldn't



do. But an explicit lookup of one type or another (either MD or MF) would cause a
name server to cache just that record type. So mailers either had to do two queries,
one for MD and one for MF data, or they could no longer accept cached answers. This
meant that the overhead of running mail was higher than that of running other

sarvices, which was eventudly deemed unacceptable.

The two records were integrated into a single record type, M X, to solve this problem.
Now amailer just needed dl the MX records for a particular domain name destination
to make amail routing decison. Using cached M X records wasfine, aslong asthe
TTLs matched.

MX records specify amail exchanger for adomain name: ahogs that will either
process or forward mail for the domain name (through afirewadl, for example).
"Processing” the mail means either ddlivering it to the individua to whom it's
addressed or gatewaying it to another mail transport, such as X.400. "Forwarding”
means sending it to itsfinal degtination or to another mail exchanger "closer™ to the
degtination via SM TP, the Internet's Smple Mail Transfer Protocol. Sometimes
forwarding the mall involves queuing it for some amount of time, too.

In order to prevent mail routing loops, the MX record has an extra parameter, besides
the domain name of the mail exchanger: a preference value. The preference vadueis
an unsgned 16-hbit number (between 0 and 65535) that indicates the mail exchanger's
priority. For example, the MX record:

peet s. mpk. ca. us. IN MX 10 rel ay. hp. com

specifiesthat relay.hp.comisamail exchanger for peets.mpk.ca.us at preference vaue
10.

Taken together, the preference values of a destination's mail exchangers determine the
order in which amailer should use them. The preference vaue itsdlf isn't important,
only its relationship to the values of other mail exchangers: isit higher or lower than
the vaues of this destination's other mail exchangers? Unless there are other records
involved, this

pl ange. punt acana. dr.
pl ange. punt acana. dr.

MX 1 listo.puntacana.dr.

I'N
IN MX 2 hep.puntacana.dr

does exactly the samething as

pl ange. puntacana.dr. IN MX 50 [isto.puntacana.dr
pl ange. puntacana.dr. IN MX 100 hep. puntacana.dr

Mailers should atempt ddlivery to the mail exchangers with the lowest preference
vauesfirg. Thismay seem alittle counterintuitive—the most preferred mail
exchanger hasthe lowest preference value. But since the preference vaueisan
unggned quantity, this lets you specify a"best” mail exchanger at preference vaue 0.

If ddlivery to the most preferred mail exchanger(s) fails, mailers should attempt
deivery to less preferred mail exchangers (those with higher preference vaues), in
order of increasing preference vadue. That is, mailers should try more-preferred mail



exchangers before they try less-preferred mail exchangers. More than one mail
exchanger may share the same preference vaue, too. This givesthe maler its choice
of which to send to fird. The mailer mugt try dl the mail exchangers at agiven
preference value before proceeding to the next higher value, though.

For example, the MX records for oreilly.com might be:

oreilly.com I'N MX 0 ora.oreilly.com
oreilly.com IN MX 10 ruby.oreilly.com
oreilly.com IN MX 10 opal .oreilly.com

I nterpreted together, these MX records ingtruct mailers to attempt ddlivery to
oreilly.com by sending to:

1. ora.oreilly.comfirg
2. Either ruby.oreilly.com or opal.oreilly.com next, and findly
3. Theremaining preference 10 mail exchanger (the one not used in step 2)

Of course, once the mailer successfully deliversthe mail to one of oreilly.com'small
exchangers, it can sop. A mailer successfully ddivering oreilly.com mail to
ora.oreilly.com doesn't need to try ruby.oreilly.com or opal.oreilly.com.

Note that oreilly.comisnt aparticular hog; it's the domain name of ORellly &
Associates main forward- mapping zone. O'Rellly & Associates uses the domain name
asthe emall dedtination for everyone who works there. It's much easier for
correspondents to remember the Sngle email destination oreilly.com than to

remember which hos—ruby.oreilly.com? amber .oreilly.com?—each employee has an
emall account on.

This requires, of course, thet the mailer on ora.oreilly.com keep track of the host on
which each user at ORellly & Associates has an email account. That's usualy done
by mantaining amegter aliases fileon ora.oreilly.com that forwards email from
ora.oreilly.comto its eventua destination.

What if a destination doesn't have any M X records, but it has one or more A records?
Will amailer smply not deliver mall to that destination? It depends on the mall

server. Both Exchange and the SMTP servers provided with Windows 2000 require
the presence of avaid MX record for any domain to which you want to ddiver mail.
However, sendmail, a popular mail transport agent from the Unix world, is different.
Recent versons of sendmail can be compiled with the functiondity to ddiver mail to
adestination with no MX records but at least one A record. Most vendors have
compiled their sendmails with this more forgiving feature: if no MX records exist but
one or more A records do, they'll at least attempt delivery to the address. sendmail
Verson 8, compiled "out of the box," will try the address of amail destination
without MX records. Check your vendor's documentation if you're not sure whether
your mail server will send mall to destinations with only address records. Even though
nearly dl malerswill deliver mail to a destination with just an address record and no
MX records, it's fill agood ideato have at least one M X record for each legitimate
mail destination. Mogt mailers, including sendmail, will always look up the MX
records for a destination first when thereis mail to ddliver. If the destination doesn't



have any MX records, a name server—usudly one of your authoritative name
servers—dill must answer that query, and then sendmail will go ontolook up A
records. That takes extratime, dows mail delivery, and adds alittle load to your
zone's authoritative name servers. If you smply add an MX record for each
destination pointing to a domain name that maps to the same address that an address
lookup would return, the mailer will have to send only one query, and the mailer's
loca name server will cache the MX record for future use,

5.2 Adding MX Records with the DNS Console

Now that you're familiar with MX records as they appear in zone datafiles, let's cover
how to add them with the DNS console. Firg, right-click on the domain name of the
zone to which you'd like to add the M X record. Y ou'll access the drop-down menu
shownin Figure 5-1.

Figure 5-1. Adding an MX record to a zone
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Choose New Mail Exchanger ... from the pop-up menu. A smdl window, shownin
Figure 5-2, will be displayed.

In Figure 5-2, we're adding an M X record for terminator.movie.edu at preference 10,
pointing to terminator.movie.edu itsdf. The record that's added to the zone datafile
lookslikethis

terminator IN MX 10 terminator



Figure 5-2. Adding an MX record for terminator.movie.edu

Mew Resource Record il .
Mail E kchanger (M) |

Patert domain:
|muvi:.¢d.l

Liedivver mail addieszed bo the following host or domain ba the mail server
speciied below (uses parent doman if =it Bank).

Heest ar domain

|Ic|rnnulc\r

il server :
|Ie|rnmh:\r mizie adu Browse... 11
il server peicety:

|1l:I

...bm. : .[.;mcl. |

5.3 What's a Mail Exchanger, Again?

Theidea of amail exchanger is probably new to many of you, solef'sgo overitina
little more detall. A ample andogy should help here: imagine that amail exchanger is
an arrport, and instead of setting up M X records to ingtruct mailers where to send
messages, you're advising your in-laws on which arport to fly into when they cometo
vist you.

Say you livein Los Gatos, Cdifornia. The closest airport for your in-lawsto fly into
is San Jose, the second closest is San Francisco, and the third Oakland. (Well ignore
other factors such as price of theticket, Bay Areatraffic, etc.) Don't see the pardld?
Then pictureit like this

| 0os- gat 0s. ca. us. IN MX 1 san-j ose. ca. us.
| os- gat 0s. ca. us. I'N MX 2 san-franci sco. ca. us.
| os- gat 0s. ca. us. IN MX 3 oakl and. ca. us.

The MX ligisjust an ordered ligt of destinations that tells mailers (your in-laws)
where to send messages (fly) if they want to reach a given email destination (your
house). The preference vaue tells them how desirableit is to use that destination—
you can think of it asalogica "distance" from the eventua dedtination (in any units
you choose), or Smply as a"top ten"-gyle ranking of the proximity of those malil
exchangersto the fina destination.

With thisligt, you're saying, "Try to fly into San Jose, and if you can't get there, try
San Francisco and Oakland, in that order.” It also saysthat if you reach San
Francisco, you should take a commuter flight to San Jose. If you wind up in Oakland,
you should try to get a commuter to San Jose or at least to San Francisco.

What makes agood mail exchanger, then? The same qudities that make a good
arport:



Size

Y ou wouldn't want to fly into tiny Reid-Hillview Airport to get to Los Gatos,
because the airport’s not equipped to handle large planes or many people.
(You'd probably be better off landing abig jet on Interstate 280 than at Reid-
Hillview.) Likewise, you don't want to use an emaciated, underpowered host
asamail exchanger; it won't be able to handle the load.

Uptime

Y ou know better than to fly through Denver Internationd Airport in the
winter, right? Then you should know better than to use a hogt that's rarely up
or avallable asamail exchanger.

Connectivity

If your relatives are flying in from far away, you've got to make sure they can
oet adirect flight to a least one of the arportsin the list you give them. You
cant tdl them their only choices are San Jose and Oakland if they're flying in
from Heanki. Smilarly, you've got to make sure that at least one of your
hosts mail exchangersis reachable to anyone who might concelvably send
you mail.

Management and administration

How wel an arport is managed has a bearing on your safety while flying into
or just through the airport and on how easy it isto use. Think of these factors
when choosing a mail exchanger. The privacy of your mail, the speed of its
delivery during norma operations, and how well your mail is trested when
your hogts go down al hinge upon the qudity of the adminigtrators who

manage your mail exchangers.

Keep this example in mind, because well useit again later.

5.4 The MX Algorithm

That's the basic idea behind M X records and mail exchangers, but there are afew
more wrinkles you should know about. To avoid routing loops, mailers need to use a
dightly more complicated dgorithm than what weve described when they determine
where to send mail. Y’

Imagine what would happen if mailers didn't check for routing loops. Let's say you
send mail from your workstation to nuts@aoreilly.com, raving (or raging) about the
qudity of this book. Unfortunately, ora.oreilly.comis down at the moment. No
problem! Recall oreilly.com'sMX records:

oreilly.com I'N MX 0O ora.oreilly.com

17
This algorithm is based on RFC 974, which describes how Internet mail routing works.



oreilly.com
oreilly.com

MX 10 ruby.oreilly.com
MX 10 opal .oreilly.com

I N
I N
Y our mailer fadls back and sends your message to ruby.oreilly.com, which is up.
ruby.oreilly.com's mailer then triesto forward the mail on to ora.reilly.com but can't
because ora.oreilly.comis down. Now what? Unless ruby.oreilly.com checks the
sanity of what sheisdoing, shell try to forward the message to opal .oreilly.com or
maybe even to hersdf. That's certainly not going to help get the mail delivered. If
ruby.oreilly.com sends the message to hersdlf, we have amail routing loop. If
ruby.oreilly.com sends the message to opal.oreilly.com, opal.oreilly.com will ether
send it back to ruby.oreilly.com or send it to hersdf, and we again have amail routing
loop.

To prevent this from happening, mailers discard certain M X records before they
decide where to send amessage. A mailer sortsthe list of MX records by preference
vaue and looks in the ligt for the canonicad domain name of the host on which it's
running. If the local host gppears as amail exchanger, the mailer discards that MX
record and al MX records in which the preference value is equa or higher (thet is,
equaly or less-preferred mail exchangers). That prevents the mailer from sending
messages to itsaf or to mailers "farther” from the eventua destination.

Let'sthink about thisin the context of our airport analogy. Thistime, imagine you're
an airline passenger (a message) trying to get to Gredley, Colorado. You can't get a
direct flight to Gredey, but you can fly to ether Fort Collins or Denver (the two next-
highest mail exchangers). Since Fort Coallinsis closer to Gredley, you opt to fly to
Fort Callins.

Now, once you've arrived in Fort Collins, therés no sense in flying to Denver, away
from your destination (a lower-preference mail exchanger). (And flying from Fort
Collinsto Fort Callinswould be slly, too.) So the only acceptable flight to get you to
your destination is now a Fort Callins-Gredey flight. You diminae flightsto less-
preferred destinations to prevent frequent-flyer looping and wagteful trave time.

One caveat: most mailerswill look only for their local host's canonical domain name
inthelist of MX records. They don't check for diases (domain names on the left Sde
of CNAME records). Unless you always use canonica namesin your MX records,
therés no guarantee that amailer will be adle to find itsdf in the MX ligt, and youll
run the risk of having your mail loop.

If you do list amail exchanger by an dias and it unwittingly triesto ddiver mail to
itself, most mailers will detect the loop and bounce the mail with an error. Heré'sthe
error message from recent versons of sendmail:

554 MX |ist for novie.edu points back to relay.isp.com
554 <root @mvi e. edu>... Local configuration error

Themord: in an MX record, aways use the mail exchanger's canonica name.
One more cavedt: the hogts you ligt as mail exchangers must have address records. A

mailer needs to find an address for each mail exchanger you name or eseit can't
attempt ddivery there.



To go back to our oreilly.com example, when ruby.oreilly.com received the message
from your workstation, her mailer would have checked the list of M X records.

oreilly.com I'N MX O ora.oreilly.com
oreilly.com I'N MX 10 ruby.oreilly.com
oreilly.com I'N MX 10 opal .oreilly.com

Finding theloca hogt's domain namein theligt at preference vaue 10,
ruby.oreilly.com's mailer would discard dl the records at preference vaue 10 or
higher (the records in bold):

oreilly.com I'N MX O ora.oreilly.com
oreilly.com IN MX 10 ruby.oreilly.com
oreilly.com IN MX 10 opal .oreilly.com
leaving only:

oreilly.com I'N MX O ora.oreilly.com

Since ora.oreilly.comis down, ruby.oreilly.com would defer ddivery until later and
queue the message.

What happensif amaller findsitself at the highest preference (lowest preference
vaue) and hasto discard the whole MX ligt? Some mailers attempt delivery directly

to the destination host's |P address as a last-ditch effort. In most mailers, however, it's
an error. It may indicate that DNS thinks the mailer should be processing (not just
forwarding) mail for the destination, but the mailer hasn't been configured to know
that. Or it may indicate that the administrator has ordered the M X records incorrectly
by using the wrong preference values.

Say, for example, the folks who run acme.com add an M X record to direct mail
addressed to acme.com to amaller at their Internet service provider:

acne.com IN MX 10 mail.isp. net.

Most mailers need to be configured to identify their diases and the names of other
hogts for which they process mail. Unless the mailer on mail.isp.net is configured to
recognize email addressed to acme.com aslocd mall, it will assumeit's being asked
to relay the mail and attempt to forward the mail to amail exchanger closer to the
find destination.*® When it looks up the MX records for acme.com, it will find itsalf
as the mogt- preferred mail exchanger and will bounce the mail back to the sender.

Y ou may have noticed that we tend to use multiples of 10 for our preference values.
Ten is convenient because it dlows you to insert other MX records temporarily a
intermediate va ues without changing the other weights, but otherwise there's nothing
magica about it. We could just as easily have used increments of 1 or 100—the effect
would have been the same.

18 . , I ) ) ) ) . )
Unless, of course, mail.isp.net's mailer is configured not to relay mail for unknown domains. In this case, it would simply
reject the mail.



5.5 DNS and Exchange

If you're running Microsoft Exchange Server, you need to know how it interoperates
with DNS, whether or not you're using the Microsoft DNS Server. There are some
subtle differences between various versions of Exchange and Windows NT or
Windows 2000:

If you're usng Exchange 4.x or 5.x on Windows NT, you can run Exchange
without DNS. However, before you can ingal the Internet Mail Service
(which iswhat Microsoft calsits SMTP server), you must have A and MX
records defined for the host and domain on which you're ingdling the IMS.
Y ou aso need to make sure that the Exchange server's DNS settings are set
correctly so it can look up mail forwarders for outgoing mail.

If you're usng the SMTP server that comes with the Windows NT Ogption
Pack, Internet Information Server 4.x, or Windows 2000, you need an MX
record if you want to recelve mail; to send mail you only need accessto a
name server.

If you're usng Windows 2000 Active Directory, you'll find that your need for
DNSis pervasve—Auctive Directory depends on DNSto find domain
controllers, logon servers, and other services. Well cover the DNS needs of
Active Directory in Chapter 11.

Exchange 2000 uses Active Directory asits directory service, soitistotaly
dependent on the underlying OS's DNS setup. In particular, Exchange 2000
needs access to SRV records S0 it can find global catdog servers, ingtant
messaging hosts, and domain controllers. Don't worry—SRV records are also
covered in Chapter 11.



Chapter 6. Configuring Hosts

They were indeed a queer-looking party that assembled on the bank—
the birds with draggled feathers, the animals with their fur clinging
close to them, and all dripping wet, cross, and uncomfortable.

Now that you or someone elsein your organization has st up name servers for your
zones, you'll want to configure the hosts on your network to use them. That involves
configuring those hogis resolvers, which you can do by telling the resolvers which
name serversto query and which domain names to search. This chapter covers these
topics and focuses on the Windows 2000 resolver. It also briefly describes
configuring the resolver in Windows 95, Windows 98, and Windows NT.

6.1 The Resolver

We introduced resolvers way back in Chapter 2, but we didn't say much more about
them. The resolver, you'll remember, isthe client haf of the Domain Name System.
It's respongble for trandating a program's request for host information into a query to
aname sarver and for trandating the response into an answer for the program.

We haven't done any resolver configuration yet because the occasion for it hasn't
arisen. When we set up our name serversin Chapter 4, the resolver's default behavior
worked just fine for our purposes. But if we'd needed the resolver to do more than or
behave differently from the default, we would have had to configure the resolver.

Theré's one thing we should mention up front: what we describe in the next few
sectionsis the behavior of the Windows 2000 resolver. There are lots of other
resolvers, though. Every verson of Windows has its own resolver, and the
configuration and behavior of each oneis dightly different.*® Unix hosts normally use
some variant of the BIND resolver, discussed in ORellly's DNS and BIND, and many
Unix vendors have extended their resolvers functiondity. Still, the basic concepts
behind the operation of each resolver are quite common.

6.2 Resolver Configuration

So, what exactly doesthe resolver alow you to configure? Most resolvers et you
configure at least three aspects of their behavior: the DNS suffix,?° the search list, and
the name server(s) that the resolver queries.

19 . . . - . . .
Installing a Service Pack or a different Winsock version (e.g., upgrading to Windows 95 OSR2) can also change resolver
behavior.

20
We're using the Windows 2000 term here for clarity. You may know the DNS suffix as the default domain if you've
configured the BIND resolver before.



6.2.1 DNS Suffix

The DNS auffix isthe DNS domain in which a system resides. Under certain
circumstances, the resolver uses the DNS suffix to generate the search list (which we
discuss next). Don't confuse the DNS suffix, which is obvioudy a DNS domain name,
with the name of the Active Directory domain of which the system is a member. The
two vaues are usudly the same because the DNS suffix defaults to a host's Active
Directory domain, but they don't have to be. Aswell see in amoment, you can
configure a host's DNS suffix to be different from the Active Directory domain of
which it'samember. Were going to talk much more about domain names—both DNS
and Active Directory—in Chapter 11. For now, though, it's not necessary to know
anything more about Active Directory domains to understand resolver configuration.

All configuration options for the Windows NT 4.0 resolver were found in asingle
window. The Windows 2000 resolver configuration settings, however, are located on
three separate windows. Thefirst of these windows is where you change ahost's DNS
auffix. To get there, open the Control Panel and double-click on System, then click
the Networ k I dentification tab to display the window shown in Figure 6-1.

Figure 6-1. Network Identification tab
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Here you see the host's fully qudified domain name, which Windows 2000 refersto
as the Full computer name. It's the concatenation of the host's single-label computer
name and its primary DNS suffix. The vaue liged as Domain is not the DNS suffix;
it's the host's Active Directory domain. To change the primary DNS suffix, click
Properties, and you'll see awindow like the one shown in Figure 6-2.

Y ou can change the computer name—thefirst labd of the host's name—only from
thiswindow. The Member of box again refersto Active Directory domain
membership, which, strictly speaking, doesn't affect resolver behavior. To change the
DNS auffix, click on More... to display the window shown in Figure 6-3.



Figure 6-2. Identification Changes window
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Figure 6-3. DNS Suffix window
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Here—findly!—is where you can change the DNS suffix. This window aso shows
the only linkage between Active Directory and DNS resolver behavior. A host's DNS
auffix days the same asiits Active Directory domain aslong asthe Change primary
DNS suffix when domain member ship changes box is checked, which is the default
setting. By unchecking this box and changing the Primary DNS suffix of this
computer setting, you can decouple the DNS default domain and Active Directory
domain. You do thisonly if you want your hosts to resde in (thet is, be named in) a
different domain than your Active Directory domain. Few organizations who set up
Active Directory want to do this, and Microsoft does not recommend setting the
primary DNS suffix to any value other than the DNS name of an Active Directory
domain to which the computer is joined. But enough about Active Directory until
Chapter 11.

The Windows 2000 resolver aso supports a different DNS suffix for each network
interface on the system. In fact, each network interface (or adapter in Windows 2000
parlance) has its own resolver configuration. Getting to the connection specific
resolver configuration windowsis alittle involved, though: dick on Start, then



Settings, then Network and Dial-up Connections. This brings up the window shown
in FHgure 6-4.

Figure 6-4. Network and Dial-up Connections window
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This particular Windows 2000 host has two network interfaces. (Weve gone to the
trouble of naming them because the default names assigned by Windows were Local
Area Connection and Local Area Connection 2—how boring!) Right-click on aloca
area network adapter and choose Properties. This brings up awindow like the one
shown in Fgure 6-5.

Figure 6-5. Local area connection properties window
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Double-click on Internet Protocol (TCP/IP). This displays the second of the three
windows used for resolver configuration, which is shown in Figure 6-6.

Further resolver configuration options are available by clicking the Advanced...
button and sdecting the DN'S tab, which produces the third and fina window with

resolver settings, it's shown in Figure 6-7.



Figure 6-6. Internet Protocol (TCP/IP) Properties window
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Figure 6-7. Advanced TCP/IP Settings window, DNS tab
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The connection-specific DNS suffix is set in the DNS suffix for this connection
field. Connection-specific DNS suffixes do affect resolver behavior (aswell tak
about in the next section, which discusses the search list), but their primary purposeis
to assst with DNS regigiration. As welll discussin Chapter 11, Windows 2000 hosts



automaticaly regigter their namesin DNS. Y ou'd specify a connection-specific suffix
if your host connects to multiple networks and needs a different fully qudified

domain name on each network. For example, perhaps one interface is connected to a
network in which the host is named diehard.movie.edu, and another interfaceis
connected to a network in which the hogt has a different fully quaified domain name,
such as diehard.fx.movie.edu.

6.2.2 Search List

The primary DNS suffix and any connectionspecific suffixes determine the default
search list. The search ligt was designed to make users lives alittle eesier by saving
them some typing. The ideaisto search one or more domains for incomplete names—
that is, names that might not be fully quaified domain names.

Most Windows networking commands that take a domain name as an argument, such
as ftp and ping, apply the search list to those arguments.

With the Windows 2000 resolver, a user can indicate that adomain nameisfully
qualified by adding atrailing dot to it.>* For example, thetrailing dot in the command:

C\> ftp ftp.oreilly.com

means "don't bother searching any other domains, this domain nameisfully

qudified." Thisisanadogousto the leading backdash in full pathnamesin the

Windows filesystem. Pathnames without a leading backdash are interpreted as
relative to the current working directory while pathnames with aleading backdash are
absolute, anchored at the root.

The default search list includes the primary DN S suffix and any connection specific
auffixes. If the Append parent suffixes of the primary DNS suffix box is checked
(see Figure 6-7), each of the primary DNS suffix's parent domains with two or more
labelsis dso included in the default search ligt. So on a Windows 2000 host
configured with a primary DNS suffix of cv.hp.com and the Append par ent suffixes
of the primary DNS suffix box checked, the default search list would contain first
cv.hp.com, the primary DNS suffix, then hp.com (the primary DNS suffix's parent),
but not com, asit has only one label.??

The search list isusudly gpplied after the nameistried as-is. Aslong as the argument
you type has at least one dot init, it's looked up exactly asyou typed it before any
element of the search ligt is gppended. If that lookup fails, the search list is gpplied.

Why isit better to try the argument firgt if it contains one or more dots? From
experience, people who wrote resolvers found that, more often than not, if auser
bothered to type in a name with even asingle dot in it, she was probably typing in a
fully quaified domain name without the trailing dot. Better to see right away whether

21 ) . . .
Note that we said the resolver can handle a trailing dot. Some programs, particularly mail user agents, don't deal correctly
with a trailing dot in email addresses. They cough even before they hand the domain name in the address to the resolver.

2 One reason resolvers don't append just the top-level domain is that there are few hosts at the second level of the
Internet's namespace, so just tacking on comor edu to foo is unlikely to result in the domain name of a real host. Also,
looking up the address of foo.comor foo.edu might well require sending a query to a root name server, which taxes the roots
and can be time-consuming.



the name was a fully qudified domain name than to creaste nonsense domain names
unnecessarily by gppending the dements of the search lig to it.

Thus, auser typing:
C.\> telnet pronto.cv.hp.com

causes alookup of pronto.cv.hp.com first since the name contains three dots, which is
certainly more than one. If the resolver doesn't find an address for pronto.cv.hp.com,
it then tries pronto.cv.hp.com.cv.hp.com, and, if necessary, pronto.cv.hp.com.hp.com.

A us typing:

C.\> tel net asap

on the same host causes the resolver to look up firgt asap.cv.hp.com and then
asap.hp.comif necessary, but not just asap.

Note that gpplication of the search list stops as soon as a prospective domain name
finds the needed data. In the asap example, the search list would never get around to
appending hp.comif asap.cv.hp.com resolved to an address.

6.2.2.1 Setting the search list manually

What if you don' like the default search list you get when you set your local domain?
Windows lets you st the search ligt explicitly, domain name by domain name, in the
order in which you want the domains searched. Y ou do this with the Append these
DNS suffixes (in order) field on the main resolver configuration window (Figure 6-
8).

Y ou can add as many domain names as you like to this fild, 2 in the order in which
you want them appended, and this becomes the host's search list. Setting the search
lig with Append these DNS suffixes (in order) overrides the default search lidt.

The user interface issmple to use: click Add... to add adomain nameto thelist;
select adomain name and click Remove to removeit from the ligt; or click Edit... to
change the domain name. Y ou can dso use the Up and Down arrow buttons to
reorder the list. The basic search dgorithm ill gpplies: the resolver looks up domain
name arguments as-is if they contain at least one dot.

The settings shown in Figure 6-8, for example, instruct the resolver to search the
corp.hp.com domain firg, then pal oalto.hp.com, then both domains parent, hp.com.

23
Or so it appears: we stopped after adding 10.



Figure 6-8. A search order example
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This setup might be useful on a host whose users frequently access hogts in both
corp.hp.com and pal oalto.hp.com. On the other hand, the configuration shown in
Figure 6-9 has the resolver search only corp.hp.com (and not that domain's parent,
hp.com) when the search list is gpplied.

Thismight be useful if the host's users access hogs only in the locd domain or if
connectivity to the parent name servers isn't good, because the configuration
minimizes unnecessary queries to the parent name servers.



Figure 6-9. Another search order example
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6.2.3 Name Servers to Query

This section discusses how to tell your resolver which name serversto query. By
defaullt, the resolver looks for a name server running on the loca host, which iswhy

we could use nslookup on terminator and wormhol e right after we configured their
name servers. Y ou can, however, ingruct the resolver to look to another host for name
service. This configuration is sometimes cadled a DNSclient.

The DNS server addresses, in order of use fidd (see Figure 6-7) tdlls the resolver
the | P addresses of the name server(s) to query. What's potentialy confusing is that

the information in thisfield is linked to the Use the following DNS server addr esses
field in the main TCP/IP properties window (see Figure 6-6). Y ou can specify as
many name servers as you want in the DN'S ser ver addresses, in order of use fidd.?*
Aswith thelist of DNS suffixesin Figure 6-8, the Add..., Edit..., and Remove
buttons have the expected effect. Y ou can aso use the Up and Down arrowsto
reorder the list of addresses. Thefirst two addresses show up as the Preferred DNS
server and Alternate DNS server % on the main TCP/IP properties window.
Likewise, changes made to the Preferred DNS server and Alternate DNS server
fields are reflected in thislig.
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As with the DNS suffix list, we stopped after entering 10 values.

% Kudos to Microsoft for clarifying their labels. In previous versions of Windows, name servers were sometimes labeled
Primary DNS and Secondary DNS. This sometimes misled users into listing the primary master and slave (secondary
master) name servers for some zone or another in those fields. Besides, "DNS" is an abbreviation for "Domain Name
System," not "domain name server."



The sdttingsin Figure 6-7 ingtruct the resolver to send queriesto the name servers
running at I1P addresses 192.249.249.3 and 192.249.249.1. Typicaly, you configure
the resolvers on your hosts to query your own name servers, but you can configure
your resolver to query amost anyone's name server. Of course, configuring your host
to use someone else's name server without first asking permission is presumptuous, if
not downright rude, and using one of your own usudly gives you better performance,
so well consider this only an emergency option.

If you want the resolver to query the name server running on the loca host, you have
two choices: you can specify the address of one of the host's adapters, or you can
specify the loopback 1P address of 127.0.0.1.

6.2.3.1 Query behavior

The way the Windows 2000 resolver determines which of the name servers you

specify to query is Sgnificantly different than in other versions of Windows. Older
versons of Windows send a query to the first name server specified. If that name
server doesn't respond—say it's down or there's a network problem—the resolver tries
subsequent name serversin the order configured, waiting afew seconds between each
query. If it queries al configured name servers without getting a responsg, it cycles
through the list again—six more times on some Windows resolversl In the case of
Windows NT SP3, if three name servers are configured and none of them are
responding, the resolver tries for 75 seconds before finaly giving up.

Microsoft's customers must have complained about this long resolver timeot,
because things changed drastically with the release of Service Pack 4 for Windows
NT. The resolver retransmission agorithm became much more aggressive. The
Windows 2000 resolver exhibits the same behavior.

Here's how the Windows 2000 resolver behaves after it applies the search list to
determine the name to look up:

1. Theresolver first checksitsloca cache, which is sysemwide (and therefore
shared by dl applications cdling the resolver). If the desired record isnot in
the cache, the resolver hasto send at least one query to a name server.

2. Theresolver queriesthefirst name server of the preferred network adapter and
walits just one second.

3. If no answer isreceived, the resolver resends the query smultaneoudy to the
first name server configured for each network adapter and waits two seconds.
If the host has only one network adapter, this step is skipped.

4. If no answer isreceived, the resolver resends the query smultaneoudy to dl
name servers configured for al adapters and walits two seconds.

5. If no answer is received, the resolver resends the query smultaneoudy to al
name servers configured for al adapters and waits four seconds.

6. If no answer isreceived, the resolver resends the query smultaneoudy to al
name servers configured for adl adapters and walits eight seconds.

7. If after dl thistime no name server has returned an answer, the resolver gives

up.



What does the resolver do after it gives up? It times out and returns an error to the
cdling application. Typicdly thisresultsin an error like:

C:\> ping tootsie
Bad | P address tootsie.

Adding up dl the waiting time, you can see tha the maximum timeout is much less
than in older resolvers. 17 seconds (1+2+2+4+8), as opposed to 75 seconds for
Windows NT SP3—quite a differencel

As so0n as the resolver receives a poditive answer during this process, it stops and
returns that answer to the calling application. A positive answer isalist of resource
records answering the query. If the resolver receives a negative answer (indicating
that adomain name doesn't exist or that the particular type of record queried doesn't
exig for adomain name), it doesn't immediately halt and return that answer. Instead,
it just removes from congderation al name servers configured on the network adapter
from which it received a negative answer for the duration of that query round. Only if
it recelves a negative answver from a name server configured for each adapter doesit
return anegative answer. If the resolver receives even a single positive answer from a
name serve, it returns that. The net effect of this mechanism isthat if the resolver is
configured to query name servers on multiple adapters that have different "views' of
the namespace, the resolver sees the aggregate view.

The resolver dso tracks the response time of individua name servers and shufflesthe
fastest-responding one to the top of the list. In other words, it adaptively changesthe
order of the name servers you specify (athough these changes are not permanent, nor
are they reflected in the resolver configuration windows). As you can see from the
retransmisson agorithm, the first name server gets only two or three seconds to reply
before the resolver begins blasting queriesto al configured name servers. By tracking
how fast individua name servers respond and favoring the best performer, the
resolver tries to minimize Smultaneous querying.

The Windows 2000 Professiona resolver adds another twist: if no name serversfrom
aparticular adapter respond during a query round, al name servers from that adapter
are ignored—that is, not queried—for 30 seconds. This penaty-box trestment cuts
down on unnecessary retransmission: if a network connection appears to be dead,
theré's no sense trying its name servers for every query.

6.3 Advanced Resolver Features

The Windows 2000 resolver has some advanced features that are worth describing
here.

6.3.1 Caching
The Windows 2000 resolver stores every record it receivesin a shared cache available

to al programs on the system. The Windows NT 4.0 resolver caches, but only on a
per-process basis. For example, if you have two different web browsers running (say,



Internet Explorer and Netscape Navigator), each hasits own copy of the resolver with
a separate cache. Windows 98, 95, and 3.1 resolvers don't do any caching.

The Windows 2000 resolver obeysthe TTL (timeto live) field on resource recordsiit
caches, up to amaximum of 24 hours by default. So if arecord specifiesaTTL longer
than that, the resolver rounds down to 24 hours. This maximum TTL is configurable
with a Regidry setting:

MaxCacheEntryTt | Li mit

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ DNSCache\ Par anet
ers

Data type: REG DWORD

Range: 0x0 - OxFFFFFFFF seconds

Default val ue: 0x15180 (86,400 seconds = 24 hours)

The Windows 2000 resolver also supports negative caching. It caches negative
responses for five minutes by default. This negative caching timeout is also
configurable with a Regidtry setting:

Negati veCacheTi ne

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ DNSCache\ Par anet
ers

Data type: REG DWORD

Range: 0x0 - OxFFFFFFFF seconds

Default val ue: 0x12C (300 seconds = 5 mi nutes)

To disable negative caching atogether, st this vaue to zero.

To view the resolver's cache, use ipconfig /displaydns. To clear the cache, type
ipconfig /flushdns.

6.3.2 Subnet Prioritization

Thisfeature is andogous to the BIND resolver's address-sorting feature. When the
resolver receives multiple address records for the same domain name, it examines the
IP address in each record and adjusts the order of the records before returning the list
to the calling application: any records with | P addresses on the same subnets asthe
host on which the resolver is running are moved to the top of the list. Since most
gpplications use addresses in the order returned by the resolver, this behavior causes
traffic to remain on loca networks.

For example, Movie University has two mirrored web servers on two different
subnets

192. 253. 253. 101
192. 249. 249. 101

WW. novi e. edu.
WWW. novi e. edu.

IN A
IN A
Let's say the resolver on terminator.movie.edu (192.249.249.3) sends a query and
receives these records. It sorts the record with address 192.249.249.101 to the top of
the list because terminator shares a network with that address.



Note that this behavior defeats the round-robin feature implemented by most name
servers. Round robin refers to the name server behavior of rotating the order of
multiple address records in successive responses to distribute the load among the
servers (again taking advantage of the behavior of most gpplications to use the first
addressin the list returned by the resolver). With subnet prioritization enabled, the
order of the records is subject to shuffling by the resolver. Y ou can disable subnet
prioritization with a Regidry sdting:

PrioritizeRecordData

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ DNSCache\ Par anet
ers

Data type: REG DWORD

Range: 0 - 1

Default value: 1 (Subnet prioritization enabl ed)

6.3.3 Loose Response Acceptance

By default, the Windows 2000 resolver accepts and caches any response it receives,
even if it arrives from an unexpected source (i.e., aname server the resolver did not
query)! We think this behavior is more than a little dangerous because it opens up
your resolver to spoofing attacks. It's easy to forge a DNS response and send it to an
unsuspecting resolver, which then caches it. Fortunately, this behavior can be disabled
with a Regidtry stting:

Queryl pivat chi ng

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ DNSCache\ Par anet
ers

Data type: REG _DWORD

Range: 0 - 1

Default value: 0O (IP addresses of responses are not checked)

6.4 Other Windows Resolvers

Since you probably have hosts running older versions of Windows on your network,
it's helpful to know how these older resolvers behave, too.

6.4.1 Windows 95

Windows 95 includes its own TCP/IP stack with a DNS resolver. In fact, Windows 95
actualy includes two TCP/IP stacks: one for TCP/IP over LANSs and another for
TCP/IP over dia-up connections. To get to the main DNS configuration pandl, go to
the Control Panel, then slect Network . Select TCP/IP, then click the Properties
button. This brings up a new didog, which looks similar to the one in Figure 6-10.
Choose the tab labeled DNS Configuration.



Figure 6-10. Resolver configuration under Windows 95
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Configuration usng this pand isfairly sdf-explanatory: first select Enable DNS to
turn on DNS resolution, then fill in the PC's hostname (in this case, the first labd of

its domain name) in the Host fidd and the loca domain name (everything after the
firg dot) in the Domain field. Add the IP addresses of up to three name serversyou
want to query, in the order in which you want to query them, under DN'S Ser ver

Sear ch Order. Findly, fill in the doman namesin the search lis under Domain
Suffix Search Order in the order in which you want them appended. If you leave out
the Domain Suffix Search Order, the Windows 95 resolver derives one from the
local domain name in the same way a Windows 2000 resolver does: appending
successive parent domains with at least two labels.

One interesting note about the current version of Windows 95: you can configure a
different set of name servers for each did-up connection you might haveto an ISPin
the Did-Up Networking (DUN) configuration. To configure DUN-specific resolver
settings, double-click onthe My Computer icon on your desktop, then double-click
on Dial-Up Networking, right-click on the name of the connection whose resolver
settings you'd like to configure, and select Properties. Select the Server Typestab
and click on TCP/IP Settings. You'll see the window shown in Figure 6-11.



Figure 6-11. DUN resolver configuration under Windows 95
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If you leave the Server assigned name server addr esses radio button checked, the
resolver retrieves the name serversit should query from the server you did into. If

you check Specify name server addr esses and specify the addresses of one or two
name servers, Windows 95 tries to use those name servers when the DUN connection
isactive.

Thisisredly useful if you use multiple 1SPs and each hasits own name servers.
However, configuring name serversin the TCP/I P Properties panel overridesthe
DUN-gpecific name servers. To use the DUN - specific name server feature, you must
leave the TCP/IP Properties pane blank except for enabling DNS and specifying the
locd hogtname. This limitation is due to alack of integration between the did-up and
LAN TCP/IP stacks and is corrected in DUN 1.3. See Knowledge Base article
Q191494 for details.?®

6.4.2 Windows 98

The resolver in Windows 98 is amost identical to Windows 95's resolver.

(Graphicdly, infact, it isidentica, so we won't show you any screen shots.) The

magjor differences between the two resolvers are due to the fact that Windows 98 ships
with Winsock 2.0.2” Winsock 2.0, for example, sorts responses as we described in the
previous section on subnet prioritization. For details, see Knowledge Base article
Q182644.

Configuring DUN-gpecific name servers dso works with Windows 98. The resolver
queries the name servers lised in the TCP/IP Properties pand and the DUN-specific

26 . . . .
To access a Microsoft Knowledge Base article by article ID number, go to http://search.support.microsoft.com/kb/ and
check the Specific article ID number radio button, then type the article ID number in the search field.

The version of Winsock in Windows 95 can be upgraded to 2.0; see Knowledge Base article Q182108.




name servers smultaneoudy and takes the first positive answer it receives from either
&t If the resolver recelves only negative answers, it returns a negative answer.

6.4.3 Windows NT 4.0

In Windows NT, LAN resolver configuration is done from a single pand that looks
remarkably smilar to Windows 95's, since NT 4.0 incorporated the Windows 95
"shdl." In fact, other than the presence of the new Editbutton and the handy little
arrows that alow you to reorder name servers and elements of the search lit, there's
redlly no semantic difference between them, as shown in Figure 6-12.

Figure 6-12. Resolver configuration under Windows NT
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To get to the DNS Configurationpand, go to the Control Panel, click on Network,,
and sdlect the Protocols tab. Double-click on TCP/IP Protocol, then select the DNS
tab.

Windows NT aso alows users to configure resolver settings specific to particular
dia-up networking connections. To configure these, click on the My Computer icon,
select Dial-Up Networking, pull down the top selection box, and choose the name of
the DUN connection whose resolver you'd like to configure. Then click onthe M ore
pull-down and select Edit Entry then Modem Properties. Select the Server tab on
the resulting window, and click on the TCP/I P Settings button. Y ou'll see the same
window you'd see in Windows 95 (shown earlier).

If you leave the Server assigned name server addr esses radio button checked, the
resolver retrieves the name serversit should query from the server you did into. If

you check Specify name server addresses and specify the addresses of one or two
name servers, Windows NT uses those name servers when the DUN connection is



active. When you drop the DUN connection, NT revertsto using the LAN resolver's
Settings.

The Windows NT 4.0 resolver caches name-to-address mappings on a per- process
basis, according to the TTL on the returned address records, as mentioned ealier.

Microsoft updated the resolver fairly extensvely in Windows NT 4.0, Service Pack 4.
The SP4 resolver supports subnet prioritization. See Microsoft Knowledge Base
article Q196500 for details. The SP4 resolver also lets you turn off caching in the
resolver usng a Registry value. For details, see Knowledge Base article Q187709.
The SP4 resolver uses the same, more aggressve retransmisson agorithm as the
Windows 2000 resolver. See Knowledge Base article Q198550 for details.

6.5 Sample Resolver Configurations

Let's go over what some Windows 2000 resolver configurations look like on redl
hosts. Resolver configuration needs vary depending on whether or not ahost runsa
local name server, so well cover both cases: hosts using remote name servers and
hogts running name serverslocdly.

6.5.1 Remote Name Server

We, asthe administrators of movie.edu, have been asked to configure a professor's
new workgtation, which doesn't run a name server. Deciding which domain the
workgtation belongs inis easy: thereé's only movie.edu to choose from. However, the
professor is working with researchers at Pixar on new shading agorithms, so perhaps
itd be wise to put pixar.comin her workstation's list of DNS suffixes to gppend.

The new workstation is on the 192.249.249.0 network, so the closest name servers are
wor mhole.movie.edu (192.249.249.1) and terminator.movie.edu (192.249.249.3). Asa
rule, you should configure hogts to first use the closest name server available. (The

closest possible name server is aname server on the loca hogt; the next closestisa

name server on the same subnet or network.) In this case, both name servers are

equally close, but we know that wormhole is bigger (it's afaster hogt, with more

Capecity).

Since this particular professor is known to get awfully voca when she has problems
with her computer, well dso add terminator.movie.edu (192.249.249.3) as a backup
name server. That way, if wormhole is down for any reason, the professor's
workgtation can dill get name service (assuming terminator and the rest of the
network are up).

Figure 6-13 shows what her workstation's resolver configuration will look like,



Figure 6-13. Example resolver configuration

2 x|
IF Settings DM5 | wANS | Options |
DS server addimszes, n osdes of use:
1322492491 S

dudd. Edt.. R

The followsing three setings are apphed to all connechions with TCRAP
enabled. For resolution of unqualified names:

U dAppend pimary and cormecton speclic DNS sufines

i+ pppend these DNS auffives (in order}

e, e i .

Add. Edil. | HAemove

DMNS suffs for this connection: |

[¥ FRegister this conmection’s addesses in DNS
[ Use this conmechon’s DNS suifis in DNS registration

6.5.2 Local Name Server

Next, we have to configure the universty mail hub, postmanrings2x, to use DNS.
postmanrings2x is shared by dl groupsin the movie.edu domain. Weve recently
configured a name server on the host to help cut down the load on the other name
servers, so we should make sure the resolver queries the name server on the local host
fird.

If we decide we need a backup name server—a prudent decision—we can add a name
server to the DNS server addresses, in order of use field. Whether or not we
configure a backup name server depends largely on the reliability of the loca name
server. A robust name server implementation will kegp running for longer than some
operating systems, so there may be no need for a backup. If the loca name server has
ahigory of problems, though—say it hangs occasiondly and stops responding to
queries—it's prudent to add a backup name server.

To add a backup name server, wejust ligt the local name server firgt inthe list of DNS
suffixes to append and then list one or two backup name servers. Since weld rather be
safe than sorry, we're going to add two backup name servers. postmanrings2x ison
the 192.249.249.0 network, too, so terminator and wormhole are the closest name
serversto it (besdesits own). Thefind configuration is shown in Figure 6-14.



Figure 6-14. Another example resolver configuration

Advanced TCP/IP Sektings _ 2 i d |

IP Setings DN | WANS | Optiors |

DS server addiezzes, n osdes of use:
1592.249.249.20
152.249.2491

7]
152.2459.2493 _H

dadd. Edit... Remawve I

The: following thies settings ae apphed ko al connections with TCRAF
enabled. For resolution of ungualfied names:

" Append pimary and conmection specific DNS wuffives
r Fati i
i+ Append these DNS suffives in order

bad. | Edit . Flamove i

NS suffik for this connechion: |
[v Fegister this connection’s addeszes in DNS
[ Use thiz conmachon’s DN S suffix in DHS registration

Ok Cancel




Chapter 7. Maintaining the Microsoft DNS Server

"Well, in our country," said Alice, still panting a little, "you'd
generally get to somewhere else—if you ran very fast for along time as
we've been doing.”

"A slow sort of country!" said the Queen. "Now, here, you see, it takes
all the running you can do, to keep in the same place. If you want to
get somewhere else, you must run at least twice as fast as that!"

This chapter discusses a number of related topics pertaining to name server
maintenance. Well talk about commands you can (and can't) send to a running name
sarver, modifying the zone data files, and keeping the root name server cachefile up
to date. Well dso list common Event Log messages.

This chapter doesn't cover troubleshooting problems. Maintenance involves keeping
your data current and watching over your name servers as they operate.
Troubleshooting involves putting out fires—those little DNS emergencies that flare
up periodicdly. Firefighting is covered in Chapter 13.

7.1 What About Signals?

Those of you familiar with the BIND name server know that it's possibleto signd a
running name server to perform certain tasks, such as rereading its configuration file
or turning on debugging information. The Microsoft DNS Server has no exact andog
to aBIND name server's Sgnas, but you can gill make it perform certain tasks while
running. Well go over the tasks possible using signas on a BIND name server and
show how to accomplish the same thing (if possible) with the Microsoft DNS Server:

Restart the name server

You can sgna aBIND name sarver to rereed its configuration file and zone
data files. There's no comparable Microsoft DNS Server command. If the
server obtains its configuration information from the Registry (the default
mode), this command isn't necessary: as you make configuration changes with
the DNS console, they take effect immediately in the running name server. If
the server isusing a BIND-style boot file, you must sop and restart the server
after making a change to the boot file. For more information on the server
"boot method,” see Appendix C.

Dump a copy of the name server's internal database to a file

A BIND server can dump its entire memory database of authoritative data,
cached data, and root name server "hints' to afile. There's no direct Microsoft
DNS Server equivaent, but you can come close—dl thisinformation is
visblein the DNS console. To see authoritative data, just select the
gppropriate zone. By selecting the Cached L ookupsfolder, you can seethe



conterzlgs of the name sarver's cache aswell asthe lis of root name serversit's
usng.

Dump name server statistics to a file

Y ou can't dump the Microsoft DNS Server's usage atistics to afile, but you
can view them from System Monitor (a Microsoft Management Console snap-
in). Satigtics are covered in detall at the end of this chapter.

Start/stop writing debugging information to a file

The Microsoft DNS Server can log severd different kinds of debugging-
related information to afile. This behavior is controlled from the L oggingtab
of the server properties window, where you can select the types of debugging
information that should be logged.

Log all queries

Aswith aBIND server, you can adso direct the Microsoft DNS Server to log
individua queries processed. Use the Query option on the L ogging tab.

The main thing you can do to arunning Microsoft DNS Server isstop it and gart it
again. What happens when you stop and start the server? Remember that the name
server answers queries from itsin-memory database. This database includes three
kinds of information: authoritative data (zones for which the server isa primary
master or dave), cached data (answers from other name servers), and root name
server "hints' (the list of root name servers from the root name server cachefile,
cache.dns). When you stop the name server, this dataiis lost.

When you restart the server, it reloads the authoritative data from the zone deta files

on itsdisk. Zones for which the server is a primary master are loaded and not read
again for the lifetime of the server process. (Of course, you can make a changeto a
primary zone with the DNS console and direct the server to writeto the zone datafile
with Action —?Update Server Data Files, but the server reads the zone datafile only
at startup.) Zones for which the server is adave are dso loaded from the zone data
files. But for each zone, the server queriesits master (usudly the zone's primary

master) for the SOA record to compare serid numbers. If the master's serid number is
larger than the seria number in the zone just loaded from disk, the server performs a
zone trandfer.

The server also reads cache.dns at startup. In Chapter 4, we described how root name
server information is used not directly, but asa"hint" to find the current list of root
name servers: the server queries aroot name server from cache.dns for the current list
of root name servers, and the results are the first records in the cache. Remember, the
cache is empty when the server starts up.

28 ) ) . ) ) _)
You can see the Cached Lookups folder only if the DNS console is showing the advanced view: select View
Advanced.



7.2 Logging

The version of the Microsoft DNS Server shipped with Windows 2000 is much
improved over its Windows NT 4.0 predecessor when it comes to logging and
debugging. Previous versons of the server were like a"black box" you couldn't see
indde of. But now you can direct the server to write severd different kinds of helpful
logging and debugging information while it's running.

To enable this feeture, right-click on aserver in the |eft pane of the DNS console,
choose Properties, then sdect the L ogging tab. The window looks like the one
shown in Figure 7-1.

Figure 7-1. Server properties, Logging tab
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7.3 Updating Zone Data

For nearly al changesto your zones, you'll use the DNS console. In Chapter 4 we
described how to add a name server to the DNS console, creste zones, and creste
resource records. Deleting these objects is easy: just select the object by left-dicking
it, then press Delete (or sdlect Action —2?*Delete). Modifying objectsis aso
graightforward. Name server names and zone names cannot be changed but must be
deleted and added with the new name. For example, if the name of a name server
you're managing changes, you have to delete the name server within the DNS console
and replace it with the new name. The same thing goesif you change the name of a
zone, say from movie.edu to movie.net.

Changing resource record datais easy, too. Just double-click the record in the right
pane (or sdlect it with asingle click and choose Action —2Properties). Youll seethe
same window as when you added the record. Note that you can change resource



record data (also called RDATA) but not the name of the record (the owner). In other
words, you can change the right Side of the record but not the left Sde (as viewed in
the DNS consol€es right pane or in the zone data file). So you can change the |IP
address of terminator's A record, but you can't change terminator to terminator2. If
you need to change the owner, you'll have to delete the record and replace it with the
new owner.

7.3.1 Adding and Deleting Resource Records by Hand

Mogt of the time, you redly should use the DNS console to make changesto your
zones. The DNS console is much more versatile than its Windows NT 4.0
predecessor, the DNS Manager, but still isn't suited for some tasks—sometimes you
might want to edit the zone data files by hand. For example, adding, deleting, or
changing alot of records a once is tough with the DNS console but easy with alittle
Perl code or agood text editor. If you run aname server for long enough, youll
eventudly want to make a change outsde the DN'S console.

Editing by hand is alittle complicated because you have to manudly perform some
Seps that the DNS console does for you autometically. The following list describes
what to do:

1. Remember that dl changes must be made on a zone's primary master name
server. Thisisthe case whether you're using the DNS console or editing by
hand. If you make changes to the zone data file on adave, the next zone
transfer from the primary master will overwrite your work.

2. If you've made any changes using the DNS console since you started the name
server (that usually means since the last reboot), stop the name server. Here's
why: when you change a zone with the DNS console, the change takes effect
in the primary magter name server's memory right away, but the zore detafile
on disk is not updated immediately. The name server sets an internd "update
pending" flag to remind itsdlf that that zone's data file needs updating. If you
sdlect Action —?Update Server Data Files, dl the zone datafiles of changed
zones are updated and any flags are cleared. But if the server stops (whether
it's halted by you or by a system reboot—or for any other reason) and some
zones have their update pending flags set, the server updates the corresponding
zone data files before terminating. So you can see what happensif you make a
change by hand but forget about a recent change made with the DNS console;
when you stop and restart the server to put the manua change into effect, the
zone data file gets updated, and your manud editing islogt.

3. Find the zone datafile of the zone you want to change. Recal from Chapter 4
that the zone datafiles are stored in %SystemRoot%\system32\dns and the
default naming convention is the name of the zone followed by the .dns
extenson—for example, movie.edu.dns.

4. Bring up the zone datafile in your favorite text editor. Notepad is a good
choice; Microsoft Word isn't. Whatever you use, make sure you eventualy
save thefilein plain text format. That's why we like Notepad—you can't save
afile asanything but plain text.

5. Increment the serid number in the SOA record at the top of thefile. (Seethe
next section for more information on SOA serid numbers)) Since the SOA



record is a the top of thefile, it'sagood ideato update it first so you won't
forgetto doiit later.

6. Makewhatever changes you need to make. If you're adding a hogt, you might
need MX records in addition to the A record. For example, we added the
following resource records to movie.edu.dns when we added the new host cujo

to our network:
7. cujo IN A 192.253.253.5
8. IN MX 10 cujo

IN MX 20 term nator

9. When you're done, don't forget to save the file!

10. Don't forget to add PTR recordd! If you're adding a host, you should add a
PTR record to the appropriate in-addr.arpa zone for each of its |P addresses.
This step is easy to forget, because the DNS console adds PTR records for you
automaticaly. And remember—if you change a zone, don't forget to
increment the serid number in its SOA record. Our new host cujo hasonly
one IP address, 192.253.253.5, so we added one PTR record to the
253.253.192.in-addr.arpa.dnsfile

5 I N PTR cuj o. novi e. edu.

Y our changes won' take effect until you restart the primary master name server: stop
it, and then art it again. Thisis another task handled by the DNS console. When you
make changes with the DNS console, the changes take effect immediately in the name
server's memory and get written to disk later. Editing by hand reverses the process.
you make the changes firgt on disk and have to restart the name server to get the
changesinto its memory.

Save name servers will load the new data after some length of time within the time
interva defined in the SOA record for refreshing their data. Sometimes your users
won't want to wait for the daves to pick up the new data—they'll want it available
right away. (Are you wincing or nodding knowingly as you read this?) Can you force
adaveto load the new information right away? If you've enabled zone change
notification, the daveswill pick up the new data quickly because the primary master
natifies the dave of changes within 15 minutes of the change. (See Chapter 10 for
more information on zone change natification.) If you don't have natification set up,
you should! But you can get the same effect the hard way by restarting the name
server on each of the daves. When the name server starts up, it does a serid number
compare with its master for every zone for which itsadave. If it discovers an out-of-
date zone, it immediately performs a zone trandfer.

To delete a hogt, remove dl the resource records pertaining to it from the appropriate
zone datafiles. Make sure you remove the A record, any MX records, and the PTR
record. Also be sure to increment the serid number in each zone data file you modify
and restart your primary master name server. (But, redigticaly, deleting hosts is best
done with the DNS console.)

7.3.2 SOA Serial Numbers

Every zone has a serid number. Every time the datain afile is changed, the zone's
serid number must be incremented. If the serid number is not incremented, dave



name servers for the zone will not pick up the updated data. The changeissimple. If
the origind datafile had the following SOA record:

novi e. edu. I N SOA term nator.novie.edu. al.robocop.novie.edu. (

100 ; Seria
10800 ;. Refresh
3600 ; Retry

604800 ; Expire
86400 ) ; Mninmum TTL

the updated data file would have the following SOA record:

novi e. edu. I N SOA terninator.novie.edu. al.robocop. nmovie.edu. (

101 ; Seria
10800 ;. Refresh
3600 ; Retry

604800 ; Expire
86400 ) ; Mninmum TTL

Thissmple change is the key to digtributing the datato al of your daves. Failing to
increment the serid number is the most common mistake made when updating by
hand. The firgt few times you make a change manudly, youll remember to update the
serid number because this processis new and you are paying close attention. After
modifying zone data files becomes second nature (we bet you can't wait for that),
you'll make some "quicki€" little change, forget to update the serid number... and
none of the daveswill pick up the new data. Eternd vigilance is the price of
modifying zone data files by hand.

There are several good ways to manage integer serid numbers. The obviousway is
just to use a counter: increment the serid number by one each timethefileis

modified. That's what the DNS console does. Every time it updates a zone, it
increments the zone's serid number. If you make changes with the DNS console,
you're locked into this method. If you modify the zone datafiles only by hand, you
have other options, such as deriving the serid number from the date. For example,

you could use the eight-digit number formed by <year><month><day>. Suppose
today is March 5, 2001. In thisform, your serid number would be 20010305. This
scheme dlows only one update per day, though, and that may not be enough. Add
another two digits to this number to indicate how many times the file has been

updated that day. The first number for March 5, 2001, would then be 2001030500.
The next modification that day would change the seria number to 2001030501. This
scheme alows 100 updates per day. Whatever scheme you choose (or are forced to go
aong with), the serid number must fit in a32-hit integer. And since you probably

want to use the DNS console at least some of the time, you may just want to follow its
numbering scheme.

7.3.3 Additional Records

After you've been running a name server for awhile, you may want to add data to
your name server to help you manage your domain. Have you ever been sumped
when someone asked you where one of your hosts is? Maybe you don't even
remember what kind of host it is. Adminidrators have to manage larger and larger
populations of hosts these days, making it easy to lose track of thisinformation. The



name server can help you out. And if one of your hogts is acting up and someone
notices remotely, the name server can help them get in touch with you.

So far, weve covered records critical to everyday operation: SOA, NS, A, CNAME,
MX, and PTR. Name servers need these records to operate, and applications look up
data of these types. Two other useful resource record typesare TXT (text) and RP
(Responsible Person); these can be used to tell you the machine's location and who is
respongble for it. But DNS defines ftill more data types. For a complete list of the
resource records, see Appendix A.

7.3.3.1 General text information

TXT gtands for TeXT. These records contain Smply alist of strings. The Microsoft
DNS Server supports one string of up to 255 characters per TXT record. TXT records
can be used for anything you want; acommon useisto lig ahogst's location. Cregating
aTXT record iseasy: just highlight the zone or domain in the DNS consol€'s | eft pane
and select Action —>Other New Recor ds.... In the Resour ce Record Type window,
choose TXT and sdlect Create Record..., thenfill in the fidds as shown in Figure 7-

2.

Figure 7-2. Creating a TXT record
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The TXT record shown in Figure 7-2 looks like thisin azone datafile

cujo IN TXT "Location: nmachine room dog house"

7.3.3.2 Responsible Person

Domain adminigtrators will undoubtedly develop alovelhate relationship with the
Responsible Person (RP) record. The RP record can be attached to any domain name,
internal or leaf, and indicates who is responsible for that host or domain. This enables



you to locate the miscreant responsible for the host peppering you with DNS queries,
for example. But it aso leads people to you when one of your hosts acts up.

The record takes two arguments as its record- Specific data: an eectronic mail address,
in domain name format; and a domain name, which points to additiond data about the
contact. The eectronic mail addressisin the same format the SOA record uses: it
subdtitutes adot (.) for the & sign (@). The next argument is a domain name, which
must have a TXT record associated with it. The TXT record contains free-format
information about the contact, such as a full name and phone number. Y ou can omit
ether fidd and specify the root (.) as a placeholder instead.For example, let's say that
the Movie U. Network Hotline is responsible for the host robocop. It aso happens
that the Movie U. hotline reads al mail sent to root@movie.edu. You'd add the RP
record shown in Figure 7-3with Action —?Other New Records....

Figure 7-3. Creating an RP record
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You'd aso add the TXT record shown in Figure 7-4 for hotline.movie.edu.

Here's what these records would look like in a zone data file:

r obocop IN RP root. novie.edu. hotline.novie.edu.
hotl i ne IN TXT "Movie U Network Hotline, (415) 555-4111"

Notethat a TXT record for root.movie.edu isnt necessary sinceit's only the domain
name encoding of an dectronic mail address, not ared domain name.



Figure 7-4. Creating an associated TXT record
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7.3.4 Keeping db.cache Current

Aswe explained in Chapter 4, the cache.dns file tells your server where the servers
for the root zone are. We aso explained that, unlike a BIND name server (which
never modifies the cache file), aMicrosoft DNS Server updates cache.dns with its
current notion of the root name servers every time it exits.

The root name servers don't change very often, but they do change. A Microsoft DNS
Searver that sarts with a proper cache file should, in theory, dways have the current

list of root name serversin its cachefile. A good practice and a part of maintaining
your name server isto check your cache.dns file a couple times ayear. In Chapter 4,
we told you to get the current cachefile by ftping to ftp.rs.internic.net. That's
probably the best method to keep the file current. Remember that you must stop the
name server before updating cache.dns! If you dont, the cachefile you ingdl will be
overwritten the next time the server does stop.

Y ou can use dig,?® autility that works like nslookup, to retrieve the current list of
roots just by running:

C.\> dig @.root-servers.net . ns > cache.dns

29
dig is a powerful DNS query tool that comes with BIND. Unfortunately, it isn't shipped with Windows 2000, but you can get
a version of dig that runs on Windows 2000 from ftp://ftp.isc.org/isc/bind/contrib/ntbind-8.2.4/BIND8.2.4Tools.zip.




7.4 Zone Data File Controls

The datafilesfor al name servers, whether Microsoft or BIND, can include two
control entries: SORIGIN and $INCLUDE. $ORIGIN changes the origin, and
$INCLUDE inserts anew file into the current file. These control entries are not
resource records, they facilitate the maintenance of DNS data. They were designed
back in the "good old days' as a shortcut for people who had to edit zone data files by
hand. If you make changes to your zones with the DNS console only, you won't
encounter these controls: the Microsoft DNS Server doesn't use them in the zone data
filesit generates. However, some day you might need to work with zone data files
created by hand, so it'simportant that you understand these controls.

7.4.1 Changing the Origin in a Data File

The default origin for aDNS datafile is just the domain name of the zone. The origin
isadomain name that is gppended automaticaly to al names not ending in adot. This
origin can be changed within the zone data file usng $ORIGIN, which must be
followed by adomain name. (Don't forget the trailing dot if you give the full domain
name!) From that point in the file on, the new will be origin appended to dl names not
ending in adot.

If we didn't have the DN'S console to make changes and had to edit files by hand, wed
run into times when $ORIGIN would save us some work. For example, if your name
server were responsible for anumber of subdomains, you could use the SORIGIN
entry to reset the origin and smplify the files. For example, from the movie.edu zone
datafile

$ORI G N cl assi cs. novi e. edu.
mal t ese IN A 192.253.253.100
casabl anca IN A 192.253.253.101

$ORI G N comedy. novi e. edu.

mash IN A 192.253. 253. 200
twi ns IN A 192.253. 253. 201

Well discuss creating subdomains in Chapter 9.
7.4.2 Including Other Data Files

To continue our example of editing zone data files by hand: once you've subdivided
your domain like this, you might find it more convenient to keep the subdomain
records in separate files. The $INCLUDE statement would let you do this:

$ORI G N cl assi cs. novi e. edu.
$1 NCLUDE cl assi cs. dns

$ORI G N conedy. novi e. edu.
$!I NCLUDE conedy. dns

To smplify the file even further, the new origin can be specified on the SINCLUDE
line



$1 NCLUDE cl assi cs. dns cl assi cs. novi e. edu
$1 NCLUDE conedy. dns conedy. novi e. edu

When you specify the origin on the SINCLUDE line, it gpplies only to the particular
file that you're including. For example, the comedy.movie.edu origin gpplies only to
the namesin comedy.dns. After comedy.dns has been included, the origin returnsto
what it was before SINCLUDE, even if comedy.dns contained an $ORIGIN entry.

Remember that, gtrictly spesking, you don't need to know anything about these
directives to create subdomains with the DNS console, and the Microsoft DNS Server
doesn't generate zone data files using these shortcuts. But you do need to know about
them to complete your knowledge of zone datafiles.

7.4.3 Keeping Everything Running Smoothly

A dgnificant part of maintenance is being awvare when something has gone wrong—
before it becomes ared problem. If you catch a problem early, chances are it'll be that
much eader to fix. As the adage says, an ounce of prevention isworth a pound of

cure.

Thisisn't quite troubleshooting—weéll devote an entire chapter to troubleshooting
(Chapter 13)—but you can think of it as " pre-troubleshooting.” Troubleshooting (the
pound of cure) iswhat you have to do if you ignore maintenance, after your problem
has deve oped complications, when you need to identify the problem by its symptoms.

The next two sections ded with preventive maintenance: looking periodicdly at the
Event Log and the name server gatistics to see whether any problems are developing.
Congder thisaname server's medica checkup.

7.4.4 Common Event Log Messages

The Microsoft DNS Server logs events to the System Log. To view the events, use the
Event Viewer, which you gtart with Start —2*Programs —?Administr ative Tools —2
Event Viewer. The DNS server logs to a specia category caled, appropriately
enough, DNS Server. Make sure you're looking at the correct |og messages by
sdecting DNS Ser verin the left pane. To save space, when we describe an event we
won't show a screen shot of the complete event. Instead, welll list just the description
from the event detail. (Double-click an event to seeits details,) Well dso list the

Event 1D in parentheses after the text of the event.

When the server starts up (either at boot time or because you restarted it) and is ready
to answer queries, youll seethis event:

The DNS Server has started. (1D 2)

For a hedlthy server, you should see this event after booting. If you stop the server
manudly, youll seethis event:

The DNS Server has shutdown. (ID 3)



If aserver isadave for azone, it will notify you every time it performs a zone
trander:

A nore recent version, version 2000120500 of zone novie.edu was found
at DNS server
at 192.249.249.3. Zone transfer is in progress. (ID 6522)

The DNS server wote version 2000120500 of zone nmpvie.edu to file
nmovi e. edu. dns.
(1D 3150)

Youll dso see that last message on the primary master when you make a changeto a
zone through the DN'S console and sdlect Action —?Update Server Data Files. After
the server writes the updated file to disk; it logs that event.

If the primary master is not authoritetive for the zone—another error condition—
youll seethison the dave:

Zone transfer request for secondary zone novie.edu refused by master
server at 192.

249.249. 3. Check the zone at the master server 192.249.249.3 to
verify that zone

transfer is enabled to this server. To do so, use the DNS consol e,
and sel ect naster

server 192.249.249.3 as the applicable server, then in secondary zone
novi e. edu

Properties, view the settings on the Zone Transfers tab. Based on the
settings you

choose, make any configuration adjustnments there (or possibly in the
Name Servers

tab) so that a zone transfer can be nmade to this server. (1D 6525)

Unfortunady, if the name server smply can't reach the primary master (e.g., if it has
gone down), the DNS server never logs an error.

On the other hand, a server that's a primary master for azone will notify you when a
dave does azonetrandfer:

The DNS server successfully conpleted transfer of zone novie.edu to
DNS server at
192.249.249.1. (1D 6001)

If you're missing the cachefile, cache.dns, or azone datafile, the server will log a
flurry of messages. A missing or empty cache file produces these events:

The DNS server could not open the file dns\cache.dns. Check that the
file exists in

t he %Byst enRoot % Syst enB82\ Dns directory and that it contains valid
data. The event

data is the error code. (1D 1000)

The DNS server could not find or open zone file dns\cache.dns. in the
%8y st emRoot %

SystenB2\Dns directory. Verify that the zone file is located in this
directory and

that it contains valid data. (1D 1004)



The DNS server is not root authoritative and no root hints were
specified in the

cache.dns file.

Where the server is not a root server, this file nmust specify root
hints in the form

of at |east one nane server (NS) resource record, indicating a root
DNS server and a

correspondi ng host (A) resource record for that root DNS server.

O herwi se, the DNS

server will be unable to contact the root DNS server on startup and
will be unable to

answer queries for names outside of its own authoritative zones. To
correct this

probl em use the DNS console to update the server root hints. For
nore information,

see the online Help. (1D 707)

The DNS server does not have a cache or other database entry for root
nane servers.

Either the root hints file, cache.dns, or Active Directory nust have
at | east one

name server (NS) resource record, indicating a root DNS server and a
correspondi ng

host (A) resource record for that root DNS server. Oherw se, the
DNS server will be

unabl e to contact the root DNS server on startup and will be unable
to answer queries

for nanes outside of its own authoritative zones. To correct this
probl em wuse the

DNS consol e to update the server root hints. For nore information,
see the online

Help. (1D 706)

The somewhat cryptic message "The event detais the error code" makes more sense
when viewing the message in Event Viewer. This message means there's a specific
error code listed in the Data field at the bottom of the Event Proper ties window for
this event.

A missng zone datafile, say movie.edu.dns, generates these events:

The DNS server could not open the file dns\novie.edu.dns. Check that
the file exists

in the %Byst enRoot % Systen82\Dns directory and that it contains
valid data. The event
data is the error code. (1D 1000)

The DNS server could not find or open zone file dns\novie. edu. dns.
in the

%8y st emRoot % Syst enB2\Dns directory. Verify that the zone file is
| ocated in this

directory and that it contains valid data. (1D 1004)

The server dso logs asyntax error in azone datafile. If you dways make changesto
your zones using the DNS console, you shouldn't see syntax errors. Editing by hand
can get you into trouble, though. Here's what happens when the server encounters a
syntax error:



The DNS server unexpected end of line, in zone file novie.edu.dns at
line 5. To

correct the problem fix this Iine in the zone file, which is |ocated
in the

%8y st emRoot % Syst enB2\Dns directory. (1D 1505)

The DNS server is ignoring an invalid resource record in zone file
novi e. edu. dns at

line 5.

See the previously | ogged event for a description of the error

Al t hough the DNS server continues to load, ignoring this RR, it is
recommended t hat

you investigate the error associated with this record and either
correct it or renmove

it fromthe zone file. (1D 1508)

If you put an invaid | P address (such as an | P address not corresponding to a network
interface on the server) inthe DN'S Server | P Addresses fidd of the Server
Properties nter faces window, you'll seethis

The DNS server list of restricted interfaces contains |IP addresses
that are not

configured for use at the server conputer.

Use the DNS nmmnager server properties, interfaces dialog, to verify
and reset the IP

addresses the DNS server should listen on. For nore information, see
"To restrict a

DNS server to listen only on selected addresses” in the online Help
(1D 409)

Note that the server will not receive queries sent to the wildcard address 0.0.0.0.

For alist of most of the events logged by a Microsoft DNS Server, see article
Q259302 in the Microsoft Knowledge Base:
http://support.microsoft.com/support/kb/articles Q259/3/02.ASP.

7.4.5 Understanding Name Server Statistics

Y ou should periodicaly look over the statistics on some of your name servers. Name
server datistics are viewed with the System Monitor. To start it, sdect Start —2
Administrative Tools —2Performance. Make sure System Monitor issdected in
the | eft pane, right-click in the right pane, and sdect Add Counters.... Select DNSin
the Perfor mance obj ectpull-down ligt. You'll seealist of al the server parameters
that you can monitor in red time. A brief explanation of each parameter isavailablein
the Windows 2000 online help system document entitled "Monitoring server
performance." To view this document, choose Start —?Help, select the | ndex tab,
and type Performance, DNS servers.

Sdecting dl parametersis not useful—it produces too much information. To get an
idea of the amount of memory being used by the server, choose Caching Memory
and Database Node Memory. To see how busy the server is—that is, how many
queriesit is handling—look at Total Query Received/sec and Total Response
Sent/sec. To sdlect several parameters, hold down the Ctrl key while sngle-dicking.
When you've sdlected dl the ones you want, choose Add, then Close. Note that you



have to savethislig if you want to avoid selecting the list of parameters again. Select
Console —?Save As... to produce a.msc file that you can use for subsequent
monitoring sessons.



Chapter 8. Growing Your Domain

"What size do you want to be?" it asked.

"Oh, I'm not particular asto size,"” Alice hastily replied; "only one
doesn't like changing so often, you know...."

"Are you content now?" said the Caterpillar.

"Well, | should like to be a little larger, sir, if you wouldn't mind...."

8.1 How Many Name Servers?

We st up two name servers in Chapter 4. Two servers are as few as you'll ever want
to run and, depending on the size of your network, you may need to run many more. It
is not uncommon to run from five to seven servers, with one of them off-site. How
many name servers are enough? You'll have to decide that based on your network.
Here are some guiddinesto help out:

Run at least one name server on each network or subnet you have. This
removes routers as a point of faillure. Make the most of any multihomed hosts
you may have since they are (by definition) attached to more than one
network.

If you have afile server and some diskless nodes, run a name server on thefile
server to serve this group of machines.

Run name servers near, but not necessarily on, large multiuser computers. The
users and their processes probably generate alot of queries and, as
adminigrators, you will work harder to keep amultiuser host up. But balance
thelr needs againg the risk of running a name server—a security-critica
server—on a system to which lots of people have access.

Run one name sarver off-gte. This makes your deta available when your
network isnt. Y ou might argue that it's usdless to look up an address when you
can't reach the hogt. Then again, the off-site name server may be available if
your network is reachable but your other name servers are down. If you have a
close rdaionship with an organization on the Internet—say ancther university
or a business partner—they may be willing to run adave for you.

Figure 8-1 shows a sample topology and a brief analyss to show you how this might



Figure 8-1. Sample network topology
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Notice that if you follow our guiddines, there are till a number of places you could
choose to run aname server. Host d, thefile server for hogts a, b, ¢, and e, could run a
name server. Host g, abig, multiuser hogt, is another good candidate. But probably

the best choice is hogt f, the smdler host with interfaces on both networks. Y ou'll need
to run only one name sexver, ingead of two, and it will run on a closely watched hodt.

If you want more than one name server on ether network, you can aso run one on d
org.

8.1.1 Where Do | Put My Name Servers?

In addition to giving you arough ideaof how many name servers you'l need, these
criteria should help you decide wher e to run name servers (e.g., on file servers and
multihomed hosts). But there are other important considerations when choosing the
right host.

Other factors to keep in mind are the host's connectivity, the software it runs (for
example, the Microsoft DNS Server or BIND), the security of your host, and
maintaining the homogeneity of your name servers:

Connectivity

It's important that name servers be well connected. Running aname server on
the fastest, most reliable host on your network won't do you any good if the
host is mired in some backwater subnet of your network behind adow, flaky
serid line. Try to find ahogt closeto your link to the Internet (if you have
one), or find awell-connected Internet host to act as adave for your zone. On
your own network, try to run name servers near the hubs.



It's doubly important that your primary master name server be well connected.
The primary needs good connectivity to dl the davesthat update from it, for
religble zone trandfers. And, like any name sarver, it will benefit from fast,
reliable networking.

Software

Another factor to consider in choosing a host for a name server isthe software
the host runs. If you bought this book, welll assume it's because you want to
run the Microsoft DNS Server. Kegp in mind that you'll be able to manage
remote name sarvers with the DNS console only if they're running the
Windows 2000 version of the Microsoft DNS Server.

If managing servers with the DNS console isn't important to you (maybe you
like the DNS console frontend for managing zone data, but you're comfortable
editing BIND configuration files by hand), you might consder running some
BIND name servers on your network. Newer BIND name servers are fast and
robust and can interoperate with Microsoft's DNS Server. If you do decide to
implement some BIND name servers, it would be a good ideato run the most
recent verson of BIND, BIND 9. BIND 9 servers can use amore efficient
zone transfer protocol with Microsoft DNS Servers. (See Chapter 10 and
Chapter 13 for more information on interoperability between the Microsoft
DNS Server and BIND.)

Security

Since you would undoubtedly prefer that hackers not commandeer your name
server to assist them in atacking your own hogts or other networks across the
Internet, it'simportant to run your name server on a secure host. Don't run a
name server on abig, multiuser systlem if you can't trugt its users. Computers
that are dedicated to hosting network services but don't permit generd logins
are good candidates for running name servers. If you have only one or afew
redlly secure hosts, consider running the primary master name server on one of
those, Snce its compromise would be more sgnificant than the compromise of
the daves.

Homogeneity

One lagt thing to take into account is the homogeneity of your name servers.
Hopping between Windows 2000 and different versions of Unix can be
frustrating and confusing. Avoid running name serverson lots of different
platforms, if you can. Y ou can waste alot of time porting your scripts (or
ours) from one operating system to another or looking for the location of
nslookup on three different operating systems.

Though these are redlly secondary congderations—it's more important to have aname
server on a given subnet than to have it running on the perfect hos—do keep these
criteriain mind when deciding where to run your name servers.



8.1.2 Capacity Planning

If you have heavily populated networks or users who do alot of name server-intensve
work, you may find you need more name servers than we've recommended to handle
the load. Likewise, our recommendations may be fine for alittle while, but as people
add hosts to your networks or ingtal new name server-intengve programs, you may
find your name servers bogged down by queries.

Jugt which tasks are "name sarver-intensve'? Surfing the Web can be, as can sending
electronic mail, especidly to large mailing ligts. Programs that make lots of remote
procedure callsto different hosts can dso be name server-intengve. Even running
certain graphical user environments can tax your name server. The astute (and
precocious) among you may be asking, "But how do | know when my name servers
are overloaded? What do | look for?' An excellent question!

Memory utilization is probably the most important aspect of a name server's operation
to monitor. dns.exe, the name server process, can get very large on a name server that
is authoritative for many zones. If dns.exé's size, plus the Sze of the other processes
you run, exceeds the size of your host's real memory, your host may swep furioudy
("thrash™) and not get anything done. Ancther criterion you can use to measure the

load on your name server is the load the name server process places on the host's
CPU. Correctly configured name servers don't use much CPU time, so high CPU
usage is often symptomatic of a configuration error. Windows 2000's Performance
tool can help you characterize your name server's average CPU utilization. To seethe
name server's CPU utilization, start the Performance tool (StartPrograms —2
Administrative Tools —2Performance) and sdlect System Monitor in the l&ft pane.
Click on the Add icon (shaped like aplus Sgn) in the right pane. In the resulting
window, choose Process under Per for mance obj ect, then choose % Processor Time
intheleft lig and DNS in theright ligt, asin Figure 8-2. Click on the Add button,

then the Close button. A chart now shows the percentage of processor time the name
saver isusang.

Figure 8-2. Adding counters to monitor DNS server CPU utilization
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Unfortunately, there are no absolute rules when it comes to acceptable CPU
utilization. We offer arough rule of thumb, though: 5% average CPU utilization is
probably acceptable; 10% isabit high, unless the host is dedicated to providing name
sarvice.

Another gatistic to look at isthe number of queries the name server receives per
minute (or second, if you have a busy name server). Again, there are no absolutes
here: a multiprocessor server with oodles of RAM running Windows 2000 can handle
thousands of queries per second without bresking into a sweet, while aless powerful
PC might have problems with more than afew queries per second.

To check the volume of queries your name server is receiving, use the Performance

tool again. Thistime, sdlect DNS under Performance object. You'l seethere are
severd counters to choose from: you can monitor many different aspects of the DNS
server's behavior. To see how busy your server is, pay particular atention to these
counters. Total Query Received, Total Query Received/sec, Total Response Sent,
and Total Response Sent/sec. More information about using the Performance tool to
monitor DNS server performance can be found in Section 7.4.5 in Chapter 7.

Y ou should pay specid attention to peak periods. For example, Monday morning is
often busy because many people like to respond to mail they've received over the
weekend firgt thing on Mondays.

Y ou might also want to take a sample starting just after lunch, when people are
returning to their desks and getting back to work—all a about the same time. Of
course, if your organization is spread across severa time zones, youll have to use
your judgment to determine a busy time.

Even if your hogt isfast enough to handle the volume of queriesit receives, you

should make sure the DNS traffic isn't placing undue load on your network. On most
LANSs, DNStraffic will betoo smdl a proportion of the network's bandwidth to worry
about. Over dow leased lines or dial-up connections, though, DNS traffic could
consume enough bandwidth to merit concern.

To get arough estimate of the volume of DNS traffic on your LAN, multiply the
number of queries received plus the number of answers sent in an hour by 800 bits
(100 bytes, arough average size for a DNS message), and divide by 3,600 (seconds
per hour) to find the bandwidth utilized. This should give you afeding for how much
of your network's bandwidth is being consumed by DNS traffic.

To give you an idea of what's normd, the last NSFNET traffic report (in April 1995)
showed that DNS traffic congtituted just over 5% of the totd traffic volume (in bytes)
on their backbone. The NSFNET's figures were based upon actud traffic sampling,
not calculations like ours using the name server's satistics.° If you want to get amore
accurate idea of the traffic your name server isrecelving, you can dways do your own
traffic sampling with aLAN protocol anayzer.

30 . . e
We're not sure how representative of the current state of the Internet these numbers are, because it's extremely difficult to
wheedle equivalent numbers out of the commercial backbone providers that succeeded the NSFNET.



If you find that your name servers are overworked, what then? Firg, it'sagood ideato
make sure that your name servers aren't being bombarded with queriesby a
mishehaving program. To do that, you'll need to find out the sources of al the queries.

Fortunately, Microsoft added some dick logging capabilities to the Windows 2000
DNS Server (the Windows NT DNS Server was woefully lacking in this areg).
Logging is configured through the L ogging tab of the server properties window
(nght-click on aserver in the DNS console and choose Properties, then click on the
L ogging tab). You'll want to enable the Query category, which logs arecord of every
query to the file %SystemRoot%0\system32\dns\dns.log. A sample logging properties
window is shown in Figure 8-3.

Figure 8-3. The Logging tab of the properties window
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When poring over the example, look for hosts sending repeated queries, especidly for
the same or amilar information. That may indicate a misconfigured or buggy program
running on the host or aforeign name server pelting your name server with queries.

If dl the queries appear to be legitimate, add a new name server. Don't put the name
sarver just anywhere, though; use the logging information to help you decide where
it's best to run one. If DNS traffic is gobbling up your LAN, it won't help to choose a
host a random and creste a name server there. Y ou need to consider which hosts are
sending most of the queries, then figure out how to best provide them name service.
Here are some hints to help you decide:

Look for queries from resolvers on hogis that share the samefile server. You
could run aname server on thet file server.

Look for queries from resolvers on large, multiuser hosts. Y ou could run a
name server there.



Look for queries from resolvers on another subnet. Those resolvers should be
configured to query aname server on their loca subnet. If there isn't one on
that subnet, creste one.

Look for queries from resolvers on the same bridged segment (if you use
bridging). If you run a name server on the bridged segment, the traffic won't
need to be bridged to the rest of the network.

Look for queries from hosts connected to each other via another, lightly
loaded network. Y ou could run a name server on the other network.

8.2 Adding More Name Servers

When you need to create new name servers for your domain, the smplest recourseis
to add daves. Y ou aready know how—we went over it in Chapter 4—and once
you've set up one dave, cloning it isa piece of cake. But you can run into trouble if
you add daves indiscriminately.

If you run alarge number of dave servers for azone, the primary master name server
can take quite a beating just keeping up with the daves polling to check that their
zone datais current. There are a number of courses of action to take for this problem,
as described in the sections that follow:

Eliminate the dave name sarvers dtogether by using Active Directory
integration.

Increase the refresh interval so that the daves don't check so often.

Direct some of the dave name servers to load from other dave name servers.
Create caching-only name servers.

Create partial-dave name servers.

8.2.1 Active Directory Integration

We discuss this new feature for Windows 2000 in Chapter 11. Briefly, this feature
diminates the load on the primary magter from daves palling by diminating the
davesl Remember that the main purpose of the primary master/dave relationship is
zone data replication: the DNS designers cregated the zone transfer mechanism asa
way to spread zone data among multiple authoritative name servers. Windows 2000
gores dl kinds of information about the network in Active Directory and replicates
this information, too. With Windows 2000, you have the option of storing the
definitive version of your zones datain Active Directory rather than in zone data files
on the primary master. All authoritative name servers|oad the zone data stored in
Active Directory, which also takes care of replicating changes to the data. See
Chapter 11 for more details and instructions on setting up this new festure.

8.2.2 Slave Servers

Y ou can have some of your daves|oad zone data from other dave name servers
ingead of from a primary name server. The dave name server cant tell if it'sloading
from aprimary or another dave. It's only important that the name server serving the
zone trandfer is authoritative for the zone. There's no trick to configuring this. Instead



of specifying the IP address of the primary in the dave's configuration, you Smply
specify the | P address of another dave.

When you go to this second leve of digtribution, though, be aware that it can take up
to twice aslong for the data to percolate from the primary name server to dl the
daves. Remember that the refresh interval isthe period after which the dave servers
check to make sure that their zone datais till current. Therefore, it can take the first-
level dave servers the entire length of the refresh interva to get anew copy of the
zone from the primary magter server. Smilarly, it can take the second-level dave
servers the entire refresh interva to get anew copy of the zone from the first-leve
dave sarvers. The propagation time from the primary master server to al the dave
servers can therefore be twice the refresh interval.

Fortunately, using the DNS NOTIFY feature, which welll describe in Chapter 10,
avoidsthisdday. Thisfeature is on by default and will trigger zone trandfers soon
after the zone is updated on the primary master. Unfortunately, it doesn't work with
any BIND Verson 4 daves (they'll receive the NOTIFY messages but will not
understand them). Active Directory integration, described in Chapter 11, dso avoids
zone synchronization delays.

If you decide to configure your network with two (or more) tiers of dave servers, be
careful to avoid updating loops. If we configured wor mhole to update from diehard
and then accidentally configured diehard to update from wor mhole, neither would
ever get data from the primary master. They would merely check their out-of-date
serid numbers againgt each other and perpetudly decide that they were both up-to-
date.

8.2.3 Caching-Only Servers

Creating caching-only name serversis another aternative when you need more
sarvers. Caching-only name servers are name servers not authoritative for any zones
(except 0.0.127.in-addr .arpa). The name doesn't imply that primary mester and dave
name servers don't cache—they do—»buit rather that the only function this server
performs islooking up data and caching it. Aswith primary master and dave name
servers, a caching-only name server needs a cache.dns file and the automaticaly
created zones, 0.in-addr.arpa, 127.in-addr.arpa, and 255.in-addr.arpa. The
configuration of a caching-only server looks like Figure 8-4.

A caching-only name server can look up domain names inside and outside your zone,
as can primary master and dave name servers. The difference is that when a caching-
only name sarver initidly looks up a name within your zone, it ends up asking one of
the primary master or dave name serversin your zone for the answer. A primary or
dave would answer the same question out of its authoritative data. Which primary or
dave does the caching-only server ask? Aswith name servers outside of your domain,
it finds out which name servers serve your zone from one of the name serversfor your
parent zone. |s there any way to prime a caching-only name server's cache so it knows
which hogts run primary and dave name serversfor your zone? No, thereisn't. You
can't use cache.dns—the cache.dnsfileis only for root name server hints.



Figure 8-4. The DNS console showing a caching-only name server
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A caching-only name server'srea value comes after it builds up its cache. Each time
it queries an authoritetive name server and receives an answe, it caches the recordsin
the answer. Over time, the cache will grow to include the information most often
requested by the resolvers querying the caching-only name server. And you avoid the
overhead of zone transfers—a caching-only name server doesn't need to do them.

8.2.4 Partial-Slave Servers

In between a caching-only name server and adave name server is another variation: a
name server that isadave for only afew of the loca zones. We cdl thisa partial-
slave name server (although probably nobody el se does). Suppose movie.edu had 20
[24-szed (the old Class C) networks (and a corresponding 20 in-addr.arpa zones).
Instead of cregting adave server for al 21 zones (dl the in-addr.arpa subdomains
plus movie.edu), we could create a partial-dave server for movie.edu and only those
in-addr.arpa zonesthe hogt itsdlf isin. If the host had two network interfaces, its

name server would be adave for three zones: movie.edu and the two in-addr.arpa
ZOnes.

Let's say we scare up the hardware for another name server. Well cal the new host
zardoz.movie.edu, with |P addresses 192.249.249.9 and 192.253.253.9. Well create a
partid-dave name server on zardoz, with the configuration shown in Figure 8-5.

This server isadave for movie.edu and only 2 of the 20 in-addr.arpa zones A "full”
dave would have 21 different zone satements in named.conf.

What's so useful about a partial-dave name server? They're not much work to
administer because their configuration doesn't change much. On a server authoritetive
for dl the in-addr.arpa zones, we'd need to add and delete in-addr.arpa zones as our
network changed. That can be a surprisng amount of work on alarge network.



Figure 8-5. The DNS console on a partial-slave server
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A partid dave can gill answer most of the queriesit recaives, though. Mogt of these
querieswill befor datain movie.edu and the two in-addr.arpa zones. Why? Because
most of the hosts querying the name server are on the two networks to which it's
connected, 192.249.249/24 and 192.253.253/24. And those hosts probably
communicate primarily with other hosts on their own network. This generates queries
for data within the in-addr.arpa zone that corresponds to the local network.

8.3 Registering Name Servers

When you get around to setting up more and more name servers, a question may
strike you—do | need to register all of my primary and dave name servers with my
parent zone? The answer is no. Only those servers you want to make available to
name servers outside of your zone need to be registered with your parent. For
example, if you run nine name servers for your zone, you may choose to tell the
parent zone about only four of them. Within your network, you use dl nine servers.
Five of those nine servers, however, are queried only by resolvers on hosts that are
configured to query them. Their parent name servers don't delegate to them, so they!ll
never be queried by remote name servers. Only the four servers registered with your
parent zone are queried by other name servers, including caching-only and partia-
dave name sarvers on your network. This setup is shown in Figure 8-6.



Figure 8-6. Registering only some of your name servers
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Besides being able to pick and choose which of your name servers are hammered by
outsde queries, therés atechnica moativation for registering only some of your zon€'s
name servers. thereisalimit to how many servers will fit in a UDP response packet.
In practice, around 10 name server records should fit. Depending on the data (how
many servers are in the same domain), you can get more or fewer.>! There's not much
point in registering more than 10 servers, anyway—if none of those 10 servers can be
reached, it's unlikely the destination host can be reached.

If you've set up anew authoritative name server and you decide it should be
registered, make aligt of the parents of the zones for which it's authoritetive. Y oull
need to contact the administrators for each of these parent zones. For example, let's
Say we want to register the name server we just set up on zardoz. To get thisdave
registered in dl the right zones, well need to contact the administrators of edu and in-
addr.arpa. (For help determining who runs your parent zones, turn back to Chapter
3)

When you contact the adminigtrators of a parent zone, be sure to follow the process
they specify (if any) on their web gte. If theré's no stlandard modification process,
you'l have to send them the domain name of the zone (or zones) for which the new
name server is authoritative. If the new name server isin the new zone, you'l dso
need to give them the IP address(es) of the new name server. In fact, if therésno
officia format for submitting the information, it's often best just to send your parent
the complete list of registered name servers for the zone, plus any addresses
necessary, in zone data file format. That avoids any potentia confusion.

31 . . .

The domain names of the Internet's root name servers were changed because of this. All the roots were moved into the
same domain, root-servers.net, to take the most advantage of domain-name compression and to allow information about as
many roots as possible to be stored in a single UDP packet.



Since our networks were origindly assigned by the InterNIC, we used the web-based
process at http://mww.arin.net/cgi- bin/amt.pl to change our regigtration. (If wed
preferred to do things manualy, we could have sent them the form at
http:/Aww.arin.net/regservitemplaiesmodifytemplate.txt.) If they hadn't had a
template for us to use, our message to the adminigtrator of in-addr.arpa might have
read something like this

Howdy!

I've just set up a new sl ave nane server on zardoz.novie.edu for the
249.249.192.in-addr. arpa and 253.253. 192.i n-addr. arpa zones. Wuld you
pl ease add NS records for this nane server to the in-addr.arpa zone?
That woul d make our del egation information | ook |ike:

253.253.192. i n-addr. arpa. 86400 I N NS terninator. novi e. edu.
253.253.192. i n-addr. arpa. 86400 I N NS wor ol e. novi e. edu.
253.253.192. i n-addr. arpa. 86400 IN NS zardoz. novi e. edu.

249.249.192.in-addr.arpa. 86400 I N NS term nator. novi e. edu.
249.249.192.in-addr. arpa. 86400 I N NS wor nhol e. novi e. edu.
249.249.192. i n-addr. arpa. 86400 IN NS zardoz. novi e. edu.

Thanks!

Al bert LeDonmi ne
al @ obocop. novi e. edu

Notice that we specified explicit TTLs on the NS and A records. That's because our
parent name servers aren't authoritative for those records; our name servers are. By
including them, were indicating our choice of a TTL for our zone's deegation. Of
course, our parent may have other ideas about what the TTL should be.

In this case, glue data—A records for each of the name servers—ian't necessary, snce
the domain names of the name sarvers aren't within the in-addr.ar pa zones. They're
within movie.edu, so a name server that was referred to terminator.movie.edu or
wor mhole.movie.edu could il find their addresses by following delegation to the
movie.edu name servers,

|s a partid-dave name server agood name server to register with your parent zone?
Actudly, itsnot ided because it's authoritetive for only some of your in-addr.arpa
zones. Adminidratively, it may be easer to register only servers backing up all the
locd zones, that way, you don't need to keep track of which name servers are
authoritative for which zones. All of your parent zones can delegate to the same set of
name servers. your primary master and your "full” daves

If you don't have many name servers, though, or if you're good a remembering which
name servers are authoritative for which zones, go ahead and register a partia-dave.

Caching-only name servers, on the other hand, must never be registered. A caching-
only name sarver rarely has complete information for any given zone; it just hasthe
bits and pieces of the zone that it has |ooked up recently. If a parent name server were
to mistakenly refer aforeign name server to a caching-only name server, the foreign
name server would send the caching-only name server a nonrecursive query. The
caching-only name server might have the data cached, but then again, it might not. If

it didn't have the data, it would refer the querier to the best name serversit knew



(those closest to the domain name in the query)—which might include the caching-
only name sarver itsdlf! The poor foreign name server might never get an answer.
Thiskind of misconfiguration—actually, delegating a zone to any name server not
authoritative for that zone—is known as lame delegation.

8.4 Changing TTLs

An experienced domain administrator needs to know how to set the timeto live on his
zone's data to his best advantage. The TTL on aresource record, remember, isthe
timefor which any server can cache that record. So if the TTL for a particular

resource record is 3,600 seconds and a server outside your network caches that record,
it will have to remove the entry from its cache after an hour. If it needs the same data
after the hour isup, it'll have to query your name servers again.

When we introduced TTLS, we emphasized that your choice of a TTL would dictate
how current you would keep copies of your data, at the cost of increased load on your
name sarvers. A low TTL would mean that name servers outside your network would
have to get data from your name servers often and that the data would therefore be
kept current. On the other hand, your name servers would be peppered by the name
servers queries.

Y ou don't haveto choosea TTL once and for dl, though. Y ou can—and experienced
adminigtrators do—change TTLs periodicaly to suit your needs.

Suppose we know that one of our hosts is about to be moved to another network. This
host houses the movie.edu film library, alarge collection of files our site makes
available to hosts on the Internet. During norma operation, outsde name servers
cache the address of our host according to the minimum (default) TTL in the SOA
record. (We set the movie.edu TTL to be one day in our sample files) A name server
caching the old address record just before the change could have the wrong address
for aslong asaday. A loss of connectivity for afull day is unacceptable, though.

What can we do to minimize the loss of connectivity? We can lower the TTL so that
outside servers cache the address record for a shorter period. By reducing the TTL, we
force the outside servers to update their data more frequently, which means that any
changes we make when we actualy move the system will be propagated to the outside
world quickly. How short can we make the TTL? Unfortunately, we can't safely use a
TTL of zero, which should mean "don't cache thisrecord &t dl." Some older BIND
Verson 4 name servers can't cope with azero TTL. Smal TTLs, like 30 seconds, are
okay, though. The easiest change isto lower the TTL in the movie.edu SOA record. If
you don't place an explicit TTL on resource records, the name server gppliesthis
minimum (default) TTL from the SOA record to each resource record. If you lower
the minimum (default) TTL field, though, the new, lower TTL gppliesto dl zone

data, not just the address of the host being moved. The drawback to this approach is
that your name server will be answering alot more queries sSince the querying servers
will cache all the datain your zone for ashorter period. A better aternative isto put a
different TTL only on the affected address record.



To add an explicit TTL on an individua resource record, you'll need to be in the DNS
consol€'s "advanced" view 0 that you can actudly seeindividud records TTLs
choose View—>Advanced.

Click on the domain name of the zone in the left pand, then double-click the record
when it gopearsin the right panel. The Properties window is displayed, and you can
typethe TTL. Recdl that the subfidldsin the TTL field are (from l€ft to right) days,
hours, minutes, and seconds.

Figure 8-7 provides an example of an explicit TTL from movie.edu.

Figure 8-7. An explicit TTL on cujo.movie.edu
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The record the DNS console adds to the movie.edu zone datafile looks like this;

cujo 3600 IN A 192.253.253.5

Note the explicit TTL of 3,600 seconds (one hour) inthe TTL field, overriding the
TTL in the zone's SOA record.

Y ou may have seen the last field of the SOA record cdled smply the "minimum”

fidd (some versons of nslookup display it that way, for example). So why doesit
show up in the DNS console as "Minimum (default)"? (To see what we mean, teke a
look at the SOA record shown back in Section 4.3.2.1, in Figure 4-14.) If the
Microsoft DNS Server followed the DNS RFCs, the TTL field in the SOA record
would redly define the minimum TTL vauefor dl resource recordsin the zone.

Thus, you could only specify explicit TTLs larger than this minimum. Neither
Microsoft nor BIND name servers work this way, though. In other words, in red life,
"minimum” is not redly minimum. Ingteed, the name sarver implements the minimum
TTL fiddin the SOA record as a"default” TTL—hence the "Minimum (default)"
wording. If thereisno TTL on arecord, the minimum gpplies. If thereisaTTL onthe



resource record, the name server dlowsit even if it is smdler than the minimum. That
one record is sent out in responses with the smdler TTL, while dl other records are
sent out with the "Minimum (default)” TTL from the SOA record.

Y ou should dso know that when giving out answers, adave suppliesthesame TTL a
primary master does—that is, if aprimary givesout aTTL of one hour for a particular
record, adave will, too. The dave doesn't decrement the TTL according to how long
it has been since it loaded the zone. So, if the TTL of asingle resource record is set
gmadler than the SOA minimum, both the primary and dave name servers give out the
resource record with the same, smadler TTL. If the dave name server has reached the
expiraion timefor the zone, it expires the whole zone. It will never expire an
individual resource record within a zone.

So the Microsoft DNS Server does alow you to put asmdl TTL on anindividua
resource record if you know that the data is going to change shortly. Thus, any server
caching that data cachesit only for abrief time. Unfortunately, while the name server
makes tagging records with asmal TTL possble, most adminidtrators don't take the
time to do it. When a host changes addresses, you often lose connectivity to it for a
while.

More often than not, the host having its address changed is not one of the main hubs
on the site, so the outage impacts few people. If one of the mail hubs or amgor web
server or ftp archive—like the film library—is moving, though, a day's | oss of
connectivity may be unacceptable. In cases like this, the administrator should plan
ahead and reduce the TTL on the data to be changed.

Remember that the TTL on the affected datawill need to be lowered before the
change takes place. Reducing the TTL on aworkgtation's address record and changing
the workgtation's address smultaneoudy may do you little or no good; the address
record may have been cached seconds before you made the change and may linger
until theold TTL times out. Y ou must dso be sure to factor in the time it'll take your
davesto load from your primary magter. For example, if your minimum TTL is 12
hours and your refresh interval is 3 hours, be sure to lower the TTLs at least 15 hours
ahead of time, s0 that by the time you move the hogt, al the old, longer TTL records
will have timed out. Of coursg, if dl of your daves are usng NOTIFY, the daves
shouldn't take the full refresh interva to sync up.

8.4.1 Changing Other SOA Values

We briefly mentioned increasing the refresh interva as away of offloading your
primary name server. Let's discuss refresh in alittle more detall and go over the
remaining SOA values, too.

The refresh vaue, you'll remember, controls how often a dave checks whether its
zone datais up-to-date. The retry vaue becomes the refresh time after the firdt failure
to reach a master name server. The expire vaue determines how long zone data can
be held before it's discarded when a magter is unreachable. Findly, the minimum TTL
Sets how long zone information may be cached.



Suppose we've decided we want the daves to pick up new information every hour
instead of every three hours. We change the refresh value to one hour in each of the
zones. Since retry isrelated to refresh, we should probably reduce retry, too—to every
15 minutes or so. Typicaly, retry isless than refresh, but that's not required. Although
lowering the refresh vaue will speed up the digtribution of zone data, it will dso
increase the load on the server from which datais being loaded, since the daves will
check more often. The added load isn't much, though; each dave makes asingle SOA
query during each zone's refresh interva to check its master's copy of the zone. So
with two dave name servers, changing the refresh time from three hours to one hour
will generate only four more queries (per zone) to the primary master in any three-

hour span.

If dl of your daves use NOTIFY, of course, refresh doesn't mean as much. But if you
have even one BIND Verson 4 dave, your zone data may take up to the full refresh
interval to reachit.

Some older versions of BIND daves stopped answering queries during a zone load.
Asaresult, BIND was modified to spread out the zone |loads, reducing the periods of
unavailability. So, even if you set alow refresh interval, your daves may not check
exactly as often as you request. BIND Verson 4 name servers atempt acertain
number of zone loads and then wait 15 minutes before trying another batch. On the
other hand, BIND Version 4.9 and later may aso refresh mor e often than the refresh
interval. These newer BINDs will wait a random number of seconds between one- half
of the refresh interval and the full refresh interva to check serid numbers.

Expiration times on the order of aweek—Ionger if you frequently have problems
reaching your updating source—are common. The expiration time should aways be
much larger than the retry and refresh intervds, if the expire time is smdler than the
refresh interval, your daves will expire their deta before trying to load new data. If
your zone's data doesn't change much, you might consder raising the minimum
(default) TTL. The SOA's minimum (default) TTL vaueis typicaly one day (86,400
seconds), but you can make it longer. One week is about the longest vaue that makes
sensefor aTTL. If it'slonger than that, you may find yoursalf unable to change bad,
cached datain a reasonable amount of time.

8.5 Planning for Disasters

It'safact of life on anetwork that things go wrong. Hardware fails, software has bugs,
and people occasondly make mistakes. Sometimes this results in minor
inconveniences, like having afew users lose connections. Sometimes the results are
catastrophic and involve the loss of important data and vauable jobs.

Because the Domain Name System relies so heavily on the network; it is vulnerable to
network outages. Thankfully, the design of DNS takes into account the imperfection
of networks: it dlows for multiple, redundant name servers, retransmission of queries,
retrying zone transfers, and so on.



DNS doesn't protect itself from every conceivable calamity, though. There are types
of network fallures—some of them quite common—that DNS doesn't or can't protect
againg. But with asmall investment of time and money, you can minimize the threst

of these problems.

8.5.1 Outages

Power outages, for example, are relatively common in many parts of theworld. In
some parts of the U.S., thunderstorms or tornadoes may cause a Site to |ose power, or
to have only intermittent power, for an extended period. Elsewhere, typhoons,
volcanoes, or congtruction work may interrupt your dectricd service. And at thetime
of thiswriting, those of you in Cdifornia might lose power in arolling blackout from
lack of eectrical capacity.

If dl your hosts are down, of course, you don't need name service. Quite often,
however, sites have problems when power isrestored. Following our
recommendations, they run their name servers on file servers and big, multiuser
machines. And when the power comes up, those machines are naturaly the last to
boot—because dl those disks need to be checked and fixed first! Which means that
al the on-gite hosts that are quick to boot do so without the benefit of name service,

This can cause dl sorts of wonderful problems, depending on what services your
hosts access when they boot. For example, your PCs may mount your servers drives
(vianet use) when they boot. If they do, they dmost certainly specify the servers
domain names or NetBIOS names.

Using hogtnames in commiands is admirable because it dlows adminidtrators to
change the servers |P addresses without changing al the startup files on-Site.
However, if name service isn't available when your PCs boot, the net use command
will fail, which may cause successve commandsto fall, too. Thiswill certainly not
help your users productivity.

8.5.2 Recommendations

Our recommendation is to add the names and | P addresses of critical hoststo your
PCs HOSTSfiles. Any host whose name is referenced during the boot process should
gppear inthisfile. Y ou can synchronize thefile by copying it from share to share. On
Windows 2000, the default location for the fileis

%Server Root%0\System32\Driver S\Etc, often C:\WinNT\System32\Drivers\Etc. The
format of thefileisjudt like the format of the Unix /etc/hostsfile: each line congdts of
an |P address (in dotted-octet notation), which artsin the first column, followed by
whitespace and the canonica name of the host. Optiondly, one or more aiases may
follow the canonica name. For example:

192. 249. 249. 1 wor nmhol e. npvi e. edu wor mhol e
192. 249.249.3 term nator. novi e. edu term nator

Now, if your PC needs to look up wormhole or wor mhole.movie.edu when it boots, it
will be able to resolve the name.



However, there's some danger in usng HOSTSfiles: unless you take care to keep the
files up-to-date, the information in them may become stae. And since the Windows
2000 resolver uses HOSTS before querying aname server, astae entry can cause
resolution failures that are hard to diagnose.

The best solution to this problem is to run a name server on ahost with uninterruptible
power. If you rarely experience extended power loss, battery backup might be
enough. If your outages are longer and name serviceis critica to you, you should
consder an uninterruptible power system (UPS) with a generator of some kind.

If you can't afford luxuries like these, you might just try to track down the fastest-
booting host around and run a name sarver on it. Hosts with smdl filesystems should
boot quickly, since they don't have many disks to check.

Once you've located the right host, you'll need to make sure the host's | P address
appearsin the resolver configurations of dl of your hosts that need full-time name
sarvice. Youll probably want to list the backed- up host last Since, during normd
operation, hosts should use the name server closest to them. Then, after a power
falure, your criticd applications will dill have name sarvice, dbeit & asmdl
sacrifice in performance.

8.6 Coping with Disaster

When disaster trikes, it really helps to know what to do. Knowing to duck under a
sturdy table or desk during an earthquake can save you from being pinned under a
toppling monitor. Knowing how to turn off your gas can save your house from
conflagration.

Likewise, knowing what to do in anetwork disaster (or even just aminor mishap) can
help you keep your network running.

8.6.1 Long Outages (Days)

If you lose network connectivity for along time, your name servers may have
problems. If they lose connectivity to the root name servers for an extended period,
they'll stop resolving queries outside their authoritative zone data. If the daves can't
reach their master, sooner or later they'll expire the zone.

In case your name service redlly goes haywire because of the connectivity loss, it'sa
good ideato keep a sitewide or workgroup HOSTSfile around, as we recommended
ealier in this chapter. If your name servers al go down, your hogts will gill be ableto
resolve the names of hogisin the HOSTSfile

Asfor daves, you can reconfigure adave that can't reach its master to run
temporarily asaprimary magter. Judt right-click on the zones domain namein the
DNS console, select Properties, make sure the General tab is selected, and click on
Change... to change the zone type from secondary to primary. If more than one dave



for the same zoneis cut off, you can configure one as a primary master temporarily
and reconfigure the other to load from the temporary primary.

8.6.2 Really Long Outages (Weeks)

If an extended outage cuts you off from the Internet—say for aweek or more—you
may need to restore connectivity to root name servers atificidly to get things
working again. Every name server needs to talk to aroot name server occasondly.
Itsabit like therapy: the name server needs to contact the root to regain its
perspective on the world.

To provide root name service during along outage, you can set up your own root

name servers, but only temporarily. Once you're reconnected to the Internet, you must
shut off your temporary root servers. The most obnoxious vermin on the Internet are
name servers that believe they're root name servers but don't know anything about

most top-level domains. A close second is the Internet name server configured to
query—and report—a fase set of root name servers.

That said, and our dibisin place, herés what you have to do to configure your own
root name server. Firgt, you need to create the root zone. The root zone will delegate
to the highest-level zonesin your isolated network. For example, if movie.edu wereto
be isolated from the Internet, we might create a root zone data file, root.dns, for
terminator:

IN SOA ternmi nator. novi e.edu. al.robocop. nmovi e. edu. (

1 ; Seria

10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
604800 ; Expire after 1 week
86400 ) ; Mninum TTL of 1 day

Refresh, retry, and expire really don't matter since al
roots are primaries. Mnimum TTL coul d be | onger, since
the data is likely to be stable.

IN NS term nator.novie.edu. ; ternminator is the tenp. root

Qur root only knows about novie.edu and our two
i n-addr. arpa donmi ns

movi e. edu. IN NS term nat or. novi e. edu
I N NS wor mhol e. novi e. edu.

249. 249.192. i n- addr. ar pa. S term nator.novie.edu

IN N
I N NS wor mhol e. novi e. edu.

253.253.192.in-addr.arpa. IN NS term nator.novie.edu
I N NS wor mhol e. novi e. edu.

term nator.novie.edu. N A 192. 249. 249. 3
wor mhol e. novi e. edu. IN A 192. 249. 249.1
IN A 192.253.253.1

Then we need to add the zone with the DNS console and update al of our name
servers (except the new, temporary root) with a cache.dns file that includes just the



temporary root name server (it's best to move the old cache file asde—well need it
later, once connectivity is restored).

Here are the contents of the db.cache file

99999999 IN NS term nator.novie.edu

term nator. novi e. edu. IN A 192.249.249.3

This process will keep movie.edu name resolution going during the outage. Then,
once Internet connectivity is restored, we can delete the root zone on terminator and
restore the origind cachefileson dl our other name servers.



Chapter 9. Parenting

The way Dinah washed her children's faces was this: first she held the
poor thing down by its ear with one paw, and then with the other paw
she rubbed its face all over, the wrong way, beginning at the nose: and
just now, as| said, she was hard at work on the white kitten, which
was lying quite still and trying to purr— no doubt feeling that it was
all meant for its good.

Once your domain reaches acertain Size, or you decide you need to digtribute the
management of parts of your domain to various entities within your organization,
you'll want to divide the domain into subdomains. These subdomains will be the
children of your current domain on the domain tree; your domain will be the parent. If
you delegate respongbility for your subdomains to another organization, each
becomes its own zone, separate from its parent zone. We like to call the management
of your subdomains—your children—parenting.

Good parenting starts with carving up your domain sensibly, choosing gppropriate
names for your subdomains, and then delegating the subdomains to create new zones.
A responsible parent aso works hard at maintaining the rel ationship between the
name servers authoritative for her zone and its children; she ensures that delegation
from parent to child is current and correct.

Good parenting is vita to the success of your network, especidly as name service
becomes critical to navigating between Sites. Incorrect delegation to a child zone's
name servers can render a Ste effectively unreachable, while the loss of connectivity

to the parent zone's name servers can leave a Ste unable to reach any hosts outside the
local zone.

In this chapter we present our views on when to create subdomains, and we go over
how to create and delegate them in some detail. We aso discuss management of the

parent-child relationship and, findly, how to manage the process of carving up alarge
domain into smaller subdomains with minima disruption and inconvenience,

9.1 When to Become a Parent

Far beit from usto tell you when you should become a parent, but we will be so bold
asto offer you some guiddines. Y ou may find some compelling reason to implement
subdomains that isn't on our list, but here are some of the most common reasons:

A need to delegate or distribute management of the domain to a number of
organizations

The large Size of your domain—dividing it would make it eeder to manage
and offload the name servers for the domain

A nead to distinguish hogts organizationd effiliations by including themin
particular subdomains



Once you've decided to have children, the next question to ask yoursdlf is, naturaly,
how many children to have.

9.2 How Many Children?

Of course, you won't smply say, "1 want to create four subdomains." Deciding how
many subdomainsto implement is redlly choosing the organizationd affiliations of
those subdomains. For example, if your company has four branch offices, you might
decideto create four subdomains, each of which corresponds to a branch office.

Should you create subdomains for each site, for each division, or even for each
department? Y ou have alot of latitude in your choice because of DNSs scdability.
Y ou can create afew large subdomains or many smal subdomains. There are trade-
offs whichever you choose, though.

Delegating to afew large subdomains isn't much work for the parent, because there's
not much delegation to keep track of. However, you wind up with larger subdomains,
which require more memory to load and faster name servers, and adminigtration isn't
as digributed. If you implement Ste-level subdomains, for example, you may force
autonomous or unrelated groups a a site to share a single namespace and asngle
point of adminigtration.

Delegating to many smaller subdomains can be a headache for the parent's
adminigtrator. Keeping delegation data current involves keeping track of which hosts
run name servers and which zones they're authoritative for. The data changes each
time a subdomain adds a new name server or the address of a name server for the
subdomain changes. If the subdomains are dl administered by different people, that
means more adminigtrators to train, more relationships for the parent's administrator
to maintain, and more overhead for the organization overdl. On the other hand, the
subdomains are smdller and easier to manage, and the adminidration is more widely
digtributed, alowing closer management of zone data.

Given the advantages and disadvantages of ether dterndive, it may seem difficult to
make achoice. Actudly, theré's probably anatura division in your organization.
Some companies manage computers and networks at the Ste levd; others have
decentralized, rdatively autonomous workgroups that manage everything themsdlves.
Here are afew basic rulesto help you find the right way to carve up your namespace:

Don't shoehorn your organization into aweird or uncomfortable domain
gructure. Trying to fit 50 independent, unrelated U.S. divisonsinto four
regiona subdomains may save you work (as the administrator of the parent
zone), but it won't help your reputation. Decentralized, autonomous operations
demand different zones—that's the raison d'ére of the Domain Name System.
The gtructure of your domain should mirror the structure of your organization,
especidly your organization's support structure. If departments run networks,
assign | P addresses, and manage hosts, they should aso manage the
subdomains.



If you're not sure or can't agree about how the namespace should be organized,
try to come up with guiddines for when agroup within your organization can
carve off its own subdomain (for example, how many hosts are needed to
cregte a new subdomain and what level of support the group must provide)

and grow the namespace organicaly, only as needed.

9.3 What to Name Your Children

Once you've decided how many subdomains you'd like to create and what they
correspond to, you must choose names for them. Rather than unilaterally deciding on
your subdomains names, it's consdered polite to involve your future subdomain
adminigrators and their condtituenciesin the decison. In fact, you can leave the
decison entirdy to them if you like.

This can lead to problems, though. It's preferable to use ardatively consstent naming
scheme across your subdomains. This practice makesit easer for usersin one
subdomain, or outsde your domain entirely, to guess or remember your subdomain
names and to figure out in which domain a particular host or user lives.

Leaving the decison to the locds can result in naming chaos. Some will want to use
geographical names, others will ingst on organizational names. Some will want to
abbreviate; others will want to use full names.

Therefore, it's often best to establish a naming convention before choosing subdomain
names. Here are some suggestions from our experience:

In adynamic company, the names of organizations can change frequently.
Naming subdomains organizetiondly in a climate like this can be disastrous.
One month the Relatively Advanced Technology group seems stable enough,
the next month they've been merged into the Questionable Computer Systems
organization, and the following quarter they're dl sold to a German
conglomerate. Meanwhile, you're stuck with well-known hogts in a subdomain
whose name no longer has any meaning.

Geographical names are more stable than organizational names but sometimes
not aswell known. Y ou may know that your famous Software Evangelism
Business Unit isin Poughkeepsie or Waukegan, but people outside your
company may have no ideawhereit is (and might have trouble spdling ether
name).

Don't sacrifice readability for convenience. Two-|etter subdomain names may
be easy to type, but impossible to recognize. Why abbreviate "Itay" to "it" and
have it confused with your Information Technology organization when for a
patry three more letters you can use the full name and diminate any
ambiguity?

Too many companies use cryptic, inconvenient domain names. The generd
rule seemsto be the larger the company, the more indecipherable the domain
names. Buck the trend: make the names of your subdomains obvious!

Don't use exigting or reserved top-leve domain names as subdomain names. It
might seem sensible to use two-letter country abbreviations for your
internationa subdomains or to use organizationd top-level domain nameslike
net for your networking organization, but doing so can cause nasty problems.



For example, naming your Communications department’s subdomain com
might impede your ability to communicate with hogts under the top-levd com
domain. Imagine the adminigrators of your com subdomain naming their new
Sun workgtation sun and their new HP 9000 hp (they aren't the most
imeginative folks): users anywhere within your domain sending mall to friends
at sun.com or hp.com could have therr letters end up in your com subdomain,
since the name of your parent zone may be in some of your hosts search ligts.

9.4 How to Become a Parent: Creating Subdomains

Once you've decided on names, creating the child domainsis easy. But firg, you've
got to decide how much autonomy you're going to give your subdomains. Odd that
you have to decide that before you actudly create them....

Thusfar, weve assumed that if you create a subdomain, you'll want to delegate it to
another organization, thereby making it a separate zone from the parent. Isthis dways
true, though? Not necessarily.

Think carefully about how the computers and networks within a subdomain are
managed when choosing whether or not to delegate it. It doesn't make senseto
delegate a subdomain to an entity that doesn't manage its own hosts or networks. For
example, in alarge corporation, the personnd department probably doesn't runits
own computers. the MIS (Management Information Systems) or I'T (Information
Technology—same anima as M1S) department manages them. So while you may
want to create a subdomain for personnel, del egating management for that subdomain
to them is probably wasted effort.

9.4.1 Creating a Subdomain in the Parent's Zone

Y ou can create a subdomain without delegating it, however. How? By cregting
resource records that refer to the subdomain within the parent's zone.

Say one day agroup of students gpproaches us, asking for a DNS entry for aweb
server for sudent home pages. The name they'd like is www.students.movie.edu. You
might think that we'd need to create a new zone, students.movie.edu, and delegate to it
from the movie.edu zone. Wdll, that's one way to do it, but there's an easier way: just
create an A record for www.students.movie.edu in the movie.edu zone. We find that
few people redize thisis perfectly lega. Y ou don't need anew zone for each new

level in the namespace. A new zone would make senseif the students were going to

run students.movie.edu by themsdaves and wanted to administer their own name
servers. But they just want one A record, so creating awhole new zone is more work

than necessary.

It's easy to add this record with the DNS console. First create a students.movie.edu
subdomain in the movie.edu zone, then add the www.students.movie.edu A record. To
creste the subdomain, right-click on the zone in the left pane and sdect New

Domain.... Youll see the window shown in Figure 9-1.



Figure 9-1. Creating a subdomain in a zone
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Enter the name of the new subdomain. Y ou don't need to append movie.edu -- the
DNS console knows what you mean. Y oull then see afolder icon for the new domain
in the DNS console, as shown in Figure 9-2.

Figure 9-2. The students.movie.edu subdomain in the movie.edu zone
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To enter the www.students.movie.edu A record, just select the studentsfolder and
follow the procedures described previoudy to add a new host.

Now users can access www.students.movie.edu to get to the students home pages. We
could make this setup especidly convenient for students by adding students.movie.edu
to their PCs or workstations search lists; they'd need to type only www asthe URL to
get to theright host.

Notice theres no SOA record for students.movie.edu? There's no need for one since
the movie.edu SOA record indicates the start of authority for the entire movie.edu
zone. Since there's no delegation to students.movie.edu, it's part of the movie.edu
zone.

9.4.2 Creating and Delegating a Subdomain

If you decide to delegate your subdomains—to send your children out into the world,
asit were—youll need to do things alittle differently. Were in the process of doing it
now, S0 you can follow aong with us.

We need to create a new subdomain of movie.edu for our specid-effects lab. Weve
chosen the name fx.movie.edu -- short, recognizable, unambiguous. Because we're
delegating fx.movie.edu to adminigratorsin the lab, it'll be a separate zone. The hosts
bladerunner and outland, both within the specid-effects lab, will serve as the zone's
name servers (bladerunner will serve as the primary master). We've chosen to run two



name servers for the zone for redundancy—a single fx.movie.edu name server would
be asingle point of falure that could effectively isolate the entire gpecial- effects lab.
Since there aren't many hostsin the lab, though, two name servers should be enough.

The specid-effectslab is on movie.edu's new 192.253.254/24 network. Here are the
partial contents of HOSTS

192. 253. 254. 1 novi e- gw. novi e. edu novi e- gw

# fx primary

192. 253. 254. 2 bl aderunner. fx. novi e. edu bl aderunner br
# fx secondary

192. 253. 254. 3 outl and. f x. movi e. edu out | and

192. 253. 254. 4 starwars. fx. novi e. edu starwars

192. 253. 254.5 enpire. fx. nmovie.edu enpire

192. 253. 254.6 jedi.fx. movie.edu jed

First, we make sure the Microsoft DNS Server isingaled on the new server,
bladerunner. Then we create the new zone fx.movie.edu on bladerunner usng the
process described in Section 4.3.2 in Chapter 4. We also create the corresponding in-
addr.arpa zone, 254.253.192.in-addr .arpa. Next, we populate the zone with dl the
hosts from our snippet of HOSTS, making sure the DNS console autometically adds

the PTR records that correspond to our A records. We then add M X records for al of
our hogts, pointing to starwar s.fx.movie.edu and wormhole.movie.edu, at preferences
10 and 100, respectively.

The zone data file we end up with, caled fx.movie.edu.dns, lookslike this

Data file fx.novie.edu.dns for fx.novie.edu zone.
Zone version: 27

@ IN SOA bl aderunner. f x. novi e. edu
adm ni strator. fx. novie.edu. (
27 ; serial nunber
900 ; refresh
600 ; retry
86400 ; expire
3600 ) ; mnimum TTL

Zone NS records

NS bl aderunner. f x. novi e. edu.
out | and. f x. novi e. edu

@®
P
o

Zone records

@ MX 10 starwars.
@ MX 100 wor mhol e. novi e. edu.
bl ader unner A 192. 253. 254. 2

MX 10 starwars.

MX 100 wor mhol e. novi e. edu.
br CNAME bl ader unner. f x. npvi e. edu



enpire A 192. 253.254.5

MX 10 starwars.

MX 100 wor mhol e. novi e. edu.
j edi A 192. 253.254. 6

MX 10 starwars.

MX 100 wor mhol e. novi e. edu
out | and A 192. 253. 254. 3

MX 10 starwars.

MX 100 wor mhol e. novi e. edu.
starwars A 192. 253.254. 4

MX 10 starwars.

MX 100 wor mhol e. novi e. edu.

The 254.253.192.in-addr.ar pa.dns file ends up looking like this:

Data file 254.253.192.in-addr. arpa.dns for 254.253.192.in-
addr. arpa zone.
; Zone version: 11

@ IN SOA term nator. novie. edu
adm ni strator. novi e. edu. (
11 ; serial nunber
900 ; refresh
600 ; retry
86400 ; expire
3600 ) ; mninmmTTL

;. Zone NS records
@ NS term nator. novi e. edu

;. Zone records

1 PTR novi e- gw. novi e. edu

2 PTR bl aderunner. f x. novi e. edu
3 PTR out | and. f x. novi e. edu

4 PTR starwars. f x. novi e. edu

5 PTR enpi re. fx. movi e. edu

6 PTR j edi.fx.novie. edu

Notice that the PTR record for 1.254.253.192.in-addr.arpa points to movie-
gw.movie.edu. That'sintentional. The router connects to the other movie.edu
networks, so it redly doesn't belong in fx.movie.edu. There's no requirement that al
the PTR recordsin 254.253.192.in-addr.arpa map into asngle zone, dthough they
should correspond to the canonical names for those hodts.

Now we need to configure bladerunner's resolver. Following the directions in Chapter
6, we configure bladerunner to send queriesto its ownlP address. Then we set
bladerunner's domain to fx.movie.edu.

Now well use nslookup to look up afew hogtsin fx.movie.edu and in 254.253.192.in-
addr.arpa:



C\>

nsl ookup

Default Server: bl ader unner. f x. npvi e. edu
Address: 192.253.254.2

>

j edi

Server: bl aderunner. fXx. novi e. edu
Address: 192.253.254.2

Nane: jedi.fx.novie.edu
Address: 192.253.254.6

>

set type=nx

>

enpire

Server: bl aderunner. fx. novi e. edu
Address: 192.253.254.2

enpire. fx.novie. edu MX preference
enpi re. fx. novi e. edu MX preference
wor mhol e. novi e. edu

10, mmil exchanger = starwars
100, mail exchanger =

>

I's fx.movie.edu

[ bl ader unner. f x. novi e. edu]

f X. novi e. edu. NS server =
bl aderunner. f x. novi e. edu

f x. novi e. edu. NS server = outl and. fx. nmovi e. edu
bl ader unner A 192. 253.254. 2
enpire A 192. 253. 254. 5
j edi A 192. 253.254. 6
out | and A 192. 253. 254. 3
starwars A 192. 253. 254. 4
>
set type=ptr
>

192. 253. 254. 3
Server: bl aderunner. fx. novi e. edu
Address: 192.253.254.2

3.254.253.192.in-addr. ar pa name = outl and. f x. novi e. edu
>

I s 254.253.192.in-addr. arpa

[ bl aderunner. fx. novi e. edu]

254.253.192. i n- addr . ar pa. NS server = term nator.novie.edu
1 PTR host = novi e-gw. novi e. edu
2 PTR host =

bl ader unner. f x. novi e. edu

3 PTR host = outl and. f x. npvi e. edu
4 PTR host = starwars. fx. novie. edu
5 PTR host = enpire.fx.novie.edu

6 PTR host = jedi.fx.novie.edu

>

exit

The output looks reasonable, so it's safe to set up adave name server for fx.movie.edu
and then delegate fx.movie.edu from movie.edu.



9.4.2.1 An fx.movie.edu slave

Setting up the dave name server for fx.movie.edu is ample: use the DNS console to
add outland as a new server, then add two dave (secondary) zones, according to the
indructionsin Chapter 4.

Like bladerunner, outland's resolver will point to the loca name server, and well
configure the local domainto be fx.movie.edu.

9.4.2.2 On the movie.edu primary master name server

All that's left now isto delegate the fx.movie.edu subdomain to the new fx.movie.edu
name servers on bladerunner and outland. The whole delegation process is much
improved in Windows 2000's DNS console. Right-click on the parent domain,
movie.edu, in the left pane and choose New Delegation..., which starts the New
Delegation Wizard. Click Next in the welcome screen to display a screen like the one
shown in Figure 9-3. The firg step is entering the name of the delegated subdomain,
which we've done.

Figure 9-3. Entering the name of the delegated subdomain
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Click Next and you'll be presented with a window to choose the name servers to host
(i.e., be authoritative for) the delegated zone. Our two servers are
bladerunner.fx.movie.edu and outland.fx.movie.edu, so we enter the appropriate
information by dicking Add... (we have to run through the add process twice, once
for each name server), resulting in awindow like Figure 9-4.



Figure 9-4. Choosing name servers for the delegated zone
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Thefina window of the wizard is just for confirmation, so we won't bother to show it.
Click Finish and you've delegated a zone. The DNS console adds a specia gray icon
for deegated zones; if you sdect thisicon, you'll see the NS records added by the
wizard. These records perform the actua delegation. A sample DNS console view
showing the fx.movie.edu delegation appears in Figure 9-5.

Figure 9-5. The DNS console showing a delegated zone
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According to RFC 1034, the domain names in the resource record- specific portion
(the"right Sde") of the bladerunner.fx.movie.edu and outland.fx.movie.edu NS
records must be the canonica domain names for the name servers. A remote name
server following delegation expects to find one or more address records attached to
that domain name, not an dias (CNAME) record. Actualy, the RFC extendsthis
restriction to any type of resource record that includes a domain name as its value—
al mugt specify the canonica domain name.

These two records adone aren't enough, though. Do you see the problem? How can a
name sarver outside of fx.movie.edu look up information within fx.movie.edu? Well, a
movie.edu name server would refer it to the name servers authoritative for



fx.movie.edu, right? That's true, but the NS records in db.movie.edu give only the
names of the fx.movie.edu name servers. The foreign name server needsthe IP
addresses of the fx.movie.edu name serversin order to send queries to them. Who can
give it those addresses? Only the fx.movie.edu name servers. A red chicken-and-egg
problem!

The solution is to include the addresses of the fx.movie.edu name serversin

movie.edu. While these aren't gtrictly part of the movie.edu zone, delegation to
fx.movie.edu won't work without them. Of course, if the name serversfor fx.movie.edu
werent within fx.movie.edu, these addresses—called glue records -- wouldn't be
necessary. A foreign name server would be able to find the address it needed by
querying other name servers.

We don't have to worry about adding these records, though—the New Delegation
Wizard takes care of it for us.

Also, remember to keep the glue up-to-date. If bladerunner gets a new network
interface, and hence another 1P address, you'll need to update the glue data. The DNS
console doesn't let you edit the glue records directly, though. Y ou have use the name
server modification window. With the DNS console showing aview like Figure 9-5,
double-click on an NS record in the right pane to produce a window like the one
shown in Figure 9-6.

Figure 9-6. Name server modification window
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If fx.movie.edu's delegation changes—i.e., a name server gets added or deleted or a
name sarver's | P address changes—use the Add..., Edit..., or Remove buttons to
make the appropriate changes.

We might dso want to include diases for any hosts moving into fx.movie.edu from
movie.edu. For example, if we move plan9.movie.edu, a server with an important
library of public-domain specid-effects dgorithms, into fx.movie.edu, we should
create an dias under movie.edu pointing the old domain name to the new one. In the
zone datafile, the record would look like this:



pl an9 IN CNAME plan9.fx.novie.edu.

Thiswill dlow people outsde of movie.edu to reach plan9 even though they're using
its old domain name, plan9.movie.edu.

Don't get confused about the zone in which this dias beongs. The plan9 alias record
isactudly in the movie.edu zone, so it bdongsin movie.edu.dns. An dias pointing
p9.fx.movie.edu to plan9.fx.movie.edu, on the other hand, isin the fx.movie.edu zone
and belongsin fx.movie.edu.dns.

9.4.2.3 Delegating an in-addr.arpa zone

We dmost forgot to delegate the 254.253.192.in-addr.arpa zone! Thisisalittle
trickier than ddegating fx.movie.edu because we don't manage the parent zone.

Firgt, we need to figure out what 254.253.192.in-addr .arpa’'s parent zone is and who
runsit. Figuring this out may take some deuthing; we covered how to do thisin
Chapter 3.

Asit turns out, the in-addr.arpa zoneis 254.253.192.in-addr .arpa’s parent. And, if
you think about it, that makes sense. There's no reason for the administrators of in-
addr.arpa to delegate 253.192.in-addr.arpa or 192.in-addr.arpa to a separate
authority because, unless 192/8 or 192.253/16 is al one big CIDR block, networks
like 192.253.253/24 and 192.253.254/24 don't have anything in common with each
other. They may be managed by totdly unrelated organizations.

Y ou might remember (from Chapter 3) that the in-addr.arpa zoneis managed by
ARIN, the American Registry of Internet Numbers. (Of coursg, if you didn't
remember, you could dways use nslookup to find the contact addressin in-
addr.arpa’'s SOA record, like we showed you in Chapter 3.) All that'sleft isfor usto
use the web-based "ARIN Modify Tool" at hitp:/Aww.arin.net/cgi- bin/amt.pl to
request registration of our reverse-mapping zone.

9.4.2.4 Adding a movie.edu slave

If the specid-effects lab gets big enough, it may make sense to put amovie.edu dave
somewhere on the 192.253.254/24 network. That way, alarger proportion of DNS
queriesfrom fx.movie.edu hosts can be answered locdly. It seemslogica to make one
of the exigting fx.movie.edu name serversinto amovie.edu dave, too—that way, we
can make better use of an existing name server instead of setting up a brand-new

name server.

We've decided to make bladerunner adave for movie.edu. Thiswon't interfere with
bladerunner's primary mission as the primary master name server for fx.movie.edu. A
sgngle name server, given enough memory, can be authoritative for literaly thousands



of zones. One name server can load some zones as a primary magter and othersasa
dave?

The configuration change is smple: we use the DNS console to add adave
(secondary) zone to bladerunner and tdl bladerunner to get the movie.edu zone data
from terminator's P address, per the instructionsin Chapter 4.

9.5 Subdomains of in-addr.arpa Domains

Forward-mapping domains aren't the only domains you can divide into subdomains

and delegate. If your in-addr.arpa namespace is large enough, you may need to divide
it, too. Typicaly, you divide the domain that corresponds to your network number

into subdomains that correspond to your subnets. How that works depends on the type
of network you have and on your network's subnet mask.

9.5.1 Subnetting on an Octet Boundary

Since Movie U. hasjugt three /24 (Class C-sized) networks, one per segment, there's
no particular need to subnet those networks. However, our sSister university, Altered
State, has a Class B-szed network, 172.20/16. Their network is subnetted between the
third and fourth octet of the IP address; thet is, their subnet mask is 255.255.255.0.
They've dready created anumber of subdomains of their domain: altered.edu,

induding fx.altered.edu (okay, we copied them); makeup.altered.edu; and
foley.altered.edu. Since each of these departments also runs its own subnet (their
Specia Effects department runs subnet 172.20.2/24, Makeup runs 172.20.15/24, and
Foley runs 172.20.25/24), they'd like to divvy up their in-addr.ar pa namespace
appropriately, too.

Deegating in-addr.arpa subdomainsis no different from delegating subdomains of
forward-mapping domains. Firgt, they or their departments create three new zones,
2.20.172.in-addr.arpa, 15.20.172.in-addr.arpa, and 25.20.172.in-addr.arpa. The
20.172.in-addr.ar pa administrators also need to add the NS records with the New
Delegation Wizard, as we described in the fx.movie.edu example earlier in this
chapter.

After running the New Delegation Wizard, the NS recordsin 20.172.in-addr.arpa.dns
would look something like the following partid listing of the file's contents:

Del egat ed sub-zone: 15.20.172.in-addr. arpa.

15 NS

prettywoman. mekeup. al t er ed. edu

prettywoman. mekeup. al t ered. edu. A 172.20.15.2

15 NS priscilla. mkeup. altered. edu
priscilla.mkeup. altered. edu. A 172.20.15.3

End del egati on

32 . .

Clearly, though, a name server can't be both the primary master and a slave for a single zone. The name server gets the
data for a given zone either from a local zone data file (and is a primary master for the zone) or from another name server
(and is a slave for the zone).



Del egat ed sub-zone: 2.20.172.in-addr. arpa.

2 NS gunp. fx. al tered. edu
gunp. f x. al tered. edu. A 172.20.2.1

2 NS toystory. fx.altered. edu
toystory. fx.altered. edu. A 172.20.2.5

; End del egati on

Del egat ed sub-zone: 25.20.172.in-addr. ar pa.

25 NS bl owup. fol ey. al t er ed. edu

bl owup. fol ey. al t er ed. edu. A 172. 20. 25. 10

25 NS nmuppet show. f ol ey. al t er ed. edu
nmuppet show. f ol ey. al t er ed. edu. A 172.20.25. 2

End del egati on

The Altered State administrators needed to use the fully quaified domain names of

the name serversin the NS records because the default origin in thisfileis 20.172.in-
addr.arpa. Strictly speaking, those glue address records aren't needed since the names
of the name servers to which they delegated the zone weren't in the delegated zones.
We were alittle chagrined to discover that the DNS console forced us to enter |P
addresses for these name servers and then put them in 20.172.in-addr .arpa.dns. The
server even includes them in azone transfer of the 20.172.in-addr.arpa zone. Since
the glue records are not required, dl that is unnecessary.

9.5.2 Subnetting on a Nonoctet Boundary

What do you do about networks that aren't subnetted neatly on octet boundaries, like
subnetted /24 (Class C-sized) networks? In these cases, you can't delegate along lines
that match the subnets. This forces you into one of two Stuations. you have multiple
subnets per in-addr.ar pa zone or you have multiple in-addr .arpa zones per subnet.
Neither is particdarly plessing.

9.5.2.1 Class A and B networks

Let's take the case of the /8 (Class A-sized) network 15/8, subnetted with the subnet
mask 255.255.248.0 (a 13-bit subnet field and an 11-bit host field, or 8,192 subnets of
2,048 hogts). In this case, the subnet 15.1.200.0, for example, extends from 15.1.200.0
t0 15.1.207.255. Therefore, the delegation for that single subdomain in db.15, the

zone datafile for 15.in-addr.arpa, might look like this:

200. 1. 15.i n-addr. ar pa. 86400 IN NS ns-1.cns. hp.com
200. 1. 15.i n- addr. ar pa. 86400 IN NS ns-2.cns. hp. com
201.1.15.i n-addr. ar pa. 86400 I'N NS ns-1.cns. hp. com
201. 1. 15.in-addr. ar pa. 86400 I'N NS ns-2.cns. hp. com
202.1.15.in-addr. ar pa. 86400 I'N NS ns-1.cns. hp.com
202.1.15.in-addr. ar pa. 86400 I'N NS ns-2.cns. hp. com
203. 1. 15.in-addr. ar pa. 86400 I'N NS ns-1.cns. hp.com
203.1.15.i n-addr. ar pa. 86400 IN NS ns-2.cns. hp. com
204.1.15.i n-addr. ar pa. 86400 IN NS ns-1.cns. hp. com
204.1.15.i n-addr. ar pa. 86400 IN NS ns-2.cns. hp. com



205. 1. 15.in-addr. ar pa. 86400 I'N NS ns-1.cns. hp. com
205. 1. 15.i n-addr. ar pa. 86400 I'N NS ns-2.cns. hp. com
206. 1. 15.i n-addr. ar pa. 86400 I'N NS ns-1.cns. hp.com
206. 1. 15.i n- addr. ar pa. 86400 IN NS ns-2.cns. hp. com
207.1.15.i n-addr. ar pa. 86400 IN NS ns-1.cns. hp. com
207.1.15.i n-addr. ar pa. 86400 IN NS ns-2.cns. hp. com

That'salot of delegation for one subnet!

You'd st this up with the DNS console by adding two levels of subdomains under
15.in-addr.arpa and then running the New Delegation Wizard (eight timesl) with the
1.15.in-addr.arpa zone selected.

9.5.2.2 /24 (Class C-sized) networks

In the case of a subnetted /24 (Class C-sized) network, say 192.253.254/24, subnetted
with the mask 255.255.255.192, you have asingle in-addr.arpa zone, 254.253.192.in-
addr.arpa, that corresponds to subnets 192.253.254.0/26, 192.253.254.64/26,
192.253.254.128/26, and 192.253.254.192/26. This can be a problem if you want to
let different organizations manage the reverse-mapping information that corresponds

to each subnet. Y ou can solve thisin one of three ways, none of which is pretty.

9.5.2.2.1 Solution 1

The firg solution isto adminigter the 254.253.192.in-addr.arpa zone as asngle entity
and not even try to delegate. This requires either cooperation between the
adminigtrators of the four subnets involved or the use of atool like the DNS console
to dlow each of the four administrators to take care of his own data.

9.5.2.2.2 Solution 2

The second solution isto delegate at the fourth octet. That's even nagtier than the /8
delegation we just showed. Y ou'll need at least a couple of NS records per | P address.
To st thisup with the DNS console, you'd need to create the 254.253.192.in-
addr.arpa zone and run the new delegation wizard 254 times, one for each usable
vaue in the fourth octet. Here's how the 254.253.192.in-addr .ar pa.dns file might end
up looking (we've removed the unnecessary glue A records for clarity and brevity):

Del egat ed sub-zone: 1.254.253.192.in-addr. arpa.

e e -

I'N NS nsl. foo.com
1 I'N NS ns2.foo.com
End del egati on
Del egat ed sub-zone: 2.254.253.192.i n-addr. ar pa.
,2 I'N NS nsl. foo.com
2 I'N NS ns2. foo.com

End del egati on



; Del egated sub-zone: 65.254.253.192.in-addr. ar pa.

65 I'N NS gw. bar. com
65 IN NS relay. bar.com
End del egati on

Del egat ed sub-zone: 66.254.253.192.in-addr. arpa.

66 I'N NS gw. bar. com
66 IN NS relay. bar.com
End del egati on

Del egat ed sub-zone: 129.254.253.192.i n-addr. ar pa.

129 I N NS mai | . baz. com
129 I'N NS www. baz. com
End del egati on

Del egat ed sub-zone: 193.254.253.192.i n-addr. ar pa.

193 I N NS mai | . baz. com
192 I N NS www. baz. com
; End del egation

And so0 on, al theway down to 254.254.253.192.in-addr.arpa. Of course, on
nsl.foo.com, you'd aso expect the name server to be authoritative for
1.254.253.192.in-addr.arpa, and in the zone data file for 1.254.253.192.in-addr .arpa,
you'd find just the one PTR record (plus an SOA and two NS records):

@ I N SOA nsl.foo.com root.nsl.foo.com (

1 . Seri al
10800 : Refresh
3600 ; Retry
608400 ; Expire
86400 ; Default TTL

I N NS nsl.foo.com

I N NS ns2.foo.com

I'N PTR thereitis.foo.com

Note that the PTR record is attached to the zone's domain name, since the zone's
domain name correspondsto just one | P address. (And, as far aswe can tell, it's not
possible to create a PTR record with the same name as the zone—as in the earlier
example zone—with the DNS console. Y ou have to create that zone by hand.) Now,
when a254.253.192.in-addr.arpa name server receives a query for the PTR record for
1.254.253.192.in-addr .arpa, it will refer the querier to nsl.foo.com and ns2.foo.com,
which will respond with the one PTR record in the zone.

9.5.2.2.3 Solution 3

Finally, thereé's aclever technique that obviates the need to maintain a separate zone
datafilefor each IP address2 The organization responsible for the overal /24



network crestes CNAME records for each of the domain names in the zone, pointing
to domain namesin new subdomains, which are then delegated to the proper servers.
These new subdomains can be caled just about anything, but names like 0-63, 64-
127, 128-191, and 192-255 clearly indicate the range of addresses each subdomain
will reverse map. Each subdomain then contains only the PTR records in the range for
which the subdomain is named.

(2l we first saw this explained by Glen Herrmansfeldt at CalTech in the newsgroup comp.protocols.tcp-
ip.domains. It's now codified as RFC 2317.

Here are the partia contents of the 254.253.192.in-addr .ar pa.dnsfile

1.254.253.192.in-addr.arpa. IN CNAME 1.0-63.254.253.192.in-
addr . ar pa.
2.254.253.192.in-addr.arpa. |IN CNAVME 2.0-63.254.253.192.in-
addr . ar pa.

0- 63. 254. 253. 192. i n- addr . ar pa. 86400 IN NS nsl.foo.com
0-63. 254. 253. 192. i n- addr . ar pa. 86400 I'N NS ns2.foo.com

65. 254. 253.192. i n-addr.arpa. I N CNAME 65.64-127.254. 253.192.i n-
addr . ar pa.
66. 254. 253. 192. i n-addr.arpa. IN CNAME 66. 64-127. 254, 253. 192. i n-
addr . ar pa.

64- 127. 254. 253. 192. i n- addr . ar pa. 86400 I'N NS
relay. bar.com
64-127.254. 253. 192. i n- addr . ar pa. 86400 I N NS gw. bar. com

129. 254.253.192.in-addr.arpa. IN CNAME 129.128-191.254.253.192.in-
addr. arpa.
130. 254. 253. 192. i n-addr.arpa. |IN CNAVE 130.128-191.254.253.192.in-
addr. arpa.

128-191. 254. 253. 192. i n- addr . ar pa. 86400 I'N NS
mai | . baz. com
128- 191. 254. 253. 192. i n- addr . ar pa. 86400 I'N NS

WWW. baz. com

The zone daafile for 0-63.254.253.192.in-addr.arpa, 0-63.254.253.192.in-
addr.arpa.dns, can contain just PTR records for | P addresses 192.253.254.1 through
192.253.254.63.

Here are the partiad contents of the0-63.254.253.192.in-addr.arpa.dnsfile

@ I N soa nsl. foo.com root.nsl.foo.com (
1 ; Seria
10800 ; Refresh
3600 Retry

608400 ; Expire
86400 ) ; Default TTL



I N NS nsl.foo.com

I'N NS ns2.foo.com
1 I N PTR thereitis.foo.com
2 I N PTR setter.foo.com
3 I N PTR mouse. f 00. com

The way this setup worksis alittle tricky, so let's go over it. A resolver requests the

PTR record for 1.254.253.192.in-addr.arpa, causng itsloca name server to go look

up that record. The loca name server ends up asking a 254.253.192.in-addr.arpa

name server, which will respond with the CNAME record indicating that
1.254.253.192.in-addr.arpa is actudly an diasfor 1.0-63.254.253.192.in-addr.arpa
and that the PTR record is attached to that name. The response will dso include NS
records telling the local name server that the authoritative name servers for O-
63.254.253.192.in-addr.arpa are nsl.foo.com and ns2.foo.com. The loca name server
then queries ether nsl.foo.com or ns2.foo.com for the PTR record for 1.0-
63.254.253.192.in-addr.arpa and receives the PTR record.

9.6 Good Parenting

Now that the delegation to the fx.movie.edu name serversisin place, we—responsible
parents that we are—should check that delegation using host. What? We haven't given
you host yet? A verson of host that works on Windows 2000 is available via
anonymous ftp from ftp:/ftp.nikhef.nl/pub/network/host 970908.exe.Z. To
uncompress host, you'll need WinZip or asmilar Windows utility. WinZip is

available from http:/mww.winzip.conv.

Once you uncompress host_970908.exe, ingal it as host.exesomewhere on your
computer. (Weingdl it in the same directory as nslookup.exe) Next, set up a
resolv.conffile in your %0VWINDIR%%directory. (If you're not sure where %0WINDIR%is,
type set from aDOS prompt.)

hostmakes it easy to check delegation. With host, you can look up the NS records for
your zone on your parent zone's name servers. If those look good, you can use hostto
query each name server listed for the zone's SOA record. The query is nonrecursive,
S0 the name server queried doesn't query other name servers to find the SOA record.
If the name server replies, host checks the reply to see whether the aa (authoritative
answer) bit in the reply packet is st. If it is, the name server checks to make sure that
the packet contains an answer. If both these criteria are met, the name server is
flagged as authoritetive for the zone. Otherwise, the name server is not authoritative,
and host reports an error.

Why dl the fuss over bad delegation? Incorrect delegation can dow name resolution
or cause the propagation of old and erroneous root name server information. When a
name server is queried for datain azone for which it is not authoritetive, it doesits
best to provide ussful information to the querier. This"useful information” comesin
the form of NS records for the closest ancestor zone the name server knows. (We



mentioned this briefly in Chapter 8, when we discussed why you shouldn't register a
caching-only name server.)

For example, say one of the fx.movie.edu name servers mistakenly receives an
iterative query for the address of carrie.horror.movie.edu. It knows nothing about the
horror.movie.edu zone (except for what it might have cached), but it likely has NS
records for movie.edu cached since those are its parent name servers. So it would
return those records to the querier.

In that scenario, the NS records may help the querying name server get an answer.
However, it'safact of life on the Internet that not al administrators keep their root
hintsfiles up-to-date. If one of your name servers follows a bad delegation and
queries aremote name server for records it doesn't have, look what can happen:

C.\> nsl ookup

Default Server: term nator.novie.edu
Address: 192.249.249.3

> set type=ns

>

Server: term nator. novie.edu
Address: 192.249.249.3

Non- aut horitative answer:

(root) naneserver D. ROOT- SERVERS. NET

(root) naneserver E. ROOT- SERVERS. NET

(root) naneserver | . ROOT- SERVERS. NET

(root) nameserver F. ROOT- SERVERS. NET

(root) naneserver G. ROOT- SERVERS. NET

(root) naneserver A. ROOT- SERVERS. NET

(root) naneserver H. ROOT- SERVERS. NETNI C. NORDU. NET
(root) naneserver B. ROOT- SERVERS. NET

(root) naneserver C. ROOT- SERVERS. NET

(root) naneserver A. | SI. EDU -- These three nane
(root) naneserver SRI - NI C. ARPA -- servers are no | onger
(root) nameserver GUNTER- ADAM ARPA -- roots

A remote name server tried to "help out” our loca name server by sending it the
current list of roots. Unfortunately, the remote name server was corrupt and returned
NS records that were incorrect. And our loca name server, not knowing any better,
cached that data.

Queries to misconfigured in-addr.arpa name servers often result in bad root NS
records because the in-addr.arpa and arpa zones are the closest ancestors of most in-
addr.arpa subdomains, and name servers very seldom cache either in-addr.arpa’s or
arpa's NS records. (The roots rarely give them out since they delegate directly to
lower-level subdomains,) Once your name server has cached bad root NS records,
your name resolution will dmogt certainly suffer: your name server won't be

contacting the "officid" root name servers, and who knows what information they

will hand out?

Those root NS records may have your name server querying aroot name server that is
no longer at that |P address or aroot name server that no longer exigs at dl. If you're
having an especialy bad day, the bad root NS records may point to areal, non-root



name server that is close to your network. Even though it won't return authoritetive
root data, your name server will favor it because of its proximity to your network.

9.6.1 Using host

If our little lecture has convinced you of the importance of maintaining correct
delegation, you'll be eager to learn how to use host to ensure that you don't join the
ranks of the miscreants.

Thefirst sep isto use host to look up your zone's NS records on a name server for
your parent zone and make sure they're correct. Here's how we'd check the
fx.movie.edu NS records on one of the movie.edu name servers.

C:\> host -t ns fx.novie.edu. term nator. novi e. edu

If everything's okay with the NS records, well smply see the NS recordsin the
output:

f X. movi e. edu NS bl aderunner. f x. novi e. edu
f X. movi e. edu NS out | and. f x. novi e. edu

Thistdlsusthat dl the NS records delegating fx.movie.edu from
terminator.movie.edu are correct.

Next, well use host's "SOA check” mode to query each of the name serversin the NS
records for the fx.movie.edu zone's SOA record. Thiswill also check whether the
response was authoritative:

C:\> host -C fx.novie.edu.

Normaly, thiswill produce the NS records above, aong with the contents of the
fx.movie.edu zone's SOA record:

f X. novi e. edu NS bl ader unner. f x. novi e. edu

bl aderunner. fx. novie. edu hostmaster.fx. novie.edu (1 10800 3600
608400 3600)

fx. movi e. edu NS out | and. f x. novi e. edu

bl aderunner. fx. novie. edu hostmaster.fx. novie. edu (1 10800 3600
608400 3600)

If one of the fx.movie.edu name servers—say outland—were misconfigured, we might
sethis

fx. movi e. edu NS bl ader unner. f x. novi e. edu

f x. nmovi e. edu NS out | and. f x. novi e. edu

fx. movi e. edu SOA record currently not present at outl and.fx. novie. edu
fx. movi e. edu has | ame del egation to outl and. fx. novi e. edu

Thisindicates that the name server on outland is running, but it's not authoritative for
fx.movie.edu.

If one of the fx.movie.edu name servers werent running at al, wed see:



f x. movi e. edu NS bl aderunner. f x. novi e. edu
bl aderunner. fx. novie. edu hostmaster.fx. novie. edu (1 10800 3600
608400 3600)

f x. movi e. edu NS out | and. f x. novi e. edu
f Xx. novi e. edu SOA record not found at outl and. fx. novi e. edu
try again

Inthiscase, thetry agai n message indicates that hostsent outland a query and didn't
get aresponse back in an acceptable amount of time.

While we could have checked the fx.movie.edu ddegation usng nslookup, host's
powerful command-line options make the task especidly easy.

9.6.2 Managing Delegation

If the specid-effects lab gets bigger, we may find that we need additiond name
servers. We dedlt with setting up new name serversin Chapter 8 and even went over
what information to send to the parent zone's administrator. But we never explained
what the parent needed to do.

It turns out that the parent's job isrelatively easy, especidly if the adminigtrators of

the subdomain send complete information. Imagine that the specid-effects lab

expands to a new network, 192.254.20/24. They have apassdl of new, high-powered
graphics workstations. One of them, alien.fx.movie.edu, will act as the new network's
name server.

The adminidrators of fx.movie.edu (we delegated it to the folksin the lab) send their
parent zone's adminigtrators (that's us) a short note;

Hi

We've just set up alien.fx.novie.edu (192.254.20.3) as a nanme server
for fx.nmovie.edu.

Woul d you pl ease update your delegation information? 1've attached
t he NS

records you'll need to add.

Thanks,

Arty Segue

aj s@ x. novi e. edu
----- cut here -----
fx. nmovi e. edu. 86400 NS bl aderunner. f x. novi e. edu.

I N
f x. novi e. edu. 86400 IN NS outland.fx.npvie.edu.
fx.mvie.edu. 86400 IN NS alien.fx.novie.edu

bl aderunner. fx. movi e. edu. 86400 IN A 192.253.254.2
out | and. f x. novi e. edu. 86400 IN A 192.253.254.3
al i en. fx.novie.edu. 86400 IN A 192.254.20.3

Our job as the movie.edu adminigtrator is straightforward: add the NS and A records
to movie.edu. Once again, it'sthe New Delegation Wizard to the rescue: select the
gray fx.movie.edu folder in the DNS consol€'s | eft pane and then double-click on any



of the NS recordsin the right pane. Y ou'll see awindow like the one shown back in
Figure 9-6. Select Add... to add the new NS record for alien.fx.movie.edu.

Thefind step for the fx.movie.edu administrator isto send a similar message to
mallto:hogmaster@arin.net(adminigtrator of the in-addr.arpa zone), requesting that
the 20.254.192.in-addr .ar pa subdomain be delegated to alien.fx.movie.edu,
bladerunner.fx.movie.edu, and outland.fx.movie.edu.

9.7 Managing the Transition to Subdomains

We won't lie to you—the fx.movie.edu example we showed you was unredigtic for
severd reasons. The main oneis the magical appearance of the specid-effectslab's
hosts. In the redl world, the lab would have started out with afew hosts, probably in
the movie.edu zone. After a generous endowment, an NSF grant, or a corporate gift,
they might expand the lab alittle and buy afew more computers. Sooner or later, the
lab would have enough hosts to warrant the cregtion of a new subdomain. By that
point, however, many of the original hosts would be well known by their names under
movie.edu.

We briefly touched on usng CNAME records in the parent zone (in our plan9.
movie.edu example) to help people adjust to a host's change of domain. But what
happens when you move awhole network or subnet into a new subdomain?

The strategy we recommend uses CNAME records in much the same way, but on a
larger scde. Using the DNS console, you can create CNAMES for hosts. This alows
users to continue using the old domain names for any of the hosts that have moved.
When they telnet or ftp (or whatever) to those hosts, however, the command will
report that they're connected to ahogt in fx.movie.edu:

C.\> telnet plan9

Trying. ..
Connected to plan9. fx.novie. edu.
Escape character is '""]".

HP- UX pl an9. f x. novi e. edu A. 09. 05 C 9000/ 735 (ttyul)

| ogi n:

Some users, of course, don't notice subtle changes like this, so you should also do
some public reations work and notify folks of the change.

How do you create dl these diases? Well, you could do it manudly usng the DNS
console, CNAME record by CNAME record. Or you could use a Perl script to create
CNAME records for every host in fx.movie.edu.dns:

#

# Simple Perl script to create aliases

# Run with <script> <domain name of child zone>
#



die "Usage: $0 <child zone>\n" if $#ARGV! =0;
open(ZDF, "$ARGV[O].dns") || die "Couldn't open $ARGV[O]: $!\n";

($! abel, $parent) = split(/\./, $ARGV[O], 2);
$parent .= ".dns";

open(PZDF, ">>$parent") || die "Couldn't open $parent: $!'\n";

whil e (<ZDF>) {
if (/\s+tIN\s+A\s+/) {

($host, $rest) = split(/[\s\.]/, $_, 2);

printf PZDF "% IN CNAME %s.%.\n", S$host, $host,

$ARGV[ 0] ;

}
b
9.7.1 Removing Parent Aliases

Although parent-levd diases are useful for minimizing the impact of moving your
hosts, they're also a crutch of sorts. Like a crutch, they'll restrict your freedom. They!ll
clutter up your parent namespace when one of your motivations for implementing a
subdomain may have been making the parent zone smdler. And they'll prevent you
from using the names of hostsin the subdomain as names for hogtsin the parent zone.

After a grace period—which should be well advertised to users—you should remove
al the dliases, with the possible exception of diases for extremdy well-known

Internet hosts. During the grace period, users can adjust to the new domain names and
modify scripts and the like. But don't get suckered into leaving dl those diasesin the
parent zone; they defeat part of the purpose of DNS because they prevent you and
your subdomain administrator from naming hosts autonomoudy.

Y ou might want to leave CNAME records for well-known Internet hosts or centra
network resourcesintact because of the potentia impact of aloss of connectivity. On
the other hand, rather than moving the well-known host or centra resourceinto a
subdomain at al, it might be better to leave it a the parent zone level.

9.8 The Life of a Parent

That'salot of parentd advice to digest in one Sitting, so let's recap the highlights of
what welve talked about. Thelife cycle of atypica parent goes something likethis:

1. Youhaveasngle zonewith al of your hogsin that zone.

2. You bregk your zone into a number of subdomains, some of them in the same
zone asthe parent, if necessary. Y ou provide CNAME records in the parent
zone for well-known hosts that have moved into subdomains.

3. After agrace period, you delete any remaining CNAME records.

4. You handle subdomain delegation updates, either manuadly or by usng stubs,
and periodicaly check delegation.



Okay, now that you know al thereisto parenting, let's go on to talk about more
advanced name server features. Y ou may need some of these tools to keep those kids
inline



Chapter 10. Advanced Features and Security

"What's the use of their having names,” the Gnat said, "if they won't
answer to them?"

In this chapter, well cover some of the Microsoft DNS Server's more advanced
features and suggest how they might come in handy in your DNS infrastructure. (We
do save some of the hardcore firewa | materia for Chapter 14, and we cover advanced
features specific to Windows 2000 in Chapter 11.)

10.1 DNS NOTIFY (Zone Change Notification)

Traditiondly, daves have used a polling scheme to determine when they need a zone
transfer. The palling intervd is caled the refresh time Other parameters in the zone's
SOA record govern other aspects of the polling mechanism.

Wouldnt it be niceif the primary master name server could tdll its dave serverswhen
the information in a zone changed? After dl, the primary master name server knows
the data has changed: every time a zone is changed with the DNS console, the DNS
console noatifies the server, which immediately changes the zone in its memory. The
primary's notification can come soon fter the actual modification instead of waiting
for the refresh interval to expire.

RFC 1996 proposed a mechanism that allowed primary master servers to notify their
daves of changesto azone's data. The Microsoft DNS Server implements this
scheme, cdled DNS NOTIFY for short.

DNSNOTIFY works like this: when a primary master name server notices a change
to datain azone, it sends a specid natification message to dl dave serversfor that
zone. It usesthelist of NS records in the zone to build the list of dave serversfor the
zone. The primary master removes the NS record corresponding to the name server
liged in the firgt field in the zone's SOA record (which by convention lists the name
of the primary master name server for the zone), as well asthe loca host. Removing
those name servers prevents the primary master from sending a notification message
to itsdf.

The specid NOTIFY request isidentified by its opcode in the query header. The
opcode for most queriesis QUERY . NOTIFY messages have a specia opcode,
NOTIFY. Other than that, the request looks much like a query for the SOA record for
the zone: it specifies the zone's domain name, class, and atype of SOA.

When adave receivesaNOTIFY request for a zone from one of its configured master
name servers, it sendsa NOTIFY response. The response tells the master that the
dave received the NOTIFY request and to stop sending NOTIFY messages for the
zone. Then the dave proceeds just asif the refresh timer had expired: it queriesthe
magter server for the SOA record for the zone the master claimed had changed. If the
serid number is higher, the dave performs the zone trandfer.



Why doesn't the dave simply take the master's word that the zone has changed? It's
possible that a miscreant could forge NOTIFY requests to our daves, causing lots of
unnecessary zone transfers that might amount to a denid-of- service attack against our
master server.

If the dave actudly transfers the zone, RFC 1996 says that it should issue its own
NOTIFY requeststo the other authoritative name serversfor the zone. Theideaisthat
the primary master may not be able to notify dl the dave servers for the zone itsdlf,
gnceit's possible that some daves can't communicate directly with the primary

measter and so use another dave as their master. However, the Microsoft DNS Server
doesn't implement this, and Microsoft DNS Server daves don't send NOTIFY
messages unless explicitly configured to do so.

Here's how this process works in practice: on our network, terminator.movie.edu is
the primary master for movie.edu, and wor mhole.movie.edu and zardoz.movie.edu are
daves (as shown in Figure 10-1).

Figure 10-1. movie.edu zone transfer example
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When we update movie.edu on terminator, terminator sends NOTIFY messagesto
wormhole and zardoz. Both daves check to see whether movie.edu's serial number has
been incremented and, if they find it has, perform a zone trandfer.

Let'saso look at amore complicated zone transfer scheme. In Figure 10-2, aisthe
primary master name server for the zone and b's master server, but b isc's master
server. Moreover, b has two network interfaces.

In this scenario, a natifies both b and ¢ after the zone is updated. b checksto see
whether the zone's serid number has been incremented and initiates a zone transfer.
However, cignoresa's NOTIFY message because a is not ¢'s configured master name
sarver (bis). If bisexplicitly configured to natify c, after b's zone transfer completes

it sends c aNOTIFY message, which prompts ¢ to check the seria number b holds for
the zone.



Figure 10-2. Complex zone transfer example
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Older BIND dave name servers, and other name servers that don't support NOTIFY,
respond with a"Not Implemented” (NOTIMP) error, wait until their refresh timers
expire, and then transfer the zone. The Microsoft DNS Server just ignores the

NOTIMP error.

NOTIFY iscontrolled on azone-by-zone basis and is enabled by default for every
zone. The controls for NOTIFY are somewhat hidden: highlight a zonein DNS
console's left pane, select Action —>Properties, and choose the Zone Transfers tab
of the zone properties window, which produces awindow like the one shownin

Figure 10-3.

Figure 10-3. Zone transfer configuration for movie.edu
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Figure 10-4. NOTIFY configuration for movie.edu
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Select the Notify... button to open the window shown in Figure 10-4, which illustrates
the NOTIFY configuration for the movie.edu zone on the zon€e's primary, terminator.
Y ou have two choices for configuring which servers get NOTIFY messagesfor a
zone. Thefirgt isto check Serverslisted on the Name Server s tab, which letsthe
server decide based on the name serverslisted in the zone's NS records. (The Name
Servers tab of the zone properties window smply shows the name serverslisted in
the zone's NS records.) The second choiceis to specify exactly which dave servers
should receive NOTIFY messages. Thisoption isrequired if you have dave servers
not listed in the zone's NS records. such daves are effectively hidden, and the only
way the primary master knows to send NOTIFY messagesto them isif you tdl it to.

10.2 WINS Linkage

Our next topic requires a short detour into the world of Microsoft networking.
Networks based on NetBT (NetBIOS over TCP) need to perform name resolution,
too: hosts need away to map NetBIOS names™® to | P addresses. The way this name
resolution works has evolved over time. In the early days, hosts broadcasted a query
on the LAN to resolve a NetBIOS name. Thisforced dl hoststo listen to every
broadcast. Since broadcasts don't leave the local LAN, this method didn't allow name
resolution beyond the loca subnet. The next evolutionary step was the LMHOSTS
file, whichisjust alist of NetBIOS names and | P addresses. Every host needed an
LMHOST Sfile to resolve names beyond the local subnet. This modd didn't scae very
well, ether: it was tough to keep the LMHOST Sfiles up-to-date and digtribute them.
And the introduction of the Dynamic Host Configuration Protocol (DHCP) essentidly
made basing a network's NetBIOS name resolution on LMHOSTSfilesimpossible.

A detailed description of DHCP is beyond the scope of this book,>* but sufficeit to
say that DHCP eliminates the requirement of configuring astetic |P address on every
one of your hosts. If those hosts support DHCP, they can contact a DHCP server

33 L L .
A host's NetBIOS name is simply the name by which it's known for NetBT networking purposes. NetBIOS names are
limited to one label of up to 15 octets (that is, no multiple-label names like DNS domain names). On Windows 2000 systems

the NetBIOS name is set in the System Properties window's Network Identification tab (choose Control Panel 9
System). A host's NetBIOS name need not be the same as the hostname portion of its fully qualified domain name in DNS.

But see another book from O'Reilly & Associates, TCP/IP Network Administration by Craig Hunt.



when they boot to obtain an |P address and other configuration parameters, such as
the | P addresses of the default router, name servers, and WINS servers.

WINS, which stands for Windows Internet Naming Service, is aMicrosoft invention
introduced in Windows NT 3.5. The server component of WINS is an implementation
of a NetBIOS Name Server as described in RFCs 1001 and 1002. The ideais nothing
new; the RFCs date from early 1987. The function of a NetBIOS Name Server is
sample: it maps NetBIOS names to | P addresses.

The name and | P address information in a WINS server comes from the various hosts
on the network. Once a host setsits | P address using the value sent by a DHCP server,
the host regigters its name with the WINS server the DHCP server told it about.
Actualy, any modern NetBT hogt registers its name with aWINS server, regardless

of how it obtained its | P address (e.g., dynamically from a DHCP server or saticdly
from auser-input configuration). Modern NetBT hosts also know to contact aWINS
server for NetBIOS name resolution, rather than relying solely on broadcasting or an
LMHOSTSfile

So where does DNSfit in to al this? Before Windows 2000, it wasn't possible to
make the new name-to-1P address mappings generated by the DHCP server visble to
DNS. Microsoft redlized there would be some vaue to enabling a DNS server to
query aWINS server, which knows about names for dynamicaly assgned IP
addresses. After dl, aNetBIOS namein the WINS server isusudly the same asa
machines hogtname (the firg label of itsfully quaified domain namein DNS), which
iswhat it would be in the DNS server if there were an easy way to get it there.
(Remember, we're talking about the days before Windows 2000 with itsimproved
integration with DNS.) So a Microsoft DNS Server can be configured to ask aWINS
server when it receives a query for adomain name that's not in its zone data.

Y ou may be thinking that a name server contacting a WINS server iskind of slly;

isn't there away for name serversto know what the DHCP servers are doing directly?
Thereis. In aWindows 2000 network, DHCP servers can update name servers after
every assgnment using the DNS Dynamic Update protocol. We cover this new
functiondity in Chapter 11. The importance of WINS in Windows 2000 is gregtly
reduced, too. Windows 2000 hosts can resolve NetBIOS names with DNS rather than
WINS, athough WINS s till required to support older, legacy clients. Y ou can find
more information about how Windows 2000 hogts use DNS for hostname lookupsin
Chapter 6.

10.2.1 Configuring WINS Lookup

WINS lookup, asit's called, is enabled on a zone-by-zone basis usng the WINS tab

of the zone properties window. When the DNS server receives an address (A) record
query for which it doesn't know the answer, if the zone where the record will exist has
WINS lookup enabled, the DNS server queries a WINS server. The NetBIOS name
sent to the WINS server isthefirgt labd of the domain namein the A record query.

For example, if the domain name in the A record query is terminator.movie.edu, the
NetBIOS name queried isterminator. If the WINS server responds with an IP address
for terminator, the DNS server synthesizes an A record for terminator.movie.edu and
returnsit to the origina querier.



The WINS lookup configuration for the movie.edu zone on the zone's primary magter,
terminator, is shown in Figure 10-5.

Figure 10-5. WINS lookup settings for movie.edu
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WINS lookup is enabled by checking the Use WINS forwar d lookup box. You can
specify the | P addresses of up to five WINS servers, and the DNS server will try them
in the order listed.

By default, the WINS lookup configuration you establish on the primary master takes
effect on the daves aswdl. The primary master inserts a speciad WINS record that
gets transferred with the rest of the zone to the daves. If the daves are Microsoft DNS
Servers, they understand the WINS record and perform WINS lookups accordingly. If
the daves are BIND name servers, they complain about the unknown WINS record.

Y ou can suppress sending this WINS record to the daves by checking Do not
replicate thisrecord.

TheTimeto live (TTL) fied in the lower Ieft corner goecifiesthe TTL for the specid
WINS record itself. We're not sure why anyone would ever care about thisvaue: a
record's TTL applies only to serversthat cacheit, and the WINS record is meaningful
only on azone's authoritative servers.

Pressing the Advanced... button yields awindow like thet in Figure 10-6. Cache
time-out controls how long the DNS server will cache the synthesized A records. The
default value is 15 minutes. That value may seem small, but it's a good choice:
information in the WINS server istrangent by nature, so you don't want the DNS
server to hold onto it for along time. If it needs a name again, the DNS server can
just ask the WINS server for it. Lookup time-out controls how long the DNS server
will wait after querying aWINS server. The default is 2 seconds.



Figure 10-6. Advanced WINS lookup settings
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Y ou can enable WINS lookup on in-addr.arpa zones, too. It's called WINS reverse
lookup, and it'simplemented differently than plain WINS lookup. When the name
server receives a PTR query it can't answer and WINS reverse lookup is enabled for
the zone, it sends a NetBIOS Adapter Status request directly to the IP address
referenced by the PTR record. In other words, the name server asks the host directly
what its name is. The name server can't ask a WINS server because lookups based on
|P address aren't supported: you can't give aWINS server an | P address and get the
corresponding NetBIOS name back. WINS servers have obvioudy never heard of
Jeopardy! ("The host with |P address 192.249.249.3." "What is terminator?")

WINS reverse lookup is configured smilarly to WINS lookup: select the WINSR tab
of the zone properties window of any in-addr.arpa zone. The WINS reverse lookup
configuration for the 249.249.192.in-addr.arpa zone on the zon€e's primary master,
terminator, is shown in Figure 10-7.

Figure 10-7. WINS reverse lookup settings for 249.249.192.in-addr.arpa
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Use WINS-R lookup enables the NetBIOS Adapter Status requests for unknown PTR
recordsin thiszone. Do not replicate thisrecord has the same effect asits WINS
forward-1ookup counterpart. If you look in an in-addr.arpa zone detafile, though,

you'll see aWINS-R record ingtead of a WINS record. The Domain to append to
returned name field tekes a DNS domain name thet will be appended to the

NetBIOS name returned by the host to form afully qudified domain name. The
Advanced... button controls cache and lookup timeouts, just like its WINS forward-
lookup counterpart.



10.2.2 Using WINS Lookup and WINS Reverse Lookup

What's WINS lookup good for? In most networks, not alot. For one thing, Windows
2000 now integrates tightly with DNS s0 that in a properly configured network, al
Windows 2000 hosts have forward- and reverse-mapping information in DNS. (More
information about this new integration with DNS isfound in Chapter 11.) But let's say
you gill have alot of older Windows hosts on your network. Do you need WINS
lookup? Well, we dtill can't get excited about it. Think about it thisway: the names

that get resolved the most are the servers, and they usually have fixed | P addresses
and thus static DNS entries. They're resolved directly in DNS, not viathe WINS
lookup detour. Most networks don't have much peer-to-peer networking; your average
desktop host usualy doesn't offer network services, such as aweb server, name
server, and so on. It's the need to reach those kinds of network services that require
DNS name resolution to work for every host. (Sure, there's alot of NetBIOS-based
file and print sharing among desktop hosts, but that process uses WINS natively.)

If you do need to support WINS lookup in your network, abig problem with it is that
the standard BIND name server doesn't support it.3> Many people find that they need
WINS lookup after they have a DNS infrasiructure in place using BIND name servers.
One option isto replace al those name servers with the Microsoft DNS Server and
enable WINS lookup. That's not realistic for most people. A better, but not perfect,
option isto create a new subdomain for DHCP clients resolvable via WINS lookup
and delegate the subdomain to a set of Microsoft DNS Servers.

For example, let's say the folks running the domain acme.com suddenly find
themsalves with dozens of PCs doing peer-to-peer networking with DHCP-assigned

| P addresses. Since they've dready got a BIND infrastructure in place, they decideto
create the domain pcs.acme.com for these PCs. (The domain name could be anything:
dhcp.acme.com, wins.acme.com, whatever.) They configure a couple of Microsoft
DNS Serversfor this zone and enable WINS lookup. Findly, they delegate to the
pcs.acme.com zone from the acme.com zone.

In practice, we find WINS reverse lookup is much more useful. It'sredly niceto have
complete reverse-mapping information for your network in DNS. Network-
management applications can report names rather than I P addresses. Web servers can
log usage gtatistics by name and make named-based authorization decisions, such as
giving access only to hogts in the movie.edu domain. Troubleshooting is eesier as

well. Without WINS reverse lookup, the name server can't reverse map dynamically
assigned | P addresses in networks with older Windows hosts. Of course, for you to be
able to use WINS reverse lookup in your network, al the name serversfor your in-
addr.arpa zones need to support it.

10.3 System Tuning

While the default configuration vaues will work fine for most Sites, yours may be one
of the rare Stes that needs some further tuning. The following tuning requires changes
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to the Registry. All DNS parameters referenced in this section are vaues of this
Regidry key:

HKEY_LOCAL_MACHI NE\ SYSTEM Curr ent Cont r ol Set\ Ser vi ces\ DNS\ Par anet er s
10.3.1 More Efficient Zone Transfers

A zonetrandfer, we said earlier, comprises many DNS messages sent end-to-end over
a TCP connection. Traditiona zone transfers put only asingle resource record in each
DNS message. That's awaste of space: you need afull header on each DNS message,
even though you're carrying only asingle record. It's like being the only personin a
Chevy Suburban. A DNS message can carry many more records.

The Microsoft DNS Server understands arelatively new zone-transfer formet that
puts as many records as possible into asingle DNS message. The resulting "many
answers' zone transfer takes less bandwidth because there's less overhead and less
CPU time because less timeis spent unmarshaing DNS messages.

The DNS sarver uses the "many answers' format by default, which isfineif dl your
daves can understand it. Older BIND name servers (prior to Version 4.9.4) can't cope
with this format and require the traditiona one. Fortunatdly, you can tell the

Microsoft DNS Server to use the traditiona method by changing the BindSecondaries
Registry vaue. When et to one, the server sends traditiond zone transfers to satisfy
older BIND servers. The default vaue is one, but that doesn't affect zone transfers
between two Microsoft DNS Servers. They recognize each other, and the master uses
the "many answers' format to the dave.

Y ou should change this vaue only if you have no BIND davesor if dl your BIND
davesarerunning Verson 4.9.4 or later.

10.4 Name Server Address Sorting

When you are contacting a host that has multiple network interfaces, usng a
particular interface may give you better performance. If the multihomed hogt is local
and shares a network (or subnet) with your host, one of the multihomed host's
addressesis"closer."

Suppose you have an FTP server on two networks, cleverly caled network A and
network B, and hosts on both networks access the server often. Hosts on network A
will experience better performance if they use the hodt's interface to network A.
Likewise, hosts on network B would benefit from using the host's interface to network
B asthe address for their FTP client.

In Chapter 4, we mentioned that the Microsoft DNS Server returns all the addresses
for amultihomed host. There was no guarantee of the order in which the DNS server
would return the addresses, so we assigned aliases (wh249 and wh253 for wormhole)
to theindividud interfaces. If one interface is preferable, you (or more redigticaly, a
DNS client) can use an appropriate aias to get the correct address. Y ou can use



aiasesto choose the "closar” interface but, because of address sorting, they are not
aways necessary.

The Microsoft DNS Server sorts addresses by default. The server compares the IP
address of the querier with the IP addresses of A records in a pending response. It
moves those records with the same network as the querier to the top of the list inthe
response. This comparison is based on the class of network from which each IP
address originates. For Class A networks, only the first octet is compared. For Class B
networks, the first two octets are compared, and for Class C networks, the first three
octets are significant in the comparison. (Nowadays the whole notion of |P network
classesis mostly meaningless, having been made obsolete by Clasdess Inter-Domain
Routing, or CIDR. For more information on | P addressing, see Appendix B of
ORellly'sInternet Core Protocols: The Definitive Guide by Eric Hall.)

In Figure 10-8, assume that a Microsoft DNS Server is running on notorious. When
spellbound sends a query to notorious looking up the addresses of notorious, it gets
back an answer with notorious's network A addressfirst. When charade looks up the
addresses of notorious, it gets back an answer with notorious's network B address
first. In both cases, the name server sorts the addresses in the response based on its
comparison of the querier's address with the addresses in the response.

Figure 10-8. Communicating with a local multihomed host

spellbound gaslight
i notorious '
network B

3 - E

- BT e —

charade
Thereésasmdl catch with the DNS server's address sorting: it disables round robin
(see Section 10.8.3 later in this chapter). In the Microsoft DNS Server, address sorting
is enabled by default and round robin is disabled. If you want round robin and can live
without address sorting (unfortunately, they're mutudly exclusive), you can disable
address sorting with the Local NetPriority registry setting. Set it to zero to disable
address sorting and enable round robin. Note, though, that this value doesn't exigt in
the Registry by default. Y ou need to add it before you can change its vaue to zero.



10.5 Building Up a Large Sitewide Cache with Forwarders

Certain network connections discourage sending large volumes of traffic off-Ste,
either because the network connection is pay-per-packet or because it isadow link
with ahigh delay, as with aremote office's satellite connection to the company's
network. In these situations, you want to limit the off-site DNS traffic to the bare
minimum. The Microsoft DNS Server has a feature called forwarding to handle this.

If you designate one or more servers at your Site as forwarders, dl off-dte queries are
sent to the forwarders first. Theideaisthat the forwarders handle al off-ste queries
generated & the Site, building up arich cache of information. For any given query ina
remote domain, there is a high probability that the forwarder can answer the query
from its cache, avoiding the need for the other serversto send packets off-gite.
Nothing specid is done to these servers to make them forwarders, you modify al the
other servers at your ste to direct their queries through the forwarders.

A primary master or dave name server's mode of operation changes dightly wheniitis
directed to use aforwarder. If the requested information is already in its database of
authoritative data and cache data, it answers with thisinformation; this part of the
operation hasn't changed. However, if the information is not in its database, the name
server sends the query to aforwarder and waits a short period for an answer before
resuming normal operation and contacting the remote servers itsalf. What the name
server isdoing that's different is sending arecursive query to the forwarder, expecting
it to find the answer. At al other times, the name server sends out nonrecursive
queries to other name servers and deals with responses that refer only to other name
servers.

Forwarding is by server, not by zone: a server is ether forwarding or it isn't. It's
configured by sdlecting the Forwar ders tab on the server properties window. Figure
10-9 shows how amovie.edu name server is configured to use forwarders, assuming
wormhole and terminator are the ste's forwarders. (Remember, forwarding is
configured on every name server except the forwarders themsel ves—wormhole and
terminator inthis case)

Enable forwarders enables forwarding on this name server. Y ou can pecify up to
five forwarders. This name server forwards to them in the order in which they're
listed, using a default timeout of five seconds per forwarder; that is, if the first
forwarder doesn't respond within five seconds, try the next, wait five more seconds,
try the next, and so on. The forwarding timeout can be changed with the Forward
time-out fidd. Thisvaueis gored in a Regidry vaue, ForwardingTimeout, which
you can dso change. (The list of forwardersis stored in the Forwarders vaue)) Well
talk about the Do not use recur sion option in the next section.



Figure 10-9. Forwarders configuration tab
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When you use forwarders, try to keep your site configuration smple. Y ou can end up
with configurations that are redly twisted. Follow these tips:

Avoid having "mid-level" servers forward packets (that is, avoid configuring
forwarding on your mid-level name servers). Mid-level servers mostly refer
name servers to subdomain name servers. If they have been configured to
forward packets, do they refer to subdomain name servers, or do they contact
the subdomain name server to find out the answer? Whichever way it works,
you're probably making your ste configuration too hard for mere mortas (and
subdomain adminigtrators) to understand.

Avoid chaining your forwarders. Don't configure server a to forward to server
b, and configure server b to forward to server ¢ (or worse yet, back to server
a).

10.6 A More Restricted Name Server

Y ou may want to restrict your name servers even further—stopping them from even
trying to contact an off-site server if their forwarder is down or doesn't respond. You
can do this by tdling the server not to fal back to using the recurgve resolution
process if no forwarders respond: check the Do not use recursion box on the
Forwarders configuration tab (see Figure 10-9). The terminology is confusing: this
checkbox has nothing to do with the kind of query being sent to the forwarders. Aswe
sad earlier, aname server that's forwarding aways sends arecursive query to its
forwarders. What this checkbox determines is what happens after that recursive query
is sent, which we discuss next. The BIND name server configuration syntax callsthis
kind of forwarding name server aforward-only server, which we think isagood
name.



A forward-only server isavariation on a server that forwards. It fill answers queries
from its authoritative data and cache data. However, it relies completely onits
forwarders; it doesn't try to contact other servers for informetion if the forwarders
don't giveit an answer.

The dave server contacts each forwarder only once, and it waits a short time for the
forwarder to respond. Listing the forwarders multiple times directs the forward-only
server to retranamit queries to the forwarders and increases the overdl length of time
the forward-only name server will wait for an answer from forwarders. Y ou might
want to consder ligting the forwarders | P addresses more than once for redundancy:
if thefirg query to aforwarder islogt, the second might il get through and be
answered.

However, you must ask yourself if it ever makes sense to use aforward-only server.
Such asarver is completely dependent on the forwarders. Y ou can achieve much the
same configuration (and dependence) by not running a forward-only server a dl,
ingtead, configure your hosts resolversto point to the forwarders you were using.
Thus, you are ill relying on the forwarders, but now your applications are querying
the forwarders directly instead of having aforward-only name server query them for
the gpplications. Y ou lose the locd caching the forward-only server would do as well
as the address sorting, but you reduce the overall complexity of your Ste
configuration by running fewer "restricted” name sarvers.

10.7 A Nonrecursive Name Server

By default, resolvers send recursive queries, and name servers do the work required to
answer the queries. (If you don't remember how recursion works, refer to Chapter 2.)
In the process of finding the answer to recursive queries, the name servers build up a
cache of nonauthoritative information about other zones.

In some circumstances, it is undesirable for name serversto do the extrawork
required to answer arecursive query or to build up a cache of data. The root name
servers are an example of these circumstances. The root name servers are too busy to
spend extra effort to recursvely find the answer to arequest. Instead, they send a
response based only on the authoritative data they have. The response may contain the
answer, but it ismore likely that the response contains areferra to other name

servers. And since the root servers do not support recursive queries, they do not build
up nonaLthoritative data caches, which is good because their caches would be huge 3

Y ou can induce the Microsoft DNS Server to run as a nonrecursive name server by
setting the NoRecursion Regigtry vauetot r ue. By default, the name server supports
recursion, and thisvdueisf al se.

If you choose to make one of your servers nonrecursive, do not configure any of your
hosts resolversto useit. While you can make your name server nonrecursive, thereis
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Note that a root name server doesn't normally receive recursive gueries unless a name server's administrator configured it
to use a root server as a forwarder, a host's administrator configured its resolver to use the root server as a name server, or
a user pointed nslookup at the root server.



no corresponding option to make your resolver work with a nonrecursive name
37
server.

You can list a nonrecursive name server as one of the servers authoritetive for your
zone data (that is, you can tell a parent name server to refer queries about your zone to
this server). Thisworks because name servers send nonrecursive queries between
themselves.

Do not list anonrecursive name server as aforwarder. When aname server isusing
another server as aforwarder, it sends the query to the forwarder as arecursive query
ingtead of a nonrecursive query.

10.8 Securing Your Name Server

Compared to amodern BIND name server, the Microsoft DNS Server is short on
security features, but you do have some options. In this section, we discuss how to
prevent unauthorized zone transfers from your servers and how to "lock down™ a
name server directly connected to the Internet.

10.8.1 Preventing Unauthorized Zone Transfers

It's important to ensure that only your red dave name servers can transfer zones from
your primary master name server. Users on remote hosts that can query your name
server's zone data can look up data (for example, addresses) only for hosts whose
domain namesthey dready know, one at atime. Userswho can start zone transfers
from your server can ligt dl the hosts in your zones. It's the difference between letting
random folks cal your company's switchboard and ask for John Q. Cubicl€e's phone
number and sending them a copy of your corporate phone directory.

Y ou control which name servers can perform a zone transfer with settings on the
Zone Transfers tab of the zone properties window (see Figure 10-3 earlier in this
chapter). You can dlow any host to perform zone transfers, or only those name
sarverslised in the zone's NS records, or only a specific set of name serversyou list
by IP address.

For a primary magter name server accessible from the Internet, you definitely want to
limit zone transfers to just your dave name servers. Y ou probably don't need to
restrict zone transfers on name sarversingde your firewall, unless you're worried
about your own employees listing your zone data.

10.8.2 Delegated Name Server Configuration
Some of your name servers answer nonrecursive queries from other name serverson

the Internet because your name servers appear in NS records delegating your zones to
them. Well cdl these name servers del egated name servers.
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Y ou can take specia measures to secure your delegated name servers. But firgt, you
should make sure these servers don't receive any recursive queries (i.e., that you don't
have any resolvers configured to use these servers and that no name servers use them
as forwarders). Some of the precautions we'll take—such as disabling recursive
queries—preclude your resolvers from using these servers.

Once you know your name server answers queries only from other name servers, you
can turn off recursgon. This diminates amgor vector of attack: the most common
spoofing attacks involve inducing the target name server to query name servers under
the hacker's control by sending the target a recursive query for adomain namein a
zone served by the hacker's servers. Disabling recursion is described in Section 10.7
earlier in this chapter. Y ou should also restrict zone transfers of your zones to known
dave sarvers, as described in the previous section.

10.8.3 Load Sharing Between Mirrored Servers

The Microsoft DNS Server has afeature called round robin (named after the
equivdent feature in the BIND name server): the server rotates address records for the
same domain name between responses. For example, if the domain name foo.bar.baz
has three address records for |P addresses 192.1.1.1, 192.1.1.2, and 192.1.1.3, the
round-robin feeture causes the name sarver to give them out firgt in the order:

192.1.1.1 192.1.1.2 192.1.1.3

then in the order:

192.1.1.2 192.1.1.3 192.1.1.1

and then in the order:

192.1.1.3 192.1.1.1 192.1.1.2

before garting over again with the first order and repesting the rotation ad infinitum.

This functiondity is enormoudy useful if you have a number of equivadent network
resources, such as mirrored FTP servers, web servers, or terminad servers, and youd
like to spread the load among them. Y ou establish one domain name that refers to the
group of resources and configure clients to access that domain name, and the name
server inverse-multiplexes the accesses between the I P addresses you list.

It'sagood ideato reduce the records TTLS, too. This ensures that, if the addresses are
cached on an intermediate name server that doesn't support round robin, they'll time

out of the cache quickly. If the intermediate name server looks up the name again,

your authoritative name server can round-robin the addresses again.

Note that thisisredly load sharing, not load balancing: the name server gives out the
addresses in acompletdy determinigtic way, without regard to the actua load or
capacity of the servers servicing the requests. In our example, the server at address
192.1.1.3 could be a486DX 33 running Linux and the other two servers could be
HP9000 K420s, and the Linux box would still get athird of the queries.



Note that round robin is disabled by default in favor of name server address sorting.
See the end of Section 10.4 for instructions on how to disable name server address
sorting and enable round robin.



Chapter 11. New DNS Features in Windows 2000

The Hatter opened his eyes very wide on hearing this; but all he said
was, "Why is a raven like a writing desk?"

"Come, we shall have some fun now!"" thought Alice. "I'm glad they've
begun asking riddles— believe | can guess that," she added aloud.

"Do you mean that you think you can find out the answer to it?" said
the March Hare.

Windows 2000 includes many new DNS bells and whistles. The DNS server itsdlf is
much improved, with more features than ever that make it more functiona and essier
to manage. From a client perspective, Windows 2000 as an operating System is more
dependent on DNS than any previous operating system from Microsoft. And then
theré's Active Directory....

11.1 Active Directory

Active Directory isthe maor new feature of Windows 2000. It'sa hierarchical

database of information about al objectsin the network: computers, printers, users,

and s0 on. Both users and computers access the information in Active Directory. The
Active Directory database is partitioned into domains for adminigtrative purposes, and
one or more domain controllers store information about particular domains. (Compare
thisto DNS's namespace, which is partitioned into zones, with one or more name
servers authoritative for each zone.) The most important fact about Active Directory

for our purposesisthat it isintegrated tightly with DNS. For more—much more—
information about Active Directory, see Windows 2000 Active Directory by Alidar
G. Lowe-Norris (O'Relilly).

11.1.1 Active Directory Domain Names

The most obvious connection between Active Directory and DNS is the naming of
domains—Acctive Directory domains, that is. In the past, under Windows NT, domain
names followed the NetBIOS host-naming rules: names condsted of asingle labd
(i.e,, no dots) and could contain letters, digits, and limited punctuation. Most
Windows didog boxes forced domain-name input to uppercase, so while they were
case-insendtive, you usudly saw domain names written in dl uppercase. For
example, Movie Universty's Windows NT domain name was MOVIEU.

With Windows 2000, all Active Directory domain names are DNS domain names,
but—and thisisimportant—not every DNS domain name is an Active Directory
domain name*® So while an organization's Active Directory namespace resemblesiits
DNS namespace, the two don't have to be and probably won't be identica. Whileit's
beyond the scope of this book to give an exhaudtive explanation of Active Directory

38 . . S - - .
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is registered. You get the idea.



namespace design, we can give you some examples to clarify the connection between
the naming of Active Directory domains and DNS domains.

Consder Movie University. After reading thisfar, you're familiar with Movie U.'s

DNS namespace: the apex (or top) of the namespace is movie.edu, and there are
subdomains named fx.movie.edu, classics.movie.edu, and comedies.movie.edu. This
namespace is represented in Figure 11-1.

Now let's talk about Movie U.'s Active Directory namespace. An organization's
Active Directory domain names correspond to some of its DNS domain names, and
the Active Directory domain at the top of an organization's domain tree usudly
corresponds to a subdomain of the apex of its DNS namespace. In Movie U.'s case,
however, the root of the Active Directory domain tree is the same as the apex of the
DNS namespace, movie.edu. Figure 11-1 shows Movie U.'s Active Directory domain
tree besde its DNS namespace. Note how the two diverge, though. For various
adminidrative reasons, the folks over in fx.movie.edu need to run their own Active
Directory domain. But everyone dse a Movie U. isapart of the movie.edu Active
Directory domain, even though individud hogtsfal into different DNS domains.

Figure 11-1. Movie University's namespace
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11.1.2 DNS as Location Broker

Y ou may be wondering why Active Directory domain names are DNS domain names.
The answer isthat Windows 2000 systems (running in native mode) use DNS asa
location broker; that is, to find services. Previous versons of Windows used NetBIOS
to find domain controllers, but Windows 2000 hosts use DNS. Take the case of a
Windows 2000 Professiona host at Movie U. that's been joined to the movie.edu
Active Directory domain. When this system boots up, it sends a series of DNS queries
to its configured name server to find adomain controller for the movie.edu domain.

11.1.2.1 The SRV resource record

The particular query sent by the Windows 2000 client is for aresource record type
you may not have heard of: the SRV (service location) record. The SRV record,



introduced in RFC 2782, is a genera mechanism for locating services. Before we can
talk in detall about exactly how a Windows 2000 client finds its domain controller
using SRV records, we need to describe the SRV record itself.

Locating aservice or a particular type of server within a zone isadifficult problem if
you don't know which hogt it runs on. Some zone administrators have attempted to
solve this problem by using service-specific diasesin their zones. For example, at
Movie U. we created the dias ftp.movie.edu and pointed it to the domain name of the
host that runs our FTP archive:

ftp. novi e. edu. I'N CNAME pl an9. f x. novi e. edu.

Thismakesiit easy for people to guess a domain name that will get them to our FTP
archive and separates the domain name people use to access the archive from the
domain name of the host on which it runs. If we were to move the archiveto a
different host, we could smply change the CNAME record.

Another option, for clients that understand it, isthe SRV record. In addition to Smply
alowing aclient to locate the host on which a particular service runs, SRV provides
powerful features that allow zone administrators to distribute load and provide backup
sarvices, smilar to what the MX record provides.

A unique aspect of the SRV record is the format of the domain name to which it's
attached. Like the service-specific aliases described earlier, the domain name an SRV
record is attached to gives the name of the service sought, but it aso includes the
protocal it runs over, concatenated with a domain name. The labdls representing the
service name and the protocol begin with an underscore to distinguish them from
labels in the domain name of ahogt. So, for example:

_ftp. _tcp.novie. edu

represents the SRV records someone ftping to movie.edu should retrieve in order to
find the movie.edu FTP servers, while:

_http. _tcp. ww. novi e. edu

represents the SRV records someone accessing the URL  http: //mwww.movie.edu should
look up in order to find the www.movie.edu web servers.

The names of the service and protocol must come from the latest Assigned Numbers
RFC (the mogt recent as of thiswriting is RFC 1700) or be unique names used only
locally. Don't use the port or protocol numbers, just the names. When entering SRV
records with the DNS console, the service name is limited to eight common services.

The SRV record has four resource record-specific fields: priority, weight, port, and
target. Priority, weight, and port are unsgned 16-bit numbers (between 0 and 65535).
Target isadomain name.

Priority works smilarly to the preference in an MX record: the lower the number in
the priority field, the more desirable the associated target. When searching for the



hogts offering a given sarvice, dients should try targets with the same priority vaue
before trying those with a higher vaue in the priority field (lower priority vaues
indicate higher priority—oconfusing, eh?).

Weight dlows zone adminigtrators to distribute load to multiple targets. Clients
should query targets at the same priority in proportion to their weight. For example, if
onetarget has a priority of zero and aweight of one and another target has a priority
of zero but aweight of two, the second target should receive twice as much load (in
queries, connections, etc.) asthe firdt. It's up to the service's clients to direct that load:
they typicaly use asystem cal to choose arandom number. If the number is, sy, in
the top one-third of the range, they try thefirgt target, and if the number isin the
bottom two-thirds of the range, they try the second target.

Port specifies the port on which the service being sought is running. This dlows zone
adminigtrators to run servers on nonstandard ports. For example, an administrator can
use SRV records to point web browsers at aweb server running on port 8000 instead
of the standard HTTP port (80).

Findly, target specifies the domain name of ahost on which the serviceis running (on
the port specified in the port field). Target must be the canonica name of the host (not
an dias), with address records attached to it.

So, for the movie.edu FTP server, we might add two SRV records to the movie.edu
zone. Adding the firgt with the DNS console is shown in Figure 11-2.

Figure 11-2. Adding an SRV record with the DNS console
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After adding the second record, the movie.edu zone data file (movie.edu.dns) contains
these records:

_ftp. _tcp.nmovie.edu. IN SRV 1 0 21 plan9.fx.novie.edu.
IN SRV 2 0 21 thing.fx.novie.edu.



Thisingructs SRV-capable FTP clientsto try the FTP server on plan9.fx.movie.edu's
port 21 first when ng movie.edu's FTP service and then to try the FTP server
on thing.fx.movie.edu's port 21 if plan9.fx.movie.edu's FTP server isn't available.

The records:

_http. _tcp.ww. novie.edu. IN SRv 0 2 80 wWWw. novi e. edu.
IN SRV 0 1 80 www2. movi e. edu.
IN SRV 1 1 8000

post manri ngs2x. novi e. edu.

direct web queries for www.movie.edu (the web site) to port 80 on www.movie.edu
(the host) and www2.movie.edu, with www.movie.edu getting twice the queries
www2.movie.edu does. If neither is available, queries go to postmanrings2x.movie.edu
on port 8000.

But don't get excited and add SRV records for your FTP and web servers. few clients
actualy use SRV recordsto locate their servers. In fact, we're not aware of any FTP
clients or web browsers that look up SRV records. On the other hand, when Microsoft
was looking for away to have Windows 2000 clients find their domain controllers,
SRV recordsfit the bill perfectly.

11.1.2.2 DNS resource records needed by a domain controller

A Windows 2000 client needs to reach several services on its domain controller.
Clients communicate with Active Directory itsdf usng the Lightweight Directory

Access Protocol (LDAP).3® Authentication and authorization are handled by
Kerberos.*® A domain controller needs DNS to "advertise” the availability of these
services. The resource records needed by the movie.edu Active Directory domain look
likethis

novi e. edu. 600 IN A 192.249.249.3
_ldap. _tcp.novie.edu. 600 IN SRV 0 100 389 term nator. novie. edu.
_ldap. _tcp. pdc. _nsdcs. novi e. edu. 600 IN SRV 0 100 389
term nat or. novi e. edu.
_ldap. _tcp. 6e10690c-40a2- 4383-98a7-
c716ef 9266d1. domai ns. _nsdcs. novi e. edu.
600 IN SRV 0 100 389 term nator.novie. edu.
260aad2b- 3ce7-41c2-923e-8e7bec165788. nsdcs. novi e. edu. 600 I N CNAME
term nat or. novi e. edu.
_kerberos. _tcp.dc. _nsdcs. novi e. edu. 600 IN SRV 0 100 88
term nat or. novi e. edu.
_ldap. _tcp.dc. _nsdcs. novie.edu. 600 IN SRV 0 100 389
term nat or. novi e. edu.
_kerberos. _tcp.novie.edu. 600 IN SRV 0 100 88 term nator. novie. edu.
_kerberos. _udp. novie.edu. 600 IN SRV 0 100 88 term nator. novie. edu.
_kpasswd. _tcp. novie. edu. 600 IN SRV O 100 464 term nator.novie. edu.
_kpasswd. _udp. novi e. edu. 600 IN SRV 0 100 464 term nator.novie. edu.
_ldap. _tcp.Default-First-Site-Nane. _sites.novie.edu. 600 IN SRV 0 100
389
term nat or. novi e. edu.
_kerberos. _tcp.Default-First-Site-Nane._sites.dc._nsdcs. novi e. edu.

3 LDAP is an Internet standard defined in RFC 2251.
Kerberos is also an Internet standard—see RFC 1510.



600 IN SRV 0 100 88 term nator.novie. edu
_ldap. _tcp. Default-First-Site-Name._sites.dc._nsdcs. novi e. edu
600 IN SRV 0 100 389 term nator.novie. edu
_kerberos. _tcp.Default-First-Site-Nane. _sites. novie.edu.
600 IN SRV 0 100 88 term nator.novie. edu.
_ldap. _tcp.gc. _nsdcs. novi e. edu. 600 IN SRV 0 100 3268
term nat or. nmovi e. edu.
gc. _nsdcs. nmovi e. edu. 600 IN A 192.249. 249. 3
_gc. _tcp.novie.edu. 600 IN SRV 0 100 3268 term nator. novie. edu.
_ldap. _tcp.Default-First-Site-Nane._sites.gc._mnsdcs. novi e. edu
600 IN SRV 0 100 3268 term nator.novie.edu
_gc. _tcp.Default-First-Site-Nane._sites.novie.edu. 600 IN SRV 0 100
3268
t erm nat or. nmovi e. edu.

The movie.edu domain has one domain controller, terminator.movie.edu. Y ou can see
that the target of every SRV record (that is, the host providing the service) is
terminator. Notice the various services provided by terminator: LDAP over TCP,
Kerberos over TCP and UDP, etc. For an explanation of the function of each of the
records needed by a domain controller, see Microsoft Knowledge Base article
Q178169.

Also notice two A records hiding among al those SRV records.

novi e. edu. 600 IN A 192.249.249.3
gc. _nsdcs. movi e. edu. 600 IN A 192.249. 249. 3

Thefirst A record isfor LDAP clients that don't understand SRV records. Since
Windows 2000 clients do use SRV records to locate the LDAP service on the domain
controller, you don't need that domain A record (the one for movie.edu) unless you're
using other LDAP clients. (And even then, you can just point those clients at the
domain controller using its fully qudified name: terminator.movie.edu, in this case))
It's good that the A record isn't required, because alot of folks dready havean A
record at the gpex of their DNS namespace. This record usualy points to aweb
server, not to an Active Directory server. For example, Movie U.'s main web server is
ble via both www.movie.edu and movie.edu. However, note that the second A
record, which points to the Globa Catalog service on the domain contraller, is
required.

This discussion begs the question: how do those SRV records get there? Are you
dreading that you'll have to type them in yoursdf? Never fear—the domain controller
adds these records to DNS itself, using a recent DNS protocol enhancement called
dynamic update. Well discuss dynamic update soon, dong with more details about
how domain controllers update DNS with the records they require.

Onefind note: if we had multiple domain controllers for movie.edu, there would be
an additional set of records for each one.

11.1.3 Storing Zones in Active Directory
Zone storage is another Active Directory-DNS integration point. With the previous

version of the Microsoft DNS Server in NT Server 4.0 (or astandard BIND name
server, for that matter), a name server loads zones from two places. If the name server



isaprimary mester for azone, it loads that zone from afile on disk. If the name

server is a secondary master (or adave, to use the newer term used by recent DNS
related RFCs), it loads the zone from another authoritative server (usudly the primary
master) over the network, using a zone transfer. The purpose of this traditiona
primary/secondary relationship isto facilitate replication. A zone needs multiple
authoritative servers for redundancy and to spread the query load. The zone transfer is
DNSs built-in replication mechanism: as you know, just change the zone on the
primary, and the change eventualy percolates to the secondaries.

The Microsoft DNS Server gives you athird option, caled Active Directory
integration. Rather than being stored in afile on the primary magter's disk, the zone
datais stored in the Active Directory database. This option is available only when the
DNS s=rver is running on adomain controller. The reasoning is that Snce Active
Directory dready hasits own replication topology—a "multimaster” schemein which
each domain controller can accept changes and propagate them to the other domain
controllers—why not just take advantage of Active Directory's replication for DNS
Zones, rather than designing a separate primary/secondary topology?

There are at least a couple of reasons why you'd want to opt for Active Directory
integration for your zones. While it does save you from designing and implementing
primary/secondary relaionshipsfor al your name servers and zones, the main reason
is secure dynamic update. Microsoft has extended the standard DNS dynamic update
protocol, alowing it to work with the Active Directory security mode, but this
feature isavailable only with Active Directory-integrated zones. Secure dynamic
update adone is enough reason to store zone information in Active Directory.

One other note about Active Directory-integrated zones: drictly spesking, you dont
have to make every name server for azone Active Directory integrated. Snce dl
authoritative servers dlow zone transfers, a server that loads a zone from Active
Directory will happily respond to zone transfers. So you can conceivably make only a
zone's primary master name server Active Directory integrated and have the
secondaries continue to load from the primary. However, it defeats one of the
purposes of Active Directory integration—Ietting Active Directory handle zone
replication—to use traditiond zone transfers. The other huge advantage of Active
Directory integration is secure dynamic update, which isrit possbleif only the
primary master is Active Directory integrated. So to take full advantage of Active
Directory integration, al name servers for azone should store the zone in Active
Directory.

11.2 Dynamic Update

Dynamic update is amgor new feature implemented in the Microsoft DNS Server.
Like many other protocols used by Windows 2000, it's an Internet standard, defined in
RFC 2136. Dynamic update is Smply a protocol that allows a name server to be
updated by sending it a message over the network. Thisisabig improvement over the
traditional method, which requires a human to fire up the DNS console to make the
change in person. Dynamic update alows nonhumans—i.e., programs—to easly
update DNS information.



No security is built into the dynamic update protocal. It's up to an individua name
sarver to decide whether or not to accept an update message. About the only means of
authentication aname server hasisto look at the source | P address of the dynamic
update message, and that's not a very strong means of authentication a dl: it's easy to
"gpoof" or forge a packet's source | P address. And since a complete dynamic update
message travelsin asingle UDP packet, al an attacker needs to know isan IP address
that the name server accepting dynamic updates trusts. The Bad Guy just creates a
dynamic update with a spoofed source IP address and sendsit to the unsuspecting
name server.

This deficiency begs for some stronger security based on cryptography, which
fortunately has been developed. The DNS standards community developed a protocol
extension to use transaction signatures to sign any kind of DNS message—induding
dynamic updates—sent between two parties. client to server, server to server,
dynamic updater to server, etc.

The transaction signatures, or TSIGs for short, in DNS use atechnique caled HMAC
(K eyed-Hashing for Message Authentication),** which employs a shared secret and a
one-way cryptographic hash function to sign data. A shared secret islike a password
known only to the two parties. A one-way cryptographic hash function computes a
fixed-9ze checksum based on any amount of input. What differentiates a
cryptographic hash function, such as MD5 or SHA1, from a run-of-the-mill
checksum, such as a CRC (Cyclic Redundancy Check), is that it's computationdly
infeasible to find two different input streams that produce the same hash output. With
a CRC checksum, on the other hand, the dgorithm is easly reversible: given any
checksum, it'strivid to caculate an input stream to generate that checksum. Another
property of agood cryptographic hash function isthat varying the input by even a
amdl amount—such as changing just one bit—produces amgor change in the hash
output. In other words, the hash output is like afingerprint of the origing input.

A transaction Sgnature is so-named because it's ephemerd: the Sgnature gpplies only
to asingle transaction and is not reusable. Let's say a client wants to send a dynamic
update signed with a TSIG to the appropriate name server. After generating the
dynamic update message, it appends the secret it shares with the server to the message
and runs everything through MD5. The output isthe TSIG itsdlf, which is placed into
aTSIG resource record that goes in the dynamic update message. Since TSIGs are
generated on the fly like this, you see a TSIG record only on a packet sniffer, never in
the DNS console or a zone datafile. Note that TSIG doesn't encrypt the data being
sent: it only authenticates it. HMAC isilludtrated in Figure 11-3.

4 See RFC 2104.



Figure 11-3. HMAC illustrated

5 Message
241 "
Message . - Cryptographic ——
+ Cabracadabra hash algorithm Append to
message I

. Send signed
Client message fo senver
Server I

Secrer o f Calodlated
L Message  +  “abracadabra® Cryptugraphic siqnature

hash algenthm

I -— Thesignalue -rw.iﬁ['s—,

i they ave e same

One difficulty with TSIG is didributing the shared secrets. Imagine having hundreds

of clients that need to send TSIG-9gned dynamic updates to a name server: that
requires generating hundreds of keys and disiributing them securely to each client.
Microsoft found itsdlf in just such a predicament. Asweéll see shortly, individua
Windows 2000 clients do send dynamic updates to name servers. TSIGisa
requirement for these transactions to happen securely, but it's not feasible to saticaly
configure shared secrets on each Windows 2000 client. The solution: Kerberos to the
rescue!

Aswe mentioned earlier, Windows 2000 uses Kerberos for authentication and
authorization. Kerberos alows two parties who want to communicate securely to
negotiate the necessary information to do so. Every Windows 2000 domain controller
isaKerberos Key Didtribution Center, or KDC. Every Windows 2000 client and
server isaKerberos "principd.” Every Kerberos principa shares a secret with the
KDC. (This shared secret is generated when the host isjoined to the domain.) The
KDC acts as atrusted third party that alows two principas to communicate securely.
For example, suppose a client named Alice wants to send an encrypted message to a
client named Bob. Alice asks the KDC to help negotiate a session key*? with Bob.
Alice and Bob don't (yet) trust each other, but they do trust the KDC, which facilitates
distributing the session key to both of them. This explanation is quite an
overamplification of how Kerberos actudly works, but it does show the underlying
concepts.

Microsoft extended TSIG in Windows 2000 to use Kerberos. A Windows 2000 client
that wants to send a TSIG-sgned dynamic update message to a name server doesn't
have to be gaticaly configured to share a secret with that server. The client uses
Kerberos to obtain a session key, which serves as a one-time shared secret. This
variant of TSIG is caled GSS-TSIG and is documented in an Internet-Draft.*®

42 . . . . . . .
As the name implies, a session key is a short-lived key usually used for a single conversation.

43 . . . . . .
GSS stands for Generic Security Service. At the time of thiswriting, GSS-TSIG was not yet an Internet standard but was
on track to become one. Internet-Drafts may be found at ftp://ftp.ietf.org/internet-drafts/.




11.2.1 Domain Controller Behavior

Earlier we showed the records required by domain controllers for clients to locate
them. To ensure that these important records are ways present, the Netlogon service
running on the domain controller attempts to add them to DNS using dynamic update
once per hour. A copy of these records can be found in thefile
%SystemRoot%o\system32\config\netlogon.dns.

It's worth describing exactly how the Netlogon service attempts to add these records.
As an example, well show the steps followed by the movie.edu domain controller to
register this SRV record (which happensto be the first onein the list of recordswe
showed previoudy):

_ldap. _tcp.novie.edu. 600 IN SRV 0 100 389 term nator. novie. edu.

The steps are:

1. Look up the SOA record for _ldap._tcp.movie.edu on the local name server.
Though there isn't an SOA record for that domain name, the authority section
of the NXDOMAIN (negative) response includes the SOA record of the zone
that should contain the _Idap._tcp.movie.edu SRV record, which in thiscaseis
movie.edu.

2. Look up the address of the name server in the MNAME field of the SOA
record, terminator.movie.edu (if necessary). Recall that the MNAME field of
the SOA record ligts the zon€'s primary master name server, which iswhere
the dynamic update should be sent. Along with the SOA record, the Microsoft
DNS Server returns the A record corresponding to the MNAME fidd in the
additiona section of the negative response. In that case, no extra A record
lookup is needed.

3. Send adynamic update to terminator.movie.edu to add the SRV record for the
domain name _|dap._tcp.movie.edu.

These steps are repeated for every record: first the SOA query asa"probe’ to
discover which zone the record should reside in, then the A-record query, and then the
dynamic update itself. Note the sgnificance of the SOA query: this means that you
don't have to have a zone corresponding to each Active Directory domain. For
example, imagine Movie U. has another Active Directory domain named fx.movie.edu
but no fx.movie.edu zone in the DNS namespace. Now consider the behavior when the
fx.movie.edu domain controller attempts to register itsfirs SRV record for
_ldap._tcp.fx.movie.edu. It sends an SOA query for this domain name but, since
there's no fx.movie.edu zone, the negative response includes the SOA record for the
movie.edu zone. As areault, the domain controller attemptsto add the
_ldap._tcp.fx.movie.edu SRV record to the movie.edu zone. In fact, if there were no
movie.edu zone, the domain controller would even try to update the edu zone! It
doesn't attempt to send dynamic updates to the root zone, though, which isagood

thing.



Two Regstry settings are used to control the Netlogon service's dynamic update
behavior.*

Fird, to sop Netlogon from attempting to register the necessary records with dynamic
update once an hour, create the following Registry key:

UseDynam cDns
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Net | ogon\ Par anet
ers

Data type: REG _DWORD
Range: 0 - 1
Default value: 1

Set the vaue to zero. The Netlogon service periodicaly checksthis Registry key, so
you don't need to restart the service or reboot the machine.

You'll want to suppress repeated dynamic updatesif you don't want to enable dynamic
updates on your name server or if it doesn't dlow dynamic updates. However, with
Microsoft's secure dynamic update, there's redlly no reason not to enable dynamic
updates. If you're running a BIND name server (which doesn't support Microsoft's
particular verson of secure dynamic update), however, you might want to disable
dynamic update and instead add the necessary resource records to your zone by hand.
In that case, it's pointless to have the domain controllers continuoudy attempting to
send dynamic updates.*®

Another useful Registry setting prevents Netlogon from registering A records with
dynamic update:

Regi st er DnsARecor ds
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Net | ogon\ Par anet
ers

Data type: REG DWORD
Range: 0 - 1
Default value: 1

Set this key to zero to stop Netlogon from registering the two A records from
movie.edu's zone;

novi e. edu. 600 IN A 192.249.249.3
gc. _nsdcs. movi e. edu. 600 IN A 192.249. 249. 3

Recall that the first oneis not required, so setting this key to zero siops Netlogon from
repeatedly registering an A record for your domain that might conflict with other
records, such asthose for your web server. On the other hand, the second record is
required, so if you disable automatic A-record registration, you have to add the
second record by hand. Remember that you can aways check

44 . . . . . .
See Microsoft Knowledge Base article Q246804 for more information about all aspects of Windows 2000 dynamic update
behavior.
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%SystemRoot%0\system32\config\netl ogon.dns for the exact list of records your
domain controller expects to be present in DNS.

11.2.2 Windows 2000 Client Behavior

Every Windows 2000 host uses dynamic update to maintain the proper DNS
information about itself. The DHCP client service sends the updates, regardless of
whether the host actudly uses DHCP to obtain any | P addresses. If a Windows 2000
host does not use DHCP, it attempits to register name and address information for
itself in DNS. Specificdly, it sends dynamic updates to the appropriate authoriteative
name servers to add the appropriate A and PTR records. If the host does get an
address from a DHCP server, it il registersthe A record itself but alows the DHCP
server to register the corresponding PTR record.*®

This Hf-regidration with dynamic update is feasible only with Microsoft's secure
dynamic update. With Kerberos, the Windows 2000 host attempting the registration
can authenticate itsdlf to the DNS server. The DNS server can, in turn, implement a
fine-grained authorization policy that dlows a hogt to change only the A and PTR
records corresponding to its own domain name and |P address.

This feature extends a client's behavior dedling with its NetBIOS name to the DNS
world. If aWindows (including Windows 2000) host is configured to use a WINS
server, it registersits NetBIOS name and address with that server.

Dynamic update behavior is controlled from the DNS tab of the Advanced TCP/IP
Settings window for each network interface. Getting to thiswindow takes afar
amount of dicking:

1. Choose Settings —2Network and Dial-up Connections

2. Double-click onaLAN interface to display its Status window.

3. Click Propertiesto digplay the properties window for the interface. Make sure
the General tab is selected.

4. Click on Internet Protocol (TCP/IP), then click Propertiesto display the

I nternet Protocol (TCP/IP) Properties window.

Click Advanced, which displays the Advanced TCP/IP Settings window.

Select the DN'S tab, and you'll see awindow like the one shown in Figure 11-

4.

o u

Most of the settings on the Advanced TCP/I P Settings window dedl with resolver
configuration, which we discussed in Chapter 6. The dynamic update settings are at

the bottom of the window. Register this connection's addressesin DNS is checked
by default, and this setting controls whether or not the client attempts regisiration with
dynamic update (whether it registers both A and PTR records or just an A record is
determined by the DHCP settings, as we mentioned previoudy).

46 . . .
Actually, a host will regiger one A record for each IP address it has.



Figure 11-4. Advanced TCP/IP Settings
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By default, the host registersits fully qualified domain name. Windows 2000 cdls the
fully qudified domain name the full computer name It's the concatenation of the
host's Sngle-label computer name and the primary DNS suffix which, by default, is
st to the DNS name of the Active Directory domain to which the computer isjoined.
The full computer name is displayed on the Network | dentification tab of the
System Control Pandl document, which is shown in Figure 11-5. To change the
computer name, click Properties.

Figure 11-5. Network Identification tab
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If you'd like the host to register an additional FQDN in addition to the primary FQDN
(or full computer name), enter another domain name in the DNS suffix for this
connection field and check Use this connection's DNS suffix in DNSregistration.
The additiond FQDN is a concatenation of asingle-label computer name and the
connection-specific DNS auffix. If you don't specify the DNS suffix for this
connection but check Use this connection's DNS suffix in DNSregistration, the
DNS suffix is specified by the DHCP server. In that case, the fully quaified domain
name registered conssts of the host's single-label computer name followed by the
contents of the suffix field.

So what gets added when a client registers? Let's reboot a Windows 2000 client in the
specid-effects lab and see.

Our dient is cdled mummy.fx.movie.edu. It has the fixed | P address 192.253.254.13
(it doesn't get its address from our DHCP server). The dynamic update routines on the
client go through the following steps at boot time:

1. Look up the SOA record for mummy.fx.movie.edu on the locd name server.
Though thereisn't an SOA record for that domain name, the authority section
of the response includes the SOA record of the zone that contains
mummy.fx.movie.edu, fx.movie.edu.

2. Look up the address of the name server in the MNAME field of the SOA
record, bladerunner.fx.movie.edu.

3. Send adynamic update to bladerunner.fx.movie.edu with two prerequisites:
that mummy.fx.movie.edu not be an dias(i.e., that it not own a CNAME
record) and that it not dready have an address record pointing to
192.253.254.13. The dynamic update contains no update section; it'sjust a
probe to see what's out there.

4. If mummy.fx.movie.edu already points to its address, stop. Otherwise, send

another dynamic update to bladerunner.fx.movie.edu with the prerequisites

that mummy.fx.movie.edu not be an dias and that it not have an A record

dready. If the prerequisites are satisfied, the update adds an A record pointing
mummy.fx.movie.edu to 192.253.254.13. If mummy.fx.movie.edu aready has
an A record, the client sends an update to delete that A record and add its own.

Look up the SOA record for 254.253.192.in-addr .ar pa.

Look up the address of the name server in the MNAME field of the SOA

record (though since the MNAME field contains blader unner.fx.movie.edu,

which we looked up recently, and Windows 2000 has a caching resolver, this
shouldn't require another query).

7. Send adynamic update to bladerunner.fx.movie.edu with the prerequisite that
13.254.253.192.in-addr.arpa not be an dias. If the prerequisite is satisfied, the
update adds a PTR record mapping 192.253.254.13 back to
mummy.fx.movie.edu. If 13.254.253.192.in-addr.arpa isan dias, sop.

o o

11.2.2.1 Registry settings

Severd Regidry settings affect a Windows 2000 host's dynamic DNS behavior:



Address conflict behavior

Thisis one Registry entry you should congider changing if you are aren't using
aWindows 2000 Microsoft DNS Server and your name server istherefore
forced to accept unsigned dynamic updates. By default, a Windows 2000 host
unceremonioudy deleteswhat it considers old A records for itsdf. For
example, if the host we rebooted earlier discovered other A records for
mummy.fx.movie.edu, it would delete them and then add a new one with its
current |P address. The problem is, what if those were legitimate records? The
host could be configured with the wrong name; maybe those A records are for
the red mummy.fx.movie.edu. Setting this key to avaue of one disablesthe
overwriting behavior.

Di sabl eRepl aceAddr essesl nConflicts
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par a
meters

Data type: REG _DWORD

Range: 0 - 1

Def ault value: O

Scope: Affects all adapters

Reregistration interval

By default, the DHCP client service sends a dynamic update every 24 hours to
register ahost's A (and PTR, if gpplicable) records. This behavior isan
insurance policy againg the records being lost from the zone. Theresllittle
reason to change thisvaue.

Def aul t Regi strati onRef reshl nterval
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par a
neters

Data type: REG _DWORD

Range: 0x0 - OxFFFFFFFF seconds

Default val ue: 0x15180 (86,400 seconds = 24
hour s)

Scope: Affects all adapters

Default TTL

By default, dynamically added resource records have atime to live of 20
minutes. It makes senseto lower thisvaueif you have alarge number of hosts
changing addresses frequently (such as laptops moving around) and you find
DNS information is getting outdated. Recall, however, that this value doesnt
affect the authoritative name servers for the zone containing the dynamicaly
added records. Changes to authoritative servers take effect immediately and
are propagated quickly, thanks to the NOTIFY protocol. The issue is records
remaining in the cache of other name servers after the hosts move.

Def aul t Regi strati onTTL
HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par a
meters

Data type: REG _DWORD



Range: 0x0 - OxFFFFFFFF seconds
Default val ue: 0x4B0 (1,200 seconds = 20 m nutes)
Scope: Affects all adapters

Maximum number of addresses to register

If a network adapter has multiple virtud addresses, by default only thefirgt is
registered usng dynamic update. This value sets the maximum number of
virtua addressesto register on a per-interface basis. Setting the vaue to zero
disables dynamic updates for this interface.

MaxNumber OF Addr essesToRegi st er

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par a

nmet er s\ Adapt er s\
i nterface-nane

Data type: REG DWORD

Range: 0x0 - OxFFFFFFFF

Def aul t val ue: 0x1

Scope: Affects this adapter only

Update security level

By default, a Windows 2000 host first sends unsigned dynamic updates (i.e,, it
doesn't use Microsoft's security-enhanced method). If those updatesfall, it
attempts to negotiate a sesson key and sign the updates. The default value is
0x0. A vaue of 0x10 means send only nonsecure updates, and a vaue of
0x100 means send only secure updates. If you have only Windows 2000 name
servers (or only non-Windows 2000 name servers), you can et thisvalue
accordingly to avoid sending unnecessary updates.

Updat eSecuritylLevel

HKEY_LOCAL_MACHI NE\ SYSTEM Cur r ent Cont r ol Set\ Ser vi ces\ Tcpi p\ Par a

neters

Data type: REG DWORD

Range: 0x0 | 0x10 | 0x100
Def aul t val ue: 0x0

Scope: Affects all adapters

A reboot isrequired to make any of these Registry changes effective.
11.2.3 DHCP Server Behavior

Still another Windows 2000 component that uses dynamic update is the Windows
2000 DHCP server. The dynamic update behavior is set on a per-scope basis. Every
scope has a properties window, and dynamic update is configured using the settings
on its DNS tab. Right-click on a scope in the DHCP console and salect Propertiesto
produce awindow like the one shown in Figure 11-6.



Figure 11-6. Scope properties, DNS tab
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Note that the DHCP server itsdf has a properties window (right-click on a particular
sarver in the DHCP console and salect Properties) with anidenticadl DNS tab, but the
Server settings provide defaults only for newly crested scopes. The settings of agiven
scope control the server's dynamic update behavior for addresses given out from that
scope. Figure 11-6 shows the default dynamic update settings for an unconfigured
server. If you don't change them, every scope created has these dynamic update
Setings.

The wording of the settingsis alittle confusing. The first one, Automatically update
DHCP client information in DNS, applies only to DHCP clients that support the
DHCP Fully Qualified Domain Name (FQDN) option, which has code number 81.
This option has been defined only recently: at the time of this writing, the document
decribing it is an Internet- Draft and not yet an RFC. The FQDN option letsa DHCP
client informthe DHCP sarver of its fully quaified domain name and dso tdll the
server itsintention about registering A and PTR records. This option can aso be sent
from server to client to let the server respond to the client's request and specify its
intentions. In the Microsoft operating system family, only Windows 2000 DHCP
clients support the FQDN option, and we've aready mentioned how Windows 2000
DHCP dients use it: they specify their FQDN (computer name plusits primary DNS
suffix) and inform the server of their intention to register their own A records,

If Automatically update DHCP client information in DNS is selected, you must
tell the server how to deal with a DHCP client's FQDN option request regarding
dynamic update. The default setting is Update DNS only if DHCP client requests,
which causes the server to honor the client's dynamic update requests. On the other
hand, checking Always update DNS causes the server to dways send dynamic
updates for both A and PTR records, regardless of the client's request.

The next setting, Discard forward (name-to-addr ess) lookups when lease expires,
appliesto A records. When a Windows 2000 DHCP server is configured to send
dynamic updates—that is, when the Automatically update DHCP client
information in DNS box is checked—the server always sends a dynamic update to



remove aclient's PTR record when its lease expires. Checking this box causes the
sarver to remove the client's A record with dynamic update, too.

Thefind sdtting, Enable updates for DNS clientsthat do not support dynamic
update, appliesto any DHCP client that doesn't send the FQDN option—in other
words, al versons of Windows before Windows 2000. If this box is checked, the
DHCP server always updates A and PTR records for every lease issued to clients that
don't pass the FQDN option. Since the client doesn't inform the server of its FQDN,
the server hasto caculate it by concatenating the values from two other DHCP
options. Host Name (code 12) and DNS Domain Name (code 15). The DHCP server
uses the vaue of the Host Name option sent by the client plus the vaue of the DNS
Domain Name option defined in the scope from which the address is being leased.

The server ignores any dient-set vaue for the DNS Domain Name option.

Another dynamic update-related feature of the Windows 2000 DHCP server isthe
DnsUpdateProxy built-in security group. This group solves a couple of problems. The
firgt is when multiple DHCP servers perform secure dynamic update. The Microsoft
DNS Server's access controls dlow only the owner of adynamicaly created record to
change or deleteit. Imagine a DHCP registering a PTR record on a client's behdf,
then failing and being replaced by a backup DHCP server. If the origina server
became the owner of the record when creating it, the backup server would be unable
to delete the record when the lease expired. The DnsUpdateProxy group solvesthis
problem: when members of this group register records with dynamic update, they

aren't marked as the owner. The first nonmember of DnsUpdateProxy to modify the
records becomes the owner. To solve the DHCP server problem mentioned earlier,
both computers should be members of the DnslUpdateProxy group. Another problem
solved iswhen a DHCP server registers a PTR record on behdf of a”legacy” (i.e.,
non-Windows 2000) client that can't perform its own dynamic updates. If the client
were |ater upgraded to Windows 2000, without this feature it wouldn't be able to
update its own record.

The "you touch it, you own it" properties of this group can cause problems, though.
Since group ownership applies to the entire computer and not just the DHCP server,
any records registered by the computer have this no-owner property. Recal that
domain controllers register dl kinds of important records. So if you run a DHCP
server on adomain controller and you make that machine a member of
DnsUpdateProxy, anyone can come aong and take ownership of the (very important)
records registered by the domain controller's Netlogon service. In addition, a DHCP
server running on adomain controller uses loca system privileges to modify the DNS
records and therefore may update records registered by other computersin a secure
zone. (This particular problem and its solution are described in Microsoft Knowledge
Base article Q255134.) For these reasons, Microsoft recommends that you don't run a
DHCP server on adomain controller.

11.3 Aging and Scavenging

Zones with dynamic update enabled are prone to sae records; thet is, A or PTR
records that are dynamically added but not properly removed when no longer
necessary. Most DHCP clients—including Windows dients—don't rel ease their
addresses on shutdown, which means they don't send the corresponding dynamic



update message to remove their A records (nor does the DHCP server send a dynamic
update message to remove the PTR record). Imagine atransent host, such as alaptop,
that receives but never releases an address, leaving A and PTR recordsin DNS.
Microsoft refers to these records as stale, and the DNS server in Windows 2000 can
track their age and remove, or scavenge, them when they are no longer necessary.

The DNS server knows arecord is not stale when it receives a dynamic update request
for it. A Windows 2000 host sends a dynamic update message for its A record (and
PTR record, if configured with a static address) every 24 hours by default. Windows
2000 hogts aso send dynamic updates on lease renewa. An update of an existing
record is called arefresh. (Before sending the update to make any changes, clients
actualy probe for arecord's existence by sending a dynamic update message with

only a prerequisite section. The DNS server counts such a message as arefresh, too.)
A refreshisthe 9gnd to the server that aparticular dient is il dive and using its
records.

Theidea behind aging and scavenging is to remove records that haven't been

refreshed within acertain interval. The primary master server stores atimestamp for
each resource record in zones with aging and scavenging enabled. Every time arecord
is created, modified, or refreshed, the server updates the timestamp with the current
time. If the primary magter is Active Directory integrated, it replicates these
timestamps to the other servers (Snce al primary masters may need to perform aging
and scavenging). A large number of dynamic updates means alarge number of refresh
events and corresponding timestamp updates, which means alot of replication traffic
if the zone is Active Directory integrated.

To reduce the replication burden of this agorithm, Microsoft introduced the concept
of a"no-refresh” interval. After arecord is refreshed and its timestamp is updated, the
server will not process additiond refresh events (nor update the record's timestamp)
for the length of the no-refresh interval. Note that each record hasits own refresh or
no-refresh timer ticking away. The record can ill be changed, though, which does
cause its timestamp to be updated. Remember, arefresh isjust a dynamic update that
doesn't cause any changes’” because the records specified in the update are aready
present in the zone. The no-refresh interva is like a cooling-off period that cuts down
on replication: since refresh events aren't recorded during thisinterval, arecord's
timestamp isn't updated and therefore doesn't have to be replicated.

The DNS server's default refresh and no-refresh interva are both seven days. Aging
and scavenging is enabled on a zone-by-zone basis. At a configurable intervd, the
server makes a scavenging pass to remove any stae records in zones enabled for
aging and scavenging. Stae records have a timestamp older than the current time
minus the no-refresh interval minus the refresh interva. Figure 11-7 shows the phases
of arecord from creation through refreshing to scavenging. Since this record was
never refreshed, it's digible for scavenging. Figure 11-8 corresponds to another record
from alive client that is sending periodic dynamic updates to keep its A record
refreshed. This record won't be scavenged.
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Figure 11-7. Nonrefreshed record
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11.3.1 Configuring Aging and Scavenging

Aging and scavenging is disabled by default, Snce itsimproper useis dangerous. If

you &t the refresh and no-refresh intervals too low, records that aren't stale can be
inadvertently removed. A globa setting controls aging and scavenging for the entire
DNS server. It'slocated on the Advanced tab of the server properties window, which
isshown in Figure 11-9. The Scavenging period setting controls how often the server
makes a scavenging pass through al authoritative zones.

Once aging and scavenging has been enabled on agiven server, you must il enable

it for aparticular zone. From the Gener al tab of a zon€'s properties window, click the
Aging button to produce awindow like the one shown in Figure 11-10. Click
Scavenge stale resour ce recor ds to enable aging and scavenging for this zone. The
refresh and no-refresh intervals are set on a per-zone basis.



Figure 11-9. Enabling aging and scavenging for an entire server
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Figure 11-10. Enabling aging and scavenging for a particular zone
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In addition, a DNS server may be configured to apply the zone parameters values to
al the exiging and future zones.

11.3.2 When Scavenging Occurs

The server stores a parameter caled StartScavenging for each primary zone, which is
the time after which the zoneis digible for scavenging. A DNS server performs a



zone-scavenging pass only if the current time is greater than StartScavenging. (In
addition, scavenging must be enabled for the server and the zone, and dynamic update
must be enabled for the zone.) The StartScavenging parameter is set to the current
time plusthe refresh interva of the zone when the following events happen:

When scavenging is enabled for the zone
When dynamic update is enabled for the zone
When the zone is |oaded

When the zoneis resumed

11.3.3 Other Notes on Aging and Scavenging

Static records (i.e., those added with the DNS consol€) are considered " permanent.”
They have a creation/refresh timestamp of zero and are ignored during a scavenging
pass.

The DNS server needs to retain each record's creation/refresh timestamp across server
restarts, which means writing this information to disk. For Active Directory-integrated
zones, thisinformation goes in—surprisel—Active Directory. For standard zones, the
server has to sore the information in the zone datafile. Thus, for sandard zoneswith
aging and scavenging enabled, the zone data file format includes an extrafidd that is
incompetible with non-Windows 2000 name servers. An outbound zone transfer of a
zone with aging and scavenging enabled is not affected, so you can ill have non
Windows 2000 name servers as secondaries. But if aging and scavenging is enabled
for azone, you can't take the actud zone file from a Windows 2000 name server and
load it on, say, aBIND name server.

11.4 Incremental Zone Transfer

The Microsoft DNS Server in Windows 2000 supports a new kind of zone transfer.
Incremental zone transfer, or IXFR for short, is specified in RFC 1995, and it does
exactly what you'd expect based on its name. A traditiond zone transfer dways
transfers the entire contents of a zone, even if only one record has changed.
Incrementa zone transfers alow a name server to send alist of just the records that
have changed since the last zone trandfer (whether it was afull or incrementa one).

Thisnew fegtureis critica for zones that change frequently. Imagine the scenario
with dynamic update: every dynamic update is a change to the zone that requiresa
zone trandfer. Doing afull zone transfer with every smdl change wastes bandwidth
and CPU time. The Situation is compounded when the zone being updated and
transferred islarge.

For IXFR to function, the master servers need to keep track of the differences
between successive versions of the zone. A secondary requests an incremental zone
trandfer and presentsits current serid number. The master server caculates and sends
the changes needed on the secondary to make its version of the zone current. If the
master server can't calculate the changes for whatever reason—perhaps the secondary
has an old verson of the zone and the primary hasn't kept arecord of changes that far



back—the primary is alowed to say "Sorry, but you've got to accept afull zone
trandfer.”

A Microsoft DNS Server acting as a secondary requests an incrementa zone transfer
by default. If the master server doesn't support incrementa zone trandfer, the
Microsoft DNS Server asks for a standard full zone transfer. A Microsoft DNS Server
acting as aprimary master stores arecord of changes going back severd versons. The
number of versons the server kegpsin memory depends on the zone's Size: it keegps
25% of the total number of resource records of the zone, up to atotal of 64,000. For
example, given azone of 100 resource records, the server would store changes
corresponding to the last 25 versions of the zone. It responds with afull zone transfer
ingtead of an incremental when it doesn't have the necessary information to produce
thelist of changesto the zone or when the list of changes would be larger than afull
zone trandfer.

Active Directory-integrated zones introduce an extrawrinkle. Any of these zones
authoritative servers can accept a dynamic update for the zone. The changeis stored
locdly and replicated to the other servers usng Active Directory. This Stuation

means that different servers can potentialy apply changes to the zone in a different
order. To maintain a consstent view of changes to a zone, a secondary must aways
use the same master server. If aparticular master server becomes unavailable and a
secondary is forced to use ancther, it automaticaly requests afull zone transfer for the
firg transfer from that server to avoid inconsstencies.

11.5 Unicode Character Support

The Microsoft DNS Server dlows any character from the Unicode character set to be
used in adomain name. These characters are represented in UTF-8, aparticular
method of encoding Unicode characters.*® The vast mgjority of DNS domain names
are represented with a subset of the ASCII character set: dlphanumeric characters (i.e,
the uppercase and lowercase letters A-Z and the digits 0-9) and the hyphen. In fact,
the DNS specification has dways permitted any binary vaue to be used in domain
names, though RFC 1035—one of the core RFCs that define DNS—recommends that
domain names be limited to the characters just listed to avoid problems using the
domain names with other protocols. For example, the Internet standards dedling with
vaid hostname syntax (RFCs 952 and 1123) restrict hostnames to the same ASCI|
aphanumeric subset. Since this hostname syntax is referenced in Internet standards

for eectronic mail, domain names used in email addresses mugt use this same limited
syntax.

Until Windows 2000, however, networking in Microsoft operating systems was based
on NetBIOS, which has more liberd hostname- syntax rules than strict dphanumerics
and the hyphen. Aswe mentioned earlier in this chapter, limited punctuation is
alowed in NetBIOS names, aswell. Since DNS is the protocol used to name hogtsin
Windows 2000, sites that upgrade can run into trouble with hosts named according to
NetBIOS syntax rules that are no longer valid according to the accepted DNS syntax

48 . . . . . .
More information about the Unicode Standard is available at http://www.unicode.org/.




rules. As aresult, Microsoft extended the DNS sarver and the DNS console user
interfaces to support awider character set—everything in Unicode.

The Microsoft DNS Server can check the syntax of domain names in zones for which
it isauthoritative. This behavior, caled name checking, is controlled on the
Advanced tab of the server properties window (see Figure 11-9). The default vaueis
to check according to UTF-8 syntax rules, but domain names can aso be redtricted to
aphanumerics and the hyphen or name checking can be disabled completely.

A word of cautionisin order here: just because the Microsoft DNS Server dlows you
to use dl kinds of crazy charactersin domain names, it doesn't mean you should.
Many other protocols have certain expectations for syntax of domain names, and
violating these expectations can cause gpplications to exhibit strange and
unpredictable behavior. We recommend gticking to the accepted a phanumerics and
the hyphen until slandards for using additiona characters are developed by the IETF
(they're working on such standards &t the time of this writing). If you absolutely must
use other characters, do so only for hostnames used inside your organization, not
those vigble to the entire Internet.



Chapter 12. nslookup

"Don't stand chattering to yourself like that,” Humpty Dumpty said,
looking at her for thefirst time, "but tell me your name and your
business."

"My nameis Alice, but—"

"It's a stupid name enough!" Humpty Dumpty interrupted impatiently.
"What does it mean?"

"Must a name mean something?" Alice asked doubtfully.
"Of course it must,” Humpty Dumpty said with a short laugh....

To be proficient at troubleshooting name server problems, you'll need a special tool
to make DNS queries, one that gives you complete control. We'll cover nslookup in
this chapter because it's distributed with Windows 2000 and with many other
operating systems.

Note that this chapter isn't comprehensive; there are aspects of nslookup -- mostly
obscure and seldom used—that we won't cover. You can always consult the manual
pages for information on those aspects.

12.1 Is nslookup a Good Tool?

Much of the time you'll use nslookup to make queries in the same way the resolver
makes them. Sometimes, though, you'll use nslookup to query other name servers as
a name server would. Which one you emulate will depend on the problem you're
trying to debug. You might wonder, "How accurately does nslookup emulate a
resolver or a name server? Does nslookup actually use the Windows resolver library
routines?" No, nslookup uses its own routines for querying name servers, but those
routines are based on the resolver routines. Consequently, nslookup's behavior is
very similar to the resolver's behavior, but it does differ slightly. We'll point out some
of those differences. As for emulating name server behavior, nslookup allows us to
query another server with the same query message that a name server would use,
but the retransmission scheme is quite different. Like a name server, though,
nslookup can pull a copy of the zone data. So nslookup does not exactly emulate
either the resolver or the name server, but it does emulate them well enough to make
a good troubleshooting tool. Let's delve into those differences to which we've alluded.

12.1.1 Multiple Servers

nslookup talks to only one name server at a time. This is the major difference
between nslookup's behavior and the resolver's behavior. The resolver makes use of
all the name servers listed in the Windows resolver configuration window. If two
name servers are listed, the resolver tries the first name server, then the second,
then the first, then the second, until it receives a response or gives up. The resolver
does this for every query. On the other hand, nslookup tries the first name server
listed and keeps retrying until it finally gives up on the first name server and tries the
second. Once it gets a response, it locks onto that server and doesn't try the other.



But you want your troubleshooting tool to talk with only one name server, so you can
reduce the number of variables when analyzing a problem. If nslookup used more
than one name server, you wouldn't have as much control over your troubleshooting
session. So talking to only one server is the right thing for a troubleshooting tool to
do.

12.1.2 Timeouts

The nslookup timeouts are similar to the resolver timeouts when the resolver is
guerying only one name server. A name server's timeouts, however, are based on
how quickly the remote server answered the last query, a dynamic measure.
nslookup will never match name server timeouts, but that's not a problem either.
When you're querying remote name servers with nslookup, you probably care only
what the response was, not how long it took.

12.1.3 The Search List

nslookup implements the search list just as the resolver code does. Name servers
don't implement search lists, so, to act like a name server, the nslookup search
function must be turned off—more on that later.

12.1.4 Zone Transfers

nslookup will do zone transfers just like a name server. Unlike the name server,
though, nslookup does not check SOA serial numbers before pulling the zone data;
you'll have to do that manually, if you want to.

12.1.5 Using NetBIOS Names

This last point doesn't compare nslookup to the resolver or name server but rather to
ways of looking up names in general. nslookup, as distributed by Microsoft, only uses
DNS; you can't use it to look up NetBIOS names via broadcast, LMHOSTS, or WINS.
Before using nslookup to try to find your lookup problem, you need to determine if
your problem is really with DNS. For example, if an application is using a different IP
address than you expect, perhaps it's treating a value as a NetBIOS name and not a
DNS domain name. To diagnose this kind of problem, you need to understand how
the Windows resolver, which we discussed in Chapter 6, works. Just remember that
nslookup talks only to name servers.

12.2 Interactive Versus Noninteractive

Let's start our tutorial on nslookup by looking at how to start it and how to exit from it.
You can run nslookup either interactively or noninteractively. If you want to look up
only one piece of data, you should use the noninteractive form. If you plan on doing
something more extensive, such as changing servers or options, use an interactive
session.

To start an interactive session, just type nslookup:

C:\ > nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3
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If you need help, type ? or help.

When you want to exit, type ~Z (Ctrl-Z) and press Enter. You can also exit from
nslookup with ~C or *Break (Ctrl-Break). This behavior is different from nslookup's
operation on a Unix host, where if you send nslookup an interrupt, it catches it, stops
whatever it is doing (like a zone transfer), and gives you the > prompt. There's no
way to just interrupt Microsoft's nslookup: you just have to stop nslookup completely
and restart it.

For a noninteractive lookup, include the name you are looking up on the command
line:

C:\> nsl ookup carrie
Server: term nator.novie.edu
Address: 192.249.249.3

Nane: carrie.novi e. edu
Address: 192.253.253.4

12.3 Option Settings

nslookup has its own set of dials and knobs called option settings. All the option
settings can be changed. We'll discuss here what each of the options means. We'll
use the rest of the chapter to show you how to use them.

C.\> nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> set al
Default Server: term nator. novie.edu
Address: 192.249.249.3

Set options:
nodebug
def nane
search
recurse
nod2
novc
noi gnoretc
port =53
type=A
cl ass=IN
ti meout =2
retry=1
r oot =A. ROOT- SERVERS. NET.
domai n=novi e. edu
MSxf r
| XFRver si on=1
srchli st =npvi e. edu

> N7



Before we get into the options, we need to cover the introductory lines. The default
name server is terminator.movie.edu. This means that every query sent by nslookup
will be sent to terminator.

The options come in two flavors: Boolean and value. The options that do not have an
equals sign after them are Boolean options. They have the interesting property of
being either "on" or "off." The value options can take on different, well, values. How
can we tell which Boolean options are on and which are off? The option is off when a
"no" precedes the option's name. nodebug means that debugging is off. As you might
guess, the option searchis on.

How you change Boolean or value options depends on whether or not you are using
nslookup interactively. In an interactive session, you change an option with the set
command, as in set debug or set domain=classics.movie.edu. From the command
line, you omit the word set and precede the option with a hyphen, as in nslookup -
debug or nslookup -domain=classics.movie.edu. The options can be abbreviated to
their shortest unique string—for example, nodeb for nodebug. In addition to its
abbreviation, the querytype option can also be entered simply as type.

Let's go through each of the options:
[no]debug

Debugging is turned off by default. If it is turned on, nslookup displays the
complete contents of the response messages from the name server. See
[no]d2 for a discussion of debug level 2.

[no]defname

This option reflects nslookup's BIND heritage. By default, nslookup adds the
default domain name to names without a dot in them. Before search lists
existed, the BIND resolver code would only add the default domain to names
without any dots in them; this option reflects that behavior. nslookup can
implement the presearch list behavior (with search off and defname on), or it
can implement the search list behavior (with search on).

[no]search

The search option "overshadows" the default domain name (defname) option.
That is, defname applies only if search is turned off. By default, nslookup

appends the domain names in the search list (srchlist) to names that don't
end in a dot. nslookup's search list is constructed from the Domain Suffix

Search Order field of the Windows resolver configuration window.
[noJrecurse

nslookup requests recursive service by default. This turns on the recursion-

desired bit in query messages. The Windows resolver sends recursive

gueries in the same way. Name servers, however, send nonrecursive queries

to other name servers.

[no]d2

Debugging at level 2 is turned off by default. If it is turned on, you see the
guery messages sent to the name server in addition to the regular debugging



output. Turning on d2 also turns on debug. Turning off d2 turns off d2 only;
debug is left on. Turning off debug turns off both debug and d2.

[no]vc

By default, nslookup makes queries using UDP instead of over a TCP
connection (virtual circuit). Most Windows resolver queries are made with
UDP, so the default nslookup behavior matches the resolver.

[nolignoretc

By default, nslookup doesn't ignore truncated messages. If a message is
received that has the "truncated" bit set—indicating that the name server
couldn't fit all the important information in the UDP response message—
nslookup doesn't ignore it; it retries the query using a TCP connection instead
of UDP.

port=53

The DNS service is on port 53. You can start a name server on another
port—for debugging purposes, for example—and nslookup can be directed to
use that port.

type=A

By default, nslookup looks up A (address) resource record types. In addition,
if you type in an IP address (and the nslookup query type is address or
pointer), nslookup will invert the address, append in-addr.arpa, and look up
PTR (pointer) data instead.

class=IN

The only class that matters is Internet. Well, there's the Hesiod (HS) class,
too, if you are an MITer or run Ultrix.

timeout=2

If the name server doesn't respond within two seconds, nslookup resends the
query and doubles the timeout (to four and then eight seconds). The Windows
resolver uses different timeouts when querying a single name server—see
Chapter 6.

retry=1

The query is sent just once before giving up. After each retry, the timeout
value is doubled. Again, the Windows resolver behaves slightly differently as
discussed in Chapter 6.

root=A.ROOT-SERVERS.NET.

A convenience command called root switches your default server to the
server named here. Executing the root command from nslookup's prompt is
equivalent to executing server A.ROOT-SERVERS.NET. You can change the
default "root" server with set root=server.



domain=movie.edu

This is the default domain name appended if the defname option is on. If the
defname option is not on, no default domain name is appended.

[no]MSxfr

The Microsoft DNS Server implements a feature that Microsoft calls "fast"
zone transfers. Those of you familiar with the BIND name server know this as
the "many answers" zone-transfer format, in which multiple records are
packed into the answer section of a single DNS message during a zone
transfer. (The method implemented by older BIND name servers uses one
DNS message per record, which is somewhat wasteful of bandwidth.) This
option indicates whether or not to request one of these "fast" zone transfers.

IXFRversion=1

The Microsoft DNS Server also supports a protocol called incremental zone
transfer (IXFR). IXFR requests include a version number. The default value of
1 corresponds to the IXFR version supported by the Microsoft DNS Server. At
this point, there's no reason to change this value.

srchlist=movie.edu

If search is on, these are the domain names appended to hames that do not
end in a dot. The domain names are listed in the order in which they will be
tried and are separated by slashes.

12.4 Avoiding the Search List

nslookup implements the search list, as the resolver does. When you are debugging,
the search list can get in your way. You need to either turn the search list off
completely (set nosearch) or add a trailing dot to the fully qualified domain name you
are looking up. We prefer the latter, as you'll see in our examples.

12.5 Common Tasks

You'll come to use nslookup for little chores almost every day: for example, finding
out the IP address or MX records for a given domain name or querying a particular
name server for data. We'll cover these common tasks before moving on to the more
occasional stuff.

12.5.1 Looking Up Different Data Types

By default, nslookup looks up the address for a name or the name for an address.
You can look up any data type by changing the querytype, as we show in this
example:

C.\> nsl ookup



Default Server: term nator.novie.edu
Address: 192.249.249.3

> msery

-- Look up address
Server: term nator.novie.edu
Address: 192.249.249.3

Nane: nm sery. novi e. edu
Address: 192.253.253.2

> 192. 253.253.2

-- Look up nane
Server: term nator.novie.edu
Address: 192.249.249.3

Nane: m sery. novi e. edu
Address: 192.253. 253. 2

> set g=nx

-- Look up MX data
> wormhol e Server: terninator. novie.edu
Address: 192.249.249.3

wor mhol e. movi e. edu MX preference = 10, mail exchanger =
wor mhol e. novi e. edu
wor mhol e. novi e. edu i nt ernet address 192.249.249.1

wor mhol e. novi e. edu i nt ernet address 192. 253.253.1
> set g=any
-- Look up data of any type
> di ehard
Server: term nator.novie.edu
Address: 192.249.249.3

di ehard. novi e. edu i nternet address = 192.249.249.4

di ehar d. novi e. edu MX preference = 10, mail exchanger =
di ehard. novi e. edu

di ehard. novi e. edu internet address = 192.249.249.4

These are only a few of the valid DNS data types, of course. For the complete list,
see Appendix A.

12.5.2 Authoritative Versus Nonauthoritative Answers

If you've used nslookup before, you might have noticed that it sometimes precedes
its answers with the phrase "Non-authoritative answer":

C.\ > nsl ookup
Default Server: relay.hp.com
Address: 15.255.152.2

> sl ate. m nes. col orado. edu
Server: relay. hp.com
Address: 15.255.152.2

Non- aut horitati ve answer:
Name: sl ate. m nes. col or ado. edu
Address: 138.67.1.3



This phrase indicates that the name server is not authoritative for the data in the
answer. (Recall that a name server is authoritative for data when it's a primary
master or slave for the zone containing the data.) There are two reasons why you'll
see a nonauthoritative response. The first is that the name server you queried didn't
have the data you were looking for and had to query a remote name server to get it.
The remote name server is authoritative for the data (that's the reason it was
gueried!) and returns it with the "authoritative answer" bit set in the DNS message
header. The Microsoft DNS Server you queried puts this data in its cache and returns
it to you marked nonauthoritative. If you ask for the same data again, this time the
name server can answer from its cache and will mark the data nonauthoritative:
that's the second reason you'll see a nonauthoritative answer.

Authoritative answers are not announced by nslookup: the absence of the
nonauthoritative message means the answer is authoritative.

This brings up a significant difference between the Microsoft DNS Server and the
BIND name server. When you send a query to a BIND name server and it has to
contact an authoritative name server to find the answer, the BIND name server
returns the answer to you marked authoritative (unlike the Microsoft DNS Server).
The BIND name server, in effect, passes the authoritative response directly back to
you. Then, like the Microsoft DNS Server, it caches the response, and subsequent
gueries for the data result in a nonauthoritative answer.

Notice that we ended the domain name with a trailing dot each time we looked it up.
The response would have been the same had we left it off. Sometimes it is critical
that you use the trailing dot while debugging, but not always. Rather than stopping to
decide if this name needs a trailing dot, we always add one if we know the name is
fully qualified (except, of course, for the example where we turn off the search list).

12.5.3 Switching Servers

Sometimes you want to query another name server directly—for example, if you think
it is misbehaving. You can switch servers with nslookup by using the server or Iserver
commands. The difference between server and Iserver is that Iserver queries your
"local" server—the one you started out with—to get the address of the server you
want to switch to; server uses the default server instead of the local server. This
difference is important to know because the server to which you just switched may
not be responding, as we'll show in this example:

C:\ > nsl ookup
Default Server: relay.hp.com
Address: 15.255.152.2

When we start up, our first server, relay.hp.com, becomes our Iserver (this will matter
later on in this session):

> server galt.cs.purdue. edu
Default Server: galt.cs.purdue.edu
Address: 128.10.2.39

> cs. purdue. edu.
Server: galt.cs.purdue. edu
Address: 128.10.2.39

DNS request timed out.
ti meout was 2 seconds.



*** Request to galt.cs.purdue.edu timed-out
>

At this point we try to switch back to our original name server. But there is no name
server running on galt to look up relay's address:

> server relay. hp.com
DNS request tinmed out.
ti mout was 2 seconds.
*** Can't find address for server relay.hp.com: Tined out

Instead of being stuck, though, we use the Iserver command to have our local server
look up relay's address:

> | server relay.hp.com
Default Server: relay.hp.com
Address: 15.255.152.2

>

Since the server on galt did not respond—it's not even running a name server—it
wasn't possible to look up the address of relay to switch back to using relay's name
server. Here's where Iserver comes to the rescue: the local name server, relay, was
still responding, so we used it. Instead of using Iserver, we could have recovered by
using relay's IP address directly—server 15.255.152.2.

You can even change servers on a per-query basis. To specify that you'd like
nslookup to query a particular server for information about a given domain name, you
can specify the server as the second argument on the line, after the domain name to
look up—Ilike so:

C:\> nsl ookup

Default Server: relay.hp.com
Address: 15.255.152.2

> saturn.sun.com ns.sun.com
Server: ns.sun.com

Address: 192.9.9.3

Name: saturn.sun.com
Address: 192.9.25.2

> N7

And, of course, you can change servers from the command line. You can specify the
server to query as the argument after the domain name to look up, like this:

C:\> nsl ookup -type=nx fisherking.novie.edu. term nator.novie.edu

This instructs nslookup to query terminator.movie.edu for MX records for fisherking.
movie.edu.

To specify an alternate default server and enter interactive mode, you can use a
hyphen in place of the domain name to look up:

C.\> nsl ookup - term nator. novie. edu



One final note about switching servers: those of you who are familiar with using
nslookup to talk to BIND name servers have probably entered an address of 0.0.0.0
or 127.0.0.1 to mean "this host." The Microsoft DNS Server never responds to
gueries sent to the loopback address—you need to use the IP address of one of the
host's network interfaces.

12.6 Less-Common Tasks

The following sections describe tricks you'll probably have to use less often but are
still handy to have in your repertoire. Most of these will be helpful when you're trying
to troubleshoot a DNS problem; they'll enable you to grub around in the messages
the resolver sees and mimic a name server querying another name server or
transferring zone data.

12.6.1 Seeing the Query and Response Messages

If you need to, you can direct nslookup to show you the queries it sends out and the
responses it receives. Turning on debug shows you the responses. Turning on d2
shows you the queries as well. When you want to turn off debugging completely, you
have to use set nodebug, since set nod2 turns off only level 2 debugging. After the
following trace, we'll explain some parts of the message output. If you want, you can
pull out your copy of RFC 1035, turn to page 25, and read along with our explanation.

C.\> nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> set g=nx

> acnmebw. com

Server: term nator.novie.edu
Address: 192.249.249.3

Got answer:
HEADER:
opcode = QUERY, id = 9, rcode = NOERROR
header flags: response, want recursion, recursion avail
guestions = 1, answers = 2, authority records = 0,
additional = 2

QUESTI ONS:
acrmebw. com type
ANSVERS:
-> acnmebw. com
type = MX, class = IN, dlen = 29
MX preference = 10, mail exchanger = store-
f orwar d. MSPRI NG. NET
ttl = 86400 (1 day)
-> acnmebw. com
type = MX, class = IN, dlen = 17
MX preference = 0, nmil exchanger = donmin-rel ay. MSPRI NG. NET
ttl = 86400 (1 day)
ADDI TI ONAL RECORDS
-> store-forward. MSPRI NG NET
type = A, class = IN, dlen = 4
i nternet address = 207.69.231.6

MX, class = IN



ttl = 3600 (1 hour)
-> donmi n-rel ay. MSPRI NG. NET
type = A, class = IN, dlen = 4
i nternet address = 207.69.231.10
ttl = 3600 (1 hour)

Non- aut horitative answer:
acmebw. com
type = MX, class = IN, dlen = 29
MX preference = 10, mail exchanger = store-
f or war d. MSPRI NG. NET
ttl = 86400 (1 day)
acnebw. com
type = MX, class = IN, dlen = 17
MX preference = 0, nmil exchanger = donmi n-rel ay. MSPRI NG NET
ttl = 86400 (1 day)

st ore-forward. MSPRI NG. NET
type = A, class = IN, dlen = 4
i nternet address = 207.69.231.6
ttl = 3600 (1 hour)

donmi n-rel ay. MSPRI NG. NET
type = A class = IN, dlen = 4
i nternet address = 207.69.231.10
ttl = 3600 (1 hour)

>

> set d2

> acnebw. com

Server: term nator.novie.edu
Address: 192.249.249.3

This time the query is also shown:

SendRequest( ), len 28
HEADER:
opcode = QUERY, id = 9, rcode = NOERROR
header flags: query, want recursion
questions = 1, answers = 0, authority records = 0,
additional =0

QUESTI ONS:
acmebw. com type = MX, class = IN

Got answer (130 bytes):
The answer is the same as in the previous example.
The text between the dashes are the query and response messages. As promised,

we will go through the message contents. DNS messages are composed of five
sections:



Header section

The Header section is present in every query and response. The operation
code is always QUERY. The only other opcodes are inverse query (IQUERY)
and status (STATUS), but those aren't used. The ID is used to associate a
response with a query and to detect duplicate queries or responses. You
have to look in the header flags to see which messages are queries and
which are responses. The string "want recursion” indicates that the querier
wants the name server to do all the work. The flag is parroted in the
response. The string "auth. answer," when present, means that the response
is authoritative—in other words, that the response comes from the name
server's authoritative data, not from its cache data. (This response isn't
authoritative, so that string is absent.) The response code, rcode, can be one
of no error, server failure, name error (also known as "NXDOMAIN" or
"nonexistent domain"), not implemented, or refused. The server failure, name
error, not implemented, and refused response codes cause the nslookup
"Server failed," "Nonexistent domain," "Not implemented," and "Query
refused" errors, respectively. The last four entries in the Header section are
counters—they indicate how many resource records there are in each of the
next four sections.

Question section

There is always one question in a DNS message; it includes the name and
the requested data type and class. There is never more than one question.
Handling more than one question in a DNS message would require a
redesign of its format. For one thing, the single authority bit would have to be
changed, because the Answer section could contain a mix of authoritative
answers and nonauthoritative answers. In the present design, setting the
authoritative answer bit means that the name server is an authority for the
domain name in the Question section.

Answer section

This section contains the resource records that answer the question. There
can be more than one resource record in the response. For example, if the
host is multihomed, there will be more than one address resource record.

Authority section

The Authority section is where name server records are returned. When a
response refers the querier to some other name servers, those hame servers
are listed here.

Additional section

The Additional records section adds information that may complete
information included in other sections. For instance, if a name server is listed
in the Authority section, the name server's address is added to the Additional
records section. After all, to contact the name server, you need to have its
address.

For you sticklers for detail, there is a time when the number of questions in a query
message isn't one: in an inverse query, when it's zero. In an inverse query, there is



one answer in the query message, and the Question section is empty. The name
server fills in the question. But, as we said, inverse queries are almost nonexistent.
The Microsoft DNS Server doesn't even support them.

12.6.2 Querying Like a Name Server

You can make nslookup send out the same query message a name server would.
Name server query messages are not much different from resolver messages. The
primary difference in the query messages is that resolvers request recursion and
name servers seldom do. Recursion is the default with nslookup, so you have to
explicitly turn it off. The difference in operation between a resolver and a name server
is that the resolver implements the search list and the name server doesn't. By
default, nslookup implements the search list, so that, too, has to be turned off. Of
course, judicious use of the trailing dot will have the same effect.

In raw nslookup terms, this means that to query like a resolver, you use nslookup's
default settings. To query like a name server, use set norecurse and set nosearch.
On the command line, that's nslookup -norecurse -nosearch.

When a name server gets a query, it looks for the answer in its cache. If it doesn't
have the answer and it is authoritative for the zone, the name server responds that
the name doesn't exist or that there is no data for that type. If the name server
doesn't have the answer and it is not authoritative for the zone, it starts walking up
the namespace looking for NS records. There will always be NS records somewhere
higher in the domain tree. As a last resort, it will use the NS records at the root
domain, the highest level.

If the name server received a nonrecursive query, it would respond to the querier by
giving the NS records that it had found. On the other hand, if the original query was a
recursive query, the name server would then query the remote name servers in the
NS records that it found. When the name server receives a response from one of the
remote name servers, it caches the response and repeats this process, if necessary.
The remote server's response will contain either the answer to the question or a list
of name servers lower in the namespace and closer to the answer.

Let's assume for our example that we are trying to satisfy a recursive query and that
we didn't find any NS records until we checked the gov domain. That is in fact the
case when we ask the name server on relay.hp.com about www.whitehouse.gov—it
doesn't find any NS records until the gov domain. From there we switch servers to a
gov name server and ask the same question. It directs us to the whitehouse.gov
servers. We then switch to a whitehouse.gov name server and ask the same
question:

C.\> nsl ookup
Default Server: relay.hp.com
Address: 15.255.152.2

> set norec -- Query like a name server: turn off
recursion

> set nosearch -- Turn off the search |ist

> www. whi t ehouse. gov -- W& don't need to dot-term nate since

we' ve turned search off
Server: relay. hp.com
Address: 15.255.152.2

Nanme: www. whi t ehouse. gov
Served by:



- H. ROOT- SERVERS. NET

128. 63. 2. 53

gov
- B. ROOT- SERVERS. NET
128.9. 0. 107

gov
- C. ROOT- SERVERS. NET
192.33.4.12

gov
- D. ROOT- SERVERS. NET
128. 8. 10. 90

gov

- E. ROOT- SERVERS. NET
192. 203. 230. 10
gov
- | . ROOT- SERVERS. NET
192. 36. 148. 17
gov
- F. ROOT- SERVERS. NET
192.5.5. 241
gov
- G ROOT- SERVERS. NET
192.112.36. 4

gov
- A ROOT- SERVERS. NET
198.41.0. 4

gov

Switch to a gov hame server. You may have to turn recursion back on temporarily, if
the name server doesn't have the address already cached:

> server e.root-servers. net
Default Server: e.root-servers. net
Address: 192.203.230. 10

Ask the same question of the gov name server. It will refer us to name servers closer
to our desired answer:

> www. whi t ehouse. gov.
Server: e.root-servers. net
Address: 192.203. 230. 10

Nanme: www. whi t ehouse. gov
Served by:
- SEC1. DNS. PSI . NET
38.8.92.2
V\HI TEHOUSE. GOV
- SEC2. DNS. PSI . NET
38.8.93.2
WHI TEHOUSE. GOV

Switch to a whitehouse.gov name server—either of them will do:
> server secl.dns.psi.net.
Default Server: secl.dns. psi.net

Address: 38.8.92.2

> www. whi t ehouse. gov.
Server: secl.dns. psi.net



Address: 38.8.92.2

Nanme: www. whi t ehouse. gov
Addresses: 198.137.240.91, 198.137.240.92

We hope this example gives you a feeling for how name servers look up names. If
you need to refresh your understanding of what this looks like graphically, flip back to
Figure 2-12 and Figure 2-13.

Before we move on, notice that we asked each of the servers the very same
guestion: "What's the address for www.whitehouse.gov?" What do you think would
happen if the gov name server itself had already cached www.whitehouse.gov's
address? The gov name server would have answered the question out of its cache
instead of referring us to the whitehouse.gov name servers. Why is this significant?
Suppose you messed up a particular host's address in your zone. Someone points it
out to you, and you clean up the problem. Even though your name server now has
the correct data, some remote sites find the old, messed-up data when they look up
the name. One of the name servers higher up in the domain tree has cached the
incorrect data; when it receives a query for that host's address, it returns the incorrect
data instead of referring the querier to your name servers. What makes this problem
hard to track down is that only one of the "higher up" name servers has cached the
incorrect data, so only some of the remote lookups get the wrong answer—the ones
that use this server. Fun, huh? Eventually, though, the "higher up" name server will
time out the old record. If you're pressed for time, you can contact the administrators
of the remote name server and ask them to kill and restart their name servers to flush
the cache. Of course, if the remote name server is an important, much-used name
server, they may tell you where to go with that suggestion.

12.6.3 Zone Transfers

You can use nslookup to transfer a whole zone with the Is command. This feature is
useful for troubleshooting, for figuring out how to spell a remote host's name, or just
for counting how many hosts are in some remote zone. Since the output can be
substantial, nslookup allows you to redirect the output to a file.

Beware: a lot of hosts won't let you pull a copy of their zones, either for security
reasons or to limit the load on their name server hosts. The Internet is a friendly
place, but administrators have to defend their turf.

nslookup filters zone transfer data: it shows you only some of the zone unless you tell
it otherwise. By default, you see only address and name server data. You will see all
of the zone data if you tell nslookup to display data of any type. The nslookup help
(available in the main Windows 2000 help) or command summary (shown by typing
help at the nslookup prompt) tells you all the parameters to the Is command. We are
going to show only the -t parameter, since the others can be emulated with -t. The -t
option takes one argument: the data type to filter on. So, to pull a copy of a zone and
see all the MX data, use Is -t mx. Let's do some zone transfers:

C:\ > nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> | s novi e. edu.
-- List NS and A records for npvie.edu
[term nator. novi e. edu]
nmovi e. edu. NS server = term nator. novie. edu



nmovi e. edu. NS server = wormhol e. novi e. edu
carrie A 192. 253. 253. 4
di ehard A 192. 249. 249. 4
nm sery A 192. 253.253. 2
r obocop A 192. 249. 249. 2
shi ni ng A 192. 253. 253. 3
t er m nat or A 192. 249. 249. 3
wh249 A 192.249.249.1
wh253 A 192. 253.253.1
wor mhol e A 192.253.253. 1
wor mhol e A 192. 249.249.1

> s -t any novie.edu > /tenp/novie.edu.txt
-- List all data into \tenp\
-- novie. edu. t xt

[term nator. novi e. edu]

Recei ved 25 records.

Those forward slashes in the Is command aren't a misprint—nslookup was originally
written for Unix as part of the BIND distribution. Microsoft must have missed the
slashes when porting nslookup to Windows 2000.

12.7 Troubleshooting nslookup Problems

The last thing you want is to have problems with your troubleshooting tool.
Unfortunately, some types of failures render the troubleshooting tool mostly useless.
Other types of nslookup failures are, at best, confusing because they don't give you
any direct information to work with. While there may be a few problems with nslookup
itself, most of the problems you encounter will be with name server configuration and
operation. We'll cover a few odd problems here.

12.7.1 Looking Up the Right Data

This isn't really a problem, per se, but it can be awfully confusing. If you use nslookup
to look up a type of data for a domain name and the domain name exists but no data
of the type you're looking for exists, you'll get an error like this:

C:\ > nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> movi e. edu.

*** No address (A) records available for novie.edu

So what types of records do exist? You can use set type=any to find out:

> set type=any

> novi e. edu.

Server: term nator.novie.edu
Address: 192.249.249.3

novi e. edu naneserver = terni nator.novie.edu
novi e. edu naneserver = wor nhol e. novi e. edu
novi e. edu

primary name server = term nator.novie.edu
responsi ble nmail addr = adm ni strator. novie. edu



serial =6

refresh = 3600 (1 hour)

retry = 600 (10 m ns)

expire = 86400 (1 day)

default TTL = 3600 (1 hour)
novi e. edu MX preference = 10, mail exchanger =
wor mhol e. novi e. edu
term nator. novi e. edu i nternet address = 192.249.249.3
wor mhol e. novi e. edu i nternet address = 192.253.253.1
wor mhol e. novi e. edu internet address = 192.249.249.1
wor mhol e. novi e. edu internet address = 192.249.249.1
wor mhol e. novi e. edu internet address = 192.253.253.1

Why are the IP addresses for terminator and wormhole returned? If you receive the
NS records for movie.edu listing these two hosts as that zone's name servers,
chances are the next thing you'll want are those hosts' IP addresses. The name
server anticipates that and sends along address records in the Additional section.
The same thing goes for the movie.edu MX record pointing to wormhole: if you get
that record, you'll want wormhole's IP address next. That explains why wormhole's IP
addresses show up twice, but this is arguably a bug in the Microsoft DNS Server.

12.7.2 No PTR Data for Name Server's Address
Heré's a cryptic message:

C.\> nsl ookup

*** Can't find server nane for address 192.249.249. 3: Non-exi stent
domai n

*** Can't find server nane for address 192.249.249. 3: Non-exi stent
dommi n

*** Default servers are not avail able

Def ault Server: UnKnown

Address: 192.249.249.3

>

The "Non-existent domain" message means that there's no PTR record for
3.249.249.192.in-addr.arpa. In other words, nslookup couldn't find the name for
192.249.249.3, which is the first name server the resolver is configured to query. The
only reason nslookup looks up this address is to print the "Default Server" startup
message. Obviously, this name server's data is messed up, at least for the
249.249.192.in-addr.arpa zone, so nslookup prints "UnKnown".

At least we've got the nslookup prompt: even if the server doesn't know its own
name, it might still be able to answer other queries. This behavior is a vast
improvement over the standard version of nslookup in the BIND distribution (the one
shipped with most versions of Unix). That version of nslookup refuses even to run
unless it can successfully reverse map the default server's IP address.

Still, the "Default servers are not available” message in the example is misleading.
After all, a name server is there to say the address doesn't exist. More often, you'll
see the error "timed out” if the name server isn't running on the host or the host can't
be reached. Only then does the "Default servers are not available" message make
sense.



12.7.3 Timeouts

What if your resolver is pointing to a name server that isn't running or a host that
can't be reached? We kinda gave the answer away in the previous section, but here's
what happens:

C.\> nsl ookup
DNS request timed out.
ti meout was 2 seconds.
*** Can't find server nane for address 192.249.249.4: Tinmed out
DNS request tined out.
ti meout was 2 seconds.
*** Can't find server name for address 192.249.249.4: Tined out
*** Default servers are not avail able
Def ault Server: UnKnown
Address: 192.249.249.4

>

The resolver is configured to use the name server 192.249.249.4 (and only that
name server). nslookup tries valiantly to contact it—it goes through its timeout
sequence twice in attempt to get the name server to reverse map its own IP address.
Finally nslookup gives up, prints "UnKnown" for the default server, and gives you a
prompt. You can't really do anything productive without changing servers at this
point—after all, no server is running at that IP address—but at least you've got a
prompt. Again, this is a better than the standard nslookup, which would have dumped
us back to the command line.

Note that if your resolver is configured to send queries to more than one name
server, nslookup tries the servers in order until it finds one that responds:

C.\> nsl ookup
DNS request timed out.
ti meout was 2 seconds.
*** Can't find server nane for address 192.249.249.1: Tined out
Default Server: term nator.novie.edu
Address: 192.249.249.3

>

Occasionally you'll see timeouts during the course of an nslookup session. If you are
looking up some remote information, the name server could fail to respond because it
is still trying to look up the item and nslookup gave up waiting. How can you tell the
difference between a name server that isn't running and a name server that is
running but didn't respond? Use the Is command to point out the difference. In this
case, no name server is running, or the host couldn't be reached:

C.\> nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> |s foo.

I's: connect: No error
*** Can't |ist domain foo.: Unspecified error

If a name server is running, you'll see the following error message:



C:\ > nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> |s foo.
[term nator. novi e. edu]
*** Can't |ist domain foo.: Non-existent donain

That is, unless there's a top-level foo domain in your world.

12.7.4 Query Refused

You generally see a "query refused" error message under two conditions. The first is
when you attempt a zone transfer and the server refuses for security reasons (for
example, because you checked Only Allow Access From Secondaries Included
on Notify List in the zone properties Notify window). This is what you'll see:

C:\ > nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> |'s novie.edu

—TJhis attenpts a zone transfer

[term nator. novi e. edu]

*** Can't |ist domain novie.edu: Query refused
>

You might also see a "query refused" error from a hame server running a recent
version of BIND, which has the ability to restrict queries to different zones based on
the querier's source IP address.

12.7.5 Unspecified Error

You may run into a rather unsettling problem called "unspecified error." We have an
example of this error here:

C. /> nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> set type=ns

>

Server: term nator. novie.edu
Address: 192.249.249.3

Non- aut horitative answer:

(root) naneserver NS. NI C. DDN. M L
(root) naneserver B. ROOT- SERVERS. NET
(root) naneserver E. ROOT- SERVERS. NET
(root) naneserver D. ROOT- SERVERS. NET
(root) naneserver F. ROOT- SERVERS. NET
(root) nameserver C. ROOT- SERVERS. NET
(root) naneserver G. ROOT- SERVERS. NET
(root) naneserver hpfcsx. fc. hp. com
(root) naneserver hp- pcd. cv. hp. com
(root) naneserver hp- ses. sde. hp. com
(root) naneserver hpsat cl. gva. hp. com
(root) naneserver nanmed_mast er. ch. apol | 0. hp. com



A. 1 SI. EDU
SRI - NI C. ARPA
GUNTER- ADAM ARPA

(root) nameserver
(root) naneserver
(root) naneserver

Aut horitative answers can be found from
(root) naneserver NS. NI C. DDN. M L

(root) naneserver B. ROOT- SERVERS. NET
(root) naneserver E. ROOT- SERVERS. NET
(root) naneserver D. ROOT- SERVERS. NET
(root) nameserver F. ROOT- SERVERS. NET
(root) naneserver C. ROOT- SERVERS. NET
(root) naneserver

*** Error: record size incorrect (1050690 != 65519)

*** termnator.novie.edu can't find .: Unspecified error

What happened here is that there was too much data to fit into a UDP datagram.*
The name server stopped filling in the response when it ran out of room. The name
server didn't set the truncation bit in the response message, or nslookup would have
retried the query over a TCP connection. The name server must have decided that
enough of the "important” information fit. You won't see this kind of error very often.
You'll see it if you create too many NS records for a zone, so don't create too many.
(Advice like this makes you wonder why you bought this book, right?) How many is
too many depends upon how well the names can be "compressed" in the message,
which in turn depends upon how many name servers share the same domain in their
domain name. The root name servers were renamed to all be in the root-servers.net
domain for this very reason—more names fit in DNS messages if they share a
common domain, which allows more root name servers to support the Internet. As a
rule of thumb, don't go over 10 NS records.

12.8 Best of the Net

System administrators have a thankless job. They are asked certain questions,
usually quite simple ones, over and over again. And sometimes, in a creative mood,
they come up with a clever way to help their users. When the rest of us find out about
their ingenuity, we can only sit back, smile admiringly, and wish we had thought of it
ourselves. Here is one such case, where a system administrator found a way to
communicate the solution to the sometimes perplexing puzzle of how to end an
nslookup session:

C:\ > nsl ookup
Default Server: envy.ugcs.caltech. edu
Address: 131.215.134.135

> quit
Server: envy.ugcs. cal tech. edu
Addresses: 131.215.134.135, 131.215.128.135

Nane: ugcs. cal tech. edu

Addresses: 131.215.128.135, 131.215.134.135

Aliases: quit.ugcs.caltech.edu
use.exit.to.leave. nsl ookup.-.-.-.ugcs. caltech. edu

49 N . . . . -

What are all those hp.comname servers doing in there? This example illustrates a problem besides just filling a UDP
datagram: under some conditions, older BIND name servers can easily be contaminated with "bogus" root name servers.
This output shows a query to such a name server.



> exit

Chapter 13. Troubleshooting DNS

"Of course not," said the Mock Turtle. "Why, if a fish came to me, and
told me he was going on a journey, | should say, "With what
por poise?""

"Don't you mean “purpose ?" said Alice.

"I mean what | say," the Mock Turtle replied, in an offended tone. And
the Gryphon added, "Come, let's hear some of your adventures."”

In the last chapter, we demonstrated how to use nslookup to make queries. In this
chapter, we'll show you how to use nslookup -- plus traditional TCP/IP networking
tools like trusty ol' ping -- to troubleshoot real-life problems with DNS.

Troubleshooting, by its nature, is a tough subject to teach. You start with any of a
world of symptoms and try to work your way back to the cause. We can't cover the
whole gamut of problems you may encounter on the Internet, but we will certainly do
our best to show you how to diagnose the most common of them. And along the way,
we hope to teach you troubleshooting techniques that will be valuable in tracking
down more obscure problems that we don't document.

13.1 Is DNS Really Your Problem?

Before we launch into a discussion of how to troubleshoot a DNS problem, we should
make sure you know how to tell whether a problem is caused by DNS, not by another
naming service. On Windows hosts, figuring out whether the culprit is actually DNS
can be difficult. Windows supports a whole panoply of naming services: DNS, WINS,
HOSTS, LMHOSTS, and more. The stock Windows 2000 nslookup, however, doesn't
pay any attention to these other naming services. You can run nslookup on a
Windows 2000 box and query the name server 'till the cows come home while the
service with the problem is using a different naming service.

How do you know where to put the blame? First, you need to consider what kind of
program is having the problem. If it's a TCP/IP client, such as telnet or ftp, the
possible culprits are DNS and the HOSTS file. If it's a utility that supports NetBIOS
naming, such as net (as in net use), the likely suspects also include WINS and the
LMHOSTS file. Other clients, such as ping, that also take either a DNS name or a
NetBIOS name as an argument can use any of these naming services.

Next, consider the order in which Windows uses the naming services. You should
look through the various services in that order when troubleshooting the problem.

These hints should help you identify the guilty party or at least exonerate one
suspect. If you narrow down the suspects and DNS is still implicated, you'll just have
to read this chapter.



13.2 Checking the Cache

As we've said earlier, you can check the contents of your name server's cache with
the DNS console. This can come in handy if you suspect that your name server has
cached bad or out-of-date data from another server. To inspect a server's cache,
click the plus sign to the left of the name of the server in the DNS console's left pane.
You'll see a folder named Cached Lookups. Either click on the plus sign to the left
of it or double-click the folder icon or the label to expand the next level. This shows
you the top-level domains for which your name server has cached data. Expand your
way to the domain name to which the cached data you're looking for is attached. In
Figure 13-1, we've clicked our way down to acmebw.com to look for cached data.

Figure 13-1. NS and A records for acmebw.com in the cache
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As you can see in the right pane, our name server has cached three NS records and
one A record for acmebw.com. If we double-clicked net and then acmebw, we could
find the cached addresses of these name servers, too.

If you'd like to see the TTL on the cached data, double-click on a record in the right

pane. Provided the DNS console is in advanced view mode (select View -
Advanced), the resulting window shows the record's TTL. For example, in Figure 13-
2, we've double-clicked the acmebw.com A record.

Figure 13-2. The TTL on a cached record



Parent domain:

Host [uses parenl domain if left blank):

Recond time samp: -

Time to e (TTLY

Be sure to refresh the DNS console with Action —?Refresh or F5 before checking
the TTL, or the TTL you see may be bigger than the current TTL.

If you right-clicked the record, you may have noticed a Delete Record selection. Now
there's something you can't do in BIND. Using the DNS console, you can actually
delete cached data record by record! If you know that some records in your name
server's cache are out of date, you can delete them and let your name server pick up
updated records from an authoritative name server.

13.3 Potential Problem List

Let's go through some common real-world DNS problems. Many of these problems
are easy to recognize and correct. We cover these problems as a matter of course—
they're some of the most common problems because they're caused by some of the
most common mistakes. Here are the contestants, in no particular order.

13.3.1 1. Forget to Increment Serial Number

This particular problem will occur only if you make changes to your zone data file by
hand, without using the DNS console. The DNS console remembers to increment the
serial number in the SOA record each time it changes zone data, so you don't have
to worry about it. However, this also means that you probably won't be in the habit of
updating the serial number, so you may forget when making that one-off manual
modification.

The main symptom of this problem is that slave name servers don't pick up any
changes you make to the zone on the primary server. The slaves think the zone data
hasn't changed since the serial number is still the same.

How do you check if you remembered to increment the serial number? Unfortunately,
that's not so easy. If you don't remember what the old serial number was and your



serial number gives you no indication of when it was updated, there's no direct way
to tell whether it has changed®When you start the primary, it will load the updated
zone data file regardless of whether you've changed the serial number. About the
best you can do is to use nslookup to compare the data returned by the primary and
by a slave. If they return different data, you probably forgot to increment the serial
number. If you can remember a recent change you made, you can look for that data.
If you can't remember a recent change, you can try transferring the zone from a
primary and from a slave, sorting the results, and using a file-comparison tool to
compare them.

The good news is that, although determining whether the zone was transferred is
tricky, making sure the zone is transferred is simple. Just increment the serial
number on the primary's copy of the zone by double-clicking the SOA record in the
DNS console and manually editing the serial number field. The slaves should pick up
the new data within their refresh interval, or sooner if they use NOTIFY.

13.3.2 2. Forget to Restart Primary Master Server

Like the last problem, you'll see this problem only if you make changes to your zone
data files by hand. The DNS console adds and deletes data on the fly, so there's no
need to restart your primary master name server.

If you're not using the DNS console, though, you may forget to restart your primary
master name server after editing a zone data file. The name server won't know to
load the new data—it doesn't automatically check the file to see if it has changed.

Consequently, any changes you've made won't be reflected in the name server's
data: new zones won't be loaded, and new records won't percolate out to the slaves.
To check when you last restarted the name server, scan the Event Viewer output for
the last entry that looks like this:

The DNS Server has started.

The date and time on these events will tell you the last time you restarted the name
server.

If the time of the restart doesn't correlate with the time you made the last change, use
the DNS console to stop and restart the name server and reload its data. Check that
you incremented the serial numbers on the zone data files you changed, too.

13.3.3 3. DNS Server Loses Manual Changes

One final but important note about making manual changes: remember that the
Microsoft DNS Server periodically updates its zone data files. Each time you make
changes to a zone's data using the DNS console, a write is pending: before the DNS
server exits, it must rewrite the zone's data file or it will lose the changes you made.
Think of this as a dirty page in memory: the operating system must write it to disk
before exiting.

If you make a manual change to a zone data file while a write is pending, you'll
mysteriously lose the change when the name server exits. Say you add delegation to
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On the other hand, if you encode the date into the serial number, as many people do (for example, 1998010500 is the first
rev of data on January 5, 1998), you may be able to tell at a glance whether you updated the serial number when you made
the change. However, the DNS console makes this almost impossible since it just increments by one for each change.



a new subdomain of movie.edu while the server is running and a write is pending.
After you've made the change, you have to stop the server and start it again to get it
to read the zone data again. But as the server exits, it rewrites the movie.edu zone
data file, and your delegation disappears. If you're watching the Event Viewer
carefully (like you should be), you'll see this message before the server stops:

The DNS server wote version 37 of zone novie.edu to file
nmovi e. edu. dns.

Once you force the server to rewrite its zone data files with Action —?Update Server
Data Files, the server is in sync with the zone data files and doesn't have to rewrite
them on exit. So, if you're going to make manual changes to the zone data files, you
should either stop the server first (although that means your server won't answer
queries while you make the change), or use the DNS console to sync the server with
the zone data files and then make the change.

13.3.4 4. Slave Server Can't Load Zone Data

If a slave name server can't get the current serial number for a zone from its master
server, you won't be warned about it initially. However, if the problem persists and
the slave can't determine within the expire interval whether or not its data is up to
date, it will expire the zone. On a Microsoft DNS Server, you'll see a message like
this in the Event Viewer:

Zone movi e. edu expired before it could obtain a successful zone
transfer or update

froma master server acting as its source for the zone. The zone has
been shut down.

Once the zone has expired, you'll start getting SERVFAIL errors when you query the
name server for data in the zone:

C:\ > nsl ookup robocop wor nhol e. novi e. edu
Server: wornhol e. novi e. edu
Addresses: 192.249.249.1, 192.253.253.1

*** wor mhol e. novi e. edu can't find robocop. novi e. edu: Server failed

There are three leading causes of this problem: a loss in connectivity to the master
server due to network failure, an incorrect IP address configured for the master
server, and a syntax error in the zone data file on the master server.

First, use the DNS console to check the address of the master server(s) from which
the slave is attempting to load data. Right-click the domain name of the zone in the
left pane, choose Properties, and look at the General tab, shown in Figure 13-3.

Figure 13-3. Zone properties window showing master server(s)
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Make sure that's really the IP address of the master name server. If it is, check
connectivity to that IP address:

C.\> ping 192.249.249.3
Pi ngi ng 192.249.249.3 with 32 bytes of data:

Request tinmed out.
Request timed out.
Request timed out.
Request timed out.

If the master server isn't reachable, make sure that the server's host is really running
(for example, is powered on) or look for a network problem.

You may also want to check that the master server is returning authoritative
responses to queries for data in the zone. If the master server is responding as not
authoritative for the zone, the slave won't transfer the zone from it. Here's how you
could use nslookup to check for an authoritative response for the zone's SOA record
from the master server:

C:\> nsl ookup -norec -type=SOA novi e.edu. 192.249.249.3

This command sends a nonrecursive query for the SOA record for movie.edu to the
name server at 192.249.249.3. We need to send a nonrecursive query so that the
name server at 192.249.249.3 doesn't try to forward the query to another server.

If this master server is correctly configured, the answer to this query should be
authoritative. (Remember that unless nslookup reports "Non-authoritative answer,"
the answer is authoritative.) A nonauthoritative reply may indicate that the master
server had a problem loading the zone, usually because of a syntax error in the zone
data file. Contact the administrator of the master server and have him check his
Event Viewer or syslog output for indications of a syntax error. We've never seen a
Windows 2000 name server go nonauthoritative for a zone based on a syntax error in
a zone data file, but older BIND name servers exhibit this behavior. So if your name



server is a slave to a zone whose primary master is a BIND name server that's not
claiming authority for the zone, a syntax error could be your problem.

If the answer to the query is authoritative but the slave server still can't transfer the
zone successfully, you can use the nslookup's Is command to try to transfer the zone
manually (Is, as we said in Chapter 12, performs a zone transfer). If you see an error
like this, it's a good bet that the master server restricts zone transfers:

C:\> nslookup - 192.249.249.3

Default Server: term nator.novie.edu

Address: 192.249.249.3

> |s novie.edu

[term nator. novi e. edu]

*** Can't |ist domain novie.edu: Query refused
>

Contact the administrator of the master server and ask whether she is restricting
zone transfers. Ask her to check the options on the Zone Transfers tab of the

Properties window for the zone you're trying to transfer (if she's running the
Microsoft DNS Server). If the remote server is running BIND, ask if she's using the
xfrnets or allow-transfer features to restrict zone transfers.

Once the problem has been cleared up and your server successfully transfers the
zone, you'll see messages like these in the Event Viewer:

A nore recent version, version 212 of zone npvie.edu was found at DNS
server at 192.
249.249.3. Zone transfer is in progress.

The DNS server wrote version 212 of zone novie.edu to file
novi e. edu. dns.

13.3.55. Add Address to Zone, but Forget to Add Corresponding PTR
Record

Because the mappings from hostnames to IP addresses are disjointed from the
mappings from IP addresses to hostnames in DNS, it's easy to forget to add a PTR
record for a new host. Adding the A record is intuitive, but many people who are used
to host tables assume that adding an address record takes care of the reverse
mapping, too. That's not true—you need to add a PTR record for the host to the
appropriate in-addr.arpa zone. Thankfully, the DNS console makes that easy by
providing a checkbox to Create associated pointer (PTR) record when you choose
New Host....

Neglecting to add the PTR record for a host usually causes that host to fail
authentication checks. For example, users on the host won't be able to rsh or rcp to
other hosts. The servers these programs talk to need to be able to map the
connection's IP address to a domain name to check authorization files.

In addition, many large FTP archives, including ftp.uu.net, refuse anonymous ftp
access to hosts whose IP addresses don't map back to domain names. ftp.uu.net's
FTP server emits a message that reads, in part:

530- Sorry, we're unable to nap your |P address 140.186.66.1 to a
host name

530- in the DNS. This is probably because your naneserver does not
have a



530- PTR record for your address in its tables, or because your
reverse

530- naneservers are not registered. W refuse service to hosts whose
530- nanes we cannot resolve

That makes the reason you can't use anonymous ftp pretty evident. Other FTP sites,
however, don't bother printing informative messages; they simply deny service.

nslookup is handy for checking whether or not you've forgotten the PTR record:

C.\> nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> beetlejuice

-- Check for a hostnane-to-address mapping
Server: term nator.novie.edu
Address: 192.249.249.3

Nane: beet | ej ui ce. novi e. edu
Address: 192.249. 249. 23

> 192. 249. 249. 23

-- Now check for a correspondi ng address-to-host nanme nmappi ng
Server: term nator.novie.edu
Address: 192.249.249.3

*** term nator.novie.edu can't find 192.249. 249. 23: Non- exi st ent
domai n

On the primary master for 249.249.192.in-addr.arpa, a quick check of the DNS
console or the 249.249.192.in-addr.arpa.dns file will tell you if the PTR record has
been added to the zone yet.

13.3.6 6. Wrong Domain Name in RDATA of Record

When you add CNAME, MX, and NS records with the DNS console, remember to
specify the fully qualified domain name of the host for the resource record-specific
data. The DNS console assumes that the name you type as the RDATA field is fully
gualfied. So if you try to create a CNAME record as shown in Figure 13-4, the

CNAME record looks like this in the zone data file:
bi gt IN NS termnator.

This is probably not what you intended, since there's no top-level terminator domain.
You probably assumed the DNS console would append the name of the zone to the
name if you left off the dot. Nope.

Figure 13-4. Creating a CNAME record (the wrong way)
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These mistakes are easy to discover if you simply examine the zone data file (after
Action 9Update Server Data Files) or use nslookup:

C.:\> nsl ookup -type=ns novi e. edu
Server: term nator.novie.edu
Address: 192.249.249.3

novi e. edu nanmeserver = wor mnmhol e. novi e. edu
nmovi e. edu naneserver = term nator
wor mhol e. novi e. edu i nt ernet address 192. 253.253.1

wor mhol e. novi e. edu i nt ernet address 192.249.249.1

13.3.7 7. Loss of Network Connectivity

Though the Internet is more reliable today than it was back in the wild and woolly
days of the ARPANET, network outages are still relatively common. These failures
usually look like poor performance:

C.\> nsl ookup nisc.sri.com
Server: term nator.novie.edu
Address: 192.249.249.3

DNS request tinmed out.
ti meout was 2 seconds.
DNS request timed out.
ti meout was 4 seconds.
DNS request timed out.
ti meout was 8 seconds.
*** Request to terninator.novie.edu tined-out

Using nslookup, you can look up the names and addresses of the name servers your
name server needs to talk to in order to resolve the name:

C:\> nsl ookup
Def ault Server: term nator.novie.edu
Address: 192.249.249.3



> set type=ns

> sri.com

Server: term nator.novie.edu
Address: 192.249.249.3

Non- aut horitati ve answer:

Sri.com naneserver NS. sri.com
Sri.com naneserver NS. CSL. sri.com
Sri.com naneserver TURTLE. MCC. COM
Sri.com naneserver NS1. sri.com

128. 18. 30. 66
130. 107. 4. 94
192.12. 33. 94
128.62. 1. 215
128. 18. 30. 65

NS. sri.com i nt ernet address
NS. CSL. sri.com internet address
NS. CSL.sri.com internet address
TURTLE. MCC. COM i nternet address
NS1. sri.com i nt ernet address
> com

Server: term nator.novie.edu
Address: 192.249.249.3

Non- aut horitati ve answer:

com nanmeserver = C. ROOT- SERVERS. NET

com nanmeserver = D. ROOT- SERVERS. NET

com nanmeserver = E. ROOT- SERVERS. NET

com nameserver = |.ROOT- SERVERS. NET

com nanmeserver = F. ROOT- SERVERS. NET

com naneserver = G ROOT- SERVERS. NET

com naneserver = J. GTLD- SERVERS. | NTERNI C. NET

com naneserver = A. ROOT- SERVERS. NET

com naneserver = H. ROOT- SERVERS. NET

com naneserver = B. ROOT- SERVERS. NET

C. ROOT- SERVERS. NET nternet address = 192.33.4.12
D. ROOT- SERVERS. NET nt ernet address 128.8.10. 90

E. ROOT- SERVERS. NET
| . ROOT- SERVERS. NET
F. ROOT- SERVERS. NET nt er net address 192.5.5. 241
G. ROOT- SERVERS. NET nt er net address 192.112.36.4
J. GTLD- SERVERS. | NTERNI C. NET nt ernet address = 198.41.0.21

192. 203. 230. 10
192. 36. 148. 17

nt ernet address
nt ernet address

A. ROOT- SERVERS. NET internet address = 198.41.0.4
H. ROOT- SERVERS. NET i nternet address = 128.63.2.53
B. ROOT- SERVERS. NET i nternet address = 128.9.0. 107

Then you can check your host's connectivity to those servers. Odds are, ping won't
have much better luck than your name server did. If it does, you should check that
the remote name servers are really running.

C:\> ping 128.18. 30. 66 -- ping first sri.comnanme server
Pi ngi ng 128.18.30.66 with 32 bytes of data:

Request tinmed out.

Request tinmed out.

Request tinmed out.

Request timed out.

C.\> ping 130.107.4.94 -- ping second sri.com name server
Pingi ng 130.107.4.94 with 32 bytes of data:

Request tinmed out.
Request tinmed out.
Request tinmed out.



Request timed out.

Now all that's left to do is to locate the break in the network. Utilities like tracert can
help you determine whether the problem is on your network, on the destination
network, or somewhere in the middle.

You should also use common sense when tracking down the break. If, for example,
your ping testing showed that you couldn't reach any of the Internet's root name
servers, it's not likely that each root's local network went down or that the Internet's
commercial backbone networks collapsed entirely. Occam's razor says that the
simplest condition that could cause this behavior—namely, the loss of your network's
link to the Internet—is the most likely cause.

13.3.8 8. Missing Subdomain Delegation

Even though your ICANN-accredited registrar does its best to process your requests
as quickly as possible, it may take a week or two for your subdomain's delegation to
appear in the root name servers. Depending on your parent (whether an ICANN-
accredited registrar or some other zone administrator), your mileage may vary. Some
parents are quick and responsible; others are slow and inconsistent. Just like in real
life, though, you're stuck with them.

Until your delegation data appear in your parent zone's name servers, your name
servers will be able to look up data in the Internet domain namespace, but no one
else on the Internet (outside of your domain) will know how to look up data in your
namespace.

That means that even though you can send mail outside of your domain, the
recipients won't be able to reply to it. Furthermore, no one will be able to telnet to, ftp
to, or even ping your hosts by name.

Remember that this applies equally to any in-addr.arpa subdomains you may run.
Until the parent delegates those subdomains to your servers, name servers on the
Internet won't be able to reverse-map addresses on your networks.

To determine whether or not your zone's delegation has made it into your parent
zone's name servers, query a parent name server for the NS records for your zone. If
the parent name server has the data, any name server on the Internet can find it:

C.\ > nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> server a.root-servers. net.

-- Query a root nane server
Default Server: a.root-servers. net
Address: 198.41.0.4

> set norecurse -- Instruct the server to answer
out of

> set type=ns -- its own data and to look for NS records

> 249. 249. 192. i n- addr. ar pa. -- for 249.249.192.in-addr. arpa

Server: a.root-servers. net
Address: 198.41.0.4



*** a.root-servers.net can't find 249.249.192.in-addr.arpa.: Non-
exi stent donain

Here, the delegation clearly hasn't been added yet. You can either wait patiently or, if
an unreasonable amount of time has passed since you requested delegation from
your parent zone, you can contact your parent zone's administrator and ask what's

up.
13.3.9 9. Incorrect Subdomain Delegation

Incorrect subdomain delegation is another familiar problem on the Internet. Keeping
delegation up-to-date requires human intervention—informing your parent zone's
administrator of changes to your set of authoritative name servers. Consequently,
delegation information often becomes inaccurate as administrators make changes
without letting their parents know. Far too many administrators believe that setting up
delegation is a one-shot deal: they let their parents know which name servers are
authoritative once, when they set up their zones, and then they never talk to them
again. They don't even call on Mother's Day.

An administrator may add a new name server, decommission another, and change
the IP address of a third, all without telling the parent zone's administrator. Gradually,
the number of name servers correctly delegated to by the parent zone dwindles. In
the best case this leads to long resolution times, as querying name servers struggle
to find an authoritative name server for the zone. If the delegation information
becomes badly out-of-date and the last authoritative name server host is brought
down for maintenance, the information within the zone will be inaccessible.

If you suspect bad delegation, whether from your parent to your zone, from your zone
to one of your children, or from a remote zone to one of its children, you can check
with nslookup:

C.\ > nsl ookup
Default Server: term nator.novie.edu
Address: 192.249.249.3

> server a.gtld-servers. net. -- Set server to the parent nane
-- server you suspect has bad

del egati on

Default Server: a.gtld-servers.net

Address: 198.41.0.4

> set type=ns -- Look for NS records

> hp.com -- for the zone in question
Server: a.gtld-servers. net

Address: 198.41.0.4

Non- aut horitati ve answer:

hp. com nameserver = RELAY. HP. COM
hp. com nameserver = HPLABS. HPL. HP. COM
hp. com nanmeserver = NNSC. NSF. NET
hp. com nanmeserver = HPSDLO. SDD. HP. COM

Aut horitative answers can be found from

hp. com nanmeserver = RELAY. HP. COM
hp. com nameserver = HPLABS. HPL. HP. COM
hp. com naneserver = NNSC. NSF. NET

hp. com nanmeserver HPSDLQO. SDD. HP. COM



RELAY. HP. COM i nternet address = 15.255.152.2

HPLABS. HPL. HP. COM i nternet address = 15.255.176. 47
NNSC. NSF. NET internet address = 128.89.1.178
HPSDLO. SDD. HP. COM i nternet address = 15.255. 160. 64
HPSDLO. SDD. HP. COM i nternet address = 15.26.112.11

Let's say you suspect that the delegation to hpsdlo.sdd.hp.com is incorrect. Query
hpsdlo for data in the hp.com zone, and check the answer:

> server hpsdl o. sdd. hp. com
Default Server: hpsdlo.sdd. hp.com
Addresses: 15.255.160. 64, 15.26.112.11

> set norecurse

> set type=soa

> hp.com

Server: hpsdl 0. sdd. hp. com

Addr esses: 15.255. 160. 64, 15.26.112.11

Non- aut horitative answer:

hp. com
origin = relay. hp.com
mai | addr = hostmaster. hp. com
serial = 1001462

refresh = 21600 (6 hours)
retry = 3600 (1 hour)
expire = 604800 (7 days)

mnimumttl = 86400 (1 day)

Aut horitative answers can be found from

hp. com nanmeserver = RELAY. HP. COM

hp. com nanmeserver = HPLABS. HPL. HP. COM

hp. com nanmeserver = NNSC. NSF. NET

RELAY. HP. COM i nternet address = 15.255.152.2

HPLABS. HPL. HP. COM i nternet address = 15.255.176.47
NNSC. NSF. NET i nternet address = 128.89.1.178

If hpsdlo really were authoritative, it would have responded with an authoritative
answer. The administrator of the hp.com zone can tell you whether hpsdlo should be
an authoritative name server for hp.com, so that's who you should contact.

13.4 Interoperability Problems

The Microsoft DNS Server has at least one known interoperability issue with BIND
name servers: zone transfers sometimes fail because of the proprietary WINS
record.

When a Microsoft DNS Server is configured to consult a WINS server for names it
can't find in a given zone, it inserts a special record into the zone data file. The
record looks like this:

@ IN W NS <| P address of WNS server>

Unfortunately, WINS is not a standard record type in the IN class. Consequently, any
BIND slaves that transfer this zone will choke on the WINS record and refuse to load
the zone. Here's the message the administrator of the BIND server would see in his
syslog output:



May 23 15:58:43 terni nator named-xfer[386]: "fx.novie.edu IN 65281" -
unknown type (65281)

The workaround for this problem is to configure the Microsoft DNS Server to filter out
the proprietary record before transferring the zone. You do this by selecting the zone
in the left pane of the DNS console, right-clicking it, and selecting Properties. Click
on the WINS tab in the resulting properties window, which is shown in Figure 13-5.

Figure 13-5. "Do not replicate this record" checkbox
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Checking Do not replicate this record will filter out the WINS record for that zone.
However, any Microsoft DNS Server slaves won't see the record, even though they
could use it.

13.5 Problem Symptoms

Some problems, unfortunately, aren't as easy to identify as the ones we've listed.
You'll probably experience some misbehavior that you won't be able to attribute
directly to its cause, often because any of a number of problems may cause the
symptoms you see. For cases like this, we'll suggest some of the common causes of
these symptoms and ways to isolate them.

13.5.1 Can't Look Up Local Name

The first thing to do when a program like telnet or ftp can't look up a local name is to
use nslookup to try to look up the same name. When we say "the same name," we
mean literally the same name—don't add a domain name and a trailing dot if the user
didn't type either one. Don't query a different name server than the user did.



As often as not, the user will have mistyped the nhame or misunderstood how the
search list works and just needs direction. Occasionally, you'll turn up real host
configuration errors, such as a mistake in the resolver configuration (e.g., the wrong
IP address for a name server). You can check for errors like this using nslookup's set
all command.

If nslookup points to a problem with the name server, rather than with the host
configuration, check for the problems associated with the type of name server. If the
name server is the primary master for the zone but it doesn't respond with data you
think it should:

Check that the zone or zone data file contains the data in question.
Ensure that the domain names in the records are correct (problem 6).

If the name server is a slave server, you should first check whether or not its master
has the correct data. If it does, and the slave doesn't:

Make sure you've incremented the serial number on the primary
(problem 1).
Look for a problem on the slave in updating the zone (problem 4).

If the primary doesn't have the correct data, of course, diagnose the problem on the
primary.

If the problem server isn't authoritative for the zone that contains the data, check that
your parent zone's delegation to your zone exists and is correct (problems 8 and 9).
Remember that to that name server, your zone looks just like any other remote zone.
Even though the host it runs on may be inside your zone, the name server must be
able to locate an authoritative server for your zone from your parent zone's servers.

13.5.2 Can't Look Up Remote Names

If your local lookups succeed but you can't look up names outside your local zones,
there is a different set of problems to check:

Can you ping the remote zone's hame servers? Maybe you can't reach the
remote zone's servers because of connectivity loss (problem 7).

Is the remote zone new? Maybe its delegation hasn't yet appeared (problem
8). Alternatively, the delegation information for the remote zone may be wrong
or out of date, due to neglect (problem 9).

Does the domain name actually exist on the remote zone's servers? Does it
exist on all of them (problems 1, 2, and 4)?

13.5.3 Wrong or Inconsistent Answer

If you get the wrong answer when looking up a local nhame or you get an inconsistent
answer, depending on which name server you ask or when you ask, first check the
synchronization between your name servers:

Are they all holding the same serial number for the zone? Did you forget to
increment the serial number on the primary after you made a manual change
(problem 1)? If you did, the name servers may all have the same serial
number, but they will answer differently out of their authoritative data.



Did you forget to restart the primary after making a manual change (problem
2)? Then the primary will return (via nslookup, for example) a different serial
number than the serial number in the zone data file.

Are the slaves having trouble updating from the primary (problem 4)?

Is the name server's round-robin feature rotating the addresses of the domain
name you're looking up?

If you get these results when looking up a name in a remote zone, you should check
whether the remote zone's name servers have lost synchronization. You can use
tools like nslookup to determine whether the remote zone's administrator has
forgotten to increment the serial number, for example. If the name servers answer
differently from their authoritative data but show the same serial number, the serial
number probably wasn't incremented. If the primary's serial number is much lower
than the slaves', the primary's serial number was probably accidentally reset. We
usually assume a zone's primary name server is running on the host listed as the
origin in the SOA record.

You probably can't determine conclusively that the primary hasn't been restarted,
though. It's also difficult to pin down updating problems between remote name
servers. In cases like this, if you've determined that the remote name servers are
giving out incorrect data, contact the zone administrator and (gently) relay what
you've found. This will help the administrator track down the problem on the remote
end.

13.5.4 Lookups Take aLong Time

Long name resolution periods are usually due to one of two problems:

Connectivity loss (problem 7), which you can diagnose with tools like ping and
tracert
Incorrect delegation information (problem 9), which points to the wrong name
servers or the wrong IP addresses
Usually, sending a few pings will point to one or the other of these causes. Either you
can't reach the name servers at all, or you can reach the hosts but the name servers
aren't responding.

Sometimes, though, the results are inconclusive. For example, the parent name
servers may delegate to a set of name servers that don't respond to pings or queries,
but connectivity to the remote network seems all right (a tracert, for example, will get
you to the remote network's "doorstep"—the last router between you and the host). Is
the delegation information so badly out-of-date that the name servers have long

since moved to other addresses? Are the hosts simply down? Or is there really a
remote network problem? Usually, finding out will require a call or a message to the
administrator of the remote zone. (And remember, whois gives you phone numbers!)

That's about all we can think of to cover. It's certainly a less than comprehensive list,
but we hope it'll help you solve the more common problems you encounter with DNS
and give you ideas about how to approach the rest. Boy, if we'd only had a
troubleshooting guide when we started!



Chapter 14. Miscellaneous

"The time has come," the Walrus said, "To talk of many things. Of
shoes—and ships—and sealing-wax—Of cabbages—and kings—And
why the sea is boiling hot—And whether pigs have wings."

It's time we tied up loose ends. We've already covered the mainstream
of DNS, but we haven't explored a handful of interesting niches. Some
of these, like instructions on how to set up DNS on a network without
Internet connectivity, may actually be useful; others may just be
interesting. We can't in good conscience send you out into the world
without completing your education!

14.1 Using CNAME Records

We talked about CNAME resource records in Chapter 4. We didn't tell you all about
CNAME records, though; we saved that for this chapter. When you set up your first
name servers, you didn't care about the subtle nuances of the magical CNAME
record. Maybe you didn't realize there was more to it than we explained; maybe you
didn't care. Some of this trivia is interesting, some is arcane. We'll let you decide
which is which.

14.1.1 CNAMEs Attached to Interior Nodes

If you've ever renamed your zone because of a company reorganization, you may
have considered creating a single CNAME record that pointed from the zone's old
domain name to the new domain name. For instance, if the fx.movie.edu zone were
renamed to magic.movie.edu, we'd be tempted to create a single CNAME record to
map all the old names to the new names:

f x. movi e. edu. IN CNAME rmmgic. novi e. edu.

With this record in place, you'd expect a lookup of empire.fx.movie.edu to result in a
lookup of empire.magic.movie.edu. Unfortunately, this doesn't work—you can't have
a CNAME record attached to an interior node like fx.movie.edu if it owns other
records. Remember that fx.movie.edu has an SOA record and NS records, so
attaching a CNAME record to it violates the rule that a domain name be either an
alias or a canonical name, not both. So, instead of using a single CNAME record to
rename a complete zone, you'll have to do it the old-fashioned way—a CNAME
record for each individual host within the zone:

enpi re. fx. nmovi e. edu. IN CNAME enpire. magic. novie. edu.
bl aderunner. fx. novie.edu. |IN CNAVME bl aderunner. magic. novi e. edu.

If the subdomain isn't delegated and consequently doesn't have an SOA record and
NS records attached to it, you can create an alias for fx.movie.edu, but it will apply
only to the domain name fx.movie.edu and not to domain names in fx.movie.edu.

Hopefully, the tool you use to manage your DNS data files will handle creating
CNAME records for you.



14.1.2 CNAMEs Pointing to CNAMEs

You may have wondered whether it was possible to have an alias (CNAME record)
pointing to another alias. This might be useful in situations where an alias points from
a domain name outside of your zone to a domain name inside your zone. You may
not have any control over the alias outside of your zone. What if you want to change
the domain name to which it points? Can you simply add another CNAME record?

The answer is yes: you can chain together CNAME records. The Microsoft DNS
Server supports it, and the RFCs don't expressly forbid it. But, while you can chain
CNAME records, is it a wise thing to do? The RFCs recommend against it because of
the possibility of creating a CNAME loop and because it slows resolution. You may

be able to do it in a pinch, but you probably won't find much sympathy on the Net if
something breaks.

14.1.3 CNAMEs in the Resource Record Data

For any other record besides a CNAME record, you must have the canonical domain
name in the resource record data. Applications and name servers won't operate
correctly otherwise. As we mentioned back in Chapter 5, for example, many mailers
recognize only the canonical name of the local host on the right side of an MX record.
If a mailer doesn't recognize the local host, it won't strip out the right MX records
when paring down the MX list and may deliver mail to itself or to less-preferred hosts,
causing mail to loop.

14.1.4 Looking Up CNAMEs

At times you may want to look up a CNAME record itself, not data for the canonical
name. With nslookup, this is easy to do. You can set the query type either to cname
or to any and then look up the name:

C:\ > nsl ookup
Default Server: wormhol e. novi e. edu
Address: 192.249.249.1

> set query=cnane

> higt

Server: wormhol e. novi e. edu
Address: 192.249.249.1

bi gt. novi e. edu canoni cal nane = term nator.novie.edu
> set query=any

> bi gt

Server: wornhol e. novi e. edu

Address: 192.249.249.1

bi gt. novi e. edu canonical nane = term nator. novie. edu

14.1.5 Finding Out a Host's Aliases

One thing you can't easily do with DNS is find out a host's aliases. With the host
table, it's easy to find both the canonical name of a host and any aliases. No matter
which you look up, they're all there together on the same line, as shown in the
following excerpt from HOSTS:



192.249.249.3 termnator.novie.edu term nator bigt

With DNS, however, if you look up the canonical name, all you get is the canonical
name. There's no easy way for the name server or the application to know whether
aliases exist for that canonical name:

C.\ > nsl ookup
Def ault Server: wormhol e. novi e. edu
Address: 192.249.249.1

> term nator
Server: wornmhol e. novi e. edu
Address: 192.249.249.1

Name: term nator. novi e. edu
Address: 192.249.249.3

If you use nslookup to look up an alias, you'll see that alias and the canonical name.
nslookup reports both the alias and the canonical name in the packet. But you won't
see any other aliases that might point to that canonical name.

C:\> nsl ookup
Default Server: wormhol e. novi e. edu
Address: 192.249.249.1

> hi gt
Server: wormnhol e. novi e. edu
Address: 192.249.249.1

Name: term nator. novie. edu
Address: 192.249.249.3
Al i ases: bigt.novie.edu

About the only way to find out all the CNAMEs for a host is to transfer the whole zone
and pick out the CNAME records where that host is the canonical name. You can
have nslookup filter on CNAME records:

C.\> nsl ookup
Def ault Server: wormhol e. novi e. edu
Address: 192.249.249.1

> 1|s -t cnanme novie. edu
[ wor mhol e. novi e. edu]

bi gt term nat or. novi e. edu
wh wor mhol e. novi e. edu
dh di ehard. novi e. edu

Even this method will show you only the aliases within that zone—there could be
aliases in a different zone, pointing to canonical names in this zone.

14.2 Wildcards

Something else we haven't covered yet is DNS wildcards. At times you want a single
resource record to cover any possible name, rather than creating zillions of resource
records that are all the same except for the domain name to which they apply. DNS
reserves a special character, the asterisk (*), to be used in a DNS data file as a



wildcard name. It will match any number of labels in a name, as long as it isn't an
exact match with a name already in the DNS database.

Most often, you'd use wildcards to forward mail to non-Internet-connected networks.
Suppose your site is not connected to the Internet, but you have a host that will relay
mail between the Internet and your network. You could add a wildcard MX record to
the movie.edu zone for Internet consumption that points all your mail to the relay.
Here is an example:

*.movie.edu. IN MX 10 novie-relay.nea.gov.

Since the wildcard matches one or more labels, this resource record would apply to
names like terminator.movie.edu, empire.fx.movie.edu, or
casablanca.bogart.classics.movie.edu. The danger with wildcards is that they clash
with search lists. This wildcard also matches cujo.movie.edu.movie.edu, making
wildcards dangerous to use in your internal zone data. Remember that some mailers
apply the search list when looking up MX records:

C:\> nsl ookup
Def ault Server: wormhol e. novi e. edu
Address: 192.249.249.1

> set type=nx -- Look up MX records
> cuj 0. novi e. edu -- for cujo

Server: wormhol e. novi e. edu

Address: 192.249.249.1

cuj 0. novi e. edu. novi e. edu -- This isn't a real host's nane!
preference = 10, nmail exchanger = novie-rel ay. nea. gov

What are the limitations of wildcards? Wildcards do not match names for which there
is already data. Suppose you did use wildcards within your zone data:

* . novi e. edu. IN MX 10 mail - hub. novi e. edu.
et. novi e. edu. IN MX 10 et.novie.edu
jaws. novie.edu IN A 192. 253. 253. 113

Mail to terminator.movie.edu will be sent to mail-hub, but mail to et.movie.edu will be
sent directly to et. An MX lookup of jaws.movie.edu would result in a response that
says there is no MX data for that name. The wildcard doesn't apply because an A
record exists. Can you use wildcards safely within your zone data? Yes. We'll cover
that case a little later in this chapter.

14.3 A Limitation of MX Records

While we are on the topic of MX records, let's talk about how they can result in mail
taking a longer path than necessary. The MX records are a list of data returned when
a name is looked up. The list is not ordered according to which exchanger is closest
to the sender. Here is an example of this problem. Your non-Internet-connected
network has two hosts capable of relaying Internet mail to your network. One host is
in the U.S., and one host is in France. Your network is in Greece. Most of your malil
comes from the U.S., so you have someone maintain your zone and install two
wildcard MX records—with the highest preference to the U.S. relay and a lower
preference to the France relay. Since the U.S. relay is at a higher preference, all mail
will go through that relay (as long as it is reachable). If someone in France sends you



a letter, it will travel across the Atlantic to the U.S. and back because there is nothing
in the MX list to indicate that the French relay is closer to that sender.

14.4 DNS and Internet Firewalls

The Domain Name System wasn't designed to work with Internet firewalls. It's a
testimony to the flexibility of DNS that you can configure DNS to work with, or even
through, an Internet firewall.

That said, configuring the Microsoft DNS Server to work in a firewalled environment,
although not difficult, takes a good, complete understanding of DNS. Describing it
also requires a large portion of this chapter, so here's a roadmap.

We start by describing the two major families of Internet firewall software: packet
filters and application gateways. The capabilities of each family have a bearing on
how you'll need to configure your DNS servers to work through the firewall. The next
section details the two most common DNS architectures used with firewalls,
forwarders and internal roots, and describes the advantages and disadvantages of
each. Finally, we discuss split namespaces and the configuration of the bastion host,
the host at the core of your firewall system.

14.4.1 Types of Firewall Software

Before you start configuring your DNS servers to work with your firewall, it's
important that you understand what your firewall is capable of. Your firewall's
capabilities will influence your choice of DNS architecture and will determine how you
implement it. If you don't know the answers to the questions in this section, track
down someone in your organization who does know and ask. Better yet, work with
your firewall's administrator when designing your DNS architecture to ensure it will
coexist with the firewall.

Note that this is far from a complete explanation of Internet firewalls. These few
paragraphs describe only the two most common types of Internet firewalls and only in
enough detail to show how the differences in their capabilities impact name servers.
For a comprehensive treatment of Internet firewalls, see Elizabeth Zwicky, Simon
Cooper, D. Brent Chapman, and Deborah Russell's Building Internet Firewalls
(O'Reilly).

14.4.1.1 Packet filters

The first type of firewall we'll cover is the packet-filtering firewall. Packet-filtering
firewalls operate largely at the transport and network levels of the TCP/IP stack
(layers three and four of the OSI reference model, if you dig that). They decide
whether to route a packet based upon packet-level criteria such as the transport
protocol (e.g., whether it's TCP or UDP), the source and destination IP addresses,
and the source and destination ports (see Figure 14-1).

Figure 14-1. Packet filters operate at the network and transport layers of the stack
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What's most important to us about packet-filtering firewalls is that you can typically
configure them to selectively allow DNS traffic between hosts on the Internet and
your internal hosts. That is, you can let an arbitrary set of internal hosts communicate
with Internet name servers. Some packet-filtering firewalls can even permit your
name servers to query name servers on the Internet, but not vice versa. All router-
based Internet firewalls are packet-filtering firewalls. Check Point's FireWall-1,
Cisco's PIX, and Sun's SunScreen are popular commercial packet-filtering firewalls.

14.4.1.2 Application gateways

Application gateways operate at the application protocol level, several layers higher
in the OSI reference model than most packet filters (Figure 14-2). In a sense, they
"understand"” the application protocol in the same way a server for that particular
application would. An FTP application gateway, for example, can make the decision
to allow or deny a particular FTP operation, like a RETR (a get) or a STOR(a put).

Figure 14-2. Application gateways operate at the application layer of the stack

application
fapicanien protocof aperation: STOR, RETRI

presentation

session

transport

network

datalink

physical

The bad news, and what's important for our purposes, is that most application
gateway-based firewalls handle only TCP-based application protocols. DNS, of
course, is largely UDP-based, and we know of no application gateways for DNS. This
implies that if you run an application gateway-based firewall, your internal hosts will
likely not be able to communicate directly with name servers on the Internet.

The popular Firewall Toolkit from Trusted Information Systems (TIS, now part of
Network Associates) is a suite of application gateways for common Internet protocols
such as Telnet, FTP, and HTTP. Network Associates' Gauntlet product is also based
on application gateways, as is Axent's Eagle Firewall.



Note that these two categories of firewalls are really just generalizations. The state of
the art in firewalls changes very quickly, and by the time you read this, you may have
a firewall that includes an application gateway for DNS. Which family your firewall
falls into is important only because it suggests what that firewall is capable of; what's
more important is whether your particular firewall will let you permit DNS traffic
between arbitrary internal hosts and the Internet.

14.4.2 A Bad Example

The simplest configuration is to allow DNS traffic to pass freely through your firewall
(assuming you can configure your firewall to do that). That way, any internal name
server can query any name server on the Internet, and any Internet name server can
query any of your internal name servers. You don't need any special configuration.
Unfortunately, this is a bad idea, for two reasons:

Version control

The developers of the Microsoft DNS Server are constantly finding and fixing
security-related bugs in the code. Consequently, it's important to run a recent version
of the server, especially for name servers that are directly exposed to the Internet. If
one or just a few of your name servers communicate directly with name servers on
the Internet, upgrading them to a new version is easy. If all of the name servers on
your network do, upgrading all of them is vastly more difficult.

Possible vector for attack

Even if you're not running a name server on a particular host, a hacker might be able
to take advantage of the fact that you allow DNS traffic through your firewall to attack
that host. For example, a co-conspirator working on the inside could set up a Telnet

daemon listening on the host's DNS port, allowing the hacker to telnet right in.

For the rest of this chapter, we'll try to set a good example.

14.4.3 Internet Forwarders

Given the dangers of allowing bidirectional DNS traffic through the firewall
unrestricted, most organizations elect to limit the internal hosts that can "talk DNS" to
the Internet. With an application gateway firewall, or any firewall without the ability to
pass DNS traffic, the only host that can communicate with Internet name servers is
the bastion host (see Figure 14-3).

Figure 14-3. A small network, showing the bastion host
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With a packet-filtering firewall, the firewall's administrator can configure the firewall to
let any set of internal name servers communicate with Internet name servers. Often,



this is a small set of hosts that run name servers under the direct control of the
network administrator (see Figure 14-4).

Figure 14-4. A small network, showing select internal name servers
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Internal name servers that can query name servers on the Internet directly don't
require any special configuration. Their root hints files contain the Internet's root
name servers, which enables them to resolve Internet domain names. Internal name
servers that can't query name servers on the Internet, however, need to know to
forward queries they can't resolve to one of the name servers that can. This is done
with the Forwarders tab on the server's Properties window, described in Chapter
10.

Figure 14-5 illustrates a common forwarding setup, with internal name servers
forwarding queries to a name server running on a bastion host.

Figure 14-5. Using forwarders
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At Movie U., we put in a firewall to protect ourselves from the Big Bad Internet
several years ago. Ours is a packet-filtering firewall, and we negotiated with our
firewall administrator to allow DNS traffic between Internet name servers and two of
our name servers, terminator.movie.edu and wormhole.movie.edu. Figure 14-6
shows how we configured the other internal name servers at the university.

Figure 14-6. Internal name server forwarding configuration
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When configuring different internal name servers, we vary the order in which the
forwarders appear to help spread the load among them.

When an internal name server receives a query for a name it can't resolve locally,
such as an Internet domain name, it forwards that query to one of our forwarders,
which can resolve the name using name servers on the Internet. Simple!

14.4.3.1 The trouble with forwarding

Unfortunately, it's a little too simple. Forwarding starts to get in the way once you
delegate subdomains or build an extensive network. To explain what we mean, take
a look at zardoz.movie.edu. zardoz.movie.edu is a slave for movie.edu and uses our
two forwarders. What happens when zardoz.movie.edu receives a query for a name
in fx.movie.edu? zardoz.movie.edu, as an authoritative movie.edu name server, has
the NS records that delegate fx.movie.edu to its authoritative name servers. But it's
also been configured to forward queries it can't resolve locally to
terminator.movie.edu and wormhole.movie.edu. Which will it do?

It turns out that zardoz.movie.edu will ignore the delegation information and forward
the query to terminator.movie.edu. That'll work since terminator.movie.edu will
receive the recursive query and ask an fx.movie.edu name server on
zardoz.movie.edu's behalf. But it's not particularly efficient, since zardoz.movie.edu
could easily have sent the query directly.



Now imagine the scale of the network is much larger: a corporate network that spans
continents, with tens of thousands of hosts and hundreds or thousands of name
servers. All of the internal name servers that don't have direct Internet connectivity—
the vast majority of them—use a small set of forwarders. There are several things
wrong with this picture:

Single point of failure

If the forwarders fail, your name servers lose the ability to resolve both
Internet domain names and internal domain names that they don't have
cached or in authoritative data.

Concentration of load

The forwarders will have an enormous query load placed on them. This is
both because of the large number of internal name servers that use them and
because the queries are recursive and require a good deal of work to answer.

Inefficient resolution

Imagine two internal name servers, authoritative for west.acmebw.com and
east.acmebw.com, respectively, both on the same network segment in
Boulder, Colorado. Both are configured to use the company's forwarder in
Bethesda, Maryland. To resolve a name in east.acmebw.com, the
west.acmebw.com name server sends a query to the forwarder in Bethesda.
The forwarder in Bethesda then sends a query back to Boulder to the
east.acmebw.com name server, the original querier's neighbor. The
east.acmebw.com name server replies by sending a response back to
Bethesda, which the forwarder sends back to Boulder.

In a traditional configuration with root name servers, the west.acmebw.com
name server would quickly have learned that an east.acmebw.com name
server was next door and would favor it (because of its low roundtrip time).
Using forwarders "short-circuits" the normally efficient resolution process.

The upshot is that forwarding is fine for small networks and simple namespaces but
probably inadequate for large networks and complex namespaces. We found this out
the hard way at Movie U. as our network grew and we were forced to implement
internal roots.

14.4 .4 Internal Roots

If you want to avoid the scalability problems of forwarding, you can set up your own
root name servers. These internal roots will serve only the name servers in your
organization. They'll know about only the portions of the namespace relevant to your
organization.

What good are they? By using an architecture based on root name servers, you gain
the scalability of the Internet namespace (which should be good enough for most
companies), plus redundancy, distributed load, and efficient resolution. You can have
as many internal roots as the Internet has roots—13 or so—whereas having that
many forwarders may be an undue security exposure and a configuration burden.



Most of all, the internal roots don't get used frivolously. Name servers need to consult
an internal root only when they time out the NS records for your top-level zones.
Using forwarders, name servers may have to query a forwarder once per resolution.
The moral of our story is that if you have, or intend to have, a large namespace and
lots of internal name servers, internal root name servers will scale better than any
other solution.

14.4.4.1 Where to put internal root name servers

Since name servers "lock on" to the closest root name server by favoring the one
with the lowest roundtrip time, it pays to pepper your network with internal root name
servers. If your organization's network spans the U.S., Europe, and the Pacific Rim,
consider locating at least one internal root name server on each continent. If you
have three major sites in Europe, give each of them an internal root.

14.4.4.2 Forward-mapping delegation

Here's how an internal root name server is configured. An internal root delegates
directly to any zones you administer. For example, on the movie.edu network, the
root zone's data file would contain:

novi e.edu. 86400 IN NS term nator. novie. edu.
86400 IN NS wormnhol e. novi e. edu.
86400 IN NS zardoz.novie. edu.

term nator.novie.edu. 86400 IN A 192.249.249.3
wor mhol e. novi e. edu. 86400 IN A 192.249.249.1
86400 IN A 192.253.253.1
zardoz. novi e. edu. 86400 IN A 192.249.249.9
86400 IN A 192.253.253.9

On the Internet, this information would appear in the edu name servers' zone data
files. On the movie.edu network, of course, there aren't any edu name servers, so
you delegate directly to movie.edu from the root.

Notice that this example doesn't contain delegation to fx.movie.edu or any other
subdomain of movie.edu. The movie.edu name servers know which name servers
are authoritative for all movie.edu subdomains, and all queries for information in
those subdomains pass through the movie.edu name servers, so there's no need to
delegate them here.

14.4.4.3 in-addr.arpa delegation

We also need to delegate from the internal roots to the in-addr.arpa zones that
correspond to the networks at the university:

249.249.192.in-addr.arpa. 86400 IN NS termnator.novie.edu.
86400 IN NS wornhole. novie. edu.
86400 IN NS zardoz.novie.edu.
253.253.192.in-addr.arpa. 86400 IN NS term nator.novie.edu.
86400 IN NS wornhole. novie.edu.
86400 IN NS zardoz.novie.edu.
254.253.192.in-addr.arpa. 86400 IN NS bladerunner.fx.novie.edu.
86400 IN NS outland.fx.novie.edu.
86400 IN NS alien.fx.novie.edu.
20. 254.192. i n- addr . ar pa. 86400 IN NS bl aderunner.fx. novie.edu.
86400 IN NS outland.fx.novie.edu.



86400 IN NS alien.fx.novie.edu
Notice that we did include delegation for the 254.253.192.in-addr.arpa and
20.254.192.in-addr.arpa zones, even though they both correspond to the
fx.movie.edu zone. We didn't need to delegate to fx.movie.edu because we'd already
delegated to its parent, movie.edu. The movie.edu name servers delegate to
fx.movie.edu, so by transitivity the roots delegate to fx.movie.edu. Since neither of
the other in-addr.arpa zones is a parent of 254.253.192.in-addr.arpa or
20.254.192.in-addr.arpa, we needed to delegate both zones from the root.

As we've explained earlier, we don't need to add address records for the three
Special Effects name servers, bladerunner.fx.movie.edu, outland.fx.movie.edu, and

alien.fx.movie.edu, because a remote name server can already find their addresses
by following delegation from movie.edu.

14.4.4.4 The root.dns file

All that's left is to add an SOA record for the root zone and NS records for this
internal root name server and any others:

IN SOA rainman.novie.edu. hostmaster.novie.edu. (

1 ; serial
10800 ; refresh
3600 ;o retry
604800 ; expire

86400 ) ; default TTL

IN NS rainman. novi e. edu.
IN NS awakenings. novie. edu.

rai nman. novi e. edu. IN A 192.249. 249. 254
awakeni ngs. novie.edu. IN A 192.253.253. 254

rainman.movie.edu and awakenings.movie.edu are the hosts running internal root
name servers. We shouldn't run an internal root on a bastion host because if a name
server on the Internet accidentally queries it for data it's not authoritative for, the
internal root will respond with its list of roots—all internal!

So the whole root.dns file (by convention, we call the root zone's data file root.dns)
looks like this:

IN SOA rainman.novie.edu. hostmaster.novie.edu. (

1 ;. serial
10800 ; refresh
3600 ; oretry
604800 ; expire

86400 ) ; default TTL

IN NS rainman. movi e. edu.
IN NS awakenings. novie. edu

rai nman. novi e. edu. IN A 192.249.249. 254
awakeni ngs. novie.edu. IN A 192.253.253. 254

movie.edu. IN NS terni nator. novie.edu
IN NS wornmhol e. novi e. edu.
IN NS zardoz. novie. edu.

term nator. novi e. edu. IN A 192.249.249.3



wor mhol e. novi e. edu. IN A 192.249.249.1
IN A 192.253.253.1
IN A 192.249.249.9
IN A

192. 253. 253. 9

zardoz. novi e. edu.

249. 249. 192. i n- addr . ar pa. NS term nator. novie. edu.

NS wor mhol e. npvi e. edu.

NS zardoz. novi e. edu.

NS tern nator. novie. edu.

NS wor nmhol e. npovi e. edu.

NS zardoz. novi e. edu.

NS bl aderunner. f x. novi e. edu.
NS outl and. f x. novi e. edu.

NS alien.fx.npvie.edu.

NS bl aderunner. f x. novi e. edu.
NS out!l and. f x. novi e. edu.

NS alien.fx.npovie.edu.

253. 253.192. i n- addr. ar pa.

254.253.192. i n- addr. ar pa.

20. 254.192.i n- addr. ar pa.

222222222222

Creating the root zone with the DNS console on both of the internal root name
servers, rainman and awakenings, is just like creating any primary zone: right-click
on the server's name in the left pane, then choose New Zone.... For the zone's
domain name, choose . (a single dot). The DNS console helpfully uses root.dns as
the default filename for this zone.

If you don't have a lot of idle hosts sitting around that you can turn into internal roots,
don't despair! Any internal name server (i.e., one that's not running on a bastion host
or outside your firewall) can serve double duty as an internal root and as an
authoritative name server for whatever other zones you need it to load. Remember, a
single name server can be authoritative for many, many zones, including the root
zone.

14.4.4.5 Configuring other internal name servers

Once you've set up internal root name servers, configure all the name servers on
hosts anywhere on your internal network to use them. Any name server running on a
host without direct Internet connectivity (i.e., behind the firewall) should list the
internal roots in its root hints file:

: Internal cache.dns file, for Movie U hosts w thout direct
; Internet connectivity

; Don'"t use this file on a host with Internet connectivity!
99999999 IN NS rainnman. novie. edu.
99999999 IN NS awakenings. novie. edu.

192. 249. 249. 254
192. 253. 253. 254

rai nman. novi e. edu. 99999999

I'N
awakeni ngs. novi e. edu. 99999999 |IN

> >

Name servers running on hosts using this root hints file will be able to resolve domain
names in movie.edu and in Movie U.'s in-addr.arpa domains but not outside of those
domains.

14.4.4.6 How internal name servers use internal roots

To tie together how this whole scheme works, let's go through an example of name
resolution on an internal caching-only name server using these internal root name



servers. First, the internal name server receives a query for a domain hame in
movie.edu, say the address of gump.fx.movie.edu. If the internal name server doesn't
have any "better" information cached, it starts by querying an internal root name
server. If it has communicated with the internal roots before, it has a roundtrip time
associated with each, which tells it which of the internal roots is responding to it most
quickly. It sends a nonrecursive query to that internal root for gump.fx.movie.edu's
address. The internal root answers with a referral to the movie.edu name servers on
terminator.movie.edu, wormhole.movie.edu, and zardoz.movie.edu. The caching-only
name server follows up by sending another nonrecursive query to one of the
movie.edu name servers for gump.fx.movie.edu's address. The movie.edu name
server responds with a referral to the fx.movie.edu name servers. The caching-only
name server sends the same nonrecursive query for gump.fx.movie.edu's address to
one of the fx.movie.edu name servers and finally receives a response.

Contrast this with the way a forwarding setup would have worked. Let's imagine that
instead of using internal root name servers, our caching-only nhame server were
configured to forward queries first to terminator.movie.edu and then to
wormhole.movie.edu. In that case, the caching-only name server would have
checked its cache for the address of gump.fx.movie.edu and, not finding it, would
have forwarded the query to terminator.movie.edu. terminator.movie.edu would have
queried an fx.movie.edu name server on the caching-only name server's behalf and
returned the answer. Should the caching-only name server need to look up another
name in fx.movie.edu, it would still ask the forwarder, even though the forwarder's
response to the query for gump.fx.movie.edu's address probably contained the
names and addresses of the fx.movie.edu name servers.

14.4.4.7 The trouble with internal roots

Unfortunately, just as forwarding has its problems, internal root architectures have
their limitations. Chief among these is the fact that your internal hosts can't see the
Internet namespace. On some networks this isn't an issue, because most internal
hosts don't have direct Internet connectivity. The few that do can have their resolvers
configured to use a name server on the bastion host. Some of these hosts will
probably need to run proxy servers to allow other internal hosts access to services on
the Internet.

On other networks, however, the Internet firewall or other software may require that
all internal hosts have the ability to resolve names in the Internet namespace. For
these networks, an internal root architecture won't work.

14.4.5 A Split Namespace

Many organizations would like to advertise different zone data to the Internet than
they do internally. In most cases, much of the internal zone data is irrelevant to the
Internet because of the organization's Internet firewall. The firewall may not allow
direct access to most internal hosts and may also translate internal, unregistered IP
addresses into a range of IP addresses registered to the organization. Therefore, the
organization may need to trim out irrelevant information from the external view of the
zone or change internal addresses to their external equivalents.

Unfortunately, the Microsoft DNS Server doesn't support automatic filtering and
translation of zone data. Consequently, many organizations manually create what
have become known as "split namespaces." In a split namespace, the real



namespace is available only internally while a pared-down, translated version of it,
called the shadow namespace, is visible to the Internet.

The shadow namespace contains the name-to-address and address-to-name
mappings of only those hosts that are accessible from the Internet through the
firewall. The addresses advertised may be the translated equivalents of internal
addresses. The shadow namespace may also contain one or more MX records to
direct mail from the Internet through the firewall to a mail server.

Since Movie U. has an Internet firewall that greatly limits access from the Internet to
the internal network, we elected to create a shadow namespace. For the movie.edu
zone, the only information we need to give out is about the domain name movie.edu
(an SOA record and a few NS records), the bastion host
(postmanrings2x.movie.edu), and our new external name server, ns.movie.edu,
which also functions as an external web server, www.movie.edu. The address of the
external interface on the bastion host is 200.1.4.2, while the address of the
name/web server is 200.1.4.3. The shadow movie.edu zone data file looks like this:

@ I N SOA ns. novi e. edu. host mast er. novi e. edu. (
1 ; Seria
10800 ;. Refresh
3600 ; Retry

604800 ; Expire
86400 ) ; Default TTL

I N NS ns. novi e. edu.
I'N NS nsl.isp.net. ; our ISP's name server is a
nmovi e. edu sl ave

I N A 200.1.4.3
IN MX 10 postmanrings2x. novi e. edu.
IN MX 100 mail .isp. net.

VW I'N CNAME novi e. edu
post manri ngs2x I N A 200.1.4.2
I'N MX 10 postmanri ngs2x. novi e. edu.

I'N MX 100 mail .isp. net.

; post manri ngs2x. novi e. edu handl es nmail addressed to ns. novie. edu
ns I'N A 200.1.4.3

IN MX 10 postmanrings2x. novi e. edu.

IN MX 100 mail .isp. net.

MX 10 postmanri ngs2x. novi e. edu.
MX 100 nmil .isp. net.

Note that there's no mention of any of the subdomains of movie.edu, including any
delegation to the name servers for those subdomains. That information isn't
necessary, since there's nothing in any of the subdomains you can get to from the
Internet and inbound mail addressed to hosts in the subdomains is caught by the
wildcard.

The 4.1.200.in-addr.arpa.dns file, which we need to reverse map the two Movie U. IP
addresses that hosts on the Internet might see, looks like this:

$TTL 1d
@ I N SOA ns. novi e. edu. host mast er. novi e. edu. (
1 ; Seria



10800 ; Refresh
3600 ; Retry
604800 ; Expire
86400 ) ; Default TTL

[N NS ns. nmovi e. edu.

IN NS ns.isp. net.
2 I'N PTR post manri ngs2x. novi e. edu.
3 I'N PTR nsl. movi e. edu.

One precaution we need to take is to make sure that the resolver on our bastion host
isn't configured to use the server on ns.movie.edu. Since that server can't see the
real, internal movie.edu, using it would render postmanrings2x.movie.edu unable to
map internal names to addresses or internal addresses to names.

14.4.5.1 Configuring the bastion host

The bastion host is a special case in a split-namespace configuration. The bastion
host has a foot in each environment: one network interface connects it to the Internet
and another connects it to the internal network. Now that we have split our
namespace in two, how can our bastion host see both the Internet namespace and
our internal namespace? If we configure it with the Internet's root name servers in its
root hints file, it will follow delegation from the Internet's edu name servers to an
external movie.edu name server with shadow zone data. It would be blind to our
internal namespace, which it needs to see to log connections, deliver inbound mail,
and more. On the other hand, if we configure it with our internal roots it won't see the
Internet namespace, which it clearly needs to do in order to function as a bastion
host. What to do?

If we have internal name servers that can resolve both internal and Internet domain
names—using the forwarding configuration earlier in this chapter, for example—we
can simply configure the bastion host's resolver to query those name servers. But if
we use forwarding internally, depending on the type of firewall we're running we may
also need to run a forwarder on the bastion host itself. If the firewall won't pass DNS
traffic, we'll need to run at least a caching-only name server, configured with the
Internet roots, on the bastion host so that our internal name servers will have
somewhere to forward their unresolved queries.

If our internal name servers aren't configured to forward zones, the name server on
our bastion host must be configured as a slave for movie.edu and any in-addr.arpa
zones in which it needs to resolve addresses. This way, if it receives a query for a
domain name in movie.edu, it'll use its local authoritative data to resolve the name. (If
our internal name servers support forward zones and are configured correctly, the
name server on our bastion host will never receive queries for names in movie.edu.)
If the domain name is in a subdomain of movie.edu, it'll follow NS records in the zone
data to query an internal name server for the name. Therefore, it doesn't need to be
configured as a slave for any movie.edu subdomains, such as fx.movie.edu, just the
"topmost” zone (see Figure 14-7).

Figure 14-7. A split DNS solution
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14.5 Dial-up Connections

Another relatively recent development in networking that presents a challenge to
DNS is the dial-up Internet connection. When the Internet was young and DNS was
born, there was no such thing as a dial-up connection. With the enormous explosion
in the Internet's popularity and the propagation of Internet service providers who offer
dial-up Internet connectivity to the masses, a whole new breed of problems with
name service has been introduced.

We'll separate dial-up connections into two categories: simple dial-up, by which we
mean a single computer that connects to the Internet occasionally, when a user
manually initiates a connection; and dial-on-demand, which means one or more
computers that connect to the Internet automatically whenever they generate traffic
bound for the Internet. Often, the device that makes this dial-on-demand connectivity
possible is a small dial-up router with an analog modem or ISDN interface, such as
an Ascend Pipeline 25.

14.5.1 Simple Dial-up

The easiest way to deal with simple dial-up is to configure your dial-up computer's
resolver to use a name server provided by your ISP. Most ISPs run name servers for
their subscribers' use. If you're not sure whether your ISP provides name servers for
your use or if you don't know what their IP addresses are, check their web site, send
them email, or give them a call.

Some operating systems, including all modern versions of Windows, will let you
define a set of name servers for a particular dial-up provider. So, for example, you
can configure one set of name servers to use when you dial up Netcom and another
to use when you dial up your office. Unfortunately, if you're still using Windows 95,
defining name servers for your LAN connection overrides all your precious dial-up
settings.”

This configuration is usually adequate for most casual dial-up users. Name resolution
fails unless the dial-up connection is up, but that's not likely to be a problem since
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there's no use for Internet name service without Internet connectivity. If you have
special needs that aren't addressed by this configuration, take a look at the
recommendations in the next section.

14.5.2 Dial-on-Demand

A more sophisticated dial-up solution is dial-on-demand. Dial-on-demand Internet
connections often use dedicated hardware, such as a small dial-up router, to provide
connectivity whenever it's needed. If you initiate a connection to the Internet from the
"remote" end of a dial-on-demand router, it dials up another router on the Internet
and routes your packets across. If the connection is idle for more than a specified
amount of time, the router drops the connection.

The challenge with DNS is to keep a local name server from continuously bringing
the dial-on-demand connection up and down like a yo-yo. This could be costly,
because you sometimes pay a premium for connection setup with technologies like
ISDN.

The most important strategy for minimizing this off-net traffic is to configure your
resolvers to use a minimal search list (or DNS suffix list, as it's called in Windows).
The default Windows search list (which you get when you don't specify an explicit list
of DNS suffixes to search) searches the ancestors of your local domain, which can
cause unnecessary remote traffic. For instance, say your local domain is
tinyoffice.majorcorp.com, and you have a dial-on-demand connection to Majorcorp's
enterprise network. On hosts without an explicit DNS suffix list, your default search
list is:

tinyoffice.majorcorp.com
maj or cor p. com

A user typing telnet foo.tinyoffice.majorcorp.com to log into the workstation next to
him might inadvertently cause lookups of both of these addresses:

foo.tinyoffice.mjorcorp.comtinyoffice.mjorcorp.com
foo.tinyoffice.majorcorp.com maj orcorp. com

before the correct domain name, foo.tinyoffice.majorcorp.com, is looked up.>* Since
your local name server is probably authoritative for tinyoffice.majorcorp.com, it can
tell that the first domain name, foo.tinyoffice.majorcorp.com.tinyoffice.majorcorp.com,
is bogus. (It ends in com.tinyoffice.majorcorp.com, so it would require the existence
of a com subdomain of your local domain, and there isn't one.) But it can't tell about
the second domain name without talking to a majorcorp.com name server first. If
there isn't one locally, it'll have to bring up that dial-on-demand connection.

The easiest way to prevent these unnecessary queries is to trim the parent domain
out of your search list explicitly by setting a DNS suffix list in the resolver
configuration. In this example, a DNS suffix list tinyoffice.majorcorp.com (just one
entry) would probably cause fewer failed off-site lookups.

If many of the names your users look up are in your parent zone, you might also
consider configuring your local name server as a slave for your parent zone. At least
that way you'll bring up the link at most only once per refresh interval to resolve
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The exact behavior depends on which version of Windows the user is running. Older versions of Windows exhibit this
behavior, but newer versions of Windows try to resolve any domain names containing at least one dot by themselves before
appending the search list. You'll find more details about resolver behavior in Chapter 6.



names in your parent zone. The same logic could be applied to nearly any zone your
local name server queries often.

14.6 Network Names and Numbers

The origind DNS definitions didn't provide the ability to look up network names

based on a network number—a feature that was provided by the origind HOSTS.TXT
file. More recently, a procedure for storing network names has been defined; this
procedure also works for subnets and subnet masks, so it goes sgnificantly beyond
HOSTS.TXT. Moreover, it doesn't require any modification to the DNS server
software a all; it's based entirdly on the clever use of pointer and address records.

If you remember, to map an IP address to aname in DNS, you reverse the | P address,
append in-addr.arpa, and look up the PTR data. This same technique is used to map a
network number to a network name; for example, to map network 15.0.0.0 to "HP
Internet.” To look up the network number, include the trailing zeros to make it four
bytes and look up PTR data just as you would with ahost's I P address. For example,
to find the network name for the old ARPANET, network 10.0.0.0, look up PTR data
for 0.0.0.10.in-addr.arpa. You'd get back an answer like ARPANET.ARPA.

If the ARPANET were subnetted, you'd also find an address record at 0.0.0.10.in-
addr.arpa. The address would be the subnet mask (255.255.0.0, for instance). If you
were interested in the subnet name instead of the network name, you'd apply the mask
to the IP address and ook up the subnet number.

This technique alows you to map the network number to aname. To provide a
complete solution, there must be away to map a network name to its network number.
This, again, is accomplished with PTR records. The network name has PTR data that
points to the network number (reversed, with in-addr.ar pa appended).

Let's see what the data might look like in HP's zone datafiles (the HP Internet has
network number 15.0.0.0) and step through mapping a network number to a network
name.

Here are the partia contents of the hp.com.dnsfile

; Map HP's network nane to 15.0.0.0.

hp-net. hp. com IN PTR 0.0.0.15.in-addr. arpa.

Following are the partid contents of the corp.hp.com.dnsfile

; Map corp's subnet nane to 15.1.0.0.

corp-subnet.corp.hp.com IN PTR 0.0.1.15.in-addr. arpa.

Here are the partia contents of the 15.in-addr.arpa.dnsfile



; Map 15.0.0.0 to hp-net.hp.com
; HP's subnet mask is 255.255.248. 0.

b.0.0.lS.in-addr.arpa. IN PTR hp-net. hp.com
IN A 255.255.248.0

And here are the partial contents of the 1.15.in-addr.arpa.dnsfile

; Map the 15.1.0.0 back to its subnet nane.

0.0.1.15.i n-addr. ar pa. IN PTR corp-subnet. corp. hp. com

Here's the procedure to look up the subnet name for the IP address 15.1.0.1.

1. Apply the default network mask for the addresss class. Address 15.1.0.1isa
Class A address, s0 the mask is 255.0.0.0. Applying the mask to the I P address
makes the network number 15.

2. Send aquery (type=a or type=any) for 0.0.0.15.in-addr.arpa.

The query response contains address data. Since address datais at 0.0.0.15.in-
addr.arpa (the subnet mask—255.255.248.0), apply the subnet mask to the IP
address. Thisyields 15.1.0.0.

3. Send aquery (type=a or type=any) for 0.0.1.15.in-addr.arpa.

The query response does not contain address data, so 15.1.0.0 is not further
Subnetted.

4. Send aPTR query for 0.0.1.15.in-addr.arpa.

The query response contains the network name for 15.1.0.1: corp-
subnet.corp.hp.com.

In addition to mapping between network names and numbers, you can dso lig dl the
networks for your domain with PTR records.

novi e.edu. |IN PTR 0.249.249.192.in-addr. arpa.
IN PTR 0.253.253.192.in-addr. arpa.

Now for the bad news: despite the fact that RFC 1101 contains everything you need to
know to set this up, we know of only one software package that actualy uses this type
of network name encoding, and very few administrators go to the trouble of adding
thisinformation. Until software actualy makes use of DNS-encoded network names,
about the only reason for setting this up isto show off. But that's a good enough

reason for many of us.

14.7 Additional Resource Records



There are a number of resource records that we haven't covered yet in this book. The
first of these, HINFO, has been around since the beginning but hasn't been widdy
used. The others were defined in RFC 1183 and severa successive RFCs. Most are
experimental, but some are on the sandards track and are coming into more prevalent
use. Well describe them hereto give you alittle head Start in getting used to them.

14.7.1 Host Information

HINFO stands for host information. The record-specific datais apair of strings
identifying the host's hardware type and operating system. The strings are supposed to
come from the MACHINE NAMES and OPERATING SYSTEM NAMES listed in
the Assigned Numbers RFC (currently RFC 1700), but this requirement is not
enforced; you can use your own abbreviations. The RFC isn't at al comprehensive, so
it's quite possible you wont find your system in the list anyway. Origindly, host
information records were intended to let services like FTP determine how to interact
with aremote system. This would have made it possible to negotiate data type
transformations automeaticaly, for example. Unfortunately, this didn't hgppen—few
stes supply accurate HINFO values for dl thelr systems. Some network
administrators use HINFO records to help them keep track of the machine types,
instead of recording the machine typesin a database or a notebook. Here are two
examples of HINFO records (note that the values in the CPU type and Operating
system fields must be surrounded with quotes if they include any whitespace):

; These machi ne names and system nanmes did not conme from RFC 1700

wornmhole |IN HI NFO ACME-HW ACME- GW
cujo IN H NFO "Wwatch Dog Hardware" "Rabid OS"

Y ou'd see the window shown in Figure 14-8 if you added an HINFO record with the
DNS console.

Figure 14-8. Adding an HINFO record with the DNS console



Huast Infosmabion [HINFO) |
Farent domar
|rr|:n'ie.ed..|
Host [uses parenl domain if lefl blank]:
|
CFU type
Diperating spsbem:

| Delete this record when it becomes stals

Recond time stamp:

Time bo bve (TTLY (0 a0 0

Coes

If you include whitespace in the vaues you type in the CPU type and Operating
systemfields, the DNS console will automaticaly put double quotes around them, so
don't use double quotesin ether fidld—you'l get double double quotes.

Before you go adding them to your zone—particularly a zone visble from the

I nternet—you should know that HINFO records can present a security risk. By
providing easly accessible information about a system, you may be making it eesier
for ahacker to break into it.

14.7.2 AFSDB

AFSDB has a syntax like that of the MX record and semantics a bit like that of the NS
record. An AFSDB record gives ether the location of an AFS cdll database server or
of aDCE cdl's authenticated name server. The type of server the record pointsto, and
the name of the host running the server, are contained in the record- specific data
portion of the record.

So what's an AFS cdll database server? Or AFS, for that matter? AFS originaly stood
for the Andrew File Systemn, designed by the good folks at Carnegie-Médlon
University as part of the Andrew Project. (It'snow an IBM product.) AFSisa
network filesystem, like NFS, but one that handles the latency of wide-area networks
much better than NFS does and provides loca caching of files to enhance
performance. An AFS cdll database server runs the process responsible for tracking
the location of filesets (groups of files) on various AFS file servers within acell (a
logica group of hogts). So being able to find the AFS cell database server isthe key to
finding any filein the cdl.

And what's an authenticated name server? It holds location information about dl sorts
of services available within aDCE cdll. A DCE cdl? That'salogica group of hogts



that share services offered by The Open Group's Digtributed Computing Environment
(DCE).

And now, back to our story. To access another cell's AFS or DCE services across a
network, you must first find out where that cell's cell database servers or authenticated
name servers are. Hence the new record type. The domain name to which the record is
attached gives the name of the cdll the server knows about. Cdlls are often share
names with DNS domains, so this usudly doesn't look at al odd.

Aswe sad, the AFSDB record's syntax is like the MX record's syntax. In place of the
preference vaue, you specify the number 1 for an AFS cdll database server or 2 for a
DCE authenticated name server.

In place of the mail exchanger hogt, you specify the name of the host running the
sarver. Smple!

Say an fx.movie.edu system adminigtrator sets up a DCE cdl (which includes AFS
sarvices) because she wants to experiment with distributed processing to speed up
graphics rendering. She runs both an AFS cdll database server and a DCE name server

on bladerunner.fx.movie.edu, another cell database server on empire.fx.movie.edu, and
another DCE name server on aliens.fx.movie.edu. She should set up the AFSDB

records asfollows:

; Qur DCE cell is called fx.novie.edu, sanme as the domai n nane of the
zone

f x. novi e. edu. AFSDB 1 bl aderunner. fx. novi e. edu.
AFSDB 2 bl aderunner. f x. novi e. edu.
AFSDB 1 enpire.fx.novie.edu.

|
|
|
| AFSDB 2 aliens. fx.novie.edu.

z2ZzZzZ2Z2

14.7.3 X25, ISDN, and RT

These three record types were created specificaly in support of research on next-
generation internets. Two of the records, X25 and ISDN, are smply address records
specific to X.25 and ISDN networks, respectively. Both take record-specific data
appropriate to the type of network. The X25 record type uses an X.121 address
(X.121 isthe ITU-T recommendation that specifies the format of addresses used in
X.25 networks.) The ISDN record type uses an ISDN address.

ISDN stands for Integrated Services Digital Network. Telephone companies around
the world use ISDN protocols to alow their telephone networks to carry both voice
and data, creating an integrated network. Although ISDN's availability is spotty
throughout the U.S,, it has been widdly adopted in some international markets. Since
ISDN uses the tel ephone companies networks, an ISDN addressisjust a phone
number and, in fact, consists of a country code, followed by an area code or city code,
then by aloca phone number. Sometimes there are afew extra digits you wouldn't
seein a phone number at the end, called a subaddress. The subaddressis specifiedin a
separate field in the record- specific data.

Examples of the X25 and ISDN record types are:



relay. pink.com [IN X25 31105060845

| SDN 141555514539488
| SDN 141555514539488 004

del ay. hp. com
hep. hp. com

I N
I N
These records are intended for use in conjunction with the Route Through (RT) record
type. RT is syntacticaly and semanticadly smilar to the MX record type: it Specifies

an intermediate host that will route packets (instead of mail) to a destination host. So
now, ingtead of being able to route mail only to ahost that isn't directly connected to
the Internet, you can route any kind of |P packet to that host by using another host as
aforwarder. The packet could be part of a Telnet or FTP session or perhaps even a
DNS query!

Like MX, RT includes a preference vaue, which indicates how desirable ddlivery to a
particular host is. For example, the records:

housesitter.movie.edu. [N RT 10 relay. pink.com
IN RT 20 delay.hp.com

ingtruct hosts to route packets bound for housesitter.movie.edu through relay.pink.com
(thefirst choice) or through delay.hp.com (the second choice).

Theway RT works with X25 and ISDN (and even A) recordsis like this:

1. Internet host A wantsto send a packet to host B, which is not connected to the
Internet.

2. Host A looks up host B's RT records. This search aso returns all address
records (A, X25, and ISDN) for each intermediate host.

3. Hogt A sortsthelist of intermediate hosts and looks for its own domain name.
If it findsit, it removesit and dl intermediate hosts a higher preference
vaues. Thisisanadogous to sendmail's "paring down" alis of mall
exchangers.

4. Host A examines the address record(s) for the most- preferred intermediate
host that remains. If host A is attached to a network that corresponds to the
type of address record indicated, it uses that network to send the packet to the
intermediate host. For example, if host A were trying to send a packet through
relay.pink.com, it would need connectivity to an X.25 network.

5. If host A lacks appropriate connectivity, it tries the next intermediate host
specified by the RT records. For example, if host A lacked X.25 connectivity,
it might fal back to connecting via ISDN to delay.hp.com.

This process continues until the packet is routed to the most- preferred intermediate
host. The mogt-preferred intermediate host may then deliver the packet directly to the
destination host's address (which may be A, X25, or ISDN).



Appendix A. DNS Message Format and
Resource Records

This gppendix outlines the format of DNS messages and enumerates dl the resource
record types. The resource records are shown in their textual format, as you would
gpecify them in azone datafile, and in their binary format, asthey appear in DNS
messages. You'll find afew resource records here that weren't covered in the book
because they are experimental or obsolete.,

Weve included the portions of RFC 1035, written by Paul Mockapetris, that deal with
the textua format of master files (what we cdled zone data files in the book) or with
the DNS message format (for those of you who need to parse DNS packets).

A.1 Master File Format
(From RFC 1035, pages 33-35)

Theformat of thesefilesis a sequence of entries. Entries are predominantly line-
oriented, though parentheses can be used to continue alist of items acrossaline
boundary, and text literds can contain CRLF within the text. Any combination of tabs
and spaces acts as a ddimiter between the separate items that make up an entry. The
end of any line in the madter file can end with a comment. The comment Sarts with a
semicolon (;).

The following entries are defined:

bl ank[ comment ]

$ORI G N donmi n- nane [ conment ]

$I NCLUDE fil e-nanme [donmai n-nane] [conmment ]
domai n- namerr [ conment ]

bl ankrr [comrent]

Blank lines, with or without comments, are dlowed anywhere in the file.

Two contral entries are defined: 3ORIGIN and $INCLUDE. $ORIGIN is followed by
adomain name and resets the current origin for relative domain names to the stated
name. $INCLUDE insarts the named file into the current file and may optionaly

gpecify adomain name that sets the rdative domain name origin for the included file.
$INCLUDE may dso have a comment. Note that an $INCLUDE entry never changes
the relaive origin of the parent file, regardless of changesto the relative origin made
within the indluded file.



The lagt two forms represent RRs. If an entry for an RR begins with a blank, then the
RR is assumed to be owned by the last stated owner. If an RR entry begins with a
domain-name, then the owner nameis rest.

rr contents take one of the following forms:.

[
TTL] [

cl ass]
type RDATA

[

class] |
TTL]
type RDATA

The RR beginswith optiond TTL and classfields, followed by atype and RDATA
field appropriate to the type and class. Class and type use the standard mnemonics;
TTL isadecimd integer. Omitted classand TTL vaues default to the last explicitly
dtated values. Since type and class mnemonics are digoint, the parseis unique.

domai n- names make up alarge share of the datain the magter file. The labelsin the
domain name are expressed as character strings and separated by dots. Quoting
conventions dlow arbitrary characters to be stored in domain names. Domain names
that end in adot are called absolute, and are taken as complete. Domain namesthat do
not end in adot are caled relative; the actud domain name is the concatenation of the
relative part with an origin specified in an $ORIGIN, $INCLUDE, or argument to the
megter file-loading routine. A rldive name is an error when no origin is available.

charact er - st ri ng isexpressed in one of two ways. as a contiguous set of characters
without interior gpaces, or as agtring beginning with " and endingwith . Insidea™ -
ddimited string any character can occur, except for * itsdf, which must be quoted

using abackdash (\ ).

Because these files are text files, severd specid encodings are necessary to dlow
arbitrary data to be loaded. In particular:

Of the root.

A free-gtlanding @ is used to denote the current origin.
\X

Where X isany character other than adigit (0-9), \ is used to quote that
character so that its specid meaning does not apply. For example, \. can be
used to place adot character in alabd.2!

(A Not implemented by BIND 4.8.3.



\DDD

Where each D isadigit in the octet corresponding to the decima number
described by DDD. The resulting octet is assumed to be text and is not
checked for specid meaning.2

(BT Not implemented by BIND 4.8.3.

Parentheses are used to group data that crosses aline boundary. In effect, line
terminations are not recognized within parentheses.©

[ BIND 4.8.3 dlows parentheses only on SOA and WKS resource records.

A semicolon is used to sart a comment; the remainder of the line isignored.
A.1.1 Character Case
(From RFC 1035, page 9)

For dl parts of the DNS that are part of the officid protocol, al comparisons between
character strings (e.g., labels, domain names, etc.) are donein a case-insengtive
manner. At present, thisruleisin force throughout the domain system without
exception. However, future additions beyond current usage may need to use the full
binary octet cgpabilitiesin names, so attempts to sore domain namesin 7-bit ASCII
or use of speciad bytesto terminate |abels, etc., should be avoided.

A.12 Types
Following isacomplete list of resource record types. The textud representetion is

used in madter files. The binary representation is used in DNS queries and responses.
These resource records are described on pages 13-21 of RFC 1035.

A (address) (From RFC 1035, page 20)

Textual representation:

owner ttl class A address

Example:

| ocal host . novi e. edu. IN A 127.0.0.1

Binary representation:



Address type code: 1
I R e i I R I R e I it I R e e
| ADDRESS
B I I T T e S S e e o

where
ADDRESS

A 32 bit Internet address.

CNAME (canonical name) (From RFC 1035, page 14)

Textual representation:

owner ttl class CNAME canoni cal - dnane
Example:

wh. novi e. edu. |IN CNAME wornhol e. novi e. edu
Binary representation:

CNAME type code: 5
T T T R I S e e

/ CNANVE /
/ /
R T e e i I e e S il I S SR -
where:
CNAME

A domai n- name which specifies the canonica or primary name for the owner.
The owner nameisan dias.

HINFO (host information) (From RFC 1035, page 14)

Textual representation:
owner ttl class H NFO cpu os
Example:

grizzly.movie.edu. IN H NFO VAX-11/780 UNI X



Binary representation:

HI NFO type code: 13
T i o R T, T SN R S SR

/ CPU /
T S i oI S S S
/ oS /

B i I T S S s T Il T (I S S R S S
where:
CPU

A charact er - st ri ng which specifies the CPU type.

oS

A char act er - st ri ng which specifies the operating system type.
MB (mailbox domain name— (From RFC 1035, page
experimental) 14)

Textual representation:

owner ttl class MB nmbox-dnane

Example:

al .novie.edu. IN M robocop. nmovie. edu.
Binary representation:

MB type code: 7
T i T i ST N S SR S

/ MADNANE /
/ /
R i I T S e S STl I I S S R S T
where:
MADNANE

A domai n- nanme which specifies ahost which has the specified mailbox.

MD (mail destination—obsolete)




MD has been replaced with M X.

MF (mail forwarder—obsolete)

MF has been replaced with MX.
MG (mail group member— (From RFC 1035, page
experimental) 16)

Textual representation:

owner ttl class MG ngroup-dnane
Example:

al . novi e. edu.

IN MG
IN MG ed. novie. edu.
IN MG jc.novie. edu.

adm n. novi e. edu.

Binary representation:

MG type code: 8
T i o R T, T SN R S SR
/ MGVNANMVE /
/ /

I R i I S e S e il ST S e it i (R
where:
MGMNAME

A domai n- nanme which specifies amailbox which isamember of the mail

group specified by the domain name.
MINFO (mailbox or mail list information—  (From RFC 1035,
experimental) page 16)

Textual representation:

owner ttl class M NFO resp-nmbox error-mnmbox



Example:
adm n. movie.edu. IN MNFO al.novie.edu. al.npvie.edu.
Binary representation:

M NFO type code: 14
B T ST S T TN NI S S S
RMAI LBX
B S T S S i S g
EMAI LBX
T S T T I I DU Y

+ =+ =+

/
+-
/
+
where:

RMAILBX

A domai n- name which specifies amailbox which is respongble for the
mailing list or mailbox. If this domain name names the root, the owner of the
MINFO RR isresponsible for itsdf. Note that many existing mailing liss use
amailbox X-request for the RMAILBX fidd of mailing lig X, eg., Msgroup-
request for Msgroup. Thisfield provides amore general mechanism.

EMAILBX

A domai n- name which specifies amailbox which isto receive error messages
related to the mailing list or mailbox specified by the owner of the MINFO RR
(amilar to the ERRORS-TO: field which has been proposed). If thisdomain
name names the root, errors should be returned to the sender of the message.

MR (mail rename—experimental) (From RFC 1035, page 17)

Textual representation:

owner ttl class MR new nbox

Example:

eddi e.nmovie.edu. IN MR eddie.bornagain. edu.
Binary representation:

MR type code: 9
I R e i T S e e e I T il SR IS R S

/
/
T S T S L e S

where:



NEWNAME

A donai n- name which specifies amailbox which isthe proper rename of the
specified mailbox.

MX (mail exchanger) (From RFC 1035, page 17)

Textual representation:
owner ttl class MX preference exchange-dnane
Example:

MX O ora.ora.com
MX 10 ruby.ora.com
MX 10 opal .ora.com

ora.com IN
I N
I N
Binary representation:

MX type code: 15
I R e i I B I R T I it I e i s i

| PREFERENCE |
s S
/ EXCHANGE /

/ /

I i I e S il e I S S e S it i (R
where:
PREFERENCE

A 16 bit integer which specifies the preference given to this RR among others
at the same owner. Lower values are preferred.

EXCHANGE

A donai n- name which specifies ahogt willing to act as amail exchange for
the owner name.

NS (name server) (From RFC 1035, page 18)

Textual representation:

owner ttl class NS nane-server-dnanme



Example:
nmovi e.edu. IN NS term nator. novie. edu
Binary representation:

NS type code: 2
B I S T T T ST o Sy S S

/ NSDNANME /
/ /
R i I T S e S STl I I S S R S T
where:
NSDNAME

A domai n- narme which specifies a host which should be authoritetive for the
specified class and domain.

NULL (null—experimental) (From RFC 1035, page 17)

Binary representation:

NULL type code: 10
T T T R I S e e

/ anyt hi ng /
/ /

T

Anything a al may beinthe RDATA fidd so long asiit is 65535 octets or less.

NULL isnot implemented by BIND.

PTR (pointer) (From RFC 1035, page 18)

Textual representation:
owner ttl class PTR dnane

Example:

1.249.249.192.in-addr.arpa. |IN PTR wornhol e. novi e. edu.

Binary representation:



PTR type code: 12
R i I S S e o Tt I e e e e il 2
/ PTRDNAME /
T T T T T T e R e

where
PTRDNAME

A donmai n- name wWhich points to some location in the domain name space.

SOA (start of authority) (From RFC 1035, pages 19-20)

Textual representation:

owner ttl class SOA source-dnane nbox (serial refresh retry expire
m ni nun

Example:

novi e. edu. I N SOA terninator. novie.edu. al.robocop. nmovie.edu. (

1 ; Seri al

10800 ; Refresh after 3 hours
3600 ; Retry after 1 hour
604800 ; Expire after 1 week
86400 ) ; Mninum TTL of 1 day

Binary representation:

SOA type code: 6
T e T ST o S i o

/ MNAVE /
/ /
T S i oI S S S
/ RNAVE /
T S T S S e S S
| SERI AL |

M S R SR S S S
| REFRESH |
| |

S
| RETRY |
| |

T S T S S e S S
| EXPI RE |
| |

M S R SR S S S
| M NI MUM |
| |

T S i oI S S S



where:
MNAME

Thedomai n- narre of the name server that was the origina or primary source
of datafor this zone.

RNAME

A donai n- name which specifies the mailbox of the person responsible for this
zone,

SERIAL
The unsigned 32 hit verson number of the origina copy of the zone. Zone
transfers preserve this value. This vaue wraps and should be compared using
sequence space arithmetic.

REFRESH
A 32 bit time interval before the zone should be refreshed.

RETRY

A 32 bit timeinterva that should elapse before afailed refresh should be
retried.

EXPIRE

A 32 bit time vadue that specifies the upper limit on the time interva that can
elapse before the zone is no longer authoritative.

MINIMUM
The unggned 32 bit minimum TTL field thet should be exported with any RR
from this zone.

TXT (text) (From RFC 1035, page 20)

Textual representation:
owner ttl class TXT txt-strings
Example:

cujo.novie.edu. IN TXT "Location: machine room dog house"



Binary representation:

TXT type code: 16
T e T ST o S i o
/ TXT- DATA /
T T i T R i S LR o

where:
TXT-DATA

Oneor morechar act er - stri ngs.

WKS (well-known services) (From RFC 1035, page 21)

Textual representation:
owner ttl class VWKS address protocol service-list
Example:

term nator. nmovie.edu. |IN WKS 192.249.249.3 TCP ( telnet sntp ftp
shel | domain )

Binary representation:

VWKS type code: 11
I R e i I B I R T I it I e i s i
| ADDRESS |
B I S e s T T R S R T T
| PROTOCOL | |
F N i s T ORI R S |

/ BI T MAP /
/ /
B I s S T e T (I S
where
ADDRESS

A 32 bit Internet address.
PROTOCOL
An 8 bit IP protocol number.

BIT MAP



A variable length bit map. The bit mgp must be a multiple of 8 bitslong.

A.1.3 New Types from RFC 1183

AFSDB (Andrew File System Data Base—experimental)

Textual representation:
owner ttl class AFSDB subtype hostnane
Example:

AFSDB 1 bl aderunner. f x. novi e. edu.
AFSDB 2 bl aderunner. f x. novi e. edu.
AFSDB 1 enpire.fx.novie.edu.
AFSDB 2 aliens.fx.novie.edu.

f X. movi e. edu. |
|
|
|

z2ZzzZ2Z2

Binary representation:

AFSDB type code: 18
T i o R T, T SN R S SR

| SUBTYPE |
T S i oI S S S
/ HOSTNAME /

/ /

I R e i I R I R e I it I R e e
where:
SUBTYPE

Subtype 1isan AFS cell database server. Subtype 2 is a DCE authenticated
name server.

HOSTNAME

A domai n- nane that specifies ahogt that has a server for the cdll named by the
owner of the RR.

ISDN (Integrated Services Digital Network address—
experimental)

Textual representation:

owner ttl class | SDN | SDN- address sa



Example:

| SDN 141555514539488
| SDN 141555514539488 004

del ay. hp. com
hep. hp. com

IN
IN
Binary representation:

| SDN type code: 20
T T i T R i S LR o

/ | SDN ADDRESS /
T S T S S e S S
/ SUBADDRESS /

R T e e i I e e S il I S SR -
where:
ISDN ADDRESS

A char act er - st ri ng that identifiesthe ISDN number of owner and DDI
(Direct Did In), if any.

SUBADDRESS

Anoptiond char act er - st ri ng gpecifying the subaddress.

RP (Responsible Person—experimental)

Textual representation:
owner ttl class RP nbox-dname txt-dnane
Example:

; The current origin is fx.novie.edu

@ IN RP aj s. fx.novie. edu. aj s. fx.novie. edu.

bl aderunner IN RP root . fx. novie. edu. hotl i ne. fx. novi e. edu.
IN RP richard. fx. nmovie.edu. rb.fx.novie.edu.

aj s IN TXT "Arty Segue, (415) 555-3610"

hotl i ne IN TXT "Movie U Network Hotline, (415) 555-4111"

rb IN TXT "Richard Boisclair, (415) 555-9612"

Binary representation:

RP type code: 17
T T T R I S e e

/ MAI LBOX /
/ /
T S S i S S e T
/ TXTDNAME /

/ /



T T o T T e NI SR S
where:
MAILBOX
A donai n- nane that specifies the mailbox for the responsible person.
TXTDNAME

A donai n- nane for which TXT RRsexist. A subsequent query can be
performed to retrieve the associated TXT resource records at t xt - dnane.

RT (Route Through—experimental)

Textual representation:
owner ttl class RT preference internediate-host
Example:

sh.prine.com IN RT 2 Rel ay. Pri me. COM
IN RT 10 NET.Prinme.COM

Binary representation:

RT type code: 21
T T o T T e NI SR S

| PREFERENCE |
e I S SN Sy S SRS
/ | NTERMEDI ATE /

/ /

R e T e R S e il I I T e R e e 2
where:
PREFERENCE

A 16 bit integer that specifies the preference given to this RR among others at
the same owner. Lower values are preferred.

EXCHANGE

A domai n- nare that specifiesahost that will serve as an intermediate in
reaching the host specified by owner .

X25 (X.25 address—experimental)



Textual representation:

owner ttl class X25 PSDN- address
Example:

relay.pink.com IN X25 31105060845
Binary representation:

X25 type code: 19
T T o T T e NI SR S
/ PSDN ADDRESS /
I L T T R e S e S e R T o

where
PSDN ADDRESS

A char act er - st ri ng that identifies the PSDN (Public Switched Data
Network) addressin the X.121 numbering plan associated with owner .

A.1.4 New Types from RFC 1664

PX (pointer to X.400/RFC 822 mapping information)

Textual representation:

owner ttl class PX preference RFC822 address X. 400 address
Example:

ab.net2.it. IN PX 10 ab.net2.it. O ab. PRMD-net2. ADMDb. C-it.
Binary representation:

PX type code: 26
T T i T R i S LR o

| PREFERENCE |
e T S i S SEp S T S
/ MAP822 /
/ /
T S i S i S
/ MAPX400 /
/ /

T S T oI S S



where;
PREFERENCE

A 16 bit integer which specifies the preference given to this RR among others
at the same owner. Lower values are preferred.

MAP822

A donai n- name dement containing r f c822- domai n, the RFC 822 part of the
RFC 1327 mapping information.

MAP X400

A donai n- name dement containing the vaue of x400- i n- domai n- synt ax
derived from the X.400 part of the RFC 1327 mapping information.

A.1.5 New Types from RFC 2052

SRV (service location)

Textual representation:
owner ttl class SRV priority weight port target
Example:

_http. _tcp.novie.edu. IN SRV 1 2 80 www. fx. nmovi e. edu.
IN SRV 1 1 8080 wwwi. fx. movi e. edu.

Binary representation:

SRV type code: 33
T T o T T e NI SR S

| PRI ORI TY |
R i I T S S e i T e e e e R
| VIEI GHT |
i T T T T S e o
| PORT |
B i I T S e e ik T TICTE I S
/ TARGET /

/ /

T S T S S e S S

where:

PRIORITY



Asfor MX, the priority of thistarget hogt. A client MUST attempt to contact
the target host with the lowest-numbered priority it can reach; target hosts with
the same priority SHOULD be tried in pseudorandom order. Therangeis 0-
65535.

WEIGHT

Load baancing mechanism. When sdlecting atarget host among those that
have the same priority, the chance of trying this one firss SHOULD be
proportiond to its weight. The range of this number is 1-65535. Domain
adminigrators are urged to use Weight O when there isn't any load balancing
to do, to make the RR eader to read for humans (Iess noisy).

PORT

The port on thistarget host of this service. The rangeis 0-65535. Thisis often
as specified in Assigned Numbers but need not be,

TARGET

Asfor MX, the domain name of the target host. There MUST be one or more
A recordsfor this name. Implementors are urged, but not required, to return
the A record(s) in the Additiona Data section. Name compression isto be
used for thisfidld. A Target of "." meansthat the serviceis decidedly not
available at thisdomain.

A.1.6 Classes
(From RFC 1035, page 13)

CLASS fields appear in resource records. The following CLASS mnemonics and
vaues are defined:

IN
1: the Internet
CS
2: the CSNET class (obsolete—used only for examples in some obsolete
RFCs)
CH
3: the CHAOS class
HS

4: the Hesod class



A.2 DNS Messages

To write programs that parse DNS messages, you heed to understand the message
format. DNS queries and responses are most often contained within UDP datagrams.
Each message is fully contained within a UDP datagram. If the query and response
are sent over TCP, they are prefixed with a 2-byte vaue indicating the length of the
query or response, excluding the 2-byte length. The format and content of the DNS
message are as follows.

A.2.1 Message Format
(From RFC 1035, page 25)
All communications ingde of the domain protocol are carried in asingle format called

amessage. Thetop level format of the message isdivided into 5 sections (some of
which are empty in certain cases), shown below:

o e e e e e e e oo +

| Header |

o m e e e e e e oo - +

| Question | the question for the nane server
o e e e e e oo oo - +

| Answer | RRs answering the question

o e o e e oo oo +

| Aut hority | RRs pointing toward an authority
o e e e e e e e o- +

| Addi ti onal | RRs hol ding additional information
o m e e e e e e oo - +

The Header section is dways present. The header includes fields that specify which of
the remaining sections are present, and also specify whether the message is a query or
aresponse, a standard query or some other opcode, etc.

The names of the sections after the header are derived from their use in standard
queries. The Question section contains fields that describe a question to a name

server. These fields are aquery type (QTY PE), aquery class (QCLASS), and aquery
domain name (QNAME). The last three sections have the same format: a possibly
empty list of concatenated resource records (RRS). The Answer section contains RRs
that answer the question; the Authority section contains RRs that point toward an
authoritative name server; and the Additiona records section contains RRs which
relate to the query, but are not strictly answers for the question.

A.2.2 Header Section Format
(From RFC 1035, pages 26-28)

The header contains the following fidds:

1
0 1 5 6 7 8 9 0
e
| I'D |
e

2 3 4



where:

.3

+ =
|
+

+— +— +— +— +—
1 1 1 1

Opcode | AA] TC| RD| RA| 4 | RCOD |
T e R .
QDCOUNT |
M S S S
ANCOUNT |
O S S
|

+

|

+

+
+
[

1
+
+

+
+
1
1
+
+

NSCOUNT
e S I SN S

ARCOUNT
e e S S U

+
+
+

]

]
+
+
+

—+
—+
—+

]

]
—+
—+
—+

A 16 bit identifier assigned by the program which generates any kind of query.
Thisidentifier is copied into the corresponding reply and can be used by the
requester to match up repliesto outstanding queries.

QR
A one hit field which specifies whether this message isa query (0), or a
response (1).

OPCODE

A four it field which specifies the kind of query in thismessage. Thisvdueis
st by the originator of a query and copied into the response. The vaues are;

0

A standard query (QUERY)

1

Aninverse query (IQUERY)

2

A server atus request (STATUYS)
3-15

Reserved for future use

AA (Authoritative Answer)

Thisbit isvdid in responses, and specifies that the responding name server is
an authority for the domain name in the Question section. Note that the
contents of the Answer section may have multiple owner names because of
diases. The AA hit corresponds to the name which matches the query name,
or the first owner namein the Answer section.



TC (TrunCation)

This bit specifies that this message was truncated due to length grester than
that permitted on the transmission channd.

RD (Recursion Desired)
Thisbit may be set in aquery and is copied into the response. If RD is &, it
directs the name server to pursue the query recursively. Recursive query
support isoptiond.

RA (Recursion Available)

Thisbit is set or cleared in aresponse, and denotes whether recursive query
support is avalable in the name server.

Reserved for future use. Must be zero in al queries and responses.
RCODE (Response Code)

This 4 bit field is st as part of responses. The values have thefallowing
interpretation:

0

No error condition

1

Format Error—The name server was unable to interpret the query.
2

Server Failure—The name server was unable to process this query dueto a
problem with the name server.

3

Name Erro—Meaningful only for responses from an authoritative name
sarver, this code sgnifies that the domain name referenced in the query does
not exist.

4

Not Implemented—The name server does not support the requested kind of
query.

5



Refused—The name server refuses to perform the specified operation for
policy reasons. For example, a name server may not wish to provide the
information to the particular requester, or aname server may not wish to
perform aparticular operation (e.g., zone transfer) for particular data.

6-15
Reserved for future use.
QDCOUNT

An unggned 16 bit integer specifying the number of entriesin the Question
section.

ANCOUNT

An unsigned 16 hit integer specifying the number of resource records in the
Answer section.

NSCOUNT

An unggned 16 bit integer specifying the number of name server resource
records in the Authority records section.

ARCOUNT

An undggned 16 bit integer specifying the number of resource records in the
Additiona records section.

A.2.3 Question Section Format
(From RFC 1035, pages 28-29)

The Question section is used to carry the "question” in most queries, i.e, the
parameters that define what is being asked. The section contains QDCOUNT (usualy
1) entries, each of the following format:

1
0 1 2 3 4 5 6 7 8 9 0
T T S SO

I S E

QNAME

+— +— + ~ =+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+
+— +— + ~—~— +

where:

QNAME



A domain name represented as a sequence of labels, where each label consists
of alength octet followed by that number of octets. The domain name
terminates with the zero length octet for the null label of the root. Note that
thisfield may be an odd number of octets; no padding is used.

QTYPE
A two octet code which specifies the type of the query. The vauesfor this
fidd include dl codesvdid for aTY PE field, together with some more
generd codes which can match more than one type of RR.

QCLASS

A two octet code that specifies the class of the query. For example, the
QCLASSfidd isIN for the Internet.

QCLASS values (From RFC 1035, page 13)

QCLASS fields appear in the Question section of aquery. QCLASS vaues are a
superset of CLASS values, every CLASSisavaid QCLASS. In addition to CLASS
vaues, thefollowing QCLASS is defined:

*

255 Any class

QTYPE values (From RFC 1035, pages 12-13)

QTYPE fidds gppear in the Question part of aquery. QTY PES are a superset of
TYPEs, hencedl TYPEsarevdid QTYPEs. Also, thefollowing QTYPEs are
defined:
AXFR

252 A request for atransfer of an entire zone
MAILB

253 A request for mailbox-related records (MB, MG, or MR)
MAILA

254 A request for mall agent RRs (obsolete—see MX)



255 A request for al records
A.2.4 Answer, Authority, and Additional Section Format
(From RFC 1035, pages 29-30)

The Answer, Authority, and Additiond sections dl share the same format: avariable
number of resource records, where the number of recordsis specified in the
corresponding count field in the header. Each resource record has the following
format:

1
0 1 2 3 4 5 6 7 8 9 0
T A T S SO

S S

i T S T L
RDLENGTH

i S T S i S Sup A
RDATA

+ NSt T T T~

+

1 1 1

+

1 1 1

+

+

+

+

+

+

+

+

+

+

+

+

+

1 1 1 1
ST T T~ ¢

T T T T T I N
where:
NAME

A domain name to which this resource record pertains.
TYPE

Two octets containing one of the RR type codes. Thisfield specifiesthe
meaning of the detain the RDATA fidld.

CLASS
Two octets which specify the class of the datain the RDATA field.
TTL

A 32 hit unsgned integer that pecifiesthe time interval (in seconds) that the
resource record may be cached before it should be discarded. Zero vaues are



interpreted to mean that the RR can only be used for the transaction in
progress, and should not be cached.

RDLENGTH

An unggned 16 bit integer that specifiesthe length in octets of the RDATA
fidd.

RDATA

A varigble length string of octets that describes the resource. The format of

this information varies according to the TY PE and CLASS of the resource
record. For example, if the TYPE is A and the CLASSisIN, the RDATA field
isa4 octet ARPA Internet address.

A.2.5 Data Transmission Order
(From RFC 1035, pages 8-9)

The order of transmission of the header and data described in this document is
resolved to the octet level. Whenever adiagram shows a group of octets, the order of
transmission of those octetsisthe norma order in which they are read in English. For
example, in the following diagram, the octets are transmitted in the order they are
numbered.

0 1

0123456789012345
e i S S i S S S S
| 1 | 2 |
i i S SR S S S
| 3 | 4 |
S S i s S SN S S S
| 5 | 6 |
i i i S S S

Whenever an octet represents a numeric quantity, the left most bit in the diagram is
the high order or most significant bit. That is, the bit labeled zero is the most
ggnificant bit. For example, the following diagram represents the vaue 170
(decimal).

01234567
O i S S S S
[1 02101010
i S

Smilarly, whenever amullti-octet field represents a numeric quantity, the left most bit

of the whole fidd isthe mogt Sgnificant bit. When a multi-octet quantity is
transmitted the most Sgnificant octet is trangmitted fird.

A.3 Resource Record Data



A.3.1 Data Format

In addition to two- and four-octet integer values, resource record data can contain
domei n- naneSOr char act er - stri ngS.

Domain name (From RFC 1035, page 10)

Domain names in messages are expressed in terms of a sequence of labels. Each labe
is represented as a one octet length field followed by that number of octets. Since
every domain name ends with the null label of the root, adomain name is terminated
by alength byte of zero. The high order two bits of every length octet must be zero,
and the remaining S bits of the length fidd limit the [abel to 63 octets or less.

Message compression (From RFC 1035, page 30)

In order to reduce the Sze of messages, the domain system utilizes a compresson
scheme which diminates the repetition of domain namesin amessage. In this
scheme, an entire domain name or aligt of labels a the end of adomain nameis
replaced with a pointer to a prior occurrence of the same name.

The pointer takes the form of a two octet sequence:

I i I e S il e I S S e S it i (R
| 1 1] OFFSET
I R i I S e S e il ST S e it i (R

The firgt two bits are ones. This dlows a pointer to be distinguished from alabd,
snce the label must begin with two zero bits because labels are rediricted to 63 octets
or less. (The 10 and 01 combinations are reserved for future use.) The OFFSET field
gpecifies an offset from the sart of the message (i.e,, thefirst octet of the ID fidd in
the domain header). A zero offset specifiesthefirst byte of the ID field, etc.

Character string (From RFC 1035, page 13)

char act er - st ri ng isasngle length octet followed by that number of characters.
char act er - st ri ng istreated as binary information, and can be up to 256 characters
in length (indluding the length octet).



Appendix B. Installing the DNS Server from CD-
ROM

This brief gppendix guides you through ingtaling the Microsoft DNS Server from
CD-ROM.

1. Insert the Windows 2000 Server CD-ROM into your CD-ROM drive.

2. After amoment you'l seethe CD'singdlation window. Click the I nstall
Add-On Components option.

3. When the Windows Components Wizard window appears, scroll down and
double-click on Networ king Services.

4. Intheresulting Networ king Ser vices window, check the box to the left of
Domain Name System (DNS) and click OK to close the window.

5. Click Next inthe Windows Components Wizard window. After the
indalation isfinished, you'll be prompted to dlick Finished to end the wizard.

6. After the ingtalation, you'll need to reboot. Following the reboot, the DNS
server will be running, and you'll see DNS in the Administrative Tools menu.



Appendix C. Converting from BIND to the
Microsoft DNS Server

This appendix covers the steps necessary to convert a BIND Verson 4 name server to
aMicrosoft DNS Server. This processis straightforward, since the Microsoft DNS
Server can read a BIND Version 4-gyle configuration file to obtain its configuration.

If you're running BIND Version 8 or 9, you're no doubt aware that the configuration
fileformat is dragtically different. Unfortunately, the Microsoft DNS Server can't read
thisverson of the BIND configuration file. Y ou should il reed through this

gppendix to see what's involved in the conversion, but you'll need to manudly

"downgrade' your BIND configuration file to aformat readable by the Microsoft
DNS Server.

C.1 Step 1. Change the DNS Server Startup Method to File

The firgt step is directing the DNS server to obtain its configuration from afile rather
than the Registry or an Active Directory server (or acombination of both). Start the
DNS console, right-click on the server name in the left pane, and choose Properties.
In the server properties window, click on the Advanced tab, which produces a
window like the one shownin Figure C-1.

Figure C-1. Changing the DNS server startup method

i

Legging | Moritoeng | Secuniy |
Inlefaces | Forwaders Advanced | RootHinls |

Server wession numben:

Server options:

Dizable recuraon

w BIND secondaries
Fail on load if bad zone data

w Enabde round 1obe

+ Enabla reatmask. ardanng
Secue cache against pollution

Name checking: EHuttq.rte TS - |

Load zone deta cn sty | A | |

[~ Ersble automatic scavengng of stale recoids

Riezel o Defauk

I 0K ; Cancel Apphe

Change the L oad zone data on startup parameter to From file and click OK.



C.2 Step 2: Stop the Microsoft DNS Server

The next sep is sopping the DNS server: right-click on the server name in the DNS
console's left pane and choose All Tasks —2Stop.

C.3 Step 3: Change the Zone Data File Naming Convention

This gep is optiond. Chances are, your BIND zone data files don't follow the same
naming convention used by the Microsoft DNS Server. Recall from Chapter 4 that the
Microsoft convention is the name of the zone followed by the .dns extension—for
example, movie.edu.dns. Y ou can continue to use your current naming convention,
but if you add new zones with the DNS console, they'll have the .dns extensions
unless you go out of your way to make the names conform to your scheme. If you're
not particularly attached to your naming scheme and don't want to fight the DNS
console every time you cregte anew zone, this Perl script will rename your zone data
filesin the .dns style and modify your named.boot file accordingly:

# nane-convert.pl —€onvert zone data file naming convention in a BIND
# naned. boot file to Mcrosoft *.dns fornmat
#

di e "usage: name-convert.pl path-to-naned. boot\n" unless $ARGV[O0];

open (BOOTIN, $ARGV[O]) || die "Can't open boot file for reading:
$'\n";
open (BOOTQUT, ">boot") || die "Can't open boot file for witing:
$'\n";

whi l e (<BOOTI N>) {
$dir="%$1/" if /~directory\s+(.+).*$/;
&changeit (1, $1, $2) if /"primary\s+(.+)\s+(.+)$/;
&changeit (2, $1, $5, $2) if
/"secondary\s+([\wA.]+)\s+(((\d{1,3}\.){3}\
d{1,3}\sH)+)(.+)$/;
&changeit (3, "cache", $1) if /~cache\s+\.\s+(.+)$/;
}

sub changeit {
| ocal ($zonetype, $zonenane, $ol dfilenane, $mastersips) = @;
$newfi | enane="$zonenane. dns";
rename ($dir.$oldfilename, $dir.$newfilenane) || print "Error
renam ng
$ol dfil enane to $newfil enane!\n";
if ($zonetype == 1) {
print BOOTOUT "primary $zonenanme $newfil enane\n";
} elsif ($zonetype == 2) {
print BOOTOUT "secondary $zonenanme $nmastersips
$newfi | enane\ n";
} else {

}

print BOOTOUT "cache . $newfil enane\n";
}

The script takes one argument, the name of the name server boot file. For example:



nanme- convert.pl /etc/naned. boot

It outputs afile called boot in the current directory, which isaMicrosoft DNS Server
boot file with the zone data filenames changed. It's probably easiest to run the script
on the BIND name server (which is probably running Unix and therefore has Perl
ingtaled), then copy over boot and the newly renamed * .dns zone datafiles.

C.4 Step 4: Copy the Files

The next step is copying the necessary files from the BIND name server to the

Windows 2000 server. You'l need to copy the name server configuration file, caled

the boot file (which isusudly /etc/named.boot) and al the zone datafiles for which

the BIND server isaprimary master. The zone data files will be in the directory

specified by the directory directive in the boot file. The files should be copied to the
%SystemRoot%0\system32\dns directory on the Windows 2000 server. The named.boot
file goesin that directory, too, but you need to rename it to just boot. Onefind note

only the primary, secondary, and cache directives are supported. Any other directives
areignored.

C.5 Step 5: Get a New Root Name Server Cache File

Now isagood time to make sure you've got the latest and greatest root name server
cachefile. Follow theingtructionsin Chapter 4 to retrieve the file from
ftp.rs.internic.net. Be sure the name matches the one in the boot fil€'s cache directive.
If you went through the name conversion process (step two), the file should be called
cache.dns.

C.6 Step 6: Restart the DNS Server

Regtart the DNS server. The server will now read the BIND boot file for its
configuration information and—here's the nice part—update its configuration
information in the Registry to match what it read from the boot file.

If you want to the server to use the boot file permanently, you're finished now. Y ou
can even add or delete zones using the DNS console; the server will update the boot
file. That's anice improvement over Windows NT, which slently converted back to
loading startup data from the Regidry if you made any changes with its DNS
Manager administration tool.

C.7 Step 7: Change the DNS Server Startup Method to Registry



Findly, you can configure the DNS server to load its configuration information from
the Reggtry or Active Directory (or both). Using the ingtructions from step one
above, change the boot method back to From registry or From Active Directory
and regidtry.



Appendix D. Top-Level Domains

Thistable ligts dl the two-|etter country codes and dl the top-level domains that aren't
countries. Not al of the countries are registered in the Internet namespace at the time
of thiswriting, but there aren't many missing.

Domain Country or organization |Domain Country or organization
AC Ascension Island BF Burkina Faso
AD Andorra BG Bulgaria
AE United Arab Emirates BH Bahrain
AF Afghanistan BI Burundi
AG Antigua and Barbuda BJ Benin
Al Anguilla BM Bermuda
AL Albania BN Brunei Darussalam
AM Armenia BO Balivia
AN Netherlands Antilles BR Brazil
AO Angola BS Bahamas
AQ Antarctica BT Bhutan
AR Argentina BV Bouvet Island
ARPA ARPA Internet BW Botswana
AS American Samoa BY Belarus
AT Austria Bz Bdize
AU Australia CA Canada
AW Aruba CcC Cocos (Keeling) Islands
A7 Azerbaijan cD 3‘03193 Democratic Republic
BA Bosniaand Herzegovina |CF Central African Republic
BB Barbados CG Congo
BD Bangladesh CH Switzerland
BE Belgium Cl Coted'lvoire
CK Cook Islands GE Georgia
CL Chile GF French Guiana
Guernsey, Alderney, and Sark
M Cameroon G (Britisseéhannel Izlyands)
CN China CGH Ghana
CcO Colombia €] Gibraltar
CoM &Tﬂﬂgg;r)me”y GL  |Greenland
CR CostaRica GM Gambia
Ccu Cuba GN Guinea
cv CapeVerde GOV  |U.S. Federal Government
CX Christmas Island GP Guadeloupe
cY Cyprus Q Equatorial Guinea
cz Czech Republic GR Greece
South Georgia and the South
DE Germany GS | Sondwich Idlands
DJ Djibouti GT Guatemda




DK Denmark cuU Guam

DM Dominica GwW Guinea-Bissau

DO Dominican Republic GY Guyana

Dz Algeria HK Hong Kong

EC Ecuador HM Heard and McDonald Islands

EDU Education HN Honduras

EE Estonia HR Croatia

EG Egypt HT Haiti

EH Western Sahara HU Hungary

ER Eritrea 1D Indonesia

ES Spain IE Ireland

ET Ethiopia IL I srael

F Finland IM Isle of Man

FJ Fji IN India

FK FI\?II :Ilj‘ln nd aIS)SI ands INT International entities

FM Micronesia, Federated 10 British Indian Ocean Territory
States of

FO Faroe Islands 1Q Irag

FR France IR Iran

FX France, metropolitan IS Iceland

GA Gabon IT Italy

GB United Kingdonf JE Jersey (British Channel 1sland)

GD Grenada M Jamaica

In practice, the United Kingdom

uses"UK" for itstop-level

domain.

JO Jordan MR Mauritania

JP Japan MS Montserrat

KE Kenya MT Malta

KG Kyrgyzstan MU Mauritius

KH Cambodia MV Maldives

Kl Kiribati MW Malawi

KM Comoros MX Mexico

KN Saint Kittsand Nevis MY Malaysia

KP ﬁgg&.ggggﬁgﬁ&f MZ  |Mozambigue

KR Korea, Republic of NA Namibia

KW Kuwait NATO g%g;@;f:r? ¢ Treaty

KY Cayman Islands NC New Caledonia

Kz Kazakhstan NE Niger

LA Lao Peppl e'sDemocratic NET Generi_c (fprmerly Networking
Republic Organizations)

LB Lebanon NF Norfolk Island

LC Saint Lucia NG Nigeria

LI Liechtenstein NI Nicaragua

LK Sri Lanka NL Netherlands

LR Liberia NO Norway




LS Lesotho NP Nepal

LT Lithuania NR Nauru

LU Luxembourg NU Niue

LV Latvia NZ New Zealand

LY Libyan Arab Jamahiriya |OM Oman

MA Morocco ORG gfg;';g?;wg ly

MC Monaco PA Panama

MD Moldova, Republic of PE Peru

MG M adagascar PF French Polynesia

MH Marshall Islands PG Papua New Guinea

MIL U.S. Military PH Philippines

= e e P[P

ML Mali PL Poland

MM Myanmar PM St. Pierreand Miquelon

MN Mongolia PN Pitcairn

MO Macau PR Puerto Rico

MP Northern Marianalslands |PS Palestinian Authority

MQ Martinique PT Portugal

PW Palau TK Tokelau

PY Paraguay ™ Turkmenistan

QA Qatar TN Tunisia

RE Reunion TO Tonga

RO Romania TP East Timor

RU Russian Federation TR Turkey

RW Rwanda TT Trinidad and Tobago

SA Saudi Arabia TV Tuvalu

B Solomon Islands TW Taiwan, Province of China

SC Seychelles TZ Tanzania, United Republic of

SD Sudan UA Ukraine

SE Sweden uG Uganda

SG Singapore UK United Kingdom

H St Helena UM IUS?;Le(;:iSStates Minor Outlying

S Slovenia us United States

S IS;I/ZIn t:ja;rd and Jan Mayen Uy Uruguay

SK Slovakia uz Uzbekistan

SL SierralLeone VA Holy See (Vatican City State)

M San Marino Ve Saint V'i ncent and The
Grenadines

SN Senegal VE Venezuela

SO Somdia VG Virgin Islands (British)

SR Suriname VI Virgin Islands (U.S.)

ST Sao Tomeand Principe  |VN Vietnam

U Lér;zr;l(i)isSowet Socialist VU Vanuatu

sV El Salvador WF Wallis and Futuna Islands




Sy Syrian Arab Republic WS Samoa

Z Swaziland YE Yemen

TC Turksand Caicoslslands YT Mayotte

TD Chad YU Y ugoslavia

TF French Southern ZA  |South Africa
Territories

TG Togo ZM Zambia

TH Thailand ZR Republic of Zaire

TJ Tajikistan ZW Zimbabwe




Colophon

Our look is the result of reader comments, our own experimentation, and feedback
from digribution channels. Digtinctive covers complement our distinctive approach to
technical topics, bresthing persondity and life into potentialy dry subjects.

Theanima on the cover of DNS on Windows 2000 is an African white-necked raven
(Corvus albicollis), a subspecies of raven, the largest of the crow-like birds at about
24 inches long. The sexes look dike; the femdeis dightly smaller. Perceived as
Spirited or even impudent, the raven has adigtinctive, hoarse, carrying cal. They are
excdlent flyers, hovering and gliding, and are safein flight from predators. Ravens

are scavengers and egt carrion and smdl live animals, as well as some plants. They
sometimes hide and store excess food, and will occasondly carry food in their feet.

African raven negts, built in nichesin rocks, are crafted of an underlying stick
dructure, covered by grass, dirt, and rocks, then smdler twigs with soft materids such
asmoss or rags, and findly alayer of grass or amilar plant materia. Ravenslay 3-6
mottled grayish-green eggs, and the young hatch after 18-20 days of incubeation. Both
parents (a pair mated for life) will change the nest lining materids to adjust for
changes in temperature and climate.

The raven isapopular figure, both profane and sacred, in many legends. Ravens,
aong with their relatives jays and crows, have long been consdered omens of evil in
folklore, possbly due to the supposed annual tribute in feathers paid to the Devil; this
legend is probably based on the malting of feathers every summer, during which the
raven stays rdatively wdl hidden-only this and nothing more. The Old Testament
lists ravens among "unclean” birds; ravens aso fed Elijah by the brook. Other ancient
and medieva cultures consdered the raven asymbol of virility or wisdom. An ancient
Norse saga describes the use of ravens by ocean navigators as guides to land, and
Norse mythology describes ravens as scouts for Odin. Native American folklore tells
that the raven crested the world and its creatures.

Because they prey on locusts, mice, and rats, the white-necked raven is generdly
welcomed in Africa (despite the occasiond theft of domestic fowl). Like that of many
other wild animals, the raven's habitat is dwindling with expangion of the human
population.
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