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Case Study: Mat ma hoc véi Java

Message Digest
Thong diép co kich thudc thay déi duoc dwa qua ham bam bao mat dé tao ra mot tri bam c6 kich thwéc ¢6 dinh, dac trung cho thong
diép dau vao. Tri bAm nay goi l1a Message Digest (tdm tat thong diép). Cac thuat toan bam bao mat phd bién la:

+ SHA - Secure Hash Algorithm, NIST FIPS 180-1.

+ MD2 - RFC 1319.

+ MD5 - RFC 1321.

Lép MessageDigest
java.security.MessageDigest la I6p triru twong dai dién cho cac I6p cai dat cac thuat todn bam bao mat cu thé dung tao Message
Digest cho mét thong diép dau vao. Mot sé phwong thirc chinh:

getinstance() Tra vé do6i twgng MessageDigest voi thuat toan bam bao mat chi dinh.

digest() Tra vé dir liéu clla MessageDigest, chinh la két qua cla viéc 4p dung thuat toan bam.
getAlgorithm() Tra vé tén cla thuat todn bam dwgc chi dinh.

getProvider() Tra vé nha cung cép doi twgng MessageDigest, mac dinh la Sun.

Chuong trinh sau sé& doc tap tin input lan lwvgt vao mot mang byte, doi twvong MessageDigest dung phuong thiic update() dé cap nhat
dir liéu tr mang byte nay. Sau do6, phwong thirc digest() duoc goi dé sinh ra Message Digest tir dit liéu chira trong d6i twong
MessageDigest, theo thuat toan bam bao mat dwgc chi dinh.

inmport java.io.*;
import java.security.*;
cl ass JcaMessageDi gest {
public static void main( String[] args ) {
if ( args.length < 3 ) {
Systemout. println( "Usage: java JcaMessageDi gest input output algorithni );
return;
}
String input = args[O0];
String output = args[1];
String algorithm= args[2]; // SHA M5
try {
digest( input, output, algorithm);
} catch ( Exception e ) { e.printStackTrace(); }

=

ivate static void digest( String input, String output, String algorithm) throws Exception {
MessageDi gest nd = MessageDi gest. getlnstance( algorithm);
Systemout.println( "\nMessageDi gest Qbject Info: " );

p

Systemout.println( "Algorithm=" + nd.getAl gorithm() );
Systemout.println( "Provider =" + nd.getProvider() );
Systemout.println( "Digest Length = " + nd.getDigestLength() );

FilelnputStreamin = new Fil el nput Stream( input );
int bufSize = 1024;
byte[] buffer = new byte[bufSize];
int n =in.read( buffer, 0, bufSize );
int count = O;
while (( n'!'=-1) {
count += n;
md. updat e( buffer, 0, n);
n =in.read( buffer, 0, bufSize );

in.close();

Fi | eCut put St ream out = new Fi |l eQut put Strean( output );
byte[] digest = nd.digest();

out.wite( digest );

out.close();

Systemout.println( "\nMessage Digest Processing Info: " );
Systemout. println( "Nunber of input bytes =" + count );
Systemout. println( “Nunmber of output bytes =" + digest.length );

}
}

Chuwong trinh xuat Message Digest clla tap tin JcaMessageDigest.class. K&t qua chay chuong trinh:

javac -classpath . JcaMessageDi gest.java
java -cp . JcaMessageDi gest JcaMessageDi gest.cl ass digest.sha SHA

MessageDi gest Cbject Info:
Al gorithm = SHA

Provi der = SUN version 1.6
Di gest Length = 20




© Duong Thién T

Message Di gest Processing |nfo:
Nunber of input bytes = 2157
Nunber of output bytes = 20

V@i cac thong diép dau vao khac nhau ta sé thu duoc cdc Message Digest khac nhau nhung cé kich thuéc ¢ dinh nhu nhau.

Khoéa private va khoéa public

Cap khoa private va public can duoc sinh ra khi 4p dung mat méa bat doi xirng. Cac thuat toan sinh khéa thwong dung la:
+ RSA — Mé hoa bat doi xirng (Ronald L. Rivest, Adi Shamir, va Leonard M. Adleman, 1977).
+ DSA — Thuét toan sinh chit ky s6 (Digital Signature Algorithm).
+ DiffieHellman — Thuét toan trao déi khoa.

Céc giao dién Key
C6 3 giao dién thé hién cac khoa private va pubic:
java.security.Key mé ta cac phuong thirc chung cho ca hai loai khéa private va public. M6t s6 phuong thirc chinh:

getAlgorithm() Tra vé tén thuat toan dung sinh khoa.
getEncoded() Tra vé khéa nhv mot mang byte trong dinh dang ma héa, hoac tra vé null nég khéng hd trg mé hoa.
getFormat() Tra vé tén cua dinh dang méa hoa clia khoa nay, hoac tra vé null néu khéng ho tro ma hoa.

java.security.PrivateKey la giao dién thé hién mot khda private. Thira ké giao dién Key.
java.security.PublicKey la giao dién thé hién mot khéa public. Thira ké giao dién Key.

Lép KeyPair

java.security.KeyPair 1a 16p final thé hién mot cadp khoa (khda public + khéa private). Mot s6 phwong thiec chinh:
getPrivate() Tra vé mot doi tugng PrivateKey, thé hién khda private trong cdp khoa.

getPublic() Tra vé mot doi twong PublicKey, thé hién khéa public trong cap khoa.

Lép KeyPairGenerator
java.security.KeyPairGenerator la I¢p triru tugng dai dién cho céc 16p cai dat cac thuat toan khac nhau dung sinh cap khéa. Mot
s phuong thirc chinh:

getinstance() Tra vé déi twgng KeyPairGenerator véi thuat toan sinh khéa chi dinh.
initialize() Khai tao qua trinh sinh khéa véi kich thuéc khéa chi dinh.
generateKeyPair() Sinh m6t cap khéa va tra ching vé trong doi twgng KeyPair.
getAlgorithm() Tra vé tén thuat toan sinh khoéa dugc chi dinh.

getProvider() Tra vé nha cung cép doi twgng sinh khéa, mac dinh la Sun.

Chuong trinh sau sé tao déi twgng KeyPairGenerator véi thuat toan sinh khoéa va kich thudc khéa chi dinh. Goi phuwong thirc
generateKeyPair() clla doi twgng nay dé tao doi twgng KeyPair chita cap khoéa. Cudi clng goi cac phuwong thic getPrivate() va
getPublic() cuia d6i twgng KeyPair dé két xudt khda private va khoa public ta can.

import java.io.*;
import java.math.*;
import java.security.*;
import java.security.interfaces.*;
class JcaKeyPair {
public static void main( String[] args ) {
if ( args.length < 3 ) {
Systemout.println( "Usage: java JcaKeyPair keySize output algorithni );
return;
}
int keySize = Integer.parselnt( args[0] );
String output = args[1];
String algorithm= args[2]; /1 RSA, DSA
try {
get Keys( keySi ze, output, algorithm);
} catch ( Exception e ) { e.printStackTrace(); }
}

private static void getKeys( int keySize, String output, String algorithm) throws Exception {
KeyPai r Generat or kg = KeyPai r Generator. getlnstance( algorithm);
kg.initialize( keySize );
Systemout. println( "KeyPairGenerator Cbject Info: " )
Systemout.println( "Algorithm=" + kg.get Al gorithm()
Systemout. println( "Provider + kg. get Provider() )
Systemout.println( "Key Size + keySi ze );

1

)

’

KeyPai r pair = kg. generateKeyPair();
PrivateKey priKey = pair.getPrivate();
Publ i cKey pubKey = pair.getPublic();

String fl = output + ".pri";

Fi | eCut put Stream out = new Fil eQutput Strean( fl );
byte[] ky = priKey. get Encoded();

out.wite( ky );

out.close();
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Systemout.println( "\nPrivate Key Info: " );
Systemout.println( "Algorithm=" + priKey.getAl gorithm() );
Systemout.println( "Saved File =" + fl );
Systemout.println( "Size =" + ky.length );
Systemout.println( "Format = " + priKey.getFormat() );
Systemout.println( "toString =" + priKey.toString() );

fl = output + ".pub";

out = new FileQutputStreanm fl );

ky = pubKey. get Encoded() ;

out.wite( ky );

out.close();

Systemout.printin( "\nPublic Key Info: " );
Systemout.println( "Algorithm= " + pubKey. get Al gorithn() );

Systemout.println( "Saved File =" + fl );
Systemout.println( "Size =" + ky.length );
Systemout.println( "Format = " + pubKey.getFormat() );
Systemout.println( "toString = " + pubKey.toString() );

}
}

K&t qua chay chuong trinh:

javac -classpath . JcaKeyPair.java
java -cp . JcaKeyPair 512 diff DiffieHellman

KeyPai r Gener at or Obj ect | nfo:
Algorithm= DiffieHell man
Provi der SunJCE version 1.6
Key Size 512

Private Key Info:

Al gorithm= DH

Saved File = diff.pri

Size = 213

Format = PKCS#8

toString = SunJCE Diffie-Hellman Private Key:

X:
a83claab f686a91b b5bd5c3a b03062b4 bld4la7df 1fc26114 ef 1b4546 2375cf 22
21e7f 093 944a9421 ad4267ad 6c6b673a

p:
fca682ce 8el2caba 26efccf7 110e526d b078b05e dechcdle b4a208f3 ael6l7ae
01f 35b91 a47e6df 6 3413c5el 2ed0899b cdl32acd 50d99151 bdc43ee7 37592el17

g:

678471b2 7a9cf44e e91ad9c5 147dbla9 aaf 244f0 5a434d64 86931d2d 14271b9%e
35030b71 fd73dal7 9069b32e 2935630e 1c206235 4d0da20a 6c416e50 be794ca4

384

Public Key Info:

Al gorithm= DH

Saved File = diff. pub

Size = 226

Format = X 509

toString = SunJCE Diffie-Hellman Public Key:

y:
12a4eadl 9ef db672 2df 31bd9 55605996 15aadbh92 a7700cld b15d9303 ea80271a
62dc909e 8ale7ef 7 63344012 6bdeb592 35de78e6 blf 6651e d68cd89d 7905d8c0

p:
fca682ce 8el2caba 26efccf7 110e526d b078b05e dechcdle b4a208f 3 ael6l7ae
01f 35b91 a47e6df 6 3413c5el 2ed0899b cdl32acd 50d99151 bdc43ee7 37592el17

g:

678471b2 7a9cf44e e91a49c5 147dbla9 aaf 244f0 5a434d64 86931d2d 14271b9%e
35030b71 fd73dal7 9069b32e 2935630e 1c206235 4d0da20a 6c416e50 be794ca4d

384

Lwu trir khda
Khéa private va public sau khi tao ra dugc ma héa du¢i mot dinh dang theo chuén dé lwu chuyén. Qua trinh chuyén khda thanh dinh
dang theo chuan nay goi 1a m& hoéa khoa (key encoding).
JDK cung cdp mdt nhém céc 16p hd trg thao tac voi khda da ma hoa:
+ KeyFactory — I&p chuyén déi khoa gitra d6i tvogng Key va déi twong EncodedKeySpec.
+ EncodedKeySpec — I6p triru twrgng dai dién céc I6p cai dat cac chudn ma hoa khda khac nhau.
+ PKCS8EncodedKeySpec — I&p con clia EncodedKeySpec thé hién ma héa ASN.1 cla khoa private theo chuin PKCS#8.
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+ X509EncodedKeySpec — l6p con clia EncodedKeySpec thé hién ma hoa ASN.1 ctia khoa public theo chudn X.509.

Lép PKCS8EncodedKeySpec

java.security.spec.PKCS8EncodedKeySpec la mét I6p con clia EncodedKeySpec, thé hién ma héa ASN.1 cta khoa private theo

chudn PKCS#8. Co 3 phuong thic:

PKCS8EncodedKeySpec() Khai gan cho déi twgng PKCS8EncodedKeySpec tir mang byte chi dinh chira khéa private d& méa héa theo
chudn PKCS#8.

getEncoded() Tra vé khéa da méa héa luvu trong mang byte clia doi tvong nay.

getFormat() Tra vé tén clia phuong phap méa héa ap dung cho doi twgng nay.

Lép X509EncodedKeySpec

java.security.spec.X509EncodedKeySpec la mét 16p con clla EncodedKeySpec, thé hién ma hdéa ASN.1 clia khéa public theo
chuén X.509. Cé 3 phuwong thic:

X509EncodedKeySpec()  Khéi gan cho d6i twgng X509EncodedKeySpec tlr mang byte chi dinh chira khéa public da ma hoéa theo X.509.
getEncoded() Tra vé khéa da méa héa luvu trong mang byte clia doi tugng nay.

getFormat() Tra vé tén clia phuong phap méa héa ap dung cho doi twgng nay.

Lép KeyFactory
java.security.KeyFactory la I6p dung chuyén déi khoa gitra doi twgng Key va EncodedKeySpec. Mot s6 phwong thikc chinh:

getlinstance() Tra vé doéi twgng KeyFactory véi thuat toan chi dinh.

generatePrivate() Sinh ra mot déi twgng PrivateKey dua trén déi twgng EncodedKeySpec chi dinh rdi tra vé.
generatePublic() Sinh ra mot déi twgng Publickey dwa trén d6i tugng EncodedKeySpec chi dinh roi tra vé.
getKeySpec() Chuyén mot doi twong Key thanh mét d6i twgng EncodedKeySpec roi tra ve.
getAlgorithm() Tra vé tén thuat toan ap dung cho déi tvong.

getProvider() Tra vé tén nha cung cép doi twong.

Chuwong trinh sinh cdp khéa véi thuat toan chi dinh, lwvu tri khda private va public vao tap tin véi dinh dang méa héa mac dinh. Sau do,
mot doi tugng KeyFactory duwgc tao ra véi cung thuat toan sinh khéa. Nhe déi twgng nay, khoa private dugc doc vao chuong trinh tao
thanh d&i twong PrivateKey véi su hd tro cla loép PKCS8EncodedKeySpec. Khéa public cling dugc doc vao chwong trinh thanh ddi
twgng PublicKey véi su hd trg clia Iop X509EncodedKeySpec.

import java.io.*;
inmport java.math.*;
inport java.security.*;
import java.security.interfaces.*;
i mport java.security.spec.*;
cl ass JcaKeyFactoryTest {
public static void main( String[] args ) {
if ( args.length < 3) {
Systemout. println( "Usage: java JcaKeyFactoryTest keySize output algorithn );
return;

int keySize = Integer.parselnt( args[0] );
String output = args[1];
String algorithm= args[2]; // RSA, DSA
try {
writeKeys( keySize, output, algorithm);
readKeys( output, algorithm);
} catch ( Exception e ) { e.printStackTrace(); }
}

private static void witeKeys( int keySize, String output, String algorithm) throws Exception {
KeyPai r Gener at or kg = KeyPai r Generat or. getl nstance( algorithm);
kg.initialize( keySize );
KeyPai r pair = kg. generateKeyPair();
PrivateKey priKey = pair.getPrivate();
Publ i cKey pubKey = pair.getPublic();

String fl = output + ".pri";

Fil eQutput Stream out = new FileQutputStrean( fl );
byte[] ky = priKey. get Encoded();

out.wite( ky );

out.close();

fl = output + ".pub";

out = new Fil eQutput Strean(fl);
ky = pubKey. get Encoded();
out.write(ky);

out.close();

}

private static void readKeys( String input, String algorithm) throws Exception {
KeyFactory keyFactory = KeyFactory.getlnstance( algorithm);
Systemout.println( "\nKeyFactory Object Info: " );
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Systemout.println( "Algorithm=" + keyFactory.getA gorithn() );
Systemout.println( "Provider =" + keyFactory.getProvider() );

String priKeyFile = input + ".pri";

Fil el nput Stream pri KeyStream = new Fil el nput Stream( priKeyFile );

int priKeyLength = priKeyStream avail abl e();

byte[] priKeyBytes = new byte[pri KeyLength];

pri KeyStream read( pri KeyBytes )

pri KeyStream cl ose()

PKCS8EncodedKeySpec pri KeySpec = new PKCS8EncodedKeySpec( pri KeyBytes );
PrivateKey priKey = keyFactory.generatePrivate( priKeySpec );

Systemout.println( "\nPrivate Key Info: " );
Systemout.printin( "Algorithm=" + priKey.getAl gorithnm() );
Systemout.println( "Saved File =" + priKeyFile );
Systemout.println( "Length =" + priKeyBytes.length );
Systemout.println( "toString =" + priKey.toString() );

String pubKeyFile = input + ".pub";

Fi | el nput St ream pubKeyStream = new Fi |l el nput Stream pubKeyFile );

i nt pubKeyLength = pubKeyStream avail abl e();

byte[] pubKeyBytes = new byt e[ pubKeylLength];

pubKeyStream read( pubKeyBytes );

pubKeySt ream cl ose();

X509EncodedKeySpec pubKeySpec = new X509EncodedKeySpec( pubKeyBytes );
Publ i cKey pubKey = keyFactory. generatePublic( pubKeySpec );
Systemout.println( "\nPublic Key Info: " );

Systemout.printin( "Algorithm=" + pubKey.getAl gorithn() );
Systemout.println( "Saved File =" + pubKeyFile );
Systemout.println( "Length = " + pubKeyBytes.length );
Systemout.println( "toString = " + pubKey.toString() );

}
}

Bién dich va chay chuwong trinh:

javac —cl asspath . JcaKeyFactoryTest.java
java -cp . JcaKeyFactoryTest 512 rsa RSA

KeyFactory Object |nfo:
Al gorithm = RSA
Provi der = SunRsaSi gn version 1.5

Private Key Info:
Al gorithm = RSA
Saved File = rsa.pri

Length = 347
toString = Sun RSA private CRT key, 512 bits
nodul us: 110038882849932454949076598016718294874284294870742866906836

96027993057001653726468574823550970008095127709776939282554568339747181183041141
835176950963219

publ i c exponent: 65537

private exponent: 996372642336495680545051418207744793693604929462688741929828
78327229502203659455792774252625076585798001984729183017861258556438361596557412
65874845562913

prime p: 109357834439850516248568581865730406612013474379214109161024
380621260761632331

prime q: 100622770571098435552854300796570551969786867102635965581462
713232020740009049

prime exponent p: 847503610357509150596578768170719952366474566080272915191178
76798660818824573

prime exponent ¢: 625550992779386233689357580810027007477459500185040075939627
28309385858525545

crt coefficient: 857021660690930146721604682351041540563579380353536096463881
84675283308103002

Public Key Info:
Al gorithm = RSA
Saved File = rsa. pub
Length = 94
toString = Sun RSA public key, 512 bits
nodul us: 110038882849932454949076598016718294874284294870742866906836960279930
57001653726468574823550970008095127709776939282554568339747181183041141835176950
963219
publ i c exponent: 65537
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Digital Signature

Chir ky s6 gitp ddm bao hai van dé bao mat: xac thuc (authentication) va toan ven (integrity).

Nguoi goi "ky" 1én tai liéu: Message Digest ctia tai liéu dwoc ma héa béng khéa private clia ngudi gdi dé tao chir ky s8. Chir ky sé dugc
goi kém véi tai liéu dén nguodi nhan, khoéa public cdia nguoi géi cling dwgc phan phdi dén ngudi nhan.

Nguoi nhan xac minh chi ky s6: chi* ky s6 dwoc gidi ma bing khoa public clia ngudi gdi dé nhan dugc Message Digest, Message
Digest nay duwgc so sanh véi Message Digest doi chirng tao tir ngwoi nhan véi cung thuat todn bam. Néu ca hai dwgc so trung, chir ky
duoc xac minh.

Lép Signature
java.security.Signature la l6p trlru twong dai dién cho cac I6p cai dat cac thuat toan chir ky s6 khac nhau. Mot s6 phuong thirc
chinh:

getinstance() Tra vé doéi twgng Signature voi thuat toan tao chiv ky s6 chi dinh.

initSign() Khéi tao déi tugng Signature cho qua trinh ky véi khéa private chi dinh.

initVerify() Khai tao déi tuong Signature cho qua trinh xac minh véi khéa public chi dinh.

update() Thém dir liéu cho déi tugng Signature khi ky hodc xac minh.

sign() Sinh chr ky voi dir liéu ma déi twong Signature nhan dwgc roi trd vé trong mang byte.

verify() Xac minh chir ky chi dinh c6 phu hop voi div liéu ma d6i twgng Signature nhan duoc, tra vé true hoac false.
getAlgorithm() Tra vé tén thuat toan ap dung cho déi twgng Signature.

getProvider() Tra vé tén nha cung cap cla doi twong Signature.

Trudce tién, chuong trinh dung thuét toan sinh khoa keyAlgo dé sinh cip khoa. Khoa private s& tham gia qua trinh ky tai liéu véi thuat
toan ky signAlgo. Khéa public sé tham gia qua trinh xac minh chit ky véi thuat toan ky signAlgo. Khi ky hoac xac minh, di liéu lan luot
dwa vao mot mang byte, déi twong Signature goi phuong thirc update() dé cap nhat di liéu tir mang byte nay. Sau d6 phuong thic
sign() duoc goi dé ky hodc phwong thiic verify() dwoc goi dé xac minh.

import java.io.*;
import java.security.*;
cl ass JcaSi gnatureTest {
public static void nain( String[] args ) {
if ( args.length < 4 ) {
Systemout. println( "Usage: java JcaSi gnatureTest input output keyAl go signAl go" );
return;
}
String input = args[O0];
String output = args[1];
String keyAl go = args[2];
String signAl go = args[3];
try {
KeyPair pair = getKeys( keyAl go );
PrivateKey priKey = pair.getPrivate();
Publ i cKey pubKey = pair.getPublic();
byte[] sign = sign( input, output, signAl go, priKey );
verify( input, signAl go, sign, pubKey );
} catch ( Exception e ) { e.printStackTrace(); }
}

private static KeyPair getKeys( String algorithm) throws Exception {
KeyPai r Gener at or kg = KeyPai r Generator. getlnstance( algorithm);
int keySize = 512;
kg.initialize( keySize );
KeyPair pair = kg.generateKeyPair();
return pair;

}

private static byte[] sign( String input, String output, String algorithm PrivateKey priKey )

throws Exception {
Signature sg = Signature.getlnstance( algorithm);
sg.initSign( priKey );
Systemout.println( "\nSignature Object Info: " );
Systemout.println( "Algorithm=" + sg.getAl gorithm() );
Systemout.println( "Provider =" + sg.getProvider() );
FilelnputStreamin = new Fil el nput Strean( input );
int bufSize = 1024;
byte[] buffer = new byte[ bufSize];
int n =in.read( buffer, 0, bufSize );
int count = O;
while (( n!=-1) {

count += n;

sg.update( buffer, 0, n);

n =in.read( buffer, 0, bufSize );

in.close();
Fi | eQut put Stream out = new Fi | eQut put Stream( output );

byte[] sign = sg.sign();
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out.wite( sign);
out.close();

Systemout.println( "\nSign Processing Info: " );

Systemout. println( "Nunber of input bytes =" + count );
Systemout. println( "Nunber of output bytes =" + sign.length );
return sign;

}

private static boolean verify( String input, String algorithm byte[] sign, PublicKey pubKey )

throws Exception {
Si gnature sg = Signature.getlnstance( algorithm);
sg.initVerify( pubKey );
Systemout.println( "Signature ohject Info: " );
Systemout.println( "Algorithm=" + sg.getAl gorithm) );
Systemout.println( "Provider =" + sg.getProvider() );
FilelnputStreamin = new Fil el nput Stream( input );
int bufSize = 1024;
byte[] buffer = new byte[ bufSize];
int n =in.read( buffer, 0, bufSize );
int count = O;
while (( n!=-1) {

count += n;

sg.update( buffer, 0, n);

n =in.read( buffer, 0, bufSize );

}

in.close();

bool ean ok = sg.verify( sign );

Systemout.println( "Verify Processing Info: " );
Systemout. println( "Nunber of input bytes =" + count );
Systemout.println( "Verification result =" + ok );
return ok;

}
}

Thuét toan sinh khda la DSA, thuat toan ky la SHA1withDSA (dung SHA1 dé tao Message Digest va ding DSA dé ma héa bat d6i
xrng). Tai liéu dugc ky va xac minh la JcaSignatureTest.class. KEt qué chay chuong trinh:

javac -classpath . JcaSi gnatureTest.|ava
java -cp . JcaSignatureTest JcaSi gnatureTest.class sign.dsa DSA SHAlw t hDSA

Si gnature Object |nfo:
Al gorithm = SHA1w t hDSA
Provi der = SUN version 1.6

Si gn Processing | nfo:

Nunber of input bytes = 3364
Nunber of output bytes = 46
Si gnature Object |nfo:

Al gorithm = SHAlw t hDSA
Provi der = SUN version 1.6
Verify Processing I|nfo:
Number of input bytes = 3364
Verification result = true

Thuc té can hai chuwong trinh tach biét:
- Chuwong trinh sinh ch ky: tao cap khéa, lvu cdp khoa, sinh chit ky theo thuat toan ky chi dinh.
- Chuwong trinh xac minh: doc khoa public t&r tap tin, ti€n hanh xac minh chir ky theo thuat toan ky chi dinh.

Certificate

Viéc phan phéi khoa public khéng cé xéac thuc dé bi tAn cong xen gitta, ngwdi duge phan phéi cé thé nhan khéa public gid mao. Chitng
thuc khoa cong khai (certificate) lién két khoa public véi dinh danh ctia chii thé tao ra né (subject), bang cach ky 1én khéa public voi
chir ky ctia bén thi ba tin cdy. Bén thi ba tin cay goi la Certifiace Authority (CA) hodc bén phéat hanh khoa (issuer).

Certificate thuwong lwu trong dinh dang chudn X.509.

DE c6 dugc certificate cho khéa public ciia minh, ta ding mét dich vu ching thuwc nao doé (vi du VeriSign) hodc diing mot céng cu nhuw
keytool sinh ra certificate ty ky.

Thuwong CA ban dau (vé6i certifiacte tw ky) sé ky cho khéa public clia CA cdp thdp hon, va c nhu thé cho dén khi CA ké tiép ky cho
khéa public cia chd thé yéu cau ky. Nhw vy mot khda public thudng lién két véi mot chubi chiing thuc khéa cong khai (certificate
chain).

keytool va keystore
keystore la co s& di¥ lieu dung Iwu cac entry bao mat. Moi entry cd thé la:
+ certificate: chirng thuc khéa cong khai cia mét khda public.
+ key: cdp khoa, bao gdm khoa private va khéa public (lién két véi chudi certificate).
M&i entry trong keystore c6 mot tén duy nhét, entry ciing lwu ca thoi gian thay d6i entry gan nhat.
keystore dugc bao vé bing mat khau. Khi keystore dwgc lvu 1an déu, phai nhap mat khdu va mat khdu nay can khi nap lai keystore.
7
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Entry kiéu key ciing dwgc bao vé bing mat khau, chii yéu la bao vé khoa private trong cdp khoa.

keytool la mot cong cu dong Iénh dung quan ly khoa va certificate trong keystore. keytool cung cdp mot sé tuy chon cho phép truy
xuat keystore:

-genkey Sinh mét cap khoa va lvu trir né vao entry ki€u key trong keystore.

Vi du sau sinh mét cip khoa va lvu nd vao entry kiu key clia keystore. Khoa public trong cip khoa lién két voi certificate ty ky clia
keystore.

keyt ool -genkey -alias nmy_home -keystore nyhone.jks
Enter keystore password: M/HoneJKS # khong hién thi mat khau nhap vao
Re-enter new password: My/HoneJKS # mat khdu nay dung bao vé keystore
What is your first and | ast nane?
[ Unknown] :  Karl Marx
What is the name of your organizational unit?
[ Unknown] : My Unit
What is the name of your organization?
[ Unknown]: My Home
What is the nanme of your City or Locality?
[Unknown]: My City
What is the nanme of your State or Province?
[ Unknown]: My State
What is the two-letter country code for this unit?
[ Unknown]: VN
I's CN=Karl Marx, O-=My Unit, O=Wy Hone, L=My City, ST=My State, C=VN correct?
[no]: vyes

Enter key password for <my_hone>

(RETURN i f sane as keystore password): M1stKey # khong hién thi mat khau nhap vao
Re- enter new password: Mylst Key # mat khau nay dung bao vé entry ki€u key
-list Liét ké tat ca entry trong mot keystore.
Vi du sau liét ké cac entry cla keystore myhome.jks. Can c6 méat khau bao vé keystore dé truy xuéat keystore.
keytool -list -keystore nyhone.jks —storepass MyHoneJKS

Keystore type: JKS
Keystore provider: SUN

Your keystore contains 1 entry

my_honme, Aug 17, 2010, PrivateKeyEntry,
Certificate fingerprint (MD5): 2C:.CO: A2: 05: 9F: OC: 8C: 55: 69: 2C: 2A: 5D: 17: B3: EF: 10

-export Két xudt certificate clia entry ki€u key chi dinh hodc cla entry kiéu certificate ra tap tin.

-printcert In théng tin cua certifiacte tir tp tin chra certificate.

Vi du sau két xuat certificate lién két véi khda public clia entry my_home ra tap tin my_home.crt. Sau d6 xudt thong tin cla certificate
lvu trong tap tin nay. Can cé mat khau bao vé keystore dé truy xudt keystore.

keyt ool -export -alias ny_honme -file my_hone.crt -keystore nyhone.jks -storepass MyHoneJKS
Certificate stored in file <my_hone.crt>

keytool -printcert -file ny_hone.crt
Omner: CN=Karl Marx, OkEMy Unit, O=My Hone, L=My City, ST=My State, C=VN
| ssuer: CN=Karl Marx, Ok&=My Unit, O=My Hone, L=y City, ST=My State, C=VN
Serial nunber: 4c6a206f
Valid from Tue Aug 17 12:38:55 I CT 2010 until: Mn Nov 15 12:38:55 I CT 2010
Certificate fingerprints:
MD5: 2C: CO: A2: 05: 9F: OC: 8C: 55: 69: 2C: 2A: 5D: 17: B3: EF: 10
SHA1: 90: 83: 02: 49: E4: DF: 7C: 4E: 6B: FA: 3F: 9D: 86: 53: 59: AE: E6: C8: AD: 5D
Signature al gorithm name: SHAlwi t hDSA
Version: 3

Co thé két xuét certificate dwdi dang in dwoc, vi du ma héa Base64, dya trén dac td RFC 1421. Can c6 mat khau bao vé keystore dé
truy xuét keystore.

keyt ool -export -alias ny_hone_crt -file my_h
one.rfc -rfc -keystore nyhone.jks -storepass MyHoneJKS
Certificate stored in file <ny_hone.rfc>

type nmy_hone.rfc

----- BEA N CERTI FI CATE- - - - -

M | DDj CCAsygAW BAgl ETGogbz ALBgcghkj OOAQDBQAWaj ELMAk GA1UEBhMCVK4x ETAPBgNVBAQT
CE15] FNOYXR MRAWDg YDVQQHEWd Ne SBDa XR5 MRAWDY YDVQQKEWINe SBI b211 MRAWDg YDVQQLEWdN
eSBVbrm OMRI WEAYDVQQDEW LYXJs| ELhcngwHhc NMIAWODE3 MDUz ODUL Whc NMTAx MTE1 MDUz CDUL
W BgMEwWCQYDVQQRGEWIWTj ERMASGALTUECBM TXk gU3Rhd GUx EDAOBgNVBAC TB0151 ENpdHkx EDAO
BgNVBA0TB015! EhvbWx EDACBgNVBAS TBO151 FVuaXQxEj AQBgNVBAMICU hc mag TWFy e DCCAbgw
ggEsBgcghkj OOA@BM | BHWKBgQDOf 1OBHXUSKVL Spwu70Tn9hG3Uj zvRADDH] +At | EmaUVdQCIR
+1k9j Vj 6v8X1uj D2y5t VbNeBOAAdNG yZnC3a5! QpaSf n+gEexAi wk+7qdf +t 8Yb+Dt X58aophUP
BPuD9t PFHs MONVQTWhaRMrZ1864r Ydcq7/ | i Axnd0UgBxw VAJdgUl 8VI w MspK5ggLr hAvwWBz 1
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A0GBAPF hol XWiz3ey7yr XDa4V7l 51 K+7+j r qgvl XTAS9B4InUVI Xj r r UA/ e Qe Qg YCOSRZX| +hM
KBYTt 88JMbz| puESFnqLVHyNKOG r h4r s6Z1kWej f w6l TVi 8f t i egEkOByk8b60UZCIql Pf 4Vr |
nwaSi 2ZegHt VIWIBTDv +z 0k qA4G-FAAKBg QDbwr YYdZ0Q+r oNPbmHv H5J3v1GQyhXgooy N6hz XZE/
h6bDOECr YZA4q5zCYPJIveZf 729/ nFOr Ju9M KRnWAeR1kHOxE7Fak RRWRCLJ5so0xj D11 goLp/ ur/
uGyKQLdj T9OYH40baGEPX4f c6DDb6k PKPQeBnmi2kg01M.CXd0p82Dz ALBgcghkj OOAQDBQADL wAW
LAl UN65nmbdl 1km+i WehTI 00ScmRGchQCFAhN) m+2+e8Z2t wpeog+RnGMir

----- END CERTI FI CATE- - - - -

-import Thém certificate vao mot entry kiéu certificate trong keystore ra tap tin.
Vi du sau thém certificate lvu trong tap tin my_home.crt vao keystore, lu voi entry tén my_home_crt. Can c6 mat khau bao vé
keystore dé truy xudt keystore.

keytool -inmport -alias ny_hone_crt -file nmy_hone.crt -keystore nyhone.j ks -storepass MyHonmeJKS
Certificate already exists in keystore under alias <my_home>

Do you still want to add it? [no]: vyes
Certificate was added to keystore
-keyclone Nhan ban entry véi tén maéi.

Vi du sau nhan ban entry kiéu key my_home thanh my_copy. Can c¢6 méat khdu bao vé keystore dé thém entry, can ¢ mat khau entry
dé sao chép duoc cip khéa (chii yéu 1a khda private trong d6), mat khdu cha entry mai 1a My2ndKey.

keyt ool -keyclone -alias ny_hone -dest ny_copy -keypass MylstKey -new My2ndKey
-keystore myhone. j ks -storepass MyHomeJKS

-selfcert Thay thé certificate lién két véi entry kiéu key bang mot certificate tw ky méi.
Vi du sau thay thé certificate lién két véi entry my_copy bang certificate tw ky khac. Can c6 mat khau bao vé keystore dé truy xuat
keystore, cin c6 mat khau entry dé thay déi entry.

keytool -selfcert -alias ny_copy -keypass My2ndKey -dnanme "cn=Vladimr |lyich Lenin, ou=My Unit 2,
o=My O fice, c=RU" -keystore nyhone.jks -storepass MyHoneJKS

-delete X6a mot entry véi tén chi dinh.
Vi du sau xd6a entry my_copy trong keystore. Can c6 mat khau bao vé keystore dé truy xuét keystore. Dung tuy chon -list dé thay
entry da bi xo6a.

keytool -delete -alias nmy_copy -keystore nyhone.jks -storepass MyHoneJKS

Tuy l& 'ng dung chuén cla JDK, keytool van khé st dung do giao dién dong lénh, ta c6 thé dung céng cu cé giao dién dd hoa truc
quan hon. Vi du Keystore Explorer (http://www.lazgosoftware.com/kse/downloads.html).

Lép Certificate
java.security.cert.Certificate 1a 16p triru twong dai dién cho cac Iop cai dat kiéu certificate khac nhau. Mot s6 phwong thic chinh:

getEncoded() Tra vé mang byte dang ma hoa cla Certificate nay. Binh dang dwoc dung tly theo ki€u certificate.
Vi certificate ki€u X.509, dinh dang ma héa sé la "ASN.1 DER".

getPublicKey() Tra vé khoéa public dugc ky véi Certificate nay.

getType() Tra vé kiéu clha doi twong Certificate.

verify() Xac minh Certificate véi khoa public chi dinh.

Lép CertificateFactory

java.security.cert.CertificateFactory 1a 16p dung doc cac kiéu certificate khac nhau tir tap tin chira certificate.

getintance() Tra vé déi tvong CertificateFactory theo ki€u certificate chi dinh.

generateCertificate() Doc vao mot certificate tlr stream nhap chi dinh va tra vé mot déi tugng Certificate. Cé thé doc certificate
trong ca hai dinh dang: binary (m& héa DER - Distinguished Encoding Rules) va dang in dugc (chudn RFC).
Cha y chi c6 certificate dau trong stream nhap dwogc xt ly.

generateCertificates() Doc vao nhiéu certificate tir stream nhap chi dinh, trd v& mo6t mang Certificate. C6 thé doc cac certificate
trong c& hai dinh dang: DER va RFC.

getType() Tra vé kiéu cua déi twong CertificateFactory.

getProvider() Tra vé nha cung cép doi twgng CertificateFactory.

Chuong trinh sau sé doc mot certificate tir tap tin chira nd, xuat ra mét tap tin certificate khac. Chwong trinh cling hién thi théng tin

cUa certificate va khéa public lién két véi né.

import java.io.*;
import java.security.*;
import java.security.cert.*;
class JcaCertificateTest {
public static void main( String[] args ) {
if ( args.length <2 ) {
Systemout.println( "Usage: java JcaCertificateFactoryTest input output" );
return;
}
String input = args[O0];
String output = args[1];
try {
test( input, output );
} catch ( Exception e ) { e.printStackTrace(); }
}

private static void test( String input, String output ) throws Exception {
CertificateFactory cf = CertificateFactory.getlnstance( "X 509" );
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Systemout.printlin( "\nCertificateFactory Object Info: " );
Systemout.printin( "Type =" + cf.getType() );
Systemout.println( "Provider =" + cf.getProvider() );

FilelnputStreamfis = new Fil el nput Strean( input );
java.security.cert.Certificate cert = cf.generateCertificate( fis );
fis.close();

Systemout.println( "\nCertificate Object Info: " );
Systemout.println( "Type =" + cert.getType() );
Systemout.println( "toString =" + cert.toString() );

Publ i cKey pubKey = cert. get PublicKey();

Systemout. println( "\nPublicKey Object Info: " );
Systemout.println( "Algorithm= " + pubKey. get Al gorithn() );
Systemout.println( "Format = " + pubKey.getFormat() );
Systemout.println( "toString =" + pubKey.toString() );

Fil eQut put Stream fos = new Fi | eQut put Streanm output );
byte[] certBytes = cert.get Encoded();
fos.wite( certBytes );
fos.close();
}
}

Tap tin certificate dau vao dugc tao bang keytool (.crt), chd y tap tin certificate véi dinh dang in dugc (.rfc) cling hop 1&. Két qua chay
chuong trinh:

javac -classpath . JcaCertificateTest.java
java -cp . JcaCertificateTest ny_hone.crt tenp.crt

CertificateFactory Object Info:
Type = X 509
Provi der = SUN version 1.6

Certificate Object Info:
Type = X 509
toString = [

Version: V3
Subj ect: CN=Karl Marx, OU=My Unit, O=My Honme, L=My City, ST=My State, C=VN
Signature Algorithm SHAlwi thDSA, O D = 1.2.840.10040.4.3

Key: Sun DSA Public Key
Par anet er s: DSA
p: fd7f 5381 1d751229 52df 4a9c 2eecede7? f611b752 3cef 4400 c31e3f80 b6512669
455d4022 51f b593d 8d58f abf c5f5ba30 f6ch9b55 6cd7813b 801d346f f26660b7
6b9950a5 a49f 9f e8 047b1022 c24f bba9 d7feb7c6 1bf83b57 e7c6a8a6 150f 04fb
83f 6d3c5 1ec30235 54135al16 9132f 675 f 3ae2b61 d72aeff2 2203199d d14801c7
q: 9760508f 15230bcc b292b982 a2eb840b f0581cf5
g: f 7e1a085 d69b3dde cbbcab5c 36b857b9 7994af bb fa3aea82 f9574c0b 3d078267
5159578e bad4594f e6710710 8180b449 167123e8 4c281613 b7cf 0932 8cc8abel
3cl67a8b 547c8d28 ela3aele 2bb3a675 916ea37f 0bfa2135 62f 1f b62 7a01243b
cca4f 1be a8519089 a883df el 5ae59f 06 928b665e 807b5525 64014c3b fecf492a

dbc2b618 759d10f a ba0d3db9 87bc7e49 def d4643 2857828a 3237a873 5d913f 87
a6c33843 ab633038 ab9cc260 f26f 7997 fbcfdfe6 174ac9bb d3232919 d601e475
9073b113 b15a9114 564422c9 e6ca318c 3d488282 e9f eeaff b86c8ad40 b7634f d3
981f 8alb 686e8f5f 87dce830 dbead43ca 3d07819b 8dad4834d 4c2c25dd d29f 360f

Validity: [From Tue Aug 17 12:38:55 ICT 2010,

To: Mon Nov 15 12:38:55 | CT 2010]
| ssuer: CN=Karl Marx, OU=My Unit, O=Wy Home, L=My City, ST=My State, C=WN
Seri al Nunber: [ 4c6a206f ]

]
Al gorithm [ SHALlw t hDSA]
Si gnat ure:
0000: 30 2C 02 14 37 AE 66 6D D2 35 92 6F A2 59 C8 53 O0,..7.fm5.0.Y.S
0010: 97 4A 12 72 64 46 72 14 02 14 04 38 86 68 E6 FB .J.rdFr....8.h..
0020: 6F 9E F1 9D AD C2 97 A8 83 E4 61 19 6E 2B Lo J a.n+

]

Publ i cKey Object Info:
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Al gorithm = DSA
Format = X 509
toString = Sun DSA Public Key
Par anet er s: DSA
p: fd7f 5381 1d751229 52df 4a9c 2eecede7? f611b752 3cef 4400 c31e3f80 b6512669
455d4022 51f b593d 8d58f abf c5f5ba30 f6ch9b55 6cd7813b 801d346f f26660b7
6b9950a5 a49f 9f e8 047b1022 c24f bba9 d7feb7c6 1bf83b57 e7c6a8a6 150f 04fb
83f 6d3c5 1ec30235 54135a16 9132f 675 f3ae2b61 d72aeff2 2203199d d14801c7
q: 9760508f 15230bcc b292b982 a2eb840b f0581cf5
g: f 7e1a085 d69b3dde cbbcab5c 36b857b9 7994af bb fa3aea82 f9574c0Ob 3d078267
5159578e bad4594f e6710710 8180b449 167123e8 4c281613 b7cf 0932 8cc8abel
3cl167a8b 547c8d28 ela3aele 2bb3a675 916ea37f Obfa2135 62f 1f b62 7a01243b
cca4df 1lbe a8519089 a883dfel 5ae59f 06 928b665e 807b5525 64014c3b fecf492a

dbc2b618 759d10f a ba0d3db9 87bc7e49 def d4643 2857828a 3237a873 5d913f 87
a6c33843 ab633038 ab9cc260 f26f 7997 fbcfdfe6 174ac9bb d3232919 d601e475
9073b113 bl1l5a9114 564422c9 e6ca318c 3d488282 e9f eeaff b86c8ad40 b7634f d3
981f 8alb 686e8f5f 87dce830 dbead43ca 3d07819b 8da4834d 4c2c25dd d29f 360f

Lép KeyStore
java.security.KeyStore la 16p thé hién keystore trong bd nhé, nhu vay no cung cap cac phuong thire gidng keytool, cho phép truy
Xudt céc entry cla keystore. Mot s6 phuong thirc chinh:

getintance() Tra vé déi tuong KeyStore véi ki€u keystore chi dinh.

load() Xéa tét ca entry va nap cac entry mai tlr stream nhap chi dinh ndi véi keystore. Can mat khau clia keystore.
store() Lwu tét ca cac entry vao mot stream xudt vai mat khau chi dinh.

size() Tra vé s cac entry c6 trong keystore.

aliases() Tra vé tén danh séch tén cac entry trong mot doi twgng Enumeration.

deleteEntry() X6a entry voi tén chi dinh.

getCertificate() Tra vé certificate clia entry véi tén chi dinh. Véi entry kiéu key, tra vé certificate dau ctia chudi certificate.

getCertificateChain() Tra vé chubi certificate (trong moét mang Certificate) ctia entry vai tén chi dinh.
Voi entry kiéu certificate, tra vé null.

getKey() Tra vé khoa cla entry véi tén chi dinh, can cung cdp mat khiu. Vi entry kiéu certificate, tra vé null.
setCertificateEntry() Thém mot entry kiu certificate magi véi tén va certificate chi dinh.

setKeyEntry() Thém mot entry li€u key moi véi tén chi dinh, chudi certificate chi dinh va mat khdu chi dinh cho entry.
isKeyEntry() Tra vé true néu entry vgi tén chi dinh la entry ki€u key.

isCertificateEntry() Tra vé true néu entry véi tén chi dinh la entry kiéu certificate.

getType() Tra veé kiéu clhia KeyStore.

getProvider() Tra vé nha cung cap KeyStore.

Chuong trinh sau trinh bay cach nap di liéu tir mét tap tin keystore vao déi twong KeyStore bang phuong thire load(); trich certificate
tlr keystore bang phuwong thirc getCertificate(), lvu vao mot tap tin certificate; sau dé nhap certificate tir tAp tin vao keystore bang
phuong thiic setCertificateEntry(). Cudi cung dung phuwong thirc store() luvu déi twgng KeyStore vao tap tin keystore ban dau.

import java.io.*;
import java.util.*;
import java.security.*;
import java.security.cert.*;
class JcaKeyStoreTest {
public static void main( String[] args ) {
if ( args.length < 3) {
Systemout.println( "Usage: java JcaKeyStoreTest store sPass alias" );
return;
}
String store = args[0];
String sPass = args[1];
String alias = args[2];
try {
test( store, sPass, alias );
} catch ( Exception e ) { e.printStackTrace(); }

}

private static void test( String store, String sPass, String alias ) throws Exception {
KeyStore ks = KeyStore. getlnstance( "JKS" );
Systemout.println( "\nKeyStore ohject Info: " );
Systemout.println( "Type =" + ks.getType() );
Systemout.printin( "Provider =" + ks.getProvider() );

FilelnputStreamfis = new Fil elnputStrean( store );
ks.load( fis, sPass.toCharArray() );

fis.close();

Systemout.println( "\nKeyStore Content: " );
Systemout.println( "Size =" + ks.size() );
Enuneration e = ks. aliases();
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while ( e.hasMreEl ements() ) {
String nane = ( String )e.nextEl ement();
Systemout.print( " "+ name + ": " );
if ( ks.isKeyEntry( name ) ) Systemout.printin( " Key entry" );
el se Systemout.println( " Certificate entry" );

}

java.security.cert.Certificate cert = ks.getCertificate( alias );
Systemout.println( "\nCertificate Object Info: " );
Systemout.println( "Type =" + cert.getType() );

FileQutput Streamfos = new FileQutputStrean( alias + ".crt" );
byte[] certBytes = cert.get Encoded();

fos.wite( certBytes );

fos.close();

CertificateFactory cf = CertificateFactory.getlnstance( "X 509" );
Systemout.println( "\nCertificateFactory Gbject Info: " );
Systemout.println( "Type = " + cf.getType() );
Systemout.println( "Provider =" + cf.getProvider() );

fis = new FilelnputStrean( alias + ".crt" );

cert = cf.generateCertificate( fis );

ks.setCertificateEntry( alias + ks.size(), cert );

fis.close();

fos = new Fil eQutputStream store );
ks.store( fos, sPass.toCharArray() );
fos.close();
}
}

Két qua chay chuong trinh:

javac -classpath . JcaKeyStoreTest.java
java -cp . JcaKeyStoreTest myhone.j ks MyHoneJKS ny_honme

KeyStore Object Info:
Type = JKS
Provider = SUN version 1.6

KeySt ore Content:

Size = 2
nmy_hone_crt: Certificate entry
ny_home: Key entry

Certificate Cbject Info:
Type = X. 509

CertificateFactory Object Info:
Type = X 509
Provi der = SUN version 1.6
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