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Security News

Mobile Malware Cases Nearly Triple
in First Half of 2012, Says NetQin

July31,2012 09:40 AMET

In June, 3.7 million phones worldwide became infected with
malware, Beijing researcher finds.

Mobile malware is rising fast, infecting nearly 13 million phones in the
world during the year first half of 2012, up 177% from the same
period a year ago, according to Beijing-based security vendor NetQin.

In a report detailing the world's mobile security, the company
detected a major spike in malware cases in June, with about 3.7
million phones becoming infected, a historic high. This came as the
security vendor found 5,582 malware programs designed for Android
during the month, another unprecedented number for the period.

During this year's first half, NetQin found that most of the detected
malware, at 78%, targeted smartphones running Android, with much
of the remainder designed for handsets running Nokia's Symbian OS.
This is a reversal from the same period a year ago, when 60% of the
detected mobile malware was designed for Symbian phones.

http://www.computerworid.com
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In June, 3.7 million phones worldwide became infected with malware, Beijing researcher finds.

Mobile malware is rising fast, infecting nearly 13 million phones in the world during the year
first half of 2012, up 177% from the same period a year ago, according to Beijing-based security
vendor NetQin.

In a report detailing the world's mobile security, the company detected a major spike in
malware cases in June, with about 3.7 million phones becoming infected, a historic high. This
came as the security vendor found 5,582 malware programs designed for Android during the
month, another unprecedented number for the period.

During this year's first half, NetQin found that most of the detected malware, at 78%, targeted
smartphones running Android, with much of the remainder designed for handsets running
Nokia's Symbian OS. This is a reversal from the same period a year ago, when 60% of the
detected mobile malware was designed for Symbian phones.
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In total, NetQin detected 17,676 mobile malware programs during 2012's first half, up 42%
from the previous six months in 2011.

About a quarter of the detected malware came from China, which led among the world's
countries, while 17% came from Russia, and 16.5% from the U.S.

In China, malware is mainly spread through forums, ROM updates, and third-party app stores,
according to NetQin. So-called "remote control" Trojan malware that sends spam ads infected
almost 4.7 million phones in China.

NetQin also detected almost 3.9 million phones in China being infected with money-stealing
malware that sends out text messages to trigger fee-based mobile services. The high number of
infections would likely translate into the malware's creators netting $616,533 each day.

The surge in mobile malware has occurred at the same time that China has become the world's
largest smartphone market by shipments. Android smartphone sales lead with a 68% market
share, according to research firm Canalys.

The country's Guangdong and Jiangsu provinces, along with Beijing, were ranked as the three
highest areas in China for mobile malware.

Copyright © 1994 - 2012 Computerworld Inc
By Michael Kan

http://www.computerworld.com/s/article/9229802/Mobile_malware cases nearly triple in_first
half of 2012 says NetQin
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Module Objectives

‘I![

The main objective of this module is to educate you about the potential threats of

mobile platforms and how to use the mobile devices securely. This module makes you

familiarize with:

2 Mobile Attack Vectors e

8 Mobile Platform Vulnerabilities e
and Risks

@ Android OS Architecture e

9 Android Vulnerabilities e

© Android Trojans e

9 Securing Android Devices 8

9 Jailbreaking iOS

© Guidelines for Securing i0S e
Devices e
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Windows Phone 8 Architecture

Guidelines for Securing Windows OS
Devices

Blackberry Attack Vectors

Guidelines for Securing BlackBerry Devices

Mobile Device Management (MDM)

General Guidelines for Mobile Platform
Security

Mobile Protection Tools

Mobile Pen Testing
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Module Flow

&
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Hacking D Mobile Device Mobile
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Module Flow

For better understanding, this module is divided into various sections and each section
deals with a different topic that is related to hacking mobile platforms. The first section deals
with mobile platform attack vectors.

(@) Mobile Platform Attack Vectors "*L1‘| Hacking BlackBerry

Hacking Android iOS [ 7 Mobile Device Management

J

st

i
|

Hacking iOS “.’ Mobile Security Guidelines and Tools

Hacking Windows Phone OS N,  Mobile Pen Testing

B
>
|

This section introduces you to the various mobile attack vectors and the associated
vulnerabilities and risks. This section also highlights the security issues arising from app stores.
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Mobile Threat Report Q2 2012 C|EH

Cortified | Ethisal  Maches

Mobile Threat

® Android
Mobile Threat ® Symbian by Type Q2 2012
Report Q2 2012 ® PocketPC

e 12ME
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Trojan

Monitoring Riskware Application Adware
Tool

http://www.f-secure.com http://www.hotforsecurity.com
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44 Mobile Threat Report Q2 2012

kﬂ
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In the report, malware attacks on Android phones continue to dominate the other mobile
platforms. The most attacks were found in the third quarter of 2011. And in 2012, Q2 came in
at 40%.

Source: http://www.f-secure.com
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® Android
Mobile Threat @ Symbian
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FIGURE 16.1: Mobile Threat Report Q2 2012

Note: The threat statistics used in the mobile threat report Q2 2012 are made up of families
and variants instead of unigue files.

— Mobile Threat by Type Q2 2012
@ Source: http://www.hotforsecurity.com

Attacks on mobile phones were mostly due to the Trojans, which according to the Mobile
Threat by Type Q2 2012. is about 80%. From the graph or report it is clear the major threat
associated with mobile platforms is Trojan when compared to other threats such as monitoring
tools, riskware, application vulnerabilities, and adware.

8

Mobile Threat
by Type Q2 2012

80%
1.T%

Trojan Monitoring Riskware Application Adware
Tool

FIGURE 16.2: Mobile Threat by Type Q2 2012
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Terminology

Stock ROM

_ It is the default ROM (operating system) of an Android device
o supplied by the manufacturer

¥ Itis a modified device ROM without the restrictions imposed by
device’s original ROM

Bricking the Mobile Device

=

Altering the device OS using rooting or jailbreaking in a way that
causes the mobile device to become unusable orinoperable

Bring Your Own Device (BYOD)
_ Bring your own device (BYOD) is a business policy that allows
/ employees to bring their personal mobile devices to their work
place
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—

== Terminology

% == The following is the basic terminology associated with mobile platform hacking:

©  Stock ROM: It is the default ROM (operating system) of an android device supplied by
the manufacturer

9 CyanogenMod: It is a modified device ROM without the restrictions imposed by device’s
original ROM

© Bricking the Mobile Device: Altering the device OSes using rooting or jailbreaking in a
way that causes the mobile device to become unusable or inoperable

© Bring Your Own Device (BYOD): Bring your own device (BYOD) is a business policy that
allows employees to bring their personal mobile devices to their work place
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Mobile Attack Vectors CIEH
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- Y Mobile Attack Vectors

[~

= Similar to traditional computer systems, most modern mobile devices are also prone
to attacks. Mobile devices have many potential attack vectors using which the attacker tries to
gain unauthorized access to the mobile devices and the data stored in or transferred by the
device. These mobile attack vectors allow attackers to exploit the vulnerabilities present in
operating systems or applications used by the mobile device. The attacker can also exploit the
human factor. The various mobile attack vectors include:

Malware:
2 Virus and rootkit
2  Application modification
9 0OS modification
Data Exfiltration:
© Data leaves organization and email
© Print screen and screen scraping

© Copy to USB key and loss of backup
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Data Tampering: .
© Modification by anoth g pplication
@ Undetected tamper at |
© Jail-broken device

Data Loss: | —
2 Application vulnerabilities
@ Unapproved physical access

© Loss of device

h
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Mobile Platform Vulnerabilities

and Risks

App Stores

Mobile Malware

App Sandboxing

Device and App Encryption

0OS and App Updates

Jailbreakingand Rooting

Cortified | Ethial  Maches

Mobile Application
Vulnerabilities

PrivacyIssues (Geolocation)

Data Security

Excessive Permissions 10

Communication Security 11

12
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Physical Attacks

Mobile Platform Vulnerabilities and Risks

Mobile platform vulnerabilities and risks are the challenges faced by mobile users due

to the functionality and increasing use of mobile devices at work and in other daily activities.
The new functionalities amplify the attraction of the platforms used in mobile devices, which
provide an easy path for attackers to launch attacks and exploitation. Attackers use different
technologies such as Androids and other multiple instances to insert malicious applications
with hidden functionality that stealthily gather a user’s sensitive information. The companies
that are into developing mobile applications are more concerned about security because
vulnerable applications can cause damage to both parties. Thus, levels of security and data
protection guarantees are mandatory. But the assistances and services provided by mobile
devices for secure usage are sometimes neutralized by fraud and security threats.

The following are some of the risks and vulnerabilities associated with mobile platforms:

2  App Stores

e

e

e

e

Mobile Malware

App Sandboxing

Device and App Encryption
OS and App Updates
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Data Security
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Security Issues Arising from

App Stores

J Attackers can also social engineer users
to download and run apps outside the
official app stores

A Insufficient or no vetting of apps leads to
malicious and fake apps entering app
marketplace

J Malicious apps can damage other application
and data, and send your sensitive data to
attackers

- App stores are common target for attackers
to distribute malware and malicious apps

IIIIIIIIII

Official _sumpaum
AppStore & i Wi W .

LR
LN
-

. iJ__,'l - App Store _‘

Attacker : Mobile App No Vetting S . i'
: [ -]
- o

Call logs/photo/videos/sensitive docs
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Security Issues Arising from App Stores

>

An authenticated developer of a company creates mobile applications for mobile
users. In order to allow the mobile users to conveniently browse and install these mobile apps,
platform vendors have created centralized marketplaces, but security concerns have resulted.
Usually mobile applications that are developed by developers are submitted to these
marketplaces (official app stores and third-party app stores) without screening or vetting,
making them available to thousands of mobile users. If you are downloading the application
from an official app store, then you can trust the application as the hosting store has vetted it.
However, if you are downloading the application from a third-party app store, then there is a
possibility of downloading malware along with the application because third-party app stores
do not vet the apps. The attacker downloads a legitimate game and repackages it with malware
and uploads the mobile apps to a third-party application store from where the end users
download this malicious gaming application, believing it to be genuine. As a result, the malware
gathers and sends user credentials such as call logs/photo/videos/sensitive docs to the
attacker without the user’s knowledge. Using the information gathered, the attacker can
exploit the device and launch many other attacks. Attackers can also socially engineer users to
download and run apps outside the official app stores. Malicious apps can damage other
applications and data, and send your sensitive data to attackers.
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FIGURE 16.3: Security Issues Arising from App Sto
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Threats of Mobile Malware C|EH

Cortified | Ethisal  Maches

Focus of attackers and malware writers has shifted to mobile devices due
to the increased adoption of mobile devices for business and personal
purposes and comparatively lesser security controls

J Mobile malware include viruses, SMS-sending malware, mobile botnets,
e spyware, destructive Trojans, etc.
7

&

2005 2006 2007 2008 2009 2010 2011 2012
Source: 2012, McAfee Threats Report, htip://www.mcafee.com
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Threats of Mobile Malware

In recent years, many system users are moving away from using personnel computers
toward smartphones and tablets. This increased adoption of mobile devices by users for
business and personal purposes and comparatively lesser security controls has shifted the
focus of attackers and malware writers for launching attacks on mobile devices. Attackers are
attacking mobile devices because more sensitive information is stored on them. SMS spoofing,
toll frauds, etc. are attacks performed by attackers on mobile devices. Mobile malware include
viruses, SMS-sending malware, mobile botnets, spyware, destructive Trojans, etc. The malware
is either application or functionality hidden within other application. For infecting mobile
devices, the malware writer or attacker develops a malicious application and publishes this
application to a major application store and waits until users install these malicious mobile
applications on their mobile devices. Once the user installs the application hosted by the
attacker, as a result, the attacker takes control over the user’'s mobile device. Due to mobile
malware threats, there may be loss and theft, data communication interruption, exploitation
and misconduct, and direct attacks.

According to the threats report, the security threats to mobile devices are increasing day by
day. In 2004, malware threats against mobile devices were fewer when compared to recent
years. The frequency of malware threats to mobile devices in the year 2012 drastically
increased.
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FIGURE 16.4: Threats of Mobile Malware

Meodule 16 Page 2408 Ethical Hacking and Count
All Rights Reserved



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Mobile Platforms

App Sandboxing Issues

Sandboxing helps protect systems and users by limiting the resources
the app can access in the mobile platform; however, malicious
applications may exploit vulnerabilities and bypass the sandbox

- p;
& =

Secure Sandbox Environment Vulnerable Sandbox Environment

Other S 8 User Data Other S - User Data
User Data T User Data T
A L | - A =
LA L |
nrestricte: nrestricted Sm
No Access D & . Access D o
Access . Access Lavene
B —— w . Bv:ass B - Aﬂ
the [ !
Other '| o oy PP her (0] T
System L"""“- X System System L"""J‘- Sandbox System
Resources = 3 = Resources Resources = =) Resources
=== ==
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| lﬁ” App Sandboxing Issues

Sandboxing separates the running program with the help of a security mechanism. It
helps protect systems and users by limiting the resources the app can access in the mobile
platform; however, malicious applications may exploit vulnerabilities and bypass the sandbox.

Sandboxing is clearly explained by comparing a computer and a smartphone. In normal
computers, a program can access any of the system resources such as entire RAM i.e. not
protected, hard drive information, and more can be read easily by anyone, unless and until it is
locked. So if any individual downloads malicious software believing it as genuine, then that
software can read the keystrokes that are typed in your system, scan the entire hard drive for
useful file types, and then send that data back through the network. The same occurs in mobile
devices; if an application is not given a working environment, it accesses all the user data and
all the system resources. If the user downloads a malicious application, then that application
can access all the data and resources and can gain complete control over the user’s mobile
device.

Secure sandbox environment

In a secure sandbox environment, each individual application is given its own working
environments. As a result, the application is restricted to access the other user data and system
resources. This provides protection to mobile devices against malware threats.
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FIGURE 16.5: Secure sandbox environment
Vulnerable Sandbox Environment

In vulnerable sandbox environment, the malicious application exploits loopholes or weaknesses
for bypassing the sandbox. As a result, the application can access other user data and system
resources that are restricted.
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FIGURE 16.6: Vulnerable Sandbox Environment
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Module Flow

Mobile Platform
Attack Vectors

(M)

BlackBerry

i Module Flow

* So far, we have discussed various potential attack vectors of mobile platforms. Now

we will discuss hacking the Android OS.

Hacking D Mobile Device

Management
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£

Hacking Windows
Phone 0OS

()

[

™

Hacking

Mobile
Pen Testing
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(:@) Mobile Platform Attack Vectors

"4 Hacking BlackBerry

Hacking Android iOS

[ 7 Mobile Device Management

E' Hacking iOS

Hacking Windows Phone OS

>

N  Mobile Pen Testing
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This section introduces you to the Android OS and its arc
associated with it, Android rooting and Android rooting tools,
security tools, Android penetration testing tools, and Android

P
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Android OS

Android is a software environment developed by Google for mobile devices
that includes an operating system, middleware, and key applications

Features

Application framework enabling reuse and replacement of
components

Dalvik virtual machine optimized for mobile devices

Integrated browser based on the open source WebKit engine

SQLite for structured datastorage

Media support for common audio, video, and still image formats (MPEG4, H.264,
MP3, AAC, AMR, JPG, PNG, GIF)

Rich development environment including a device emulator, tools for debugging,
memory and performance profiling, and a plugin for the Eclipse IDE

http://developer.android.com
Copyright © by EG-Goumeil. All Rights Reserved. Reproduction is Strictly Prohibited.

. Android OS

| § )

===/ Android is a software stack developed by Google specifically for mobile devices such
as smartphones and tablet computers. It is comprised of an operating system, middleware, and
key applications. Android’s mobile operating system is based on the Linux kernel. The Android
application runs in a sandbox. The sandbox security mechanism is explained on a previous slide.
Antivirus software such as Lookout Mobile Security, AVG Technologies, and McAfee are
released by security firms for Android devices. However, the sandbox is also applicable to the
antivirus software. As a result, though this antivirus software has the ability to scan the
complete system, it is limited to scanning up to a certain environment.

The features of android operating system include:
2 Application framework enabling reuse and replacement of components
©  Dalvik virtual machine optimized for mobile devices
© Integrated browser based on the open source WebKit engine
© SQLite for structured data storage

© Media support for common audio, video, and still image formats (MPEG4, H.264, MP3,
AAC, AMR, JPG, PNG, GIF)
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Android OS Architecture

1 APPLICATION

1

1 Home Contacts Phone Browser

1

i APPLICATION FRAMEWORK

1

g Activity Manager Window Manager Content Providers View System b

5 Package Manager |

-

d Telephony Resource R Notification

4

| Manager Manager ] Manager

4

1 Surface Manager Media Framework SQLite ANDROID RUNTIME |

| |

: LIBRARIES . Core Libraries

‘ OpenGL | ES FreeType WebKit

B

1 . Dalvik Virtual Machine b

‘ SGL SSL libe |
|

: i
|

LINUX KERNEL
- Display Driver Camara Driver Flash Memory Driver Binder (IPC) Driver
Keypad Driver WiFi Driver Audio Driver Power Management '
I _ .
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& Android OS Architecture

Android is a Linux-based operating system especially designed for portable devices
such as smartphones, tablets, etc. The pictorial representation that follows shows the different
layers such as application, application framework, libraries, android runtime, and Linux kernel,
which make up the Android operating system.
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APPLICATION

Home Contacts Phone Browser

APPLICATION FRAMEWORK

Activity Manager Window Manager Content Providers View System
Package Manager
Telephony Resource . Notification
ManaEer Mance=r Location Manager Manager

—_

SEESSS Media Framework sQite ANDROID RUNTIME
C Librari
LIBRARIES OpenGL | ES FreeType Webkit ore Libraries
Dalvik Virtual Machine
SGL SSL libe

LINUX KERNEL

Display Driver Camara Driver Flash Memory Driver Binder (IPC) Driver

Keypad Driver WiFiDriver Audio Driver Power Management

FIGURE 16.7: Android OS Architecture

Applications:

The applications provided by Android include an email client, SMS, calendar, maps, Browser,
contacts, etc. These applications are written using the Java programming language.

Application Framework

© As Android is an open development platform, developers have full access to the API
that is used in the core applications

9 The View System can be used to develop lists, grids, text boxes, buttons, etc. in the
application

© The Content Provider permits applications to access data from other applications in
order to share their own data

© The Resource Manager allocates the non-code resources like localized strings, graphics,
etc.

©  The Notification Manager helps applications to show custom messages in the status bar

© The Activity Manager controls the lifecycle of applications

Libraries

Libraries comprise each and every code that provides the main features of an Android OS. For
example, database support is provided by the SQLite library so that an application can utilize it
for storing data and functionalities for the web browser provided by the Web Kit library. The
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Android core library includes Surface Manager, Media Framework, SQLite, OpenGL | ES,
FreeType, WebKit, SGL, SSL, libc, SQLite (database engine), and LibWebCore (web browser
engine).

Android Runtime

Android Runtime includes core libraries and the Dalvik virtual machine. The set of core
libraries allows developers to write the Android applications using the Java programming
language. Dalvik virtual machine is helpful in executing Android applications. Dalvik can run
multiple VMs efficiently.

Linux Kernel

The Android operating system was built based on the Linux kernel. This layer is made up of all
the low-level device drivers such as Display Driver, Camara Driver, Flash Memory Driver, Binder
(IPC) Driver, Keypad Driver, WiFi Driver, Audio Driver, and Power Management for various
hardware components of an Android device.
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Android Device Administration API

The Device Administration APl introduced in Android 2.2 provides device administration features
at the system level

These APIs allow developers to create security-aware applications that are useful in enterprise
settings, in which IT professionals require rich control over employee devices

]

Policies supported by @ 2:09-u

the Device Administration API

Password enabled

Minimum password length
Alphanumeric password
required

Complex password required
Minimum letters required in
password

Minimum lowercase letters

required in password

®  Minimum non-letter characters
required in password

9 Minimum numerical digits
required in password

9 Minimum symbols required in

-]

@ @

[ ¢

Minimum uppercase letters
required in password

Password expiration timeout
Passwaord history restriction

g
|

Maximum failed password
attempts

Maximum inactivity time lock
Require storage encryption
Disable camera

Prompt user to set a new
password

Lock device immediately

Wipe the device's data

Enable Admin

_

password

http://developer.android.com
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@ Android Device Administration API

wr’

“=Source: http://developer.android.com

The Device Administration APl introduced in Android 2.2 provides device administration
features at the system level. These APIs allow developers to create security-aware applications
that are useful in enterprise settings, in which IT professionals require rich control over
employee devices. The device admin applications are written using the Device Administration
API. These device admin applications enforce the desired policies when the user installs these
applications on his or her device. The built-in applications can leverage the new APIs to
improve the exchange support.

Policy Description

Password enabled Requires that devices ask for PIN or passwords.

Set the required number of characters for the password. For
example, you can require PIN or passwords to have at least six
characters.

Minimum password
length

Alphanumeric password
required

Requires that passwords have a combination of letters and numbers.
They may include symbolic characters.
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Complex password
required

Minimum letters required
in password

Minimum lowercase
letters required in
password

Minimum non-letter
characters required in
password

Minimum numerical digits
required in password

Minimum symbols
required in password

Minimum uppercase
letters required in
password

Password expiration
timeout

Password history
restriction

Maximum failed
password attempts

Maximum inactivity time
lock

Require storage
encryption

Disable camera
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Requires that passwords must contain at least a letter, a numerical
digit, and a special symbol. Introduced in Android 3.0.

The minimum number of letters required in the password for all
admins or a particular one. Introduced in Android 3.0.

The minimum number of lowercase letters required in the password
for all admins or a particular one. Introduced in Android 3.0.

The minimum number of non-letter characters required in the
password for all admins or a particular one. Introduced in Android
3.0.

The minimum number of numerical digits required in the password
for all admins or a particular one. Introduced in Android 3.0.

The minimum number of symbols required in the password for all
admins or a particular one. Introduced in Android 3.0.

The minimum number of uppercase letters required in the password
for all admins or a particular one. Introduced in Android 3.0.

When the password will expire, expressed as a delta in milliseconds
from when a device admin sets the expiration timeout. Introduced in
Android 3.0.

This policy prevents users from reusing the last n unique passwords.
This  policy is typically used in conjunction  with
setPasswordExpirationTimeout(), which forces users to update their

passwords after a specified amount of time has elapsed. Introduced
in Android 3.0.

Specifies how many times a user can enter the wrong password
before the device wipes its data. The Device Administration APl also
allows administrators to remotely reset the device to factory
defaults. This secures data in case the device is lost or stolen.

Sets the length of time since the user last touched the screen or
pressed a button before the device locks the screen. When this
happens, users need to enter their PIN or passwords again before
they can use their devices and access data. The value can be
between 1 and 60 minutes.

Specifies that the storage area should be encrypted, if the device
supports it. Introduced in Android 3.0.

Specifies that the camera should be disabled. Note that this doesn't
have to be a permanent disabling. The camera can be
enabled/disabled dynamically based on context, time, and so on.
Introduced in Android 4.0.

TABLE16.1: Android Device Administration API
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FIGURE 16.8: Android Device Administration API
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Android Rooting

J Rooting allows Android users to attain privileged control (known as "root access") within Android's subsystem

J Rooting process involves exploiting security vulnerabilities in the device firmware, and copying the su binary to a
location in the current process's PATH (e.g. /system/xbin/su) and granting it executable permissions with the
chmod command

"

‘ Rooting enables all the user-installed Rooting also comes with many
applications to run privileged security and other risks to your
commands such as: device including:
e Modifying or deleting system files, module, @ Voids your phone's warranty

ROMSs (stock firmware), and kernels
@ Poor performance

a

Removing carrier- or manufacturer-
installed applications (bloatware) @ Malware infection

@ Low-level access tothe hardware that are @ Bricking the device
typically unavailable to the devices in their
default configuration v
® Improved performance J ! .
@ Wi-Fi and Bluetooth tethering
@ Install applications on SD card 5

@ Better user interface and keyboard

Copyright © by EE-Goumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

=

Android Rooting

-

By Rooting is the process of removing the limitations and allowing full access. It allows
Android users to attain “super user” privileged control (known as "root access") and permission
within Android's subsystem. After rooting the Android phone, an Android user will have control
over SETTINGS, FEATURES, and PERFORMANCE of his or her phone and can even install
software that is not supported by the device. The root users will have “super —user” privileges
using which they can easily alter or modify the software code on the device. Rooting is basically
hacking Android devices and is equivalent to "jailbreaking" in iPhone. Rooting exploits a
security vulnerability in the device firmware, and copying the su binary to a location in the
current process's PATH (e.g. /system/xbin/su) and granting it executable permissions with the
chmod command.

Rooting enables all the user-installed applications to run privileged commands such as:
© Modifying or deleting system files, module, ROMs (stock firmware), and kernels
© Removing carrier- or manufacturer-installed applications (bloatware)

© Low-level access to the hardware that are typically unavailable to the devices in their
default configuration

© Improved performance
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©  Wi-Fi and Bluetooth tét}‘hering
© Install applications on Slt'i ard
© Better user interface and yboard _
Rooting also comes with many sec d other risks to our
€ Voids ym;rho arrar N
2 Poor performance
9 Malware infection
e

Bricking the device

P
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Rooting Android Phones using

SuperOneClick

- Plugin and connect your android device to your ® USB connection USBdEbugging =

computervia USB — o) elhug mode when USE i connected
Stay awake laz]
- Install driver forthe device if prompted Windows Media syne @ el et e e g
Allow mock .
. Micw s
J Unplugand re-connect, but this time select USB Mass Storage )
"Charge only" to sure that your phone’s SD Card

. Charge Only
is not mounted to yourPC st

J GotoSettings = Applications 2 Development
and enable USB Debugging to put your android
into USB Debugging mode

J Run SuperOneClick.exe(available in Tools DVD)

J Click on the "Root" button

=

ser Regquest

< Wait for some time until yousee a "Running a
Su test Success!" message

J Now check out the installed apps in your phone

- Superusericon means you now haveroot access
(reboot the phoneif you do not see it)

Copyright © by EG-Goumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

=°  Rooting Android Phones using SuperOneClick
) SuperOneClick is a tool designed especially for rooting an Android phone. The step-by-
step procedure for rooting an Android phone with the help of SuperOneClick follows:
© Pluginand connect your Android device to your computer via a USB.
© Install the driver for the device if prompted.

9  Unplug and re-connect, but this time select Charge only to ensure that your phone’s SD
Card is not mounted to your PC.

© Go to Settings = Applications - Development and enable USB Debugging to put your
android into USB Debugging mode.

© Run SuperOnecClick.exe (available in Tools DVD).

© Click the Root button.

@

Wait for some time until you see a "Running a Su test Success!" message

@

Now check out the installed apps in your phone.

© Superuser icon means you now have root access (reboot the phone if you don’t see it).
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(® USB connection

PC Mode o

Windows Media Sync o

USB debugging

Debug mode when USB Is connected .

Stay awake .

Screen will never sleep while charging

Allow mock locations .

Allow mock locations

USB Mass Storage o

Charge Only |§|

5 Superuser Request

The following app is requesting superuser
access:

App: drocap2 (10104)
A Package: com.gmail.nag...atu.drocap2
Requested UID: root (0)
Command: /system/bin/sh

FIGURE 16.9: Rooting Android Phones using SuperOneClick
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Rooting Android Phones Using

Superboot

Download and extract the Superhoot files

] Put your Android phone in ] ! Depending on your computer’s
bootloader mode 0S, do one of the following:

d  Turn off the phone, remove the battery,
and pluginthe USB cable

J Windows: Double click "install-superboot-
windows.bat”

J  Whenthe batteryicon appears onscreen,
pop the battery back in

Mac: Open a terminal window to the directory
containing the files, and type "chmod +x install-
superboot-mac.sh" followed by "./install-

J Now tap the Power button while holding superboot-mac.sh”

down the Camera key

L

Linux: Open a terminal window to the directory
containing the files, and type "chmod +x install-
superboot-linux.sh" followed by "./install-
superboot-linux.sh”

l Your device has been rooted r y

Copyright © by EG-Goumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

I
(o

< For Android phones with a trackball: Turn
off the phone, press and hold the trackball,
then turn the phone backon

.® Rooting Android Phones using Superboot

— Superboot is a boot.img. It is designed specifically to root Android phones. It roots
Android phones when they are booted for the very first time. Any individual can root the
Android phone using superboot by following these steps:

Step 1: Download and extract the Superboot files.

Step 2: Put your Android phone in bootloader mode:

(1))

Turn off the phone, remove the battery, and plug in the USB cable.

@  When the battery icon appears onscreen, pop the battery back in.

41}

Now tap the Power button while holding down the Camera key.

(4 1)

For Android phones with a trackball: Turn off the phone, press and hold the trackball,
then turn the phone back on.

Step 3: Depending on your computer's OS, do one of the following:
2  Windows: Double-click install-superboot-windows.bat.

2 Mac: Open a terminal window to the directory containing the files, and type chmod +x
install-superboot-mac.sh" followed by ./install-superboot-mac.sh.
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A
9 Linux: Open a terminal window to the directory ca
install-superboot-linux.sh" followed by ./install-supe

Step 4: Your Android device h een rooted.

h
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. Android Rooting Tools

BERDOa B H@ 1256am

(@] ¥ B E@ 15 am

Do you want to install this
application?

Allow this application to:

"

Flash Cyanagen Recovery 1.4

Unrevoked

(=

© showall

Recovery Flasher Instat || Cancel

Universal Androot

Unlock Root

Copyright © by EG-Goumeil. All Rights Reserved. Reproduction is Strictly Prohibited.

Android Rooting Tools

In addition to SuperOneClick and Superboot, there are many other tools that can be
used for rooting Android phones:

2 Unrevoked available at http://unrevoked.com

© Recovery Flasher available at https://sites.google.com/site/adlxmod

@ Universal Androot available at http://forum.xda-developers.com

© Unlock Root available at www.unlockroot.com
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sfi0Ca B @ 1256am

B LM@ 915am

unrevokeds

Do you want to install this
application?

Allow this application to:

& Phone calls

Flash Cyanogen Recovery 1.4

Restore Backup Recovery Image A system tools

© showall

Instal Cancel

FIGURE 16.10: Android Rooting Tools
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Session Hijacking Using
DroidSheep

DroidSheep is a simple Android tool for web session hijacking WL e ¢

vul B C

(sidejacking) Connected to i s

It listens for HTTP packets sent via a wireless (802.11) network
connection and extracts the session 1Ds from these packets in order
to reuse them

DroidSheep can capture sessions using the libpcap library and
supports: OPEN Networks, WEP encrypted networks, WPA and
WPA2 (PSK only) encrypted networks

he.

0.100 1D: 1120334725
://api.mywot.com
0.100 [D; 166224861
le.com
D: -561222905

wwiw.blogger.com

— Access Point
% » m /Switch
nx | |
3 i -
7 — T —
H 7 314
User Internet 001D: 1667993814
ARP ./ /www.stumbleupon.com
spoofing Attacker modifies the 0,100 [D: -1486882064
Attacker intercepts session IDs and relay them
client’s request fora @ toweb server +" | ARP-Spoofing o | Generic mode
web page

r ) RUNNING AND Sho
\ SPOOFING
Attacker

Copyright © by EG-Goumeil. All Rights Reserved. Reproduction is Strictly Prohibited.

.

Session Hijacking Using DroidSheep

2
|
(S

€

Most web applications use a session ID to verify the user’s identity with the
application. This session ID is transmitted in subsequent requests within HTTP packets in order
to maintain the session with the user. The attacker uses the DroidSheep tool to read the all the
packets sent via a wireless network and captures the session ID. Once the attacker captures the
victim’s legitimate session ID, he or she may use this stolen session ID to access the target web
application on behalf of the victim.

DriopSheep listens and captures HTTP packets sent via a wireless (802.11) network and then
analyzes the captured packets to extract and reuse the session IDs. DriopSheep accomplishes
this using the libcap library. It supports OPEN Networks, WEP encrypted networks, WPA, and
WPA?2 (PSK only) encrypted networks.
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e

.
D..
User .
L)
.Ov
.0

‘e

-
Attacker intercepts .
client’s request for a
web page

FIGURE 16.11: Session Hijacking Using DroidShe

v
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@& v @l O 202rm
Connected to Waiiiiism sriame
Spoofing IP: 192.168.0.1
[http://www.facebook....
IP=192.168.0.100 Anil Sardiwal [http://ww...
http://www.google.co.in
IP=192.168.0.100 ID: 1239002684
http://xsltcache.alexa.com
IP=192.168.0.100 ID: 1120334729
http://api.mywot.com
IP=192.168.0.100 ID: 166224861
http://apis.google.com
IP=192.168.0.100 ID: -561222905
http://www.blogger.com
IP=192.168.0.100 ID: -70447663
http://platform.linkedin.com
IP=192.168.0.100 ID: -2082712684
http://platform.twitter.com
IP=192.168.0.100 ID: -1933430236
http://s7.addthis.com
IP=192.168.0.100 ID: 1667993814
http://www.stumbleupon.com
IP=192.168.0.100 ID: -1486882064

ARP-Spoofing ‘ «" | Generic mode

RUNNING AND -
SPOOFING

FIGURE 16.12: DroidSheep Screenshot
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. Android

FaceNiff is an Android app that allows you to sniff
and intercept web session profiles over the WiFi

that your mobile is connected to

(IR bponury
-

1 Bartosz Testowy
.

e

MAC TO Vendor resolving

Filter services

Exam 312-50 Certified Ethical Hacker

It is possible to hijack sessions only when WiFi is
not using EAP, but it should work over any private
networks (Open/WEP/WPA-PSK/WPA2-PSK)

amazon.com

amazon.co.uk

amazon.de

tuenti.com

nk.pl

twitter.com

tumblr.com

meinvz.net

studivz.net

bloager.com

http://faceniff.ponury.net
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% Android-based Sniffer: FaceNiff

—

Source: http://faceniff.ponury.net

FaceNiff is an Android app that allows you to sniff and intercept web session profiles over the
Wi-Fi that your mobile is connected to. It is possible to hijack sessions only when Wi-Fi is not
using EAP, but it should work over any private networks (Open/WEP/WPA-PSK/WPA2-PSK).

Note: If webuser uses SSL this application won't work.
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T .l ™= 2059 T .l ™ 2059

Vibration

Vibeate when new profile

amazon.com

(IR bponury
u_-. : : :.

t bponury Iillier “mc.c% et de

MAC TO Vendor resolving

amazon.co.uk

ect which e y<

tuenti.com
1 Bartosz Testowy
- : nk.pl
twitter.com
tumblr.com
meinvz.net

studivz.net

bloaaer com

FIGURE 16.13: FaceNiff Screenshot
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Android Trojan: ZitMo (ZeuS-in-
the-Mobile)

Zitmo is the notorious mobile

component of the Zeus banking —

Trojan that circumvents two- i m m ﬂ- ﬁ
_factor au_thentlcatwn l_w _ CarHome  Congaas CUstom  DeyToq CarHome  Contaas Custom  DeyToois
intercepting SMS confirmation Locale e acale .
codes to access bank accounts g 2

The new versions for Android | - ¢ g El'tlﬂkat

and BlackBerry have now added Massaging Y :
botnet-like features, such as Installation erfolgreich
enabling cybercriminals to .

control the Trojan via SMS # Thr Aktivierungskode lautet
commands

Settings  SpareParts  Speech 7725486193

Recorde

Zerufikat Zertifikat

#
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# Android Trojan: ZitMo (ZeuS-in-the-Mobile)

Zitmo refers to a version of the Zeus malware that specifically targets mobile devices.
It is @ malware Trojan horse designed mainly to steal online banking details from users. It
circumvents mobile banking app security by simply forwarding the infected mobile's SMS
messages to a command and control mobile owned by cybercriminals. The new versions of
Android and BlackBerry have now added botnet-like features, such as enabling cybercriminals
to control the Trojan via SMS commands.
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%m@ 10:53 am

W W

Car Home Contacts

Custom
Locale

I

Gallery Messaging

D #

Settings  Spare Parts

@ s

Zertifikat

@

.ﬂ-

DevTools

©
-

Music

Speech
Recorder
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Zafll @ 10:54 am

2 MW & w

Car Home Contacts

Custom
neals

E Zertifikat

Installation erfolgreich

Dev Tools

Thr Aktivierungskode lautet

7725486193

Zertifikat

FIGURE 16.14: ZitMo (ZeuS-in-the-Mobile) Screenshot
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. Android Trojan:

© GingerBreak

Please make sure of the
following before rooting:

- You have an SD card inserted
and mounted
- USB debugging is enabled

Exam 312-50 Certified Ethical Hacker

J AndroidOS/GingerBreak is a
trojan that affects mobile devices
running the Android operating
system

It drops and executes another
trojan detected as Exploit:
AndroidOS/CVE-2011-1823,
which, if run successfully, gains
administrator privileges on the
device

GingerBreak

Do you want to install this
application?

Allow this application to:

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

' 1:% Android Trojan: GingerBreak

-

AndroidOS/GingerBreak is a Trojan that affects mobile devices running the Android

operating system. It drops and executes another Trojan detected as Exploit: AndroidOS/CVE-
2011-1823, which, if run successfully, gains administrator privileges on the device.
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Do you want to install this
application?

@ GingerBreak

Please make sure of the Allow this application to:
following before rooting:

- You have an 5D card inserted
and mounted

- USB debugging is enabled

A system tools
ead syster g files

FIGURE 16.15: GingerBreak Screenshot
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Android Trojan: AcnetSteal and
Cawitt

AcnetSteal Cawitt
AcnetSteal is a program that harvests data and Cawitt.A operates silently in the background,
information from the device gathering device information which it later

. . . forwards to a remote server
J Trojan sends the contact information to a

remote location using Triple DES Encryption J Collected information includes device ID,
(DESede) International Mobile Equipment Identity (IMEI)
number, phone number, Bot ID, and modules

%ma 2:32 rm ; Wil © zosam Dl @ s:06 am

Permissions

Be social | plugin his appl cation can acc
! 32.00kB [} X

Example Wallpapers

. sample Soft Keyhoard
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Android Trojan: AcnetSteal and Cawitt
@ AcnetSteal

= AcnetSteal is a program that harvests data and information from the device. The Trojan
sends the contact information to a remote location using Triple DES Encryption (DESede).

Dl © 232/

FIGURE 16.16: AcnetSteal Screenshot
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Cawitt

—= Cawitt operates silently in the background, gathering device information which it later
forwards to a remote server. Collected information includes device ID, International Mobile
Equipment Identity (IMEI) number, phone number, Bot ID, and modules. This Trojan doesn't
place any launcher icon in the application menu in order to avoid being detected by the device
user.

A

‘o Ml 48 8:06 AM Ml @ s:06 AM

Be soclal ! plugin This application can access the following on your

32 .00KB phone

com.android.gesture.builder

32.00KB

Permissions

A Your messages

Example Wallpapers

20.00Kk8 A Network communication

Sample Soft Keyboard

26.00KB A storage

A Services that cost you
money

A Phone calls

FIGURE 16.17: Cawitt Screenshot
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Android Trojan: Frogonal and

Gamex

Frogonal

J Frogonal.Ais a repackaged version of an original application
where extra functionalities used for maliciousintent have
been added into the new package

Aliow this application to:

v Your messages

J It harvests the following information from the compromised - Mot
device such as identification of the Trojaned application, v storage
phone number, IMEI number, IMSI number, SIM serial # Mardware contrals
number, device model, operating system version, root v Phane s
availability

! - S s e Gamex

. com.andreid.gesturebulider [l

A — -J Gamex.A hides its malicious components inside the package
' file

. Sampla Soft Keyboard

- Onceitisgranted a root access by the user, it connectsto a
command and control (C&C) server to download more
applications and to forward the device IMEl and IMSI numbers

- It also establishes a connection to an external link which

contains a repackaged APK file, and proceeds to downloading
and installingthe file
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Android Trojan: Frogonal and Gamex

Frogonal

=== Frogonal is a repackaged version of an original application where extra functionalities
used for malicious intent have been added into the new package. It harvests the following
information from the compromised mobile devices:

© |dentification of the Trojanized application:
e Package name

e Version code

2 Phone number
2 IMEI number
2 IMSI number
2  SIM serial number
©  Device model
9  Operating system version
©  Root availability
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Do you want to install this
application?

Allow this application to:

+ Your messages

v Network communication

Tull Imernet access

+ Stora
nodify.

+ Hardware controls
take pictures and videos

+ Phone calls
read nhone state
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© &

wr=m FENE o

®
e®
Ol

FIGURE 16.18: Frogonal and Gamex Frogonal Screenshot

-
o ey
N

Gamex

Gamex is an Android Trojan that downloads and installs the files on a compromised

mobile device. It hides the malicious content inside the file that is to be installed; once it is
granted a root access by the device owner, it connects to a command and control (C&C) server
to download more applications and to forward the device's IMElI and IMSI numbers. It also
establishes a connection to an external link that contains a repackaged APK file, and proceeds

to download and install the file.

Wil 1221 M

. com.android.gesture.builder

q? Example Wallpapers
20.00KB

. Sample Soft Keyboard

Updater
56.00KB

@ 12:22pm

Controls

Permissions

s applicatic

storage

A Network communication

A Phone calls

FIGURE 16.19: Gamex Screenshot
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Android Tro
Mania

KabStamper

J KabStamper.Ais a malwaredistributed via Trojaned
applications that deliver news and videos on the
AKB48 group

J Malicious code in the malware is highly destructive;
it destroys images found in the sdcard/DCIM
/camera folder that stores images taken with the
device’s camera

< Everyfive minutes, the malware checks this folder
and modifies a found image by overwriting it with a
predefined image

AR 654 an0 M @ 6:54 am

a-3'DELEN,
L‘d a=2 " WA,
draid gevrce nuiier W' IS

com.androld.gesture.bullder

COKR
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an: KabStamper and
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Mania.A is an SMS-sending malware thatsends
out messages with the content “tel” or “quiz” to
the number 84242

Any reply from this number is redirected to
another device to prevent user from becoming
suspicious

Mania.A is known for using the trojanization
technique, where it is repackaged with another
original application in order to dupe victims

Ml 8 6:26 AM

o Ml 3 o2 am

@ License Checking

Tre licence ks under checking

v, Please wakk

%

Failed licensa check, unablets sctablsh a
connection (o server.

Android Trojan: KabStamper and Mania

KabStamper

KabStamper is an Android Trojan that modifies images found in the target mobile
device by overwriting them with a predefined image. It is distributed via Trojanized
applications that deliver news and videos about the AKB48 group. It is very destructive and
destroys images found in the sdcard/DCIM/camera folder that stores images taken with the
device's camera.

Module 16 Page 2442 Ethical Hacking and Countermeasures Copyright © by EG-Council

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Hacking Mobile Platforms

‘at Ml @0 6:54 A @Ml @ e:54 Am

H a-A"DELER,
= Bkl ‘ 1-2 "BHELER.
. com.android.gesture builder JSEE O4KB

% Example Wallpapers com.andrDld.gestl.lre.builder
20004 32.00KB
. Sample Soft Keyboard

FIGURE 16.20: KabStamper and Mania Kabstamper Screenshot

Mania

Mania is an Android Trojan that pretends to perform license checking to cover up its
SMS-sending activities in the background. It is SMS-sending malware that sends out messages
with the content "tel" or "quiz" to the number 84242. Any reply from this number is redirected
to another device to prevent the device owner from becoming suspicious. While running,
Mania appears to be performing license checking, but this process always fails and never seems

to be completed. The license checking is a coverup for the SMS sending activities that are taking
place in the background.

il @@ 6:26 AM Al & 628 AM

(® License Checking

The license is under checking.

Peas Fledsewait..

Failled license check, unable to establish a
connection to server.

FIGURE 16.21: Mania Screenshot
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J PremiumSMS.Ais a Trojan that reaps profit from

Android Trojan: PremiumSMS and

SmsSpy

PremiumSMS

its SMS sending activities

d It has a configuration file that contains data on

the content of the SMS messages and the
recipient numbers

- Example of the sent messages:

1. Number: 1151

Content: 692046 169 BG QCb5T3w
2. Number: 1161

Content: 692046 169 BG QCb5T3w

3. Number: 3381

Content: 692046 169 BG QCb5T3w

SmsSpy

- SmsSpy.F posesas an Android Security Suite
application that records received SMS messages
into a secsuite.db

J This malware targets banking consumers in Spain
where it is spammed via a message indicating that
an extra Security Protection program that
protects the device is available for download

il € 714 A & 7 A
g ity s premi
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Android Trojan: PremiumSMS and SmsSpy

PremiumSIVIS

PremiumSMS is an Android Trojan that reaps profit from its SMS-sending activities. It
has a configuration file that contains data on the content of the SMS messages and the
recipient numbers.

Example of send messages:

1.

Number:
Content:
Number:
Content:
Number:
Content:
Number:
Content:

Number:

Module 16 Page 2444

1151

692046 169 BG QCbh5T3w
1161

692046 169 BG QCb5T3w
3381

692046 169 BG QCb5T3w
1005

kutkut clsamg 6758150
5373
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Content: kutkut clsamg 6758150

6. Number: 7250

Content: kutkut clsamg 6758150
SmsSpy

Y

Y

SmsSpy is an Android Trojan that poses as an Android Security Suite application that
actually does nothing in ensuring the device's security. However, it records received SMS
messages into secsuite.db instead. It targets banking consumers in Spain, posing as an Android
Security Suite application.

‘il € 714 am

i e i -
P Fle &

Browser

il & 714 aM

miu
remium

stk et

Calculator

Calendar

Contacts  Dev Tools

89 2=

Email Gallery

100000003

iy,
Gestures  Messaging

Builder

® @ =R

Settings Spare Parts

FIGURE 16.22: SmsSpy Screenshot
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Android Trojan: DroidLive SMS

and UpdtKiller

DroidLive SMS

J DroidlLive masquerades as a Google Library,
attempts to utilize Device Administration API

It attempts to install itself as a device
administration app, and is capable of tapping
into personal data and performing a mixture of
nefarious activities on android mobile devices

Send
Text Messages

BootReceiver -

LiveReceiver -

" ) Add

. < DroidLive Main "
ShutdownReceiver | = OIdee" AN B > Device
| Controller Admin

SmsMessageReceiver
v v

4 Call Phone
WakelLockReceiver
Numbers Device Admin

UpdtKiller

UpdtKiller.A connects to a command and
control (C&C) server, where it forwards users’
data to and receives further commands from

J This malware is also capable of killing
antivirus processes in order to avoid being
detected

Copyright © by EG-Goumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

Android Trojan: DroidLive SMS and UpdtKiller

DroidLive SIVIS

DroidLive SMS is an Android Trojan masquerading as a Google Library; it attempts to

utilize a device administration API. It attempts to install itself as a device administration app,
and is capable of tapping into personal data and performing a mixture of nefarious activities on
Android mobile devices. It attempts to disguise itself as a Google library, and receives
commands from a Command and Contrel (C&C) server, allowing it to perform functions
including sending text messages to premium numbers, initiating phone calls, and collecting

personal data.
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BootReceiver - Send
Text Messages
A
LiveReceiver - .
“ip 'dL'. Mai i
ShutdownReceiver - 1 ToWiLve e » Device
4 Controller A
SmsMessageReceiver : :
v v
_ ' Call Phone
WakelLockReceiver Numbers DeviceAdmin

FIGURE 16.23: DroidLive SMS and UpdtKiller DroidLive SMS
|

’ Android Trojan: UpdtKiller
\L

UpdtKiller is an Android Trojan that terminates processes belonging to antivirus products in
order to avoid detection. It connects to a command and control (C&C) server, where it forwards
harvested user data to and receives further command from.

Ml @ 7:51 am

= =
f—
=

WE

Alarm Clock  Browser

o m

Contacts

)]

Gallery Gestures  Messaging
Builkder

@ = & ol

Phone Settings  Spare Parts h

FIGURE 16.24: UpdtKiller Screenshot
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Android Trojan: FakeToken
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C[EH

FakeToken steals both bankingauthentication factors (Internet
password and mTAN) directly from the mobile device

Distribution Techniques

@ Through phishing emails pretending to be
sent by the targeted bank

@ Injecting web pages from infected
computers, simulating a fake security app
that presumably avoids the interception
of SMS messages by generating a unique
digital certificate based on the phone
number of the device

Injecting a phishing web page that
redirects users to a website pretending to

e following on

Network communication

Your personal information

Storage

modify/delete SD card contents

Phone calls

Permissions

This

your

v

v

n can access the f
Your messages
recefve SM5

Network communication
full Internet access

Storage

modify/delete SD card contents

Phone calls
read phone state and Identity

Services that cost you

be a security vendor that offers the
“eBanking SMS Guard” as protection
against “SMS message interception and
mobile Phone SIM card cloning”

read phone state and Identity
I y

money

Services that cost you send SMS messages

money

send SM NESsages

Copyright © by EG-Goumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

v}' ' Android Trojan: FakeToken

FakeToken steals both authentication factors (Internet password and mTAN) directly
from the mobile device.

Distribution Techniques:
© Through phishing emails pretending to be sent by the targeted bank

© Injecting web pages from infected computers, simulating a fake security app that
presumably avoids the interception of SMS messages by generating a unique digital
certificate based on the phone number of the device

© Injecting a phishing web page that redirects users to a website pretending to be a
security vendor that offers the “eBanking SMS Guard” as protection against “SMS
message interception and mobile Phone SIM card cloning”
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Permissions

This application can access the following on
your phone:

Module 16 Page 2449

v

v

Your messages
receive SMS

Network communication
full Internet access

Your personal information

read contact data

Storage
modify/delete SD card contents

Phone calls
read phone state and identity

Services that cost you

money
send SMS messages
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Permissions

This application can access the following on
your phone:

+ Your messages
receive SMS

+ Network communication
full Internet access

Storage
modify/delete SD card contents

Phone calls
read phone state and identity

Services that cost you

money
send SMS messages

FIGURE 16.25: FakeToken Screenshot
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Securing Android Devices

\\67 Enable screen locks for your Android - K/ Do not directly download Android
- phone for it to be more secure ! package files (APK)

Keep updated with the operating

Never root your Android device |
system as and when they arrive b el

X
¥ ¢

)
&
\Q\

Use free protector Android app like
Android Protector where you can

\

Download apps only from official -

O

~_ P
N " N .
v Android market 4 assign passwords to text messages,
T ‘ mail accounts, etc. N
— o~
~_~7 Keep your device updated with _‘.D" ~_~7 Customize your locked home screen ‘ X
v’ Google Android antivirus software V" with the user’s information rY7e7)
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| Securing Android Devices

nnn

= Security of Android devices is a major concern as most people at present using these
devices as substitutes for computers. Similar to a traditional computer, security is mandatory
for Android devices to avoid being infected by a malicious application or data loss. The
following are a few key points that help you in securing your Android device:

© Enable screen locks for your Android phone for it to be more secure
@ Never root your Android device

© Download apps only from official Android market

© Keep your device updated with Google Android antivirus software

© Do not directly download Android package files (APK)

© Keep updated with the operating system as and when updates arrive

© Use free protectors Android apps such as Android Protector. Where you can assign
passwords to text messages, mail accounts, etc.

© Customize your locked home screen with the user’s information
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Google Apps Device Policy

J Google Apps Device Policy app allows Google 2 This app allows IT administrator to enforce
Apps domain admin to set security policies for security policies and remotely wipe your
your Android device device

< It isa device administration app for Google J Additionally, this app allows you to ring, lock,
Apps for Business, Education, and Government or locate your Android devices through the
accounts that makes your Android device more My Devices page:
secure for enterprise use https://www.google.com/apps/mydevices

m

https://play.google.com

Copyright © by EG-Goumeil. All Rights Reserved. Reproduction is Strictly Prohibited.

b Google Apps Device Policy

Source: https://play.google.com

The Google Apps Device Policy app allows a Google Apps domain admin to set security policies
for your Android device. It is a device administration app for Google Apps for Business,
Education, and Government accounts that makes your Android device more secure for
enterprise use. This app allows an IT administrator to enforce security policies and remotely
wipe your device. Additionally, this app allows you to ring, lock, or locate your Android devices
through the My Devices page: https://www.google.com/apps/mydevices.
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synced with
Device password must conta ;
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FIGURE 16.26: Google Apps Device Policy
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Remote Wipe Service: Remote Wipe

If users have Google Syncinstalled on a supported mobile device or an Android device
with the Google Apps Device Policy app, they can use the Google Apps control panel
to remotely wipe the device

. Mobile settings
To remote wipe

a lost or stolen device:

OrsSetings  Acthvafion  Devices

@

Sign in to your Google Apps control
panel.

Click Settings = Mobile.

e

€ Inthe Devices tab, hover your cursor
over the user whose device you want to
wipe.

Nexus 8

@

Click Remote Wipe in the box that
appears.

© A second box appears asking you to
confirm that you want to remotely wipe
the device. If you are sure your wantto
wipe the device, click Wipe Device.

http://support.google.com
Copyright © by EG-Goumeil. All Rights Reserved. Reproduction is Strictly Prohibited.

L Remote Wipe Service: Remote Wipe

< Source: http://support.google.com

Remote Wipe Service is a feature service that allows you to reset or erase the information in
the lost or stolen device. To use this service the device should install Google Sync or Device
Policy. This can also delete all the information in the device such as mail, calendar, and
contacts, etc. and cannot delete data stored on the device's SD card. When this service
completes its task, it prompts the user with a message as acknowledgement to the delete
function.

To remote wipe a lost or stolen device:

1. Signin to your Google Apps control panel.

2. Click Settings = Mobile.

3. Onthe Devices tab, hover your cursor over the user whose device you want to wipe.
4. Click Remote Wipe in the box that appears.
5

A second box appears asking you to confirm that you want to remotely wipe the device.
If you are sure you want to wipe the device, click Wipe Device.
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Android Security Tool:
DroidSheep Guard

| s

Ta@zn
DroidSheep Guard monitors Status: Rl-lnn:ng .
checkc 27.12.2011 2:00:51>

< last

your phones ARP-Table and
pop-up alerts in case it
detects suspicious entries in
the phones ARP-Table

It can immediately disable
WiFi connection to protect
your accounts

A

SOMEONE SEEMS TO BE HIJACKING USING
ARPSPOOFING ON THIS NETWORK!

_ o prevent

icall disabled 1
W wah am‘gmat("t:; :eep out of this network
d be 192.168.1.1 has MAC

4 bo-l&'hb‘da fa

Checks per Minute: 60
DroidSheep Guard works s Faontant Sop depaniing WS
with all ARP-Based attacks,
like DroidSheep and Faceniff

/ Disable WiFi on alert

'J vl +/ Notify in system
) | B %

lerts)
. +/ Cautious mode (MIGHT cause faise aié

™

an

— ey /droidsheep-d¢
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‘), Android Security Tool: DroidSheep Guard

\'lk
-,
' Source: http://droidsheep.de

DroidSheep Guard monitors your phone’s ARP-Table and it warns you by pop-up alerts in case
it detects malicious entries. It can instantly disable a Wi-Fi connection to protect your accounts.
This can guard against all ARP-based attacks, such as DroidSheep and Faceniff, man-in-middle
attacks, handmade attacks, etc. You can use Facebook, eBay, Twitter, and LinkedIn accounts on

public Wi-Fis securely.
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-ss

Status: Running
< last chock: 27.12.2011 20:00-51>

Checks per Minute: 60

v/ Autostart-stop depending WiFi

v~ Disable WiFi on alert

% Notify in system

%/ Cautious mode (MIGHT cause false alerts)
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il G 20:01

SOMEONE SEEMS TO BE HIJACKING USING
PSPOOFING ON THIS NETWORK!

ViFi was automatically disabled to prevent
Hijacks! You d better keep out of this network
Found Adversary! IP:192.168.1.1 has MAC:
00:0c:29.95:24 ca and b0:48:7abe:da:la

FIGURE 16.28: DroidSheep Guard Screenshot
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Android Vulnerability
Scanner: X-Ray

X-Ray scans your Android device to determine
whether there are vulnerabilities that remain
unpatched by your carrier

Mempodroid

ASHMEM

that it is able to identify and allows you to
check for the presence of each vulnerability
on your device

=]
EF
It presents you with a list of vulnerabilities 8

ZergRush

Gingerhrenk

. . . — ol
Al X-Ray is automatically updated with the etk
v‘v ability to scan for new vulnerabilities as =

" they are discovered and disclosed

http://www.xray.io
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Android Vulnerability Scanner: X-Ray

Source: http://www.xray.io

X-Ray scans your Android device to determine if there are vulnerabilities that remain
unpatched by your carrier. It presents you with a list of vulnerabilities that it is able to identify
and allows you to check for the occurrence of vulnerabilities on your device. This is
automatically updated with the ability to scan for new vulnerabilities as they are discovered
and disclosed. X-Ray has detailed information about a class of vulnerabilities known as
“privilege escalation” vulnerabilities. Such vulnerabilities can be exploited by a malicious
application to gain root privileges on a device and perform actions that would normally be
restricted by the Android operating system.

FIGURE 16.29: X-Ray Screenshot
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Android Penetration Testing Tool:

Android Network Toolkit - Anti

On each run, Anti will map your network, scan for active devices
A t- and vulnerabilities, and will display the information accordingly:
nti . : : :
Green led signals an Active device, Yellow led signals
Available ports, and Red led signals Vulnerability found

- Each device will have an icon representing
the type of the device

J When finished scanning, Anti will produce

an automatic report specifying which ﬁ,-{
vulnerabilities you have or bad practices S
used, and how to fix each one of them F

Connect

http://www.zantiapp.com
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Android Penetration Testing Tool: Android Network

2 Toolkit - Anti

Source: http://www.zantiapp.com

Android Network Toolkit - Anti is an Android penetration testing tool. It is a network scanner
that allows you to scan for active devices and vulnerabilities and shows the evidence
accordingly: Green signals an “Active device,” yellow signals "available ports," and red signals
"Vulnerability found.. Each device has an icon representing the type of device. When finished
scanning, it produces an automatic report specifying which vulnerabilities you have or bad
practices are used, and how to fix each one of them.
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FIGURE 16.30: Android Network Toolkit - Anti
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Android Device Tracking Tools

-
ANDROID ANTI-THEFT

Device Lecation

Arey
Find My Phone Prey Anti-Theft Android Anti Theft Security Wheres My Droid
http://findmyphone.mangobird.com http://preyproject.com http://www.snuko.com http://wheresmydroid.com
o i 0 224P0 =
o Total Equipment
Pr tection
app
asuUFion Sprint
iHound GadgetTrak Mobile Security Total Equipment Protection App AndroidLost.com
https://www.ihoundsoftware.com http://www.godgettrak.com https://protection. sprint.com http.//www.androidlost.com
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7)) Android Device Tracking Tools

Android device tracking tools help you to track and find the locations of an Android
device in case it is lost, stolen, or misplaced cases. A few Android device tracking tools are
listed as follows:

Find My Phone

——  Source: http://findmyphone.mangobird.com

Find My Phone is an Android phone app that helps you find your lost, stolen, or misplaced
phone. When you lose your phone, just send it a text msg (SMS) and the phone will reply with
its current location. You can also make your phone ring loudly if you lose it somewhere close,
like inside your home.
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Ring phone SMS trigger

App password

Add backup trigger

Enabled location s

FIGURE 16.31: Find My Phone Screenshot

| Prey Anti-Theft

Source: http://preyproject.com

Prey lets you keep track of your laptop, phone, or tablet if it is stolen or missing. It supports
geolocation. It's lightweight, open source software that gives you full and remote control, 24/7.

Already a Prey user

FIGURE 16.32: Prey Anti-Theft Screenshot

7> Android Anti-Theft Security

—

“C source: http://www.snuko.com

The Android anti-theft security tool Snuko is anti-theft software that allows you to use it on
multiple platforms protecting thousands of PCs, mobile phones, laptops, etc. It offers a
complete online back-up solution; as part of the anti-theft package Snuko subscribers’ files can
be stored safely and securely in the cloud. This can generate important tracking information
and security for your data by using its Mobile Dashboard. If the mobile device is lost, then the
device is locked to prevent any unauthorized access. If the device’s SIM card is replaced without
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your knowledge, the new SIM card number, phone number, and the IMEI/IMSI numbers will be
recorded. The phone cannot be used until the correct PIN code is entered.

F by Srako
ANDROID ANTI-THEFT

Device Location

2 aCy 10 withn 60 meters of marked
ek mage for PteTacTIve Mg

FIGURE 16.33: Android Anti-Theft Security Screenshot

. Wheres My Droid
i3 Yy

— Source: http://wheresmydroid.com

Where's My Droid is an Android device tracking tool that allows you to track your phone from
anywhere, either with a text messaged attention word or with an online Commander. The app
can also get the GPS coordinates with a link to Google Maps; if you're not near enough to your
phone to hear the ringer, it can turn the ringer volume up and make your phone ring. One of
the features is Activity Log, which enables you to see what the app does, when it does it, and
who is using it.

FIGURE 16.34: Wheres My Droid Screenshot

" iHound

Source: https://www.ihoundsoftware.com
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iHound is an Android device tracking tool that allows you to track your mobile using its GPS and
WiFi, 3G, or Edge signals built into your devices to determine its location. Using its tracking
website, you can track the location of your device, remotely lock your phone, and remotely
erase important personal information such as: SMS messages, contacts, phone call logs, photos,
videos, and/or SD storage data. You can also set Geofencing location alerts by its intuitive
mobile website optimized for iPhone, iPod Touch, and Android phones. You can track multiple
devices on multiple platforms and set up Geofences.

FIGURE 16.35: iHound Screenshot

GadgetTrak Mobile Security

—
2 Source: http://www.gadgettrak.com

GadgetTrak Mobile Security tool helps you to moderate the risk of mobile device loss or theft.
It allows you to track its location, back up data, and even wipes the data in the device remotely.
With the combination of GPS, Wi-Fi positioning, and cell tower triangulation, you can easily
track the location of your device. If your device is lost or stolen, you can remotely enable a
piercing alarm, even if it's in silent mode. Once tracking is activated, the software settings
cannot be modified unless deactivated.

1] il 224Pm

Configure Pictures

W I want to be able to wipe my pictures.
if this Susan's Nexus One gets stolen

FIGURE 16.36: GadgetTrak Mobile Security
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— Total Equipment Protection App

Source: https://protection.sprint.com

Total Equipment Protection App is an Android device tracking tool that allows you to find,
repair, and replace your phone, whether it is dead or lost. It also comes with online features
that protect your existing handset. When you lose the phone, you can map the exact location
with directions on how to get there. It sounds the alarm when the phone is misplaced by its
alarm even when it is on silent mode. You can choose to remotely lock a misplaced phone or
erase your contacts and you can even synchronize and restore the lost phone after its recovery
or can get a new phone.

Total Equipment

Pr tection
app

asurion Sprint

FIGURE 16.37: Total Equipment Protection App Screenshot

AndroidLost.com

w~— = Source: http://www.androidlost.com

AndroidLost.com is an online service that allows you to find your lost phone. You don’t need to
install the AndroidLost on the phone but you can push the AndroidLost app to your phone from
Google Market and initiate the connection to Google servers by sending an SMS with the
message "Androidlost register" to your phone when its lost to find its location and tracking.
Sound alerts can be enabled even when the phone is in silent mode from your PC. You can
control more than one phone from your account.
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www.AndroidLost.com

FIGURE 16.38: AndroidLost.com Screenshot
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iOS is a mobile operating system developed by Apple. Apple does not license iOS for

installation on non-Apple hardware. The increasing use of Apple devices for many purposes has
grabbed the attention of attackers. Attackers are concentrating on hacking iOS so that they can

gain access to Apple devices at the root level.

TS

(@) Mobile Platform Attack Vectors ‘Lia‘| Hacking BlackBerry
Hacking Android iOS { 7 Mobile Device Management

Hacking iOS

Mobile Security Guidelines and Tools

=
fll—

Hacking Windows Phone OS

N
3

Mobile Pen Testing
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b

B

This section introduces you to the Apple i0S and focuses on

i0S attack vectors such as jailbreaking and types of jailbreaki
to be followed in order to secure devices. 1
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Security News

Apple iOS, Steal Data

White-hat hackers broke into the developer version of iOS 6, meaning Apple's
new iPhone 5 could be vulnerable.

Researchers have broken into an iPhone 4S running the latest version of Apple
i0S, making it possible to exploit the same vulnerability in the iPhone 5.

The white-hat hackers Joost Pol and Daan Keuper showed how they were able to
steal contacts, browsing history, photos and videos to win $30,000 in the mobile
Pwn20wn contest Wednesday at EUSecWest in Amsterdam, IT World reports.
Because the hacked iPhone was running a developer version of i0S 6, it's likely
the same vulnerability could be used to break into an iPhone 5 or the latest iPad
and iPod Touch devices.

Using the malicious code in a website would enable a cybercriminal to bypass the

security mechanisms in Safari to gain access to the phone's data.
o - 5 http:/fwww.computerworid.in
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~irws | Security News

Researchers Hack iPhone Running Latest Apple iOS,
Steal Data

Source: http://www.computerworld.in

White-hat hackers broke into the developer version of iOS 6, meaning Apple's new iPhone 5
could be vulnerable.

Researchers have broken into an iPhone 4S running the latest version of Apple i0OS, making it
possible to exploit the same vulnerability in the iPhone 5.

The white-hat hackers Joost Pol and Daan Keuper showed how they were able to steal contacts,
browsing history, photos and videos to win $30,000 in the mobile Pwn20wn contest
Wednesday at EUSecWest in Amsterdam, IT World reports.

Because the hacked iPhone was running a developer version of iOS 6, it's likely the same
vulnerability could be used to break into an iPhone 5 or the latest iPad and iPod Touch devices.

The WebKit browser exploit took only a few weeks to make, the researchers told IT World.
Using the malicious code in a website would enable a cybercriminal to bypass the security
mechanisms in Safari to gain access to the phone's data.
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WebKit is a layout engine used by browsers to render Web pages. The open source technology
is used in the Safari Web browser in i0OS and in Google's Chrome, which recently became the
default browser for Android.

The Dutch researchers are not the first penetrate the iPhone's defenses through WebKit, said
Chenxi Wang, an analyst for Forrester Research. Hackers typically target WebKit because Apple
does not use a number of standard security practices in using the engine.

Apple has not said why, but it could be related to phone performance and battery life. In
addition, Apple doesn't vet code executed on the browser, like it does apps before allowing
them to be offered to iPhone users.

"This opens doors to remote exploitation," Wang said. "But to [Apple's] credit, we haven't seen
a lot of that going on, which is actually quite impressive."

Wang does not believe the risk of the latest vulnerability is very high. That's because a
cybercriminal would have to find a way to get iPhone users to a compromised site. A hacker
could inject malicious code into a popular Web site, but this would also be difficult.

"It's certainly possible and certainly is a threat, but | don't see it becoming a massively popular
way of attacking iPhone users," he said.

The Dutch researchers held back some of the details of their work, in order to prevent giving
cybercriminals a hacking roadmap to the iPhone.

"Apple will have to come up with an update and then people need to upgrade as fast as
possible," Pol told IT World.

Speed in plugging the hole is key to reducing risk, said Peter Bybee, president and chief
executive of cloud security provider Security On-Demand.

"Whether you're likely to be attacked depends on how long the gap will be between when
Apple fixes the problem and attackers repeat the researcher's success," Bybee said. "Just
because the exploit is shared only with the vendor doesn't mean that it won't get out into the
open market. There was enough detail in how they found the exploit and used it that it could
be replicated by an experienced malware creator."

Other participants in the hacker contest demonstrated breaking into the Samsung Galaxy S3 via
its near field communication (NFC) technology. The researchers from security company MWR
Labs were able to beam an exploit from one Galaxy S3 to another.

Once the malicious app is installed in the receiving phone, a hacker would have full access to
the phone's data, Tyrone Erasmus, a security researcher at MWR told IT World. The app runs in
the background, making it invisible to the phone's user.

The exploit targets vulnerability in the document viewer application that comes as a default app
in the Galaxy S2, S3 and some HTC phones. The flaw enables a hacker to steal text messages,
emails, contact information and other data.

The researchers said the vulnerability, which also exists in the Galaxy S2, could be exploited by
malware sent via email, the MWR team said. The researchers also won $30,000 for the hack.
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Zero Data Initiative by Hewlett-Packard's DVLabs organized the competition. DVLabs will send
details of the hacks to Apple and Samsung, respectively.

Copyright © 2005 - 2009 IDG Media Private Ltd. All rights reserved.
By Antone Gonsalves

http://www.computerworld.in/news/researchers-hack-iphone-running-latest-apple-ios-steal-
data-29822012
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Apple iOS

J i0Sis Apple’s rating system, . The user interface is based on the
which supports concept of direct manipulation, using
iPhone, iPod t multi-touch gestures

Core
Framewaork
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_* Apple iOS

i0S is the Apple mobile's operating system established for its iPhones. It maintains and
sustains other Apple devices such as iPod Touch, iPad, and Apple TV. Using the Mac OS X, the
iOS operating system is fabricated. The user interface is based on the concept of direct
manipulation, using multi-touch gestures. This has many other options and features using
which daily work becomes easy and this can be updated on your iPhone, iPad, or iPod Touch
using Wi-Fi and other wireless networks.

Core
Framework

I

FIGURE 16.39: Apple los Screenshot
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Jailbreaking iOS

Jailbreaking is defined as the process of installing a modified set of kernel patches
that allows users to run third-party applications not signed by the OS vendor h
]

Jailbreaking provides root access to the operating system and permits % .

downloading of third-party applications, themes, extensions on an iOS devices <% 5
& -

Jailbreaking removes sandbox restrictions, which enables malicious apps to access e

restricted mobile resources and information

Jailbreaking, like rooting, also comes with many security
and other risks to your device including

Voids your phone's
v P w ‘ Malware infection
warranty

i

= Poor performance Bricking the device

Copyright © by EG-Goumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

ailbreaking iOS
b W] g

/

= Jailbreaking is a method of getting control of the iOS operating system that is used on
Apple devices. It relaxes the device from the barriers of dependencies on exclusive Apple
source applications and allows the user to use third-party apps unavailable at the official app
store. It is accomplished by installing a modified set of kernel patches that allow you to run
third-party applications not signed by the OS vendor. It is used to add more functionality to
standard Apple gadgets. It can also provide root access to the operating system and permits
download of third-party applications, themes, extensions, etc. This removes sandbox
restrictions, which enables malicious apps to access restricted mobile resources and
information.

Jailbreaking, like rooting, also comes along with many security and other risks to your device
including:

©  Voids your phone's warranty

©  Poor performance

@

Bricking the device

9 Malware infection
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Types of Jailbreaking

Userland Exploit

J A userland jailbreak allows user-level access but

does not allow iboot-level access

iBoot Exploit

J An iboot jailbreak allows user-level access and iboot-
level access

iboot-level access

‘ '\' J Abootrom jailbreak allows user-level access and

Copyright © by EG-Goumeil. All Rights Reserved. Reproduction is Strictly Prohibited.

()

Types of Jailbreaking

When the device starts booting, it loads Apple's own iOS at start, but to get more apps
from third parties, the device must then be broken and have the kernel patched each time it is
turned on. There are three types of jailbreaking methods used:

Userland Exploit: A userland jailbreak allows user-level access but doesn't allow iboot-level
access. This type of exploit cannot be tethered as it cannot have recovery mode loops. These
can be patched by Apple. The userland exploits use a loophole in the system application to gain
control of that application. This exploit can only give control to the filesystem. This type of
exploit can access non-vital code in the application and is user friendly and platform
independent.

iBoot Exploits: An iBoot jailbreak allows file system and iboot level access. This type of exploit
can be semi-tethered if the device has a new bootrom. This is mostly used to reduce low-level
i0S controls. This exploit method takes the help of the hole in iBoot to delink the code signing
appliance and then the customer can download required applications. Using this method users
configure the mobile to accept custom firmware and probably jailbreak more.

Bootrom Exploits: A bootrom jailbreak can break all the low-level authentications such as
providing filesystem, iBoot, and NOR access (custom boot logos). This process finds a hole in
the application to discard the signature checks. It can’t be corrected by Apple. A bootrom
jailbreak allows user-level access and iBoot-level access. These cannot be patched by Apple.
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Jailbreaking Techniques (C|EH

Untethered Jailbreaking

B An untethered jailbreak has the
property that if the user turns the
device off and back on, the device
will start up completely, and the
kernel will be patched without the
help of a computer —in other
words, it will be jailbroken after
each reboot

r=2 Untethered Jailbreaking

‘g el
[ AR

Jailbreaking Techniques

There are two jailbreaking techniques:

Exam 312-50 Certified Ethical Hacker

Cortified | Ethisal  Maches

Tethered Jailbreaking

B With a tethered jailbreak, if the

device startsback up on its own,
it will no longer have a patched
kernel, and it may get stuckin a
partially started state; in order
for it to start completely and
with a patched kernel, it
essentially must be "re-
jailbroken" with a computer
(using the "boot tethered"
feature of a jailbreakingtool)
each time it is turned on

Copyright © by EE-Goumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

“— Untethered jailbreak is a method of rebooting the mobile device without connecting
it to the system every time you boot. If the battery of the device is spoiled, after changing it
boots as wusual. Some jailbreak solutions are greenpoisOn, PwnageTool, limeraln, and

snOwbreeze.

Tethered Jailbreaking

With a tethered jailbreak, if the device starts back up on its own, it will no longer have
a patched kernel, and it may get stuck in a partially started state; in order for it to start
completely and with a patched kernel, it essentially must be "re-jailbroken" with a computer
(using the "boot tethered" feature of a jailbreaking tool) each time it is turned on.
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App Platform for Jailbroken

Devices: Cydia

- Cydiais a software application for iOS that
enables a user to find and install software
packages (including apps, interface
customizations, and system extensions) on a
jailbroken iPhone, iPod Touch, or iPad

e —

_ Itis a graphical front end to Advanced
Packaging Tool (APT) and the dpkg package
management system, which means that the
packages available in Cydia are provided by a
decentralized system of repositories (also
called sources) that list these packages

- J

5L

U Welcome to Cydia™
‘ J by van (saurik)

Eicva sawrik
Festurea N Themes

4 cyntact
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W3 Cydia Store: Products
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Mors Packags Sources

(=}
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= App Platform for Jailbroken Devices: Cydia
o

Source: http://cydia.saurik.com

Cydia is a software application specifically designed for iOS enabled services for devices to
jailbreak that facilitates a user to install software on iPhone, iPod Touch, iPad, etc. It has many
different applications, extensions, themes, features, and customizations. It is a graphical front
end to Advanced Packaging Tool (APT) and the dpkg package management system, which
means that the packages available in Cydia are provided by a decentralized system of
repositories (also called sources) that list these packages.
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Jailbreaking Tools: Redsn0w

and Absinthe

RedsnOw Absinthe
J RedSnOw allows you to jailbreak your iPhone, J Ajailbreak solution for your iPhone, iPod,
iPod Touch, and iPad running a variety of iPad, and AppleTV brought to you by Chronic
firmware versions Dev Team
e redsnOw 0.9.12b1 (- Xa) Chronic-Dev Absinthe - Version 2.0

W reak!
Welcomal ‘THis iy the kst varsion oF red xibiv: ‘elcome to Absinthe DS 5.1.1 untethered jailbreak

Copyright 2007-2012 iPhone Dev-Team. All rights reserved. Not Please make a backup of your device befare using this tool. We don't expect
for commercial use any issues, but we aren't responsible if anything happens.
http://blog.iphone-dev.org iPnone 45 with i0S 5.1.1 (98206) detected, Click the button ta begin.
Jailbreak Jailbreak and install Cydia
JaiIbreak
Extras Everything else.

Chronic-Dev Absinthe © 2011-2012 Chronic-Dev Team
5.1.%x exploits by @pod2g, @planetbeing, and @pimskeks
5.0.x exploits by: @pod2g, @planetbeing, @saurik, @pimskeks,

Connected: iPhone 45 (5.1.1) @p0sixninja, @MuscleNerd, and @xvolks.
Antwork by @IOPK. GUI by Hanéne Samara & @pimskeks.

Cancel Support us (PayPal) http://greenpoisOn.com

http://blog.iphone-dev.org http://greenpoisOn.com
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Jailbreaking Tools: Redsn0w and Absinthe
. ) Redsn0w

S’

Source: http://blog.iphone-dev.org

RedSnOw allows you to jailbreak your iPhone, iPod Touch, and iPad running a variety of
firmware versions. This is developed by the iPhone Dev Team. It supports Windows and Mac OS
X operating systems to jailbreak iOS devices, both tethered and untethered.

A redsnOs bl

edsnOw 0.9.12b1

Welcome! This is the latest version of redsnOw

Copyright 2007-2012 iPhone Dev-Team. All rights reserved. Not
for commercial use

I S0 o |
Jailbreak Jailbreak and install Cydia.
Extras Everything else

Connected: iPhone 45 (5.1.1)

Cance

FIGURE 16.41: RedsnOw Screenshot
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@ Absinthe
—_—

Source: http://gree

Absinthe is a jailbreak solut Apple mobile ¢ :
Touch, and Apple oroug hronic Dev
untethered jailbreak toolk

800 Chronic-Dev Absinthe - Version 2.0

Welcome to Absinthe i0S 5.1.1 untethered jailbreak!

Please make a backup of your device before using this tool. We don't expect
any issues, but we aren't responsible if anything happens.

iPhone 45 with iOS 5.1.1 (98206) detected. Click the button to begin.

Jailbreak

Chronic-Dev Absinthe © 2011-2012 Chronic-Dev Team.
5.1.x exploits by @pod2g. @planetbeing, and @pimskeks
5.0.x exploits by: @pod2g. @planetbeing, @saurik, @pimskeks,
@p0sixninja, @MuscleNerd, and @xvolks.
Artwork by @IOPK. CUI by Hanéne Samara & @pimskeks.

Support us (PayPal) hitp: / /greenpoisOn.com/

FIGURE 16.42: Absinthe Sc
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Tethered Jailbreaking of iOS 6 clEH

Using RedSn0w e s

Step 1: Download RedSnOw and open it (also available in CEH Tools DVD)

Step 2: Place your i0S device into DFU mode by holding Home and Power for 10 seconds,
and releasing Power while still holding Home for an additional 10 seconds

Step 3: Click Jailbreak

Step 4: Select Install Cydia for “Please select your options” prompt and click Next

Step 5: Wait for approximately 5 minutes until the jailbreaking process is complete and you are
redirected to the Home screen

Step 6: Put your device back into DFU mode

Step 7: Go back to the main page of RedSnOw, and select Extras = Just boot

Step 8: You will see Cydia on your Home screen once your device boots back up

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

" | Tethered Jailbreaking of iOS 6 Using RedSn0w

As mentioned previously, RedsnOw can be used for both tethered and untethered
jailbreaking. Let’s discuss the process or steps involved in tethered jailbreaking of iOS 6 using
RedSnOw:

Step 1: Download RedSnOw and open it (also available in CEH Tools DVD).

Step 2: Place your iOS device into DFU mode by holding Home and Power for 10 seconds, and
releasing Power while still holding Home for an additional 10 seconds.

Step 3: Click Jailbreak.

Step 4: Select Install Cydia under the Please select your options prompt and click Next.

Step 5: Wait for approximately 5 minutes until the jailbreaking process is complete and you are
redirected to the Home screen.

Step 6: Put your device back into DFU mode.

Step 7: Go back to the main page of RedSnOw, and select Extras = Just boot.

Step 8: You will see Cydia on your Home screen once your device boots back up.
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Jailbreaking Tools: SnOwbreeze

and PwnageTool

P | UL-—:J-. =2

{ e .

Select any of the following options, then click the arrow to continue —
e P —
Geseral | ¥ Unlocks
— — ) iPod Touch™ iPad™,
| 16, 4G AppleTV™2G

W Ltles | Qo o
oo o] W g 1960

Pw"ageTOO' ]

S—

Copyright © by EG-Goumeil. All Rights Reserved. Reproduction is Strictly Prohibited.

Jailbreaking Tools: Sn0wbreeze and PwnageTool

@9_; SnOwbreeze

SnOwBreeze is a jailbreaking tool for Windows OS to create a custom Pre-Jailbroken
iOS firmware file that must be restored to your iPhone, iPod Touch, or iPad for it to become
jailbroken. It allows iPhone unlockers to update to the latest firmware without updating their
baseband in the process. This gives you full control over your jailbreak, allowing you to
customize advanced options such as your root partition size.
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FIGURE 16.43: SnOwbreeze Screenshot

PwnageTool

= Pwnage is a jailbreaking tool that allows you to unlock and create a custom IPSW,
thus allowing you to update your firmware while still preserving the baseband for unlocking.
Even if your baseband isn’t unlockable, you may want to preserve your baseband in case a
future unlock is found. This tool is compatible with Mac OS.

et A 0 144
! [ .
| —
I WPod Touch™ iPad™
3G, 4G AppleTV™ 26

FIGURE 16.44: PwnageTool Screenshot
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Jailbreaking Tools: LimeRaln

and Jailbreakme

Jailbreakme

JailbreakMe is the easiest way o free your device Experience i08 as it could be
fully customezable, themeable, and with every tweak you could possibly imagine

Safe and completely reversible (ust restore in iTunes), jailbreaking gives you
control over the device you own_ it only takes a minute or fwo, and as always, if's LimeRaln
completely free

Please make an iTunes backup bé

T Aopin, Moc, Phons, Fad News  ObsmaPacman. com

More Information

Tell a Friend

Cydia

This jailbreak was brought to vou B
Freeman (saurik), M. sNerd, any
Donate? limerain, & months in the making
| iPhone 3GS, iPod Touch 3G, iPud, iPhone 4, iPod Touch 4G
Come back on your iPhone, iPad, or iPod 4041 and
touch to use JailbreakMe — or use a different Legal limeruln is unpatchuble
- N untethered thanks o jailbreakme star comex
jailbreak on your computer
3GS new bootrom is broken, fix pending

released today o et chroniedey to do the right ting
beonght o you by geohot
g”_;- ()
'
! L]
some peaple need to restart io get the Cydia icon in show up sfter mstalling
'\ some people still don't hive windows
| J) m betn iOS versions wren't supported
uninsall in kmeraln app doesn't work, you can just delete the blackral n.app directory. | need regression iesting

http://www.limeraln.com

M wnd Linux coming soon
1 follow the instructions I the box, sadly Imeraln lsn't one click
h ttp .-//www.jaﬁbreakme. com that's the price of unpatchability
15 ustal, donstions appreciated but not equired
wdon my mgged edges
supported, but theses no apps yet
tures of my face

u
AppleTV s tec

known bugs
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Jailbreaking Tools: LimeRaln and Jailbreakme

() » LimeRaln

Source: http://www.limeraln.com

LimeRaln is a jailbreaking tool invented by a GeoHot (professional hacker) to halt Chronic Dev
from releasing a bootrom exploit called SHAtter. One of the features of this tool enables you to

switch between jailbreaking methods and it supports the Windows and Mac OS X operating
systems.

FIGURE 16.45: LimeRaln Screenshot
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@ Jailbreakme
Source: http://wwwjailbreakme.com
JailbreakMe |s a tool that all 0 jailbreak yo
online services. ed to p ak for the iPad 2 1

JailbreakMe

Jusbreakhe 15 he sasiest way 10 free your dewce Expenence 105 as it could be.
Aty CUSIOmIzabie Temeatis and wih every weak you could POSSIDN iIMagine

Safe and Compietely feversbie (st reston in (Tures) Jibieaing grees you
‘control oves The dewce you own | oy 1akes & Minue of Wo, and as always, if's
compestedy e
7
More information »
AT——..
Tell 2 Friend ?
cvdi. Thes pibreak was brought 10 you by comex. with the help of Grant Paul (chpwn), Jay
Jay Freeman (saurik) Freeman (saurik) MuscieMerd and many ohers Piease don’t use s for pracy
Jailbreak by comex Donate?
Come back on your iPhone, iPad, or Pod
touch 10 use Jaiibreakide — of use 4 different | Legal ’

Jaitbresk on youl computer

FIGURE 16.46: Jailbreakme Screensho
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Jailbreaking Tools: Blackraln
and Spirit

Blackrain Spirit

“The calm before the Spirit storm.”

(2]
Spirit
‘ ailbreak |
Please connect device.
iPad.iPhone.iPod touch
blackrain by gechot
http://blackraln.com http://spiritjb.com
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Jailbreaking Tools: Blackraln and Spirit
7 Blackraln

Source: http://blackraln.com

Blackraln is a jailbreaking tool that allows you to jailbreak devices such as an iPhone, iPod, or
iPad on firmwares. This can work on all devices without having to make adjustments in
advance in the software. It works on both Windows and Mac OS. It is designed by Geohot.

Unpacking Cydia

FIGURE 16.47: Blackraln Screenshot
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! Y Spirit

Source: http://spi

Spirit is a jailbreaking toa

jailbreak the il
unlock.
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Guidelines for Securing iOS

Devices

Use passcode lock Use iOS devices on a Do not access web Deploy only trusted
feature for locking secured and protected services on a third-party applications
iPhone Wi-Fi network compromised network on i0S devices

[} [ 1] []

1 1 1 1

1 1 1 1

. ° . °

H H * 1

® o . .
Disable Javascript Do not store sensitive Do not open links or Change default password
and add-ons from data on client-side attachments from of iPhone's root
web browser database unknown sources password from alpine
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‘f} Guidelines for Securing iOS Devices

Guidelines for security iOS determine the course of action that helps in enhancing the
security of iOS devices. These guidelines are not mandatory to apply, but help in protecting iOS
devices from being attacked. The following are a few guidelines for security iOS:

© Use passcode lock feature for locking iPhone

© Disable JavaScript and add-ons from web browsers

© Use iOS devices on a secured and protected Wi-Fi network
© Do not store sensitive data on a client-side database

© Do not access web services on a compromised network

© Do not open links or attachments from unknown sources
©  Deploy only trusted third-party applications on iOS devices

© Change default password of iPhone's root password from Alpine
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Guidelines for Securing iOS C EH
Devices (Conta) At bl

Do not jailbreak or root your device if used within enterprise environments

Configure Find My iPhone and utilize it to wipe a lost or stolen device

Enable Jailbreak detection and also protect access to iTunes ApplelD and
Google accounts, which are tied to sensitive data

Disable iCloud services so that sensitive enterprise data is not backed up to
the cloud (Note that cloud services can back up documents, account
information, settings, and messages)

Along with this follow the common security guidelines for all the mobile
devices outlined in the later slides
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Guidelines for Securing iOS Devices (Cont’d)

Guidelines that are to be followed by every user in order to secure iOS devices against
attacks include:

© Do not jailbreak or root your device if used within enterprise environments
© Configure Find My iPhone and utilize it to wipe a lost or stolen device

© Enable Jailbreak detection and also protect access to iTunes ApplelD and Google
accounts, which are tied to sensitive data

© Disable iCloud services so that sensitive enterprise data is not backed up to the cloud
(note that cloud services can back up documents, account information, settings and
messages)

@

Along with this follow the common security guidelines for all the mobile devices
outlined in the later slides
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i0S Device Tracking Tools

11:02 AM

@ iLocalis

Change Package Settings

i

]

Info

& Author

Package Details

o]

€9 Section
Contact poetc i
Find My iPhone iHound GadgetTrak iOS Security iLocalis
https://itunes.apple.com https://www.ihoundsoftware.com  http://www.gadgettrak.com http://ilocalis.com

4 ~l
NI 7
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105 Device Tracking Tools
-

Find My iPhone

— Source: https://itunes.apple.com

Find My iPhone iOS Device Tracking Tool allows you to track a lost or misplaced mobile, iPhone,
iPad, iPod touch, or Mac. This allows you to use another iOS device to find it and protect your
data. To use this, you need to install the app on another iOS device, open it, and sign in with
your Apple ID. It helps you locate your missing device on a map, play a sound, and even display
a message, remotely.
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Dece Info =)
®
r’ '4 y
Located 1 minute ago o
&
52}

FIGURE 16.49: Find My iPhone Screenshot

» 7 iHound

Source: https://www.ihoundsoftware.com

iHound is a iOS device tracking tool that allows you to track your device by simply turning on
iHound; minimize it and let it run. You can even delete it from the fast app switching bar. It can
still locate your phone anytime, anywhere.

FIGURE 16.50: Find My iPhone Screenshot

7

»

.. GadgetTrak iOS Security

-

>

=
e

Wil

Source: http://www.gadgettrak.com

GadgetTrak iOS Security is an i0S device tracking tool that allows you to recover your iPhone,
iPad, or iPod touch by using the ability to track your device by using GPS, Wi-Fi positioning, and
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cell tower triangulation to pinpoint location. Using the built-in cameras, you can collect crucial
evidence to help catch the thief. When tracking occurs, you'll receive an email with detailed
information about its current location. Once tracking is activated the software settings cannot
be modified unless deactivated. When tracking data is being transmitted from your device, a
secure SSL connection is used. Only you can access your location reports and camera. All
images, network information, and location data are sent directly to you from your device.

FIGURE 16.51: GadgetTrak iOS Security Screenshot

; 15 iLocalis

Source: http://ilocalis.com

iLocalis i0S device tracking tool allows you to control your iPhone from your computer
connected to the Internet. If your iPhone has been stolen you can find it with the track feature
or even make a remote call or SMS to see the new number if the SIM has been changed. It has
many features such as location tracking and sharing location with others, remote iPhone
control, and SMS commands with backup and remote wipe of data. It has alert zone, push
support, and remote audio recording with iPhone lock.

11:02 AM 100% =

—
- iLocalis
: 1.1-6

Change Package Settings

a Author

Package Details

ID com.ilocalis frontend
.9 Section Utiiities
Contact poetic_folly

‘-i Sionaor M:r_:MI com

FIGURE 16.52: iLocalis Screenshot
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Mobile Platform
Attack Vectors

(M)

y
D Hacking

Android OS
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Hacking
BlackBerry

D

Mobile Device
Management
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5
Hacking Windows
Phone 0S

Hacking
ios
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Mobile
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;7 Module Flow

So far, we have discussed how to hack iOS. Now we will discuss hacking the Windows
Phone OS. Similar to Apple's iOS, Windows Phone OS is another operating system intended for

mobile devices.

(@) Mobile Platform Attack Vectors

Hacking BlackBerry

Mobile Device Management

Mobile Security Guidelines and Tools

Mobile Pen Testing

This section introduces you to Windows Phone 8 and its architecture and secure boot process.
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Windows Phone 8

Trusted shared Windows core
and improved support for
removable storage

It allows devices with larger
screens and multi-core 1
processors up to 64

Features improved app sandboxing
and VolP and video chat integration 1 0
for any VoIP or video chat app

United Extensible Firmware Interface
(UEFI) secure boot protocol and Firmware
over the air for Windows Phone updates

Native 128-bit Bitlocker encryption and remote device
management of Windows Phone

Core components from Windows 8,
including kernel, file system, drivers,
3 network stack, security components,
media and graphics support

Internet Explorer 10, Nokia map
technology and background
multitasking

Supports Near field communication
(NFC), including payment and
content sharing with Windows
Phone 8 and Windows 8 machines

Supports native code (C and C++),
simplified porting from platforms such
as Android, Symbian, and i0S

Carrier control and branding of "wallet” element is
possible via SIM or phone hardware
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Windows Phone 8

Windows Phone 8 is the second generation operating system developed by Microsoft
for Windows Phone. A few important points about Windows Phone 8 are as follows:

It allows devices with larger screens and multi-core processors up to 64 cores.

Trusted shared Windows core and improved support for removable storage.

Core components from Windows 8, including kernel, file system, drivers, network stack,
security components, media and graphics support.

Internet Explorer 10, Nokia map technology, and background multitasking.

Supports Near field communication (NFC), including payment and content sharing with
Windows Phone 8 and Windows 8 machines.

Supports native code (C and C++), simplified porting from platforms such as Android,

Symbian, and iOS.

Carrier control and branding of "wallet" element is possible via SIM or phone hardware.

Native 128-bit Bitlocker encryption and remote device management of Windows Phone.

United Extensible Firmware Interface (UEFI) secure boot protocol and Firmware over

the air for Windows Phone updates.
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9 Features improved app sandboxing and VolP and
video chat app.
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Windows Phone 8 Architecture CIEH

Cortified | Ethisal  Maches

Windows Phone - Windows 8 Native API Differences
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Touch Igr"r_e Keyboard and Nmn XboxLive TextCom- Speech el Wallpapers.
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(WinRT) ! (WinRT)

CoreApplication (WinRT)

i Networ- DataSaver/ Storage
m{:?x XAudio2 EM::_:: king Connection Sensors (WinRT Location Bluetooth Proximity Camera Contacts
[CO‘MI (com) CSM} (WinRT Manager (WinRT) and (WinRT) (WinRT) (WinRT) (WinRT) (WinRT)
( and cOM)  (WinRT) Win32)

Base
CRT(C/C++), Threading (WinRT), MoCOM (WinRT), Base Types/Windows.Foundation (WinRT)
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Windows Phone 8 Architecture

a 3
Windows Phone - Windows 8 Native API Differences
Launchers sip/
Touch Ig"“;." Keyboard and pum:“ Xbox Live TextCom- Speech S L L Wallpapers
[WInRT) Y (WInRT) Choosers . (WInRT) position (WInRT) e [WinRT)
[WInRT) IWInkT) {WinRT) [WinkT) (WInRT)
CoreApplication (WinRT)
5 N - werf st
D'l':cltx XAudioZ ?ed'a T:i‘::r cormection | || Semsors || || (wnkt || | Location || || Buetocth | [ Prasimity | || Camera || | Contacts
- (com) nzine (WinRT Manager | (WinRT) and (WinRT) (WinRT) | (WinRT) [WinRT)  [WinRT)
B (Com) and COM) (WinRT) Win32)
Base
CRT(C/C#++), Threading (WinRT), MoCOM (WinRT), Base Types/Windows.Foundation (WinRT)
. vy
FIGURE 16.53: Windows Phone 8 Architecture
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Secure Boot Process

Power On

Windows
Phone 8

Firmware Windows 0S Boot
Boor NI IS EMUEE —- B hore Boct TH
Loaders PP Manager

Windows
Phone 8

System-on-chip Update
(SoC) vendors Boot to 0S Boot

Flashing
OEM Mode

MSFT
TechEd

http:/fwww.uefi.org
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ofill| Secure Boot Process

Source: http://www.uefi.org

The goal of the SafeBoot feature of Windows Phone 8 is to design a SafeBoot process to
achieve safe launching of the OS to guarantee only trusted components get loaded. The
background of the information system incorporated here is each device gets a distinct key
embedded into a chip, along with common keys from Microsoft and the OEM and then the fuse
is soldered on the chip.

When you first switch on the power the firmware starts a Unified Extensible Firmware
Interface (UEFI) background that validates the hash of these keys compared to the signatures
on the initial boot loaders to confirm the operating environment. In this stage the signatures
are compared on the Windows Phone boot manager to permit the genuine and trusted
applications to start.

Microsoft needs their own binaries along with OEM binaries and they should also have a digital
signature signed by Microsoft, which is used to shield the application and the boot system from
malware. No one can access all the keys that are required to start the system run, and it is not
possible to build convenient ROMs and the signatures as they may differ from the original
sighatures.
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Microsoft has reduced the OS footprints. All the applications should be run on the same
sandbox as third-party marketplace apps, which in turn extend the customization of OEM
drivers. If any attacker tries to mitigate the application with malware it can only access the
content inside that sandbox, preventing malware from gaining access to the lower system level

of the device.

Power On

©

Windows
Phone 8
Firmware OEM UEFI Windows 0S Boot
Boot mmmmmnnn Ap "uﬂom th.m e
Loaders P Manager
Windows
Phone 8
System-on-chip Update
(SaC) vendors 0S5 Boot
OEM
MSFT
TechEd
FIGURE 16.54: Secure Boot Process
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=

Guidelines for Securing
Windows OS Devices

o Windows Phone Countermeasures

2~ Download apps only from trusted sources like Zune Marketplace
_"”" Keep your phone updated with WP8security updates
“ Make sure to clear all your browsing history from Internet Explorer

Use Zune desktop software to backup your device data

, Try to avoid accessing password protected websites in your windows
phone while you are in unsecured Wi-Fi networks

" Setup passwords for WP8 lock screen

Protect your WP8 SIM (Subscriber Identity Module) with a PIN (personal
identification number)
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Guidelines for Securing Windows OS Devices

Guidelines for securing Windows OS devices are the actions to be taken or settings to
be changed that are not mandatory but enhance security if applied. The following are

a few guidelines that help in securing Windows OS devices:

9 Download apps only from trusted sources like Zune Marketplace

2 Keep your phone updated with WP8 security updates

© Make sure to clear all your browsing history from Internet Explorer

© Use Zune desktop software to backup your device data

©  Try to avoid accessing password protected websites in your windows phone while you
are in unsecured Wi-Fi networks

©  Setup passwords for WP8 lock screen

© Protect your WP8 SIM (Subscriber Identity Module) with a PIN (personal identification
number)
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BlackBerry is a brand of wireless handheld devices and service developed by Research

In Motion (RIM). Attackers are also concentrating on BlackBerry devices.

T
7 ~

('@} Mobile Platform Attack Vectors

%;1: |

Hacking BlackBerry

Hacking Android iOS

7 Mobile Device Management

Hacking iOS

Mobile Security Guidelines and Tools

=y
[ —

>

Hacking Windows Phone OS

Mobile Pen Testing

This section introduces you to the BlackBerry operating system, BlackBerry enterprise solution
architecture, and attack vectors. It also covers guidelines for securing BlackBerry devices.
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BlackBerry Operating System

BlackBerry OS is a proprietary mobile operating system developed
REMcHE Y by Research In Motion (RIM) for its BlackBerry line of smartphones
[+ 1] )
and handheld devices

Itincludes a Java-based third-party application framework that
Java Based implements J2ZME Mobile Information Device Profile v2 (MIDP2)and
Application Connected Limited Device Configuration (CLDC), as well as a number
of RIM specific APls

BlackBerry Features

Native support BlackBerry BlackBerry BlackBerry BlackBerry
for corporate Enterprise Messenger Internet email client
email Server Service
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m M BlackBerry Operating System

BlackBerry OS is a proprietary mobile operating system developed by Research In
Motion (RIM) for its BlackBerry line of smartphones and handheld devices. It includes a Java-
based third-party application framework that implements J2ME Mobile Information Device
Profile v2 (MIDP2) and Connected Limited Device Configuration (CLDC), as well as a number of
RIM specific APIs.

Some of the features of BlackBerry include:
© Native support for corporate email
© BlackBerry Enterprise Server
© BlackBerry Messenger
© BlackBerry Internet Service

©  BlackBerry email client
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BlackBerry Enterprise Solution

Architecture
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BlackBerry Enterprise Solution Architecture

— Blackberry Enterprise Solution allows mobile users to wirelessly access their
organization emails and other business-critical applications safely and securely. BlackBerry
Enterprise Solution Architecture is comprised of six vital elements. They are BlackBerry®
Enterprise Server, BlackBerry® Mobile Data System, BlackBerry Smartphones, Devices with

BlackBerry® Connect™ software, BlackBerry® Alliance Program, and BlackBerry Solution
Services.

The enterprise server, together with enterprise messaging and collaboration systems, provides
email access to mobile users, enterprise instant messaging, and personal information
management tools. Poorly configured firewalls increase the risk of attacks. The Web, Database,
and Application Server contain vulnerabilities. If the attacker detects those vulnerabilities, then
he or she can easily carry out an attack and take control over the entire server.
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FIGURE 16.55: BlackBerry Enterprise Solution Architecture
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Blackberry Attack Vectors
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BlackBerry Attack Vectors

t“": BlackBerry is prone to many attacks since there are many new tools and methods
available for finding potential vulnerabilities present on BlackBerry devices. Attack vectors such
as luring and attracting users to download malicious software on their mobiles, finding website
vulnerabilities using tools, etc. are the few techniques used by an attacker for carrying out
attacks on BlackBerry devices. Apart from these techniques there are many more attack
vectors that allow attackers to launch attacks on BlackBerrys that include:

© Malicious Code Signing

Memory and Processes Manipulations
Email Exploits

TCP/IP Connections Vulnerabilities
Blackberry Malwares

JAD File Exploits

Short Message Service (SMS) Exploits
PIM Data Attacks

Telephony Attacks

e @ @ ®@ @ © @ @
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Malicious Code Signing
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i IMIalicious Code Signing

BlackBerry applications must be sighed by RIM to get full access to the operating
system APIs. If a required signature is missing or the application is altered after signing, the JVM
will either refuse/restrict the APl access to the application or will fail at run-time with an error
message. Attackers can obtain code-signing keys anonymously using prepaid credit cards and
false details, sign a malicious application, and publish it on the BlackBerry app world. Attackers
can also compromise a developer’s system to steal code-signing keys and passwords to decrypt
the encrypted keys.

A pictorial representation of malicious code signing follows:
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FIGURE 16.56: Malicious Code Signing Screenshot
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JAD File Exploits and Memory/

Processes Manipulations

JAD File Exploits

.Jjad (Java Application Descriptors) files include the attributes of a java application,

such as app description, vendor details and size, and provides the URL where the
e ) application can be downloaded

Itis used as a standard way to provide Over The Air (OTA) installation of java
applications on J2ME mobile devices

Attackers can use specially crafted .jad file with spoofed information and trick user
to install malicious apps

R EEEEEEEEEREE

Memory/Processes Manipulations

i
[1,

{’ \ Attackers can create malicious applications by creating an infinite loop, with a
break condition in the middle that will always be false to bypass compiler &h .)..r
- verification e
It will cause a denial-of-service (DoS) attack when the malicious application is —
run rendering the device unresponsive
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AD File Exploi d Memory/ P Manipulati
JAD File Exploits

JAD (Java Application Descriptors) files include the attributes of a Java application,
such as app description and vendor details and size, and provides the URL where the
application can be downloaded. It is used as a standard way to provide Over The Air (OTA)
installation of Java applications on J2ME mobile devices. Attackers can use specially crafted .jad
files with spoofed information and trick users into installing malicious apps.

—

Memory/Processes Manipulations

Attackers can create malicious applications by creating an infinite loop, with a break
condition in the middle that will always be false to bypass compiler verification. It will cause a
denial-of-service (DoS) attack when the malicious application is run, rendering the device
unresponsive.
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Exploits

Premium Rate Scam User downloads and
runs the malicious App

App sends premium rate

messages in the background Allow Network

( caal (TP E =] z ....................... % ¥ e elprp |snu‘l5|gned> Connection?
A=
_e ....................... > % «Granne=nnn SRR .e
| User receives ‘\;:/}) ] User agrees No
Premium Rate Service Provider huge bill
Service
SMS Interception User quits the game, but App  User download and run

runs silently in the background the malicious App

If App is not signed Allow Network
'e""""””””""'"') Connection?

( .......................

User agrees - No

App sends a notification SMS
and forwards all incoming messages

Attacker = User

SMS Backdoor User download and run

the malicious App
o

Attacker
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Short Message Service (SMS) Exploits

If App is not signed Allow Network
"9""""""""""'"':’ Connection?
Grossssnsaninansnansnas

User agrees - No

................................................. e

App sends all incoming messages
and sensitive data

Premium Rate Scam

— Regular PC users are more likely to be targeted by premium rate "dialers,”
applications that connect a user’s modem to a premium rate telephone number, which results
in more service provider bills than expected. The same mechanism is enforced in BlackBerry but
doesn't use premium rate SMSes.

The working of the application is illustrated in the figure that follows:

User download and run

the malicious App
App sends premium rate

in the ba d
3 . P R chapo If App Is not signed Allow N/W
A  JITLTTITITTII TS, =" TEETxsansssssssnnininnans o‘-. %+ | 9) Connection?
1 - Y v S T e
| g 9 T >,_ -;i} User agrees 0 No
Premium Rate Service Provider huge bill User —_—
Service

FIGURE 16.57: Short Message Service (SMS) Exploits

' SMS interception

Sending and receiving of messages can be done easily by the unsigned application. The
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messages from a compromised BlackBerry can be sent and received by third parties easily
using a malicious application.

The malicious application works as shown here:

User quits the game, but App User download and run
runs silently in the background the malicious App

@ 0 0 f App I pot e N CAIIow h{[W:
% ¥ .. & 2 ZCTLLCERTECRTTETLTILED onnection?
rrrenrrenrer e v ans s sa s an s s s snan s nas 9 “r ; t
. App sends a notification SMS SN off e vomous ves tFORLERARNE 9
and forwards all incoming messages G /i) 1 User agrees - No

Attacker User

FIGURE 16.58: SMS interception

SMS Backdoor

—

SMS is basically used as a command and control channel by the signed malicious
application for a backdoor. This malicious application has the ability to send and receive
messages, steal or alter confidential or personal data, and open TCP/IP connections. The
incoming SMS messages are monitored thoroughly for finding out keywords or for important

phone numbers. These message are interpreted by the attacker as commands for carrying out
certain malicious activities.

User download and run
the malicious App

a Attacker opens TCP/IP connections o 1 Aoy I8 ot signed Allow N/W
I o emmm————1 o P 4. | 9 2  Connection?

R T 5. \ gl A

e and sensitive data — hser
FIGURE 16.59: SMS Backdoor
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Email Exploits

.cod file installs itself
as a start-up process
with no icon

Sends an
email toa From: <mary@company.com>

BlackBerry user To: "Bob Brickhaus" <bb@company.com>
9 """"""""""" Subject: CoolGame ~ CrreTromanenemmmmmseens

— Hey, check out this cool new game! Prompts to
ttp:/ fwww yboy.com/game jad download and
Attacker install the .cod file
- Hosts malicious .cod application file e
- on a web server: http://www. -

. juggyboy.com/game.cod along with 3 p’ 5 .

: matching .jad file: t_ ! t_ ¢ .

s http://www. juggyboy.com/ (\" 0 :

: game.jad y :
(= A8 @ ', P
= fi' &u] .cod file enumerates
=

the contact list, and
'ﬂ t__ ﬂ forwards the email to

_ everyone on the list
(Bog| > “»

Web Server Users Contact List

dudud
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<> Email Exploits

In BlackBerry mobile, all the email is sent, received, and read through the
net.rim.blackberry.api.mail package and this package can be used only on signed applications.
BlackBerry attachment service supports only files with extensions such as .doc, .pdf, .txt, .wpd,
Xls, and .ppt, but it can send any kind of file via email. An attachment with file type .cod is not
supported by BlackBerry.
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Sends an
emailto a

9 BlackBerry user

Attacker
- Hosts malicious .cod application file
: on a Web server: http:/fwww.
: juggyboy.com/game.cod along with
: matching .jad file:

: http://www. juggyboy.com/
: game.jad

n

3
- |
3

'_nnnj

[

Web Server
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e Prompts to
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.cod file installs itself
as a start-up process
with no icon

o
a0

install the .cod file User

EETTTTCTTTTTTT TP I I eTS

» 80|
2% 89

(> &4 .cod file enumerates

- a the contact list, nr!d
B 2 ———

Users Contact List

FIGURE 16.60: Email Exploits
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PIM Data Attacks and TCP/IP

Connections Vulnerabilities

TCP/IP Connections

PIM Data Attacks Vulnerabilities

J Personal Information Management (PIM) datain J If the device firewall is off, signed apps can open

the PIM database of a BlackBerry device includes TCP connections without the user being
address books, calendars, tasks, and memopads prompted
information J Malicious apps installed on the device can

J Attackers can create malicious signed application create a reverse connection with the attacker

that read all the PIM data and send it to an
attacker using different transport mechanisms

The malicious applications can also delete or

enabling him to utilize the infected device as a
TCP proxy and gain access to organization’s
internal resources

modify the PIM data J Attackers can also exploit the reverse TCP
connection for backdoors and perform various
malicious information gathering attacks

Ll
[ 5r l_"f-] .
[ Josr (.QJ
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PIM Data Attacks and TCP/IP Connections
L Vulnerabilities

—— " PIM Data Attacks

Personal Information Management (PIM) data in the PIM database of a BlackBerry device
includes address books, calendars, tasks, and memopads information. Attackers can create
malicious signed applications that read all the PIM data and send it to an attacker using the
different transport mechanisms. The malicious applications can also delete or modify the PIM
data.

TCP/IP Connections Vulnerabilities

If the device firewall is off, sighed apps can open TCP connections without the user being
prompted. Malicious apps installed on the device can create a reverse connection with the
attacker enabling him or her to utilize infected device as a TCP proxy and gaining access to
organization’s internal resources. Attackers can also exploit the reverse TCP connection for
backdoors and perform various malicious information gathering attacks.
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Blackberry Spyware: FinSpy Mobile

It provides the remote user with:

Name: ric_channel_mode_updater

Version: 4.1

Vendor: TellCOM Systems LTD B

Size: 139.0kB = Recording of common communications like Voice

Description:
Commaon Communication Update DSCH/
USCH V32

B Set application permissions.
Cancel

Calls, SMS/MMS and Emails

O
~ Live Surveillance through Silent Calls

< File Download (Contacts, Calendar, Pictures, Files)

-~ Country Tracing of Target (GPS and Cell ID)

< Full Recording of all BlackBerry Messenger
communications

- Covert Communications with Headquarters

XZXLXX
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- .7, Blackberry Spyware: FinSpy Mobile
= » FinSpy Mobile provides the remote user with:
© Recording of common communications such as voice calls, SMS/MMS, and emails
© Live surveillance through silent calls
© File download (contacts, calendar, pictures, files)
© Country tracing of target (GPS and cell ID)
©  Full recording of all BlackBerry Messenger communications
© Covert communications with headquarters
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Guidelines for Securing

BlackBerry Devices

Use content protection feature for protecting data on the BlackBerry
Enterprise Network

Use password encryption for protecting files on BlackBerry devices

Use BlackBerry Protect or other security apps for securing confidential
data

Enable SD-card/Media card encryption for protecting data

Enterprises should follow a security policy for managing BlackBerry
devices

Maintain a monitoring mechanism for the network infrastructure on
BlackBerry Enterprise Networks

Disable unnecessary applications from BlackBerry Enterprise Networks

Provide training on security awareness and attacks on handheld devices
on BlackBerry Enterprise Networks

Copyright © by EG-Goumcil. All Rights Reserved. Reproduction is Strictly Prohibited.

-~ Guidelines for Securing BlackBerry Devices

Every user must follow guidelines to protect their BlackBerry devices against various
attacks:

© Use content protection feature for protecting data on BlackBerry Enterprise Network
© Use password encryption for protecting files on BlackBerry devices

© Use BlackBerry Protect or other security apps for securing confidential data

© Enable SD-card/media card encryption for protecting data

© Enterprises should follow a security policy for managing BlackBerry devices

© Maintain a monitoring mechanism for network infrastructure on BlackBerry Enterprise
Network

© Disable unnecessary applications from BlackBerry Enterprise Network

©  Provide training on security awareness and attacks on handheld devices on BlackBerry
Enterprise Network
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Module Flow

|2

Mobile Platform D Hacking

Hacking Hacking Windows

Attack Vectors Android OS i0S Phone 0S
“- |
-
= oAt i
| — —
Hacking Mobile Device Mobile
BlackBerry Management Pen Testing
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Module Flow

T— 5o far, we have discussed various mobile platform attack vectors, how to hack
Android 0OS, i0S, Windows Phone OS, and BlackBerry. Now, we will discuss Mobile Device
Management (MDM), software that secures, monitors, manages, and supports mobile devices.

(@) Mobile Platform Attack Vectors "*éfl Hacking BlackBerry
Hacking Android iOS [ 7 Mobile Device Management

El Hacking iOS ﬁ Mobile Security Guidelines and Tools
f \Ll . .
. Hacking Windows Phone OS N Mobile Pen Testing
=2 >/
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This section introduces you to MDM and its logical arc
solutions. '
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Mobile Device Management (IVIDM)

J Mobile Device Management (MDM) provides
platforms for over-the-air or wired distribution of
applications, data and configuration settings for all
types of mobile devices, including mobile phones,
smartphones, tablet computers, etc.

J Ithelps system administrators to deploy and
manage software applications across all
enterprise mobile devices to secure, monitor,
manage, and supports mobile devices

J Itcan be used to manage both company-owned

4 MDM helps in implementing enterprise-wide policies i
and employee-owned (BYOD) devices across the

to reduce support costs, business discontinuity, and

security risks enterprise
= 5
Windows e

BlackBerry 1

- - I Ao, L\ — | File Directories and
- (S ] l : A .
ol y, Firewall System Databases
# AT (U )
h hH - £E = .
SmartPhone  Symbian0S  : . — [F X
Y - Wireless Internet
f 1= I— ———— S
B DMZ Administrative MDM
|I oo Console Server
¥

Tablet PC iPhone
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f’ / Mobile Device Management (MDM)

Mobile Device Management software is a vital component that monitors, safeguards,
manages, and supports different types of mobile devices and tablets including iPhone, iPad,
Android, and BlackBerry, along with the applications that run on them. It monitors all mobile
devices with different operating system such as Android, Windows, and Symbian mobile.
Mobile Device Management (MDM) provides platforms for over-the-air or wired distribution
of applications, data, and configuration settings for all types of mobile devices along with
mobile phones, smartphones, tablet computers, etc. With the help of MDM, enterprise-wire
policies can be implemented easily to reduce support costs, time, and business and security
threats. All the company-owned, consumer-owned, as well as the employee-owned (BYOD)
devices across the enterprise can be easily managed with the help of it. The MDM can reduce
support cost and can minimize business threats just by safeguarding and controlling all the
data and configuration setting of all the mobile devices in the network.
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_____ e IEE

|:||g Directoriesand

< ; Databases
I O wen “ew
E Internet
FIGURE 16.61: Mobile Device
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MDM Logical Architecture

External
Participants

Self Service Assisted Service

3 X

Transport

. X g

Central
Management
Services

Analytics
Services

N

Services

Asynchronous

Master Data
Management

w Integration
Services
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C[EH

Internal Business

Participants

Analytics
Users

Master Data
Management

.

Business Systems

X X

Information Enterprise
EIELETE]

Management
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MDM Logical Architecture

External
Participants

External Data
Providers

m Assisted Service

Internal Business
Participants Users
Master Dat "

Busines Syt

Management

. g .

g .

Transport

Central Master Data
Management As::‘?::: Management
Services Services

A
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Information
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Enterprise
Metadata
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IMDM Solution: MIaaS360 Mobile

Device Management (IVIDIM)

J  MaaS360 supports the complete mobile device management (MDM) lifecycle for smartphones and
tablets including iPhone, iPad, Android, Windows Phone, BlackBerry, and Kindle Fire

J As afully integrated cloud platform, MaaS$360 simplifies MDM with rapid deployment, and
comprehensive visibility and control that spans across mobile devices, applications, and documents

. Mcawe (Dsave | Bsave And e )Back to Resuts |
Taxt ok 4 Description
[VarcionnA]

http://www.maas360.com
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> IMIDM Solution: MaaS360 Mobile Device
Management (IMDM)

Source: http://www.maas360.com

MaaS360 Mobile Device Management (MDM) solution is a software technology that allows you
to monitor and govern mobile devices arriving into the organization, whether they are
provided by the company or part of a Bring Your Own Device (BYOD) program. This technique
allows organizations to implement the MDM lifecycle for devices such as smartphones and
tablets including iPhones, iPads, Androids, Windows Phones, BlackBerrys, and Kindle Fires.
Using the integrated cloud platform, the MaaS360 streamlines MDM with improved visibility
and control that spans across mobile devices, applications, and documents.
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IMDM Solutions

[!.-m! Citrix XenMobile MDM = Good Mobile Manager
= ) http://www.zenprise.com ’LY‘ http://wwwil.good.com
— ——r
ak N Absolute Manage MDM { Mobilelron
T‘ http://www.absolute.com _‘ = N http://www.mobileiron.com
L= —
[ )
& 3  SAP Afaria &, Rule Mobility
’k 'H http://www.sybase.com A http://www. tangoe.com
M -
V7. oy
(( 4 Device Management Centre g TARMAC
http://www.sicap.com http://www. tarmac-mdm.com
-~ -
\J AirWatch 5 II MediaContact
=l http://www.air-watch.com “ .ﬁ_ http://www. device-management-software.com
S
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.ﬁ MDM Solutions

In addition to MaaS360 Mobile Device Management (MDM), software technologies
that offer integrated mechanisms of all mobile devices in an organization for MDM include:

Nt

@ Citrix XenMobile MDM available at http://www.zenprise.com

© Absolute Manage MDM available at http://www.absolute.com

© SAP Afaria available at http://www.sybase.com

@ Device Management Centre available at http://www.sicap.com

@ AirWatch available at http://www.air-watch.com

© Good Mobile Manager available at http://www1.good.com

© Mobilelron available at http://www.mobileiron.com

@ Rule Mobility available at http://www.tangoe.com

© TARMAC available at http://www.tarmac-mdm.com

© MediaContact available at http://www.device-management-software.com
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Module Flow

D)
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—

D

&

3 Hacking Windows

D)

Hacking
BlackBerry

-~ IMlodule Flow

2
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Mobile Device
Management

Mobile Platform Hacking Hacking
Attack Vectors Android OS i0s Phone 0S
i [ 1
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—— - —_—

Mobile Security
Guidelines and Tools

Mobile
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Copyright © by EG-Goumeil. Al Rights Reserved. Reproduction s Strictly Prohibited.

So far, we have discussed various topics such as mobile platform attack vectors,

hacking methods of Android OS, i0S, Windows Phone OS, BlackBerry, and how to manage
mobile devices. All these topics discussed so far help in testing mobile devices. Now, we will
discuss mobile security guidelines and tools that help in securing the mobile devices.

TR

(@) Mobile Platform Attack Vectors

Hacking BlackBerry

Hacking Android iOS

7 Mobile Device Management

E' Hacking iOS

Mobile Security Guidelines and Tools

‘) Hacking Windows Phone OS

>

Wil

Mobile Pen Testing
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General Guidelines for Mobile

Platform Security

Do not add location-based apps such as
Google Maps unless there is GPS radio

Do not load too many Sl that supports the application

applications and avoid Maintain configuration
auto-upload of photos control and management
to social networks

n 3

Do not share the information
within GPS-enabled apps
unless those are necessary

T

8

A
4 Never connect two
separate networks such

B Install applications from — as Wi-Fi and Bluetooth

trusted application stores simultaneously

Perform a Security Assessment Ensure that your Bluetooth is
of the Application Architecture “off” by default. Turn it on when
ever it is necessary.
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& General Guidelines for Mobile Platform Security

9 Do not load too many applications and avoid auto-upload of photos to social networks
@ Perform a security assessment of the application architecture

@ Maintain configuration control and management

© |Install applications from trusted application stores

© Do not add location-based features such as Google Maps unless there is a component
that supports the application

© Ensure that your Bluetooth is “off” by default; turn it on when ever it is necessary
© Do not share information within GPS-enabled apps unless necessary

© Never connect two separate networks such as Wi-Fi and Bluetooth simultaneously
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General Guidelines for Mobile

Platform Security (conta)

Use Passcode . Do not allow Rooting or
@ Configure a strong passcode with maximum possible Jailbreaking

length to gain access to your mobile devices

8 Set anidle timeout to automatically lock the phone & Ensureyour MDM solutions prevent or detect
when not in use rooting/jailbreaking

€ Enable lockout/wipe feature aftera certain number
of attempts

Update OS and Apps |
@ Use remote wipe services such as Remote

Wipe (Android) and Find My iPhone or

™
Zm.‘ ' FindMyPhone (Apple iOS) to locate your
Ay /4 ﬁ ﬂ device should it be lost or stolen

Enable Remote Management E
/' @ |fsupported, configure your mobile device

2 In an enterprise environment, use Mobile Device t t fts st ith hard
Management (MDM) software to secure, 0 Srcrypt IS StOrsESE .

monitor, manage, and support mobile devices encryption
deployed across the organization

® Include this clause in your mobile security policy
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™ General Guidelines for Mobile Platform Security
< (Cont’d)
The following guidelines will help you to secure your mobile device from many type of attack:
1. Use a passcode for mobile device security

@ Configure a strong passcode with maximum possible length to gain access to your
mobile devices

© Set an idle timeout to automatically lock the phone when not in use
© Enable lockout/wipe feature after a certain number of attempts

2. Update OS and apps regularly
3. Enable Remote Management

2 In an enterprise environment, use Mobile Device Management (MDM) software to
secure, monitor, manage, and support mobile devices deployed across the
organization

4. Do not allow rooting or jailbreaking

€@ Ensure your MDM solutions prevent or detect rooting/jailbreaking

© Include this clause in your mobile security policy
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5. Use remote wipe services such as Remote Wipe (A
FindMyPhone (Apple idS) to locate your device should
6. If supported, configure your mobile device to enc
encryption '

2
.
—

P
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General Guidelines for Mobile

Platform Security (conta)

Perform periodic backup and synchronization

@ Use a secure, over-the-air backup-and-restore tool that performs periodic
background synchronization

Filter e-mail-forwarding barriers

@  Filter email/emails by configuring server-side settings of the corporate
email/emails system

@ Use commercial data loss prevention filters

Av Configure Application certification rules

\/\4

Iv @ Allow only signed applications to install or execute

—1 Harden browser permission rules
@ Harden browser permission rules according to company’s security policies to 'A'
ma— avoid attacks Av
A Design and implement mobile device policies o
"' @ Set a policy that defines the accepted usage, levels of support, and type
Av of information access permitted on different devices | ——

Copyright © by EG-Goumcil. Al Rights Reserved. Reproduction is Strictly Prohibited.

General Guidelines for Mobile Platform Security
" (Cont’d)
Perform periodic backup and synchronization

9 Use asecure, over-the-air backup-and-restore tool that performs periodic background
synchronization

Filter email-forwarding barriers
©  Filter emails by configuring server-side settings of the corporate email system
© Use commercial data loss prevention filters

Configure application certification rules
© Allow only signed applications to install or execute

Harden browser permission rules

© Harden browser permission rules according to company’s security policies to avoid
attacks
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A
Design and implement mobile device policies

© Set a policy that define t he accepted usage, leve
access on different de

h
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General Guidelines for Mobile
Platform Security (conta)

Cortified | Ethisal  Maches

Encrypt the
Set require Thwart passcode Enable auto- device and
passcode to ’ guessing: set ' lock and set to backups. Control
immediately R erasedatatoON }§ one minute the location of
backups.

Configure Demand data Control
. regular =/ . .
wireless to ask stays in the devicesand
software

to join networks h data center applications
maintenance

Prevent local Sandbox
caching of application
email and data

Prohibit USB Encrypt
keys backups
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[

A General Guidelines for Mobile Platform Security
= (cont’d)

Set Require Passcode to Immediately

Thwart passcode guessing: Set Erase Data to ON
Enable Auto-Lock and set to one minute
Encrypt the device and backups

Control the location of backups

Configure wireless to Ask to Join Networks
Software maintenance

Data stays in the data center

App/device control

No USB key capability

@ ®© @& © ¢ @ @ @ @ @

(1))

Encrypted backups

4]

Email not cached locally
& Application/data sandboxing
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General Guidelines for Mobile

Platform Security (conta)

Disable the collection of Diagnostics and
e Usage Data under Settings/General/ Managed application environment
e About

Apply software updates when new Press the power button to lock the
releases are available device whenever it is not in use

Verify the location of printers before

Limit logging data stored on device ol -l
printing sensitive documents

. X Utilize a passcode lock to protect access to
Use device encryption and patch . _p W’w. Sy . i A |_ [
B ons the mobile device - consider the eight

PP character non-simple passcode arrsi

[ i Report a lost or stolen device to IT so th =
25 P o they =m

1 u Managed operating environment can disable certificates and other access o a

== methods associated with the device
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General Guidelines for Mobile Platform Security

~— (Cont’d)

© Disable the collection of Diagnostics and Usage Data under Settings/General/About

9 Apply software updates when new releases are available

2 Logging and limited data on device

©  Device encryption and application patching

© Managed operating environment

© Managed application environment

©  Press the power button to lock the device whenever it is not in use

© Verify the location of printers before printing sensitive documents

© Utilize a passcode lock to protect access to the mobile device; consider the eight
character non-simple passcode

© Report a lost or stolen device to IT so they can disable certificates and other access
methods associated with the device
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7y

General Guidelines for Mobile

Platform Security (conta)

Consider the privacy implications before
enabling location-based services and limit
usage to trusted applications

Ask your IT department how to use Citrix
technologies to keep data in the datacenter
and keep personal devices personal

(Android) Backup to Google Account so that
sensitive enterprise data is not backed up to

Keep sensitive data off of shared mobile
devices. If enterprise information is locally
stored on a device, it is recommended that
this device not be openly shared

If you must have sensitive data on a mobile
device, use follow-me data and ShareFile as
an enterprise-managed solution

Configure location services to disable
location tracking for applications that you do

@

the cloud not want to know your location information

Configure AutofFill - Auto-fill Names and

Passwords for browsers to reduce password

loss via shoulder-surfing and surveillance (if (—\
desired and allowed by enterprise policy)

Configure notifications to disable the ability to
view notifications while the device is locked for

L{a applications that could display sensitive data
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General Guidelines for Mobile Platform Security
—— (Cont’d)

©  Consider the privacy implications before enabling location-based services and limit
usage to trusted applications

9 Ask your IT department how to use Citrix technologies to keep data in the datacenter
and keep personal devices personal

© (Android) Backup to Google Account so that sensitive enterprise data is not backed up
to the cloud

© Configure notifications to disable the ability to view notifications while the device is
locked for applications that could display sensitive data

© Keep sensitive data off of shared mobile devices. If enterprise information is locally
stored on a device, it is recommended that this device not be openly shared

2 If you must have sensitive data on a mobile device, use follow-me data and ShareFile as
an enterprise-managed solution

9 Configure location services to disable location tracking for applications that you do not
want to know your location information
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via shoulder-surfing and surveillance (if desi
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Mobile Device Security

Guidelines for Administrator

Publish an enterprise policy that specifies the acceptable usage of consumer grade devices
and bring-your-own devices in the enterprise

Publish an enterprise policy for cloud

Enable security measures such as antivirus to protect the data in the datacenter

Implement policy that specifies what levels of application and data access are allowable
on consumer-grade devices, and which are prohibited | =

- |
Specify a session timeout through Access Gateway ‘_tl}j:
Specify whether the domain password can be cached on the device, or whether users must
enter it every time they request access
Determine the allowed Access Gateway authentication methods from the following: b 4

[
T

& No authentication & Domain only @ RSA SecurlD only

@ Domain+ RSA SecurlD @ SMS authentication
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r Mobile Device Security Guidelines for Administrator

- The administrator should follow the guidelines listed here to implement mobile device
security:

1. Publish an enterprise policy that specifies the acceptable usage of consumer grade
devices and bring-your-own devices in the enterprise

2. Publish an enterprise policy for cloud
3. Enable security measures such as antivirus to protect the data in the datacenter

4. Implement policy that specifies what levels of application and data access are allowable
on consumer-grade devices, and which are prohibited

5. Specify a session timeout through Access Gateway

6. Specify whether the domain password can be cached on the device, or whether users
must enter it every time they request access

7. Determine the allowed Access Gateway authentication methods from the following:
9 No authentication

© Domain only
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Mobile Protection Tool:

BullGuard Mobile Security

o
< 4 BullGuard Mobile Security delivers complete mobile phone antivirus
against all mobile phone viruses
J It tracks stolen or lost mobile via the built-in GPS, locks it or wipes
the data off it, to make sure no-one can access your personal
c information, passwords, and financial data
<t

A 501 ) []
¥ Scan Results

Sean
(Lnst seanned B minates ago)

Detected items will be histed here

Application and SO can scan
Sean has ot bees campleted

Full device scan
Scan hasnot been campleted

http://www.bullguard.com
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B, Mobile Protection Tool: BullGuard Mobile Security

Source: http://www.bullguard.com

BullGuard Mobile Security delivers complete mobile phone antivirus against all mobile phone
viruses. It tracks a stolen or lost mobile via the built-in GPS, locks it, or wipe the data off it, to
make sure no one can access your personal information, passwords, and financial data.

E Unicck
FIGURE 16.64: BullGuard Mobile Security Screenshot
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Mobile Protection Tool: Lookout

Q¥ % .l 09 5:47 PM
Lookout protects your phone from % lookout™ @ Everything s 0K
mobile threats
. . | "= . [ Anti-Vi
Security and Privacy | Scr;xll\lNllr!tIIE
@ Helps avoid risky behavior, like connecting b Checking for viruses &
to an unsecured WiFi network, malware.

downloading a malicious app or clicking
on a fraudulent link in order to prevent
identity theft, financial fraud, and the loss
of your most personal data

People widget

\  DataBackup
Backup
@ Provides safe, secure and seamless
backup of your mobile data, automatically
over the air

Missing Device

Missing Device

@ Helps you find your phone if it's lost or https://www.lookout.com
stolen

Management f r’

& Allows you to remotely manage your
phone 4
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N / Mobile Protection Tool: Lookout

~Z “J Source: https://www.lookout.com

Lookout is a mobile protection tool that allows you to protect your mobile from mobile threats.
It helps you to avoid risky behavior such as connecting to an unsecured Wi-Fi network,
downloading a malicious app or clicking on a fraudulent link in order to prevent identity theft,
financial fraud and the loss of your most personal data. This provides safe, secure, and
seamless backup of your mobile data, automatically over the air, and allows you to find your
phone if it’s lost or stolen. The dashboard allows you to remotely manage your phone.

O ¥ T W 547 M
E lookout™ @ Everything is 0K
Anti-Virus
SCANNING

Checking for v
malware

People widget

Data Backup
N READY

FIGURE 16.65: Lookout Screenshot
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Mobile Protection Tool: WISelID

WISelD provides secure and
easy-to-use encrypted storage
for personal data, personally
identifiable information (PIl),
PINs, credit and loyalty cards,
notes, and other information

WISelD allows you to store
your web sites, user names
and passwords and quickly log
on to your favorite websites
through your mobile device

. WiSelD Premium - no more ad:

Password

Accounts

Language

Display

Information

Premium Features

il SFR = 18:13 i

' WiSeKey Clinton Global Commitment

Back New Item

27 social Networks

Bank Accounts >
/' Credit Cards >
Memberships >

Frequent Fiyer

Vs Things »
Notes >
Password >

hrtp://wwmwiseid.mabﬂ
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Mobile Protection Tool: WISelID

Source: http://www.wiseid.mobi

WISelD provides secure and easy-to-use encrypted storage for personal data, personal
identifiable information (PII), PINs, credit and loyalty cards, notes, and other information.
WISelD allows you to store your websites, user names, and passwords and quickly log on to

your favorite websites through your mobile device.
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s+ SFR T 18:19 -
. WiSelD Premium - no more ads!

Settings

Premium Features

Password

Accounts

Language b

Display

Information
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wil. SFR & 18:13 ==
27 Social Networks >

‘ Bank Accounts >
/' Credit Cards >

:  Memberships >
Frequent Flyer >

Yz Things >
Notes b

FIGURE 16.66: WISelD Screenshot
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Mobile Protection Tools

| 2 McAfee Mobile Security

B Kaspersky Mobile Security
m n;_:‘.v m https://www.mcafeemobilesecurity.com ._ﬁ http://www.kaspersky.com
gj_ AVG AntiVirus Pro for Android F-Secure Mobile Security

http://www.avg.com http://www.f-secure.com

avast! Mobile Security Trend Micro™ Mobile

\ http://www.avast.com [ i securitv
—_— . . http://www.trendmicro.com
’ A
" . { Webroot Secure Anywhere

&% Norton Mobile Security N bil \

‘\ ’k http://us.norton,com Mobile

- http://www. webroot.com
7 ; . - . . .
(( ESET Mobile Security t NetQin Mobile Security
http://www.eset.com http://www.netgin.com
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™\ Mobile Protection Tools

In addition to the tools including BullGuard Mobile Security, Lookout and WISelD,

there are a number of other tools available for mobile protection:

& McAfee Mobile Security available at https://www.mcafeemobilesecurity.com
© AVG AntiVirus Pro for Android available at http://www.avg.com
© avast! Mobile Security available at http://www.avast.com
@ Norton Mobile Security available at http://us.norton.com
© ESET Mobile Security available at http://www.eset.com
© Kaspersky Mobile Security available at http://www.kaspersky.com
© F-Secure Mobile Security available at http://www.f-secure.com
@ Trend Micro Mobile Security available at http://www.trendmicro.com
© Webroot Secure Anywhere Mobile available at http://www.webroot.com
€ NetQin Mobile Security available at http://www.netgin.com
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Module Flow

\ _ :
Mobile Platform D Hacking

Attack Vectors Android OS

@' @'

Hacking D Mobile Device

BlackBerry Management

Module Flow

Exam 312-50 Certified Ethical Hacker

&

Hacking Windows
Phone 0OS

@

Tﬁ

Mobile
Pen Testing

Hacking
io0s
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- \Nith the increasing use of smartphones for business and online transactions,
attackers are concentrating on launching various kinds of attacks for financial gain. Therefore,
as a smart mobile phone user, you should check your mobile security against possible attacks.
You can test the security with the help of mobile pen testing.

(@) Mobile Platform Attack Vectors

&;f |

Hacking BlackBerry

Hacking Android iOS

Mobile Device Management

Hacking iOS

/iy

Mobile Security Guidelines and Tools

Hacking Windows Phone OS

B
>

Mobile Pen Testing

This section describes the step-by-step process of mobile pen testing.
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Android Phone Pen Testing

e

i Try to Root an Android Phone to gain the administrative access to the
@ > Root an Android Phone Android devices using tools such as SuperOneClick, Superboot, Universal
STAVRT Androot, Unrevoked, etc.

v
Perform DoS @ Use tool AnDOSid to perform DoS and DDoS attacks
and DDoS Attacks on Android phone
v
Elaaalabal s il @ Check whether cross-application-scripting error is present in the android
iNARdreid Brswesr browser which allows hackers to easily hack the Android device and try to
- break down the web browser’s sandbox using infected java script code
v
Check for @ Check whether email password is stored as plain text in the SQLite database
vulnerabilities in SQLite and also check whether Skype on Android uses unencrypted SQlite database
- to store contacts, profile information and instant message logs
4
Check for & Try to use intents (stealing, modify or replace) to hack the phone and
I T O DL T obtain the user’s privacy information, and use ComDroid tool to detect
. application’s communication vulnerabilities
v
| |De|:le.;tn;arz7::‘.l|::|ws © Use tool Woodpecker to detect capability leaks in Android devices
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LA Android Phone Pen Testing

= = The security testing differs based on the mobile operating system or mechanism. Let’s
begin with Android phone pen testing. The steps involved in Android phone pen testing are:

Step 1: Root an Android phone

Try to root an Android phone to gain the administrative access to the Android devices using
tools such as SuperOneClick, Superboot, Universal Androot, Unrevoked, etc.

Step 2: Perform DoS and DDoS attacks
Use tool AnDOSid to perform DoS and DDoS attacks on the Android phone.
Step 3: Check for vulnerabilities in the Android browser

Check whether cross-application-scripting error is present in the Android browser, which
allows hackers to easily hack the Android device and try to break down the web browser’s
sandbox using infected JavaScript code

Step 4: Check for vulnerabilities in SQLite

Check whether an email password is stored as plaintext in the SQLite database and also check
whether Skype on Android uses an unencrypted SQlite database to store contacts, profile
information, and instant message logs
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Step 5: Check for vulnerabilities in Intents

Try to use intents (steal, modify, or replace) to hack the phone and obtain the user’s privacy
information and use ComDroid tool to detect application’s communication vulnerabilities

Step 6: Detect capability leaks in Android devices

Use tool Woodpecker to detect capability leaks in Android devices.
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iPhone Pen Testing

START . = Tryto Jailbreak the iPhone using tools such as
Redsn0Ow, Absinthe, SnOwbreeze, PwnageTool, etc.

V Z Unlock the iPhone using tools such as

iPhoneSimFree and anySIM
) ) . 2 Hold the power button of an iOS operating device
Jailbreak the iPhone E-> Check for access point till the power off message appears. Close the
smart cover till the screen shuts and opens the
H : smart cover after few seconds. Press the cancel
Q v/ button to bypass the password code security
Ghackine doica toi 2 Use the Metasploit tool to exploit the
Unlock the iPhone : transhissionon WikFl vulnerabilities in iPhone.Trlyto senq non-malicious
. o code as payload to the device to gain access to the
) device
: : & Check for an access point with the same name and
v : v encryption type
Use SmartCover Check whether the - Perform man-in-the-middle/SSL stripping attack
to bypass passcode : malformed data L] by intercepting wireless parameters of i0S device
be sent to the device on WiFi network. Send malicious packets on WiFi

: network using Cain & Abel tool
v

2 Use social engineering techniques such as sending
emails, SMS to trick the user to open links that
Hack iPhone contain malicious web pages

using Metasploit
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iPhone Pen Testing

In order to test your iPhone for Potential vulnerabilities, follow the steps here:
Step 1: Jailbreak the iPhone

Try to jailbreak the iPhone using tools such as RedsnOw, Absinthe, SnOwbreeze, PwnageTool,
etc.

Step 2: Unlock the iPhone
Unlock the iPhone using tools such as iPhoneSimFree and anySIM.
Step 3: Use SmartCover to bypass passcode

Hold the power button of an iOS operating device until the power off message appears. Close
the smart cover until the screen shuts and opens the smart cover after few seconds. Press the
cancel button to bypass the password code security.

Step 4: Hack iPhone using Metasploit

Use the Metasploit tool to exploit the vulnerabilities in the iPhone. Try to send non-malicious
code as payload to the device to gain access to the device.
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Step 5: Check for Access Point
Check for access point with the same name and encryption type.
Step 6: Check iOS device data transmission on Wi-Fi networks

Perform a man-in-the-middle/SSL stripping attack by intercepting wireless parameters of iOS
device on a Wi-Fi network. Send malicious packets on the Wi-Fi network using the Cain & Abel
tool.

Step 7: Check whether the malformed data can be sent to the device

Use social engineering techniques such as sending emails or SMS to trick the user into opening
links that contain malicious web pages.
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Windows Phone Pen Testing

Try to turn off the @ Send an SMS to the phone which turns off the
phone by sending an SMS mobile and reboots again
\I’
Try tojailbreak @ Use WindowBreak program to jailbreak/unlock
Windows phone Windows phone
v
Check for @ Check whether the data on phone can be accessed
on-device encryption without password or PIN
v
Check for vulnerability @ Check whether the flaw in CSS function in Internet Explorer allows
in Windows phone attackers to gain full access over the phone through remote code
Internet Explorer execution
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) Windows Phone Pen Testing

You can test a Windows phone for security flaws by following the Windows phone
pen testing steps mentioned here:

Step 1: Try to turn off the phone by sending an SMS

Send an SMS to the phone, which turns off the mobile and reboots it again.

Step 2: Try to jailbreak the Windows phone

Use the WindowBreak program to jailbreak/unlock the Windows phone.

Step 3: Check for on-device encryption

Check whether the data on the phone can be accessed without a password or PIN.
Step 4: Check for a vulnerability in Windows Phone Internet Explorer

Check whether the flaw in CSS function in Internet Explorer allows attackers to gain full access
over the phone through remote code execution.
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BlackBerry Pen Testing

Perform blackjacking
on BlackBerry

@

Use BBProxy tool to hijack BlackBerry connection

v

Check for flaws in applica- © Obtain code-signing keys using prepaid credit-cards and false details,
tion code signing process sign a malicious application and publish it on the Blackberry app world
\ 4

@ Send mails or messages to trick a user to download malicious .cod

Perform email exploit e ) ]
application file on the BlackBerry device

v

Perform DOS attack @ Trysending malformed Server Routing Protocol (SRP) packets from
BlackBerry network to the router to cause DOS attack
v
Check for vulnerabilities @  Send maliciously crafted web links and trick users to open links containing
in BlackBerry Browser malicious web pages on the BlackBerry device
v

4%

Search for password Use tools such as Elcomsoft Phone Password Breaker that can recover
protectedfiles password protected files, backups from BlackBerry devices
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BlackBerry Pen Testing

= Follow the BlackBerry pen testing steps mentioned here to test your blackberry device
to determine the potential vulnerabilities and to find the security flaws before an external
attacker finds and exploits them:

Step 1: Perform blackjacking on the BlackBerry
Use BBProxy tool to hijack the BlackBerry connection.
Step 2: Check for flaws in the application code signing process

Obtain code-signing keys using prepaid credit cards and false details, sign a malicious
application, and publish it on the BlackBerry app world.

Step 3: Perform an email exploit

Send an email or message to trick a user to download a malicious .cod application file on the
BlackBerry device.

Step 4: Perform a DoS attack

Try sending malformed Server Routing Protocol (SRP) packets from the BlackBerry network to
the router to cause a DoS attack.
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Step 5: Check for vulnerabilities in the BlackBerry Browser

Send maliciously crafted web links and trick users to open links containing malicious web pages
on the BlackBerry device.

Step 6: Search for password protected files

Use tools such as Elcomsoft Phone Password Breaker that can recover password protected files
and backups from BlackBerry devices.
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Module Summary

O  Focus of attackers and malware writers has shifted to mobile devices due
to the increased adoption of mobile devices for business and personal purposes
and comparatively lesser security controls

O Sandboxinghelps protect systems and users by limiting the resources the app can access in the mobile
platform

3 Androidis a software stack developed by Google for mobile devices that includes an operating system,
middleware, and key applications

J  Rootingallows Android users to attain privileged control (known as "root access") within Android's
subsystem

J Jailbreaking provides root access to the operating system and permits download of third-party
applications, themes, extensionson an iOS devices

3 Attacker can obtain code-signing keys anonymously using prepaid credit-cards and false details, sign a
malicious application, and publishit on the Blackberry app world
3 Mobile Device Management (MDM) provides a platform for over-the-air or wired distribution of

applications, data, and configuration settings for all types of mobile devices, including
mobile phones, smartphones, tablet computers, etc.
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Module Summary

T -

e

The focus of attackers and malware writers has shifted to mobile devices due
to the increased adoption of mobile devices for business and personal purposes
and comparatively lesser security controls.

© Sandboxing helps protect systems and users by limiting the resources the app can access
in the mobile platform.

2 Android is a software stack developed by Google for mobile devices that includes an
operating system, middleware, and key applications.

© Rooting allows Android users to attain privileged control (known as "root access") within
Android's subsystem.

© Jailbreaking provides root access to the operating system and permits download of
third-party applications, themes, and extensions on iOS devices.

© Attacker can obtain code-signing keys anonymously using prepaid credit-cards and false
details, sign a malicious application and publish it on the BlackBerry app world.
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© Mobile Device Management (MDM) provides a plz
distribution of applications, data, and configuration
devices, including mobile phones, smartphones, tablet

P
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