
GUIDE TO ROOT : VULNHUB SAHU 
https://www.vulnhub.com/entry/sahu-11,421/ 

 

1. Get VM IP 
Run in a new terminal window the following command: 
nbtscan < subnet > 

 
This tool will show the netbios information that is being broadcasting in the network. 
Out victim´s machine IP is 10.0.2.51. 
 

2. Enumeration 
First of all, let´s run a nmap scan to know which services is the VM offering: 
nmap -sS -sV -T4 -p1-65535 10.0.2.51 

 
It is showing the ports 21, 22, 80, 139 and 445 opened. Let´s try to find out what we can see in 
those ports. The hostname of the VM is SAHU-VIRTUALBOX and it is a Linux system. 
 
Let’s create a new directory to store all the files related to this VM. 
mkdir /root/Escritorio/SAHU-VM && cd /root/Escritorio/SAHU-VM 
 
The FTP servers, often allows Anonymous login. To check this, we can use Nmap: 
nmap -p 21 --script ftp-anon 10.0.2.51 
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Now, we have a file called “ftp.zip” that is shared with the FTP service with the Anonymous 
account. To get this file, we can download it with the following command: 
ftp 10.0.2.51  
user: Anonymous 
pass: Anonymous 
get ftp.zip 

 
This .zip file has inside a compressed file called ftp.txt, but it is password protected, so we can 
not extract it because we don´t have the key. 
 
Let´s move on. The SSH service does not shows any estrange behavior, it means that there is 
nothing to explore, this is just a simply way to connect to the VM´s shell. 
 
Let´s see what we can see if we open the IP address in a web browser, to see what is offering 
in the HTTP service. 
 
 



 
It opens a web page but it is only showing the map of an Indian region called “Haryana”. If we 
take a look into the source code of the HTML page, nothing strange is found, any external 
reference or some coded text it is written there, just the path of the map image. 

 
But, let´s try to download the image, maybe it can be useful in the future. We can get the 
image with the following command: 
wget http://10.0.2.51/Haryana-1-1.jpg 

 
Now we have two files stored in the SAHU-VM folder, ftp.zip and Haryana-1-1.jpg. 



But what else can be found in the HTTP service? 
Let´s use a tool to make a brute-force in the URL to see if there is more directories: 
dirb http://10.0.2.51/ 

It found 2 new paths. If you can see, there is a path after the IP that is /H/A/R. 
Seems to be matching with the name we see before, Haryana. Let´s try to enter this path 
manually in the browser: 
http://10.0.2.51/H/A/R/Y/A/N/A/ 



We found another website with some of the history of the Haryana region, very interesting. 
Now let´s take a look into the source code of this website. 

 
 There is a phrase that is hidden in the original website, because the background color is black, 
we can not see it, but we found it in the source code, the phrase says: 
“#Try to extract with hurrry” 
 
Mmm, very interesting, the word “hurrry” is written wrong, maybe this is intentionally. 
 
Now let´s move on and see what we can get exploring the Samba port. We can use Nmap to 
enumerate the shared content with the SMB protocol: 
nmap -p445 --script smb-enum-shares 10.0.2.51 



As we can see, there are 3 folders shared: 
- \\10.0.2.51\IPC$, points to \tmp. 
- \\10.0.2.51\print$ points to \var\lib\samba\printers. 
- \\10.0.2.51\sambashare points to \home\sahu\sambashare. 

 
The only useful shared folder is the last one, but if we try to connect there, it asks for 
credentials. 
 

3. Going deeper 
Well, this is all the information we can collect. Let´s make some correlations. 
 
Regarding to Wikipedia, “Sahu” is a last name founded in India, and may belong from tribes. 
Also, the term “Sahu” generally means “businessman”, “gentle” or “patient”. Haryana is a 
state in India, located in the northern part of the country. 
 
Thinking on the phrase “#Try to extract with hurrry”, very often, the files has embedded other 
files. This technique is called Steganography. The most used tool to hide files in others is called 
“steghide”. Let´s use the steghide tool with the image of the map of Haryana: 
steghide extract -sf Haryana-1-1.jpg 
It asks for a passphrase, let´s try the word hurrry 

 
Eureka! There was a hidden file, called file.txt, embedded in the image. 

It says explicitly the password of the ftp.zip file starts with 5AHU, but the last two characters 
are unknown. 
 
So, let´s try to brute force these two characters. To do it, we need to create a dictionary with 
the help of the tool “crunch”. 
 
The command that will make a dictionary with the words starting with the string 5AHU and the 
words length of 6 characters is: 
crunch 6 6 -f /usr/share/crunch/charset.lst mixalpha-numeric-all-space-sv -t 5AHU@@ -o 
charts.txt 



This will create a file called charts.txt with the first word “5AHUaa” and the last “5AHU  “. 
Going through all letters, upper and lower case, all numbers and all symbols. 

 
Now let´s try to open the ftp.zip file with one of the 10201 words created in the dictionary. To 
do this in an automatic way, there is a tool called “fcrackzip”, that will help with the brute 
forcing of the zip password. The command to make this is: 
fcrackzip -u -v -D -p charts.txt ftp.zip 

 
Eureka! We just find the password of the zip file, it is 5AHU#5 
Now let´s go and open it. 

 
We just find a username and a password. But, as the filename says, it is probably that it only 
works with the FTP service, but if we try to open the FTP with these credentials, it does not 
work, but, the shared folder with the Samba service, sambashare, is located in the home 
directory of the Sahu user, so let´s try to open it. 
 
smbclient -U sahu //10.0.2.51/sambashare 
 



 
Eureka! We found a file called ssh.txt, with the get command we can extract it to our 
directory. 
Inside this file, there are a ssh credentials, so let´s try to open a ssh session with them. 

 
Congratulations! We are inside the machine, but this user has limited privileges. 
 
Now let´s go to make a privilege escalation to get root user. 
 
 

4. Privilege escalation 
Ok, let´s do some enumeration to see what we can do with the user haryana. 
 
There are many privilege escalation methods, so the help of some automated scripts to find 
vulnerabilities are welcome, such of them are: 

- LinEnum 
- Linuxprivchecker 
- Many others…  

We can find them online in the following URL: 
https://www.hackingarticles.in/linux-privilege-escalation-via-automated-script/ 
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But, let´s start with the basics. 
 
The most sensitives files in Linux systems are: 

- /etc/passwd 
- /etc/group 
- /etc/profile 
- /etc/shadow 

They store the user’s information, user’s groups, user’s profiles and user’s passwords. 
 
First of all, let´s check the permissions of the file /etc/passwd: 
ls -l /etc/passwd 

 
Eureka! Anyone can read, write and execute this file. So, let´s try to add a new user manually 
to bring it root privileges.  
Refence guide: https://www.hackingarticles.in/editing-etc-passwd-file-for-privilege-escalation/ 
 
We will add a new user manually without using the adduser command. To do this we first 
need to create a salted password for the user.With the help of the openssl tool we can create 
a password that Linux system can read. The command to do this is the following: 
openssl passwd -1 -salt [salt value] {password} 

 
The salt value can be any string, in this case can be the word steven and the password is 
steven123. The result of this salted password is: 
$1$steven$c78OCSbtNK8YV6Wiq3uGd. 
 
Now, let´s modify the /etc/passwd file. 
 
We can open this file with the help of nano editor. Then in the last line, we must add the user 
we want to create, but with the following sintax: 
{username}:{salted password}:{userid}:{usergroup}:{userhome}:{usershell} 
 
So, in this case the line we have to add in the last line of the passwd file will be: 
steven:$1$steven$c78OCSbtNK8YV6Wiq3uGd.:0:0:/root:/bin/bash 
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This is telling to the system the new user is “steven” with the password that we created 
before, the user id will be the same as root, the user group will be the same as root, the home 
directory will be the same as the root’s directory and the shell it will use is bash. 
Let´s modify the file with the command: 
nano /etc/passwd 

 
CTRL + X to exit, the Y to save the changes and Enter to leave the same filename. 
 
Now let´s change to the new user steven with the command: 
su steven 
and the password that we created before, steven123. 

Boom! We are root !!! 
 
Now let´s read the flag stored in the /root directory. 
cat /root/root.txt 
 
Thank you, VivekGautam09!!!!! 

Credits: stevenvegar 


