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Cryptography

Cryptography i the study and art of bidig seaniugiid tejormaation - an
sinrecdabis formar

Lab Scenario

With the mcreasing adoption of Interner—World Wide Web nse for buuness
and personal comomnication, secnang sensnme mformarion such as credit-casd
mbers, personal identifiable mformation, bank zccomnt nmmbers, secret
messages, and 50 on 15 becommng increasingly mose important Today's
mformation-based ormpanizanons extenswely mze Intemnet for e-commerce,
market research, cnstomer snpport, and a vanety of other acteises. Dhata
sacnrity is czitical to online buziness and privacy of commmaication

The ability to protect and secnze mfommation is vital to the prowth of electronic
commerce and to the prowth of the Internet mrzelf. Afany people need of wanr
to nse communications and maintin data secnary. The mrpu'u:ur- of data plays
a major fole in domng so. For examyple, banks all over the world nse encrypoon
methods to poocess financisl tonsactions mvolving the tansfer of bmpe
amonnts of money. They also mse encryption methods to protect thes
enstomers’ 1D nmmbers at bank automated teller machines. There are many
companies and even shopping malls sellme anything from fowers to wine orer
the Inrernetr, and these tmnsactions aze made by the nse of credit card: and
secnre Intemet browsers that inclnde encryption. Internet eustomers want to
know that their credir-card information and othes financial details will seman
private and secnze. But this can only be accomplished by the nse of strong and
impenstrable encryption methods.

As part of a secunty assessment, you have to snggest to yonr target organization
that it nze proper encryption techniques to protect data, both in storape and
during transmisuon. The labs in this modnle demonsteate how you can nse
encryption to protect information systems.

Teals

demenstrated in
thiz lab are This lab will show you how to use encryption tools to encrypr data. It will teach

available in Fom how to:

D:iCEH- ¥ Usze enceypting/ decrypting techmiques
Teols ' CEHvE
Madule 18

Cryptegraphy Lab Environment
Too comyplete this lab, yon vall need:
® A computer mnning Window Server 3012

¥  Geperate Hashes and checksnm files

® A computer mnning Windows 8.1 in virmal machine
* A computer mnnene Windows Server 2008 in vrmal machsne
A computer e Fah Taome in vermal sachine
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" AWeb browser vnth Internet access
*  Admuwstratre prvilemes to ma the tool

i1 e ]
I =k Flie=ts o al
Lab Duration

Teme: 115 hhnmtes

Overview of Cryptography

Cryptography ss the practice and smdy of hiding information. Aodem erppropraphy
mtersects the discipbnes of mathemancs, compnter scence and elecedcal
enpineenng.  Crypology before the modern ape was almost synonymons wath
encryptcn, the conmersion of mfcrmation from a readable state o one apparsntdy
withomnt sense. It belps m secnone dam from oerception and compromise dnang
onkne transmwsuons. This modole promdes a comprehensve nnderstanding of
different crypro systemns and alposthms, coeway hash fnctons, pobhe-key
wnfrasemetue (PEI), and the different wars coyptopmphy can help in ensnong
povacy and secnnty of online comnmmicaton The modnle also covers vanons
cryptography tools nsed to encrypt sensitme dam.
Lab Tasks
= rask 1 Fecommended labs to 2353t von m cryprogmphy are:
Overview *  Caenlating MD5 Hashes and Vedfping File Integnty Usmg Quick

Checksum Verifier
Calemlanng Oneway Hazhes Usnng HashCale
Calemlating MD= Hazhe: Tsine MDS Caleulater
Understanding File and Text Encrypron Using CrypteForge
Bazc Dama Encrypuon Uzne Advanced Eneryption Package
Enerrptmg and Decryponge the Dan Uzung BCTextEncoder
Explosing OpenS5L Heartbleed Vnlnerability on 2 Hitps websre
Creanng and Uung Self-Signed Certificates
Biazse Dizk Enerpiion TUsing VeraCrypt
Bazic Data Encrypting [Tang Rehes Disk Eneryption
®  Basic Data Encryption Usmg CrypTeel
Lab Analysis

Analyre and docnment the resnlrs related to this lab exercize. Promde yonr opamon
Ol TOME TROPET’S SECTLTY postie ind exposmE
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Lab

Chackeyw T ormfer penenzier and checkr fHle fmmegrty by mecure v proven
alporithee Kike MDS and SFHLA-T. Yow can sauly creave checkasmer (the diptral
finperiwinir of jiler and kxter verfly their mtsgriry. The aperation is very amn—
et fove e doad the e, and parte the predened checksm

T T L =
IE0ON KEY Lab Scenano

imale A checlksnm or hash sum, i3 2 small damm from a block of digital data for

e detectng ecrors, which may have been introdnced doring s transmisson or
# Testyomr storape. Checkmnm Venfier pensrmates and checks file integrity by secnre tme
_ twowlde proven alpodthms like M5 and SHA-L Yon can easiy create checksnms (the
B i e digital fingerponts) of files and venfy their mteprity. As an Expent Edhical
~ Hacker znd Penetration Tester, yom will need to nse hashes and checksnm
wvenfiers at every stape of Tonsr assesmument to ensmre the inrepnty of dam
collected.

L) Wodkhook mvier

7 Teals
demenstrated in

Lab Objectives

this lak are This Iab will show yon howe to check file imteprey
available in % -

D:CEH- "  (Geperate Hashes and checksmum files
Teals'CEHVS

Masdule 18

Cryptography
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To complete this lab, yon will need:

*  Cack Checksnm Venfier located 2t D:'CEH-TeolsICEHVD Medule 18
Cryptegraphy'MDS Hash Caleulaters'Quick Cheeksum Verifier

You can also download the latest version of Chiick Checksnm Venfier
from the kink http:/ oo bitdreamers eom /en /prodncts /checksmm-
verifier

If you decide to download the latest version, then screenshots showm i
the lab might differ

Follow the wazmed doven installation mstmctions

Run this tool in Windows Serves 2012

Administratre privileges to mn tools

3 LFLE

o e
FALEOT)

: b Minotes
Overview of Lab

A dheckmiz 15 2 count of the member of bits in 2 tmosnvssion noit that 5 mcknded
with the noit o that the mecever can check o see whether the same member of bits
arrved. B the conars match o i asmmed thar the complete transmvssion was
recered.

S i
- Faclc
LAD | aASKS

B tazk 1 1. Im ths lab, we are poing venfy the MID5 checksnm valees before editing

ST ik a file and after editing of the file.
File . Already, we have created 2 Sample.tut file and placed i D\ CEH-
Tools' CEHv? Module 15 Coyptography', MID5 Hash Calonlators', Chick
Checksnm Venfier.
. Open Samplemt and check the texs Don't edit or manspulare the
mformation in the Sample =t file.

Sampletut - Notepad
File Edit Format View Help

-'-",- Bank &ccount Details. Find the details in your email.|

FICIUTRE L1 Sampelesag File hefoor Misgpulsting
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4. Now install and laanch Chaick Checksam Venfier If yon are linnching
it for the first time, it will ask you to choose a langnage; do so and chck
Hext.

Quick Checksum Verifier

Code Language Country

[#8 en ok Engnsn Urifted Kingaom
Y de DE ZErman Gamnany

FIGUIRE L2 Chitdk Closkoii Vil Lisnpoaps
5. The Chuck Checksum Venfier “thank you™ window appears; click Hext
0 COntinTe
r

Quick Checksum Verifier

We winiilld ke b Chank yoa for your Confidence and hiope you'll
enjoy our software

Discover mone products Trom is:
birdreamers.com / products

We are lnoking for naltive speaking transialors.
Pease contact us at:

X Astomencaly check for updates

FIGLRE 13 Check Chercdam Theesk you wmdhow
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6. The Cuick Checksnm Verifier main window appears; nnder Caleulate
Checksum, choose MDS (Message-Digest Algerithm) from the doop

FENTE dowrn list
F——— e
Chechsumm Value ‘k

Queck Checksum Verifier

Quick Checksum Verifier

Caltulato Chec ks
algorich | MDS (Fsressngi-Dagest Algorihim )
: FILFS [FlEtdaie- Dt Abssnitlii |
vath- |'5HA-1 (Secure Hashing Algostthm)
Chackeum

P recaluleted Ohedesum

Ch sl

Sie haal mkporrthms

FICAIRE 14 Craiick Chesloaem Man Window
7. Mow, click on Brewse for felder icon next to the Path fisld to open the
file you need to venfy the Checksnm value,

Ouick Checksum Venfer

A S

Ouick Checksum Verifier

Calradate Chechsaum

Aigarthm:  MOS (Message-Digest Algonthen]
Path:

Charksum

Precalailatod Chisdkeum

Chacksum;

FICILTRE 1.5 Speeify the Targer fe
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G. Mawigate o Di'CEH-Toels'\CEHvD Medule 18 CryptegraphyMDS Hash
Calculatorsi@uick Checksum Verifier; select Sample.txt, and click

Open.
=]

Letert target file

FIGLRE [ £ Standand Windoes Beraie for Pokles

Once you have prowided the path COmick Checlsnm Venfier will
antomatically calenlate the Checksam of the required file.
10. Make a note of the Checksnm valoe, once it is genecated.

TRATk Checkaum Werfer (=15 =)

b S

Quick Checksum Verifier @ercamers

Calculste Thechaum
Algorthm: | MOS (Message-Dhgest Algomthm ) i
Path: e 18 Cryptography/MDS Hash Cakbabors! Guick Checksum erfeer | Somsple bt

Chacksum Aeflieldend Idodcdd 216 2GRk 3189

Precakiulated Checkeuam

Chacksum;

FIGURE 17: Sarrpsle: et File checkaen vl lefine et e maespubiting
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11. Mavigate to D:WCEH-Teols\CEHVE Medule 18 CryptegraphyiMDS Hash
CaleulatersiGuick Checksum Verifier; open Sample.txt, alter the file’s
_H tasx 3 text, and save the fils i the same location

Observe MDS ”
Checkswum Value Samplet - Notepad Illim

File Edit Format View Help

My Bank Account Details. Find the details in your email.
[Testir'g for Quick Checksum '.l'e’i-'i.er.l

FIGLTRE 1.8: Sasrgeie.txt Fale Mamspulabid Samplets B

12, Follow steps 6-8, then compare the Checksom values of the file befose
and after manipnlating itz text.

Ouick Checksum Yerifier e

b S

Quick Checksum Verifier @ereamers
Calcudate Chechsiim
Algorthm:  MES [Message-Digest &loomthen ] -

Pathi: S 18 Cryplography /MDS Hash Cabulabors/ Guitck Checkosman erifier | Samphe fal

Chacksum! | 18he 11930 Ta k4 13y 1 TidSciFong

Frecalidated Chedksus

Chacksum:

FIGUERE 1.% Saepletxd File checknem wiue 38er eduwg or masspubiting

13. In redl time when 3 person sends sepsitve information to another
pesson, the sender wall calemlate its hashe: and send the information
(dlong with the hash value) through a medmm (eg, emal). When the
person on the other mide recerves the mal he/she will note the hash
valee, copy the message, and calenlate its valne. If the calenlated valve
and the hazh valne noted eadier mally, it means that the recemred data
hasn't been modified by a third pany duane tonsit and s thos
legitimate

14. Hash calmlation is mawmty performed to check data intepray.
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P TR RN —
I = s e g
AR M=y i

Doenmeant all Hash MD5, and CRC valmes for frusther referonces.

O Yes

Placform Euppc-l:ted

1 Classroom
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Lab

:ulating One-Way Hashes

Usin

‘-l*\- r'.||5-""|.i .'ﬁ\r' I~
L= == " i !'N"

HarhCale enables you #o comperte malible basbes, checksumes and HMACs for
frler, e and Iﬁ srvnge. It sudborts J.E?'.. MDD, MDS, SHAT, § H.—.L

(SELA256, SEL4384, SHLA f-‘._",l RIPEMD160, PAMNAAM 4, TIGEE,
CRC32, ADIERIZ, and the harh nred i eDonkey and el fools

Lab Scenario

Messape digests or one-way hash fnctions disoll the mformanon contined
wittun 3 file (zmall or laspe) 200 a single fxed-lenpth anmber, typically between
125 and 256 hits m length If any given bt of the fanction’s mpot 15 changed,
every ontpnt bit has a 30°: chance of changing. Given an inpur file and irs
cozesponding messape dipest, it shonld be neardy imposzible to find another
file with the same message digest valne, a3 it 15 comprtanonally nnfeauble to
have two files with the same message digest Talne.

Hash algonthms are wadely nsed in a vade varisty of eryptographic applications,
and is nsefn] for dipstal signamee applications, file mtegery checking, and stonng
paswogds.
Lab Objectives
This lab will show vou how to encrypt data and how to nse it Tt will teach yon
o tio:
®  Use enceypting/ decrypting comnund
Teols LT Y

demsnstrated in "  Generate Hashe: and checksnm files

this lak are : . o

available in LaD E— mvironiment

D:iCEH- ! ]

Tesols\CEHYS To complete this Iab, von wll need:

Medule 18 ®  HazhCale located at DACEH-Tesls\CEHVY Maduls 18

Cryptography Cryptegraphy'MDS Hash Caleulators'HashCale
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version of HashCale from the nk

If you decide to dowmnload the latest verson, then screenshors shown in
the lab might differ

Follow the vaizmand doven installation instroctions

Rmn this tool 10 Windows Serves 2012

Admyinistrane provlepes to man tools

HashCale = a fast and easy-to-me calenlator thar allows compunng message
digests, cheehsums, and HMACs for files, 2 well as for text and hex stings. It
offers 2 choice of 13 of the most popular hash and checksnm alponthms for
calenlations.

FIGURE 21: Lissraheng Hiash( ke gpoplicisen

DiCrNCasuree

CEH Lak Masmal Page 155 2 ke
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2. The mumn wvindow of HashCale appears; select the type of Data format
(hare, Text string) from dropdown List

H Hash(Calc (= e

ik

= HDs

(X
SHAL

T SHAZSG
LI:I Hich algermthns Ak
i three et chesa B SHAZR

- fin, bexk sbang,

szl heenlrzrral sy cHASZ

RIFEMCTED
~ PANAMA
TIGER

2
[ [l

ADLERE:

Calcplste I L=

FIGETRE 12 Hashiale rain wesdow

3. As you are specifping the data formar as Text string, the applicanon
accepts text stongs and converts them to their respective hashes.
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Enter datz which you would like to caleulate.
Choose the approprate Hash algerithms by selecting their respective
checkbozes.

In this lab, MDS5, SHA1, RIPEMD160 and CRC32 haszh algorithms have
been selected

. Now, chick Caleulate.

H HashiCalc [=To

[ata Fornal Dala
Texi zhing | I_"h_‘:'ir bt

gy Format: Ear
l=d g |

= RIFEMDED

T PABAMA
TIGER

- Mo
AOLERZZ

e elonkey/
ehdula

Hfﬂl‘a’;ﬂy’} Calcplst= I LClar=

FIGLEE 2% Calastiswy the hishe

CEH Lak Masmal Page 1506
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. The application calenlates the hashes and displays them, as shown m the
sereenshot:

H HashCalc =18

Dotsfoma: Ogle:
[k s * It hed= braplon
Foy Foimal Vs
Hiral Task shrg |

L& |:ii'p:c:?E?Ea:-c5£-‘:'¢.!b-cdlb?-"¢.e¢3
(]eT

aHAL |':”ﬁ ac B o 5367 d0k=h dd 30 354131 1567 15be 12
" SHASE I
~ SHAZM

— GHAgIZ

B Habtsle i et s

EINETHT e

¥ RIFE WD TED |l.'-"“'.tl.'ﬁ-.:£%1-]‘-‘l‘.--”.l-.u}‘!lﬁ:ﬂ.'::'-i"-1"-}"1!'3'"‘]-31"'-'1l"-".-
B,
TIGER

Wb

ADLEREZ

cAcI  [EAMieE

allorkeyy
eHuls

dlguadant

FIGLRE 24& oot o gyrrsie| S chossen losh s

9. Hash calelztion is masnly performed to check data intepriry.

LAl Al

I A '.!ﬁ-h'r"."'?""

Diocnment all Hash MID5, and CRC vahwes for furthes references.

O Yes
Plattorm Supported
1 Classroom
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Lab

1_'. ATy, = | '..":.
Hashes Using

MDS Caladator is a sl applcarion that calbudates the MDS hash of a given
e It cam be sed uath big ﬁ.&.r (eg, mudeple ppalyter). It foaturer a progres
covitier and a tet field froms abich the final M5 bark can be eanly copied fo the
cltbbocrd

Lab Scenano

There has been 3 peed to protect iformanon from “prng eves.” In the
electronic ape, informanon that conld otherwze benefit or edncate a proup oc
mdividnal can also be msed agminst such gronps or mdmduals. Indnstrisl
espictiage among highly competiore busmesses often reqmuires that extenure
seqnrity measres be pot into place. And those who wish to exercize their
personal freedom, ontude oppressve governments, may also wish to enerypr
cerram information to avoid suffering the penalnes of gomp apainst the wishes
of thoze who attempt to comtrol o 5nll, the methods of data encryption and
decryption are relatorely steaightfororasd; alporithms are nzed 1o encrypt the dara
and store system information files safely, away from poing eves. To be an
Ezpest Ethical Hacker and Penerration Tester, yon omst noderstand data
encryphion nang encryptinge aleorithms.

I sk Dk $
Lab Object

This Iab will gve you experience on encrypting data and show yon how o do it
Toals It vl teach yon how to:
demenstrated in " Use enceypting decrypting eommand
this lab are 2
available in 8 Cilenlate the M5 value of the selected file
D:iCEH-
TaelsiCEHv
Module 18
Cryptography
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To complate this lab, yoo will need:
MDE Calenlator located at D:VGEH-Teols'\CEHVE Module 18
Cryptegraphy'MDS Hash Caleulators'MDS Caleulator
Yon can alzo download the latest version of WMD5 Calenlstor from the
link £ i bl forodnets 5/ imfo oh
If you decide to download the latest version, then sereanshors showm in
the lab nmpht differ
Brn thiz tool in Windows Server 2012
Administrative privilepes to mn tools

b D=t
G LUration

f MDS Calculator
MDE Calenlator i= 2 bare-bones program for calenlaning zod companng MDE files
While its lapont leaves something to be desired it meonlts ane fast and sionple.

=l T

Lalk | asKs

- T 1. Mavigate to D:\CEH-Tesls\CEHYS Module 18 Cryptography MDS
S T TR e Hash CaleulatersMDS Caleulatsr, donble-click

Caleulate MDS mdSeale(1.0.0.0).msi and follow the insallaton steps to insall
i MD5 Calcalator

2. To find MD5S Hash of any file, richt-click on the specific file (here,
mdSeale{1.0.0.0)msi), and Select "MDS Caleulater™ from the
COfteRt men

.
B W5 deckean is

usesh bes ez MG
hask:

FIGLRE 3.1- DS Caloulpior gpeem m (xeviesd semiu
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J. MDS Caleulator shows the M5 dipest of the selected file.

Mote: Alternatrvely, yon can browse any file to calenlate the MDS hash and
click on the Caleulate bunton to calenlate the M5 hash of the fils

MD5 Calculator -lo m

Cryplogrephy MDS Hash Caloutalons' MO5 Calodstormd Soalsl .00 0 msi

L;:I BLED5 Eraeh (e
ikimar) bt o M Cigen P,
cemmgpract digital Engerpring - - e -

543881 DBodecablh1 BE 7T oo Sidbd |

Lpper case

FIGURE 3.2 M5 i generer for thie choies e
M5 calenlator is nsed to check the integrity of a file
If a person wanrs to end a fils to another person Tia 3 medmm he /he
will calenlate its hashes and sends the file (along wath the hash walne) to
the intended person When the person on the other ude receives the
mail, he /she will download the file and calenlates its valne nsing M5
Caleulatos,
Then, the person compares the penerted hash valoe with the hash
valne that was sent through ol If both the hash valnes tlly, it is
evident that the persom obtaned the fle withont any modifications by a
third person.

ks A emabhueie
LaAl) Ml Y i

Tl
Analyze and doonment the results related to this b ezercse.

O Yes
Plattorm Supported

1 Classroom
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Lab

atl
ryunitoarFEorae
e | LLE e :::.;-tn-'
Cryptolorge &5 @ file emorybtron software for perronal and professional data
secrity. It allons you to protes the pwvacy of sensitive filen folders, or email

moesnagen, By encrypbaing thene wirh strong encrybaton alporithe.

L Il P =
ICON KEY Lab s>Cenano

¢ Valahile CryptoFompe allows you to protect the povacy of senstve files, foldess, or

=== email messages, by encrypting them with wp to fonr strong encryption
# Testyour algorithne. Onee the mformation has been encrypted, o can be stored on
_ lwowkdyE  insecnre medi or transovited on 20 inseense netvock—like the Internet—and
= [ repoain secret. Larer, the information can be decrypted into it= onpenal form

L workbon peviem

'Teals
demenstrated in
this lab are To complete this lab, yon wil need:
available in
D=iCEH- " CoyproFocge located at D2CEH-Tools'\CEHVE Medule 18

TeolsCEHVS Cryptography'Cryptegraphy TeelsiCrypteForge

M ™ Yon can also dowmload the latest vermon of CryptoForge from the link
Coyptography bt/ Sororr erpptoforge. com /download

Rl

If you decide to dowmnload the latest verson, then seresnshors shown in

the lab nuipht differ

Follow the wizard doven installation mstmctions
Windows Server 22 noregy o s cooachis
Wimndows 5.1 nuesg e s vwmed machine

Adnvinistranme provilepes to ma tools
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I sl Diupratisr
Lan puraton

Time: 15 Mnmes

Overview of the Lab

The kb demwonstrates base encrppoon methodology wsed o encoypt fles and text
messaees and share them with the intended person/people.

4 — i
- Faclc
LAaD | asSKS

EH tasx 1 1. Mavigate to Do'CEH-TeolsICEHvE Medule 18

Cryptography'Cryptegraphy TealsiCrypteFarge, donble-click
CryptoForge.exe and follow the steps to install the application.
Once done with the mstallation, log in to Windows 8.1 wirtnal machine,
mavigate to  ZNCEHvVS Medule 18 Cryptography'Cryptography
TeslsiCrypteForge, donble-click CrypteFerge.ene and follow the steps
to install the application

Note: If 2 User Ascount Contrel pop-up appears, click Yes. If 2 Windows

Security dialeg-bom appears, enter the eredentials of Windows Server 2012

machine, and click OK_

. Now, smitch to Windews Server 2012 machine nampate to D:CEH-
TeolsiCEHvY Module 18 Cryptegraphy'Cryptography
TeslsiCrypteForge, noht-chick Confidennal mt, and select Enerypt
from the context menn

= Crpatatorge (Gt 435 m
. e 0

Enerypt a File

CrmidHars
! EdEwith Nt

s
ety

Sham v

‘ Bty o fave

B Adeta*Cardurtistar
o3 Canpnmd enal
FIGLIRE 4.1 Brcrypting 3 Fl

ats B 5H
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4. The Enter Passphrase - CrypteForge Files dislog-box appears; type a
password m the Passphrase field, retype ot in the Confirm field, and
click OK. The passwosd nsed in this lab is qwertyd123.

Enter Passphrase - CryptoForge Files “

Passphraze: I"""“ -

Cualicy:

Confirem: I-:«-:,:.M. |

Gonce | [ b |

FIGURE 4.2 Enter Pavphesr - CoypicPeoge Files Disdog-Bas

5. Now, the file will be encrypted in the zame location, and the old file will
be delered antomatically. as shown in the screenshot:

- e C=TE|

L1

FIGLIRE £3: File Encrypind
= 6. No one can access this file noless he/she provides the password for the
1 encrypted fle. You wall hawve to share the password wath hum her
Emu:le thronph message, mail, or another means,

Let ns assnme that yon shared this fils throngh shared netwods done.
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8. Mow, switch to Windows 5.1 wirmal machine navigate to ZICEHVD
Module 18 Cryptography'Cryptography TeolsiCrypteForge. Yon will
obserre the encrypted file in this location.

CrypboForge = E“
L]

Contickanilalbache

G L PRI e

FICILRE 4.4 Viewing the Fextrypaed File
9. Mow, dovble-click the encrypted file to decaypt it and mew its contents.
CryplaForge oo e

L 1)

e es

FIGIURE 4.5 Deatnpeed she Enceypsted P
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10. The Enter Passphrase - CrypteFerge Files dilog-box appears; enter
the password that yon have provided to encrypt the file, and chck OK.

Enter Passphrase - CryptoForge Files E

ESS Mo Look R Capes Lock

Passphrase:

I—lslp

FICIURE 4.6 Erster Pasihease - CrypotFoogs Files Drodiog-Hos

11. On entenng the password, the file will be snccessfully decrypted. You
may now double-chick the file to mew its contents.

- ..

—|

FIGLRE 4.7: Fike Dirypial Scosshally
12. 30 far, we have seen how to encrype a file and share it with the intended

mser. Now, let us see how to share an encrypred message with a nser.

13. Svrrch to Windows Server 2012 machine, go to the Apps screen and
click CryptoForge Text to lannch the appheation.
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14. CryptoFerge Text window appears, type a message, and click Enerypt

from the toolbas.
r=TemE|

CrymtaFonge Tewt {Tral Mode) - Docomentd

Ede Yirw bdomage et Fomal Hem

File &
Fapheies n Dwsiypi st Filp
ol s N

# ] B I 1| {fapomld
H moy ncooumt num ber 123455

Encrypty tha actr decomant

FIGURE 48 Encrptaga Test Message

15. The Enter Passphrase - CryptoForge Text dialog-box appears; type a

password m the Passphrase field retype ot in the Cenfirm field and
click OK. The password nsed in this lab is test@123.

Enter Passphrase - Cryptoforge Text “

" Hide Typing

Pazsphraze: |"‘
=

Crualiby: =

|-----:<-:--

E.L'l’lfil T

Cancel Help |

FIGURE 4% Ester Pusqpbwase - CrptoFige Tras Diilog-Box
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16. The message you type will be encrypted, as shown in the sereenshot
CrymtaFarge Text {Treal Moce] - Documentl M

w Muosge newt Fomet  Helg

Encrppt - Desorygi bzt Fle
b B I ]1 | |Couerblea

FHILRE 411k Mrssagy Frwryperd

. 7ou need to save the file. Click File in the meon bar, and click

CrymtaFarge Text {Tral Moge] - Document! ===

] Men ni+H
3 Open. Chd=n Dyt
5

Sarvan thi acivss dacumael

FIGLUTRE 4.11: Senng, id= File
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18. The Save As window appears; navigate to NCEH-Teels'\CEHvD Medule

18 Cryptography\Cryptography TeslsiCrypteForge, specify the file
mame 25 Credentials.efd and click Save.

Sawe
o Lraptogqraph., # r_,v":-'mje-

Orgenize =  Memfolder

% This PC
i Deslfop
Oocuments
g Dowmisads
B MR
Pictures
8 Widess

el [hsk i

ik rame | Credentisls i

Save as bype | CrypbcFomge Documurt (".cfd)

= HidaFoldan | | anoe|

FIGIURE 412 Saving the File

19, Close the CrypteForge Text wmndow.

20. Mow, let us assnme that yon shared the file and throngh mapped
network deve, and shared the password to decoypt the file in an email

message O 500e other means

Bl s 21. Swvarch to Windows 8.1 womal machine, and navigate to nampate to
ZNCEHvE Module 18 CryptographyiCryptegraphy Teals'CrypteForge.
Obseme the encrypted fils in this location; donble-click
Mess.age | - Cryptoborme -4 “

2 ]

Decrypt the
Enerypted

= onli sl b

Credendias ofid

FIGLRE 4.15: Viewesg the Ferypeed Fike
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23, The CrypteForge Text window appm_disphyi&g the message n
encrypted format. Click Deerypt to decoypt ot

CryptoFange Text (Trial Mode) - Credentests ofd SR n‘

Fir Edt Yiew Messge Imerl Formst  Help

Pamphrane | Encopt | Decnype | Iment Fie

yiF

FIGLTRE 4. 14 Drcryptmg the Bncoppinl Fle

23. The Enter Passphrase - CrypteFerge Text dalog-box appears; enter
the passwornd Tou nsed to encrypt the messape m the Passphrase feld,
and click OK

Enter Passphrase - CryptoForge Text H-‘

[+ Hicle Typing B Moo Lock B Caps Lock

Passphrase: |“"”' I

Cancel Hrip

FIGURE 415 Enter Paophese - CnpinForge Teat Dalog-Bos
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24 The CrypteForge Text window appears displaming the message in
plain-text format, as shown m the sereenshot:

CrymbaForge Text (Trial Mode) - Crecentestscid - ke “

Filn Edi View Wmssgs Imet Format  Halp

Pauphiacs Encrypmi Duerypt iranrt Film

] 55 bl 4 E B & I ||5emew

il

FIGLRE 4.16: Mesage Decrpimnl Succma ully
25. Thus, you have nsed CryptoFocpe tool to encrypt and share files and
messages with the mtended person.
26. In real time yoo may share sensitive information throoph emal by
encrypting data nsing CryptoForge.

b Analysis

LAl &l

Analyze and docnment the sesults related to this lab exercise. Prowide your opmmon
of your target’s security postise and exposnae throngh public and free information.

O Yes
Platform Supported

[ Classroom
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Lab

o, B = A 1B r,
EP?W"};#{“"-:.} i US '}1"..:

Advanced Encryption P

~Advanced Encrybiion Package in mont nateertly for iy foabilty; et only aan
e emcrypr il 4~r yosr o profecion, Bt e am mr:ﬁ P .m{" ffrn*rmg
versions of your filer zhat 5-"fw can 1w natbout meeding thiv or awy ather
sofiere.

I o s
ICON KEY Lab Scenario

Valmaile Diata encryption and decrrption operations require major secnaty applications

=== to secnze data. Most systems nses block esphers, such as public AES standard
# Testyom However, myplementations of block crphers sech as AES, as well as other
_ Imowlede erpptogmaphic alporthms are smbject to ade-channel attacks. These attacks
[ T allowr adwersanies to extract secret keys from demces by passively monitoring the
Y power consumption of other side channels. Conntermeasnres age requured for
applicanons: to which zde-channel attacks are 3 threat Thesze inclnde zeverl
mulitary and asrospace ._pp]_':ar_'cm‘ m which program informaton, classified
data, alpoothms, and secret keys reade om assets that may oot always be
phyzcally protected. To be an _'-:pc-rt Ethical Hacker and Penstation Tester,
you omst nnderstand file data encrypion.

L wadbock mriew

i o B
Lab ( .I'

Thes lab wnll give yon empenence reparding data enceypticn and show you the

techmques to do it It will teach vou how to:

Tacls * Llze encoypung/deccypting command
demenstrated in ®  (Cilemlate the encrrpted vale of the salected file
this lak are el
availakle in
D:iCEH-

TealsCEHvS
Module 18
Cryptography
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To complete this lab, yon will need:

* Advanced Encryption Pack cated at DOCEH-Teols'\CEHvD Meodule
18 Cryptegraphy'Cryptegraphy Tesls\Advaneed Eneryptien Package

You can also dovmload the lat a1zl A dvan o
o from the link his: |

I you decide to dowmload the latest verson, then screenshors shown in
the lab nught differ

Admuvstratre prvileges to ma tools
B this tool in Windows Server 2012
Dur

g: 10 Ainntes

Advanced Enerpption Package incindes a file shredder that wapes oot the contents
al files. It also integrates nicely with Wendews Explorer, allowing yo
s context menns and avoid hamng another window chtter

E TAEK 4 1. Nz wate to ICER-Tools'\CEHVE Module 18

Cry ptﬁgraph:l.r'.l‘.‘-nrptograph'.r Teals\Advanced Eneryption Package,
donble-click aep.msi and follow the steps to install the application.

Enerypting a File

On completing the installation, lannch Advaneed Eneryption Package
application from the Apps screen.
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J. The Advanced Encryption Package 2014 - License Manager window
appears displaming the License Manager section. Select Start free 30-
day trial radio botton, and click Next

Acvanced Encryption Package 2014 - License Manager

® Start free 30-cay trisl

LUnkack full versien

| B actwation oodo

[ hiaie o Boarens Cooh, Dail 1T o6 rad C Gadinm 10 Wk

FIGLRE 5.2 Licrmse Masages wanlive

4. The Aetivating step appears; click Next.

Advanced Encryption Package 2014 - License Managar

ACvating

Tk Mexct button to confirue,

L Mest

FIGALIRE 5.3 Activation Wandiw
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5. Leave all the options set to defamlt in License Infermation step, and

click Finish.

Advanced Encryption Package 2014 - License Manager

License Information

Product: Achvaniced Encrypiinn Package 2014

Licmrs= Type: Time-frrited trial

Licermed to:

Humber of s=ats: raot bmibed

IErss Eunres At ordey, Sepbemoer 08, 2014

Subacription watid 1

FIGLER 5.4 Licsmas Inbmmabon sectumn
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6. The main window of Advanced Encryption Package appears.

0 7. A sample file named Sample.deex i provided ar DNCEH-Teols\CEHvE
"xl...;:‘:::: r"_:'_'”r'- Module 18 Cryptography/Cryptography Teclsdvanced Encryption
[ Package. Select the sample fils, and click Enerypt m the toolbar.

L reanced Encaphon Packsge A4 w4 5 - Tral Werson = :.-.-n’.ﬂ

Bz EMuil Qoioe Took Helo
CEH-Todls
3 CEHS Bffer Charflony
; CEFwT Linh Prar oy
CE-vd Maduba 0 Fooiprindng and B e onna ggamos
CERS Mociube 0] Soarnang b ik

Frure i

3 Hacube 05 Malmare Threais
A badule 07 5riffing

7 Teels
demanstrated in
this lab are
availakle in
D:ICEH-
TeolsICEHVS
Module 18

T ——

S0 o= e

Cryptography 5 '_ : ek after- ey

FIGUTRE &5 Mien windir 0f Addvince Encrppticn Package
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6. You need to provide a password for encryption. Enter the password m
Passwerd field retype it in the Again field, and click Enerypt How!.

8. In this lab, the password is test@n23.

= Ahrancad Encrvoion Packsgs 11055 - T el Yerson

Fie E4dial Cpborr Took e

ghforms
il ard Hormyrots

= 128 ¢ by
[E T ——
Seurce Flas

et yar ansmonhion

FIGLURE 54 Encrptny the sdeiad B
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10. The encrypted Sample File appears in the same location as the onginal
fils ie., D:CEH-Toals\CEHvY Madule 18 Cryptegraphy Cryptagraphy
Tesls\Advanced Encryplion Package).

11. To deerypt the fila, firsr select the encorpted file, and click on Deerypt.

Mote: Namgate o D' CEH-Tools \CEHVS Medule 18
Cryptography'Cryptagraphy Tesls\Advanzed Encryptisn Package znd
delete the noencrypted sonrce file, as conflicts mipht oconr while decrypting
the encrypted file in the same location.

% firfvarcad Encryoton Fackage X111 557 - Tra Versor

Fis Fhdad Qpios Took fiso

(5= 18O
Pad: Fa, fan coypi
Source Pl

Dihate pfier aranation

(0 Curreni Folcar

CLETY

[ Frocasssd 12 1m0, Averags sead 13 @

ilIRE 5T Decrprtmy the sdecte:d B
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12, Trwill prompt you to enter the passwosd.

13. Becanze the unoencrypted sonszce file i already present in the same
location click Leave it alone, nnder Seurce file(s), and click Decrypt
Hew!

reanced Encaphon Packsge A4 v 5 - Tal Werson o :.-.-n’.ﬂ

Fle i Qoioe Took Helo

CEH-Toks Encrpct
CERE Bffer Chasrflon

CEFwT Lih Prarwcy

aeipd 1 MRES. Sittmaid! 1
reammed 120, Sowrsge sowac: 130G

FIGETRE &R Deenping che sddeiad Re
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14 The decrypted file appears in the same locaton shown in the
sereenshot

FIGLRE 5% Deenpried Sie
15. In feal time, network administrators or ethical hackess nse this tool o
encrypt files and send i to the intended persons to safeenard the
ntegrity of the files.

Lab Analysis

Analyze and doenment the resnlts related to this lab exercrse.

F Yes O No

. Pladform Supported
B Classroom O Labe
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ICON KEY
 Vakahl=
infremation

# Test pour

b Wk mmereee

L workbon peviem

'Teals
demonsrated in
this lab are
availakle in
De'CEH-

Teols' CEHVS
Medule 18

Cryptegraphy

YOuR SeCuiTy iS NOt EnOUgh
R i Brpbiabdedpty HaCkRhInO-TeaM !

Lab

= Tan phitaprl _u = ] B
B IexteEncodel

comebressed, encrypited and converted fo fext format, which azn then be earily cotied
#o the clibboard or raved ar a rect e,

Lab Scenario

T be an expert ethieal hackes and penetranon tester, vow mmst have knowledes of
cryptogmphy fanctons.

=1 |
LA}

b Objectives
Thus lab will grve you expenence cn encrypting data and show yon how to do it
It wall teach you how o

* Tl:e Encode/decode text data enceypted wath a passwood

| =k Frvivosrsmiand
LalD cvironiment

To comgplete thiz Iab, yon wll need:

¥ BCTextEncoder located at De\CER-ToalsiCEHVS Madule 18
Cryptegraphy'Cryptegraphy Tesls BCTextEncoder

If yon decide to dowoload the latest version, then screenshots shoum i the
lzh mught differ

Fnn this tool oo Windows Secver 2012 bost machme

Administranmre Privileses to ma the roal

M

Duration

- 10 Mbnmizes

CEH Lak Manmal Page Bl
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R X e Tan PET _S
Overview of BCTextEncodes

BCTextEncoder wes public key encoyption methods, a5 well as password-based
encrypticn. This wtility softorane nses strong and approved symmetne and public key
algorithms for data encryption.

Tasks

u g R

Lab

1 '}{:Lt':.gaae to D:CEH-Taels iCEHvE Medule 18
Cryptography'Cryptography Tools BCTextEncoder xnd donble-click
Enerypt the Data BCTextEnceder.exe.

The main window of BCTextEncoder appears as show in the following:
screenshot

g- TABNK 1

i BLCTextEncoder Utility v, 100G =[a
File. Edt Kemy Opgions Help

® FLIH compmssnn
algewrhm

FHALRE f1: Mo warkine of B Text ol
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3. To encoypt the text, type the text in the elipboard. O, select the secrst
data, and paste it to the clipboard by peessing Cte+V and dicking
Encede

E BCTextEncoder Utility v, 1006 [=Tam=

File Edk Key Opfions Help

=a] 1

Encode by: | passeond w Encads ]

| A Tl 1o o ' oot PR by o s el e ol e et £ Dsaraaad s ncTyror. Thia Ly sofiver o L .I'|

BCTextEncader is
intended for fast
enceding and
decading text data

FIGLURE 6.2 Secet wifinmsstem m dlgabscoml

4 The Enter Password dizlog-hox appears; set
(gwertyd123), and eenfitm it in the especte fiald

5. Click oK.

Enter passwaord

- r S=mion k=y agonthm AES-256

A

Pamword @ [llllllllll

Confrm |-u--u.u....

FIGLRE 6.% Set the posans] fue eniypihe
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6. BCTemtEncoder encodes the text and displays it in the Encoded Text
section, as shown in the seresnshor

3 BCTextEncader Utility v, 1004 B |

File Edit Key Options  Hek

Oierncied plsin fext: 3200 5

B TaxtEnroder uzes pubhe ke v ererpmtme met

FIGLUEE 64 Eroaled st

To deerypt the data, first vou need to clean the Deceded plain text in
the chiphoard.

Click Decode.

BCTexiEncoder Uity v. 1005 [=To ]

Options  Help

Deroced plan [t Ereoce by |_‘\‘::ri| g

FIGURE 65 Deccadnyg she dats
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9. Enter password for enceding text dizlop-box appears; enter the
password (gwerty@123) mn password freld, and click OK.

ol omeres ey prc Enter password for encoding text
well w pudibe: ey yeas
b eozmend Frivm dither {

r Encoded beut -Sesson key packst
-

gl

Pasyward |-|ll-|illiiill

FICITRF, fuf Fater e prvsrweend for desbing

10. Decoded plain texr appears, a5 showm in the screenshot:

BCTextEncoder UM lity v. 1.00LG

I
B by [cetrd

fTeotEnooder uses pubhc ey enorymborme hods ss wel ae pessssorc besed ercrypion, The ubiy soFimane Lo o

BLTextEncoder Encaded text: B B
nat enly encrypts,
but alse
compresses the
data

FIGURE 67: Chapase ool et
11. This way, you need to encode the text while sending it to the intended
mser dlong with the password nsed for encryption. The nser for whom
the text i imtended shonld have the BCTextEncoder application
mstalled on iz her machine.
12. He/she wall have to paste the encoded text in the Encoded text section
and nse the password you shared to decode it to plain text

I = P
I aly - Ve e
A} ML Y S

Analyze and dornment the resnlts related to this lab exercrse.

OYes HNo
Platform Supported
1 Classroom [ Lahs
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ICON KEY
™ Vgl
infoomation
# Test pour
g
= web eweree

L) Wbk pevism

-\..._

Tools
demsanstrated in
this lab are
available D:'iCEH-
TeolsiCEHVES
Madule 18
CryptographyiHea
rtblecd
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Lab

‘ ) | ':-uT,;".x n:

w e

e
LA ELF] '.-.,?'
i

'.'.
g
v . 3 L 1
Vuinerability on a H1

The Hearthioed Bugg i vodnerability m the popudar OpenSSL cryfogratibac rafinare
Bbrary. This weakness allwr seaking the fformation profeced, snder wormuad
comditions, by the 5 T STTE encrybtion ssed to recre the Intermet.

Lan >Cenano

HTTPS wehsites provide encayption to the data flow. Though hackers artempt
i ] mteme-pl: the data, it is encrypted znd cannot be easly dec J.Tpted ‘decoded.
However, doe to wolnembilites fonnd i the secent versions of OpenSSL,
attackers czn eauly intescept the data flow and obtain it in plain-text 1.0.2-betz
and lower versons of OpenSSL are wnlnemble to Headblesd exploit and semen
sensitrre mformation in clear test:
As an expert Secnoty Profeswonal and Penetation Tester you should be familias
with these exploits 2nd take certamn seensity measnres to avord websites m your
ogpanization from being exploited

ab Objectives
The objective of this lab is o help stadent= leamn how to penstrate into 3 Hearthleed
vulnerable website.
I this lab, yon will learn to:

v Test Hearthleed wlnesbility i a hitps webate

® FExplor Headhleed wolnemhility and obtzin passwords and ceificate
mformation m plamn-test

1 = ATy =5
LaD cvironimeant

To complete this lah, you wi peed:

' owmiCloud, Micresoft Visual G+ 2010 and WAMP Server located at
D:CEM-Tesls\CEHVE Module 18 Cryptegraphy Heartsleed
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You can download the latest version of WANMP Server from
bitp: / /Swrorw. Wampserver com fen /| and Mierosoft Visnal C++ 2010
from http: / /'wow oicrosoft com en-

i dovmnload /details. aspxrid =5535

If yom decide 1o download the larest verzion, sereenshors and steps
mipht differ in yonr Iab environmene

Fna this lab in Window Serves 2008 and Fali L wirmal machines
Admmistrative privileges to ma the toaol
Aweb beoorses with Interner access in both the nuchnes
3y Duration
- 15 Abnmtes
verview of Heartbleed

S5L/TLS provides comnmmication secugity and povacy over the Infernet for
applicanons such a5 web, emal, insmant messagng (T}, and some wirmal povae
netorodes (VFINs). The Hearthleed bug allow= anyone on the Internet to gead the
memary of the systems pootected by the wnlnecable veruons of the OpenSSL
soffwae. This compromises the secmet keys nzed to dentify the service promders
and to encrypt the taffic, the names and passwrords of the nsers, and the actmal
content. This allovs attackers to exvesdrop on commumcations, steal data directy
from the sarmees and nserz, and impersonate sarmces and nsers.

i - i
Lab Tasks

Mote: Before mnmng s Iab, log into Windews Server 2008, and ensmge thar yon
stop II5 admin sermee and Wodd Wide Web Poblishing Service (3 you have the
service installed on the machine) To stop the semce, go o Stat &
Administrative Teels & Services, nghr-chck 15 Admin Serviee and click Step,
azhr-click Werld Wide Web Publishing Service and click Step. Alwo ensmeze that
you stop Internet Information Sermces (15} Manager and Tntesnet Informanon
Sermces (II5) 6.0 Manaper. To stop Internet Informanon Services (IE5) Manaper, po
o Start & Administrative Teals 2 Intemet Infermation Serwviees (115) Manager,
right-click on the server name n the left pane and chek Stop to stop the manages
To stop Internet Information Sermces (IS 60 Limnager go o Start
Administrative Tosls & Intemet Infermation Services (IIS) 6.0 Manager, right-
click on the sarrer name m the left pane, and click Disesnheet to disconnect the
MANAPES

In this lab, we are feanung OpenSSL L0.1e (vulnerable ro Hearthleed) for
demonsmation purpose.

Mote: Male srre thar yom delete 2l the cookies in the heowser in which yon will be
hosting ownCloud, 2nd make snee that WANPSermer 15 kept online thoonghons
this ab.
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Before begmming the lab, dick Start at the lowerleft comer of the
sereen, and then click stare WampServer to lannch WampSarres.

FIGLURE 7. &k Sty WAMPSaver
B rasx s 2 Log into the Kali « Linux virmal machine, and open a command-line
Toct for terminal

Hearthleed

To check whether the websute is volnerable to Headtbleed, lannch a
vulnerability

conumand prompt, issue the command mmap -p 443 -seript ssk
heartblead 10.0.0.3 and pres: Enter.

Mote: In this lab, 10.0.0.3 is the TP addso f Windows Server 2008
which is hostng the ownClond server. This TP address may differ in yoos
lab enmironment.

FIGATRE 7.2 sevogy comrmnnd #0 detict Hieardhloe:] Vulbwrilabsy
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4. This initiates nmap and the tool begins to scan the server for

Hearthleed wnlnemhiliry.

imap remrns resnl

shomn in the wereens

g that the server i3 Hearthleed wulnerable, as

startirg MNeap
inap scan re
{ost 15 up |

LCp CREn

lity in the papular OpenSEl or
irg infarmatien intardad to ba

lircluding 1.8.1f ard 1
The bug allaws far

reacy

+ Hiszaridofion
The result nfers that the vers L nsed mn the machine i
volnerable, which means you can perform penetmtion testng on this
wulnerahility, which allows vou to mew sensitree information in plain
et
Iype the command msfeensele in the command-lne termynal and
s Enter to lanach msfeonsaole.

roatifirock: =

CEH Lab Masusl F: 18 imp and Cosntermeasare
=encl. R
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Exgaloit the

vulherability
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6. Type wse auxiliary'seanner'sslepenssl_heartbleed and pro
lanaches the epenssl_heartbleed anmliary module, as
the screenshot:

roat@root: =

F-Have Hetabploit Pré o rach & Gdpdrt

Lregs n hoip candmeTaselall

el rapikt in ke
FlNg cofmmanids:

a. set RHOSTS 10.000.3

b. set RPORT 443

c. set VERBOSE true

Note: 10.0.0.3 is the IF addr Windows Server !
on which ownl o

FIGURE T4 Settegr Do

nO-TeaM !
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ownClond lop
floridag123 and

ownUoud

| an i nieer

Fali-Linnx, type exploit and press

serve that the nser credentials have been displayed in plam temt,
%40 in the passwerd field corresponds to “8." So, it 15 emdent
thar the nzemame i3 shane and the pa iz fleridadl 23.

rootiiroot: -

Etkical Hacking and Coantermrasures
% Resssmvrl. Repeuad
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Mote: This exploit

. O Yes

Plarform Supported
[ Classroom
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Lab

SSL. ir an essemial part of secirtgg your IV 7.0 aite. Creating @ seffrigmed

certificate in IS 7 ir meswch easier to do than in previows versons SSL certiffcaes
enable the encryprion of all maffic sent to and frome yosr ILS neb e, preventing
athers from wening sensitive smormation. It soes public-ke) i
entabiish a secire conmedton. This meeanr that awything enorybied 1 ]

keey (the S certificate) can ondy be decrypied nath a privae key and vie-versa,

T T L =
IE0ON KEY Lab Scenano

Walmahls
infoemation

A self-zipned certificate is an identity certificate signed by the same entity whose
identity it certifies. In general, self-zigned certificates are widely nsed for tesung
# Test ome SELTeLs

b Wb exercie

L1 ook mrier 115 [ah mill e you expenence on how to creste self-sipned certificates.

Lab Envis
To complete this lab, yon will need:
" Windows Serves 2012
Admimistranme poomleres reqmired to perform this lab

Teals

demanstrated in

this lak are

availakle in

D:CEH- Overview of

TaelsiCEHv

Medule 18 In cryprography and compruer seennory, a self-ugned certificare = an adentiy

Cryptography cemificate upned br the same entty whoss identry i cemfies. Howerer, the teom
has ine o do with the identty of the persom or orpanizaton thar actmally
performed the signing procednre.
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T e L
1. Before we start the lab, first we will check with onr local sites whether

Verifying Self- ; s :
- they mnchede a self-sioned certificate.

Signed Certificate
. Lannch a2 web browser, ppe https:/ ‘wew. goodshopping.com in the
address bar, and press Enter. In this Iab, we are nzing Google Chrome.

=1

FIGURE 2 1: e gracsdsbuspping com herhors sddng Comnfiate
3. As we are nzing an hitps channel to browse, it displays a page stating
thar the connection is not prvate. Click Advaneed to procesd
mT=TEmE

L;:I Self il certefrin

thy Cerhtiaht Bos

. FIGLRE L2 Compaption b st Priale
b i . Click Preceed to the worw goodshopping com (nnsafe) lnk.

EL) b vctirieesd eren s Whoas s U"_—*_iﬂm

sty LN = -
C ww gt ping com =
% (Pa Ve

Innection 1= not private

FIGLURE A% Prucenl to unsafs Page
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5. As the ute does not have a iened centificate, it displays a Not
ound page, as 1 £}

Lanoch Start menn by hovering the monse cursor over the lower-left
corner of the desktop

ck on the down arow to view the Apps screen, and ch
Infermation Services

N -
&.
T
=..
8-
.
E

deFman LB

B. If the Do you want to get started with Microsoft Web Platform ...
np appears, click Caneel.

Internet Information Services (N5 Manager

oft Web Platform to onnected

CEH Lab Masuel Page 1624 e : santermrasn
Ruigrvne]. Rep
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9. The Interet Information Services (II5) hdanager window appears; click

the Machine name in the Connections pane, and donhle-click Serves
Canfigue Server Certificates.

Certificates

“FENTE

VNV PP E VY B S il T e

WAN-CHMOUIZGHF Home

il pubibe ey

st their
cieck dhat i@

pubhe key = the CA%
perxhiibe

FIGURE £7- [15 Manyger Server Cesificates

10, In the Server Certificates wizard, click Create Seli-Signed Certificate
m the Actions pane

=FENTY

Create Seff-
Signed Certificate T IR e 8 S (T3] b d R e

FIGLRE B8 Sevver Crrbfacabs

11. The Create Self-Sipned Ceificate wizard appears;
Specify a friendly name for the certificate field
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12. Choose Persenal in the Seleet a certificate store for the new
certificate field drop-down bist, and click OK.

Cieate Seit-5lned Carbfuate Ea |

Gpaily Feieadly Naima

Sty wfrwe by s fo

ST § oETIRHE S0ee Tor M nse peTFIE

|l|--:u1l

Wik |l'_-|

FIGLEE % Spectly Famully Mane

; 13. The Mew Self-Sipned Cermficate wall display in the Server Cerntificates
ceraficab g il teomml pane, as showm in sereenshot.

eiHt CETh

PRt PR AT |1 v

FLGLEE A0k Server Certifasges

14. Ezpand the Sites node, and select Gesdshepping in the Cennections

L yaeww pane, and click Bindings m the Astions pane.

Edit Bindings B A Mol G o (3] g

= A I 5

FIGEE R I Budewyr Ser Beakng
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15. The Site Bindings wizard appears; click Add.

Sit= Bndings 7

Pard P &ddreas Binding Informa..

i

I Y S

erxhaab: adhene thioe
iy camral OO

FIGLRE A 12 Ser Bewbngy Wisn!

16. The Add Site Binding window appears; choose https from the Type:
field doop-dowmn Bst

Add Site Binding 7 I

IP address:
All Unassigned

siion b Bl g

[T

| mermig formstnams
pips io.com or marketing.contozo.com
i

tep

FIGURE R 1% Mg Sir Brcings

17. Once you choose the hitps channel in the Port field, i will amromancally
changes to 443 (the channel on which HTTPS mas)

18. Choose the IP address i which the e i3 hosted, or leave the default
setting.
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h adkhcecd
mbcrrrricdaion, (st oof B oeer
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19. Specify the Hest name womwexample com In this lab, we are applying
certificate for the Goodshopping site.

Add Site Binding

Type: I address

|-.|!-,-.

w Il-.ﬂ. Unazsignad

Host name:

I.H.-. goodshoppng.com|

| ] Bequire Server Mame Indication

551 certificate:
f
|-'-. at selected

"'| | Sedechii

FIGURE B L& Adhng Ser Bexbog-Hias Maine

20 In the S5L cedtificate field choose Goodshopping from the drop-

dowrn list, and click OK.
7

Add Site Binding

Type: IF" adldiess

!'lllu: w | Al Unassigned

Hist Aarmes

| s, i

o dsnappng, Coon

[::] Require Server Mame Indication

551 certificete:

I::|. vekshepping

"'] | Sedecth

FICIURE .15: Adding Site Bindiog-55L Certificass
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21. In the Site Bindings wizard, the newly created 351 centificate is added,

a5 shown in the sereenshot. Click Glese.

oot s o ) Site Bndings 7 I

wirumdly s chames ol &

memr-r-the-radkBe attick
. St Por P &Azddmes Bincing Informa.. Al
i 5

FIGLRE 8.16: Addad HTTES Channd

22, Now, right-click the nane of the site for which yon have created the
self-sipned certificate, and click Refresh from the context menn,

L e e e O T

ot FIGLRE .17 Addad HTTFS Channed
rewtingg at apaphstion

25. Open a browser, type https:/ fwww poodshopping com in the address
bar, and presz Enter.

=17

FIGURE B IR www ypesbbuppmgesan b alblg Cestifizi
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24, As we are nsing an hitps channel to browse, it displays 2 page stating
that the connection is not prvate; cdick Advanced to proceed.

) |

Your connection is nc

[ )

FIGLRE 8.0% Connmsem mnat Pavese

25, Click Preceed to www gasdshopping.com (unsafa)

EL) Conating s i

cerhiahe & aheo the

srrver e muted af the

arte pEsTe

FIGRTRE &30 Presrnl b Unmbs Page
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26. Mow you can display the Goodshopping webpage, as showm in the
screenshot.

f e o |

16 5L wtilices gk
key erypiogmphy t
emcrype the data sbreem
brweelogr over the Irsemet,
whry g certficate

nrcessany? The iachmeal

CAITL 2ANY.NFF

FIGLRE 3.2 feli-Sgmed Cesnibease Page

LabD AN3alysis

Analyze and document the reslts related to this bh ezercse.

O Yes
Platform Supported

[ Classroom
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Lab

VeraCrypt

VeraCrybr adds enbanced secrity 7o the afporithmes weed for systeny and partitions

ICOM KEY

Vamahle

infoemation

Dusk eneryption encrypts all data on a system, mcheding files, foldess, and the
opemtng srstem. [lws i3 most appropoate when the phrucal security of the
Test vomc system is not assged Examples inclnde travelme laprops or desktops that are
— bwowledzE pot in 2 physically secuzed area When poopedy implemented encepption
B W s provides an enhanced level of asmrance thar the data, while encrypted, cannot
— bewmewed or othermize discovered by nnanthorized parnes in the event of theft,
B Wodtbock miew g5, or inferception.

-

i T %

Lab Object

This Iab will give you expenence in encrypting dam and show you how to do so.
It wall teach yon how to:

®  Create 3 virmal encrypted disk with a file

Toels Lab Environment
demenstrated in - ) )
thiz lab are To complete this lab, yon will need:

o ' VeraCrypt located at BHCEH-Tools/CEHYY Module 18

D:ICEH- = !
Cryptegraphy'Disk Encryption Teels\WeraCrypt
TealsiCEHvS g e i i

Medule 18 You can also dowmload the latest version of VeraCoppt from the link
Cryptography hrtps: [ fvemerypt.codeplex.comy

If you decide to dowmload the latest verson, then sereenshots showm
the lab might differ
Brmn tis tool 1n Windows Serves 2012

Followr the wized doven installation mstmctions
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Administranme provlepes to mao tools

VerCrypt 5 a softoare application nsed for on-the fly encrypion (OTFE). It =
disenboted wathoot cost, and the soure 15 avadable. It can create a wirtual
encrypted disk wathin 2 file. or encrypt a pantihon or entite stompe demos.

S R
L

:. TARNW 1

al

a askKs

Create a Velume

en the Start menn by hovenny the mouse cursor to the lower-left
corner of the desktop.

FIGURE 9.1: Wik Sesver 2002 — Dyisleton vew

Click on the down arrew to mew installed apps.
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. Click VeraCrypt to lannch the application

FIFLIRE 5.3: Wi
4. The VeraCrypt main windew app
Veralrypt
tem Feworites Topls  Settings  Halp

Sex  Encrypiion dgerthm

Chamaunt &

FLGLRE 04 Weral eyt Masn wichow
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5. The VeraCrypt Velume Creation Wizard window appears.

6. ZSelect Create an encrypted file eentainer to creare 3 file conraming 3
wirmal, encrypted disk.

E ineroiRTANT: Mot

twill e
e VeraCrypt Volume Createon Wizard m

VeraCrypt Volume Creation Wizard

* Create am encrypted file container

Creabes TLn!- Emorypied disi within 2 fie. Racommended far

! Enerypt a non-system pa itdtion fid e

EryiE & -0 e partiion on any il o aatumal
j=g afash dree], Opbonaly, meates a hidden volume

Enorypt the sysiem pastifion or snties wslem et
EncTyfls the partte

FIGLURE 9% VesaCrppst Vidhene Cnisstes Wissis]

7. In the Volume Type wizazd select Standard VeraCrypt volume. This
creates a nermal VeaCoppt molnme.

B. Click Next to proceed.

VeraCrypt Molume Creation Wizard |M

Volume Type

) Styewdkernd Wers ry pt vobame

Sedect thés optian i you want to creade a normal VeraTrvpt
wohre

Hidden YersCrypt volume

'."r.lna"l.- o e Mo by aommetecady' to revaad te
ord toan =0 'ph:" vakamee, There ore many stuators
fimse o revesl the pasyword (For exampie,
= g & 50rCaked Fedden wolrmie B0 yiou [0
sabe such stustians without reveaing she pasmwoed b your
e

wire in fprmsdion shout bidden yolyms:

FIGURE b Ve apt W —reahen Wimand- Vilume Type
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9. In the Veolume Lecation wizard, click Seleet File...

VeraCrypt Voume Createon Wizaed

Volhime Location
wfi Plesier save Fisiony

chease a fierame for the cantaicer and tn seiect the [oction whare
¥ ywsh the contsner o be created.
erraliiliy

o selert arexsting fe, WeraCrypt el NOT enm oyt
el cramisd
tesisting fles (ate
that po mre sheat

repdaced vk tha

FIGLRE 1.7 VessCops Volure Cnisee W] -5

v Lt

10. The Specify Path and File Mame window appears; mavigate to the

desired location (here, Desktep), provide the File name a: MyVelume,
and click Save

Spacity Path and Fa Nama
= T Il Deskiop

Organize = Plzr Fbibar

Fanmiliee
B Oelroy ?
g Downbeads

Sdminb e

Tpp———
: saod of
L 1 s i
et Ty
B Dukicp
Docuireis
trirhusid wnhornes i XTR

g Dowmnicads

+ HideFokdars

Save Canesl

FIGLRE 2.8 Windiors Staxliad-Specity Path o File Name Windoe
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11. After saving the file, the location of file containng the VeraGrypt
volome is set; chick Mext

VeraCrygt Molume Creation Wizard |M

Vohime Location

| C: PisarshAdminis rakor Desktap P ok « Solart Fie. ..

wfi Mewer save Fatory

vihua Carn neside i 3 T jealla d Yeralrppt contanen )
eside an a hard disk, on 4 1S fash drive, &8
nt onbarer st b snp rareesl S Gt can be :\-
g, maoed of Skt o arw reonmal Tha . Ol “Soloct Rl 1o
dipase B ferame for fe canteirer and o select the |ocation where
¥ wish the conteiner o be created.

t amewsting g, Yeralrypt sl MOT enmypl
replaced with the newly cestad

oai will D abbe to erery sting fbes (abe
L = Ve scrypt o 3
Mg : m them o e Verervpt contore 1 are shout

= RIPEND-1&0

ti the heolliroreyr hash

= SHA-S1I

= Whicdpral

FIGLRE 1% Vemlops Vokane Crmson Wizasd-Volume Locaton

12.In the Eneryption Options wizard select the AES Enerpption
Algorithm and SHA-512 Hash Alporithm and click Next.

VeraCrypt Wolume Creation Wizard I-_"M'

Encryption Options

ENTYRaen Aorinm

casstfe "r-r'am' up to the Top Seoetievs
roareis {AES-2580 Mode of openation b TS,

'j-n:l-ﬂ:ru

[k ieticon o hessh o gorliies

FIGLRE 21 VesCeppt Vidume Creichon Wesind- Encrpphion Oyjeees
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13. In the Velume Size wizard, specify the size of the VemCrypt contminer
15 2 megahyte, and click Next.

VeraCrygt Molume Creation Wizard |M

Vohlime Size

Fres space on diive C:hE 117.532 GB

.
" Piane: The Buitom Please spedfy the size of the conkaines you wark tooreate.

sinba m besh IF pau Ceate 3 dynanic (epense-Be] cantsiner . this par amater wil
i T i passble size

Seili am the fame

tha rinimun poechic o
The mirmum passible s7e of an MTFS v

=y

FIGLRE 911 Verdnypt Vobane Crmbton Weeand-Valume See

14. The Velume Passwerd wizard appears; provide 2 good passwerd in
the Passwerd field retype it in the Ceonfirm field, and click Next.

15. In this lah, the password nsed is querty@123.
VeraCrypt Yolume Creatron Wizard il m

Vohime Password

Pasmcrd | Sdassssnns

e | BRRERE R

Ll:l The longer yeni muone
s, bt bastter. Thas

: It & wery Importznt th
oprtly wereiees the

T o] cheasng one i =
erpptigraphic stength of i & dictiorary for a conbing
ta mnerpprhon keys

FIGLURE 12 VenCrpt Volome Cesbon Weminl-Vohens Pasmen

Note: A VeraCrypt Volume Creation Wizard waming pop-np appears;
click Yes.

16. The Volnme Foomar option appears. Select FAT Filesystem, and set the
chuster to Default.
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17. Move your monse 25 randemly as possible within the Volome Creation
Wizard window for at least 30 seconds.

18. Click Fermat.

VeraCrypt Volume Createon Wizad

Volhime Format

phians

Piesmtemrar v | Custer [oetar o]

Rardom Pocl; SCT0564 6
Header K2y
Masher Key:

Spoed
Te M your Maus =2 fandomly 35 pedolbic witn thia
windosi, The: lomger you mave it the betier, Ths sonficanty
reremsen the ygraphic strength of e encyphon keve, Then
cck Formal toreahs the volume.

FIGLRE 015 VerdCapt Voluns: Creshon Wieand- Vol Froemat

19, After clicking Fermat, VeraCrypt will create a file called MyVelume
the prowmded folder. This file depends on the VemCrypt contaner (it
will contain the encrypted VeraCrypt volume).

20. Depending on the size of the velume, it may take some tme for
volome creation

21. Opee the volnme is created, 2 VeraCrypt Velume Creation Wizard
dialog-box appears; click 0K

VeraCwpt Volume Creation Wizard m

o The YeraCrygt volume has been successiully created,

FIGLRE 7.14: Vermlaypt Wolume Crrabon Wieand Tialog Box

22, Click OK to close the dialog box
23. Yom have sueeessfully created a VeraCrypt velume (file containes)
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24. In the VeraCrypt Volnme Cereation wizard window, click Exit.
VeraCrypt Vome Createon Wizaed |_—|_'_—m

Vohime Created

Li:l Versnpt = unshle

ma The Veralryet uolune Fas besn created and & resdy for e, [P pol
wigh to mapie srother Varalrpd volume, dide kv, Cribersise, Sk
Esal

FIGLTRE 2. 1% WeraCrypst Vokere Cninsce Wissn]- Vol Cregod

I
Oivdii & 25, The VeraCrypt main window appears; select 2 dowe (here, &), and click

Seleet File....
Maunt a Velume

- VeraCrypt |_' | Dm

Volumes System  Fevorites  Tools  Settings _I1-:I|:_ Homepage

Sme  Encremtion gorthm

Create voune

Volurme

L £ ) Nauar B higkory

Agj oMot Deyces Ciamount

FIG1TREE 9. 16 Vel rypet Mien Wodere weth Selact Fde Harhon
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26. The Seleet a VeraCrypt Velume window appears; pawigate to
G:Wsers\AdministratoriDesktop, click MyWVelume, and click Open.

- Sedert @ VeraCrypt Volume m
. |'. [T |

Deganig = e fokies

Ll:l Drefault munne
et

s am shgare:d
in thr s peogEm
prrionmars Sty

Pl

Fle rame | ol

SR

FIGLRE 2.17: Windron Ssinchunl Fle Selector Wndow

27. The window eleses and you are zetmmed to the VeraCrypt window.
Click Mount.

R VeraCrypt
Wolumes System Fevoribes Tools  Settings  Help

Yohame Se= | Encryption dgerthm

= imera cimiris rador {0 esking Mydichume

| Mauar e hickery
valine Todls ..

w AutaMount Devices

FIGRTRE 9.18: Ve npt Mam Wesdow unt® Mines Buagin
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25. The Enter Passwerd dalog-box appears; type the password you
specified earlier for this volome (m this lab, qwerty@123) in the
Password inpot field, and click OK.

Enter password for CAlUsers\Administraton,Deskioph MyWolume

Patewoic: I.-nu"u-| I I

PHLCE-5PRF: | gumadetertion [ Truetrypt Mode

|| peplay pasowerd
[ U= kmyfims Kevfiles. ., Maunt Coens,..

Vedumes maern
FIGLRE %87 Verilrpt Pasreon! Wesdow

29. After the password 15 verified, VenCrypt will meunt the velume, as

shown in the sereenshot:
'u'crnEr}'l:llt |_'-I = m

Volumes System Feworites Tools  Setiings  Help Homepage

volume Sie | Encryption dgorthm

X =

e eneryphon by

eate Yakine

o\ mers WAcmires brador ' ek bon Py

o Mavar Save hickory
OIS ToOlR .

! Aditg-Maint Desices

FIGURE 5.2 Veraliryps Man Window
30. MyVelume has successfully monnted the contaner as a vermal disk ().

J1. The virmal disk is entirely enerypted (inchding file names, allocanon
tahles, free space, etc.) and behaves like a real disk.

L. You can copy or move files to this virmal disk to encrypt them:
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33. Create a text docoment on the Desktep and name it Test.

34. Open the text document, and enter some text 10 1t

33. Chek File in the menn bar, and click Save.

Testiit - Notepad ]-_T”“

E;un Format  Wiew  Hels

Hew Lol humbers| 123458780

b/ oeatars

FIGLRE 9:21: Ve npt Mam Wenliw witli Dismonss Butsrm
36. Copy the file from the Desktep, and paste itin Iz Clese the mindowr.

Lexcad Disk g2 = Tame]

Lo

FIGLRE TEL Teaktxt Blé n Brneryphial Crtenes
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37. Swarch to VeraCrypt window, click Dismewnt and then click Exit.

e Weraloypt =12 m

Volumee Systern  Favonier  Tocls  Seilings . Halp Homspege

Drive  Volume

w— 3]

FIGLRE 125 Ve rypt Mam Weslow warl Dismouss Bafton

38. The I#\ locared wmn This PC disappears. Thus lab 13 nsed to demonstrate
that, in cases of system hacks, if an attacker manages to gain remote
access of complete access to the machine he/she cannot find the
encrypted volime—inclnding is files—onless he /she is able to obmmn
the password Thus, all sensitive information located on the encoypted
volome is safepnarded.

oy | A 1
LabD Anai

Analrze and doonment the results related to tus Bh ezercse.

O Yes

Plarform S'Iuppc-rted

[ Classroom
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Lab

crypting Using

R N pp—
i ..;'_-'"'{f'?‘.l. tion

Esbos Dk i a program wsed to create bidden and protected pavtrtons on a
compager or USD flarh drve, that pasmvord-protects/ locks aecesr fo g Tngermet
athlications

Lab Scenano

Ticon KEY . Disk encrypticn works i 3 manner smilar to text-message encryption. By naing
P ke an encrrption program for the mser’s disk the nzer can safepmard all

ik miformanion noned ooto the disk and save it from falling ineo the wrong hands.
T, Disk-encryption sofiware scrambles the information on the disk into an illemble
code. The information mmst be decrypted to be read znd nied. To be an expen
ethical hacker and penetration tester, you pumst have knowledge of these
e Wb exerce coyptogmphy fanctons.

# Test o

L Wodbock s L s o
Lab Objectn
This Iab will give you expenence on encryping data and show yon how o do i
It wall teach yon how o

" Create an encryprted drive for Windows

*  Create a virmal encrypted dove for an external TT5E

l Environment

To complete this 1ab, von will need:

o« Tools j * TFohos Disk Encryption located at DHCEH-ToolsiCEHvE Medule 18
demenstrated in Cryptagraphy'Disk Eneryptish Tesls\Rehes Disk Eneryption

this lab are L 2 = 3 = 2

avaiiabie i You can also dovnload the latest version of Rohes Disk Encryption

D:ICEH- from the hink bhetp: / ‘worwr sohos com /prodrets (robos-disk-enerrprion

I{:«:Ii;ﬂﬁl'ahﬂ If yon decide to download dee katest vemion, then scoeenshors shown in
K the lab might differ

Cryptagraphy
Followr the wized doven installation instrmetions
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*  Tindows Server 2012 monsng in host sachine
*  Administrarere Privileses to ma the toal
Lab Duration
Time: 15 Msmmes

Overview of Rohos Disk Encryption

Fohos Disk Encryption ceeates ndden and passwond-protected partitions on 2
comgputer or USE flash drive Rohos Disk nses an NIST-approved AES encoyption
algonithm with 256-bat encryption key length. Encrypbion 13 antomane and on-the-
fly.

el T { |
LAabD | asK

MNote: Plop in a USE dewmce to yonr machine before pecforonme ths Iab,

To mnstall Rohos Disk Encryption, navigate 1o D:CER-Tools\CEHVE

Madule 18 Cryptegraphy'Disk Eneryption Teels\Rehes Disk
Install Rehas Disk Encryption.

Eneryption

ﬂ TASBK 1

Douhleclick rehos.exe; the Select Setup Language dislog box
appears.
Select the langnage as English, and click OK.

Select Setup Language “

_R_' Selert the language to use dunng the
| instalation:

1N [ETS— ||.=.-.;r=r

dizamlizid Rohos freen

higp: f wearse o o

FIGURE 1L Sebas e Laynoge
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4. The Setup window appears; read the mstmetion, and click Neat.

R Setup - Rohaos Disk Encrypbion -|O n

Welcome to the Rohos Disk
Encryption Setup Wizard

Ths vel retal Rohos Dick 2.0 on wour computer,
It is recommend=d that you dose al other applicaions befon
oL,

Asleame Dabe; 29,11 2013 15:02: 20

O pomstik Rebos Disk

irori s use

witheast wistadl

FIGLRE 10.2 Raoho sitop weean

5. The License Agreement window appears; read the agreement carefully,
select | accept the agreement, and click Mext.

Setup - Rohos Disk Encrypticn =|c

|
License Agresment 5—-"\}&

PMazae raad the folowing mportant infarmation before conbiruing.

e

Flazse read the fllwing Licerss Agreemeant. Yoo must acosnt the terms of this
agreement before conbrrang wath the rstalsbon

Licers= for use and distrioubon

P P A A P A Pl P PP P P

The Raohos Lagan and Rokos Cek Erovprbon (Rohes”) are dsinbubed
38 Iy -befors-wei-biy., Thia means:

1. all copryrightts to Rohos are exchsnely owned by the sothors

coack || Hewts

FIGURE 103 Tacsse: spreemani wrnhow
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6. Select the location in which you want the program to place the shoront.

R Setup - Rohos Disk Encryption [= 1o )

Select Skart Menn Folder
Wehere should S=tup place the program’s shortouts?

Setup wil raate the program’s shortouts in the folowing Start Menu folder,
e———

To continue,; dick Mext, 1f you would ke bo select 2 different folder; didk Brovess,

I A Brawse. ..

File
Virtualization:
prevents secret
data leak sutside
enerypted disk
an TEMP falders,
Registry, Recent | Dot et & Start Meru foider
decuments list,

- T R

FIGLUTRE 104 Select the devirntam Rilder

Check Create a desktop, and click NHext.

K Setup - Rohos Disk Encryption =TE =
select Additional Tashks -'. _'L
Witich addibianal taeka should be performed? il

[
T

=
Sedext the aoditiona t2eks ol weoild ke Setup to perform sdile inataling Robes Dk
Enayption, then dick Mext.

Addional wons:

%" Creale a deskiop loon

e e

FIGURE k5 coratmyg Richos deskdop axm
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8. Click Install to begin installation.

R Setup - Rohos Disk Encryption [= 1o )

Ready to Install 'I-—-_]“ilﬁ
b

Setup 5 now ready te begn instaling Rohos Dsk Encryption an your computer

Chok Install o confrue math the rsTallaton, or cick Badk o pou want to review or
change any sethngs

- Start Meru felder:
Szl weriual Fohes
krybwam] - pre
menpenl ek s md T
frewry @ iyl &dditioral ams:
Create a deskog cor

[ ) [
FIGATRE 106 Rebecs Bk tapptaces biatillithin.
9. On completion of installation, click Finish.
R Setup - Rohos Disk Encryption [=TO] % |

Completing the Rohos Disk
Encryption Setup Wizard

Setup has finighad Fataling Pohos Disk Encryplion on yous
pamputer, The apglcation may be launched by sxlecting the
retaked icong,

Jice Bnieh to el Setup,

| Laurch Aohos sk

]

FIGLURE LT eotaliabon of Robos dok smenpiaon complee:l
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10. The Rehes Get Ready Wizard window appears, displaming the Disk
Hrasx 2 Encryption step. Specify the password (gqwerty@123) i the respective
Create an fields, and click Mext.

encrypted 'is_k fior 11. Alternatrrely, vou can lannch it from the Start menn apps of Windews
Local Machine 5 2012,

Rohos Get Ready Wizard m

Disk Encryption
This mizard heips you oeate your persoral encrypted dsk. You <2n u
b protected by 8 passvnnd, The wzsnd he

sk but you mary change it g 'detals ik,

eC1ee 2. Disdkl D00 Lo el Dt

Tou ean charge dak paramete

Press Next

S P 2o | Ealt i

FIGURE 1E: Select passwnnd ke acoriseyr the disk

12. The Setup a key step appears; click Hext.

Rohos Get Ready Wizard m

flp 20F Y
wvehe s

Setup a Key

[ you have = UPSE keay, vou can uga it o aonees wour Rohog da g0 ol den't hava B
marwaly sier the peavword svery Tne

Plug it inard choose dheck boses bo setup USE Ky, I you don't have a UEB fash driwe, dice

U8 devioe Gr, has bean found

I Ext

FIGLTRE 0% Sl LFAH key devais
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13. The Rehes update section appears; click Finish.

Rohaos Get R=ady Wizard

Rahos Updates

Talai st

o (o @ e

Ect

FIGLRE HL: Rahas dek smenqphon wpesrs wandcr

| BE [, R — 14. Wart notil the encoypted volnme is created.

Performing operation m

afkmbidile el AFS 256

Fleaie wal.

& = ;
Ciraling =ncnpted volume

FIGIURE Bl 0: Thisk éombices s proiggrici
15. On creating the encrypted volnme, a new 3000 MB (B.78 GB) dove (R
appears in This PC, a5 shown in the sereenshot

This e =Tome

7]

FIGLURE 112 Emcrppenl ditk sscosssfully coeaied
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16. This dove appears only when you are comnected to HRohos Disk
Encryption, and disappears when you exit it.

17. 50, when vou want to hide any important files /directories from anyone
accessng your system, you can place them in this dove and access them

whenever requited (by laenching Rohos and entering the password).

18. To create an encrypted USE dove, click Encrypt USE drive i the
Rohos Dhisk Encryption GUL

= Rohos Dk Encryption |L|lm
Roh|

L5 3]

Disk in commactind. Ererppted Duke 5z
Sirec @ TRGE, Frew spsres 3. M1 GE
[ Too..

"

FIGRE 1013 Brirpimeg s USE dencs

19. The Enerypt USB drive dualog box appears; click Change... m the
Encrypeed partition propeies section.

Encrypt USE drive m‘

'hra

Create profected partihon on your USH Fash drive.

LiSH device G\ has bemn found . [Change...]
Enirvoted parliton prooertizs il ba
s Disk gr=: S Megabytes
tter {oiek): H:
artarer file: G:i_rohosY rdms b rdi.

Spedify anew paceword to acoses the dis

confim passwerd:

E Meaks & shoriouk o the disk on your desklop

FIGLURE 10.14: Fseryps L5 dove dinlog-box
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20. The Disk details window appears; choose the Disk letter Mz, set the
disk size to &0, 2nd click OK.

Disk details H

[nzks labber:
[izh Size [ M egabubest
File zyrzam

Ererpplion algantbm:

Erorpnted datn will be sonesd i this container il
|G\ _rohoe ek 1 i

Free spac= on the dide dereslz): 372 5B

)

FRCILTRE 1015 Dhisk dietuils windire
. This creates an Encrypted USE dove (M:Y) of 60 MEB.
L. Yon need to apply a password for the disk so that wheneter someone
wants to access the deive, they need to specify the password
23. Specify the password (hers, test#123) in both felds, and click Create
dish.

Encrypt USE drive E

=

) F LD
Crests protecied partibon on your U Aesh dove. ,_?

» Partion etk {disk]: M:
» Pariiton comismer f=: 52 rohosYrdislordi

Specfy a new passw ord to acoess the disk:

|ernnanss
Cortfrm paz=word

LELIXETT S

|+ Make & shortzut o the disk on yeur deskiop

| L}prn..._] L et e, ... | Cancal

FIGLRE HLI& BEncrypt USH dreer windone
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24, Wait wotil the disk 15 created.
Performing operation m

Flgaze wal,
.Y

- - - ¥
Ciesling =ncnpted volume

FIGLRE HLIT: Thak cosstui W frasgmes

25, On successful creation of the disk, 2 Rehes Disk Eneryption dalog hox
appears; click OK.

Rohaos Disk Encryption ﬂl

0 Enicrypted partiton has been successfully created,

To open it on a .}I:E'i‘.' coamputer use Eohas Mini=e= icon frem a roob
folder on that USE drive.

Mow you may =dd fil=s o it

FICAURE 10018 Redbem Thsk Freerypioon diakog-hos

26. The Enerypted disk (here, M:l) of 60 MB iz created successfully, as
shown in the sereenshor

Ercrymted Desk {43 T=To |

L]

FIGLUTRE 1019 Mewl crestal Erenpied dsk wedlons:
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27. The files you place in this dove will auromatically be placed in the
external TVSE.
25. In this lab, we ame copying the folder Rehes Disk Encryption from

D:CEH-Tools\CEHVE Madule 18 Cryptegraphy'Disk Eneryption Toels
o MeL

Ercrypied Desc (M =i m

7]

Fzho Cisk Encryption

FEGLRE MLXE Caprang a fulder b the encrppral Bk

Brasx & . Mow, if you want to access this file, open the external USE demve whach
has been connected to yonur computer, and double-click Rehes Mini
the Encrypted Drive [Pertablel.exe.

Disk T, TRANSCEND (G2} EciEa|
i | 17

HAecess Files in

w= ¢ ThinPC ¢ TRARGCEMD (G

Fehea [k Encrypticn

Fzhim. Mimi Drive {Partskis) e

M) Fohen minim

FIGLIRE 10:2E: Taundhurg Rahios Mun D
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0. A Rohos dialog box appears asking you to enter the password You
need to enter the password which yon specified ar the time of creating
the encrypted USE disk (M.

Rohos m

| T Enter your passveord:
M

[TTET T

Ruahos Disk conliainer:
G rohosiydsk.rd

FIGLURE 1002 Reden dialog-tus

31. A Rohes Disk Browser window appears, displaying the folder that was
placed m M|, as shown in the seresnshot:

Rohos Disk Browser {Connect as resd-only drove) |;Em

v Film Ve T

+ + @-0-8-12

Feobog Dk Encivplion

_|
FIGILRE 1023 Reeos Tisk Brosurner widiow pemssicsngg the: Sle phaced in M-

I. When yoo want to share sensible information with someone wia USE,
you can nse this application to store the files in an encrypted disk, and
share the passurocd with that person.

33. The person with whom you want to share the files can access them only
after entering the cogect passwrond

34. This way, yoo can protect the files from being wiewed by a thind person
and thereby safepnard them
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Analrze and docnment the resmlts related to this hb ezermse

1 Yes
Platform Supported
[ Classroom
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Lab

) -'1.--\.4-}1? =1 Bl L E""" T,
crypuon Using

CnpToal ir a fremare proprame that evabls you #o abply and anabe
cryptographic mechantens. It bas the tprcal look and feel of a modern Windons
application. CrypTool ncider every mare-gfthe-art cryprogratbic facion and
allosur you fo Jearn and sse arypirogrably wathin the sawme emvironssment.

Lab Scenario

Most secnpfy initatwres are defensive strategies aimed at protectng the
perimeter of the netwods Bt these efforts mav ignore a cmeml mlnerabdity
sensitrve data stored on neteorked secvers are at nsk from attackers who only
need to find one way inside the netwrock to access this confidential informarion
Additionally, pecmeter defenses like firewall: cannot peotect stored semsitre
data from the mternal theeat emplovees with the means o access and explox
this data Escrypion can prowide strong secnnty for sensitive datz stored on
local or network servers. To be an expert ethical hacker and penetmtion tester,
yor mmst have Enowledee of erpptogrzphy fmnctions.

1 b = -
Lab Objectives

This Iab wall pive yon experisnce on encrypiing dam and show yon how to do
so. It will teach you bhowr to:
L Teals -
demenstrated in
this lab are *  Visnahze several alponthms
available in - I o i g
D:CEH- Calomlate hash walnes and analysis
TealsICEHD
Module 18

Cryptography To complete this lab, voo wil need:

"  Crplool located at DeCEH-Tosls'CEHvD Madule 18
Cryptegraphy'Cryptanalysis TeelsiCrypTeal

Uz2 encrypting/ decrypting command

Y e T
Lab Environment
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vemion of CoypToal from the link
ad-ctl-e

If you decide to download the latest version, then screenshots shown in
the lab might differ

TWindowrs Server 2012 mnning on host machine
indous o Windows 8.1 moning on wicmal machmne

Administratore Privileges to mao the ool

=5

ation nsed m the mplemerntmon
nally desoned for sternal

Navigate to DCEH-Tosls\CEHvI Module 18
Cryptography'Cryptanalysis TeelsiCrypTeel, donble-clck
SetupCrypTeol_1_4 31_Betath r367T0 V52008 en.exe, and follow the
wizard deven installation steps to install the application.

On completing the installanion, lannch CrypTeel applicanon from the

CEH Lak Masmal Fage 1657
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The How to Start dialog box appears; check Den't show this message
again, and click Clese

Howy to Start

87T 1% W B KD E FE D0 AR OEES
AL BA- TF 12 N1 5F 4k AN OF
-

§sd3¢

£

oRNTFESIEEN D

ai
LLg
e
[
L=
T E BT BTOCE SE FTRE e
5P e D N7 a0 LY BRI TV

af
erppiolgy with s mncy
14 capihers amal EErypben

riasthicks

[ Dron's ghiow this :i'ah:-aaain]

FIILRE 112 Himw ter Stsert Dradeng b
The man window of CrypTeel appears; close the startingexample
en.tet Tindow.

CrypToo! 14.31 Beta G5 [V52008] - stertmpexampie-en b |;LF.'_“

o Bt Wiew EncrypiDecrypt  Digkal SigraturecPE]  Indie. Precedunes Analysie  Opficns

Hdlg

| o | o Bl 55 ¥ [

= n@

F14n cikain hal L1 S P

FIGLURE 11.% shirtmgessmnle-en fas wesdow in
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5. To enerypt data, click the File option from the menn bar, and select
Hew
CrypTool 1,431 Beta 6b [VS2O0R] = To )

El-ﬂ View  EncryptilPecryps Digesl Signaturen ™) Indy, Procedures  Anshmiz Options  Window

Heswy e+l |

Open.. o | e

Prif Satup.

Exit

Creates & nevw deosrent

FIGLRE 11.4: Chising & ourw Rl s ey
Type some content in the opened Unnamed? Notepad of CoppTool
Yon will be encrypting this content.
B 7. Zelect Encrypt/Decrypt < Symmetric {modem) - RC2... in the hMemm

azniy

bar.

CrypTon 1431 Beia 5 [VS2008] - Umnamed =TrEmE

".-.|:'n:r:.-p|-r-m_,p: Mgkal SigranresPE]  [ndiv. Pracedunes Snalysis  Opcions  Windios

Symirsnic [Claodc L]

Symmenic [modem

A ETITETI

SEE (el estraching]

0 P

Encryption J dacryption with ACT

FIGLTRE 11.% Enorypeey i file
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§. The Key Entry: RC2 dialog box appears; select Key length (here, 8 bits)
from the drop-down list.

8 Enter the key nzing hexadecimal characters (05), and click Enerypt.

Key Entry: RC2 m

Enler the key using hesadscimal charsckiz L9, 4. F

Eaplength |Bbi‘.; =

FIGURE 116 Encryjerey the fle

. The RCZ encryption of Unnamed1 notepad displays, as shown in the
screenshot:

RC2 encryption of <Unnamed1:», key <00=
L;:I Coypp Tl nchs

vy st
erypigmyaia: Santion el
al s i bz e and e

o g T

i g el the s

o

BT

.
Py e [ o |
b e el b e et

1
=]

00 [0 31 = =~ i

10000052
10DOGGTE
| nno00s:

P e

AT Fn o 0 T 0 B e
L S 0 e [

e n L i e R o il ]
0 I e

10T
o

Dhatjast of B2 - emerypbed das

11. To save the ble, click File in the men bar, and select Save.

CryoTool 1,437 Bata 6b [V5200E] - RC2 encryption of <Unnamecds, ey < tlm
rFI.E'l Edit  View Encypt/Decrypl  Dightal Signaberes PE1  Indbe. Plocadunes Aralyis  Opticne ‘Wi
= “til+ N
Ciosn E 0 5’

Choee

Siva
Srveas nfredd =, key
15 TG 2 9:
AL KL
S E2

Documen Propertie.,

Prink Setup..
1 Cilbsers', v Cry-RC2 -Fakedves
2 Faknkct

Wisers N\ Templhony? ang

Alk-F4

FIGURE 11:8: Saving the merypted fie
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12. The Save As dulog-box appears; choose a location where you want to
save the file (Desktop), specify a file name (Cry-RC2-Unnamedd.hex),
and click Save

Mote: The file name oy differ i yons lab environment.

e s

Crganize =

4 Faeonitm

= Hide Foldars -

FIGLIRE 119 Saving the menpted fie

13. Now, you can send this file to the intended person by email or any
other means and promde him /her wath the hex valne, which will be
msed to decrypt the fils

14. T share the fils, you may copy the encrypted file from the Desktop to
D:CEH-TeolsICEHVE Medule 18  Cryptegraphy\Cryptanalysis
ToelsiCrypTeel.

15. Assnme that you are the intended recipient (working on Windows 6.1}
of the Crypted file through the shared network drive.

16. Log into Windows 8.1 virteal machine, nampate to ZWCEHYS Module
18 CryptographyCryptanalysis Teels'\CrypTeel, donble-click
SetupCrypTeel 1 4 31 _Betath r36T0 VS2008_en.exe, and follow the
steps to install the application.

17. In the meanwhile, copy the Crypted hex file (Cry-RC2-Unhamedd.hex)
from ZNCEHVE Module 18 Cryptography'Cryptanalysis
ToolsiCrypTool, and save i to the Deskiop.

15. Lanach the CrypTeol application

19. The Hew te Start dialog box zppears; check Den't show this message
again, and click Clese.
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20. The main window of CrypTeel appears; close the startingexample
enbot window.

=

File . Edit Vi

Hdp

'1:i'.|@'u.i_¥£_|,:'! E | ) |

Haringeiample-ar e
Etarting reample for the CrypToal vemion family 1. [CT1
el g e fras eChcationd o

criptanalyes

hede and many vsusizal

FLGLEE 1013 sasmgeeample-en bt wadias m CoppTool
21. To deerypt data, click File m the menn bar, and select Open....

o Jesio= Dok oo

nWindow

Opena an axiking decurmaeni

FIGLRE 11 11: Chpessng a Crypeted file
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23, The Open dalog-box appears; select All files from the drop-down kst
navipate to the location of the file (Desktop), select it, and click Open.

Cipen H

T Favoetes

B Deshdog

Cry-RCI-Unnamedd hay
S

RC2-Unnamedd s ¥ |-'-| fike= [.)

@ Ipen

FIGILRE 1112 Chpesany s Copted file

23, Select EncryptDecrypt & Symmetric [modern] & RC2.. from the
menn bar.

CrypTood 1431 Beta ob [VW52H08] - Ory-RC2-Unnameds. hex

Fla  Edit  View Enrr.EE-mEl [ gruiurmyPEl - indee. Procadurss  Anshyais

et S mmelric (clEec) ¢ |

] o ol il | [ Svrmmenc

Sopnmetne

Further Algorehms

5 [seH eriracting)

finn ¢ decryption with RC2

FIGLRE 11L% Select 2 B2 Encophon algeathm
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24 The Key Entry: RC2 dialog-box appears; select Key length (heme, 8
bits) from the drop-down List.

25. Enter the hexadectmal key (05) that was nsed to encrypt the file, and

click Desrypt.
Key Entry: RC2 EX]

Enlerth = key using hexedscimal characksis 1094 F)

Kaplength |00

FIGURE 11.94 Decryperg the fn

26. The decoypted text appears, as shown m the screenshot:

[ CrrTon] 14,31 Beta b0 [Va200e] - AEe decrypinn of <rr-Fee-Lnnameadn, — = Tl
Fle Edit Vies Encoypbfeoypt Digisl SigratuesPEl Indi, Procedures  dnshais  Options  Windaos

Hulp

Ol R | ||| o) E %R

Cr-BL2-Unnameds iy [ e e
- BCZ decyption of = Cry-RC2-Unnameci hexcr, key <00 = e

\ §CryaTacl is afue, open-sorce e-leaming appication used n the Pvplamaniation
y dasigrad for imtamal

Ll € P

FIGLERE 11 B Decrypied Ba Gle nuconiahilly

7. This way, fles can be encrypted nang CEFPTGCI] and shared with an

mdividnal in a secure manner, so that no one can intercept its data.
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