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Clowd compuating #r Internet-bared comgeting fn nbich lorge grospe of remsore
servers are nenvorked i alin sharng of dala-processing facks, cenfralized data
srorege, and GRlme Gccei o ComDuTEr SETVIES OF TERONTEES.
~£28 2T Lab Scenario
7 Valnahle . ik i i : .
infremation Clond compuzing 15 3n emerpng technology that delimess compnting sarmoes meh as
online busness appbcatons, onboe dam stompe, and webooad over the Entemet
Clond mmplementation enables distobrged woddforce, rednces  orpanrmaton
_ expenses, provides dam secnary, and 0 on. As many enterprises ae adopting clond
B Wb ezerone services, attackers make clonds thesr trpets of exploits to gain noathosized access
L) Wadbodk mriee 10 TAmable dam stored in them Therefore, & iz imposant to perform clond pen
testng repnlardy to Moo its SSCNaty Poshge

Secnairy Adnwnistrators clam that clonds are more milnenble apainst DaS aszanlts,
becanze they have mmerons mdmmidnals or chienrs, making DoS assanlrs poentially
wery harmfnl. Becanze of the high woddoad on a flooded sermce, 1t will atempt
promide more comprianonal power (more Tirmal machsne:, mode sermice MsTNCes
o cope, and wll evenmmally fal

# Test your

In this way, cond systems oy to wods agamst atckers by providing moe

computanonal power; however, they madverently zid the atrackes by emabling the
preatest posuble dzmage to the semmce’s avalabdir-—a process that all stmed from
2 ungle fooding-attmck enery point Thnes, anmckers need not food all servers that
provide a cermm sermce, b merely flood 3 sngle, dondbased address w the
sermce noavalshle. Thms adequare secnnty 15wl m this context, becanse clond-
compmiting services are based on shanng,

As an expern etucal hacker and penstranon tester, you mnst have sonnd knowledpe
of how to develop a clond server and which clowd sermice yon need to enforce,
depending on the trpe of ompamizaton

Lab Objectives

The ohjective of this lab iz to help smdents to budd a clond semwer, secure it
with Open55]. Encryption, and exploit java volnembility 1o hamvest nsec
credentials.

I this lah, yon wll:
*  FEmild a clond server,
*  Secnge it with OpenSSL Encrypnon
* Perform Java Appler attack m attempt to harrest the nzer eredentils

Perform Secnory Asseszment on 3 Clond Server
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Lab Environment
To conyplete this lab, von will need:
* A compmer e Windows Secver 2012 as Host nachme
¥ A compmter mnnme Windows Secver 3008 as Virmal machs
¥ A computer mpnmg Windows 5.1 as Viemal machme
A comgreter munne Windows 7 as Virmal machine
A comprter mnnme Fah Linne as Virmal machine
Androsd momne as Virnmal machine
A web browrzer with Inresnet access

Admuustanme povileges to ma toals
Lab Duration
Time: 50 hnmres
Overview of Cloud Computing

Clond compuhng = an on-demand delwery of IT capabdities in wiuch TT
mfrastmemee and appheations are promded to snbsenbers a3 metered sermces omer a
network. Clond sermices are classified into three catepories namely mfrastmete-as-
2-service ([2a5), platform-as-z-sermee (Paal), and soffeare-a:-a-sermice (Saa5), which

offer different techniqnes for developing a clond.

e — s =
= TASK 1 Lab Tasks

Overview Recommended labs to azsst you m Clond Comprnag:
*  Fndding 3 Clond Using ewnCloud and WampServer
* Transferone Clond Dan Cwer Secure Channel
*  Hamresting Clomd Credentials br Exploming Java Vulnerability

*  Performung Cleud Vulnerability Assessment Usng hobde Bazed
Secnaity Scanner ZANTI

Lab Analysis

Analrze and doenment the resnlts related to dus Ish exercize. Promide yonr opimon
of yonr rget’s secnaty postne and exposure.
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Lab

Clowd servers are those beilt, bosted, and delrvered throwgh a dosd comgbuning

IEOH KEY !
SRR,

alnahle
infoeraxtion " 2 -

Lab Scenarnio

# Test pomr . oz
Imomisden ownClond iz an open-sonrce application nsed to syne docnments, and provides
tools to nzers, 33 well as smbstantal onderakmes and adminiztration mppliers
working.  ownClond gwes protected, secure, and consistent  recosd

L Warkhock mriew  syncheonization and imparting arransement on tervers that Ton coatsol

el Wik ezmcose

As an expert Secnrity Professional and Penetranon Tester, yon should possess
kenowledes on building a clond server, creating nzes acconar:, and assusning nser
riphts to each of them in acceszing files and directonies. Yon also nesd to have
Enowledge of shanng files onlme and offline nung ovnClond Desktop Clent.
Lab Objectives
The objective of this Iab 15 to help smdents leam how to boild a clomd sesver.
I thes Iab, yon will leaon to:

*  PEndd 3 server nung ovnClond

®  Creare nsers and assign nser rights

®  Share files and dwectones both online and offtne nang ownClond Desktop

Client applicancn

I sl Emuireasnrmcesyd
LaD Cmvironiment

To carcy ont the lab, you need:

' gwmCloud, Micresoft Visual C++ 2010 and WAMP Server locared at
DeCEH-Tools CEHvE Module 17 Cloud Computing

" gwnCloud Desktop Client located at DYCEH-Tools ' CEHvE Medule 17
Cloud ComputingewnCloud Desktop Client
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You can download the latest version of WANMP Server from

bittp: / /ororw Wampserver.com /en /| and Micreseft Visual G++ 2010
from http: / /'wow oicrosoft com en-

i dovmnload /details. aspxrid =5535

Won can download the latest version of swnCleud and swnCleud
Desktep Client from hiip-/ /ownclond org/insll

If von decide to dovmload the latest verson screentchors and steps
mipht differ in yonr Iab environmene

A Windows Server 2012 host machine
A Windew Server 2008 virmial machine
A Window 8.1 virmal machine
Admusteatre pomilepes 1o muo the tool

Aweb beowrses with Interner access 10 both the nachines
Lab Duration

Teme: 13 Minmees

Overview of a Cloud Servei

Clomd zervers aze also known as vermal dedieated secvers (VIDS), and they possess
amilar capabdities and fnctionaliy to 2 typical server. Howeves, they are accessed
remotely from 3 clond sermce poomder

ol T Lr
u-.f-f:j !.;!-‘_'-F:;-

Mote: Before nunning this Iab, ensnee thar yon stop 115 admin sermee and Wodd
Wade Web Poblizhing Sermce (if yon have the sermes installed on the machme ). To
stop the service, g0 1o Start 3 Administrative Tesls & Serviees, sght-chek IS
Admin Serviee and chck Step, nght-cick Werld Wide Web Publishing Serviee and
click Stop.

Alzo ensnre that yon stop Internet Informaton Secmces (I15) hanager and Internet
Informamnon Services (115 6.0 Manages To stop Intemet Informanon Services (T15)
Manmager, go to Start < Administrative Teels & Intemet Infermation Services
(15} Manager, ceht-chek on the server name m the left pane and click Step w stop
the manager. To stop Internet Infommation Sermices (I05) 6.0 Manager, po to Start
-+ Administrative Teals = Intermmet Infermation Services (115} 6.0 Manager,
right-click on the server name in the left pane and click Discenneet 1o disconnect

Make sue that yon delete all the coolaes m the browser in which yon wall be hosting

ovm{loud aod make mre dhat WampSemer iz kept online thromphont this lah.
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E tasx 3 1. Login to Windows Server 2008 wirtual machine.
Install To msll Wamp server vathont ecoors, yom first need to install Miereseft
WampServer and Visual C++ 2010 Redistribute.

Mizrassft Visual -
L :\ ] L
C#+ 2010 x64 i gt

Redistibutable ZHCEHVS Madule 17 Cloud Computing'Micrsssft Visual C++ 2010 and
donble-chick veredist xGd.exe.
Micreseft Visual C++ 2010 x64 Redistributable Setup window appears.
Accept the icense terms and clhick Install.

G

Welcome to Microsoft Yisual C+ + 2010 x6d Redistributables Setup

Flesse, scomat the lioess t=rms o conbirues

MICROSOFT SOFTWARE LICENSE TERMS

[MICROSOFT VISUAL C+ + 2010 RUNTIME LIBRARIES WITH
SERWVICE PACK 1

Thess licenss terms are an agreement betvween Microsoft
Corporation [or bese ou live, one of i f ates) and
voll. Piease read them. They apply o the sofoware namead abowve, =

l]’v' Thave resc &g sccept e s '.‘=I11:.§ _.—-.j_.| ...“dJ

B se8, send irformaton sbaut my sebip experences to Mirosoft Corparatian,

Far more infomaton, read the Data Solecton Foicy,

[mstal

FIGUTRE L1: Microw:i Viasd U4+ 200 ofd Rechirinsiole Sehg omlows
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5. On completion of the installation, dick Finish.
8 Formeh e .+ 2e10 s e

| Installation [s Complete

R ...
P Hiraseft o

- " LA = 2000 sad Aadsinbuiate has bean
Visual Studio ™=

FIGLREE 1.2 Instalbason Cornplond

6. Mawigate ro ZNCEHYS Module 17 Cloud ComputingWAMP Server and

donble-click wampserver2. 2e-php5.4.3-hitpd-2.4. 2-mysql5.5.24-
wbd.exe.

-

The WAMPServer setup wizard appears; click Mext.

sl X

Welcome to the WampServer 2
Setup Wizard

‘WampServer

Powered by
Aller Way
The Franch
Open Solrce
Service Provider

| hittpeibanwe alterway.ir
| hpacke (- ]
EMya(L ; ELG.34
§ FHE i Seldad
| FHFRphdnin | 3a5al
JSqlEoaay ¢ 1.3.3
I ¥Debag i 2Bl

|

FIGLRE 1.35: WisnpServer sshap waind
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. Inthe License Agreement step, accept the heense agresment, and click
Hext.

P

Lecense Agresment
Peace read e folowing impor taet brbor medion e Conir ‘U,

Smane read e g Loarse Agreament, You must sccept the s of ths
sgremmat bef grurg vath the rstallaton

o lsccent the soresment ]

| T'dornot Booent e agreament

FICGLRE L W Servrs sy wieand Lcen Agmesnem

9. The Select Destination Location step appears; specify a location in
winch to install the server, and click Hext.

i.._ - -i_r
Seject Desting tion Location f“‘

witere sholdd Yyamoserver 1 e ratsled

Set il irstal WampServe 2inte the follovang foider.

fick Mkt 1F youwouid e 10 select 3 different folder, ook Brovse.

Browee... |

At leagt 255 7 ME of free disk apace s neauired

o

FHILRE |5 WanjSereer petup wicand Dedwiabeon Lecahan
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10. The Seleet Additional Tasks step appears; click Mext

Select additional Tasks

Whith addiorasl Tesks sho
Select the anditionsl @ you would Fke Seiup to perform while inssling WampServer
2, then cick Next,

Addibonsl icors:
Duick Laurech iconi

[™ Crazte 2 Deskton ion

< Back I Pt I

FIGLRE L& Wisnjlherer wtop denl: Select Addbbaaial Taaks

11. The Ready to Install step appears; click Install.

Setup - WampServer 2 =

Resdy bto Install

Setbup i naw ready to begin iretaling YamoServer 2on v

Click Irsizl to conbmas with the irstalation, or dick Bace iF you want bo review o
thenge &y setings.

Destination |ncator
ctamp

FIGLRE LT: Wiesnpierer jshp weeanl: Select Addbenial Tasks
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12. It takes some tme for the secver to install.

13. Draring installation, a windowr appears, asking von to choaose yone
defznlt browser. Click Open.

FIGURE LA Cloxieeys defiadb bevoaer

14. The PHP mail parameters step appears; leave the defmlt options and
click Mext.

PHP mail parameters

Flaage sanfy tne SHTF saryer ad e acreses nml oo b psed by PHP whan uang
thie Bt a0 TF po e nat s, |ust e e dafe e cabieg,

EMTPL

st

Email:
| AL oL T

FIGLERE L% Wasnjilieren: sy wimind FHP sioed pasaneben
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15. Onee senep is complete, the option Launeh WampServer 2 i3 checked
by defanlt. Click Finish.

Completing the WampServer 2
Setup Wizard

WampServer

Powered by
Alter Way
The French
Open Source
Service Provider
hittpallwinan. allerway. I
Rpache T 2.2
WriL =
PER
PHEMpAfEin
Sqliuddy

< etk

FIGLRE LIE Lamchey WunjServe
F
T ARE 16. WampServer icon appears in the notification area Wait 1l the icon
Configure Apache mns from red color to preen
Server

FI{FLIRE 1. 11 WampServes actmatnd

17. Once the icon mens green, favigate to
C:Wampbinlapachelapache2 d.2'conf, open  hitpdeonf with
Heotepad++ (ie, nppheclick on hitpd.eonf file and select Edit with
Hetepad++).
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18. Seroll down to line 265 and change the scrpt from Require losal to
Regquire all granted.

-Ij]x

FHGURE 112 Servieg Permissions
19. Click File from the menn bar, and then click Save.

Mote: Yon can instead press Ctrl+S to save the file.

FIGIIRE 1. 1% Savesy the cosy Bls
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20. Clese the file and all open folders. Click Wamp server icon from the
system tray, and then click Restart All Services.

WAMPSERVER 2.2

FIGURE 1.14: Restisting all
21. Wart until the icon torns green

22, Click WampServer m the notification area, and select Localhest.

WAMPSERVER 2.2

FIGLURE 115 Loy Lissidlicet

CEH Lak Masmual Pagr 14%
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23. As soon as you click the icon, the WAMPSERVER home page appears
in the defanlt browses. Click phipmyadmin link nnder Toesls.

o
W

Sarver Configuration
Agachs Varsion : 242
BHE Yorck

Loaded Extamching

preasasneant
rbreveyessy
vrresveeyy
rrrveverey

HEL Verskm 0 1584

Hrask a
Editing privileges
in mysgl

FIGLURE |16 Sl phymmpadesn ol

24 phpMyAdmin webpage appears; click mysql in the left pane.

.

FICILRE 1L17: Falincting rrsyueg]

CEH Lak Masmal Fage 14797
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25. You will be redirected to the mysql page. Hover the monse over the
More drop-down list from the menn bar, and chek Privileges.

pill- 3 |

FIGURE 1R Selecting Peviliges
26. All nsers with access to mysgl are hsted Click Edit Privileges knk for
the particular nser whose host is lecalhast.

L S e

FIGILTRE 1.1%: Elitings the privileges
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27. The Edit Privileges page appears; scroll down the page to Change
password zection In thiz section, type 2 password (here, toer] in the
Passwerd field re-enter the same password in Re-type fisld and click
Go.

28. Note the nsecname in the Legin Infermation field noder Change Login

3

Information/Copy User. By defaunlt, the nsername is root.

Changu Legis Informotion § Cogry

FIGURE 130 Assigping uss=mme and paseond

2%, On snccessfnl execntion of the query, 2 pop-np appears on the miysgl
database page statng that the 5QL query has bean snccessfully executed
as showm in the following screenshot:

Note: In some cases, a notification appears stating thar the password has

been set. So, the sereenshot shown below mipht differ

S|

20: SO epsery suerenshly cascasted]
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30. Close the browser, namipate to the location ZNCEHE Medule 17 Cloud
Computing, copy ownCloud folder, and paste it m the locaton

32. ewnCloud webpage appears. Enter 3 nsername and password (m this
laly, nsecname 15 admin and password is qwerty®123) noder Create an
admin account section

33. Leave the Data folder location set to defomlt.

Hrask s 3. Undesr Confipure the database section:

Set up ewnCloud : the Database wsername. In this lab, the nsername is root,
wras set by defanlt in the mysql database
. Specify the Database password which you had set while editing the
prvileges. In this lab, the passwond is teer.
Specify a Database nane (here, ewnClowd) of your chodce.

cify Database host a: lecalhest and click Finish setup.

CEH Lab Masus! Page 150 Eithical Hac nd Coantermeasures
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36. After the acconat 1s snccessfully set up, 2 Weleome to ownCloud pop-
np appears on webpage. Clase the pop-up.

Welcome to ownCloud

Gat the spps to symc your fles

Connect your deskiog apps to omnClosd

FIGURE L2 Wdcsime fo iawend il progroup windion

37. ewnCleud webpage appears, displaying the directories contauming fles

25 shown in the screenshot

FIGLRE 1.24: gromiTkensd wnglpog
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e —es ———
& rask s 38. Click admin at the top-right comer of the page, and select Users from

FIGLTRE 1.5 Selecsing Uiers. o the deop-terorn o
39. You will be redirected to the Users webpage. Hese, yon will be creating

msers who will be able to log in to the clond server and access files

. ¥ou can either assipn a nser to 3 gromp or asspn heim her admin
paivileges, by choosing a group or an admin from the drop-dowmn bse

. Enter 3 game in the Legin Mame field, 2nd menrion 3 password in the
Passwerd field

2. Click Create. This creates a nser acconnt, so that 2 nser can login to the
clond server nsing the given credentials.

3. In this lah, the nser 15 assipned to Grewps, and the nsername and
password are shane and fleridaf123.

FIGLRE 1 2% Adding Users
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44. The newly created nser appears nnder the list of nsers, as shown in the
screenshot:

—
FIGLRE 127 Ukt adidiad smissshadly

m 45. Click Files icon in the left pane, chck Hew button and select Felder.

v Here, you will be creating a new folder and shasng it with shane.

with the user

128 Creemyra Folder
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46. As soon as you click the Folder icon, a text field appears. Specify a
folder name (here, Share) in this field, and pres: Enter.

al
FIGURE 1.2%: Rmaming e fbler

47. The newly created folder appeass on the pape. Click on the Share
folder.

FIGITRE 1.30: Folder Cratng sacarhully
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43. Click the Upload button.

FIGLRE 1.30: Ljhufing = fie

49. A File Uplead window appears; nampate to ZNCEHS Medule 17 Cloud
ComputingShared Files, :clect Car.jpg, and click Open.

Orcopiad

- -—*.1.[;'

|-| Dt e fegd
042520 39 100 0.
(261 14 10230 ..

FIGIURE 1.3E Uploadding a fe
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50. The added file appears on the page. MNow, hover the monse corsor on
the fils, and click Share.

medmin w

FIGLRE 1.3% Sharmyg the He

51. Type the name of the user with whom you want to share the file
(shane). As you type the nzemame 3 hint is displaved below it Click on

FIGALIRE 154 Sharmig the Bl

52. The user 15 selected, and addmonal shanng options appear. Chck the
monse cursor ontside the additional shanng options pop-np.
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53. The share option now mns to Shared, 15 shown in the screenshor

FIGLURE 135 File ghamd with 2 user

54. A folder named Shared iz created io the shane’s ownClond acconat
whichever file is shared from this admin acconat 15 wploaded to this
foldas.

55, Minimize the browser wandow.

56. Mow, navigate 1o the location CrwampiwwwiewnCloud'iconfiy and
open the file config.php with Hotepad++.

57. Commenr the php scopt in line ne. 5 ie, trusted demains’ == by
adding if before the code.

e e Rt L I |
- 1 T X

T I Samch v Cncoding Lenguage Sefinge ¥eom fun Fign

f % - ' = - 3 s

FIGLURE 156 Edihng e Comby Sle

58. By commenting this sengpt, the ownClond website can be browsed by all
the other hosts in the netwads
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e Enndng Langubge  SAngs

|
FIGHUIRE 1 37 Saveg the e
60. Close the file and all other open (bt not the web browser).
'k WampServer icon from the system tray, and then click Restart
All Serviees.

61. Wart nonl the jcon tarms green
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Now log in to the Windows 8.1 virtnal machine.
3. Lanach 2 web browser, type the URL hipc/ /10
address bar, and po

Mote: 10.0.0.3 15 the IP address of Windews Server 2008 virizal machine

on which you installed WampServer and set np cwnClond. This TP address

may vary in your lab environment

4. Hare, you wall log n to ovwnClond server as a nser. Enter the credenmals
m the Username (shane) and Passwerd (flarida@123) v

click Log in.

Own DUd

FICILTRE 1.3% trarnChensd biggn prage

65. The Weleome to swnCloud pop-up appears

Welcome to ownCloud
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66. The ownClond webpage appears, displamng all the directones along
with the shared directory that contams all the files shased by the admin
with this nser (shame):

FIGATRE 1.41- Shared dhesctory

FICATRE 1.42 Shamd flie oy B dendony
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67. You may/may not be able to me-share, download or wpload aoy
files/ directones as per the shanme (secunty) settings confignred by the
Install Desktsp admin
Client

= razm s

68. Svatch back to Windews server 2008 wrtoal machine. Mawmgate to
ZICEHvY Madule 17 Cloud Computing'ewnCloud Desktep Client and
double-click swnCloud-1.6.3.3721-setup.exe.

P

Welcome o the ownCloud Setup
Wizard

FIGLRE 1.4% rmen lonsd setgs wemnl

70. In the Cheese Compoanents step, leave the settings set to defanlt and

Chiross Cosponerts

Chopse: which featres of cerCloid vou

Chiek i COMDOnEE you Sant 10 nFEl and wiche s B «oSpone s fou GoiT L st o

I' - ETE

FIGURE L&k senikoaad setup sl Chewoe: Componmis sdiem
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71. In the Cheese Install Lecation section, set the locaton where you

want to mnstall the ownClond desktop chent. Tn this lab, defanlt location
15 selected.

- =]
Thoose install Locatson

Chooss the foider in which o mstall ownCioud

Seiup il instai ownCioud in the folkewing fokder, To install n 3 difierend folder, cic Brovese
and seiect another folder. Chok Instal o start the nstalabon,

[~ De=soretion Folcer —

=

Space fepbed: 11T 3B
Spape avalshbl=; 1.5CE

FIGLURE 1.45%

erwni”lnad sehup wrsiel. Cheene Inahil] Togases: s

Once done with the mstallaton, Installation Gomplete section of the
wizard appears, click Mext.

P 2|
Irrst allation Complete

b was comoiebed maccesafuly,

FIGLIRE 1.85: cremiCkenal sefups anscnd: Teotallsbon Cormplote
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73. In the final step of the semp wizard ensmre that the Run ewnCloud
option is checked, and click Finish.

e |

Completing the ownCloud Setup
Wizand

owniiou 'j

FIGLEE 147 Fad of el sehup wisen|
74. The ownClond Connection Wizard appears. In the Setup ownCloud
sepver secton, enter hitpe/ /10,00 3/ oonclond in the Server Address
text fisld, and click Hext.
Mote: 10.0.0.3 is the [P address of Windews Server 2008 virmal machine.
This IP address may vary in your lab environment.

The IP address of yonr machine may change whenever you restart or Re-
Log In to the machme. When this ocenes, you need o check the TP addsess
of the machine and change the TP address accordingly in the TRL of
Deskrop client.
This IP address may change whenever the machine is restarted
= ey Sl G Wi
Connect to ownCloud

S ownlload sarsr

TF you don't b e oo Closd merver vat, [ F SRS b s ke,

Servew Adcress | bt 30 0L 0L sorereionsd

=

FIGURE L&&: dvwerd Jenad Crmmsetom Wieed
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’3. Enter user eredentials section appears, enter the credenuals yon have
specified at the tme of ovnClond database setop in the Username
(admin} and Passwerd (qwerty@123) fields, and click Mext.

Connect to ownCloud

Enter user crecenisl

Lf vou don' £ have an owniCoud server et see gandoyd con for mone o

T e

S re—

< Back:

FIGLRE 4% cuen S Connestion Wizand Ester uses cradentials secsion
76. The Setup local folder eptions step appears; click Conneet....
MNote: Yon can change the local folder location.

| Connect to ownCloud

Setup letsl folder oobons

TF o it v an oo sesver wet, s qurcgud can for mare info

e A dminar ator o oo

= Pack

FIGITRE 1.50: craenCicnad Commaction Weand: Sehap bieal Sdder gqehigns snctom
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77. On completion of setup, the Everything set up! step appears; click

ownloud |

Finish.

our enine acmun ced b the locl folder G sers
[Aotormzrator lonn

Here, Administrater m the path Crillsers\Administrater'evwnCloud 15 the
of the system in this lab. This wser name may vary m youe lab

, the ownClond icon appears in the notification area, as showm n
creanshot:

FIGURE 1.52 el Scnal Ditilesog chiesst woom

80. This icon displays the stams of the clond ef (onhne/offline) and
zcts a3 an indecator while any files are being .
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§1. Copy an mp3 (or any other file). To do this, navigate o ZCEHVD
=N TYT I Module 17 Cloud Computing'Shared Files, copy abe.mp3, paste o m
Upload a File te C:Wsers\AdministrateriswnCloudmusie, and paste the file m tus
the website location.
™ _—
Client
‘; = Edvirwiirator Tt = P

Fie . Eok View  Took

FIGLIRE 1.5% Copying a fie

B2. Observe the ownClond icon The icon indicates that a file iz being
synchronized,. as showm in the scresnchar

D‘Er Rl 1243 AM

FIGRTRE 154 Fikes spmchnanaed o crasiaul Serees

83. Open the web browser window that you mummived m step 55, and
click Files in the laft pane.

4. The Files webpage appears in the browses; click musie folder

FIGLURE 1.55% Wironng the filen w1 reuie chmgsany
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85. Observe that file is present in the mmue folder, inferding thar the file
was snecessfully nploaded to the server.

Mote: If you don't find the file in the folder, refresh the webpage nonl the
file 1= fonund m it

FIGURE 1.5 Skoeed e knumd mmise deevchary
6. Yon may even check the file in
CxwampiwwwiewnCloud\data adminifiles'music. If yoo don't find the
file in this location, close the window and re-open it.

FIGLRE L57: Wemnng the filea m rmuse thmesury
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H rasxk 18 7. Sonrch to Windows 8.1 wirmal machine, mavigate 1o ZNCEHI Medule
17 Cloud Computing'ownCloud Desktep Client, and double-click
Install Desktop ewnCloud-1.6.2.3721-cetup.exe.

Client
. Follow the steps 88-T3 to setup ownClond Deskeop chient.

. The ownClond Connection Wizard appears. In the Setup ewnCloud
server section enter heip:/ /10.0.0.3 /ownclond 0 the Server Address
text field, and click Next.

awr_loud Comnection Wizard

Connect to ownCloud

Seiup pniCoud e

IF i chon't hewne s ranCid e pet

Server fddness. Sttpy L 0G0, Jiranchasd

e

FIGLUTRE 1.58 cerlSenal Comnatinon Wizaml

. The Enter user eredentials section appears; enter the credentials of the
mser account (shane) you have added after sigping i to the admin

COOTHIT

. In this lab, the nsemame and passorord of the creared nser acconar are
shane and fleridag123.

awnl|oud Comnection Wirsd

Connect to ownCloud
Ervier umer crasenbas

IF oy e v Cloud server el e pencioutt o o
e prtane

Foasend aeedesbabss

4= Timat I

FIGLRE L5% crenCloud Conmecton Weanl Enter user coadenhald sechan
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92. The Setup local folder eptions step appears; click Connett....

oremriCloud Connection YWirerd ﬂ

Connect to ownCloud

Seip kooel folder opbiors

owntlowg

1F vou don't hawe an cranCioud server yet, see guncioud. com for more v

L isenaAudmin’ snCioud

FIGITRE L6 crarni Ional Conmacton Wieand: Setap kinal Folder aphioms s

93. On complenion of semyp, Everything set up! Sectuon appears, click
Finish.

e loud Connechon Wirard ﬂ

Your ene account 15 synosd o the local falder O jisens ke
v o

FIGLRE L&1: ey Toan] Comsection Werand Bverpthing st ol Section

94 Mow, your ownCloud accomnt s synced with the local folder
C:WsersifidminiownCloud. Whatever files you place m thes folder wall
antomatically be nploaded to the ownClond acconunt onhine.

Mote: The files are synchronized only when the acconnt is logged in.
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95. To wiew the fles present in shane’s acconm:, oampite to
Crillsers\Admin'awnCloud.

- oIl

L4

i Lkerhanal it

FIGLRE | &2 Pl prrsit in ianed dcaunt

96. Any change: you make here snch as adding/deleting a file or a folder,
will take effect in the shane’s acconnt onhine

m 97. Now, in order to upload a file directly from the local drive to Shane's

ornClond web server:

Uplaad a file ts Ve
the website as Copr a file (test.pdf) from Z:CEHvS Medule 17 Cloud

well a5 the Server ComputingShared Files and paste itin
{admin ) Using C:lsers\Bdmin'iownCloud'decuments.
Desktop Client - e

FICIURE 1L63: Copnyga Al dhscumnents
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98. Switch to the ownClond webpage, and click on the documents
directory. Yon will be redirected to the domment webpage. Here, yon
can observe the file that las  been pasted in
Crillsers\AdminiawnCloud decuments.

=

T mruinz ago

FIGURE 165 File upkadad i doneresy deectony sucoiduly
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99 Svaech back to Windews Server 2008 and navipare to
CrwampiawwionwnClouddata shane files'documents. MNotce  that
test.pf, o the Windows 2.1 machine’s
C:iWsers\AdminiewnCleudidecuments, is synchronized to
Crwampbanenw'ewnmCleud data shane files\decuments.

[Boams
| -

= daE - Fane - WS -+ 400N

Took:  Helo
st v ) Opr

e =

FICURE 1.6 Filk sacemafally symehmeszed o the servee
100. Now, copy a fle (abe.mpd) from ZWCEMVS Medule 17 Cloud

Computing'Shared Files, and paste it m
CrwampwwwiawnCleuddatashanefiles'imusie.

H orasx 12

Uplaad a file te
the wser [shane)
account threugh
Deskiep Client

2304 1003,

FIGLRE LaT: Uploalng 3 hle fraim Seeeer ao Tt (o]
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101. Switch to Windews 8.1, mamgate to Crlusersifddmin'ewnCloud music,
and wait apprommately too to three mnutes for the server to
spnchronize wath the chent Ohserve that abe.mp3 15 added to this
directosy.

Mote: This process 15 compaately slower than the process carmed ot from
cliens to server at steps 97-92.

) |
7]

FIGLTRE 168 File sucatsshully synchacened §o the et

Mote: Thos, whichever file or folder yon paste,/delete in the cient’s ownClond
directory will synchronize with the ownCloud server directory located on the
Windows Server 2008 murmal machine, wathout the need to share them throngh
ownClond

Analyze and docoment the resnlts related to thes b exercize.

O Yes
Plarform Supported

] Classroom

CEH Lab Masmal Pag 1523 Ethical Hacking and Cosntermeasares Copyright © by Ei-Gomell

Righs Rmsmrve]. Repmahction

HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt En0Ugh HaCKRAMD-TeaM !
WE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! madilie £71 [C5d Codniting HaCkRhInO-TeaM !

Lab

| el st ™ -
UG Lata Luvel

Wb/ dond servers swse HTTPS to trangfer data securely. HTTES i inghlererted
o seharter thet collect nfarmation swch as logm pasrwordr and banking fbreion.

IEON KEY

Valmziile

= — Lab Scenario

# Test pomr

Imomisden Most webates (eg, social netvodkng, bankng. and government sites) equare

nser anthentication to dllow indmidnzl access to content If any of these

websites faill to provide communicating over a secnre channel, attackers can

L Warkhock mriew  artempt to inteccept the data passing thromph them At 3 secnsty adminizeraror,
vou need to enmace that your oreanizanon’s website protides encryption to the
commmications passing theongh HITP channel

el Wik ezmcose

I L. il ix ¥
Lab Objectives

The objective of s Iab 15 to help smdents learm how to confipne a webare to
transfer dam over a secne channel In this Iab, yon ol learn oo

7 Teels *  PBrdd a hirtp website (ouwn{Clond)
demansirated in

this lak are

available D:iCEH- 1 ab Frvironment
ToolsiCEHYS LaD Cnvironimeni

Medule 18 To complete ths lab, you wi need:

CryptagraphyHea .

ribleed ' awmCloud, Micracaft Visual C++ 2010 and WAMP Server located at

D:CEH-Tools\CEHVE Module 18 Cryptegraphy Hearthleed

®  Prowde 551 encrypiion to 2 webste implemented on HITP

You can download the latest version of WANMP Server from

bttp: / /wrorw. Wampserver.com /en /| and hMicsosoft Visual C++ 2010
from hitp: / ‘'wow oicrosoft comen-

i dosmload /details aspessd=55"

If yon decide to download the larest veruon, sczeenshots and steps
mught differ in your lab environment.

Bnn this lab in Window Server 2008 virmal machme
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Admmvstratmre pomileges 1o ma the toal

A web beoorses with Interner access in bots the nuchines

Lab Duration

Teme: 25 Minmtes

FE i B - v 5
Overview of Https

S5L/ILS promdes comnmmication secnaity and powacy over the Internet for
zpplicatons such as web, emad mstant messamng (W), and vermal poivate netvoks
(WVPNs). Data flowng throngh the channel 15 encrypted and i= diffienlt to decode.

¥ e T
b sclic
LabD | asSKs

Mote: Before maning this lah, log mo Windews Server 2008 and ensnre that yon
Bivaas & stop II5 admin sermee and Wodd Wide Web Poblidung Sermce (if you have the
— service mstalled on the machine] To stop the semice, go o Start 3
Stop lIS Serviee g inictrative Teols = Serviees, nght-click IS Admin Serviee and click Step,
and Wodd Wide ... ik Werld Wide Webh Publishing Service and click Step. Alio ensmze that
Web Publishing  ron stop Internet Infomstion Secvices (IIS) Manager and Intesnet Infocmation
i) you stop lnternet rmation Sermice \anages and |
Sermces (II5) 6.0 Manaper. To stop Internet Informanion Sermices (165} hManager, po
o Start & Administrative Teals 2 Intemet Infermation Serviees (115) Manager,
right-click an the server name in the left pane and chck Step to stop the manager
To stop Internet Information Sermces (IS 60 Mianager go o Start 3
Administrative Tosls & Intemet Information Services (II5) 6.0 Manager, night-
click on the server name in the left pane and click Disesnneet to disconnect the
Manres.

Make snge that von delete all the coalkies m the browses in which yon mll be hostng

ovmCloud and make mce that WampServer is kept online thromphout ths lab.
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1. In Windows Server 2008, click Start button at the lower left comer of
the , and then click start WampServer to lmnch the
WampServer application.

"
| R coerassd Proevat
il 1

e

FIGLRE 23 Asterspstny s bz oo hisps
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. You won't be able to access the webpage, as 5351 in not enabled on the
server where ownClond iz deployed 5o, to hrowse ownClond over
secnre chaonel (hitps/55L), you need to enable 351 on the owmClond

SErTeT

Unable to connect

FIGLRE 2% 55 duabiel

4. Go to Start menn, orht-click Computer, and select Properties wm the

FIGLRE 14 Selectinygy Coarynuter Prmjperhics
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5. System Contrel Panel appears on the screen chick Advaneed system
settings Lok

Add an I
Envirohiment | - .= /—]
Variable o — |

“FEITTE

Wit Basic nfarmathn iRt v ey bes

o

FIGLREE 25: Achriswe:] ipiem sctings
The System Properties window appears; po to Advanced tab, and click

Envirenment Variables....

T

& PR Of e SPENcEl

Vel afeets, procecsor ashaduleg, memory Lrisga, and vidusl menoy

=

Leer Profies

Dmsedon settings reisted to yourlogon

Starton and Recoueny

Sympery piavtun, eyatars P, ard Sebucg

ik Cance

FIGIURE Lk Selocteyy Envieooenenial Vaszdides
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The Envirenment Variables window appears; click New....

User varables for dcmnsraor
. £ 1T

R

SELEFRFROFTLE S AgnData Local Temp:

' \appDists'Locs Temy

Cancal |

FIGLRE 1T Adkligr 3 now enmernesval vamilile
In the Mew User Varable window, enter the vacable name

spenssl_conf, eates the varahle valne
C:Wamp'bin\apachelapache24.2\c onflopensslenf and click OK.

[Mew user varable S

Warkahe Care: | openzsl_tonf |

Varlaie Ll [ tiranache\anache 2. 4. 2 ion faperss. mf |

] o=l |

FIGLTRE 28 Adkdegr 3 now esmneernestal virmhle

Click OK in the Envirenment Variables window, and then click OK in
the System Properties vandow.
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10. Mavigate to the locanon C:Wamp'kbinGpachelapacheZ4.2'hin and
open php.ini with Notepad++.

Configure php.ini 11. Uncomment the line ne. 370 by emorme ;™ before the code

bt Sasrcr Ven Erodng Langupe SsSege Masa Pur Pugrs Wi

“FEITLE

i g I 38 il

L Ealas sl ol D25

FEGLRE 2% Frahbog cpend 40l

12. Save the notepad file.

I e e i B g - B e+
= B t ¥iew Exodig Lheguge SeTngs Mato Ren P

FICRE 2 10 Savirsg she phy i e

13. Restart the machine
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14, Click Start, and then o

]

™
iy S g

“ Couvarasred Pt

sezeenshot

FIGURE 212

Mote: If the won doesn’t tuomn pree o Start & Administrative Teels &
Internet Information Sewvices ([I53) Manager, oohiclick on the server
name in the left pane, and click Step to st manager. Then clck
Wanrp Secver won m the notification area, and select Restart All Serviees.

You can even stop the Wordd Wide Poblishing

Service.
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o Ciwamplbinapache'apached.2, dght-click bin folder,
t CmedHere.
Create a Private [T

17. The commoand prompt appears, pointng to the directory location
Crwamplbinapache'apache 2. 4.2'bin.

18. Type set openss]_conf -
C:iwamplbinapache'apachel.d.c'conflopenssl.enf and press Enter.

Eikical Hackmg and Cosniermeasuns

G NO-TeaM !
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o the environment varable 15 set to epenssl.enf.

e epenssl genrsa -des3 -out serverkey 1024 and press Enter to
ceate a server prvate key named server with 1024 hit encry

21. Yon will be asked to enter a pass
ed of your choi

d entered iz gwerty@123.

You will be asked to se-enter the same

20, T

micr.s L
Werifuing fnter pace pheace (o ceeuse Eew: |

pampshinsapackbatapaohed 4, I bis

FIGLEE 115 Ceribnga serees provae ey

dowers does not % that are passwond

you need to remove pass phraze from the BSA private

pe apenssl rsa -in serverkey -out server.pem and pre

Yon will be asked o enter the pass phrase for the serverkey. Type the
have asspned in step 24 (here, qwerty@®123), and peess

© aoruer.key 1824

hicast Eonn.
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L T_Tpr: epenssl req -new -hey serverkey -out server.esr and po
B tazk s

Create a self-

Fobinfepuaszl reg —meu -koy secver ey -eut seever

at fom that will be incerparatwed
called a Diiatdr pd Horm o s DHL

t valus,_
aft hlamk

A et key
d to enter informanon such as yous conntry, state, o
r details m the respective fiel
will be incorporated into T

muwe —kny Terear. oy

¢ iaformatiom that will be incepssstod

a Diz suizhond Hese oF a N,

2 leteer cwile} [801§IE] ;
! 5 P leome—State]

Pru Led IR0

gy cevhincie vl

H0. Type openssl x509 -req -days 365 -in server.esr -signkey serverkey -
eut server.ert and press Enter.

rpe the pass phrase (gqwerty@123) for secver key, and press Enter.

5 *4._.: Nonl DT

e
FleeidasL=HMinmi-T =5 8- T0=8EP-TH alhostremadl Aiddrose

to hey
phraze fer

Entreegs the |5
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32. All the keys have been successfully created. These can be mewed in the
location E:wamplbinlapacheapache2.4.31kin

| » ey = b soache v machel ] e Enow - mg“

Took  Hao

wm T

FIGLUREE Z X0 oy comaied sudtmsiially

33. Create a directory named ssl in C:iWamp'bin'apachelapacheld.2lconf
and move all the created keys from
C:Wampbin\apachelapachel. 4.2'bin to
C:Wamp'bin\apache\apachel.4.2'c onfissl

Security Ceriicate
50 Fe
FET Fie:
PEM Filn

FIGHUIRE 22 Copying the Gles o o diractiry
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3. Click WampServer won from the notification area, and select Apache
< Apache medules & ssl_medule.

WAMPSERVER 2.2

FIGLRE 122 Sedacsegr Apachs o
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. Wampserver gestars as 5004 as you select ssl_medule.

. Narigate to Cwamp'bin'apachelapache2.4.2\eonfextra and open
httpd-ssLeonf with MNotepad++.

37. Seroll down to line 39 to Tiew the port on which apache is listaning.
Enmire that the port ammber shonld be 443

FIGURE 2.24: Viewing the peort pumibies

38. Scroll dowm to line 76 and comment the line by adding # before the

FUTRLSUS N - XN T

FICATRE 225 Bdvhng wal comaf
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39. Seroll down the file and:
In line 86, change the path of DecumentRoat to "Criwamphanana”
. Inline 87, change the Serverflame to localhost:443

In line 839, change the path of ErrerLeg to
"E:fwamplogs/ssl_errer.log”
. Inline 90, change the path of Transferleg to

"E:fwamplogs/ssl_access.log”

40, Also ensure thar SSLEngine 15 on in line 94,

| . ¢ e i c &y =

Cog phinnidincs Mg miIT

FIGLTRE 23 By sl comf

41.In line 106, chanpe the path of SS5LCertificatefile
"Crwamp/bin/apachelapache2.4.2/confissliserver.crt”

42 In lime 116, chanpe the path of SSLCertificateMeyFile
"Crwamp/bin/apachelapache2.4.2/conf/ssl'server.pem”

FIGIMRE LI7: Bty sal comf
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. In line 206, change the Directory location to "CxWamphwnanw™
. Delete =/Direetary> from the line 208
45. Add the following lines:
1) Lne 208: eptiens Indexes FellowSymLinks MultiViews
b Lne 209: AllswOvervide All
¢] lLne 210: Order allow,deny
d) bne 211: allow from all
line 212: <Directory=

FICATRE 2 28 Bulitng sl comf

4. In line 245, change the CustemLey path to
"Exwampllogs/ssl_requestlog”

FIGATRE 2 3% Bilrhng il comf
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47. Save the file.

P S | B YR D PR P EL LESSR

FIGLRE 23k Sarvirgy the file

. Mawigate o Crwampbinlapache'apache2.d.2wonf, and open

hitpd.conf file with Notepad++, nncomment line 511 by remoming “#”
hefore the code in the lina.

i |
%

=1
f='

FIGLRE 231: Sy 2 file
49 Click File from the menn bar, and click Sawve.

50. MNavigate 1o Ciwamplbinapache'apache2.d.2, rght-click bin folder,
and zelect CmidHere.

51. In the command prompt, type httpd -t and press Enter. If all the syntax
you entered is cocrect, it retuns 1 messape sEting Syntax OK. This
command lets you Enow if there are any synmax errors. Bepeat the
procednee natl the command setnens the message Syntax OK.

FIGURE LXE Cheelory For mprtie ermos:
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tion area, and Restart
All Services. Wast nanl the icon mns green.

: L.'l.TI.r_ll"u 2 mu.r.l.um-:l p-'- MIOpE, rTl.m the command netstat -an | mere and
on the machine. Ensne

W
0 S50 0 0 S 0 S S e R

DETnDDDDaGE D

Lo b m a0
EIEEEIRIDoE D

EEDTDEDE D

e oy

da. . . S

=@
< e o

L

FATERTERTERTHA T - (-0

e ekt o
Nmnmnan
0 B 5

e B R

N-ENTER

Brewse on Hitps . p ; : : 23 :
Chanrel v might appear, stating that the site’ certificate is not
_Click Proceed anyway.

The site’s security certificate is not trusted!
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You wll be redirected to the logn page, as shown in the screensh

ownCloud

FIGILTRE. 255 Hreraang weedisse sm betps channe
an fer clond data owver the se hannel to prevents
} om sniffing passurords or any other i tion in plain text,
as the hitps channel offers encryption to the data taversing theough it.

Analyze and document the results related to thes lab exercise. Prowde your opemion
of your tarpet’s secunty posmee and exposnee through public and free informaton

OYes

Platform Supported
Classroom
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Lab

Q i 3:-% r-u} h

A Java atple & a soall atdlaation written i Java and delverad to nsers i the form
g By m:ai The f;.-e-'k:'mnw-"f}v Java applet frome @ web page, and the abplet & }'Ew.'
Viils
i eszouted by a Java 1ol .H:e'ﬁ-.u.'{ J1M), in a process sebarase from the web
Irasuger :‘Lf\::_ i

IEON KEY

# Test pomr
el Wik ezmcose

Lab \-'il enano

An atracker might enforce social enpinesnng techmgnes to entice 3 TicHm into
chicking malicions Links that conmin code ezecwted remotely. When the michm
chicks the hink the amacker can gain access to the machine and perdform
malicions actrrities such as kevlogeing, spring, and others.

L) Warkhoi s

As 3 secnaty adnmmistrator, you need to be familar with the Socal Engineenng
Toolkir to pesform vanons tests for minesabidities on the nemwrods
Lab Objectives
The objecome of this Iab i to help smdents leam howr oo
"  Clone awebute
Teals *  Explodr java milnembility and pain access to the netim’s machine
demenstrated in ¢ - : 3
i fab are Perform key loppne to pain nser credentials

available :iCEH-
TaalsiCEHVE
’:’""’“'E 1::1 To comgplets this lab, von will need:
ryptegraphyiHea :
rthieed * Java Enntime Enmronment (jre-TuG-windews-i586.exe) located m
D:CEH-Tools ' CEHvE Medule 11 Hacking WebserversWebserver
Attack Teols'Metaspleit Framewerk

“nvironment

Window Server 2012 moning 23 2 host machme
Window 7 maning as a virmal machine

Window Server 2008 mamng a3 a virmal machme
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Fak Linnx maning as 2 vermal machine
Adowivstratre perileses to mao the toal

Avweb boowrses with Intesner access in body the nachines

Teme: 20 Mimmees
Overview of the Lab

This lab demonstrates explomtion performed on a @va mlnemble machine Here,
vou wl be maning 2 minersble version of java mntme enmonment on 2 Windows
7 machmne and nse an explodt from Fab Limx which alloos von to gain remote
zccess to the machsne (Windows 7).

Mote: Befose mnming thiz lah, log in to Windews Server 2008 and ensmse that yon
seop 115 admin sermce and Wordd Wide Web Poblishing Service (if you have the
service installed on the machine) To stop the semice, go o Stat 3
Administrative Teels & Serviees, ngit-chick 115 Admin Serviee and click Steg.
azht-click Werld Wide Weh Publishing Sesviee and click Step. Al enmnee that
vou stop Internet Information Sermces (115} Manager and Intesnet Information
Sermces (II5) 6.0 Manaper. To stop Internet Informanion Sermices (165} hManager, po
o Start & Administrative Tesls & Intemet Infermation Serviees (115) Manager,
right-click an the server name in the left pane and chck Step to stop the manager
To stop Internet Information Sermces (IS 60 Mianager go o Start &
Administrative Tosls & Intemet Infermation Services (II5) 6.0 Manager, nght-
click on the server name m the lefr pane, and click Disesnheet to disconnect the
MAAEES.

Make sne that von delete all the coakies i the browrses in which yon wll be hosting
ewnClowd, and make sure that WampServer 13 kept onlme thrompfeont this lab.

In Windaws Server 2008, click Start brmon at the lower left comer of the sereen,
and then chick start WampServer in coder 10 Imach the Wamp Server apphicanon.
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H rasx 1 1. Lanach Windews 7 mirmal machine, and lop into it 33 an administrater

Install Java 2 Mavipare to ZNCEHvS Medule 11 Hacking WebserversiWebserver
Rumtirme Attack TeclsMetaspleit Framewerk, and double-click jre-Tus-
Envireniment windews-iS86.exe.

=

B Msracpkoit Framease

Fawarim
B Dekop =) Jre-Tosf-vand oves-1566, mee

§ Oowmipack gl - Tt v e - P e

Racent Placw & Metasploit-labess-windows-inselier, e

_d

FIGLRE 1.1 Exdaling Javi Risiene Femnissiess

MNote: If an Open File Secwrity Waming pop-up appears, click Run. If a
User Account Centrel pop-up appears, click Yes.

If a Windows Secuwrity dualog-box appearss, emter the credentals of

Windows server 2012,

3. Java Bontme Environment installabon wizard appears; follow the
wizand driven insmllation steps to install the application

-Lrla'.'d Setup - Welcome
oRACLE

Welcome to Java

Javra prowid es safe and secure acce 55 10 the world of amazing Jae content
From bidsiness sollions o |||'_-!| 1l iilitia s snod antedainmont Java makas
wour inkerngt gspenence comstalife.

Mode : Mo personalinformation s gathered as pad of our install procass.
Click hare far more intormmation onwhat we do collect

Click In=tall o acceptthe license aqresmeant and install Jeae now.

[T Charge destivation faldar Carcal Irvstadl

FIGLRE A2 Iitaling v Rissiwne Eovircemmess
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4. Now, log into the Kali Linmx virmal machine virmal

5. Lanach 3 command line terminal, type the command serviee apache2
start and peess Enter to sta the apache server.

gaache Serns

Go to Applications < Kali Linux < Exploitation Teols = Social
Engineering Toolkit & setoelkit to launch the socal enpineening
toalke

g Brgremieg Troks

7 LW

FIGETRE 3.8 Linewheg seioil ke
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E rasm 2

Fetonms e e Soc FEhgih;EPihg Attacks
-
Applet Attack

Terminad

The Secial-Engineer Toolkit 1s & prodect of TrostedSec.

Visdt: hWoipsidSeew. Trustodses, oo

ttacks
1 Tessting

T Framegrk

ginaer Teolkit

an

sd-Enginrrigs Artak

The Socisl-Engineer Toolkit is a produect of TrustedSec,

Wizit: hitps; s q.]
Salact Trom the menu

1} Spear-Phishing
a t

Attack Vactar
k Wactar
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9. In the next menm that appears, type 1 and press Enter to choose Java
Applet Attack Method.

Termiinal
Talilladih i | wlll walt
the page to sornath g differant

Web=Racking Attack mathod was irtrodoced by whi
1 ifrane replace ta maka the highl

Tha Multi-Attack m
w. F exanpla
Harvastar/Tabnatbing

The 11 fat

and allow you to =k 3 conplataly
sama wab applicat i

9y Raturn ta mMabattack Maru
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11. A prompt appears asking vou if you are naing MAT Port Fi
Type ne and pres: Enter.

Terminal

rathed will &1l

spplicatiores that

YO Own Wabslte, nale INat

irg the inpori websilte

=2
NAT/Part Forwarding con be used in the cases where yo
t externally axposad ard may b= & diffarant [P addr

= Frerwaning

of the Kah Limux machine (hese, 10.0.0.4) and

YouUr Js Wabsita

=irg the inpert

o
| MNAT/Part Farmarding'can baiuScd in Pha cisas wham your SET C
| not externally axpozad ard may ba iffarant IP address than your reverse 1

Are you Lslrg
-1 Entar tha IP ac 5 yaur 1nterfs IF waur waing an axtemal
At

| will be usad for 1 - L tha web sarvar |yaur ir
face add

vy [P Adidrem
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ama Applet Confirnation s appears. Type 2 and press
e the applet bt

Terminal

L use yaur own self
igned java spplet. I
111 creats a gl f
Wl roprionrwill
Wil e | vioi Lpeiim Yl
=T df g bdwi lal cartd ficata

it E 3L e

14. You will be asked to enter the URL of the websaite v

CRTlan Yo wWanl
Make my tan e8] T -6
). U=a tha applet

1 Nave By DWn Coda S1

3.12: Esgesny the URL e
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3. Once the website 15 cloned, a list of payload
which you need oose one. 1ype the mmumber
Windows Meterpreter Reverse_TCP X64 payload (here, 7). and pre

. Dok
s accepting port o
o TEE Tl fres

TP Imling

FIGURE 313

16. Leave the Listening

inet

Proet et s Dot
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17. The payload handler begins, a5 shown in the screen

Terminal |

mata_contigl> sat LFOAT 25
an 10.8.3.4:%]

T handlar

17iq] = awplolt

FIGLIRE % L5 Paylosd Haslier Begun

Mote: In real-time, an attacker wall be send the IF addres
machine to a vectim and entice lim or her to boow

this 15 a lab demonstration, you will disectly bror
theough the Wndows 7.ma

witch to Windews 7 mirmal machine, laench Firefox web boowser, trpe
the URL http/10.0.0.4 and pres

bar. A
cation Ippears o e webpag g has prevented the
in, click Allew... botton to proceed with the current version of Java.

¥ pemeraber | Lagm

web service wnder your coniol

Fici
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20. A pop-up notfication appears; click Allew and Remember.

iy and Eememioe

Pazswoed

remumaber | Lagm

vl - wab service: neler v ool

FHILMRE 3.07: Fop-llp Merthcabiiom

21. Seewity Waming pop-up appears, check | aceept the risk and want
to run this application, and click Run

Secunty Waming .-_EL-{

Do you want to run this application?

Harmes Verified Trusted and Secure (VERIFIED)

! ‘_». Pubilishers  LRKHIWH

From: btz 0.0, 5

Risks  Thig appiication wil run with urréatricted sccess which may put your compuber and persoral
informaton at risk. Run this spplication onky iF you trist the publisher

Mare Informarbon

Selact the box below, then dick Bun to start the applcatson

|| T accept the risk ard want bo run This appication.|

5‘} Show Ophiors

FICAIRE % IR Secunty Wanung Pop-Lip

22 If a pop-op appears stating that an exe file has stopped wodking, click
Clese the pregram. Othermise, skip to the next step.
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23. A webpage appears statmng that “The Conneetion is Untrusted™; chek
Advaneed.

Wit Showld [ Do

¥yru Iy wonnect bo e nde withous greklarms, ihi o
rpanng e wred pmn shrabdnt cendo

ke sk al e
Tazhonical Details
I Wiickeritan d the Eisks | @)
3 £n, e oo fell fefoe i e e uriong thisnde cicesifesan bees b
cauld Prnan bt poersress iy bare oy wH peur omea tion

e ke s 0 o remsen by Bran i demn ko trared

#ydel Excapion. | 18

FEGLURE 3109 Addmg Bxompten:

24 The Add Security Eweeption dislog-box appears; click Confirm
Security Exception

Urdrasd Caremd G
M I!

--= 1 I Regitimats bashc croret, and ather gebl dies ol oot s o b o T

S T i TELL A T e Y Lortifizain
L el LA

T s stwmpts i ety il with imvalid inforrasen

Wirong Hin

The 0T Fale Benngs 18 4 GRFanem) sne i ichcosd mesn (hgl s
rpauerais el

ks Eddowrt iy

Fhe oot #icebs movet Dasked beeone §

| sy i B 2

bamn H

FICAIRE 2 X0 ConbBrereng Secunty Faorgpstem
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; TABK 3

Perform
Keyloging

= ITanWITR
- T aaenmd rhLLE
= framawma rk Sl

[~

[} e rkl
feoanmnd_dispatchary

f the metespreter

0] (hes : ) e d press Enter
lannch the ¢

L&

B B LT
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27. A meterpreter sesson has been  soecessfmlly esmblished Type
keysean_start and press Enter to begn key o

Termiinal

FIGURE 3.2% Starsigy Keylger
Note: If the message “Unknown sommand” 15 displayed,
and press Enter t kgronnd the curent meterpreter
sessions =i [nnmber of the another meterpreter
. switch back to Windews 7 machine, enter the nser o
(shaneflerida@123), and click Leg in.

FIGLURE 3.24: Loy
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29. Zonrch back to the Kali Linux machine, type keysean_dump and poess
Enter. Ohserve the credentials you entesed m the prewons step, as

shown in the seresnshor

Tarminal 1

FICILRE 3.2 Tharpring Krstrekes

30. Thos, you have soccessfully established metarpreter sesuon wath the
wictim machine s well a3 attained the ownClond credentials of 2 nser by
preformeng the java applet attack.

(| | Ty ——
Lab ANalysis

Analyze and docnment the sesults related to this lab exercise. Provide yoor opamon
of your tarpet’s secunty postice and exposnse throngh public and free information

1 Yes
Platform Supported
1 Classroom
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Lab

P _‘._,-;,.-L o
w -l BH l—"J

——— ] T 1 ol f 1 Tt thar k ST AR 1,

e — 2ANTI i a mobile penctrmion-teming Foolfeit that lty securdty weandpers asses the
mi-. devel of @ metwork with the push of a butvow. This aary-ro-vse meobile zoclkst
enadier JT Koty _4d TR 70 sinare an advanced aracker o sderniyfy the

alimons Techitigues THEY wEE 1o CORIITTIIGE COTPOIETE ML

Walzhle
infoemation

# Test o

——=F ——— | ah Sce

nario

b b e o

zANTT enables Secnnry Administrators to effectively assess an ofpanizanon’s
system and namually diagnose wmlnerabdities in cell phones or sites nblizing a
laroe pronp of nfiltation tests incnding, man-in-the-middle BITL), secrer
wood spliting, and metasplor

L) Wb evies

Az 1 seeurity administrater, you nesd to ensnee that the website mlated 1o
FOTL ofpAmzation peovides encryption to the comomnications passng theongh

HTTF channel.

1 =l o ¥
Lad Upjeciives

The objective of this lab = 1o help stmdents learn how to scan for volnembiities

n clond environment throngh Androsd Aobile Devices.
_ab Environment

Teals To comgplete this lab, you will need:
demansirated in
this lab are ® A Comprrer maning Windowrs Serrer 2012 s Host hMachine

available D:'CEH- * A Comprger moning Windowrs Server 3008 as a Targer Machme with
TeolsICEHvS ownClond installed with Haarthleed wrlnerhiliey

Madule 15 :

Hacking Mobile ZANTI = located at DCEH-Tosls CEHvY Module 15 Hacking Mohile
Platferms Platferms'Meabile Pentesting Teslkit' ZANTI
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Yon can download the latest version of ZANTI from
hetps: /oo zmpenmum com,/ zanti-mohile-penstration-testng

If yom decide to download the larest version screenshots and steps
might differ in your lab environment.
*  Rno this lab i Andood as Attacker achine
¥ Admuwstratre prvileges to ma the tool
" A web browse: vath Internet acoess in both the machmes
abh Duration
LAan Luuration
Trme: 20 Aimartes

M i o s
uvenrview

of Lab

S51/TLS provides commmmication secnsity and pswacy over the Imternet for
zpplicanions such as web, emal insant meszaping (I} 2nd scme womal povate
netoodes (VEIs). Dam Sowing theongh the channe = encrypted and = diffienlt to
decode.

Lab Tasks

Mote: Before mnnme this lab, log 1 10 Windews Server 2008 and ensnee thar yon
- TASK 4 stop 115 adomn sermee and Wodd Wide Web Poblishing Sermice (if you have the

3 service installed on the machine) To stop the semmice, go to Stat 3
5‘:‘::5 HT:;':: Administrative Tesls 3 Services, snght-click 115 Admin Serviee and click Step,
:\I'e-h P:ialishilng right-click Werld Wide Web Publishing Service and click Step. Al ealimice T:l_'l.:l.'[
Service you stop Interner Infosmation Sermces (I15) Manager and Inresner Informanon
Sermces (IL5) 6.0 Manaper. To stop Internet Informanon Sernces (IE5) hManaper, po
2 Start & Administrative Teels & Intemet Infermation Services (115) Manager,
night-click on the server name i the left pane and chek Stop to stop the manages
To stop Internet Information Sermces (I5) 60 Iisnager po o Start
Administrative Teels = Intemet Infermation Serviees (II5) 6.0 Manager, ceht-
click on the server name m the left pans, and chek Diseenneet to disconnect the
OAAgEr.

Make sne that yon delete all the cookes m the browses i which yon wall be hosting
ewnClowd and make me that WANMPSemrer is kept cnline thronphont this lab.

I Windews Server 2008, click Start bution at the lower-left commer of
the sereen. zod then click start WAMPServer to lionch WAMPServer.
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the Andreid machine from Hyper-V Manager, and wart notl it

B ovasx 2 Then click Menn icon, as shown i the fipnre, to view mstalled

Launch Apps

FIGLRE 4.1: &neloond Broubisae rsien Sineer

ick ES File Explorer app from apps menn to access the shared
er from Windowrs Sever 2012

W Casas

FIGLIRE 4.2 Anddesad Freulatoe S Sereen
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_ B ovask 3 node, and click LA i the meom.
Beeessing Shared
Felder from
Windews

The ES File Exploer window appears; in the left pane, click Netwerk
, A
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6. Server pop-up appears, type Windows Server 2012 IP address in Server
field and enter Windows Server 2012 credentials in the Usesmame and
Password felds, and click OK to contiome.

7. In dus lab, the IP address of the Windows Server 2012 15 10.0.0.5,
which may differ s yons ab emvironment.

Barwar

oK

FIGURE 4.5 E5 Fike Baploeer Serer pop-up

8. The Windows Server 2012 machine will connect, as shown in the
sereenshot

Click the comxputer icon to view the shared folders.

FIGETRE 4.& B5 Fik Bxpliier shos Wesdirwes Serere 0003 Meachess

m;'n"’l*:“":‘f“’iil 10. Now, it will show you all shared folders on Windows Server 2012, dick
SR the GEH-Toels shared folder

that allogs. yoo io accest
the more advanced
frartmmes, bt yom cem =il
e s poweer of ZANTIL
with the Free verion.
They ako maiten a
z50mere ysiem of points.

FIGLRE 4.7: ES Fie Eeplorer Store CEH-Took Sabder
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z50oer Tz of points.

14 itarkirg o e Faroers

O vaax a 1 ! Ider, and then click zANTI2 apk to proceed with the

Install zANTI

CVinE biraiie 1E arkorg Liesl » Pltesrs Vizrle Berre ey Tooksy

FICLIRE 4,10 2. A7 apk fle
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14. If the propemies pop-np appears, click Install to continne.

r
Properties

Cancel Market nstall

FIGURE 4 112 ANTLapk Properies

15. The 3elect pop-up will ask you to choose an installer package; choose
Package Installer.

FIGLRE 412 Chednriyy Teidslie:

16. If an Androsd dewice any Mebile Security app is mnstalled, the prompt
Threat Detected displays; click Continue.

Pr— =3

—

\")

o

ZANTIZ_-554146528 apk has been identified as a threat

Delete

FIGURE 4 1% Thues Dietictin pop-ge
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17. The prompt De yeu want te install this application appears; click
Hext to continme.

T TANTI

it pitis it 1 ] The sl s 0 wAl et dosee 1o

FIGLURE 4. 14 = ANTT vl |

18. When the Deviee Aseess sereen appears, chick Install.

& EAMTI

Do prctid: vsdil 10 sl b g e en T R N Qe aoc e i T

FIGLTRE 4. 15 = AMNTT Futalagos-2
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19. zANT will start the Instzllation p s shown in the screenshot

20. If the Threat deteeted pop-up app Caneel to continma.

zANTI has been identified as a threat.

FIGLEE 4. I7- Themi Detectial pop-uge

€ BANTI

 App instaled

FIGLRE 4 LR = AMNTI Swcce fully Tesididlnl
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22 To mn zANTE, the Android device requires Sopemser access. If the
Superuser Request pop-up appears, choose Remember cheice
farever, and click Allew.

I ]

TAMT| i requeating Supemiser
BECEES,

Daeriy Allow

FIGLTRE 4.1%: Seqnuser Rbguest pop-sp

r

1.or as & Polentially Unwanted Application. Authenz ¢
of the ppp and trust it to be gafe

Details

FIGLTRE 4. 4% Theet Pigsug

24 The zANTI main screen appears in the Play Store, as
sereenshot, with a repistered emasl T,

CEH Lab Masmsl Pagn 1557 Ethical Hacking and Cosntermeasares Copyright © by Ei-Gomell
Righ# Resemvrl. Repmach

HaCkRhInO-TeaM ! YOUR SeCuiTy iS NOt En0Ugh “HatkRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Melifie §7- [l Colndiing HaCkRhInO-TeaM !

. Now, check | acecept Zimperium's EULA and wocheck Jein
Zimperium's Security Feed; then click Start How.

| il LT R LA

o gy s Heoar by Faeg

FIGURE 4.21: e ANT] EULA Seme
26. The Join the zHetwerk screen appear

T ZIMPERIUM

o TR P w0 e S, By AT G B s, 0 el ORI o e e | BT TR0 T | e i et
M AT Lty m dEThey I pRE | FRagig nolds faal

servess to repister TWadt nonl it

e WAl
ONEACTE Simpesium v

o

pawared by

= ZIMPERIUM
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k SKIP in the 1.'lp];u£-:|:-i1-:=r_l1|: Cofnes

FIGLTRE 4.24: Map Yeur MNetwork

am fully autherized ts perform penetration testings on the
ozk check box and chck Hext.

G 1 i o2 ] b e b b o D s on i T b

FIGLURE 4235 Enakil
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30. Click Cleek in the nght side of the screen to confipnre ZANTIL

14 Wl retwai 1o bagie i

soreen to add or confipnre.

j2. By defamlt, ¢ wmll displays IP addresses

SCLONLE AT OLE

2 New Tapgst

33. Once click on + icon Add hest te Fereigh pop-up appears, type the
IP address of the Windows Serve 3 machine in the field, and click
(1.9

Mote: The IP address shown in this lab may differ 10 your lab enmironment.

FIGURE £268 Add hae to Foerngs
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the host is added in the Deviees found on your netwerk history,
on the added hest IP address to proceed to the next step.

“ANTI Hiviors
=,

§033E 3487

FIGURE 420 Adirad now huat
perform the Heartbleed wulnembility scan on the mrpet machine

o perform thiz scan click Heartbleed (onder Attack Opfiens). as
oron belowe.

Conmect o Hemats Part

Pagins i comphsd Ty audit
Haartiiieod
LT

W Pecslls

FIGURE 4.3 Atck ¢
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at the prowided IP address, the results of which

T P T

el L e TN
L L REL 2SR REEE LT I 1)

N LT

imilarly, you can perform other mlnembility scans naing the Attack

options.

e and document the sesults related to this lab exercise. Promde yonr opuion
M tRrget’s secnoty postiee and exposnse throngh public and free mformation.

& Yes
Platform Supported
Classroom
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