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E 5

Hacking Wireless Networks

Wi-Fi ir developed on IEEE 80277 sandards and is nidely sved i wirelecr
comemmication. It provider niveless access to aipliations and .:h?'f throsghent a
rendio MenInT

Lab Scenano

Wigeless network technology 15 becoming increasnedr poprlar, bt ar the same tme,
it has many secunty issmes. A wireless local area netwrods (WLAN) allows wodkers to
access digal resonsces wathowt being tethered to their desks. Howeres, the
comremence of WLAN: also introdnces secnnty concems thar do not emst i a
wied wodd Connecting to 2 netwrods no lonpes reqmites an Ethernet cahle. Instead.
data packets are srbome and availsble to anyone with abidity to intercept and
decode them Seversl repasts have explaned wreaknesses in the Wired Equoralent
Prvacy (WEPF) alpopthm by 802.11x standard to encrrpt wireless dam

To be an e ethical hacker and p&n&tmti.or- testes, you amst have sonod
]mo*"led.ge of wireless concepes, wireless encryption, and deeir relared theeats. Az a

‘S-E{"l'L_L'_ admimstraro:, TR OTRET POOTEesT TOWRD C{HZIJ.PBJJ._ wizeless network from

The objectrre of this lab is to protect the wireless netwodk from attackers.
In this lab, von ol learn hooe tar

®  Crack WEP nsing vanons tools

*  Capmee peroork traffic

®  Analyze and detect wireless traffic

Lab Environment

P Tosls In thas Iab, pom wall need 3 web browses with an Internet connection.
demenstrated in ®  Thes b requires AwPeap adapter installed on yonr machine for all labs
this lak are

available in Lab Duration

D=\CEH-

Tocls CEHVS Tame: 35 Minmtes

Madule 14 =

HackingWiretess  Overview of Wireless Network

Hetworks 3
“Wireless network™ sefers to any type of compnies network  commonly

aszocizted with telecommmanications whose interconnections hetreen nodes are
implemented withont the nze of wires. Wieless elecomnmnicanons networks
are generally implemented with some trpe of remote infosmanon transamssion
system that wses electromagnetic waves such as madio waves for the carner, The
implemenmnon namally tkes place ar the phyzcal level or laver of the netwods
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l abh Tacl
| I SASHS
= —— Lab SILE

Overview Pick an orpanrration that yom feel 15 worthy of yonr attention. Thes conld be an
edncational instintion, 2 commercial company, of perdhaps 3 nonprofic chanty:
FRecommended labs o assist yon in Wireless Nerwors are:

® Wik Packet Sniffng Using AwPeap with Wireshark
¥ Smffing the MNemmods Usne the OmniPeek Netwerk Analyzer
*  Coacknpr 3 WEP MNetwod: with Airerack-ng for Windows

h Ao
Lab Analy

Analyze and doonmens the sesnles melared to dus lab exesmise. Prowmide yonr oprmon
of yonr tmrpet’s semity posme and exposme.

I
il o
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Lab

The AwPrap adebier ir o USB devce that, nien woad i tangent uarh the Airlogh
drivers and WinPegh bbranes, allws a pew sester 20 montor 802118/ g tnzfc m

TORIITOT SAOGE.

[ o i =
LAk >Cenano

Wigeles: petomodes cz0 be open to actmre or passme aftacks These atracks incnde
DS, MITAL spoofing, jamming, war doming. network hipcking, packer sniffng,
and many more. Passive attacks thar mke place on wareless netvrorks are common
and are diffienlt to detect ince the attacker nsnally mst collects information. Actre
amzcks happen when 2 backer has gathesed mformation abont the netoods after a
successinl passive amack Smffing 1= the act of montonng the netorods taffic tung
lepinmate neroodke amalysis tools. Hackess can mse monitosne tools, mclnding
AiroPeck Ethereal TCPDmmp, or Wireshadk to monttor the wareless netvorks.
These toals allow hackess to find an nnprotected netwods: that they can hack Youor
wireless netoork can be protected agamst this type of attack by nung strong
encryption and anthentication methods.

In this lab, we disenss Wireshark, 2 tool that can =niff 3 netwods nung 2 wieless
adzpter Becanse you are the ethueal hacker and penetranon tester of an organizanon,
7om need to check the wisdess secnnty, explost the flaos in WEP, and evalnate
weaknesses present m the WEFP of yons ospanization.

I = iMoot -
Lan Unjecuves

The objective of this lab 15 1o help smdents learn and mnderstand how 1o

®  Dhzcover WEP pachkets
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Lab Environment
- To execute this lab, you will need:
= Tesls LR

demenstrated in *  To insell AxPeap adaptes drivers: navizate to INCEH-TeolsCEHYS Medule
this lab are 14 Hacking Wireless Hetwerks'llirPeap - Enabled Open Ssurce Tools,
a.vlai!ahde in and douhleclick setup_airpeap 4 1_l.exe o mstll

:::E:E'hﬁ When you are installng the AsrPeap adapter dowers, of any mstallation esmos
Module 14 oconrs, insall the AirPeap adapter dorers m companthility mode [sight-chick
Hacking Wirsless the AirPeap adapter driver exe fil= select Properties = Compatibility,
Hetworks check Run this program in compatibility meode for, and select Windews T)

Wizeshark i35 located at DICEH-Teols\CEHVE Madule 14 Hacking Wireless
HetwerksiAirPeap - Enabled Open Sowce Tools

Enao this lab in Windews Server 2012 (host machine)
An access point confipnred with WEP on the host sachine

This lab requires the AwPeap adapter installed on your machine, If
vou don't have this adapeer, please do not proceed with this lab.

A smndard AirPeap adapter with a5 devers mstalled on nour hos machine

WinPrap bhoanes, Wieshards and Cain & Abel mealled on your host
machine

Adnenistrarme pemlepes to mn AdrPrezp and other tools

| ———
* A clent comnected to 2 wireless access powt

Lab Duration

Time: 10 Mimtes
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weaknesses m the protocol have been idenfified by ¢
with the resnlt that, today, 2 WEP connection can be easiy cacke:
into 2 netwodk, 3 skilled hacker can mwodify

r= from the =te znd follow the steps to nstll AwPeap

Plug in the AwPeap demce in a USE port and wait for the hardware

E rasm 1 3 !
i, A e insmllation to complete.

Configure Airfea s
P 3 Lannch the AirPeap Centrel Panel apphcation from the Apps screen

QOB Data Wincmas
n SoaTes (64-0i ! PirwErshcll [k
? Acthes a0y
~ Michiw B

m 1Pumr [ heck b Hypena

oot st T Upcdaies

& server anager ArRsapRepio B cparter P
iy

Ewpositer Pio Hely

adbipmer caph
friemes that s im

h Hyper W kreger
I Frirmasi Toed Sy Feat Cri=nng and
wiw CoriaT

[ rejitas wAndowt Fawall i Evmamioach
HEW with Achpnoed, [wweum o Bosrrdt

5 st Wirmows Mermoey 'l CavEmTzh

Local Secunty Windows o Rasn AlmmSym a5
Py weraersnel peag) =

OOEC Cobsy Windows a brdram Ayt Mo

cexnzan [El-bi Prrwarinell E W hire

FHGLEE L1-Tauscheng AnPeap Costeod Pand sppheiton fram da
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The AirPeap Contrel Panel window appears, s shovm in the sereenshot

b AirPrap Control Panel [= o

Settings | Rays

L) The mbusei-Channat

Irtziiece

AiFcsp USH wireless caplue sdester e, 00 hd | Eirk Led

sad ke filteregy
s,

Madsl. iPosp Na Traremi: yes Medi B02.17 a'brg'n
Bazic Confioumation

Charrel |ZI. " MHz [BG &) W W Irchad=s 0217 FCS inFrames

Estanao Channel (0

Copire Tyne 211 +F FC5 Pl | Al Frames

Rt Corliguration
e Faewen sl e g

FIGLRE 1.2 AerPoap Ceevnel Pased wandi

In the Basic Configuration section select a smimhle channel from the
Channel drop-down kst and zet 2 freqmency yon want to capme from the
Capture Type drop-down list

® AirPcap Control Panet @ |;|m

Sellirge | Ko

Interfacs

EnPcap 5B vaisless caolbuae adspier m. 00 L | Bl Led |
Model snfPoep He Tieneme pes Mechs 0Z.17 &'brfg'n

Bemc Corligursaon

[l'.'lzﬂr!e- 2412 MHz[EG 1] w E-.‘uiuu-:;m:iftf- in Frames

Exterusion Charwel |"l

|'T=rJ1-h- Type !Jd_;l +Radia

Feset Confgumation

FIGLTRE L% Cinsfigpuring AciPig Comrl Pased
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Module 145 HSc kg Wiiniess letworks

Click the Keys tab. Ensure that the Enable WEP Deeryption check box =

HaCkRhInO-TeaM !

usr Bt Exienis

By e 3 “wale™
Saarninel The (St an -1
fthe precaling 2 MHz
Frecpeemcy ), 0 (=
extenmn cowmel), or +1
fthe mecrredmy X MHx
by
cimnnel orf the adlibonal

brancl). The

resparrcy bl o e tha

extenmx ol

Hrasw 2
Configure

salected This enables the WEP decryption algosthm Yoo can Add New
Key, Remeove Key, Edit Key, and Meve Key UP er Deown.

6. After confipnring settngs and keys, click OK

¥

A -

AirPcap Control Panes =

Celings | el

vl EP Configursbion

Bk e Fep
Ramaa Koy
Edt ke
" Howe Fepllp |

Mowa K gy Do

Aok

FIGETRE L& Confygprng AxPiog Costool Passl

7. Lannch Wireshark Metwerk Analyzer from the Apps sereen The
Wireshark mamn window appeass, as shown i the follovang screenshor

Wireshark

TRE VA ESTaTE SieTmcr AorayTeT [WTesnen: 1,100 [5VH e Sagtd nom Ak T Ll e

T wer ubie  Semcs Tekes drrak Hei

HE=

The Warld's Mo Papular Metwark Brotocol Analyzer

Wernion 1, 11015 (W Bew 24303 am frunk-1 100
intarface List

Start

sz, Capture Options
=
L= L W

ey 42 b d oo e ok el

FIGIURE 1.5 Winshak Netatck Aoz tann windin
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8. Confipnre AswPrap as an interface to Wieshark To do ths, select Capture
< Interfaces...

Tre Wiresha 'k Nefmonk faslyne [Wiesshai 1105 (568 Rew 3260 Trom fai- 1101

depbery Toolt  iores Hep

proeriles
b UIMEX anzl

= Capause poacket it
I - 54762 o o110
-

Caamat hin

[ e L fle
.
* Dhiagelary prackets with

very detsdled peomenl Ihtesface List Open
ifiration el < i i el pr e

mtrerface

* Chpem amd Swee prackes

st capares] FIGURE. L6 Wirrsack Metaiek Asobperr with imecfae apeion
9. The Wireshark: Capture Interfaces window appears. By defink, the

AsrPeap adzpter = not in mnning mode. Select the Airpeap USBE wireless
eapture adapter nr. 00 check box and chick Start

* Filser puckess an srony
colisets Wiresamn Cammre infertace

» Saaredy for packets on

Py Erhin.

= Colorie ket gy

= [Comabe wirces Elitistics

FIGLRE L7 Winshirk Cigtbeee Terechas

10. The Witechark capmee window appearss and strts captmring wirdess
packets nung the AifPeap Adapter, as shown in the following screenshot

Frd l.'lfrh-rlji';rr LxPrap LA were pe raprees sdmrier e (0] filbw shewe 11000 S5V Ars S0M) are Rronk- 17101 -_rm

A Mote Wiersbark st

netwark

Wieraluark Memwork Analyeer waslion with poachets caphuse]
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11. Yon will be able to mew the seuree and destination of the packets
captured by Wireshark

£ Captueng from ArPoas LSS wirsiess captins adegies ar 00

Bl [k ¥ o e Saiksios. Tebiphany ook

3 Probe e
153 peaccn Tras

&5 PO -

10EI9nmt qear _am:Tder

3 bytes on wir

[ J AP U

EON wniiaiie s FIGURE 1.9 Wirsberk Mttt Antalyses windi with G211 channel cxprered prackets
R 12 After captring enonph mmber of packets, stop Wireshark by clicking the
® icon in the Wireshark toolbar

T T e e —— et LT m

Famin Tamhory [eok. jos

ELF orisstiach e

FICAIRE 1INk Stop Winsduick pachet ajiues
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13. Go to File m the menn bar, and zelect Save
’ "Earlean LEH versl mm capties acapie o 0 [Wirssnare 1105 5000 e 32080 fram femee-ii0)) | = ﬂ_

Fashier el goseioand o log o

mi-hia-Nladle stk

FIGILRE L1L: Save the capurnd packes

14. Enter the File name, and click Save

| Wireshark Save file as =

v| @& 0 E

Ditbe it Tiha
=i /2204 AFM_ FileTolder
Recent places

L;-_I Wirzatork can

eaprhung traffe feem srosy

LAN an well Winch mandn

s am mppcrid,

syshEm wu ans g

File nama |..-"- oty | w

Save = pe Ve poapng | poapnp " poapng. e ¥

Comprase with gzic

FIGLRE 1.12: Saver e Capsorred et file

CEH Lab Ml Fage 1303 Eshiral Hacldng aml Counsemseanses Copeggt O B-lamell

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Maodule WAEHE R whREd Yetworks HaCkRhInO-TeaM !

15. Yon can access the saved packet capmze file anynme and by issung
packet filtering commands in the Filter field, yon can narsow down the
packet search in an attempt to find packets confainmg sensible
informarion.

16. In geal wme actackers enforce packet capmee and packet fltenng
technigmes to caphice packsts contaming pasywords {ouly for websites
implemented on HTTP chaneel), perform attacks soch as sesson
hyjacking, and o0 on

Lab Analysis
Amalyze and domment the resmlts related to this lab exencise. Promide mons opimion
of yons target’s secnity postmse and exposnre.

1 Yes
Platform Supported

[ Classroom
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Lab

P : e B g :«.-t'd.' l ee3nnse
3 n hl&ml :.'-h k‘é'l}-k WOI'K LS l'::.f e

'ﬂ_‘at‘“:ii [ WO '1 'r-lwﬁf‘ d =] |

OlmrniPeek i @ standalone networ® analss rool wwed fo solve nemvork troblens

b Scenano

Packet snaffing 15 a form of wire-tapping applied 1o computer networks. It came o
— vopne with the Ethemer, and as soch, this means that traffic on 3 sepment passes by
# Text po all hosts attached to that sepment. Ethernet cards have a filter thar prevents the host
— wowled o nachine from seeng traffic address to other smhons. Smffing progmms tun off the
B TWish spamne fitter, and thns see everrone wafhic. Aose of the hnbs /sontches allow the indncss o
wniff gemotely using SNMP, winch has weak amthentcation Using POF, TMAP,
HTTP Basic, and talent anthenrication, an trder can sead the passooad off the
e i clearment.

infirumation

L] "Warkbock review

To be an expen ethical hacker and pesetation teser, you omst have sonnd
knowledge of wmiffing network packets, perfomming ARP poisoming, spoofing the
netoork, and DMNS posoning. OmniPeek network analyws pedforms deep packet
inspection, network forensacs, ummles}mu:-m:.g and pav:ket and pmtxol anakysis of
wired and wireles: netwodss. In thas b, we dizens: vameless packet :I.1.1:Il_.11_ of

C:I.PTI'L:'EG _".:I:I.C;‘.E"
' Tesls Lab Ol oje tives

ﬁmﬁw in The ohjective of this lab is to seinforee concepts of nerworde secnnty policy, policy
this lab are enfoscement, and policy andits.
availakle in o 3
D=\CEH-
Tesls'CEHD
Medule 14 In ths Iab, vou will nead:
R bty Mot ¥ A web browser wath internet access
Hetwerks ; N A ol

A bnuness Eneid TD o download the mool

® A computer mnning Windows Sexrver 2012 a3 host machine

Lab Environment

Admamistrative prraleges o mn tools
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| = | g Y -
Lab Duration

Time: 10 Mimntes

Overview of OmniPeek Network Analyzer

_-“'x‘f-'-==l:-_--u'-'-u! OmniPeak Networs Analyeer prres netvork engnesrs real-time wisibiliy and expert

':.f:;'r:"'-k__l;:m " analys:s of each and every parmt of the netwodk from 2 wngle mtecface, which

s el e mndndes Ethernet, Gigabat, 10 Gigalet, VoIP, Video to remote offices, and 502,11
a/bfe/n

I

Lab Tasks
Bl Saaik 4 MNote: If you have already mswalled the tool, lannch it from the Apps scoeen and

skt 5 22
Install OmniPeck Jﬂ? it
Hetwerk Analyzer 1. ILaunch 2 web browser, type the URL
htpe /S wildpackets comy/product toials and press Enter.
The OmniPeck prodnets window appears; click the download button for
OmniPeck Prefessisnal.

Free 10-Day Full-Featured Soffware

FICILIRE 21: OrraniPerde proabucss aenhow
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3. Fill in the detdls in all the required felds, typein the captcha texr i the field
provided. and chck Start Trial.

Note: You need to specify a non-personal busness emad ID at the wme of

fBgIstration.

FIGLRE 22 Flly $e s

4. MNow, log mro the accomnt related to the emal ID specified m the
egistration pape, and copy the download Link.

c

T=To

] [rer—

Approval for Reques! of Software Trial fram
WidPackets

FIGLRE 1% Frroal aceceas corstariegs the choomba] bk
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Open 2 new wmh, paste the download hnk that you copied m the previons
step, and press Enter

A webpage appears, displamng the terms and condinons. Seocll dowm the
webpage, and chck | accept.

FIGLURE 2.& Aceryrizgy the Licess Agppremnent mdecioixe

The OmniPeck download page appears contining the seral smmber a5 well
as the download link Copy the senal mmber, and click the download
buotton.

s | Sorrn | Bl | Comreen L Ao

FAT ™A

FIGUTRE. 2% Derasdeoafge Chreapest:
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The tool begins to download On completion of dovnload, navigate w the
location whese you dovmloaded the tool, and donble-dack ot

If the Open File - Security Waming pop-up appears, chick Run
10. The OmniPeck lnstall Wizard appears; chick Mext.

OmniPeek stall Wizard n

Welcome to the OmniP mei Instoll W izard for
WildPackets OmniPeel 7501

The OmniFesk Instal Wizard wil neldildPackels
Drmmie=k 7.3.1 an you conpute. To conlinue, cick
Mt

_~

Masl > L

FIGLEE Lix OerraPeck Tnstalbixm Wieon?

11. The Product Activation step appears; select Autematie: via a secme
Intemet eennection and click Next

OmniPeek brstall Wizard m

Praduct Activation
= W Facbiols

The reialbon of he produck iequies that & be acivaied by e 'WidPackels &ctvalo
Server For moee miomalon, ge o ki S A valdpack ste. comeacieation

L] Aanphc: va s secuie Inlemet cornechon

Mawal pauss arvd po o webpage

< Back Hasi

FIGLRE L7 CruPrek Pochat Actmatun sechon
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12, The Custemer Information step appears; type a User name, 2 Company
name, and enter the Seral Humber from step 7.

13. Click Mext.
i OmniPeek Install Wizard =T

Cakzboimed |rhadm i od
Flesze enlsr pour inlomalion. — WildPackets
FacHel

Flecse enter pour rame. the neme ol tee company bor vibich pou v and the product
auridl numbar

Lika Mami

"Windows el

Compamy Hane:

[k

Sl Mk

[

+ Bach I Plmat

FIGLERE 28 OsniPeck Cusiormers [zdoormsics mchiom

. The Autematic Astivation step zppears; enter your Email 1D, and chck
Hext.

OminiPeek rstall Wizard El

Autimatic Achvaliomn

= WikdPackets

Please envm wour emai sddisss and chok Bk lo schvabs vis pecuie Inbemel cornscion.

SB[ ey ][ o |

FIGIRE 2% ChrePrck Augievohic Actovdion secson
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15. The System Information step appears; check Share my System
Infermation and click Next.

OmniPeek Install Wizard =

Spstem Informabion
— WldPachet:

For better suppeott, e CPU model, CPU Coard, Physical FAK, 2rd DS fppedvesionfavn
ale being recorcedd, Urckeck tha bod befos 1o doet vaand B0 seie thes inlomation

|#] Shaie mp Sstem Infomelion

< Bk Corea

FIGLRE 210 ChnreProck Sy Inhinmaiion sxhon

16. The License Agreement step appears; select | accept the terms of license

agreement, and chick Mext

Omanifeek Install Wizard

Licenze Agresment
Flease i2ad e lolowng eense agresmene coretuly

i dFackels, Inc
SOFTWARE LICEWSE AGAEEMENT
Flease imad s osss caefulp

ol e pulchaing & earea ko s WildP acliots Soltwans. Tha Sallian & ownad by
and remans lhe piopsy of WidPackets, Inc. .15 pioleched by inleinabonal copaghls,
and iz hansdemad to b angin aal @ ey aubraguert ownar of e Softuas
medis for hedher use onlp eccoidng fothe kcense l2ims st b I.t!u'i. L.Jerm =
packagng avdhor g The S oltwans Focates your acceplanca ol

nol agrss bo 2l of the berme and cordibions hersan, rstum he .-:r.'N-:ue martias d'lﬂ -:n.l
pabial o ke copiss you hasa madavathin hity dags of punckess o the paky o
h.h:'r. pod prachasesd & o e isleed, sumec b our mbocking lee,

| g rol acoept b e of Hhe kcema s agrssment

FAGLUEE 21 Ok Dicmie Agreaternt antcon
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17. The Installation Metes step appears; click Hext

CmniPeek Install Wizard m
Inztallation Motes

Impertan | pie-iskalalion nntss

OmnPesk Melwork dndpzer 797 Feedms

Plessa taad this documear ot importart e =H--r-wn—: = kel of racan! change. ahd
cumertp known izpes This i 11 r.f r-'ﬁ‘l‘ﬂl'q,-p'gp nducky
OmniFeek Ertepise, OmniPeek Conn Femsair u]

The Omni produci family alterz contiouatons b suk eveip nesd. Pleaes '*-I our weh sile
al Hllpc s fvmaan i dpeckets comeproductsfomnifoueiviss londetaln on hov bo oider the
Omni esbares snd media (ppes ihel pecsele I s nesds ol pour denbuled ok,

CONTENTS
Iretallannn Motas
Praduact Actialion

TETS T

FIGLRE 212 ChrePerck Brotalihon Mokt anchon

18. The Setup Type step appears; select the Cemplate mdio brtton, and dick
Mext.

OrmniPeek install Wizard m

Selup Typpe
sedarnt tha seun e oonetal

Flease sdect & setup hoe

:r% Al piogram faatues wil beiretaled, [Requies: the mosl dek spaca ]
k=
i

£ Sebact which piopeam faatues you wart retaled Fecommenced for
| advanced uoary

L

4 Bach

FIGLRE 213 Pk Seagr Type snten
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19. The Select Language Suppert sep appears; select the lingmage suppact
and click Mext. The selected English Language Suppert 1 shown below.

OrmniPeek Install Wizard
Sabect Lanpuage Suppon

= WildP.

Selzct one a1 both at ihe fallowing languages

Dieseriplion

Englizh Lanousagz 5 upport

Spacs Aeguisd an L
Space fyelabl=on T STHASER

FRCLTRE 244 Chrndlock Srlers Lamsprage Suppaset secsuon

20. The Start Copying Files step appears; click Next

OmniPeek Install Wizard =)

Srarl Copying Files
g satting: before copying k. = WildPachets

Setup haz snough inbomation o stant copying the program fkes. [Fyou want bo revies or
change any weftrgs, chick Back [ you are safisied with (he setlings, clich Blest to begn
coo g fles

Crarert: Selings:

Lleer Infoimalcn

Mam= . SWindows User

Compery.abc

Seiat  GLEGBT=BH3<CIED

siclivalion Fap OT 8T EV-GIBEGE-EBTILA-SULEF-UHKET
Tage: Dinechoy

Folder:  CchProgram Files [#BEf WP ackelsy DmniPes:
Lanquage(s: US Erclsh

sBach [ HWeiz || Cancel |

FIGLIRE 215 OvwaPeck: St Copmmigs Pl sscixim
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21. On completion of mstallation. the OmniPeck Install Wizard Complete sep
appears; mncheck Yes, | weuld like to view the Readme, and click Finish,

OmniPeek Install Wizard

OmniFeck Install Wizard Complete:

Omrif's=k Sebup is slmosl complets,
[Chineae the oplinre pou wsnl beios

| T Mes. | woud ke o vew e Aleadme, l

ii'r'm_ | v e o leunch OnePresk

Cick: Frieen ba compless OmniPeck S=iup.

FIGLTRE I 1 ChmePock estaliion cormysictnd
22 The OmniPeek dilog box appears; click 0K

(1] CmniPesk _I

0 Thanlk you frr evval !.'ring oirmniPeek, Your free trial will
capire in 10 days

Bire OminiPeck

FICAIRE 217 Clrwalork kkegebia
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23, The main window of WidPackets OnunPeak appears; dick View sample
files liok mnder Reseurses.

Note: For demonstration pugpose, i this Iab, we are examinme a sample

capmre file metead of acmally capmring wareless taffic.

ot Pt - [t P} [=To |
ok DmniFesk

Talfi: s pming o

o 20

=l
FIGLURE 218 ChrealPark fien amen
24 The Sample Files step appears; chek the WPAZwpz Enk to load the sample
capmue file contamme WEA2 encrypted traffie.
e =T
fow. He Wil ococts BminiPeck

LA T

FIGLTRE Z1% Oeempeck Sarple Files Wiesdow
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. WPAZwpzr opens i the window. Select Packets moder Dashbeoards
section mn the left pane. The capture window appears, displipmg WPAZ
encrypted taffic.

. Domble-chek any of the packets m the nght pane.

= T=E

Terani Pk

mudilegr netwerk
wnfRis 8 feche ofSces

FIGIRE 220 TEENFET-UnWEFP pecirts Window

27. Click the apht arrow to e the next packer.

FIGUEE 21 TEINET-UInWEP piache frame wineliwr
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28 Close the tb from the top and select different options from the npht pane,

Fackwr Sae Doerisatian

P OvniPek Bt

FIGLIRE 222 WEP Ci e wenakor

29, Mowr, ezperment with all the options in the left pane.

Docnment the BSSID of the trper warsless netwrosk, comnected clients, and
recorered WEP key. Anatvze vadons Amecrack-ng atacks and their respective data-
packet generanon mtes.

1 Yes
Platform Supported

1 Classroom
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Lab

e e :=-.p-_.i iR - =
LTACKIN 15 a W 1‘?5

‘F" tfﬂ r g r
Aircrack- g for Windows

Arrerackg ir an 80217 WEP and WEA-PSE Eeys—cracking program that
recovers Koy owe enonph data packets have beew castured, It smmplements the
standard EMY antack along with some RGN Jike Korek. attacks, and the
allwew PTW aitack, this making 1his ﬂ‘":i: wch faater than those wsinp otber
WEP cracking fools
—_1coW KEY | ab Scenario
" Valmabile

information Metoodk adnsmistratoss can take steps to help protect their varsless netwods from

/ ontide theeats and amacks. hdost hackers wall post detads of any loops or explars
‘ Im-._:"‘._e online, and if they find a secnoiy bole, atackers vall descend m droves o test yomns
& - Tl - * *
wireless netvrock with it

R ; ; Z =i
WEP 1= msed for vareless netwodss; always change yone 351D from the defamle
b Workbock review  before vou actmally connect the wirdess somer for the access pome If an 331D
heoadeast is not disabled on an access pome, the me of a DHCP server to
antomatically assien TP addemess to vireless chents shonld not be nsed, becanse war-
derrng tools can eazly detect yons meemnal TP addeesssng if the S5I0F beoadeasts ae
enabled znd the DHCPis beu':ng nsed.

Toals As an ethicsl hacker and penetonon tester of an crpameanon, yone IT disector wall
demenstrated in - aszupn vou the @ik of sty wueless secnory, explomng the flaws in WEP, and
this lab are crackmg the keys present m your arganization’s WEP. In this b, we disenss how
availakle en TWPA keys ace cracked nuing standued artacks such as Kozl and PTW.

D:'CEH-
Teals ' CEHVD Lab Objectives
Module 14 3
Hacking Wireless  The objectrre of this lab 13 to protect wireless network from astackers.
el In this lab, you wall learn how to
= Crack WEP nsing varions tools
*  Capmee network traffie

¥ Analyre and detect wareless traffic
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Lab Enwvironment
To execmte this lab, you wll need:

' Airerack-ng locared at OCER-Tesls'\CEHVD Medule 14 Hacking Wireless
Hetwerks WEP-WPA Cracking Teeols\Airerack-ng
Tom can also dovnload the latest vecsion of Airerack-ng from the knk

- e T

If yon decide 1o dowaload the latest version, then screenshors showm i
the lab michr differ
Bna this tool in Windows Secver 2012
Admumstratre pronlepes o man the ool
A client connected 1o 2 weless access pont
This lab requires AirPeap adapter mstalled on your machme. If you
don't hawve this adapter please do not proceed with the lab.
Lab Duration
Time: 15 hamtes
Overview of Aircrack-ng

A “rareless network” 15 any trpe of compnter telecommmnicanions network, the
intercomnections berween the nodes of which are made without the nse of
wies. Wazeless telecommnnications petworks are penerslly mmplemented with
some type of remote mformation tansmwssion system that nses electromagnetic
waves, snch as mdio wares, for the cacrer, and this implementation nsnally
takes place at the physical level, or layer, of the network.
Lab Task
Lannch airedumnpng (2 mbzet of sremck-ng site] GUI from D2'CEH-
Teals\CEHvE Maedule 14 Hacking Wireless Nebeorks WEP-WPA Cracking
TeelsiAirerack-nybin br donble—clickme airedump-neg-aimpeap.exe.

If the OpenFile Security Warming pop-np appears, chick Run.
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The airedump-ng GUI appears. 25 shown in the following sereenshot:
sirurg-ng 082 SR |

sirsdung-ng @.5.2 - (G} 200G Thema: d*Otrepps
i nal warkil Cheidstephs Beuise

unspe: afrodenp-ay nie lsfond dale twped Gohaansliedy feuspuc prefind Uiws only £ Lyl
B magwnrk sdepters]

1 ®irFoag DEBH slroloes capture sdaptor nr. 08

Herwerk Engorfare indon senlor -3

4. Type the Airpeap adapter index smmber 0 and select channel number 0
Then press Enter

5. Channel O refers to all the 2.4 GH: chaonels. In tus lab, we are
confignong airodemp-ng to capmore 2.4 GH: channels.

Enmp-ng 082 =T=TmE|

dipg—g B.F.2 {0y Bl Thanss d° e
OFiyisal work: Cl %e Dewine

mzage | airvedwnpng @aic dedexd imic typed dcheamsal{z3) (omtpat pwefixy lfuz only Flagl

Kagiin notwerk adapiers:
i Airfeap BEE wireless capgups sdapter ny, B8
Hetwnrk imtarface index senhar >.i|
Channuldz¥1 @ = kop sa 3. dChs chasmslz. -1 = hap on S cheanel.
1. F. 14 a Al b 1. B, 48,
A i8f, 113, 11%. 120,
. A5V, i6i. 184, 188,
1%1. 196,

(matnl &F you o fy the zare mtpst pesf iz, simdusg will rezues
the capt=mrs = n by sppendirg #sts to the exizting captwrs §2le)

Dmtput §ilamsms =¥

2 KEY POLTMIN
[BF-SLIE-DEAT]

TRE 12 Aemuhergong seincting adipher ol

CEH Lab Mnis] Page z Eshical Hackdng aull(kluuﬂrnnfunm .I' '|'|l\.r“||!.|: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Maodule WATHSCHndWiRided Hotworks HaCkRhInO-TeaM !

It will prompt you for a file name. Specify the name as capture and
press Enter

Type v in Only write WEP 1Vs. Press Enter

srodumrg-rg 092 [L]m

aircdumg—ng B.9.2 — (G} 2005 Theaes A°OFFs
2 Gl

fefalinal werk: T Pow ms

miays | alruodungwy imic indexd <nic typer {channuli{z}r {autpet prafixd [iwzs saly flag

Kagwm notwork adsptorsi
1 Adrfeap UGE wirele captury sdapter mr. B9
Metwarh inzorfaie isfdes aumbor -+ @
Chasseliodz B = hap oa 2. 40k okapssels, -1 = kop on $ha chasnsl,
1. 7. 13. . B. i4, F W Ba dl. 6. 1 A,
ie4, 188, 113, 116,
167. f6i. 1¥4.

imatel if gou zpecify the zamm iput praf iz, atr p will rezu
the capturs zmzziss by sppunding dats te the sxiztisy captmre §
Dmtput filenans pref iz =1 capblmrs

zaun space asd onls VEF I8z, @
ing captmrs f 1w WEP crms

Daly write WEF 1%5 (usmd

FIGLRE 3% Airechirsp-sr assyoriog it Elense

8. Airodump-ng begms to captue the wireless wmffic, as shown in the
following screenzhot.

Allowr asrodnop-ng to captee 2 larps smobes of packets (abowe 2000,000).

s — T= 1o |

Bean s HE BMD  EESIE

17 K 4B WEF  Qmerant ing
a =i EP
B4 WEPT  Metgnar

EZSID

[ s

Yuarastine

e

Hotyoar

Humc hass
[ el
iz bz
[ —
Bevmt Frosns

e

Tl o
frer e i
| 1w e e Y U

=
]

FIGIURE L& Amodergeng cpsun sandow
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10. Becanse airodnmp-ne requires 2 lot of tme to capmse enongh number
of packets and IVs, we are providing a sample capture file that contains
the required member of packets and IV in order to save nme Cloze the
capmue window by preszng Coi+c.

11. Mamgate to DCEH-Tools'\CEHvY Medule 14 Hacking Wireless
Hetweorks WEP-WPA Cracking Teesls\Airerack-ng'bin and double-click
Airerack-ng GUl.exe to lannch Airerack-ng. Then click Chesse....

o Alrcrack-ng Gul !_'_lim

TRrracing || Amdumpeng | Ardesapng | W ECaok | Abaut

I:;J smrmam-ng % boch Flznaneis| Chimasie ..

st dhdgual b hsm
warrlesa cands mibt murihce Eroyphaon WEF 24 p 3 R —

it mi-Cetima
] yina haves il

& mght cormraels

I:;:I Armuhamp-ng = used

prerticubagly st ke
clliting, WEP IVs
Nsimistem Vet fro
tu 1o wsang e

wrth amzack-ng

FIGURE 3 5: Aerrack-ng s sl

12, The Open window appears; navigate to D:CEH-Teols\CEHVE Medule 14
Hazking Wireless MNetweorksWEP-WPA Cracking Tesls\Airerack-ng,
select wepsapture.cap, and click Open

Meote: This 15 a different file from the ope you recorded; this file
contains pre-capmeed IVS keys.

Open

1 | WEP-WPA . ¢ Aircrack-ng »

Croganma = Mew folder

w5 P
bin

I
MADages

i Deshtop
Diocumants

o Dosrdoads
packnger
acnph
- F
wnoidra nebwenk arc

tast

wapcapturs cap

File peine | wspcsphrecsp W o e T (".on, "poap, "Iy W

Conecel

FIGILIRE b & Selechny; e pre-caphanl Bl
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13. Afrer selecting the file, ¢

Adrcrack-ng GLY

i
Birera

sereenshot

CEH-Tooésh L ER Moduie 14 Hacking Wi
M H iy Whesln

5 Wt g e P
¥ Hodwle 34 Hogkine Wireloos Mot
¥

o™ tmrna
t FOEER pa
zAng-pak e rns

Eacrapt 10m
REL2RICE Matgpaar

sEworh s Earges.

Bomding g

FICILTRE 1R Ascrack-ng decrypteg the key
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ME¥ FOUMDY [ 37
sited corereciy

% Meduln 34 Hacking Miraloss HetesckesWEF-UPS Cracking

FIGLTRE 3.0 sirerck-ng wit WEP crack kry

onnect to the access point and then enters

can for open dem
5, and then start explosting them

£l 1!.I"E!

Platform Supported
[ Classroom
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