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SQL In

SOL sefection is a fechuiggne offen swed fo attack a svebaite, and i the st comrmson

jection

2

sebarre pralneralidity on the Interne.

Lab Scenano

SQL Imection attack 15 pecformed by mchiding pormons of SQL sttements m a
web form entry field in an amempr to ger the webate 1o pass 2 pewly foomed sopme
SQL command to the dambase (eg., dnnyp the dambase contents to the artacker).
SQL imection 15 2 code imection techniqne that exploits secnsity wlnesahility in a
webare's soffware. This wlneabiliey happens when nser mpnt 15 enher meormectly
filtered for sming literml escape chamactess embedded m 5L smements or nser
put 5 not seoagly trped and nnexpectediy ezecured SOL commands are dms
iected from the web form into the dambase of an appleation (like gnenes) o
change the database content or dump the database information like credit card or
passwords to the amacker SOIL injection 15 mostly known 2= an amck vector for
webates bt can be nzed to ammck anry trpe of 3L dambaze.

Az an Fepert Edvical Hacker, yon omst mee diverse solutions, prepare sttements
with hind vanables and mbmlg inpur validation and escaping. Inpur validation
can be nzed to detect nnanthorzed inpor before 115 passed o the SQL query.

LabO |'? ectives
The objective of thiz Iab iz to promide expert knowledse on SQL Injection
arracks and other responsibdlines thar inclnde:

* Understanding when and how web application connects to a databaze
server in order to access data

el Emtracting basic 5L Injection flaws and wnlnesabilies

demenstrated in Testing web applications for Blind SOQL Injection nlnecablities
this lak are

aval=Ble in Scammng web servers and analyzing the reports

:::-I?':E'hﬁ Secnnnp mformancn in web applicasons and web semvers
m'-:‘;:”“'- Lab Environment
To conaplete thiz lab, yom will need:
® A compmer muning Windows Serres 2012
*  Windows Server 2008 mmming m virmal machine
* Windows .1 mnming in mrmal machine
Window 7 maning in wirmal machine
Aweb browser math Internet connection

Adnwmisteatre prmilepes 0 confronre settings and min toals
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P T ——
Lab Dburation
Teme: 75 Mirmites

et
econ

Overview of SQL Inj

SOL Imecion iz 1 techmigne nsed to cke advantape of non-validated mpur
mlnesabilimes to pass S0L commands theongh 2 web applicanon for execntion
by a backend database.
Lab Tasks
BRecommended labs to assst yom in S0 Injection are:

»  50L Inecoon Aracks on MS SOL Database

" Performing Blind SOL Injection on DVWA Application

®  Testmg fior S0 Inection Uung IBM Sesurity AppSean Toal

®  Tesung for QL Inection Using WebCruiser Tool

¥ Scanming Web Apphcanons Uung N-Stalker Tool

A

B L 1 -
=k el
) MF'!.-'ﬁr_‘:.-'-‘c‘-f-'.l

Amalrze and doenment the el selared to this lab exercize. Promide vonr oprmon
of Tone tarpet’s ooty posmice and expose.
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Lab

SOL Injesion a5 a Basic attack used either fo pain smantbonsed access o @ databare
or fo refrieve ifarmiaiion divectly from i

Lab Scenano

Today, SOL Imection is one of the most common and penlons attacks thar
webate’s software expenience  Thus attack is performed on SOL datbases tat have
weak codes and this vnlnerabiity can be nzed by an attacker to execnte dambase
mesies to collect senstre informaton, modify the damabaze entmes or atrach a
mahcions code sesltmg in total compronise of the most sensitire dam
Az an Expert Pepetration Tester and Seemnry Admwnistrator, von need to test
web zpplications maning on the M5 S0L Server darabase for milnemhilities and
s
Lab Objectives
The objectrve of thys lab 15 to prowde smdents wath expert knowledee on SOL
Imection amcks and to analyze web applicanons for minembdities.
In thas lab, pom wall learn how to:
®  Log onwithont valid credentials
" Test for SQL Injection
! Teals
demenstrated in

this lab are Create vonz own databasze
available in : g

D-ICEH- Dhirectory listng

Tools \CEHvE
Module 13 SQL
Injeetion

¥ Create TOMD ONFLL MEEL AC00NIT

Enforce Demal-of-Service attacks
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Lab Environment

To conaplete thiz lsb, yom will need:
= (Victim Macline)
* A computer moning Window Server 2008 (Anacker Machine)
= M5 SQL Server st be munning under local system porvileses
*  Aweb boowser with an Intemet connection

g T =
_ab Duration

Tame: 15 hhemites

Overview of L Injection Attacks

SQL Injection i= 2 bauc amack nsed either to pain nnanthoazed access to a2
database or to metreve nformation directly from the database. It 15 a flaw in

web applications and not 2 darabase or web-zerver 13me. Aost programmers ans
stll mot awrare of thes threat.

Lab Tasks

= tasK 1 Blind S0QL Injection 15 nsed when a web application 15 volnerable o an SOL

m—— imection bmt the resnlts of the injection are not vishle to the amacker

Valid Credential  Blnd 301 Injecnon 15 idenneal to noomal SOL Injection, except that, when an
armacker artemprs to exploit an application, rather than seeing a nsefnl error
mesiagre, i penenc cnstom page displars.
In this Iab, the machine hostng the webute iz the wctim machine {ie,
Windeows Server 2012); and the machine nsed to pedform cross-ute scripting
artack 13 Windews Server 2008 virtual machine.

Log mto the Windews Server 2008 murmal machine.

-

Lamnch 2 web heowser, tpe httpafwenangesdshepping.com in the

# Tey aggngem wing address bar, and press Enter

o 1= — an g
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J. The GOODSHOPPING home/login pape appears, a5 showm in the

sesgenshor

nA0%0FF

LAST SERSONS DEAR

FIGLRE L1 GO0 SHUP PN g jrg

. Aszmme that yoo ae new to thes ste and have never registered mthit
. Chek the My Aecount th (in the nppes-right comer of the web pape), enter

the guery blah® er 151 = in :n the Username feld (a3 yons lopin name),
and leave the password feld empty.

3. Click Log in.

nd0%0FF

LAST SEASON 5 GEAR

FIGLTRE 1.2 Perhsiong, Blnd 50
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7. Yoo are logged inte the website with a fake legin. Yonr credentials are
nat valid Mow you can browse all the ste’s pages as a regrstered member.

[
i GooD
53 P _—

mmene amnl presese ! that
e hes 1 moml m e

Ueprs kbl

ORLE

2l
Lt e e e i e ] b e i
FIGLME 1.5 Walaie kge sasseidal

. After browsing the site, click LegOut.

SALE &0

e e e e e

FIGURE 1.4 Log cut of e wel:ais

9. You have successfully lopged oot of the wnlnenmble ste Close the web
brorrser.
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“ENTTE 10. Lannch 2 web browser, type hitpaiwww.goodshopping.com and press

te Vo Enter.

User Account 11. The GOOD SHOPFING home, login page appears, as shown in the

sesgenshor

ks GooD

BRI

FIGLRE. 0.5 (0T SHUPPENG g jrag

12, Click My Ascount (i the npper-nodtt comer), enter the quesy
blah™insert inte legin values (juggykey’, juggy1237); =
n the Username fisld (a5 your login name), and leave the password field
empty.
13. Click Log in.
v

EE LT
wahus when

expiseal in the m;:.:l-:ri.-.l.l I _,f’;:, Go IZI_F?

SALE =220

FIGLIRE b Gt & bk dicuncd
14. Tf no error message & displayed, 1t means that you have snecessfully created
yonur login nsing an SOL injection query.
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15. After executing the query, to verify whether yonr login has been created
mecessfully, click My Aeseount tab, enter juggyboy in the Usemame
field and juggy123 in the Passwerd field and chck Log in

|
k

K GooD

nd00FF

LAST SEASON'S GEAR

SALE

iy Furs simmie

FIGLRE L7 [ogggrer m b the sl

16. You will login successfully with the created login MNow yon can access
all the featnses of the website.

nd0%0FF

LAST SEASON 5 GEAR

SALE

FIGATRE 1.8: Tasg ik sucomishal
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17. Click Legeut after hrowrsing the sequured pages.

FIGURE 1% Ligg ot oo thue wehsite
ich to the Windews Server 2012 virmal machine,
ener of the
20. The Start screen appears; click the down arrow botton.

21. In the Apps screen click SOL Server Management Studie to lannch
the server.

22. Tke SQL Server Management Studie window appears, along with the
Connect to server dalog box

23. Choose SOL Server Authentication from the Awnthenticanon feld
Enrer the Login IT) sa and the Password quwertn@123.

24, Click Connest.

Coans s Bwin

Serer

FIGURE LIk Laggeyg &

CEH Lab Munis] Page 1235 Eshical Hacking sl ( uu.!rnn-fu.lml.-.-l = :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt En0OUgh
HaCkRhInO-TeaM ! R Sl Dl kidn HaCkRhInO-TeaM !

FIGLUTRE 1 1= 50T Server rmanagement shalio

26. Ezxpand Databases & geedshopping = Tables, nighr-click dbe.Legin,
and click Selest Top 1000 Rows.

eremr R aragement STen (Acemanatraior]
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27, Ohserve that the nsername and password have been successfully added to
the poodshopping: darshaze.

= SOUCusry? 2l - WIN-FIIANEESF I master {2 (530 - Mamoenf T0L Sanver Managemant Shodia 4 [=18

& wen Quer, Pamod Detesg Tooll  Wawkoe  #eg

New Doy | fhin! #
| A

FICIURE 113 Tabile conmainmy the crsse] wsemsns s passeds
28 Close the 50L Server management studie window.
. Swratch back to the Windews Server 2008 virmal machine.

30. Lannch the browser, trpe httpiwanw.gesdshepping.com in the addess
bar. and press Enter.

31. The Home/Lagin Page of GOOD SHOPPING appears.
32 Chek My Ascount, type

blah;ereate database juggybey; =

in the Usemame field, leave the Passwerd field empry, and click Legin.
33. In the abowve query, juggybey 15 the name of the database.

XX oty the e
ot s s b
X gt o 14 kg
2 CULYBC errers. T
il Eppee 3¢

= 40%0F

FIGLUEE L14: Crabegea chinlaa
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Swatch to the Windows Secver 2 host machme, and bonch the S0L
sermer by followng the steps 20-25.

36. The Micresoft 5OL Server Management Studio main window appears,

FIGLIRE 115 Micwsash

37. Expand the Databases node A new database has been created with the
name juggybey.

Micmsaft SR Serer Maragement Slesn [Somininats

4

L1& uggnibes ceadrass: sacvrmsbally corateil

38. Close the Microsoft S0L Server Management Studie window.
ch to the Windews Server 2008 vumal machmne.

(CEH Lat M) Eshical Hacking sml
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40. Lannch the web hrowser, type httpeiwww.goedshopping.com m the
_ W vask s address bar, and press Enter

DEhia;:i::::wice 41. The Heme/Legin Page of GOOD SHOPPING appears.
42 Clck My Aseeumt, trpe

blah enes master.xp_cemdshell "ping www.certifiedhacker.com -
GS000 £ -

mn the Username field, leave the Password field empty, and click Login.

ks Goop

ELY s the el st

st fo armd sy e
o1 Hw ervrr, s s By
as crmatr adinary a2 lk

ni e wervee

DALE SN &

FIGLTRE 117 Pecfanrayy Dene of Sernee Agack

- 43 In the above query, you are performing a ping for the
L R Rl oaer Ok wo certifisdhacker cnm website nzing 2n SQL Injection query: - is the
st sent buffer size. and -t refers to pingrng the specified host

44 The SQL injection quecy strts pinging the host, and the ]c&gm page shows a
Waiting for lecalhest... message at the bottom of the window

SALE m&?ﬁ!ﬁ

FIGLRE L 18: SO iscsion cuuery stasts jrivyging Bt hisit
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5. To see whethe: the goery has soccewsfully emecnted switch back to
Windows Server 2012

. Lannch Task Manager.

7. In Task Manager, nnder the Details th, yon see a process called PING.EXE
munming in the backgronnd

. This process is the result of the SQL Injection query that you emered in
the login field of the web e

Tack hanager

Fila Optiem  Viw

Pracomam | Pafarmancs | U | Drish | Seroices

O] Auboareiss

syt 13

Endt=ik

FIGLRE L1% Tk Masager degioey: the pog preasia

49 To manmally kil this poocess, oohiclick PING.EXE, and click End
Process., This stops/prevents the website from pingine the host.

| i A [ | .
1 s Anashveie
_,..-_;..z vn-\:'!--\.-.-'_r o

Amabyze and dommment the resales mlated to this lab exescise. Prowide ponr opimon
of yonr tarpet’s saonrity posmire 2nd exposmre.

O Yes
Platform Supported
[ Classroom B iLabs
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Lab

"‘.= po F af
ection oh

- 3 I SN .
M ITHITS 0 oLl !rt

L

Blind SOL (sorvictred query kangriage) mjecion is a tpe of SOL Infection amtack
hat vk the database quertions that reguire tre) fake anivers, and determeine the
anmer aecording fo an abtlicationt response. This artack i gften wed nhen the web
atblication is configured 1o show gemeric ervor mestaper but bar nor neitigared the code

ICOMN KEY

T Valnahle
" Test rour <L ; Rt
Enoriedze valerabie rp SO ijection.
= Wb exercue I

Lan

Scenario

L) Warkbook seview ¢ 7 . e = :
————— VWhen an attacker exploits 30)L. injection, sometimes the web application

displays ecror meszages from the database complaining thar the SQL qoery's
syotax 15 incorrect. Blind SQL mjection is neardy identical to normal SCOL
imjection, the only difference being the way the dam is rertneved from the
database. When the database does not ontput data to the web page, an attacker
1z forced to steal data by asking the database a senes of tme or false questions.
This makes exploiting the QL mjection wulnershility more diffienlt, but oot
mmpossible.

As an exzpert Secnnty Profesmonal and Penetaation Tester yom should be
famibiar vath the tps and tacks nsed in blind 0L :njecton. In dus lab, vou will
learn to nse the DVWA and WampServer to host a mlnerable application and
pedform blind SQL imection on it.

£ Teols Lab Objectives

demenstrated in 3

this lab are The olyectve of s lab 1= o help smdents learn how to test web 2pplicatons for
available CEH- S0 imection threars and wlnembdines.

Tesls'CEHVE
Module 13 5QL
Injeetion *  Hetneve Dambaze contenrs nang BElind SOT Injection Technigne

In tus lab, yom wmll learn oo
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Lab Environment
To conplete thiz lab, yom will need:

" DVWA located at Di'CEH-Teels'CEHVE Medule 13 SQAL Injestion'Blind
S0L Injestion Teols'DVWA

A system maning host machine (Windows Server 2012)
A system maning Windowrs Serves 2008 mirmal machine
A system momng Windows 5.1 mrmal machine

Yoo can also download the latest versons of DVWA from
hitn: / v TIVRTA

A web brooser vath Intemet acoess
Admamiseratrre prrnleges o mn the mols
Lab Duration

Tame: 25 Mhonytes

Overview of Testing Web Applications

Web applicarion= are tested for implementing secnsity and antomatiog tnlnembder
asseszments. Domng 5o prevents 5QL imecnon atmcks on web servers and web
apphcanons. Webares are tested for embedded mablware and to employ amluple
testing techinques.

Lab Tasks

Mote: Before munning: this lab, ensnre dhat yom stop IS admn senvice and Wodd
Wide Web Publishing Sermice (if on have the service mstalled on the smchine ). To
stop the sermce, go o Start - Administrative Teels = Serviees. apht-click IS
Admin Serviee and chick Step, nghr-click Werld Wide Web Publishing Serviee and
chick Step. Also ensure thar yon stop Intemet Infosmanon Sermces (T15) Manaper
and Interner Informanon Sermces (115} 6.0 Manager To stop Intenet Infoamation
Sermices (II5) MMaoager, go 1o Stat & Administrative Teels & Internet
Information Serviees (115) Manager, right-click on the server name in the left pane
and chick Step to stop the manaper To stop Internet Informanon Sermees (115) 6.0
hlanager po to Start & Administrative Teels & Intemet Information Services
(NS} 6.0 Manager, nghi-click on the server name in the left pane, and dick
Disconnect 1o disconnect the manages

Make snre that yon delete all the cookies in the browser m which yon will be bostng

ownCloud and make smre that WampServer 1= kept onbine thronghont tus Iab.
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1. Click Start (at the lower left of the scoeen), and then dick start

= i
TASK 2 WampServer to lainnch

Start

FEGLTRE 1 1: Skatwg the Warmplierves

2 ILog m to the Windows 8.1 wirmal machine (3= an amacker), lamnch a
heowser, and enter hitpe\[IP Address of Windows Server 2008)dvwa in
the address bar.

i. Youwll be redirected to the logn page shown in the sereenshot:

FIGURE 22 TWWA kagn g
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4. Enter the credentnls Usemame adimin and Password: passwerd and chick
Login.

Tharun Wil magsh b Vel 0 (D

o
DA

(oo §

FIGERE 2% Luggpng st DVIA

5. The mein window of DVIWA appears; click DVIWA Secwurity i the lef

& N —

Welcome to Damn Vulnerable Web App!

Swisp

rsin Fores WARNING|
Gt Eaeiroe
C=mE

Immacarm LAFTCHA
P il st

SOL lapsaien i oA - e b T
SOL imnjacton Pied

pheas)

HEE ik
XS5 unwd

Disclairmer
Ganeral Instructions

p":h hh.

FIGLRE 24 Selecteg TWVWA Secesty
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6. Chznge the secnnty level of the web application by chooung medium from
the deop-dowmn list, under Seript Secwity. Chick Submit.

N =

S

tiees DVWA Security »

[T
Seomp SCript Security

Hrviz Forem

o gred Evpridion A

CERF st
Insscaie CEFTCHA jr

Feln dncanee

S M FHPIDS
SOL om0 [l

Upizad

KSE rufln ot

FRGURE 1% Settagyr sscucsy vl

. Chck SQL Injection (Blind) m the left pane.

v el S -

[[r—- DVWA Security =
(BT
Senp

Script Security

Brsin Fores

i gl il o

CERF

Insacare CAFTCHA

Fils frefumion

SHL inpeaton PHPIDS
Uplondd

REE el

A5 ol

FIGLRE 15 Selacerg SOH. g (Hind
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8. The Blind 3QL Injection webpage appears, where you will be pedforming
the atrack to extract mfooration from 3 wlnersble backend daabase

= =

Vulnerability: 5QL Injection (Blind)

Hiiv
[[Ap——
Setzp

Lhgar N

Brum Frocn

[ inditi vl EaguiiMini More info
CF

Insaczrm CAFTCHA

Fils fnchinine

S0 Wpaoson

Upicad

FIGLRE 27 5L Infectes [Hard]) welpogr

9. The objective of s lab is to extract nsernames and passwonds. So, oo wil
bepin with extracting nsemames by entering the User IT) of each nsemame
in the datzbaze.

10. Enter the IT 1 nnder the User ID field and dick Sulbmit.

s - |

[ Crnn Fainm s Wik A

- Vulnerability: SQL Injection (Blind)
fewmcriam i
ienp

Usmr L

D £
Aras Frce

Lormerd Esmion Mora info

CRRF

lasacare CAFTCHE

Fiile Grcia bae

SGL njcion

Uplead

FICATRE 2.8 Spacbrirgg Ui T a |
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11. This displays the wsemame comespondmg o the ID (1) showm i the

seseenshor

') - B =

T e

Vulnerability: SQL Injection (Blind)

Hewme:
Imasmieriara

Sukep

User D¢

Bipts Fiagn
Coammared Faraalos
==y

b cwrw CAFTCHE

F e et

SO0 njecion

More info

FICATRE 2% Userrsame deagibopinl

12 Similardy enter T smmbess i increasing arder to miew all nsemames in the
database.

13. When you enter an JI nmmmber that e=ceeds the mumber of nsers, the
webpage does not retnen any result, which gives a hint of how moany nsers
ae avadahle in the datbaze.

14. In this lah, there are five users in the web application’s database, o when
vom enter an [ ommber greater than 5, the webpape does not penerate any
ermog, as shown m the sereenshot

] . T

Vulnerability: SQL Injection (Blind)

Haos

Setup

| Usar IDx
I
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Bepin Frores

Coane arel Engoution More info

CIRF

Iesacure CAFTCHA

Fila Iaciun i

UL Apsmon

liphoed
EEELLTRE

FIGLRE L1k Faermeg U D= 6
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15. Enter the query & er 151 and click Sulbmit.

B 0w ool e S +

Vulnerability: SQL Injection (Blind)

e | User I

Biidi Fuin

o pred Faecusloe Nore info
C3aF

| rarw CRFTCHE

Vi g .

SOL lajscion

Sulup

Ml

FIGURE 211: Extinsg the quaiey 6 o 1=1
Note: Vou can emter any member m place of 6 i the above quary
16. This displays nsermames of all the frre nsers in the dambase, as shown in the

seseenshor

. Vulnerability: SQL Injection (Blind)
Irasverrism
Latan

Lhaer I

Brwie Forca
forrrers Cesniem
(=213

it C LT
s ladaskan

w1 Inprfies

Dbl
]

L5 5 woen

PARNE Gadiiy
B juin

FRGLURE 212 All the wsenoers dapbped (m the ael g
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E task s 17. To find the momber of atbotes, you need o qoery the web app by tmal
B e afu:liﬁm::iﬂ'derh-y‘!#,iﬂerbyi#mdsnmtmﬂmepa.gezehmsm
R scrmrs.

Attributes 18, Tzsme the query 3 order by 28 and click Submit.

Vulnerability: SQL Injection (Blind)
Iraverrism
Latan

Lhaer D

Bywin Forea

Lorrrmrsd Exscdkm

AP

[t el e CRPTTHA

s bactasken Bbore info

LTI

b

FIGLRE 2 1% Fading e rearader of aftclnsies

19. Izsne the query 3 erder by 38 and chck Submit.

oY)

o Yulnerability: $Qk Injection (Blind)

Lher i

Bakan

Eress Frorm

AP £ T Bora info
=13

e i CAPTCHA

Fia badaskan

SOL fu ey

BT
55 rwilermd
K55 i

FIGURE 214 Tinsiegy the query Jimles by 38
20, The page did not emm an eror, which means dhat thes are two atobotes
n the SOL query (Le., these are only tomo cobznmns in the web apphication).
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E task s 17. To find the momber of atbotes, you need o qoery the web app by tmal
B e afu:liﬁm::iﬂ'derh-y‘!#,iﬂerbyi#mdsnmtmﬂmepa.gezehmsm
R scrmrs.

Attributes 18, Tzsme the query 3 order by 28 and click Submit.

Vulnerability: SQL Injection (Blind)
Iraverrism
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s bactasken Bbore info

LTI
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FIGLRE 2 1% Fading e rearader of aftclnsies

19. Izsne the query 3 erder by 38 and chck Submit.

oY)

o Yulnerability: $Qk Injection (Blind)

Lher i

Bakan
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FIGURE 214 Tinsiegy the query Jimles by 38
20, The page did not emm an eror, which means dhat thes are two atobotes
n the SOL query (Le., these are only tomo cobznmns in the web apphication).
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m 2]l MNow, you meed to query 3 and 150 wmion select null,
il TR substringl@doo,1,1E & by applne different system vanables of vamons
e database manarement srstems, soch as MSQL, MESQL, aod o oo in
Alin ey place of oot Do tus to detepmene the dambase server associated with dhe
weh appheation

22 Enter the goery 3 and 150 umion  seleet i,
substring(@EPACK RECEIVED1,1=5 # and cdick Submit where

PACK RECEIVED is a system vanable associared with MESCIL secver

Vulnerability: SQL Injection (Blind)
Linms i

e

Fakin

Trwis Foroe

eyt Enan s Moro info
CIRF

e ST

e oo

LU TRE

iphad

W hiipfionl

FICATRE 2 15 Detreeranmg she serees
23. The webpage does not retnen an errar, which means &t 35 not associted with
MSSOL.
24 Enter 3 and 1=0 union select null, substringiidversion_comment,1,1=5
# and click Submit, where version_somment 13 a system varoble associated
with MySOL.

+

o)

Vulnerability: SQL Injection (Blind)

i

Linmr i
1em_corerreen 1 1 d e |
Erem Frace

Loy Lmen dion Mora o
LHAF

e AP R HE

Fla ladesdza

11 Vi ior

Bakig

g

L i IHE&]

FICATRE 1 i Deterranmg he srreer
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25, An esmor oconrs that mfers the web applicanon is assocated with AMy3QL

rorm
ramarriom

Vulnerability: 5QL Injection (Blind)

Laer D

HaCkRhInO-TeaM !

Sakin

Bree Frvow r
o & B |

CHEF

i CAPTCHA

Wi kit More info

SO ey
opbasd

FIGLTRE 2

26. MNow, yoo need pedorm toal and emor method to deternene the verson

mmber of MySOQL. The query nsed to determine the version mumber is 3

and 1=0 wnion select null, substring{@fversion, X, 1Y & where X and ¥
equal 1, 2. 3, and 0 on

27. Enter 3 and 120 union select null, substringiiifversion, 1,151 # and click
Subsmit to determine the first chameter of the version nmber.

IT: Server fnaxl be e M5O

S |

[ 4]

Vulnerability : 5QL Injection (Blind)

Lisar iD
S

]
Copvn o v Emmaiinad by
CERF

lpaza o CAFTCHA,
Fila Iiisdon

L. T s

More info

bt

FIFURE 218 Ditvessimang the veran of MySC
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28 The valne retzmed in the mimame field is 0, which means the first chameter
of the version 15 not 1

o

- il -

T

_— Vulnerability: SQL Injection (Blind)
Tasnone I B .- N ~
=T

User iD

Bl Fods

o mnd Coacation
CERF

lysur: CHPTTHL
il Bctuion Mare infa

dn

S Wpschm

Vbl

FICFLIRE 219 Drvemsumrang the verar cof My

29 Issne different valnes o the quesy uatl the value retnmed m the sumame
field 4= 1

30 I thas lab, the version of MyS0L used is 5.5.24.

31 Enter 3 and 1=0 unien select null, substringifiversion, 1,155 2 and chick
Submit.

Hsse Vulnerability: SQL Injection (Blind)

munticm
Salmp

LineriD
b g iEra
e Ferss
Cammand Eracetion
(5 11]
inmecarm CAPT AL
Fila ecstnden More info
SN o

FEILME 23k Dt the venumn of My501
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32 The vane retumned in the sumame field is 1, vhich means the first character

of the version = 5.

ol
B [ i o e +

- il -

T

Vulnerability: SQL Injection (Blind)

Hame
Sanrions
=T

User iD

Bl Fods

o mnd Coacation

CERF

lysur: CHPTTHL

il Bctuion Mare infa

S Wpschm

Vbl

FICFLRE 221 Drvemsomang the verar cof My

33 Enter the quary 3 and 1=0 union select null, substring{i@version,2,1=1
2 and click Submit 1o determvine the second chamcter of the Tersion

el |

B IR T - e

I

e, Vulnerability: SQL Injection (Blind)

SEUTAEE L
Faiba

i g i
]
oo oyl B il B
CERF
Lasza e CBPTTED
Flie hisbon Mare infa
SO i

Tinbuarl

FIFLME 237 Dihirionng the ey of MyST
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34 The valoe mmmed in the snename field is 0, which means the second
chamcter of the verson = not 1.

r i 4+ n

O

Hame

Vulnerability: SQL Injection (Blind)

Bagnerkons Userio

LT

Beie Foags

o v it b e
CEAF

bweca e CRPTTES

@]

Fils Becriabon More linfa

S njecirm

Timlmard

FRGLIRE 223 Derersrsaring the versan of Myl
35, Tzsne different query valnes, nonl the valoe mtumed in the sumame field 1=
1
36. In thes lab, the version of MySOL used 15 5.5.24, which means the second
chameter i %
Note: If you ae inquinng for special chamcters, the query nsed = 3 and 120
union seleet null, ASCIljsubstring{@iversion,2 1)K #, whee X eqnals 1L 2 3,
and so o
ASCIT vahies can be found at hitpe/ wwwr asciiable com.

37. Enter 3 and 120 union select mull, ASCH|substing|@@version,2,1) =45 &
and click Submit to deternene the second chameter of the version mumber.

=) - |

“ -

IO

Vulnerability: SQL lnjection (Blind)
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FEGLME 234 Dt the venumn of My501
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38. The valoe mmmed in the snename field is 1, which means the second
chamcter of the verson s ..

Hame
i o
St

Bt Fonde

Coaes vl Etn st o
CSAF

lwnsn e CAFTTBLL
Flla rclimion

Lrsar ID:

|

More info

= |

i

Vulnerability: SQL Injection (Elind)

S0 Wi

FIGILME 235 Dehesmng the versm of MySCI

39. In the same way, by tral and ermr, find the complete version of MySQL

Mote: If the web apphcation & vnlnerable to the query 3 and 120 union selest

null, version() &, enter it and click Submit. It immediately retnrns the version of

MySOQL

In thiz Iah, the version of MySQL nsad is 5.5.24.

40 By deteonmning the database server name and its respective version mmmber,
an amacker may perform gesearch for tulnemhdties present in it and explost
them thershy gaining partial/complete dasmbase informaton

41 Enter 3 and 120 wnisn select null, database() # and click Submit.

ek e

(1]

oY)

Vulnerability: SQL Injection (Blind)
[ Uaer ID:

i [T
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Filn Jntbtidunt

More info

FIGLRE 23 Defrrmeny; the cumest dhidane e
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47 'This retneves the enment datzhase name shoon in the serenshot

B (e iy W Sop
L

INFORMATION_SCHE

ot == thr
I“w‘r" A Vulnerability: SQL Injection (Blind)
TNFORMATICR_SCHE Usarm:

MA e 2o sieer = -

enly tahils The
wchnally v, mit s —
siblex, ais e wm

e g =]

TWRF —
u i Kmcare CEFTTRA -

ary with that Fila Eahimbcn More info

S injscion

FIGRE 227: Dhesbmse nagme fovnd s b VWA
43, Mowr that you lnow the damabase server and its version, hoowse the website
hetp:/ fdew nrvsgl com)/doc/refman /5.5 /en / colemns-table html, where yoo
can mew the eotwe [NFORMATION SCHEMA COLUMMS mhble mlited to
MySQL version 5.5.
44 Enter 3 and 1=0 wunien seleet null, TABLE SCHEMA frem
INFORMATION_SCHEMA.takles 2.

cay |

&

T P50 Py 55 Rt

Vulnerability: SQL Injection (Blind)

| userm

ATID SCHETA, ipbiss #1 Sabmit

Command Expcwiva
(=503

Ittt CAPTCHA
Flis i usins

L0L ingactian

More info

1" T

FIGURE 2 Fawbg the bitaloos: sthaaim
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45. The web application remoms an eror displaying a bst of existing schemas, as
shown in the screenshor

[ v i s s MO0 A 1 el

+ & k| =

 ow |

Hive
[r————
Setzp

Vulnerability: 5QL Injection (Blind)

Lhgar N

Bruw Froen
Lpivanaind Eagaimig
CSRE

Insazor CRFICHA
Fills Aithinkae

FOL ljaoon

Uploed
EEE el
REE sl

FIGLRE 12%: thetuluer joluare snzrsalaly Al

. From the resnlt, it can be seen that dwva schena was also etned m the
exror, which mephes that it corresponds to the DNWA database.

(= e 7. Mo, you need to discover the mbles associated with the DVITTA daabase.

Extract the .Enter 3 azmd 120 wmisn selest null, TABLE MAME from
Database Tables infermation_schemadtables where table schema=DVWA' # and chick
Submit

abApp B #v50L = WpSL 5.5 e

- L =3

P Vulnerability: SQL Injection (Blind)

| Waar D

Setin

B Fovos
Cormand Executinn
Che%

i CAPTCHA
Fils incluzion

S0L. Injsc i

FRGLTRE 2 3k Fnebrg the detduns bl
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49 Becamse 1 medmm secnrity level has been chosen i dis Iab, ﬂ::emzhapp
filers the :|J:Im'e TETD\TA_ written in plain text. Hence, you need to
i/ /o ascistable com and comvert it to s ASCT wilne bafoms

. The ASCT valoe of DVWA is OxS4767761, wher Ox ndicates that the
mmber that follows i3 hemadecinnal (d=64, v=T60m=77 2=01).

Enter 3 and 1=0 wmion selest null, TABLE MAME from
information_schemadtables where table schema=0xe4TETTE1 2 and
chick Submit.

b app R S0l - W 55 el

Vulnerability: SQL Injection (Blind)

Uesr 10

Hruin Force

Cormaniard Emgoitas Mara info
CSRF

s CEPTCHA

Fibg bsciimbon

FICATRE 23: Faukbog the -tk ot e Dirsdise

52. The webpage retams an error, displaping the tahles in the DVWA dambase
showm in the screenshor

=) |

[ LR L N T

Vulnerability: SQL Injection (Blind)

Utgar IO

Erain Focs
Lo Enmcriem
L SAF

ot CAFTCHY |
Vi It b |E
Sl Wgstion

More info
Upbiard

FIGLURE 232 Db taldes el ko]

53. Themr aze too mhles, named guestbook znd wsers, in the database. Mo,
vou need to extract their corresponding colmns. In this b, colnmns
assocated with table nsers have been extracted.
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54 Enter
B orazk 11 .
Extract the 3 and 1=0 unien seleet null, esneati{table_name,lxlacolumn_name)

Columns frem INFORMATION_SCHEMA.columns where '
Aicocited withs TABLE MAME=OxTST365T27T3 # and press Subsmit, whese TSTIESTITI 5

the Table the ascii value of wsers (=75, 5=73, e=65, =72, s=T3).

BB O Vabmoi Wa s R S s e 1 Rafess 8

= 1 2 ]

e ] k>

s Vulnerability: SQL Injection {Blind)
basracioss
Sl

User |0

FARRE=(b 75T 577 &

fonte: Faroe
oy il Exsiifion
Lo

famscims CEFTCHE
Fil el

—

FIGLIRE 23% Ry e cbures of the sk

55. This displays all the colnmns (atiributes) of the thls users, as chown in the
seseenshor

B D Vi araizie o W HEi sl i faka. 5 &

= ===}
s Vulnerability: SQL Injection (Blind)
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FIGLURE 134, Al the b of e galble scceshudly fund
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56. It 13 found that the colmmns emmed by the webpape are wser jd,
first_name, last name, user, passwerd and avatar. In this b, we male
mse of the columns user and passwerd to extmct the usemames and
passwerds from the databaze.

57. Enter 3 and 1=0 wnion selest null, concatjuser,0xla pascswerd) from
users 8 and click Sulsmit.

MNote: Oula represents new line This phrase differsnmiates the nsemame and

pazsword by preventing them from being displayed on the same line

e

— oilEl

B [urw S pebin e Ap TR Fdal s WS 5 B i

-

Vulnerability: SQL Injection (Blind)

s
s o | Userm
Sainp

[erers

Bawtg o
Campmpnd Exsins
CERF ]

FICILRE %% Fatractng che usscanes mul ol

. The webpage retims an emor, displipng all the nsernames (in plan text

format) and password (in badh format), as shown i the seseenshor

= _—
Lo

ety

Eruiw Fonce
Camrmmed Fxscoion
CERF

Beisi £ i CRPTOHE
Flle bnclamien

AL Isfecrion

Uglooe

FIGLRE 25%& Usenrsunss and] Passoonts sarredally rxtecind
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59. Becamse the passorocds are displaved in hash format, yoo need to convent
them Copy a password hash associated wath a vsemname In thws lab,
password hash e99a318e428ch3845f2608536T78922203 for the mser

gerdenb has been coped.

alraabh Wl e ﬂf.l 0L . WhETL L Aaferde +

Fhyime
BT R0
Satep

Vulnerability: SQL Injection (Blind)

Llewr I

Bty Faica
Cammarnd Exacoion
(.. 3

v i CRPTCHE
Flis Inchmion

ETRE T

[T
K35 nifuctad
HEE maed

FICGATRE 137 Ciyrpng the [maiceeom] hades
60. Cpen a new @b in the browser, and nameare to mdSdecoder.org.
61. Paste the hash in the search field and click search.

= D # airmsaba Ve R P S0 ¢ byl 65 b T A5 e b ek

Haow i wisrkes

MESsposdr by e oo g b w bl datasans

FIGLTRE 238 Dincoxbrg the s
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62, The page remms the decoded passorood, showm in the screenshot:
~ nﬂ

o 1 =
4] fu B 4+ K| =

W Derm Wadwessbin Wk .. IR WSOl = MrSOL 55 Rel. T abe 15 MDS: el Bedl

el decoder.a g

?MDEHEMG?—.-:&";
_'i 144 MG e

FIGATRE 23 Passmrnon] aacposially decrabee)
Mote: Yoo can even nse tools such as Cain & Abel and Raiobow Crack to crack
md5 hashes (that contam passwords).
63. Somrch back to the DVWA webpage, sczoll down the pape, and click Legeut
n the left pane.
o

B v vude pisbde Wel R ORS00 MSIE 3R, 8 | TP Rbe B30 eSSyl el2. = ]|

B ! v L]

Fsacwrs CAPTCHEA
Flke st htines
SAL kajemzmian

Wl ol
A5S refacied
A5 mnimd

EASHA, Sacuriryg
P b
Ao

Moie inlo

FICHLTRE 240k Toggrng cast oof s wrhratte
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64. Now, try logging mito the webpage nsing the nsername gerdonb and the
decrrpred passwond abe123.

= - |

Darrn Wl rabls Wk App - R WE0L: MACSDL EE Rl T abe L5 D o Bl

o

N
DVWA

FIGLTRE 241: Tiggrog i by e werdvdie

65. You wall be able to snceessindly log mto the DVIWA website shown m the
sereenshor

W RS0 MSDL 1T Rt P b MO = ol

& (]

cenar

Pnswcwre CAPTCHA
Filw nclsaion

SAOL b |

SOL M iscziisn (2N
il o)

EES refloried

ESS sid

8
Disclaimer

Faba 7t
Ayl ST

General Instructions

EASWAL Sennley
PHE Il
Abnm

Logauw

FIGLRE 242 Welsre sxxrakdly byged 5

CEH Lab Ml Page 1263 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
Liit

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! ilcimaie 7= Sl Ghide B HaCkRhInO-TeaM !

66. Thus, by nsing tmal and emor le, blindy), you have smccesstully extracted
databaze comtents such as mhbles, cobumms, nsernames, and passwords
withowt nzing ay dambase hackone tools. Yon have snecessflly lopged into
a webaute nung the extracted nser ceedential: and accessed the webae
contents.

B Anshec :.'\-l

! = ’
) AT Y

Amalrze and doonment the reenles selared to this lab exescize. Prowmide vonr opumon
of Tonr mepet’s semdry posmce and expome.

O Yes
Platform Supported

=1 C]:;t:s-;:l:uucrn

CEH Lab Manus] Page 1284 Eshial Hacking and Counsermseasmes Copegdet © by EE-Camell

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgh™ ™™ ""*"HaCKRRMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! ilcimaie 7= Sl Ghide B HaCkRhInO-TeaM !

Lab

The IBM Secaeiy b Sean i a wek apblicanion secnmty festing fool that audomates
valnerability arsessrents, frevertr SOT . infaction aitacks on neburtes, and seans neb
Jites for embeddad mahiare

ICBH KEY

T Valnahle

Tax | | e P
“__:'m" Lan >Cenano
z B = ook Eirrilias vtk 4 g Ry g
= R By now, yom r:n.» be mL with the tpes of 3QL mjection atracks an
arracker can perfoom and the impact cansed by these amacks. Amackers can nse
b Warkbook review - e following types of 5QL Imnjection attacks: Anthentication Brpass,

Informanon Dhisclosnre, Compromized Data  Intepnty, Compromized
Avadability of Diama and Remote Code Exscution which allows them to spoof
sdentity, damage emsting dam, execute system-level commands to canze densal
of sermice of the applicanon, and so oo

In the previons lab, you have already leamed to test 3QL Injection Amacks on
M5 50T Databasze for websire milnesabidites.

Az an ongamization’s Expert Secusity Professional and Peneranon Tester, your
job responsibiity iz to test the company’s web applications and web sermices for
mlnerabilities. You need to find vaoons ways to extend secnoty test and

analvze web applications, and employ mnlnple testing technignes.

Momng farther, in this Iab, yon wll learn to tese for SOL Injection atmacks naing
IBM Secnsity AppSean.
[ Teels Lab Objectives
demensirated in g
this Iab are The objective of this lab 15 to help students learm how to test web applicanons for
available CEN-  SOL Injection theesrs and minersbilibes.
Teels CEHVE
Madule 13 5QL
Injestion " Perfoom web site scans for milnembibnes

*  Amabrze scanned el

In thas lab, om wall learn to:

®  Generate repors for scanned web apphicanons

et © by EE-Commell
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Lab Environment
To conaplete thiz lab, yom will need:

IEM Secnoty AppSean located at DNCEH-Teels'CEHYY Medule 13 S0L
Injeetien'SQL Injection Detection TeolsIBM Security AppSean

A computer manme Window Serrer 2012

Ton can also download the latest veruon of Semmoty AppSean from the
link http:/ Morerer-0 by com Ssofroeace Sawdtools fappscan / standacd

T n Aveb bovser i otenst aoes

*  Nbecrosoft NET Famewod: Version 4.0 oz lites

Lab Duration

Teme: 15 Mirmites
Overview of Testing Web Applications
Web applications are tested for implementing secnaty and artomating vnlnerabilry
asseszments. Diosng 5o peevents SQL imection atmcks on web semers and web
applications. Wehsites are tested for embedded makware and to employ mmlnple
testing tachaniques.

M task 1 Lab Tasks

Gi:fi‘“" :"I':H . Navigate 1o DCEH-Tools\CEHVS Module 13 SOL Injection'SOL Injection
rite-ufp.%:ah Detection  TeolsBM  Secwrity  AppSean and  domblechick
secwy i APPSCAN STD 5001 EVA WIN ML.exe.
If an Open File - Seeurity Waming pop-np appears, click Run.

Follow wimsd-doven memllanon steps and install the ITBA Secmory
AppSean tool

4 Irokes aromnd 5 munmtes to complete the insallanon peocess.

Mote: At the tme of insmlhton 2 Web Services Component Dowmload

dizlog-box appears askeng yon to download an addmional component Click Me
o avoid the dovnload
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Lannch the IBM Secwrity AppScan applicanon from the Apps screen of
Windeows Server 2012

AppS

Fartormarnce .‘ mrechion Tedt
Mo PhE W

.‘ RS Mo v ot O sre _\,?_ Erar e oo - [ FH
q 4 for R Progmcs

Srcuity apresthon Test Mool O

Corlquarice 4 .- Crgwsier

Fl- Eorvar Ruramyar l-'." H

B e

‘ Hu Invipld vhon E i LE molft Dfice
L HiM 2010 Upios:

. Sk i MO BA Doty Wireed! O
o Ficturs b arsagmr

Tk Sy ‘ Ve Ingiaflagd .\ Toben Angszer il Crosolt Daekote
Packeges S A0

W Freas _@ Jrwrmtall ER
WITh Aaanced ! sty S Fan

FIGLTRE 3.0: Larschey the gyplestion foam &

FIGLTRE 3.2 TEM Secunty Ay
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7. A Mew Sean pop-np appears; chick on deme.testiire.net link

MNote: In evaluation version we cannot sean other websites,

Mew Scan m

Recenl Templates Predefined Templates

b | o emio beskire et - | Regular Scan

T Appeliean e s

st med ;'_ | (-_'I ckoand | ih- Cranm

£ Parameter-8 a5 ed Mavigation
.
% | WebSphere Commence

:'._ | WebSphere Partal

L stabses vt o & | Haome Bank
1i] WebGaat vs

s explare reilts. o _—
w0 fundtaon _-\.__|'n.'.l|‘. l._||.

] Latinch Scan Configurztion \Wizard

Help

FIGIURE A% MNew S poyran

= 8. The Scan Configuration Wizard appears; select Web Application Scan,
and click Hext.

Perform Wek

A.pplic.ahu-h iunfnnrwll'nm'ﬂh-d u

Vulnerability Sean ] = Walcome 1 e Conliguration Wiz

perar puidtacibar mhi

Cennprwl Tasks

FIGLRE 3.4 THM Sesmiy Appfeen — S Confggeiinon W
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8. Under URL and Servers, leave the defanlt opions and click Next.
iu:fmlgrllh'#.:vn -

T Sarting 81
ok e e L

I fr- S—— i
B 1t ek o

Som arky bila & ot Bblo e & i
T (oo Smreiae Path
asre Srnges ey sk be o Tl s e sl v R L
il
T Adftional Somecry ol Desrpan

1 P Bl o o e e e BT

i b g g o ot e i g (e HTTP i

FIGLRE 1% THM Securty Ay — S Cnfagesienn Weesr

10. Under Login Management, select Automatic and enter the nsemame
jsmith and passorood Deme1234 and dick Next.

Sean Conliguration Whaoed

uﬂ e b atee kg i

Lt SR ] | ot @ -coollgund: k- Sebdan ion Subeiia il and

TR
"
.-

FIGLTRE % TER Secvecty Agwnfcie - Scan Crortfyrunson woeael
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11. Under Test Poliey, leave the defanlt opticns and click Hext.

iu:fmlgrllh'#.:vn

Al Tosit Pubedy  Dichondt

Fradetmed Febcws

T rpcaiaes. Thed ia
S dlefandt view

FICIURE 17 [0 Raticeal Agyin: Ted Poicy smtion

12 Under Complete, venfy that Start a full autematic sean 15 selected, and
chick Finish to complete the Sean Configuration.

T e e |

T Coamlets fas Crabywaiee Wisd

I:l:l Razmalta iz chispibiey =
lorien. v Sty Tt
Rezvetckesticm Tackea, acul
Appicatcn Dty The view
s mbected by dickaiyg s

B frane vanes with the

wirm andisal

e

.-

FICGURFE 3 TEM Raticrni] Mg Cenmpiletn sctue
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13. An Aute Save dizlog-box prompts Fon to save autematically during sean;
chick Yes to save the file and procesd

Auto Save M

The scan needs 0 be szved now because AppSean s sei to Sutomaticalhy sene during scan
wioadd you like 1o save tea acan now?

I:;-_I Rimrascoatiom Toaska
TaDo

bythisan : f Diaakle

FIGURE 3% At Sove wmakirr

14. The Save As window appears; navigate to the location where yon woold
zave the scan, specafy 2 name for it and click Save

SovE AR =

7 Thee Rl Lisd

Csgibipn the inma e

whtairvir i aEleged in

S appbeation free. Thewe

i B for

= Rat bpvelk AR ine inmary
gy

* P lewek: Al isuses for
e P

= Parimmster ik All
pesars far & prastasda

myuent 1z & pachcubae Filsparne: | ¥

g
. Zorvm mn fype: | Apptomn Som (T

# Hxda Foldem

FIGLTRE, 3.0 Savie Ak wiradi
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15. The IBM Secnsity AppScan stasts seanning the provided TRT

R Tt - 18l Boauate Gy Slpadm

FICGURE 311 TEM Retemed Apyeficomt g Webs Aqpobastion masckrw

16. The Sean Expert Recommendations pane opens; click Ignere All in the
lower right of the screen.

LR TeLbaan - M Sariinly Arebean Siacan] r=TamEm

cee

5 Sou daper Reroresas | ww

7] Db 13 T e T

T

FICGEURE AR2 THM Ratcwnl Appears S Bt Reanses b scsm
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17. An AppSean pop-up appears; click Yes.

AppScan |__|x ]

e fure you sure you want bo ignore the Scan Expert's recommendations?

Yes | Mo

FIGRE A 15 AppSee peyrag
18. AppSean begins to scan for website Tnlnemsinbtes.

TR et e - IFW SeneTly OEEe  Sian i

i

EZF Wi ean expin she

sonrcr anl folleres ©
= JOBE stanchinta ).

]

P i

FICATRE 3 b& Visbirabukiy Sy

Hote: It will mke a lot of time to scan the complete =ite.
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18, After the scan is complete, the applicanon Ests all the secnnty rssues and
vulnerabdines it has fomnd

Fesnlts can be displayed i three views: Data, Issues, and Tashks.
. To view the wlnershikties and secnoty izsnes fonnd, click Issues.

S Todt et - W SRy ATTZECR STan T=ToE,

eee

L Y

T AN e m—)

L) Resds Epe

erwrauts O F vars

Croas-5ite
L

lh'i|'|1'i|1:(:| (9}

REFEREEEREREEEFBEBEN ] .:
e OB

FICIUTRE 3,05 TE Ratworma] Aqyifican Besergy Wl Apyiacemn Rrseck wireloms
W 22 To analyze the scan resmlts, click on any of the resnlts, such as SOL
—_— Injeetien, and expand the nodes to list 30l the hnks thar are vainerable to
Analyze Result SQL Injection.
23. You can find explanation repaeding the selected link i the noht pane of the
GUL nnder Issue Information

SATamL o) - M 5 oty AETCn SOReeIn [=Tem=|

CCR 08 e

E_F The ssventy eve

minkh .n

FICHUTRE 336 TR Ratcorml Aqyieam Seoemey el Appicen Rk winh o
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24 Click Advisery @b m the i the npht pane of the window © =ee the
severity of that partienlar bnk, as well as the descrption of the theeat.

G T LT ST eS|

0

Femsinai et

L:I The: Sea=aty Repost
WS MSCURTY HEuEs
clurmgr the scen
v G fridy

b wery et anl dan

EEeREEE {

SENEaRERREESR

Sty T muar
Hagh Applcsion lvellnd S0 IcEm Y

FIGLTRE 307 TER Rahorml Apjlican Seamwung Wb Appicason Reak windoo

5. Click Fix Recommendation to seek some adviee foo
vulnersbdines.

SETatvaca - S Sepurty Anoion S ieemH

i

Ilw'_u'ﬁn
Mo pruoshle o g ok or cdstn aekabas
B v e A et

EEEEEEE y

e

es

CERNERRERREESR

FIGLTRE 3.0 TH Faborm] Agrpican Sommng Wi Appliceson R windoe
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. After AppScan assesses your te’s nlnembdiy, yoo can penerate
= Task s customized reperts confipnred for the personnel m your orpaniaton
Generate Report 7. You can open and wew the reposts from within Secarty AppScan, and yoo
can save a report m any other foomat that can be opened it a third-pasty
application
. To generte a repost, click on Teels * Report.. The Create Report
window appears.

: T Tenneen m.!wum Ammtren Standye
LI} e tacusery

St

FIGLURE 319 TEM Ratworml Agpfican Repoe? Cjsem wanios
29. Selert the type of eport to penerte, check options, znd click Sawe
Report...

Create Regarn -

e

Secunty Indurtry SHandard aoul story Complsnos Ciaks Artnbn Tan plsta Bsnd

I:l:l The Tirgpite B
Regort 18 3 custiom ngpint
ey et Famd
bt anel wder-dletingd
s hemting
Merco® Wonl o
Fercve

FICELTRE 3200 THM Rsticusad AgjiSicin Cinsade Rroet wiahiras
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30. The Save As window appears; select the destinznon where yon would save
the scan report, name it, and click Save.

Sawe A5 u

ELY The Debts il

ESCURTY B

&y el

FICATRE 3.21: Sz A wuinlios
31. The saved report will be helpful for femee reference.

Lab Analysis

Amalyze and dooument the resnlts related to this lab ezercise. Prowide your opinion
of your target’s secuaity postore and exposare.

b1 Yes
Platform Supported

[ Classroom
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Lab

WebCruiser wel veilnerability scawmer ir an gfjective and powerfid site of web
penetrition festing tool thet will aid yos i anditing your websie

ICOMN KEY
¥ Valnahle
infoomation 1 . =
Lab aCenano
" Test rour
knomriedze
= Wb exercme

In the previons lab, you gained 3 deeper noderstanding of nsing IBM Secnnry
AppScan to detect SQL injection artacks. In this lab, we will have a look ar a
— e  real case scenano i whuch these attacks wese implemented to steal confidential
L Wadbook review - informarion from banks.

Albert Gonzalez, an indicted hacker, stole 130 oullion credit and debat cacds,
the hipgest sdenmiry theft case ever prosecnted m the United States. He nzed
SQL mjection attacks to msll smffer sofivare on companies’ servers to
intescept ceedit-card datz as it was bewnp processed.

He was charged for many different cases in which s methods of hacking were:
* Smmemred Chery Langnape (“S50QL7) was 2 compnter propramming
lanpnage desipned to cetdeve and manage data on compnter databases.
“50L Injection Amacks” were methods of hackns into and paining
noanthorized access to compnters connected to the Intemet

“S0L Inyection Strings” were 3 series of mnstmetions to compmrters nzad
by hackers m farheance of SQL Injection Attacks.
“hizlorare™ was malicions computer sofroare progammed to, among
other things, idennify, store, and expost mfommation on compnters thar
were hacked, includng information snch as credit and debor card
mnmbers and correponding persomal idenrification informarion of
cardholders (“Card Dara™), as well as to evade detection by ann-mms
programs maning on those compntess.
As an expert Secnoty Professional and Penetanon Tester, von shonld have a
complete noderstanding of S0L impection attack scenamos, and high-nsk
components and note enoy points to start testng and explonng. Hence, as
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another aspect n SCL Injection testing. in this lab you vall be gnaded to test fior
SQL myection nsing WebhCrmser,

. b s s Ty e
Lap r»'.---'}i:'-a.--. Ves

The objectve of this Iab 15 1o help smdents learm howr to test web appbicanons for
S0L imection threats and minembilites

! Teals
demenstrated in
this lab are In thas lab, you wall leam to:

available D:CEH- ) W
Tesls\CEHVE ¥ Perfoom web site scans for minembiboes

Medule 13 SQL " Anabeoe seanned sesmilts
Injestion i

Lab Environment

To complete duis Izh, 7om will need:

¥ WebiCmeser located ar BEEH-Tools \CEHVS Module 13 0L Injection'SGL
Injeetien Detestien ToalsWebCruiser

Bnan dhis tool in Wendow Server 2012

Ton can also download the latest version of WebCmiser from the nk
hitp:/ Swww jannsec.com downloads

A web beooser with Internet acoess

Microsoft NET Famewod: Version 4.0 o later
Lab Duration

Tame: 10 Mhontes

Overview of Testing Web Applications

TWeb applicanions are tested for implementing: secnary znd atomating Tinembdry
asseszments. Domng so prevents 501 mecton attacks on web servers and web
applications. Webates are tested for embedded malware and to employ omleple
testing techmiques.

Lab Tasks

To Iannch WebCruser m Windews Server 2012 host machine nawgate to
DCEH-Teols'\CEHVS Madule 13 S50L InjestionS0L Injection Detection
TeslsWebCriser.
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2. Donble dick WebCruiserWVS.exe to lannch the application

VWebaCriiser - Wt Wulnerability Scanner Enterpnse Editon
L HLY Larigurasn Halg

LIJ iy ] B Erormr Scanrar B0 aEE Famrd Broter Bl Coian
smcesry fror SO
Trnjectasit O, s 1 e
Biirach PO by gt thae % Wb
URL

dimeethy, (or Buanch froee WekCnisar . Wl Vilnerabiny Soanser

FRFLEE 41: Weh(Cnaier s wiakng

3. Enter hittp"0.0.0.2'gocdshopping i the URL feld and click Sean Site
bton

MNote: 10.0.0.2 5 the [P addres: of the Windows Server 2012 host machine
where the websre is hosted

‘Watneaer - Wb Wlrerabiity Scarmer Erierprie Eoilion

Erass [ Coclan Foaymial

Weblrmver - Wk Vonarabley Scamer

FIGLTAE 4.2 Weld nasier Sownrg s st
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4. A softvare disclaimer pop-op appears; click on OK to conteme.

Corfirm m

v Softeare Hisclarme
I:'J Tt can mappact * Authonzab be obtained from the web apphostion owner;
A M WD ol * Thes pragram will try to get =ach link and post any dats when
seanning
*Backup the database before scanning se as te avoid disaster;
* Using this software ak your own rick,

* Login a5 @ legal user will help you find vulnerabilities to the mast
axtent

* But not Ingiﬁ i5 betterif you imtend to scan the
page

* Continge?

g nSauthentcation

I K

FIGLTRE 4.3 Wl naner S dwsers Dhubuases [y

WebCmeser smarmrs wath the URL scan as shown in the scresnshot, ot also
chowrs Site Stmcmee and 2 mhle of minerabiknes.

WebCrisser - Wb ¥ neratty Scamner Ererpnse Efen

ol

. eyahos md

Sut rxpikets & Aty
rubsecileley (o
w chatahase |

rxhrmn

FIGLUTRE &4 Wild namr foenry Vil sis
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6. Hight click each of the wulnemhilines deplayed i the scan sesult, then
Iamnch SOL Injection POC (Proof of Concept).

‘WetCnpser - Web Wl nembiihy Soanner Entorpree Edvhon =18

sriquen  Faip

FIGILTRE 4.5 WethCrusier S0 Tegoesaon POC (Proaol of Camegst]

7. It laonches the SQL Imection and £l the levam fislds; click Get
Envirenment Infermatisn.
ek Wiek Vulneraniity scanner Enferpries Ethon [=Temem

'_.,n.'\.

-8

I W i i e EPED

Faet

FIGLRE 4.6 Welsl naser 5H. Igecsan PO il
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It displays mformarion abonr the enviconoent i wiwch the =i 15 hosted.

Uzng colleceed wmlnesahiliey mfooomstion, an attacker can  smmlate
explom=non technwmes to back into 2 web application or s mespecnve web
server and gain noamthoszed nformanon

| | L A -
Lab Analysis

Amalrze and dooument the remits related to dhis lab exeraise. Provide ponr opimion

of vons target’s secuaity postmse and exposne.

O Yes
Platform Supported

1 Classroom

Eshial Hacking and Counsermseasmes Copegdet © by EE-Camell
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Lab

IN-Stalker 2012 15 a sopbirncared web secomsy assessment solutton for yowr web
atplations. By 'aj'.*:-r“ofﬂ‘n.'g a5 svel-Enown "IN Stealth HTTP Secvrmty Seamner”
and itr 39,000t Wb _dsnack Si sgrictnere deatabass, alony nith ':'Lrp.f.wr:i'-w,'d-‘.qg
i componen-oriemed secwrty asserswent fechnolgy, N-Skalker i a mmsr bave'
oo I8 ,;ﬂ'.n W‘S;m.h;ﬂfm. aystens recentty adetnietretors, IT auditors, and others

ICBH KEY

T Valnahle

M Whaz=e | ah Scenario

L] Wadkhook revier . = = - . " < :
———— In the previon: lab yon have learnt o nse Webemiser tool to scan website as

well as POC (Proof of concept) for web milnembilies to SQL inecnon
Teols

; Few attackers perform SOL inection artacks based on “eror messapes™
demenstrated in P Q ! 5 T

i secerved from servers. If an emor is responded to by the application the
is lab are p ! :
available DNCEH.  StRcker can determune the database’s entire stmetnre, and read any valne that
Tools CEHYS can be read by the acconnt the ASP application 15 nuiny to connect to the S0L
Module 13 0L server. However, if an emor message 15 retuned from the database server
Injestion stating that the 30 query™s syntax is incorrect, an attackes tres all possble
tme, false questons ma SQL smatements to steal dara
Az an Expert Secnoty Professional and Penetmation Tester, pon should be
famibiar wath the EI.P and tricks nzed in SOL injection detection. Yon omst also

be awaze of all the tool: that can be nsed to detect SOQL unection faws. In dus
lab, yon will learmn to do so nang N-3talker

Lab Objectives

The objective of dhs lab is to help smdenrs leam how o test web appheatons for
SQL imection threats and winembidines.
In this lab, yom vall leaen tor

®  Perform web site scans for mineshilines

*  Anabyze scanned mesnlts

" Save Scan Remls
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Lab Environn
11 S P To complete this lab, you will need:
Bety b " N-Stalker located at DRCEH-Tools'CEHVE Module 13 SQL Injection'SQL

e sl com)

huscts  ralivicons e o Injection Detection TeolsiH-5talker Wels Application Security Scanner
R this tocl in Window Server 2012
Yoo ecan also download the latest wersinn of N-5talker from the hnk
hitp:/ fwwrwr.astalker com,prodnets feditions /free / download
A wreb browser with Internet access
Bl sl acise *  Nbicrosoft WNET Foamewods Version 4.0 or lates

115 Pasenit Rappstere:
|| 1 Dior=stiosr
Lab Duration

/! : =
Seawuig, M-Sealker Teme: 10 Miontes
Fenmpmas Baem alioun

Err swssmanent of W

Ao atern

Overview of Testing Web Applications

Weh applications are tested for implemenhng secnaty and astomating wolnerabdity
asseszments. Dioong 5o prevents 0L mjecnon atacks on web servers and web
applications. Wehsites are tested for embedded makware and by employing nmltple
technimmas.

Lab Tasks

T Tre— 1. Navigate to DFCEH-Tools\CEHVS Medule 13 SOL Injection'SOL Injection

i, Detection ToslsN-Stalker Webk Application Secwrity Scanner, double-

Install H-Stalker chick HStalkerWebSecurityScannerFreed-b11.exe, and follow the steps
to insmll the apphicanion

15 P ¥4 IN-Stalker We AppRcation Securlly Scanner 1013 (Free] — 1 & IR
2 Selhicr Wy

A

Application Security Scanner
Setup Wizard

~ N"'bta“ﬁ Welcome to the N-Stalker Wehb

Thin wirard will guids you frough e retallion of
3tk Wik Ao bon 5oty Soanner

sgpaint 1 witke Cangg of A

wubserbelrim an:d
aphisiamd ke
e

Free Edition

4

FIGLRE 5.1 W-Slerr wutalition werml
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Lannch M-Stalker Free X from the Apps screen of the Windows Server
! machine.

VA

Indalsion Cenis

Farimn Pacionge {3 SO0 Server
1FkH b Sl TN

IigOnL bl Engor H R
[rate (-0

A S ! Sitwrumd
rrilaahios Do N

ﬁ bRl e N
s

Bt T g [17] Sromm cvemmtie s e | dramcinch

FHATREE 5% M-Sty M wwicka
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4. The N-Stalker Free Edition pop-np appears; click OK to contnme
M-Stalker Free Edition H

o M-Stalker Updates are himited in Free Edition and will be
provided A% 15, without any guarartee. For more information
sbout our Commerciel Edibon, please, contact us

E-mail: salesEn & Com
Phone +55-11-34 043 [GMT-0500

FICHLTRE 5.4 Bl P Filitom gy

5. NeStalker wil star wpdating the database, which takes some tme.

Bi-atalber Ween Appiication Secunty soanner X - Free Editon I-_"m

L‘:I Tx rum M-Sitalboer .y
Wk

1EteE Seaznhy

+ 1IAME EAM Govitdile 69
M- Realloer) Wehi Secusity e s oce Semics
Wi el AamIE ELATRE ]
+ A et SOMME Hanl

Lo PSS R TR T
]

+ Wl Platform

i -l
dhigiliane) worframans igplates

FILRE &5 M-Sy chibsd mms ipnbewy vonees
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= 6. After npdatng is complete, chick Start to st 3 new scanning session.
TASK 2 m
M-Sk lear Wit Apbcion Secoety Scarner X - Frao Edten ﬂ_

Scan a Weh / v :
Application [ i _—— . R G«

-Salier Fiad Bt

Wb bl MR

Wt Secuntly nialiggence Service

B v el AR (0 G Ve SR

T 1]

nently sl
ani disk. Thes
. umsful iz poesares
sk spoee on ke
warranni

FIGLRE 56 M-Sefkerrdhesdons orbin)
In the N -Stalker Scan Wizard ester hwpe /(10,0002 fpoodshoppine (100002
15 the TP address of the machine hosting the goodshoppmg wekbsine).
L e e v . Choose the Scan Policy OWASP Peliey, and click Hext.
el bt ekt N-Stafker Scan Wizard )

L=t . wnll

Start Web Applisation Security Scan Session
Yo rritst anar en UAL snd chasse palicy Sean Jetings may s camgurad

Entar YWab Applcation IEL

0 0 Aposdstmeng

Chooss Scan Palicy
|

Loadl S0an Seadmn

Choogs UAL & Dalicy

pezE Seing
P i ELENTRIY

Short Boan Seasans

FIGLTRE. 5.7 M-Seallor Chesimnyg URL anld Palcy
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I:r_l W-Stalker HTTT
Bruse Foms bl does what
ey, T an
HTTF mathssichr
ke bl that we

1 werly s

)

o prisrwiche i cam

wser anal prasswon) )
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9. Click Yes in the URI Restrietion Found pop-up to continne,

o0 T
URI Restriction Found =573
¥ou have provided the following page’directory patterm
! [Fguodshepplng]

Do yow want bo restnct your scan 1o the ahove directory onby?

FIGLUTRE 5.8 M-Gealleey URT Restnctson: Found pegag

10. Under Optimize Settings, leave the defanlt options, and click Hexdt.

N-Sialker Scen Wizard

Start Web Applisation Security S2an Sestion

You must entar an UAL and chaase palicy. Scan Setings may e camigurad

Dpfimizing Seifings

= e choos £ T 8 seTEs pirmzation oo chok Ml b cories

Opbrize Resuln | dufhenioukon Engime . Whoekenmors

Chsie URL & Paley

Optimiee S rung s |

Pavis BaanTary

Opumizasan Progress

Shpr] Boan Seggan Dptimizadon RBegults

L) Resporese

[Scar Seme | Dpamiza

I:;:I The: sermn “"EHDE"

= welvshes
havirgg b wizan
hirecsly boe that
vukenlshry

FIGLRE 5% M-Salker Chrbrreces Setingg

11. Chek Yes in the Settings Not Optimized pop-np.

Settings Mot Oplimized

¥ou havant optirezad yo
but we sticngly recoenmend you

o

[ you want to comtinoe srpway?

FIGLERE 510 M-Sy prgeuge
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12, Tlnder Review Summary, dick Start Session
#-Stafker Scan Wizard T

Start Web Applisation Security S2an Sestlan
¥ou rautst enfaran UAL end chaass palicy Scan Joiings mayod camgurad

Revieres SETTTEINy

Semmning Smiengs

Chiscae UFL & Poicy Sran Saifing

Optinize Bebnga

S0 Ealn e

FIGLERE 5.1 N-5¢ Renrw Renrany

M-Stalker Free Edition

I:l:l Thi i & Wil Server
Drserreery el which wil
e 4 ves FHLTT

METVErE

- Stalkcer Free Edition has a restrichion to
S=mh H0 pages within the same scan s i
F sbout our Commercial Edib on, plesse, contack us:

ange 3
E-mail: sales @ rstalker.com

Phones +55-11-3575 7043 [GMT-0300)

FRGLEE 512 M-5klkrr Fooe Fabi
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14. After completing the confipnmtion of M-Stalker, click Start Sean to bemn
seanming the Goodshopping website.

N = N-Slaler Wan Appiction Souety Scaener X - Frae Edson

Wckile Tmst s Leculs

Tghn Dk om T B wiw o

FIGUTRE 505 N-Atalierr St Sean wimnl

15. M-5talker bemns to scan the websarte, a5 shown in the sereenshot

N 5 g g g e i [=TemE

aricey) and will pea L 9 4w Samitn g |

am et bt o g - 1 e = v | I
rredtiin Beluncs and . . = .._ e, |’] |

Mgt Pl bl 11 Lew W WO

e

PRIk CRCEI T |l TR L e A

FIGLTRE 504 M-Salker St Son S
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o1 Retromar 2 4
creage "W
e whin %-Stalker

k:l Sninhrdiate o
Wels Maczn w usel b
asthenhcate N-Shlker's
agguns Wel: Foanna cor any
eadurr il x hractn
Ericnd] smatiarrrhicson

S [ p———

vl bt a eean i

actadartal logodt
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16. It mkes some tme for the applicaton to scan the website

17. M-5talker scans the site m fonr differsnt steps: Spider, Infe Gather, Run
Medules, and Sig Scanner.

b ialrer Wern Aop sratien Leronty Sesnree X - Frew Frdonon

GIORIC

eyl e '

HETTS . B I I»I

B e 0 Lewom

Targe-ea

BN

FIGURE 515 N-ftalker Serningmetheds
18. Cn completion of the scan, the Results Wizard appears.

19. Select Save sean results (under Sessien Management Options) and Keep
sean sessien for further analysis (moder Mext Steps), and dick Next.

Results Wizard

Scan Session has finished successfully.
h-Sialker fownd 10 vidnsrabitties

fazmon Mansgemat Opbans

Dmcerd =can remsiis

Kext Steps
Tatal Scan Tima

0 HouRE) 4 Winulaia) Clone scan se3sion and ratum o main screen

Toral Viillrarabiinios
Hign a
Hedin: 1
Low L

nfo ]

&) Kt gean sasasion for furiher snelyeies

FRGARE 5 16 M-Shaeer Rty Wisan|
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20. MN-5mlker displavs 2 mmmary of wilnembilines found After exanuning the
sunmzry, chick Done

Analyze the Sean ;
Recubt Resuls Wizard ﬂl

H task s

Scan Session has finished successfully.
fi-Gialker found 10 vidnsrabitines

Summany

Appicalnn Oijctz
Tatal Wet Fages
High Yunzsrabites
headhim Vilrsrphlies
Lovw Wulnerabilbes
Tota! Scan Tima afo Wunerabibes
DHourCey 4 Winiglaia) Tirlgl Hoais Foung
Total HTTF

anities

FIGLRE 517 M-Sedker Sorramary

21 In the left pame, empand all the nodes and sub-nodes of the TRL
hittp=r10.0.0.2 (nnde: Website Tree). This displays the websute’s pages.

R-Stw et ‘Wl dnphoahnn Securtfy Sowmer i - Free Ediffan [= I h-

i ke Do i sl
Fagr lm

allerars: wta his s moal

LTRES a8 widl and yiru srnc

Fp s res wevens m e by el

FIGLRE 518 N-Sedker Wednes Toe
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22 You can mew the complete scan menlts in N-Stalker’s main dashboand

. Yo can even expand the URL hitpa10.0.0.2 (nnder Vulnerabilities) to
viewr all the =ite’s volnerabdmies.

K- haErr W hpplicnhinn Secunty Sowwmer K - Free Frivban (=18 m

L

FHALRE 5.1%: M-Selke Dashlams]

24 On completion of this lab, close the N-Salker GUL

Lab Analysis

Amnalyze and dooument the results related to this lab exerase. Promide your opinion

of yons target’s seeuaty postare and exposare.

E.Yes

Platform Supported

[ Qlassroom

CEH Lab Ml Fage 1294 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
Liit

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY
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