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Denial of Service

Deenial of Service (DalS ) i @ type of attack on a comgedter or netiworks that prevemts
degat it ise G TS FERONIVER

Lab Scenano

In compniing, a demial-of-service (Do5) attack 15 an atrempt to make a machme
or netwock resomoce nnavalable to i mtended nsers. Althongh the means,
motives, and tarpets of a DoS atmack may vary, & peserally consists of the
efforts of one or moze people to 'I:EJJ.LPGD_IJ._ or indefinitely imtermpt or
snzpend sermices of 2 host connected o the Internetr.

Pe:.petu.awu of DoS artacks trpecally target sites or services hosted on high-
profile web servers snch as banks, credit-card payment patewsys, and even mot
NAMEe SeITess

Cine common method of atack wvolves sameatng the tarpet machine with
external commmoications requests, so that it cannot mespond to legitimate
traffic, or it responds so slowly a3 to be rendesed essentially nnavaidable Snch
arracks nsnally lead to a server overoad. DioS amacks can essentially disable yonr
computer or your network DoS attacks can be Incrative for criminals; recent
artacks have shown that DoS artacks are a way for cyber eominals to profic

Az an expert Ethical Hacker or Pen Testes, you shonld have sonnd knowledge
of Denial of Service and Dhstribored Denial of Service attacks in order to detece
and nemtralize attack handless and minipare snch amacks. The labs in this module
il grve you a hands-on experisnce 1 anding a nervods against Dol) and
DDwoS atiacks.
Lab Objectives
The objective of thdis lab = to help smdents leam o pecform Dendal of Service
attacks and test a netwodk for Do faws.
In this lab, yoo wall
® Perform a DS atack by sending a large nmmber of SYN packets

continmonsly

Perform a HTTP flooding attack

Pecform a DDoS atack

Detect and analyze DS attack traffic
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[ Tools Lab Environment

demshstrated in ¥ ) =

this lak are To conplete this lab, yom will need:

::-ai]ah-le in * A compmer mamine Wandow Serves 2012 a3 bost machine
1-;.,|5-55-h.5 *  Windows 5.1 manmg in viemal machine

Mme.m Denial B TWindows Seomer 2008 mnnine in wicmal machine
of Serviee =
Windows 7 maning m wrmal machine
Fal Lanm ponneng in virtnal machine
A web beooser with Internet acoess
Admumstratre prrnleges o man tocls

i B e T
Lab Duration

Overview of Denial of Service

Denial of Sermice (DoS) = an anack on 1 computer or netwosk that prevents
legitimate nse of its resonsces. In a Do attack, attackers flood a wietrm’s system
with dllegitimare service reqmests of teaffic to overdoad irs resonsees and prevent
it from perforome intended tasks.
T
- Lab Tasks

Recommended labs to asuse pon in Dendal of Sermice:
" SYM Fleeding 2 Tarper Host Using Metaspleit
= 5YN Flooding a Target Host Uang hping3
=  HITP Flooding nsing DeSHTTP
Implementing Da5 Amack on a Rooter nang Slewleris Scnpr
Performng Distobmted Denial of Service Atmack Using HOIC

Detecting and Amalymng DoS Amack Traffic Tung KFSenser and
Wireshark

i [! A sl
Lab Analy

o b

Amnalyze and doonment the reslts related to this lab exerase. Provides yons opimion

of yons tarpet’s seenaty postare and exposmre.
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Lab

i e
SYN Fi

Matacnlnit
L L= -A-':'--’:-.EM‘-«H L

A SYN food i a forme of dental-gfservice attack i sdich an attacker sendr a
mwcesston of SYIN requerts fo a Zarger machme fn an attewpt to exbasst 5
resanreer and make i somresponrive to legitinnate fncoming i

LI ol Tt
IGCOM KEY Lan «Cenarno

7 Valnahle DS armcks are a kind of seonnry heeak thar does not generlly eenlt in the thefr of
————— informanon However, these atmcks can harm the tarpet m terms of tme and
# Testrom resongees. O the other hand fainre might mean the loss of a sermce such as el

insormnahiom

Enomisdge In a worsr-case scenano, 2 Dio5 artack can mean the accidennl destmenon of the
files and programs of milkons of people who happen to be mdfing the Web at the
time of the armck
Thomgh the chances of smecessful 31T flooding are fewer becamse of adranced
netookme devices and tmffic control mechamsms, atackers can lamnch SYMN
Hooding amacks easity nuing 3 packet-crafting tool As an ethical hacker or pen tester.
TOU OOt A358SS O netwods resoneees for a SY N Sooding atack

B Wb e

= Warkbock review

Lab Objectives

The objective of this lab is to help smdents nadesstand ko to-
®  Spoof TP Address of Amacker Machmne
*  Perform SN Flooding on the Tarpet Machine

[ L
- Ermuvironiman]
_ab Environment

To pedform this lab, you need:
" Aco o muang with Windows Secver 2012 a: Host machine
®  Foali Linme mnning 25 3 wirmal machine
*  Windows 5.1 moning as a virmal machsne
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Wireshark located ar DEiCEN-Tosls'CEHvE Medule 09 Denial of
ServieeWireshark

The latest version of Wieshatk ecan he avalable ot
hitps: ) ‘owrwwwareshark ore/dosmload himl

Adnemistrearre Prmileges to ma the tools
If yom decide to download the latest tools, sereenshots maght differ

A TCP Sesmon esmbhishes 2 connecnon nung a threeway bandshake mechamem
The source sends a TUI packet to the destmation The destnation, on secerving the
SWM packet sent by the sonse, responds by sendng a SYMN/ACE packet back to
the sonree This ST/ ACK packet confirms the aremal of the first 5YN packet 1o
the somece. In conclnson, the sonsce sends an ACK packet for the ACK /ST
packet sent by the destination Tn a SYIV attack the amacker exploits the three-way
handshake method First the amacker sends a Gke TCP 5YIV equest o the moper
server, and when the server sends back a SVIN/ACK in response to the cliene
(artacker) remest, the clisnr never sends an ACE response. This leares the server
wamng to complets the connection.

Lab Tasks
MNote: Before beginming this lab, log on to the Windews 8.1 wirmal
machine.

T 1. Logmto the Kali Linux virmal machine

Test for In tlus lab, we are gomp to pecform SYHN flesding on the Windowrs 3.1
Open Pert machine throngh pert 4444,
So, let ns determine whether port 4444 i= open or not. We shall be nang
amap to determine state of the port

Trpe the command nmap -p 4444 [IP Address of Windows 8.1] and
pres: Enter.
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Mote: The IP address of Windows 8.1 nsed in this lab iz 10,0.0.4, which

might vary in your lab environment.

got the resnlr smting the p
flooding on the victim mac

an anxibary modnle npamed synfloed
k on the machine. We need to lannch dus module
froun msfesnsale

Therefors, bef sole, you make suge thar you have
started po

) to step 10.

FIGILRE |2 Ssitmyg Serncs:
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10. Trpe msfconsole from a command-line ternyinal

alt Frimewd
BRESERER
FArAsyaLaYRasagas
PRrRArALR ISR IRAAL
ayardEfddadaadasadrigagy
FRAsrrtripgrsriskiroro oy
B R i nl iR
AR RN N R R AR AN e RSN TEE
AR R A A SR A A d s ey
R R A AR A R e
# EREESESE @
i
wpa | ebe
Lredd ey
EEEt SrEsreroay ATEd
AR AR ADERR AR IARERS 5 2
sEfmrfadasdasrsdaray EEEs]
SRasdsdasYayasdagy  aday
EERE AR e
FRERUEEE grg
REpECRREY RERES
Rt o e e FEASEY

desftep/synfloed and p

13. Let vs determine what all module
begin the I
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shew eptiens and press Enter. This displays all the options
ciated wath the anzdary modnle.

4344 of the Windows
f Kali Linue wath thar of the
Windaws Server 2012 machine.

ne the following commands:

set RHOSTS [IP Address of Windews 8.1)
et RPORT 4344
set SHOST [IP Address of Windews Server 2012]

rootifiroat =
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17. By seting the SHOST option to [IP Address of Windews Server
2012], you are spoofing the TP Address of Kali Linnx machine with that
of Windews Server 2012

18. MNow, you have confignred the anmliary module by setting the required
options. Let us bemn the DoS attack on Windews 8.1 machine.

19. To begin type exploit and press Enter.

FIGURE 1.7: Britasing Dvl deack
. This begins the syn flooding on the Windews 8.1 machine.

Hrase 3 . To confirm_ swirch to the Windews 8.1 machine, lannch the Wireshark
T mmmeee: Examine the application, select an interface, and click Start.
DasS Attack Thie Wi renkankl Surraie Anayior  [Wlsatnaik TS [owr] Res, SESET o e 1181 | Sy |

Tl LoiB  FEWSE Hol

W

Tha Workd's Moyt Papaiar Network Pratacol Analyses
Wesaa 1103 OV Ay BAZET Tom il 110
Drrterfaoe List

—sun ¢ u.!»!l.'i Euldf.

s

i Security

[ Sample Caphansg

& Caplure Opdices

Frity in koad or ot Ha Pacint Predi e Dufwal

FIGURE L& Capturmg; Traffic theingh Winsilark
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22 Wireshark displays the tmffic coming from the machine, as shown in

the screenshot

Wicshark 1005 SV Ry BL0ER N s 1.0

4 BELEG + Rrbaid TNM] Sma—D Winei

S BT & WPRERN [TL] S Was
T AT = B [SEN] gD Wnes

7 E mcp i
RN A TY YRR ey i 4190 o B TENN] Sl Wb
TR 2. O R0 L0 LI B FIECZ s KCBAAY TENH] el Wn

et L o Fe pipRee o9 asoamoe i Packey: 1BV | Pretie Dufwal:

FIGURE 1% Asmbrang te Trath:

23 Hers, you can observe that the sonrce IP address is that of the
Windows Server 2012 machine This imples that the IP Address of Fal
Linmx has been spoofed

24. Mow. open task manager in the machine, and click Performanee mh.

Wait for 10-15 seconds; you will observe that the CPU wsage has

increased drastically, which implies that the Dia3 attack is in proggess on

the machine. If the attack is contwmed for some tme, the machmne’s
resonsces wonld be completely exhansted, and it will stop responding.
T ey —

FIGLURE. 110 Anabyrsgr the Machine’s Pechoemnes
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25. Onee done on analyzing the perfomance of the machme swrch to the
Fali Linm= machine and press Gtd4+C to ternunate the attack

FIGLRE 1L Tesesndug the Astadk

26. Thus, you have successfully spocfed the TP address and pedformed the
Dio5 attack on the wiction machsne.

i b= 7 T
LAl ANAlysls

Aralyze and domment the results selated o this lab exercise. Prowide vonr opimion
of yonr trpet’s seenrity posmre and exposare.

1 Yes
Platform Supported

1 Classroom
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Lab

Lab Scenano

A 5YN flood 15 a form of denial-of-service artack m which an amacker sends a
snecesaon of 3TN requests 10 2 tarpers System in an AMSMpT 10 CONSTME
enongh server sesongces to make the system muwesponve to legtimare waffic.

A 5YN flood arack works by not responding to the server with the expected
ACK code. The malicions client can either mmply not send the expected ACEL
oz by spoofing the sonrce TP address m the ST, cansng the server to send the
SYN-ACK to a falsified TP address—which will not send an ACK becanse it
"knows" that i never semt a SYN. The server wall wain for the
acknowledgement for some tme, as umple netwodk congestion conld also be
the canse of the nuszing ACK. but in a0 amack mcreasmply larpe oumbers of
half-open comnections will bind resonsces on the server matl no new
connection: can be made, resnlting in 3 denial of sermice to legitimate traffic.
Some systems may also malfonction badly or even erash if other operanng
system functions are starved of resonsces in this way.

As an expert Ethical Hacker or Secnaty Administrator of an crganization, you
shonld have sonnd knowledge of DoS and DDoS attacks and shonld be able o
detect and nemtralize attack handlers. Yon shonld nse SYN cookies as a
congtermeasnre against the SYIN flood, which elimsnates the resomsces.
allocated on the target host.
Lab Objectives
The objective of this lab is to help stedents leam to perform DoS attacks and
test the nerwosk for DoS Haws.
In this lab, yon ol

®  Perfoom DoS attacks

®  Send hnge amonnt of SY packets continmorshy
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5. The hping3 sty st in command shell shown in the screenshot

FIGLURE 2.2 Kah Linux Crovsrmnd Shell with bpmpd

In oo d zhell rpe hping3 -5 10.0.0.4 -a 10.0.0.6 -p 22 -floed and

“u otiRkall =

-a athi 10.
in flocd mada, ro

FIGLURE L& Armack ssccesshully sl from Ead Lmus

Hpinpd floods the motim machine by sendng bulk SYH packets and
everleading Tiction resonoces.
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9. Swach to the wictm’s machwe (Windews &1). Insml and lwonch
Wiseshark select an miterface, and start captonng.

10. You will ohserve that the application captores taffic, as showmn i the

seseenshor

Tamtarma Trom CHermer © s 110 s B Tee]
K Eny

T2400 18, L0050 60 1A ¥ 34 10705
22470 18, S8 ETT 1A, I 3 10E0n
T2411 18, EROT R IO o 3007
LU 19, SO0 0 10 3 A 5410208
I2413 18, & 901 F90 LA, 1. 34 10209 >

‘|.|!1'|||.|~'|...- =
Befwende hesbng, wangg
A (S

il i
g i

L2410 1H. 4901K0 10,
12030 1R ERCNLI0. 10
E2431 18,500 LG
2437 TH SO0GRIG 1A,
12473 18, SRoST0 1A
17838 18, 2S00 LG
ATATE 18 ST

L
O,
e

PP wtacks ey -

(]
a
a
B
]
L]
[

o
ol
L

5
=8
15
i

u
o
[
n ™o

FHGLRE 2.5 Winpshack weth Tackets Trakf

11. You senr bnge mmmber of SYN packets, which cansed the vetim's machine
to erash.
Vsis

1 asbs Ay
et e

Diocnment all the menlts gather dnnng thes lah.

O Yes
Platform Supported

[ Classroom
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Lab

DueSHTTP tr anw HT TP Food Denial af Service (Do) tentmg rool for Windoms:
DoSHTTP includer port desjgnarion and reporting,

I g R e e
Lab Scenario

HITP flooding is an atmek that mses enormems nseless packets to jam a Web server
In thi= 1zh, ve nze hidden sens-Afzckor models (HSL to desesbe Web-bromsing
pattems and detect HI'TP Sooding aracks. We Brst use 2 larpe snmber of lesiomare
request sequences to train an HEAMM model and then nse this legtimate model 1o
check each incoming reqnest sequence. Abnormal Web waffic whose bkelihood Glis
e nareasonable mnge for the legitimate model wonld be classfied as potentisl

amack waffic and shonld be comtolled wath special actions such az flesng or
homiting the trafhie. Fmally, we vabidare one approach by testing the method with real
data The remlr shows that onr method can detect the anomaly Web wnffic
effectmely.

In the premoms kb, you have leamt SYIN flooding nunp hpned and e
comstermeasnees that can be implemented o prevent snch attacks. Another method
that arackers can wse to amck 1 server is by naung HT'TP flood approach

As an exper Ethical Hacker and Penetranon Tester, you mmst be aware of all
types of hacking arempts on a web server. For HITF flooding amack, you should
implement an advanced techmgme known, as "Tampumng” which once established
smecessflly will set connections window sze to few bytes. Accosding to TCP/IP
protocol despn the connecting demee wll initially only send as omch dam to @oper
as if takes o fill the window nonl the server responds. With "Tampatring." there wall
be no response back to the packees for 3l novanted HITP requests, thns protecting
Toms web sermes.

Lab Objectives

The objectve of this lab & to help smdents learn how an HTTP Flooding DoS

attack works
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_ab Envir
To carry out this lab, yon wil need:

' DeSHTTP tool located at DiCEH-Toels'CEHVE Module 03 Denial of
ServiceDaS and DDo5 Attack Tools\DeSHTTR

Y Teols You can also download the latest version of DoSHTTP from the link

demshstrated in hitp:/ fwwor socketsoft net,

this labk are ;
: 2 If you decade to download the larest version then screenshots shown in
available in ] b & = i

D-ICEH- the lab mipht differ

Teols'CEHVE A compnter mamng Windows Server 2012 as host machine
Medule 03 Denial ) -.ng ) ] i .
of Sawvice Windows 8.1 moning on virmal machine a5 anacker machne

A web beowser vath an Internet connecnon

*  Adnwniseeative peivilepes to o tools
Lab Duration
Tame: 3 Maommes

Overview of DoSHTTP
DoSHTTP is an HITP Flood Dof Testing Tacl for Windows. It inchedes TRL
Verification HITP Rediection and peformance monitoony. DoSHITP nses
mmluple asmchoonons sockets to pedform an effectve HI'TP Flood DoSHITP
can be nsed smtaneonsly on c:uﬂup,e clents o eomlare 2 Drn:.bhted Dengl of
Service (DDaS) attack This tool is need by IT professonils to test web semver

= 1. Before bepnaeng thiz Izb, lop m to Windews 8.1 virmal soachine

Install and 2. Lannch the Wireshark netoogk protocol analyzer, select an interface, and
Configure LAt capinang.

Doty Switch back to the host machine (Windows Server 2008), navieate to
D iCEH-Teols'CEHVY Module 09 Denial of Service'DoS and DDeS Attack
Teols DaSHTTP, donhlechck deshittp setupewe, and follow the wmacd-
dawen memllanon steps 1o insmll DesHTTE.

Mote: If the epen File - Security Waming pop-np appears, click Run.
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FIGLRE A 1: DS T TF mastallabnx wizes]

4. On completing the installaton, lanoch DeSHTTR 2.5 from the Apgps screen

Do et acept ol barres ol o pusscacing Lic

FRCLRE L% lirsne Agmremmers
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A Legal Diselaimer wmndow appears; click | Aecept.

Step 2 of 2 - Legal Disdamer

Ple-ass e (b fodlorang Lagal Discbairnes. Llos tes el bar 1o vism B el of Hhes cooaresnds
T anel Conddens
fau s :a::o-.;-?.c:-' Fan arg dlegal of urelacs pupose; i udeg achibes ek wodd
= Toals & il kil
demenstrated in E i ol Wil anidies
E T chuci iz baing made wsslable o usere A5, 5 wicut ey epsszentation: o varmen s of aey
this lak are . aapiass or mplacl wohadrg bal pot Bmiied by He ead warisnhas of nachanbsbidp, bress for
available in i ] Al puoes: of Fon liegsamead of Pres gt Hhand padies
D='CEH- Lomilabaors olf Liakelity
Sacketeck LLL [Sochatioft| wall nai be keb e bos sy dameomn, rckodng demc, incadantal, special a1
TealsICEHVE = ok pr i B vt kg, vl
i Wil b, 2 kol i inlenu [T chostsol fa 5 beae cadve ed of
Medule 09 Denial e el sl
of Service

Do yoecssczwpt ol e barmes o tha pracading Lagel Disclarer?

FIGLRE 34 Lagd Dictameransho
It tzkes some tme for DoSHTTP to load 25 well as check for npdates when
von Limnch st the first time.

The DoSHTTP main window appears, along with 2 DeSHTTP Registration
dulog box. Click Try.

7] DoSHTTR 251 - Socketsoftnet [Loading..) | =

DoSHTTP Registration

Unreqistered Yersion

T b 14 daps o 4 ee Bl oo lee hal

L posrrTP mdudes
Frort Dir s m a=sl
Ry

E nbes o Senal Nunbes sid chek the Regete bblon

Hegedei

=He-vmww socosmnoH e

FICHRE L% DeSHT TP Reystration dakog e

9. The DoSHITP main window appears; enter the TP address of the mmpet
machme (Windews 8.1 virmal machine) m the Target URL text field
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Perform HTTP
Fleading
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10. Leawing the other options set to defanlt, click Start Floed to begin HTTP

flooding on the tamer machine.

File Opfiore Help

"] DoSHTTP 25.1 - Socketsofnet [Evaluation Mode]

DoSHTTP

HTTP Flood Denkal of Service (D0S) Testing Toal

| Moolla 6 [compatila: WSIE T Ma Wirdove NT 520507

Swcket _ Regueats

15 w| I

x| Varky UAL || Star Fleod

v

Sl Db i 0 £

Clnze

ErTid) ag|

FIGATRE L& DiSHT T sicen wen ks

Mote: 10.0.004 i= the TP address of Windews 8.1 virmal machine, which may

daffer in your lab environment

11. The DeSHTTP evaluation pop-up appears; click OH

o] DoSHTTP 251 - Socketsottnet [Evaluation Moce

- X

DaEHTTE

ﬂ Evaluation mode wil only peform a masimum of 10000 reque

sELEION,

FIGATRE 3.7: DSHTTT Frahuosvm rxle (g

the tarpet netorode.

12 DoSHTTP send: asynchronous socksts and pedforms HTTP flooding on

13. It remams an HTTP Fleod Test Repert, displamng results such as mequest

rate, dnation, tarpet port, smmber of packets sent, and so on.
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14 Clese the Report
HTTP Flood Test Report

5 1 “Hrreaivtoed Ve mmns

=arel
Copyight |cj 2007290 4 § nll LLC. All Bt Amasied
FIGLRE A8 HTTT Fird Test Reipnt

roatch hack to the Windews 8.1 momal machine. Yoo chserve that the
applicaton captnres a lot of taffic as dhown in the

mrk wirely g sraffic

conchnde that suny HT TP packets are flooded omto the host
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17. In real nme, amackers choose 3 mepet and pedorm 3 DaoS atmck oo it

cansmy the farget to stop respondmg to any more equests comng: from
others and stz deopping packers conmne even from lepitimare nsers.

1 =l 3'_1__; -
b ALY ot b

Analyze and doonment the esnles melated to this lab exsscise.

i Yes

Pladform Supported

i tlass:-:mcm
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Lab

| - -.r'_.: = B 1 R ] B w A b - - .
Implementing DoS Attack on a

; "8 -?‘i;\ﬂ L.-!i t-:;‘: -Q"_ ng—v\" “.l"

AN .|,“_,

Slonlprr sorphit ohens and matitams wmerons “balf I-_| TP conmetions wntl the
SETVer TS oit of resosrces, Jeading #o a denial of pervic

Lap ':lu. nal H:"

As an ethical hacker and pen tester, yon can nse Slowlons senpt to andit yonr
netoeks agamst DioS attacks. When a mccessfl DS 15 detected, the senpt stops
the attack and retms these pieces of mformaton (which may be nsefnl to tweak
frarther filtannge mies):

Time mken noml DS

MNmmber of sockets nsed

MNrumber of quenes sent
LabO '? ectives

The ohiectve of this lab i to help smdents leam how o perdform a D5
arrack—in this case, HTTP flooding.

|

To complete this Iz, 7on wmil need:

" Slowlerispl fle located at MCEH-Teols'CEHvY Medule 03 Denial of

. Service' De5 and DDe5 Attack Tools Slowlesis
L Teeals

demanstrated in A computer ranming Windows Serves 2012 as host machine
this lak are i : k : : e
available in Fali Linnz mnning: on viomal machines a3 Amacker machme
D:iCEH- Adnenistearme prleapes 1o ma toals
Tools ' CEHvE
Module 09 Denial
of Serviee

Tame: 10 Mbemtes
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Lag In ta
Virtual Machines
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uvealview o Lab

The Slowloss serpt opens too connections to the server, each withont the final
CERLF After 10 seconds, second connection semds addionsl header Both
connections then wait for server timeont. If second connection gets a timeont 10 or
more seconds after the first one, we can conclnde thar sending additional header
prolonged ifs timeont and that the server is vilnerahle to Slowloss DoS amck
A"TIKFELY VUINERABRLE" remnit means a serves is subject to temeont-exteansiog
artack, bot depending on the http server’s architectne and resonsee s, 2 full
denial of service is not always posuble. Complete testing requires trpperng the
acmal DoS condinon and mezsnnng seres responsivensss.

Lab Tasks
Lannch the Kali Linux virmal machine from Hyper-V Manager, and log
into it
. Before startng this lab, lannch Wireshark to capme DoS wmiffic. To
lannch Wireshack open 2 command terminal, type wireshark and press

Enter.

FIGETRE 4.1- L bigg Wimrs hark

The Lua: Erver during loading pop-up appears; click OK to continne.

FIGGLRE 4.2 Lua: Errire charing keoadiog prop-upt
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4. The Running as User reet windew appears; check Den’t shew this
message again, and clhck OK to continme.
=

FIGURE 4.5 Runnmgr ai L ok Wi

5. The Wieshack main window appears; choose the interface, and then
click Start to captmse the taffic.

After clicking Start to capmre the taffic, leave the Wireshark windowr
epen or minimize the window.

The Weorld's Mozt Pepular Moterark Protocsl Analycar
Wi 118 2 [V B 1918 e i1, 10
| Capters | | elie

o Intarfaces List Dpen o= Wekahts

an Muer's Guidu
& Sewpls Coplures
. “ E g Tecwity

@ ‘Capturs Option
g How to Captars

Matwyork Madia

FIGLRE 4.4 Startey Capiune
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=

Mo, navigate to the Deskiep, and double-click Computer.

Sat Agrll, LO&AM

FIGLRE 4.5 Lawrnch Compufier

The Computer window appears; click Geo from the mesm bar, and select
Lesation....

WGLTRE b (it Lescirhion

CEH Lab Munus] Page #090 Eshical Hackdng .-
HaCkRhInO-TeaM ! YOuR SeCuiTy iS NOt EnQ e RRATMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Madifie f6 -l Hsdiice HaCkRhInO-TeaM !

9. Trpe smk:il[IP address of Windews Server 2012] in the Go Te field
and press Enter.

Mote: In this lab, the TP Addres: of Windews Server 2012 1= 10.0.0.2,
which might differ in your lab environment.

Comg ubes
BEila Edit
|

Devices

FIGURE 4.7 Connect Theingh Samin Sdoe

Mote: If you ae asked to enter credentials, input the coedentals for
Windows Server 2012, click Remember forever, and click Sonnect.

10. A wendow appears, displaying the CEH-Toels shared netwozk dove.

WWlned wwvs shasries on 10.0.0.2 l
Lesskirvai b Had} {

Disvicus

FIGLEE &8: CEH-Texds Sninad Nerwsce Do
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11. Domblechck CEH-Tesls nerond dore, and nampate 1o CEHvI Module 09
Denial of Service = DoS and DDeS Attack Tools —* Slowloris, sight-click
slewleris.pl, and choose Cepy from the comtext mem and paste the fils on
Fali T inme Deskrop.

-

FIGURE 4% Copyaigs the Fle
12 The Slowloris.pl file is pasted on youe Kal Limx desktop, as shown in the
follorring: fromre:

FIGLIRE 4. Mt Pastgy the Fie
13. Nowr, open a command terminal, type ed Deskiop and press Enter to
change the disctoy o the Deskiop.

rmhhai - it

FIGLRE 4 1L Clemgiogs Tiretuory

14. Set full permissions to Slowlonspl file by namg the ehmed command
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15. Now, type chmed 777 Slewleris.pl and press Enter. This command will zet
Read, Write, and Exeeute pernussions for the fils.

117 Slowloris.pl

FIGATRE 412 { Fryneyr Pesraencns

16. Check the ks es arailable on deskrop by trping Is and pres

Deskta head 777 Slawlard
i—/Desktopw 1s

=/ tape i

FICGLRE 413 Vi
17. Perform the Diof attack on your somter TP addeess by mnming this
conmmand: JSlewleris.pl -dns <IP address of the Target Router> (type the
command and press Enter).
18. In thas 1;|_'|:'1 WE e 113'_1_'@ our local ponser, with the TP address 10.000.1.

Mote: The TP addsess may differ in vour lab environment:

opd chacd 777 Slewleris. @l

=sktoph 1=

sshktop#® | /Slowloris.pl -ons 10.8.9.1]

ling text, as shown m

Lai=dd |

sockets

i sockets.

Buisilding scckets

Sanding data

currept stata:  Slowloris has mow Jent 514 packets succe=sfully
Tnis thread now slesping for 100 seconds. . .

Burlding =
Bz leing
Bauzlding
Bailding

sockets
sockets
aockets
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FUARS (URIES e o

LA

FIGITRE 417 Berracasy Ruaiber Wi |

To stop the DioS atrack, press Cid+C m the Slowdons pl command terminal

urrent stats: Slowloris has now sent 1796 packets successf
This thread now slesping for 100 seconds. .
I
Sending data.
Current stats: Slowloris has now sent 18B4 packets successt
This thraas wlemping for 100 seconds,

Sanding data,
‘urrent stats:  Slowloris has now sent 1011 packets successfully
This thread slespang for 108 seconds. ..

ildang =ockets
Current stats: Slowloris hes now =ent 1068 packets successfyll
This thread slesnkng for 100 seconds,
sockets.
g mockels
zockets

Sockets.
i RUchALs

CEH Latb Ml Tag
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24 Omce youo press Gtd+C, you can access yons romter page, 35 shown in the

FIGLRE 4. 1% Accrsery Ronser

Il ! Aoy i i
Lan ilys

Anabyze and document the sesulrs mlated to this lab exescise.

4 =0 Bl Y

BT Yes
Platform Supported

1 Classtoom
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Lab

]
i

. ] o oa E_ B
- -1 Vil e M
— B I.""h“ f? Fi-'l}. 'k"'.l-:i."l.

A duribuzed densal g service (DDaf) aitack mvoles a grost of compranmsed
ayaremer sl dected wirh Trofans weed oo perform @ DalS amack on a targer
SYSTE BT HETIOTR

g 1 = R
Lab scenarno

A distribmzed dendal of service (DD0S) attack 55 2 more sophisticated form of DoS
ICOM KEY amack in which in some cases, it i diffienlt to trace the attackers. A DDoS attack is
= Ttk a larpe-scale, coordinated attack on the availahilicy of sermices on 2 micwm's syseem or
information netoork, lmnched mdirectly duwongh many  compromised compuers on the
Internet.
# Testyou

ol A DDoS amack nses many computers to lnch a coosdinated DioS attack apamst
one of more apets. Using clent/server techoology, the perpetmator 15 zhle o
amlnply the effectrensss of the Dof mpmificantdy by hamessing the sesonsces of
amltple nowating accomplice compiters, which serve as attack platforms The
fiood of incoming messages o the tarpet system essennially fosces i 1o sht down,
thecely denving service to lepitimate nsers.

= Wb exercme

These attacks come from vanons machioes that can be in the same location o
vanons other locations As larpe numbers of “zombies” paricipate i thes attack, an
enogmons amonnt of taffic is disected onto the wemm machine, resnling m
tempoy of pecmanent damape of its gesonces.

As an expert Ethical Hacker and Penetation Tester, yon mmst be awae of all

trpes of Diod artempt: and preven: them from affectng infosmanon systems.

The obpective of this lab 15 to help smdenrs learn how to perform a DDo5
artack—in this caze, HTTP Flooding.
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Lab Environment
To conplete this lab, yom will need:

¥ HOIC tool locatsd at DsCER-Towls CEHVY Maodule 09 Denial of

 Tosls ServiceDe5 and DDe5 Attack Tecls'Heie Version 2.1

demenstrated in Tou can also dovmload the lawest verwon of HOIC from the link
this lak are -]nlz { ST E;\Q gg fLET |2|;Q|gg j_mz".n-' T CHLO 3OO
availakle in i I - ) L
DHICEH- If you decide to dovwnload the latest version, then screenzhots shown in
Tools\CEHVD the lab might diffec
Module 03 Denial A computer monmg Windows Server 2012 as host machine
of Service
Windows Server 2008, Windows 8.1 and Windows 7 mnning on wiral
machines as attacker machines

*  Fah Linne maning on vinmal machines as mget machine
®  Adnwniseratve peivilepes to o tools

Lab Duration

Tame: 20 Mnmtes

Overview of HOIC

“High Orbat Ton Cannon™ or HOIC for shost 45 2 nerwors stress testng toaol for
Lar u_“hi.ug DDoS amacks HOIC camses DoS Tluangi_ the nse of HITP floods.
HOIC has a bniten scopung system that acceprs bose files called “boosters,”
allowng a nzer to mplement some ant-DlaS aandomimtion connteemezenses, 15
well 35 increase the sagnimde of the amck

Lab Tasks

. TARK 1

[=] . Before begmning tus lib, log into the Windows 8.1, Windows Server

2008, Windews T, and Kali-linux virmal machmes.
Log In ta
Virtual Machines 2 In the Windews 8.1 mmmal machine nampate to ZNCEHVS Medule 09
Denial of Service DoS and DDeS Attack Tesls and copy the Heie Version

2.1 folder onto the Desktap.

Note: To pedform the D05 artack, yon will be mnnme this tool from vanous
virmmal machines at cnce. S0, when vou ma the ool diectly from 7 (in wirmal
machines ar 3 time), E‘[D.L‘:-.L'I‘_;gbt ocome Lo aroud enors, yon need 1o copy the
folder mmwinig the folder Hoie Version 2.1 indimdnally cnto each machine, and
then ma the mol.

3. Smilarly, follow the P.I:E\."_D' 3 step and copy the Heie Version 21 folder
onto the other virmal machines’ respectime Deskiops.

CEH Lah Manus] Tagge 1M Eshizal Hackding JIII]:':J\.IIIIJErI.'!II'rHI-I:I'H f ;"':rl:. = EC-Cemmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgh™ ™™ ""*"HaCKRRMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Madifie f6 -l Hsdiice HaCkRhInO-TeaM !

Mowr, svatch to the Window 8.1 virmal machme.

5. Mavigate t the Desktep, open Heie Version 21, and domblechck
Configure HOIC heie2.1.exe.

HOIC GUI appears on the sereen, chick “%+” (below TARGETS).

FETITE

8GRSO DR S SRl

“Simhm

S AR 18 LAMINOR
-,

HIGH ORBIT
ION CANNON ™™

N— — oo et
FIGLRE 5.1 it

The HOIC - [Target] pop-up appears. Iype the mrse: URL httpai[IP
Address of the target machine] m the TRL field, shde the power bar to
High, select GenerieBoestheie booster from the drop-down Ist, and chick
Adld.

Mote: The IP address entered in this lab is that of the Kali-limm winmal

machine and might differ m yonr lab environment

B HOolC - [Taget]

Targ=t

URL

Medium I-hgh

blank unless u know what ur daing]

FIGLRE 5.2 FHORC - [Taped] pupeag
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Set the THREADS valne to 20 by dickng the = button nonl the valhe 1=
reached

8GOSO DR S SRl

“Himha

e o sy
-,

HIGH OREIT
ION CANNDON N——

PR AMHONS BLTICTID

FIGILIRE 5% Setting the THREADS wihe

. Now, swrtch to Windows Server 2008 and Windews T mirtmal machsne and
follow the steps 5-8 to lmach HOIC and confipnre it
L e ]

B rasx s 10. Ooce you have confirnred HOIC on all the machines, swich to each
machme znd click FIRE THE LAZER!.
Perform
DDaS Attask

8GOSO DR S SRR

“Himha

e o sy
-,

HIGH OREIT .
ION CANNDN

FIGLRE i 4 Pafcrmng

11. This miniates the DDoS atack on the Grpet Kok Lings machine.
12, Sumtch to the Kali Limw momal machse, and lmnch the command-lne
tesmnal
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13. T}'PE wireshark m the terminal and press Enter.

roctifirect = |

Vie Serch 4 nal Has

FIGUTRE 5.5 Lanncteryr Wimsbock

14 An Erer pop-np appears; chick 0K

FEGLURE 5& Err paypragy

15. Another dislog box appears; click OK

FIGLRE 57 [hciorg UH in the duliogdxoe
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16. The Wireshads GUI appears; select the netwodk interface ethd and chick
sk Hortweark Anelyzer [Worsshark 1302 (VM Rex 51834 fram frunk-1. 10|

EE

Tha World's Mest Popular Network Protecal Analyzor

Wermam L 10°E (SVN Rew 51934 From ftrank-1.10]

L Ceptee ) Filee ]

Inberface List Dpan o Wl

FOLPII AT SETTIL

g s¢ Usoi
o Sample Capturas ¥
A VEFRELE T W 1 g o BT b T @ Sacn

FEGALMRE 5k Sewrteyy Wisesmrk Capfos
17. Obserre that Wireshark starts capmnng 2 large volnme of packets, which
means the machme i expenencing a nge mumber of ncoming packers.
Thew packets ae comng from the Windews Server 2008, Windows 8.1

and Windews T virmoal machines.

Capturing froencittD  [Wiresherk L1002 [S¥M Rew F10%4 From fbruni=1. 10(]
e

+ ¥ 2 EE

FIGILRE 5% Wnrsbock: Caphoong the Pakets
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18. Leave the machine mract fior 310 ouwnntes, and dhen open it agam . Yon wil
ohserve that the pedformance of the machine 5 shebely affected, o=
esponse slowing down

19. In thiz lab, only three machmes are demonstrated to perform fooding cnto
1 sinple machne If there 20 3 larpe smmber of machmes padormmng dus
flooding, then the tarpet Kal Linnx moaclune’s resonoces are completely
consnmed and the onachine i= overvhelmed

. In real wme, a prowp of hackers opemtng bnodeds or thomsands of
machmes confipnre this tool on therr machines, conmmecare with each
other theomph TRCs, and =emlate the DDoS atmck by flooding a specific
tarpet muachene website at the same tme The mrpet 23 overwhelmed and
stops responding to Nser reqrests of sErts doopping packets comme from
lepinmate nsers. The larger the smmber of attacker machmes, the higher the
mmpact of the attack on the et machine ‘webate

. On completion of the lah, click FIRE THE LAZER! apain and then close the
HOIC window in all tee ammcker wiemal mackines. Also, close dee
Wimeshark windowr m Eah Tinme

Lab Analysis

¥

Anabyze and doonment the sesnlrs melated to this lab exescise

O Yes
Plarform Supported

¥ Classroom
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Lab

= e
._| 1-\. -
?'{t I : 4l i Fd | i - .:lq_'!’i-\.-' -

L . g MESancar =l
= o ¥ =1 gl w|
™. | 4-._'.---.}.: :::I*; L

Attack

1& Vg—-ﬂ'i

—y |

of

FFSensor i a Navwork Imtrasion Detaction Tool that iv aquitded nath several
mechandzns o coster DXOX artacke. The toof allons vou fo rfe’!w e The AR
nsimber af commections fo fhe machie ter IP address

Lab Scenario

EFSensor i= 3 Windows-based honeypot Intmson Dietection Syseem (TDS5). It acts
as a honsypot to attact and detect backers and womms by siombiteg mleemble
system sermces and Tromns. By acting as a2 decoy server, it can divert artacks from
criical systems and promde 2 bigher level of informanon than can be achverved by
nsing firevralls and NIDS alone.

EFSensor &5 despned for nse m 2 Windows-based cospomre environmen: and
contans many mnovatwe and mmgne featges such as remote menagement. 2 Snor
compathle sipnamee enpine and enmlanons of Wndows netwrodang protocols. As
an etduical hacker or secnory adowmisearcs, 7ou can nse FF%ensor to and yonr
netoosk infrastmctne agsinst DoS attacks.
Lab Objectives
The abyective of this lab is 1 help smdenrs noderstand howr tor

= Detect Do5 amack using KFSensor

*  Ezamine the incoming packet dnop nzing Wireshark

Lab Environment
To pediorm this Iab, yon wll need:
® A compnter maning-with Windows Server 2012 3z Host machine

*  Fal Linuz mnning 25 3 virmal machine
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Windows 5.1 manning as 2 mrmal machsne

KFSenser loczed an DRCEH-Tools'CEHvE Medule 09 Denial
ServieeDeS5 and DDeS Protection Teols KFSensor

The latest werson of KEFSensor can be  avaiable
bt/ oo kevioons net/ Esensor/ download

Wireshark located ar DRCEH-Tools'\CEHWS Meodule 0% Denial
Serviee Wireshark

The latest wverwon of Wioeshark can  be  avaibble
hitps:/ Sorowwyreshark o/ download himl

Admsmiseratrre Prvileges to ma the toals
If vom decide to download the katest tools, sceeenshors maght differ

Lab Duration
Tame: 30 hEomtes

FFSensor's mle base spnamwe enpme can idennfy Enowm arack patterns, which
helps m apalrene the pamee of an event It conins 2 Windows netwrodang
MetBIOS /SME /CIFS emmlation honevpot This nnique feamire enables it o detect
the namre of atacks on file shares and Windows adomsmstatve sermces, eurrenthy

the most prevalent and damagine on the Intemest

This lab demonserares the process of DioS arack detecnon. Hers, we wall first search
for an open port on the et machine (here, Windows 8.1) and perform Dol
amack throngh an open port on the machine. Later, we wall nie KFSenzor to deect
the artack and then examine the packets that vere logped by EFSensor
Lab Tasks
MNote: Lannch the Windews 8.1 and Kali Linux virteal machine: before
bepmnming this lab.

= [ —— I. In Windews 8.1 wirmal machine, navigate to ZNCEHvE Meodule 09
Denial of ServicelDoS and DDoS Protection ToolsHFSensor and

Install donble-click kfsensdf.exe.
KFSenser

If 2 User Account Contrel pop-up appears, click Yes.

i, If a Windows Seeurity dialog-hox appears asking you to enter netwock
credentials, enter the credentials of Windeows Server 2012
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4. The WFSensor setup window appears; follow the wizard-drven
insmallation steps to install the application.

Ch |

KFSensor Evaluation Version 4.11.4

FIGLRE &1 KR =i setuj Wnlow

5 On completing the installation, you wall be asked to reboot the
computer for complete installation to oconr.

5o, select Yes, reboot my computer new 1nd clhick NHext.
il KFSEnsor setup “
Comput=r Restarn

Irestalaon propedure reeds ba restar youer sysben o cenfigune B insinbed @
-«

[l =

S0 CENPONENS Wene a0l niaked campieteiy. Far finshieg hisiabaien k& secessany o
raboal yeur comgds

® [vts. et vy corpte: toe

Mz, 1 rabook rry comparter laler

FIGLTRE &2 Reboosting she Miches
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Wait for the smachine to reboot.

Afrer the ehoot, log in Foensor main window

with a F 5 i pox stating that you need to mn

3 6T 0 R

Sanc. Hama

. Goto the Apps I on KFSenser application and click on
Run as administrater @t the bottom of the screen).

FIGLRE 6.4: Laune
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10. If the User Ascount Contrel pop-up appears, click Yes.

11. When the application it beiny lamnched for the first time, the KFSenser
setup wizard appears; click Mext button

Set Lip Wizard ﬂ'

The KFSenenr Sl Lp Viizsrd val bske you tmugh
8 rumberof steps to configure you spviem

Al of Thesa can corfigurationa can be modtied ialer
using the meny cptiors

Wowa might ks bo read s marwsl =l fhe pord o eam
hiowi KFSeraoe werke and the corceede bahind it

(Gettng Searted
Far heip on the: optiors in e Set Up YWiznd

Viizad Help

FIGLTRE 6.5 KFSensor Sehap Wil

12, In the Pert Classes window, check all the pert elasses to inclede, and

click Mext.
Set Up Wizard - Port Classes m

[FLrux femrvcs s rol ususlly n Windowa)
o] Trojars and wonma

o on many may dffemsnt pords

A

L
othe scenmn
Unchecked dasses will be removed the scenana.

< Back Nt 5 Cance

FIGLTRE &6 Pent Ul Weeand
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13. In the Mative Serviees wizard, check all the ports with all active natme
services, and chck Hext

S5et Up Wizard - Mative Services “‘

Ports with achive rafive sardoss
TCP 71 -FTP

5-M5 RPC
ddf - MET SME
W15 LIPMP Hoat
TCP 8357 - Web Servicae for Davicas
Thes= pars ane cumenty Lnning retive serices
#F Senor can monibor the scity of these sxsding serdoss, chooes this by

ghecking tha poit Thia ia tha reeomendad oot ion for ansom oosted wihin

et

B Ffl:U' or 3 Braor enosed
the inbamiet via & public 1P addness

FIGLIRE A7 Magneg Servced Wecind

14. In the Domain window, leave the Demain name field st to defanle and
click Mext

Set Up Wizard - Domain m

Domamn Mame. |5

Thia i tha domain name wsad to vty the sanvarin & vislor

Thie couid be the real demain reme of the meching or & ficious one.
H you pick & hidbous one, e not b use & real doman belongmg
BomaDoo el

Wizam Haip

< Back

FIGURE &R Dhinamn dnean
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15. In the EMail Alerts vandow, leave the options =et to defanlr, and click
Hext.

Sat Up Wizard - EMar Alers EX)

§ o vemrt KFSermor ko send slesis by mmai then il

iri the email ackdras detaik

< Back [t = Cance]

FIGAURE 69 FMail &leria Wecind
16. In the Optisns wizacd:

i Select Cautious from Denial Of Serviee Options drop-down list

b. Select Enable packet dump files from the Hetwerk Protocel
Analyzer drop-down list

17. Click Mext.

18. This sets the DoS options to Cantions mode and saves the packet dnmp
files at the ttme of the DoS attack

5=t Up Wizard - Qntions ﬂ

Denal Of Sennce Gptiors

Ca e s v]
Comtrols how mary swents am moomded befor fhe sorver oo up
Pl Activiy
3 Houn »
How long a pot shoudd indicala activby dar atter an avent
Prooy Enuleton
Blowy barrysr grabe s loop becks L
Controls f KF Sensor s alowed io make lmited edemal connsctions
Metwrc Frotocol Sradvzer

Enabka paciet dump fike ”]

Dump files s Lssful fordetalsd ansysis bt isos up 8 o of dgk ipace

FIGLURE & W Opbions Wil
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19. In the Systems Serviee wizard, leave the option set to definlt, and
click Hext

Set Up Wizard - Systemis Seryice “‘

._:ﬂ nalall 2a ayalama aardcs
A gypleme sorvice B 3 epecial Iypa of spplicaton et Vindoes nm ntha
bactegrmund and ia simiar n concent ta 8 LINEY ds=mon

The KFSaneer Server bacomas in rudien]. of the o goed o User. Bo you Can
log off ond ancther perscn can log on withoud affecting the scrver

Thi KFSaner Server can ba corlounad to alat sutomaiicsly whan the syeteme
stars; ewen before you log on

Vo must be logged o a the Admmisimetor o indal & spsbems ssvice

WWizam H=ip

FIGLTRE &.11: Syitrans Servce Wicand

20). In the final step of the Set Up wizard, click Finish.

Set Up Wizard - Firush

The KFSensor Sel o Yizand bes now ool =l the
miommetion i resds 1o configure your system
To read up on whene to 9o from hene click: the: buton below

Gatling Slatad

Wota on the Evalustion Ve

'We hope that yai fird the KFSersor svahestion tral penod
edficient o evaluats KF Sensor. H you i bk bo: v an
exdended inal penod, or have guestions relaied (o the podust
When gat in bowch with wge gl e Ywyvew keyfocue mel/contady

FIGLRE & 12 Fnad of Weeand
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21. The KFSenser Prefessienal window appears. Click FTP nnder TCE.

KFEoqenr Profuoccsal - Fuslustinn Teia
: Setings Hep
-1 H [ [ o7 ) |
e pr o

2B AN

i
4
M
i

Seroen Fuaring Vi d

FIGURE &.13: KFSenun Probssioml W
Observe that the color of FIP icon is green, and the FIP section 15
empiy, which means there is currently no traffic throngh port 21

wf WFEenEn T Profesonal - Evaluahion Tris - 0 “

R Vs SLEanG N NNy Hap
L PR 61 0 R
fserenr - lecalet - ManScemanio = | it Dussbian P AL

Bl 2134 Chractpley
N1 2008 NS IRRP Hiet - Bage
IR IED e

Sereer Fusreng Visnan: |

FIGURE & 14 Viewmy FTP Section

. Now, KEFSensor is confipnred to detect the Do ammacks that would be
performed on the Windews 8.1 machines from thes point forwand
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Hrasx 3 2 we Wil perform a DioS attack on this machine therough pert 21 from
an attacker machine, Kal Linnx
Perform I
Da% Attzek itch to the Kali Linux virmal machine and open 3 command prompt.
fi eck whethe pen on the tarpet machme

Chor

SHIE fHIAD.

. The command nsed to check the stams of this port is nmap - 21 [IP
Address of Windaws 8.1].

Mote: The IP Address of Windews 8.1 machine in thi= lab is 10.0.0.4,
which mipht differ in your lab enviconment.

sarve that pert 21 is open, as shown in the screenzhot:

o |

hp

30. To begin flooding, type the command hping3 -d 100 -5 = =flocd [IP
Address of Windews £.1] and press Enter.

roatffirect -
C

iPING 13.3.6

ping Ln. Tlead o

H Lab Mani] T
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ch back to the Windows 8.
Obzarre that the machine’

32 Once yon enter the command
machine and try to exploe it
frozen, which means that the resonoces

exhansted This means that the

FCGURE &17: Wectim Maches Fuailesl 0 Reaprnd

back to the Kali Limux machine, and press CtH+C o

iPING 13.3.8.4 [=th@ 13.8

\pirg e fload ne

CIlTRE & 18 Scan Teomribed
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Hrasx 4 34. Swtch back to the Windews 8.1 machine; yon shonld now be able o

Dotest access it

De3 Attack 5. Ohserve that the color of the FTP icon in the left pane has changed o
red, and the FTP section in the sght pane is flooded wath a list of
eTents.

36. Seroll down the section; you can see an event with the name “DO3

Attack™

i KFEensnr Profuss .

His Tisd  SCEWGD

s Seting

LR O N A e e R RS N

WFsereal - ecalt - M50 SCHo ~ | 3 ;
[

0 Ched il Por:

21 FTF - Racerd Acthaty |

uraikx  Pr

LA L [ R e

ot o T8 s [
+ e

i

E 4 )
S 308 WS VFHF Hisi -

LYTA- e

L]
s mmislsla ez i

kA

»

FIGURE 6 1% FTP Section Flosded wash D05 Atk Events

37. This conclndes that 2 DOS KFSensor has detected the DoS attack.

38. Choose a random event, right-click on it, and select Event Details... to
riew details of the selected event.

EFfermor Frofemmona - Bvalaation Trx

fopin Gpabom S Heip

s B LYY EE

[P ——— - —

i 0 Clowmed T8 ok
3 21 #1P - Kecemi Aciadity
FATR

]

L s

R s G Un e U LD Ta Wb B8 1 = |
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39. An Event window appears, displaying the event mmmary (on the
Summary tah), which contams the severity level of the event (High), the
desconption of the event (Syn Sean), the msitor of the even: (attacker
machine’s IF address), the name of the sensor (FTF), and so on, as
shown m the screenshot:

Event - 144

¥ Dentika | Skepniaung Daie

Earmorp:  Isensor

Start T | 4MBRHS 52715 AN A7

Desorphon | mum SrEr

@il Dati - 100 Eyles

B e el B Fok A e R e

FIGLIRE .21 Wreang, e Fvesst Dietule

. You may click the other tabs to analyze addinonal mformation selated
to the event.

. Mow, we will analyze the packet dump file contanmg the taffic
capmeed dunng the Do attack K FSensor stores the packet dump file
in Crikfsensoridumps by defanlt.

2 To wiew the packet dump, yon need to mse a packst capimsing
application such as Wieshark
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. Install and lanoch Wireshars located at DEWCEH-TeeslsiCEHvE Module
09 Denial of ServiceWireshark. If the applcation 1= already installed,
smply lamnch it from the Apps screen

. Click File in the menn bar, and then click Gpen....

N Ry BI2ET P k- L 1T

=, Wakstte
= i ki

# ks Guide

g Sample Caphengs i Security
FIGLUTRE 6.22 Cersing 2 Packer Thanp Flo
45, The Wireshark: Open Capture File window appeass; mawigate to
Cikfsenserdumps, sslect the packet dump file, and click Open.

| ‘Wireshane Ogen Capture Fig

phedump_b_101 50416 AMEI555 AN Rin |

readme b ArAras a1t AW et Doy

PAEL 11 Mk e

o
"]

Tewrueart rarew sl ton

Matvwork rarmm: mackéon

¥\ medmmial restwork e macivar

FICIUTRE & 23 [hyenting thee Pucket Thonsp Filie
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46. Wireshark loads the file and displays the packer’s details, as shown in
the screenshor

i
Tl PEEEAT | DR OO0
1% Pt ;. RO
el EROLEAL ! EEXCEIXEACENCEE CEETa
B S R R

PlEd A

THEY 04, ETIEIT
T3 54, BTIENS
Td4Y GAETIETE

FIGLRE 624 Ascdyergr the Packet Durmp Fie

47. You may analyze the packets to pet information related to headess of
the packets, sonsce IF Address, and so on

Lab Anal

Amalyze and dooument the resmlts related to dhis lab exerase. Provide your opimion
of yonr trpet’s seeuity posmre and exposare.

O Yes E No
Platform Supported

ET.f-Zlnssrc;mn il jlahs
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