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Enemeration iz #he proceis of extrading user wames, maching wames, nenvor
resurces, shares, and ervices fimm @ gytens, and &5 ondicted i an BEvEne
ST

Lab Scenario

With the development of nemwors technolope: and applicabons, metwork
artacks are greatly increazmy both mn onmber and seventy. Anackers aloars look
# Test your for Service vnlnerabdities: Applicanon wmlnerabidites on a netowork or servers. If
— towiedze  arackers Bnd a flaw or loophole in 2 service ma over the Internet they will
mmmediztely nze it to compromize the entire system and other dat fonnd, and
thnz compromize other netwocs systems. :1..:.1.|_:|.|:1 if they find E workstation
L Wodbock semiew it admunistrative provileges with £mies in thar workstation's applications, they
can execnte i arhitrary code or mrplant wimses to intensify the damage to the
netwod.

inframation

B Wb smarie

Az a key technique i the network secusty domain, an Intmsion Detection
Systam DS plars 2 miral sole in de-tecm‘:.g'ra.f_nl,.» kind: of attacks and seenring
the nerworks. Therefore, 25 an administrator, you shonld make snre that
services do not ma as the oot nser, and shonld be canton: of parches and
npdates for applications from vendors or seenoty orpanizatons such as CERT
and CVE. Safegnards can be implemented 3o that email chent softoate does
not anromatically open or execnte attachments

In the first step of a zecuory assessment and penstmation testme of yonuc
organization, you  have collected open-sowrce  information  abowt  yons
ofpanimaton. MNow, yon need to perform enmmemtion on the netwodk Tn this
step, you have to probe the tarpet network further to collect more demils, such
2z network machines, nsers, and shared folders. As an Fxperr Ethical Hacker
and Penetration Tester von amst know how to ennmerate target netorodks and
extract Lists of computers, nser oames, mser gronps, pos, Opesting SyStems,
machine names, netoork resonsces, and sermees, mang Tanons ennmertion
techniqmes.

'.'.._:
o |

_ab Objectives

The ohiective of this lab is to provide expest knovledee on netwodk
emmmeration and other responsbidines that melnde:

®  Tlser name and nser pronps

®  Lists of computers, their operating systems, and parts
Machine names, netwock resonoces, and services
Lists of shares on indmidnal hosts on the networdk
Policies and passwosds
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Pk Lab Environment
demenstiated in - Tp complete this Iah, yon will need:

this lab are 20 ;
wailable in " Windows Server 2012 as bost machine
D:iCEH- ' Windows Server 2008, Windoows 8.1, Windows 7 and Eali Linnx as

ToslsiCEHV virimal machines
Module 04 _ _
Enurmeration * A Web browser with an Intemet connection

®  Adnwndseearee prvilepe o ma tools
Lab Duration
Tame: 85 hBanrtes
Overview of Enumeration
Enmmernon is the process of extracting nzer names, machine names, netwods
tesompces, thares and sermces from 2 system and 15 condncted i an intranet
ENTHOIHTENT.
Lab Tasks
Recommended labe o aszise 7on in eommeration e
* NetBI08 Emnmenton Usng Global Netweork Inventory
"  Emmmerating Memrodk Besonrces Using Advaneed IP Seanner
*  Perfornwng netood smmmeration nane SuperSean
Ennmerating Resonsces in a Local Machine Unng Hyena
Perfommung netrods emmmeaton nany HetBIOS Enumerater
Enmmerating 2 Metood: Using SeftPerfect Netwerk Scanner
Emmmerating 3 Tarpet Metwors nang Hmap and Net Use
Ennmemting Sermces on 3 Target Machine
SNLFP Emmermton [sing SNMPCHECK
[DAP Enmmeration Using Active Directory Explorer (ADExplorer

Pedormung Netowork Exmmertion Uang Vadons DHS Interregation
Taals

Lab Analysis

Amnalyze and doonment the el selared to this lab exescise. Promde yonr opumon
of yons tarpet’s secnaty posure and exposmre.

(ZEH Lab Manusl Page 350 Fehical Hacldng and Counsernseasses Copregde © by B-Comell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgh™ ™™ ""*"HaCKRRMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Wl EndBelatin HaCkRhInO-TeaM !

Lab

e Ty L
ork Inventory

=

Global Nemvork Drventory & wsed ar an audit scanwver tw ere deployment and
GRENT-TEE ENTITORHENT. Ir soans compugtery by IP r.;ug- By ’iﬂ'?;“i‘.n’.l.' and single or
mealighile compurers, as defined by the Global INemark uu.fb"'.:.w" Bt filk.

Lab Scenano

The first step of exnmeration is to collect the names of the machines in the
netorode, nclnding switches, network printers, docnment centers, and o0 on
Later, you will probe these machines for detiled informaton abont the
netorods and hose resonsees. In thiz Iab, von will learn how netorodes are
scanned naing the Global MNermok Inventory tool

This lab will show yon how netwocks can be scanned and how to nze Global
Netwrors Inventory.

ab

Taals To complete thes Iab, von mill need

demenstrated in i
this 12l ara " (dobal MNetwods Inventory, locared at Dy CEH-TeolsICEHvE Module 03

available in Seannhing Netwerks Seanning TeelsiGlebal Hetwerk Inventery Seanhey

D:\CEH- Ton can also download the latest version of Global Netwods Inventory
Teols\CEHVE froum thas Link
M“'"n'f' i hitp: / fweww netosoft com/prodnets‘global nerwork mventory./en
Scanning 1 feamres hrm
Hetweorks S B ™ Lol

If you decide to download the latest version, then screenshors shown in

the lab nyight differ
A computer maonimg Windows Server 2012 as attacker (host machine)

Another computer moning Window Server 2005 as wichm (vrmal
machmne)
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* A Web browser with Intemet access
®  Admarestratre prvileges to mn tools
Lab Duration
Time: 10 Miamites
Overview of Global Network Inventory
lobal MNetwork Inrentory is one of the de facto tool: for secunty anditing and
testing of firewalls and netwosks. It is also nsed for Idle Scanning.

— B
| ASHS

Lab
Mavigate to DRCEH-Tools'\CEHVI Medule 03 Seanning
Metwerks Seanting Tosls'Glebal Netwsrk Inventsry Seanner and
douhle-click gni_setup.exe.
If the Open File - Seeurity Waming pop-up appears, click Run.
The Global Metwerk Inventory Installation Wizard appeass. Follow
the steps to instll the application.

Global Netwaork Inventory - Instalishietd Wizard m

Welcome to the Installshield Wizard for Global
Nebwork Inventory

The Instalishield(R) Witzard will instal Glabal M=twork Imeantory
on your compuber, Ta conbnie, dick hext

ViARNIG; This program 5 protected by copyright lew and

Hext =

FIGLIRE 1.1: Cildsal Meforwk Trmmhiony [=stalabon Weos|
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4. On completmy the installation, lannch Glebal Netwerk Inventery from the
Apps screen
MNote: If the apphication lamnches ansomaneally after memllanon, skip 1o step 5.

! Shbbl FAL . Wit Cusonk
a. Sl L e ﬂ o et
Foaverfia re 20
ﬂ Wazrnntt Pubd ndar
‘ el
!‘E i Wl m hicroeolt Word
SCTIE Dols Lpid R it 1]

O Lz rie s T
TR E AT DA i

B Laniuand L Senve
LY e e | naalaien Cenisr

- Tty Cermicaie

11 'VBA Frrger

“ i cvowah Chiz . Tyt el Empport

Cymanmes Uuia (100

FICATRE 1.2 Wil Serwer 342 Appm wcrem

5. The Global Network Inventory GUL appears, along with a Tip of day pop-
ny; click elese.

Tipod tra D

e e e N [T S

ot Mehwiork Ervmsrey e wnukeee
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6. Log into the Windows Server 2008 wmrmal machme from HyperW
Manages

7. Nowr, switch back to the host machine The Hew Awdit Wizard window
appears, chick Next.

Newr Audit YWizard H'

Welcome fo the New Audit Wizard

T ni 22l wdll guicis you Thiugh B precas of oeating 3

reny IMvertony ot

B Wicwn s ek,

sk ks nalh

\ CRAL NETWINK INVERTORY

e sl snamber of

skl

FIGLTRE L4 Gl el Meswcni Trovizsiomy s junis wemand

8. The Awdit Scan Mede section appears; select IP range sean and click
Hext.

Neaw Audit Wizard

cmrezalile

schemes At Scan Mode
m all vaewn e meperts To star 8 revw eudi scan you must chaoes the seeranc that best fis hos you wil %

be using this scan

£_1 Sngie sddress acan
15= s modes F yoed wan bo mudi 8 sngle compule.
1
moda ¥ o wan to sudl 3 goup of compuben wihin 3 dngls 1P mrga

! Domain scen
Crongs s moda F Yo warml 1o 2008 compulan That ans part of the same demani)
- Hoat fle acar
Choose tis mode to: audt compuiers apacfisd in at fike. The most common
a1 3 Qroun oF compuben wihc ; ¥ an P rangs of 3 domei

Cronse s mode F ipcas wan bo audl compolen wing & demain login ser
& gudi 3 wil b aponad tn & shaed decdeny. R can Barbs uid in the
domain loan st

Ty coariinue, chob hest

FIGIURE L5 Cikodadl Metornrk Ereeriory Ak Son Mods st
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9. The IP Range Sean secton appears. Set an IP range and click Hext.
Mote: The IP mnge might differ in pone hb emmronment
hhew At Wizard ﬂ'

1 Fange Soan
Spscity =n [P Rerge bo Audd.

P =i
enga

From.

W Laenaes am setancks
Ericorsd mabeer teoen -
[ I
Bosrmes ho comner adklicend
adkdmrars camn be purchass]

= any tirvas i reaguine

FICILTRE L S 1 TP g hsian

10. The Anthentication Settings section appears; select Gonnect as, enter the
credentials of Windows Server 2008 Virtual Machine, and chck Next.
MNoter In real time, attackers do not know the eedentials of the remote
machine /naclenes. In soch case, they =mmply choose the Connect as
. . t ewrently logged en user option and perfom a scan to determune which
S maheines are active in the network In snch case, they will not be able to extract
) informanon about the tarpet except s IP and MAC addresses. 5o, they maght
nze tools such a: Nonap to pather informanon about open ports and sammices
mnning on them This kb is just for assessment purpose, so we have directly
entered the credentals of the remote machine and are able 1o access the
rrentory Glohal Mermod: Inventory applicancn.
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Mew Audit Wizard

Authertication Settings N
Speachy the authentcabon sefings o use fo comnect to a mmote computer

Connect & cumentty ingged on user

&) Comnect 39

Diomizirl  User name. | Acminksimtor

Paesaond: TITTITITT]

wrhuie 2 et
v, chitly, warkly, oof

Ta contirwie, chok bast

e e

FHALRFE L7 Cilibal Metwork Brvwrsoey Autharzabon sty

11. Leave the defanlt setrengs and click Finish wmn the fioal step of the wazard
Mew Audit Wizard m

Compleang the Mew Audt Wizard

ou as ready to gtart 3 new |P rerga poan

Yoid can aal 1he faloiing options Tor this acan

B To o Sy s
ewoe Repocts |%¥ Do et recond unavailable nodes
Lanfiguse reports fnas i
Far rraan mremn aimd e 1 |-f Open scan progress delag when scen slarls
ot 1 teve ot s g
5 b, Fach erques can Rescan nodes thet have been successiuly scamed
ks )

ridepr=iertly | Rescan, but no mare than oncs 2 day

GLOBAL NETWOHRK INVENTORY

To complete this wizerd, ciick Finsh

[

FGLRE LA Gl Nepaok Ty Bl fudt wemand
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12 Tr displays the Seanning pregress in the Scan Propress mindow
] Scan progress [=T= T

Hame Fercan

14 125342

WIN-TERA00EATS. || B [ 4125349

ELY Fikseengg i 5 quick way
s fimnl 1 bt oof dlata
et o dasweet. A Bltemd
'WIN-EODHLIGMEPR

IR e = R e . E

M4 12E243
14 125343

HaaEns
o Open s diokag wehen scan sats Elspsed tme. 0 min T x=c
| Chaes tiz dickag whan rean comphsss Scariied modes )24

' Diort dizplay completed semms

FRCTRAE 1% kel Memwrark Trretrory S, Progpos

13. Onece scanning is completed, the scanning resnlts are displayed, as shown in
the following screenshot

0| WeTwert | Bmary « | e e el

HICTR =

iy by gl Ll o s i

FIGURE 110k Clerted Mepwrark Trnversoey reik wenkes

CEH Lab Munus] Page 357 Eshical Hackdng aull(kluutrnn.r:unm s L 1
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




HaCkRhInO-TeaM !

“ENTE

Examine the
Seanned Machine

YOuR SeCuiTy iS NOt EnOUgh

Widshinier 0= [Fnd et HaCkRhInO-TeaM !

Mote: The scan resmlt and the snmmary of the scan in each tab might vary in

your lh envisonment

14 Mowr select the IP address of Windews Server 2008 (10.0.0.11) wermal
machme i the left pane, nnder View results, to mew mdnmdnal resndts.

=1 Glanal Metwors [memory - Lrregiered

Vs B Pean  Dam

& - » GuOw- [0t ¢ SoEm
Wemitiun
u ¥

Trom
o o, - WWALIFICLSH (L1

F ke

T3 Hewrw v Froosn v Can [+
|

TOOE T [CTRIHT 1]

(R B s e LRE A i [T )

6 Cors . [P TEH

DBk

FIGLEE 111 Gikadod Mesweork Trovirity bbbl moctons: mmds

15. The Scan Summary b displays 2 boef snmmary of machine that has been

seanned.

= T exmifggene nmits
Bwsitory el chuscos Soan |
Rty hex

el Frooer b
sroa wnaes el ek ther
o beckmy oot

bl Mebwors Iresmnny - Usregisiered -Lm
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16. Yon can even hover the monse oursor over the computer detadls @b o mew
the scan semmary, as shown m the following screenshot

=4 Crooal Metwork iverwory - Linregleiered =1 F-'m

K YEw S TENE - BEIETH FEE

M. g wi @ O ¢ BEOEE

2 Beldide IF e axl
wheti s Oof etk
apmirce wich a8 sebwork
g, oot dhmen,
mibr, srud ot e

ar Fos qmph addro

FEGLURE L15 Clnknl Frovergory digebay #a Sisen narsioey

17. The Opemting System @b displiys the opemiing system detils of the
virtnal machine.

[l Mtk inwendory - Linragimsned

T Bapeorrt data i FTMI,
WML, Mecrcash Excel, sl

et fcinats

Taa | bursfa]

La 1L hibory iy Lk 3082 for-duth addmm

FICAIRE 114 Ciliodind Trrwersteny {ysemtbagr Soveen -t
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18. Hover the monse orer the windows detadls @b 1o wew the complete demils

of the machme.

Crooal Metwork Ivervory - Linregleiered

ar Fos qmph addro

FIGLEE 115 (Glelal Fereesioony dhgidiveg the cperating svwiesn desels

19. The Bies section pives demils of Bios setmungs

ol Mebyork Tnvennory - Linnegistered:

=] <

i W BRI (TTH 8 1=l |
=i Ficed Mara . "wTHEIOHCOULREST ICDUHT= 1|
=1 Tt 1A3EH 112 B PR ] URIT )
WATAT A2 [T DAL Mo

FIGILTRE L 1& (ilodzal Mok Inwsiiony Bon mammeny o
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20. Hover the monse enrsor over the b confaming the eos information
shown in the following sceenshotr

Crooie! Metyori fnverpoey - Umpegiviered =7 F-'m

L Frorml ackion -
Sz the coned e

Y i
[T
EEETM R TR S =

= 7 1 Hoed Hard

[#a

ar Fos qmph addro

FIGLTEE LT7T: Gl Merwed Tiwniiony dbplongs the Bes asrimny sfoombim
21. Under HetBIOS, complete demils of NetBIOS applicanons ace displayed.

oo Metwoek Smverrory - Linregimenen I= .'“m

= B

i

Tt - WOR A DLP (LD =]
N AfIATT « ] — i Ficed Hare . "WTHEEHOANTT COUKT =3
=) Twestang 1420 &0 FPH K URT=3
| wH-FO 1

il Bickory g uae Lik jove oo qurh sddmin

CATRE, 18R Ciloted Metork breeerey MBS
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22 Click each NetBIOS apphicaton to mew its demils
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23, The User Groups b shows nses scconnt detadls by wods growen.
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24 Hower the momse cnssor over each wods gronp to wew 5 infosmanion
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25

FRILRE 1.2

[ikelsd B Dinvrastoory gl the U prongns e v

The Logged on tab shows denaied information of the logged on machine

Tt Metwork Invenfory - Linneginerer

| b B

Tatul | korei|

il Bikorr ey Lok 101 e e a@ih sddrin

FILEE 122 Gl Meswerdk Trovirehony Loggoe| on sl
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26. Hower the monse cnrsor over the domain name to wew lop-on details

Glaas Nemwort Fvemory - Unnepsieres =78 _
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FIGLEE L2 Gl Metwerk: Troverthony dhpbrergs the Logged on edorsroion

27. The Sevvice section give the details of the services mstalled on the machina.

= Tkl Mebwork Bmemboey - Lirre glFienet:
K WEw A TedL RRIgiH MR
o g aflia. O« BOEE

Wby rHAEL - o

anAnEN

Fisrre

L LD =131
W IHCSORE N L

B puls Bikorp d e Liok 1ove foe amth sddmin
L 1

FIGLEE 124 (il Meswck Trviion: Sirvics:
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28. Hower the monse csor OTEL a0y %ervice to Tiew its details,

Cona MENWCTl TReniiiTg - L meves [=To e

o || =] 22 red

ot LR EROUF T LT =111
P, g M LTIHD MEFT DL Tl 7
Terw inicg i 1 hL e

FICILIRE 1 25 (fnded Metwrork Iy diapbmng the Serion mdooyoiae

29. The Installed software section displays details of softoase mstalled on the
virmal pachsne.

Gclial MeTw it oy - Lragidaiea

ApeERH LT 11
AN 26805 P LR 1

vy bt v (otheer v
itz T eforok
wrniy. By defa, Cilkolal
*aerwaork, Timran oy s 1

ek pacwnon FICIURE L35 Glolral Mtk Erverteey Mok Adipre tal;
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30. Hover over softvace names to view their detads.

fichal Mevarrk veminey - Losgisrsn

FIGLRE 1L.27: Clledtnd MNahwniwk Irnventeey ooy the MNebwork: Ackgier niftnrshen

Analysis

Docnment all the IP addresses, open ports and moning apphications, and protocals
yom discovered doring this lab.

O Yes
Plarform EILI'PPDHEd

B Classroom
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Lab

™ =
b’ ™ ;I"'\::F']s "] — |
. Resolurces

A obyrmrsesesed 1
aavanceaq ik

Advaned IP Soanmer &5 a free network scanmer that prosider varions fypes of
snfarmagiion reparding docal nefwork conghaers.

ICOM KEY
{7 “alnakle
infoomation . . =
Lab >Ccenano
" Test rour . . 2 - :
Inomiedze It becomes very important to pedform olnerabdity scannmg to find netwods faws
and winerabiines, and patch it np before antackers can mtmdes mro it The goal of
mnning 3 scanner 15 to idennfy devices on your netorod: that are open to known
L Wadbock review - vrlnembilities.

= Wb exercme

Lab Objectives
The objective of this lab 15 1 help smdents perform a local netoork scan and
discover all netwror resomoes.

Tonneed to:
*  Perform a system and netwodk scan

= Toals ' Ermmerate nses aceonats
demenstrated in "
this lak are
available in Grather nformanion ahowt local networds compiters
D CEH- ;
Tools\CEHVI Lab Environment
Module 03
Seanning In thas lab, yon wll need:
Hetwerks o P Se : ; ,
Adranced Seamner  locared  at DICEH-TeslsiCEHVE Meodule 03
Seanning Netwerks Ping Sweep Tools\Advanced IP Scanher

Yon can also download the Iatest version of Advanced IP Scanner from
the Ik brrp:/ ‘worradvanced-ip-scanner com

Ezecnte remote PEETRnLn

If yon decide to dovmnload the latest version, then screenshots showm in

the lzb mighr differ

CEH Lab Manus] Page 347 Eshiral Hacking amd Counermscasmes | ;"':rl:. = EC-Cemmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgh™ ™™ ""*"HaCKRRMO-TeaM !
wE FrEE t0 FIY




HaCkRhInO-TeaM !

N-ETTTEN

Install Advaneed
IP Seanner
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A compnter moning Windows Server 2012 as amackes (host machme)

A computer mameng Windows server 2006 as vietim (mirtnal machne)

A computer moning Windows 8.1 as wictim (virtoal machine)
A Web browses with Internet access
®  Adminsstrarve prvileges o e this tool
Lab Duration

Time: 5 Mimues

% g pry — - y g = o - = 1
Overview of Network Scanning

Metwork scanming 5 pedformed to collect snformaton abont Ere systems, open
ports, and e Tlnesbilites. Gathered infoomation is helpfml in deternmning:
network threats and wlnembiities, and to know whether thee are any sospicions o
nnmthosized IP connections that conld enable data theft and canse damazpe to
LES0TCES.

Lab Tasks

MNawigate to D:'CEH-Teeols CEHvY Medule 03 Scanning Netwerkis Ping
Sweep ToolsAdvanced IP Scanner and donbleclick ipsean2d.exe.

2. If the Open File - Security Waming pop-up appears, click Run

j. Select a lanprage. and click OK.

Select Setup Language

Select the language to use during the
retalation:

Engish {Engish) v|

aK

FRGURE 2 1: Skt ety Tmgpgye g

Cance| |
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4. Select Install, and click Hext.

Setup - Advanced P Scanner 2.3 (=18

Welcnmes to the Advanced IF Scanner 4.3 Sebup Wizard
Specify wheder you mant bo irstal Adwanced 1P Scanner 23 or just run ik

Sewt action:

Rum
Aun por b yersion [no Installatan nesded)

® Tnckall
Program vl be nstalled, For scyanced sethgs =k “Acyenced sethrgs” cheddaox

| advarced settings

[

FEVLME 2 Aibarics TP Seamer whip

5. In the License Agreement step, select | accept the agreement, and click
Install.

Setup - Advanced IP Scanner 2.3 (=18

Lic=nse Agresment ¢
Flease read the following important information be fore condinuing

Plegoe read the -"ljil.'l:'r_, Licerae By e, Vou maat scrept te bern of s
sgresment before conbrung with e nekslgbon

Advanced IP Scaniner

END USER LICEMSE AGREEMENT

udmals oof TP adkd s
smukaneoushy
NOTICE TO USER:

# | arcept fe agres=nent

I do rict scc=ct the sgrssment

< Hack [retall | Cancel

FEVIME 2% Achorer TP Scamer whip
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7. The Advanced [P Scanner GUIL appears,
screenshot

Advarced B Scanner
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Mowr, innch one or more mirmal machmes; in this lab we are loggme into
Windows Server 2008 and Windews 8.1
B e s . Swach back to the attacker machine (Windews Server 2012) and speafy
R, R T the IP address mnge n the Select range fisld

Scan a Netwerk i i
te Diceaver hasts 10. Click Sean button to begin the scan

Advanced B Scanner |:J_“m

Fik  Aciigns - Jebirgs  Mew  Hep

h}_ nE PkC

Favortian

Heme

FIGIUTRE 26 Searcang s Sdnes
Mote: The IP addesses mnpe might differ in pone lab environment.

11. Advanced IP Scanner scans all TP addmesses within the mnge and displays
the sean results.

B T stas ok wear

shumany 3 ghe: lottcen e

azle of the window

12 Tr displays the stams as alive =+ 25 thowm in the following sereenshor
Advances B Scaner = e

crerguaerh Just dove 5 he
of machines vou need sl
szl piner bils

d o atiifg asdieraheally

FIGITEE 17 Mdbeacre! TP Sizwmeer chysbrpng Alve Fost St

Mote: The scan results mishy differ in your b environment
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13. Mowr, you have the IP address, Hame, MAC address, and Manufacturer
nformation of the metim machme.

14 Click Expand all to mew the shared folders and sermces mnning on the
Tichm machine,

Aanced B Sracer =[8

12 whvw, U deard, 245 undonown

Apvanced B 5anmer

FIGRE 2R fAdbvancr] TP S (Bapbeying duom] Soblers anl sevvam
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15. Right-click any of the detected TP addresses to list Wake-COn-Tan, Shot
dowm, Abort Shot down, and other options.

Aanced B iarmer

FENTE
Examine the
Options

FEFLRE 1% Faplory; the wetim riaschories

mtciely wih Aclvwecs] TT
S, if Wikesm-[ AT

16, Using these options, you can ping, traceroute, transfer files, chat, send a
meszage, connect to the victim's machine remotely (maine Radmin), and
30 OfL.

Mote: To nse the Radmin option, you need to install Radmin wiewer, which

you can download at www radmin com

17. An atracksr can also make nse of these options, and nse varnons others
(e.g., shutting down a remote machine) discuszed below

18 You can forcefully Shutdown, Rebeot, and Abort Shutdown the
selected vicnm machine.
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19. Right-click 10.0.0.11 and select Shut dowh....

Arvancad P Siarer

B L ——

nctras g or g
sz fior

mant. Thes S i

aader o BNCE if
il sl wrputen = i :
Ldnnkior 10 T Micigsoft Coaparathar
1ot
L =y T =TT - =
- E oL g e[ o] 1l Microwcft Corpaitzn
prerataon i the end of de
wenknyr

Ly
Wit " olel o Fawzrtam

R selscien

12 ahvm, (I duad, 245 uninown

FIGURE 210k Shusttng choam 3 wirnal nachie

Note: 10.0.0.11 iz the TP address of Windews Server 2008 wvicmal
machine, which mighr differ in yonr lab ecmronment.
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20. The Shurdowm optons window opens; set 2 Timeout (here, 10
seconds), and click Shutdown to shnt down the wirmal machine

I:H Wind=gmomnt s -_'. Shuiidawn optiong '

Lk "Windons suthentficaor
Lser nare

Pazesar!

Trascurt [sac)i | 25

Hessage

v Forced shutda sm

FICGALIRE. 211 Sludwgy dimer i vl raciane sty

21. The Shutdown results pop-up appears; click Ok.
Shutchaw resulls !'

I:;:I Ther i the

¥ b ruan quick

sedncsn] consputes

FIGLEE 212 Shurtog g & mrful oo
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22, The wictim machine will shutr down after the specified time ot (Le., 10

BATE - Virtual Mathme Commection

The virtual machine "Windows Server 2008 is wrned off

T sfars B wirlunl mschie. ssiect "Sierl’ fom the Action meog

23. Thus, an ana

prions to retreve shared files, me stem related mformation,

Docnment all the [P addresses, open ports and their mnning applicatsons, and
protocols discovesed dung this lab.

O Yes
Plarform Supported

[ Classroom
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ICOMH KEY

T Valuahle
infiorenatiom

# Testyour
B Wb swarse

L] Warkbock review

Teals
demenstrated in
this lab are
avail akle in
D:'CEH-

Teels CEHVD
Medule 04
Enumeration
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Lab

SuperScan i a TCP pore scanmer, ponger, and resolver. 1ty feavsres tuclwde exdensive
TP fudoms hast ensimeraation arbakilety, TCP SYIN seamning, and UDP soaming.

Lap ':lu. nal H:"

Drnng enmmeration, mformation 1 .—"l:e-:.'u_mﬂa]_" collected znd indimdnal systems
are idenmified Pen testers emnmne systems in their ennrery to evalnate secmary
weiknesses. In thiz bh we extmer NetBEIOS infomation Tes and G—’cmp
Acconmnts, Network shares, and Tmsted Domnsin: and Sermces (mnming or
siopped). SuperScan detects open TCP and UDP pors on et machines and
determines which sermees are mumsng on them, allowing amackess to explodt these
open ports and hack trpet machines. As an Expert Frweal Hacker and Penetration
Tester, yon can thms nse SupesSean 1o emmerate targst netwocks and extract hsts of
COMUIers, TSer fames, User gromps, machme names, network resoneces, and
SEITACES,

Lab Obj *‘7"'-'.;{*

The objecove of ths bb s to help smdenrs learn and pedorm NeBIOS
enmmeration, witch i carned oot to obtaan

®  Lisrs of comprters that belong to a domam
®  Lises of shares on the idrmdnal hoses on the nemodk
®  Policies and passwords

Lab Environment

To comgplete this lab, yom will need:

" SmperSean iz located at DOCEH-Tesls(CEHvY Madule 04
EnumerationNetBl 05 Enumeration Toals'SuperSean

Ton can also download the latest verson of SmpetSean from this hnk
hitp: / ‘wwwr.mecafes.com s /downloads free-tocls fsuperscan aspx
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A compnrer monng Windows Server 2012 as host machine
Windows 8.1 ounme on a virmal machme as tarpet machine
Adnunistearve pomlepes 1o nstall and ma tools
" A Web browses with an Internet connection
Lab Duration

Time: 5 Mimes

s e r aniE ey
Overview of SuperS

The prrpose of SnperSean 15 to pather informmarion such as:
a1 Acconat lockont threshold
b. Local gronps and nser accomnnts
c. Global gronps and nser aceomnts
2. Restrict anomymons bypass soutine and alzo passwosd checking:
a Chechks for nser acconnr: wth hlank passoosds
b. Check= for mser accomnrs with passoords that are same as dhe
nsemnames in lower case

i b T L

L) I SRS
1. Lannch Windews 8.1 virmal machine hefore beginning this lab.
2 Soarch back to host machine (Windows Server 2012), navigate to
D' CEH-Teols \CEHvS Medule 04 EnumerationHetBIO5 Enumeration
Tesls\SuperSean, and donble-click SuperSeand.l.exe

3. If the Open File - Security Waring pop-np appears, click Run.
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4. The SuperScan main window appears, as shown in the following

sereenshot
= e aEn A1 T=TeEE

==can | Hex eed Serace Dooorsesy | dcan Oplone | Tack | 'Windoet E rareston | Akt |

| HE -

* Bagmrer s spesd #

HegnamdP | s | [Erm En

* Suppent Fir unlersel T7 TR . |2 E EF
- au P X[

EmiiP I

= Tergricsh heowe dasietion #
gy mubpde TOMP
e

= TCP 5VM scanning
* UG scsnning o
mathech

= TP aujderns wipad
sty raiges and

CIDR hocsrmes

L 'k Foundstone

v Sargle HTMIL mpot

fEnemation

STIIME reRiTTgL

* Exttmave hamer

gribhbing
3 Y HTHL Fanalitz

v k- poart Gst
T E ekl

* TP amel peoes scan nder
mmidhimreahon FIGLURE 31 Sipwerfen e weelow

g '_‘_"';'”'” e umefal 5. Click on the Windews Enumeration tah.

oA,

. Enter the TP address of the tarpet machine i the HostnamelP/URL
I textbox. In this lab, we have enteced Windows 8.1 virmal machine TP
mrETtiAr Al alry RMﬁS.

Mote: This IP address may differ in 1ab envisonment.
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Check the types of enumeration you want to perform

B Now, click on Enumerate.

Suparhean 41

Tphara | Tools | 'Wesdorws Droarasadon | dbyad

Eroness Dipkivs]

Arg0n s Polies
ham

[Cscorasare
Farcls [mw ol Dy
e b
Bl
T st [ i

& Foundstone

i

SuperSecan starts enumerating the promded hostname and displays the
results a: shown in the following sereenshot:
o oy T= e

Ilr. Al ] ) [a) i

FIGLTRE 1.2 SapsérSeis reamn wrnchire wnih TP Addoex

F Yiu o ouse
BupeeScar & perhoen port
aSpm,  erimeve  gEmerd
ot mibmatem, ach
ap  poomy Woleps  al
wacanadea, i

% hizat minnrddes

whers, proaips, aul

FIGLRE 35 Supedican: srom windins unth reailia
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ELE Whrickerari X St

Pack 2 has errnonn] mow

Akrts i, win
mwow fimit S anld

YOuR SeCuiTy iS NOt EnOUgh
Wik (= EndifDefatiin HaCkRhInO-TeaM !

10. Wait for the enumertion process to complete.
11. After the completion of enmmeration process, the stop button changes

o Enumerate.

12. Seroll dowm the window. An Enumeration complete message will be

displaved at the end of the enemeration result window.

SugerScan 41 SN |

=an | Hexd ard Sarece Crcavay | Scan phare | Tack Windose Erassston | dbos

Baatname AFAUAL (10014 T Ereaews | Dpeors

FIGTRE b & Suparfoan Frasiesm arpiend
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13. Now, scroll the wandow to see the results of the enmmeration.
EH tasx 3

Analyze the
Results Scan | Hext ard Seracs Dtcavary | Scantpaors |

HeatramaAPAIAL 100L4

Sugeihioan 41

Toaky - Wirkdowe Er

W10 E Bk Foundstone

B v e

= frewr
By Fwwen Tosandhibere 2o

FIGUIRE 1.5 Superfan Frnamernfaon Resuk
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14. Ta perform a new ememestion on another Hostname, click on the Clear
button at the top right of the window The option erases all the
PHETIONS resTls.

Smerhem 41 T=To e

o | Wi el B Chiomm s | Soanidpian | Took  Wrdors Eraarmrobors | atas

Baatname/IFAIRL (0014 Ersmsts | (pbere [ ]

merpurahy, o srow nast bhoeck
ety TOMIT prackets, mach

FIGILTRE 3 Sy sroan wirddow wath reailiz

I =k Armashecic
LAl ANATYSIS

Amalrze and doenment the el melated to this lab exercize. Promide yoar oprmon
of your tarpet’s seouity posmce and exposare.

tYes

Platform Supported
F_T.Clnss'rm
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Lab

Hyena e an .Ex:*.«::l-'*-dr, anterfiace for all oferations, .HJ..-’f..:f.-wg right-click conenct
meenss for all objects. NMancagensent a*’ wsers, growps (ool and ghobal), shares
AOmAIINT, oY ::-fs!w Feryicer, depies, ma'm* Jles, pruvers amd priwt jobs, sessons,
apen filker, dink space weer riphts, mersqping, \":Jr*ug ok scheduling, processes, and
pranting are il a,.f**'m?m

Hackers eammente apphicanons and banners m addinon to sdeon freng nser acconars
and shared fesomrces. In tus b, Hyena nses an Ezplores-strle intedface for all
operations. '-.[aua.g&ﬁ:: of wsers, gronps (local and global), shares, domamns,
compnters, services, devices, events, files, pnu:JLs and pont jobs, session:, open
files, disk space, mser nghts, messaping, exporting, job schednling, processes, and
printmg are all supparted. To be an Expert Ethacal Hackes and Penstranon Tester,
you mmst have sonnd knowledee of eonmemton which requires an actre
comnection to the machine being attacked

alb Dihiard o
A ":'.-..'}i:'-a. uves

LA

The objectve of this lab 5 to help smdents leam and perform nerwork
smnmeration of:
= System nser informanion
*  BEnmring system sermces
L Teels Lab Environment
demenstrated in
this lab are To pediorm this Iab, von need:
ailable i
:E;_'_E]h ® A compnter maning Windows Serrer 2012
Teols'CEHVE ®  Admiristrare privileges wo mstall and mn wools

Module 03 ] i
Enumeration *  “Yon cn also dovmload this tool from following lnk

hitp: /o srstemtools . com Trrena /download btm
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* If you decide to download the kxtest version of this tool, the seresnshots
Lab Duration
Time: 5 Mimtes
Overview of Enumeration

Ennmention is the pro of extracting mser names, Mmchine pames, netwods
fesonrces, shares, and : from a system Erommemton techmooes ame
condncted in an intranet emviconment

I. Mamgate to DSCEH-Tools'CEHWY Medule 04 EnumerationtetBIOS
Enumeration Teols Hyena and donble-click Hyena English_x6d.exe

. If an Open File - Security Waming pop-up appears, chck Run.
3. Hyena mewallation wizasd appears, chick Hext.
MNote: If you are asked to msmll G+ Redistribute, click Install. After

insmllaton, if it requeres

W i ma o B fneallSSiekd o G Hypese w05

Tha sl uleod n@ eesl Hpme o105 oo eves s Torenieos eied: i

FIGURE 4.1 fnesibesion of By
. Follow the steps to install Hyena

On completion of mstallation, InstaliShield Wizard cemplete zection
appears; click Finish to complete the mnstallation.
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6. On completion of installaton, limnch Hyena application from the Apps

SCTeen.

Apps

fourk g el T Wirdoms

Arrrome Aroms Prwersh (sl
Sewiaky ! W
-.'.": Fathan Powerthel 158

Server hanages Wi oo
Pirwi Sl 158

FACFUIRE 4.2 Wieakrars Server 3012 Drusles] Ay
7. Ii the SystemTeols Update Notification Wility appears, chck Close.
If the Registration window appears
If the Hyena dialog box appears, prmpting yom to eeistar the application,
chick He.
10. The main window of Hyena appears, 35 shown in semenshor

Hyerd V105

FIGILTRE 4.5 Mas wwelow of Fpess
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11. Click the “+” node of the local wodsstanion to expand section, then expand
Users nede to wiew 2l the nsers in the local puachine

Hyana wi0s Tl

l:'l l.Ii K

5nipEisl fund i B CRSRE

FIOALIRE 4.4 Exjramd Has Sysherm wieni

12. To check the sarvices maning on the spstem, double-click Serviees.

Hyena vt 5 - Services o \WWIN-CEBE MOPEERS (==

Ya2F il whal F H o
e T J.J. ﬂ T . bl Pl b

Sevices on WM DEBEMITEEPE

FIGLTRE 4.5 Servces pamng o the system
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13. Donble-click User Rights to list the User Rights.

Hyera w103 - Righits on. Y)W - TI8ANEERF 2

(B

FICGUTRE 4.6 i Ryghts

14. Donhble-click Scheduled jobs to examine the Schednled jobs

Hpew w105 - B it s ol o,

LY Frcs il inisiie b
P

e on S s

FIGLRE 4.7: Schaluiad Juha
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15. By cbserming all these optons, you can check for any reasonahle
mnformanon discovered by Hyena that wonld prompt yon to take proper
SeCTIOry measnees 10 safepnard the system.

Analyze and doonment the sesnlts melated to tdus lab exesmise. Promide yonr oprmon
of yonr mrpet’s secnity posme and exposme.

] Yes

T i

1 Classroom
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Lab

P r e
Network Eni

Yow can swe NaBIOK #5 probe identified services for Suonm weafknesses.

Lap ':lu. nal H:"

Enmmennon 13 the first attack on 3 Grpet nerwods, msed to pather the mfoomanon
by actively connecong to &£ Yon amst have sonnd knowledpe of enmmenton, a
PIoCess dhuat fEQUUIES 31 ACHTE connection to the machme being atmcked A backer
enmumerstes ?I._'DP]:C:I.‘LLDE and barmers m addiion to wdentifpng nser accomnts and
shared resomsces. In teis lab, we ennmerare 3 mrpet's nser name AAC addeess, and
domam group

i - |

Lap vDjecives

The objective of this Ilab 15 to help smdentz learn and perform NetBIOS
erEmeration
demenstrated in - The purpose of NetBIOS esmmeration 15 to pather the following information:
Il-.is.l:ih e *  Accomnt lockont theeshold
availakle in
D:='CEH- ®  Local gronps and nser acconats
ToolsiCEHvE s
Mn:dfue o3 ®  (lobal gronps and nser acconnes
Enumeration N A
Lab environimant

To comgplete this lab, yom will need:

¥ NETBIOS Ennmerator tool is located at DiCEH-Tasls'CEHvY Madule
04 Enumeration NetBl0% Enumeration TeolsiNetBlIOS Enumerater

Yoo can also d-:r'mlmd the |.3.'[£—5l: verson of NetBIOS Exmmerator from
the nk | abteg

If von decide to download the latest version, then sereenshots showm in

the lab nuipht differ
A machine maning Windows Server 3012 23 an Amcker machine
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Lawmeh HetBIOS
Emumerater

Lr.l Tt HIOE g lesgrnind

rorrae i T achedrissias.
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* A virmal machine mnnme Windows Server 2008 a5 2 arget machme

A wermal machine mnning Windows 5.1 as a target machine
| ]

Adomisteative privilepes are requuzed to ma this tool

B " -
Lab Duration

Time: 5 Afmues

Overview of Enumeration

Emumennon mvolves making actve connections, so thar they can be logged
Trypiral mformanion attackers lock for in enmmention incndes wser acconunt names
for fisnce passorond poessung attacks, NetBIOS Ennmerator i3 an ennmeration tool
that shows how to use remote nervods support and to deal with some other
mnteresting web techmiognes, such as ShE.

Lab Tasks

To lanoch NetPIOS Ennmertor go to DRCEH-TeelsICEHYS Module 04
EnumerationMetBIOS Enumeration ToolsiHetBIOS Enumerator and
donble dick HetBIOS Enumerater.exe.

. If the Open - File Security Waming pop-up appears, click Run.

NetBIOS5 Exmmerator mam window appears, as shoovm in the soreenshot

MetBIOS Enumerstar [=T8 m
g;:-'-i' i 1 Gcan

fron: | Be 000
om:| @5

A T

ks

FIGURE 5 1 MY Frntes s wakes
4. TUnder IP range to scan, enter an IP range 10 the from and te fields.
Mote: The IF mnge might differ m yons lab environment.
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5. Click the Sean button 1o imitiate the scan.

WetBiCS EBrwmerator |im

E;;F ronge i scan

Frome | 20.0.0.1

o L |
M [L..259

sl deletnd, wlibal

= Diyesera: sy
s
= Thredel wor (4 ports

scanned i o)

. -
FRGLIRE 5.2 Mot Ernanarrstor wth TP cege f axn

MNetBIOS Emmmerator starts scammng for the mnpge of IP addresses
provided.
After the completion of scanning, the reults are displayed in the left pare.
. The Debug windew section in the right pane thows the scanning rangs
=FETITE of IP addresses and displays Ready! after complenon of the scan.

Examine NetBI0S Enurnerator =T =)

the Results

P Tanoe o ecar

avplemassed = e

FIGURE S} MallDOS Busicr siiks
Mote: The scan result might differ in ponr lab envisonment.

9. Amsckers may uvse the mformation obtained soch as ennmerared
nsemames, and perform password guessing techniques to crack a nser
ACCOTMIL

g o all wermons of
Winzlires

CEH Lab Munu] Page 372 Eshical Hackdng aull(kluutrnn.runm s '|i|l\.rvj|!.|_' :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Rk 0= [Endfe Rt HaCkRhInO-TeaM !

10. To pedform a new scan or to wscan the provided mnge of IP addresses,
emase the previons scan results by chicking Clear

| | L A -
Lab Analysis
y

Amalrze and doonment the semles selared to this lab exercize.

O Yes

Platform Supported

1 Classroom
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Lab

AP T T =3 A
NeTWOorK Using

4 e mrl - e
TWork scanner

SofPerface Nevwork Scanmer 5 a free, smrilti-threaded IF, INeBIOS, and SINMP
seamer with a meodern futerfiace and meany adianced faatures.

Lab Scenano

To be an Exper Ettwcal Hacker and Penetration Tester, you nmst have sonnd
Enowledee of enmmersoon, wiuch meqmires an active connection to the machine
being attacked A hacker esmmerates applications and banners in additon ©
identifring nzer acconnt: and shared resomrees. In this lah, we oy to resclve host
names and amo-detect yons local and exreens] TF mnge.

Lab Objectives
The objectrve of ths lab 13 to help smdenrs learn and perform NetBIOS
emmmeration which s carred oot to detect
*  Hardware MAC addresses across somters
" *  Hidden shared folders and writable ones
7 Teels
demenstrated in *  Internal and External IP address
this lak are s .
available in Lab crwvironiment
DxICEH- "
Tools CEHVS To complete this lab, you will need:

Module 04 *  SoftPedfect Netwodk Scanner is located ar D:CEH-TeoolsiCEHVS
Enumeration Meodule 04 Enumeration'SHMP Enumeratien Teeols'SeftPerfect
Netwerk Seanneribd-bit
You can also download the latest verson of SofiPedect MNetwods Scanner
from the lnk hirp: / worw softperfect com / prodmcts /neroroskscannes

If you decide to download the latest version, then sereenshots shown

the lab might differ
A machine maning Windows 2012 secver
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A virmal machine mpnme Windows Seorer 2008 a5 a tarpet machme
A wermal machine mnning Windows 5.1 a5 a target machme
Adoumisteative privilepes are requuzed to ma this tool

Lab Duration

Time: 5 Mamwzes

Overview of Enumeration

Ermmention mwolves an active connection so that they can be logeed Trpical
mformation that atackers look for nclndes nser acconnt pames for fomre passwond
Lab Task

1. To limach SoffPerfect MNetwork Scanner nowigate o HCEH-Tools'\CEHVD

Madule 04 Enumeration'SHMP Enumeration Tesls'SeftPerfeet Netwerk
SeamneriBd-bit, and donble click netsean.exe.

MNote: If the host mnachine (Windows Server 2013) is 32-bat, you need o
nawigate to KCEHTeeols\CEHYY Module 04 Enumeration'SHMP Enumeration
ToolsSaftPerfect Hetwork Scanner32-bit and double click netsean.exe.

2. If the Open File - Security Waming pop-up appears, click Run

i If the Metwerk Seanner dizlog box appears, click He.

Network Scanner

sutomatcally?

9 Would you ke to check for new wersions of Networc Scanner

FIGLTRE &1 Mefwaork Sizpaner gl
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7 Teals
demenstrated in
this lab are
available in
D=\CEH-
Teools'\CEHVE
Madule 04
Enumeration
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4. The SofiPedect Netwods Scanner GUT appears on the screen Glose the ad
pop-up that appears at the lower end of the GUL

] Saftferfact Metwork Soarmer [=To

Eike  flew pActons Qpiicrs  Beckrnais  Help
A HEEM S TR Ve oA | & B %At
Qangm Pram O 1 I [ o % A B St fewrrg

240

-

Control bandwidth

i
ard Int=met usage it )
i your aansahion ———————— t,_ ;

- = b i)
LR T T

- - —
o

FIGLTRE 6.2 SedPerfes Mewerk Scarmer o v

5. To stast scanning yone netorozk, enter an [P mnge i the Range From and
Te feld:, and click Start Seanning buton

Mote: The IP mngs aucht differ in yons lab eavironment.

SafiPeect Netwark Scanner —Tanen|

s Optans  Boakmas  Hep

AN TR

FIGLURE &% SoftPerfd witay io [P g hoasn
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6. The status bar displays the smios of the scan at the lowernght comer of

SotPerfecy Network Scamer R |

pans  Bookmerks  Hel
= G . % H e et

B sicpserey 0

Dipcicnn 8/ 2 e BN II

FIGLRE &4 SolPadns daho ko
To view the properfies of an indmidnal IP address, sght-click 3 partienlas
IP address, and salect Properties.

SofPerlect Paetwark Scanmes = e

Backimarks  Helf

B B W Wbz

Oprn Compuiee
Copy

P s

Fescan Campuber
Wakm-On-LAKN

Fesrrects Shutdosam

Fanpranin Synpenred | Hiamass
Sand Mmuaga.

Crasts Bldch Fils

Deders Fram Lit

Degoes EFE “an

FIGLRE &5 I athiees s dhesk
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8 The Preperties window appears, displaying the shared Resonces and Basic
Info of the machine corresponding to the selected TP address.

Fropemes =T

B sorpectert sl

0 sncnand el

FIGLERE b6 Prgperhe wmckes

9. To wmew the shared folders, notice the scanned hosts that have a + node
befoe them Expand the node to wiew all the shared folders.

] SoftPerfect Metwork Scanner (=19 m
Eile Vewn Aciions Optors  Bockmarks Help
o H HEE S i A T » o g R R

- B Start Scenming

Aoopencd T
dms

ams

ELF 1 sddisioon, i con

schiially any

Iraherrs

Thieads 0 Denicic 474 S
el -

FIGLRE A7: SoffPerinct Seewer dadnmg the dlane] fobden
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10 Right-click the selected host, and click Open Computer. A drop-dowm hst
appears, conmining options thar allow Ton to connect o the remote

machine as HITPE, HTTPS, Telnet 2nd s0 on

EoRPertent e Twork Seannee [=To

t Dpiedc  Qockmaks  Help

T

O G i Az Wik (HTTE)

st rmene i mso-deinct Lopyr L Bz Bapyre Weh [HTTRS)
e kiacal and extered TP Preparties i Fle Sarear [FTR
wbddresa vy Te snicat g e : Sl

amth etk
Wehe-Cin-L&N vl Az Tednet T ..

Wks-Cin-LAT Reswrote Shutdown Covrgraiter Manzgament

Rerrcén Suaperd /- Hibemate Rermct e Daketop

FIGGLRE A8 Wimne iphoes wi Sl Mebwirk S

11. If the selected host i= not secne enough, you can make nse of these options
to connect to the ramnte machine: Yoo may also be zhle to peform
actimities soch 25 sending 3 messape, shitting dowm 2 compiier remotely,
and so on These feamres are applicable only if the selected machine is bl

with 2 poos secnsity confrgnranon

Lab Analysis
Amalyze and domment the sesalts mlated 1o tis lab exernse.

O Yes
Platform Supported

1 Classroom
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Lab

Ennmeration i5 the process of exsracding wser nawes, machive newes, wenvork
resoarees, shares, and rervicer from @ e

_teon keY 2 Lab a2Cenano

T Valuahle
infiorenatiom

In fact 2 penetration test begms before penetranon testers have made contact with
Tichm srstems. Dngng emmmerstion, mnformation i syseenancally collected and
# Testyour mdrvichal systens are sdentified Pen testers exanmune the systens in their entirety to
_ bomwiedsr  amsess secmsiry weakmesses. In this bib, we disen: Nmap, it ntes saw IP packers in
B Wb swarse novel wars to determme what hosts are avadable on the netowode what sarmices
T (application name and version) those hosts are offenng, what opersing systems (and
105 verzons) they are moning. what type of packet filters /firewnalls are in nze, £ was
desiened 1o mpudly scan larpe netwrodks. By nung the open posts attacker can eauly
amack the tarpet machine 1o ovescome this type of amacks netwods filled with TP
fitters, fisewalls, and other obstacles.

L] Warkbock review

As an Expest Ethical Hacker and Penetranon Tester, yon wll need to emmersme a
tarpet netorodk and extract a st of compnters, nser names, nser gronps, machine
names, network resonrces, 2nd sermices NN TANoNS SMmeration techques.

I sl Nibhaacstnooc
LAapD Upjaecioves

The ohjective of this Lab is to kelp smdents nodersmnd and pesform enmmention

on target netvngk nang vanons echmqnes to oltam-
®  lzec names and nes gronps
®  Lises of comprters, their opersting systems, and the ports on them
®  Alachine names, netwods resonzees, and services
Lists of shares on the indimidnal hosts on the network
Policies and passwords
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Lab Environment
To pedform this lab, you will need:

*  DINmap located at IHCEH-Teels\CEHVE Medule 03 Scanning
Hetwerks Seanning TeelsHmap

7 Tools
demenstrated in
this lab are
available in If you decide to download the lasest version, then sezeenshots showm in
Cx\CEH- the lab nught differ
Teels'CEHVD
Madule 04 A compner maomnng Windows Server 2008 Virmal AMachine

Ton can also dowmload the latest verson of MNmap from the link

Enumeration ® A compnter mamning with Windows Server 2012 as Host machsne

*  Adowmsearre povilepes to mstall and mn tools

Lab Duration

Time: 10 Mamtes
Overview of Enumeration

Enmmenmnon is the process of extactng nser names, mochine names, netwods
mesompces, shares, and sermices from a2 system Emmmersnon techmignes ae
condected m an intranet eorisonoment.

Lab Tasks
The basic sdea m this secnon s toc
*  Perform scans to find host: with NetB10S ports open (135, 137-139, 445)
* Do an nbtstat scan to find genenc infoermation (computer names, nser
names, MAC addresses) on the hosts
* Create 3 Nnll Seszon
¥ Install and Lanoch Hmap m Windoows Server 2012 machine
T MNote: If Nonap i= already installed in the host machine, skip to step ne. 5.

Mawigate 1o DRCEH-Toels'CEHVS Meodule 03 Seanning
Hetwerks Seanning TeslsNmap and donbla-click nmap-6.40-
setup.exe.

Install Hmap

If an Open File - Security Warhing pop-np appears, chick Run.
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S Tagrrmi il mistadls

#ar frclliruringg Sl

= My Ciom File

Winliag 411

Meswak Trevrfe
Impard

= Fazwrog (LT Bombesal

[k T —

hg it wamg, you
can g bk s ik
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The Nmap Semp window appears; click | Agree and follow the steps to

mnseall Nmap.
=T |

Nmap Se;tup
Licen== Agreement

Piease revien the boense terms before instaling Mo

Press Page Drwn to see the restof the agresment.

berma under which himap i distribed, . A copy of e GHU

of the agresment, dick T Agree to conts

[Lraow |

FICGLTRE 7.10: My Setup wroickorw
Dmsing mswmllation 2 WinPeap setup pop-up appears. If a higher
verson of WinPeap 15 abeady installed, click Ne, and follow the steps o
mnstall WinPeap.

Nmap Setup
Installing

Piease walk whie Mmap is being instlied

Exeqtz: "Cr\Pragran Flles {2

‘WinPcap (Mmap) 4.1.2 Setup

WinPcap version 4,1.0.1380 ssists an this systern, Replace with versian
41020017

FIGRE T2 WinPuag asfup pop-ugp
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On completion of insallation lannch MNmap application from the Apps

SCTeen.

Apps
? 2 XTrl 1 T
;m R AT L Gaundd

Hmap - fammen
W

i Do i . b

frwr WA, Progects

Mizseall Cip ,. Pt s

Chrmparmer "

Mirmach Emel t ‘ Pkt

o

Mimsch Ofice -’ R=rmce Deckiop
THD Languinge g O et
SR ! Sroprs R

0 gl

A omcimes erer
Badup

i WorriFad

FHGLRE 7.3 Wendws Server M2 Appa st

The Hmap - Zenmap GUI window appears, with the Intense scan
Profile et by defanlt

Zanmap

Filter Homts

CEH Lab Ml Eshical Hacking sml
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7. Pedform the nmap -0 scan for the Windows Server 2008 Virtmal machine
networck. Thas takes fewr ooimites.

MNote: IF address of Windows Server 2008 may differ in yonr lab environment

Zervran

Do | Ports i Hoatr| Topolany | Heat Dutsth | S

FICHURE 7.5 Cameiyuring Nara
Moap performs 2 sean for the promded target IP address and ongpots the
results i the MNoap Output th.

. Tomns first target &= the congpoter wath a Wndows OF, on which yon can see
ports 138 and 445 open Remember tis msmally wods only against
Windews but may partially snceeed if other 05z have these posts open
There may be more than one system with NetBIOS open

Tervran T o

Turpid | Borts ¢ Hoate | Topolagy | Hont Deish | Scam

ST ———
e an bwne
hierog el Fmorg

FIGLIRE Tk The Ferummgs aatpnd winbing

10 Mowr yon ses that poars 135, 139, 445 and 5357 are open_ and port 139 is
using MNetBIOS.

IMNote: The resnle displaved in MNmap might differ in yons lab enm
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Create Mull
Sessions
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Lmnch the command prompt n Windows Server 2008 wumal
chme, and perform nbtstat on port 139 of the tapet machine.

1Z. BEngo the conmmand nbtstat -A 10.0.0.2.
0.0.0.2 iz the IP address of Windews Server 2012 wirmal ooachine
address and result may differ i your lab envisonmens

T ipe

GROIPe
LUHEGLE
TG E

ol £ ad)
W1 H-QEHAREP ER PR B8
Wi F-QEHNRAPER PEL S

Ha: &ddroos _]

Btz mratidnin ixtrator

FIGURE 7.7 Camsces] Prenpt with da Zrera

. We have not even created 2 null session (an nnanthenticared =
andwe can st pall down this info.

. Izsne net use command to wew the created onll se: /shared folders
from yonr host

ol i
The commasd completed successfully.

reft Wimdows U [
a CoF ZPE6 M it o

oulilnin Litrator net L

mnestienz will e ramaabured.

Beanie

HicrozePt flisdous Hetusrk

SALELELH 2SGEE-Tos ia

i nliempe i Sdmin ictkraborl

AGH : PR e—
Mote: The TP addses isplayed i the resnlt smphr differ in your environment

Mo, mene the command net use ILXMXCEH-Tools “fusen™ (where
the addme chine from which the folder CEH-

Toals has been shared, and there 2 0o spaces betoreen the double quotes).

16. This ereates! eenneets 2 nnll session

Eshical Hacking sml
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T Addiimstrator. o Prompt

et use S AP BH FCER-Tealls """rusers

B8, [, BCEH-Ti
izh

%
B
(2
1
2

4 Commadt Eemn
The corpmand comglotn

FCanlgersAdniniotratars

sl ik the et wis comenasl

mmy 3 genenc ket wse command o see connected ol

ConlgersAdniniot ratariaot use w108, B0, T-CE-Teols """rusap:™"

B AL BRDER- T

Ot Dn
s compmand congleted sm

Cainllssrswidainiatratariael i
How caneectines will be roese

LA

1 Fral rasol £ Mansons MeGusrk
s AAHL B2 CE 312 Hickseaft Windnue Mok
carRANE oA lated cancansbul

mrzfldnan

Amalrze and dooument the resmits related to this lab exercise. Provide your opinion
f CTrY posture and exposane.

O Yes
Platform Supported

1 Classtoom
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Lab

o

o ':'-q,l.d- ": = - . = a_— SE LT ) £
rating Services on a Target

Enumeration i5 the process of exsracding sser manes, mackive newes, menvork
resoarees, shares, and rervicer from @ myen

Lab Scenario
Vanions services mn on 3 machme that contobnte to its fancticnmg There maybe
older versuons of these services, which contan vnlnerabdities thar can allow an
antacker 1o exploir them 5o, if an attacker obtams the version detads, he‘she mighe
be ahle 1o exploit minershle semmices moning on the mackine a3nd compromise &
As 2 Penetration tester, yonr dity is to enmnmerate the services mMaomng o 3 @owst
machine and pamch the milnersble ones.
Lab Objectives
The objective of this lab 15 to help smdents nnderstand and perform esmmeration
0 2 Mpet netorods name vanons echiignes too

®  Scan all the madhvines on a gven netvrark or a subnet

®  List of machines that are np and moning:

¥ Determine open ports on a given node

*  Find f any port has firewall restriction

* FEnmmerate all the sermce:s maning on the port along with their respectre

TECONS

3 [ =
Lap

nvironmeint

To pecform this lab, yon will aeed:
® A compnter manng with Windows Server 2012 a5 Host machsne
= Eal Lo mnning as a virtmal machine

*  Windows Semer 2005 mnning 35 a virmal machine
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f extracting nser names, machme names, netwod
s from a system Emementon teclhmgoes ame

Iah

i P 1. Launch Kali Linux virtoal machine from Hyper-
T UeE e i Th dentizls to log in to the machine are
Launeh Kali Linux
Virtual Machine
The E&l Linuz machine Desktop appeas, as shown in the following

sereenshor

RO RUR

FIGLRE RL: Fah Lanuas Blachans
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Select Applications - Kali Linux 2 Top 10 Secwrity Tesls < nmap.
Erasx 2 This lannches the nmap application

Lawnch nmap

mmand line terminal, display
swritches that ean be nsed to perform scanning:

SCATIG . MNAR . O
162, L6800 18 18, b, B

oo~y -1 N - 36

E WK PAG tid AArmap , g hoak /e /ERL | FOR MORE OPTIDNS AMD EXKAMPLES
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Type nmap -sP 10.0.0.0/10 and press Enter to initiate the ping sweep

SCAN

raab@iract: =

. a5 shown m the

~&# rmap -sP 18.0.3.

[Netd2ar]

(RRL-18!

|Mir rasoft)

braining sufhc
tecrminate the

CEH Lab Munis] Page 3 Eshiral Hacldng and Ce
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55 from the scan result and perform a stealthy

= — — —— syn sean. lo do so, type nmap =5 [IPAddressofTargetMachine] and

Perform Stealthy Enter. The IP address nsed in this lab is 10.0.0.6 and this address
Sy Sean belongs 1o Windews Server 2008.

.D‘I"lll 4

MNote: The IP address of Windows Server 2008 may differ in your

raat@iract: =

unknown
urbnown
[Mir rasoft)

manmg on the pors
uon swatch enabled
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Perform Stealthy
Syn Sean with
Version Detection
and 05 Detection

CEH Lab Manus] T
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12. To enumernte the versions of the obtained services e the command
nmap -5V -0 [IPAddressofTargetMachine] and press Enter. The IP
address nsed m this lab is 10.0.0.6, and this address belongs to
Windews Server 2008,

Note: The IP address of Windows Serv 05 may differ in your lab

FIGLRE .8 sovoap Sheakhy 5

this command, a
5 detection will

WERSTION
Micrazaft ]
Wicrasaft

cnicrosoft iwindaws

apart @y ireor

i Dhestechuan st Remilt

ow that you have obtamned the esmmerated result, you can save ths
wean result for fomee reference.

YOuR SeCuiTy iS N0t Endl
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16. Trpe mnmap -5V -0 [IPAddressefTargetMachine] -o
(o e ko L AT Enumeration.txt and press Enter. The IP address nsed in this kb is
Save the Sean 10.0.0.6, which 15 assipned to Windews Server 2008.
Result

Hrask &

FICFLIRE B WL nosag Savmg Seeadthy 5

ws command performs the Stealthy Syn Sean with Version
Detection and 05 Detection and saves the sesult to home (oot
directory with the name Enumeration.txt

BCARLT RARMME
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19. The Heme folder appears, displaping the saved Enumeration.ixt file.
Yoo can mstead double-click the file to wew the same resnlt.

View the Sean | _'1
Result Haime

Edir b

Hrask 7

| {
Duvicas 0 Searct ‘

Comg e

FIGLRE RE2 Stelidy Sy Sosen Riskt Fil

20. The scan resnlt appears in a text file, as shown i the following

sereenshor

i sl miag
e the wictim. Herwever,
yus sy wearth o

FIGLURE BL% Sl S Readt
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21. Alternatively, you can issue the command eat Enumeration.txt in a
command-lne terminal to Tew the resalt:

. By pedforming sarmices enmmeraticn, an attackes might attempt to find
Tlnemhdls d with thar pamienlar application and explo

[0 Yes

Platform Supported

1 Classroom
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HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™™ AACRRAMRO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Rk 0= [Endfe Rt HaCkRhInO-TeaM !

Lab

amezhcheck fermty you fo Jist the SINMP devices and shoir the yield m an xdrensly

comprebensible cordial a rﬂ";.rgwwf.'r It cowld be ,ﬁ:,;m for ewtrance fentimg or
‘r.: memarks ches i-.ﬂgr Cloreyed soder GPL. permat and m.{:g ime ot the
Arhena-2R" scrgpe by frban

Lab Scenano

SNAP enmmeration 13 the provess of ennmeratme the msers’ accomnts and
devices on a SNAP enzbled computer SMMP sermce comes with two
paszwords, which re nsed to confipnre and access the SMNAF agent from the
management station IThey are: Read comemnity string and BRead/Wrore
comnmnity steng: These strings (passoroods) coms with 2 defanlt valne, which
is same for all the systems. Hence, they become easy entry points for attsckers
if left nnchanged by the administrator. Attackers enmmerate SMIMP to extract
information abont perwork resonrces soch as hosts, sonters, dewices, shares,
et and network mformation such as ARP mhbles, conting mhbles, demice specific
mfoomarnion, and wraffic stanstes.

As an ethical hacker or an informanon secnary officer, ot 15 imperative for yoo 1o
find the defanlt commmnsy strings and patch them np

#I [— =
I,..*-..-.- O .i' eCillves

The ohective of tus Iab 15 w0 help smdent: nadersnd and enforce vanons
emumerznon techimes o

*  Connected Devces

*  Hosmame and information

* Domam
Hardware and stomge mformation
Softeare Conrponents
Toml Memasy
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Lab Environment
To pecform this lab, you will need:
® A computer maning with Windows Server 2012 as Host machsne
*  Fah Linme mnnmng as 2 virmal machme (Atacker Madhine)
Windows Server 2008 a5 a virtal snachine (Vietm Machme)
An Administratre priilepes to mn the tools

i ra '-,"._'i.'_‘"-.‘_" ':_'.-5-'

St W

Emmmenton i3 the process of extractos nser names, machme pames, netwods
mesonrces, shares, and services from a system These technigues are condncted in an
INTFENSE SOTIOAmMeNT

b T
l_. A 1 \.-a.'*-i'q. ]

EHrase 1 1. Before smring SNAP ennmeranon, frrst we need to find out whether the
SMNMP port 15 opened. SMMP uses port 161 by defanlt; to check whether
Test for SHMP this podt 1= opened. we first need 1o mn nmap post scan.

Port Status :
. Lannch a conmand terminal, type nmap -sU —-p 181 <Target machine

IP address> and press Enter (in the Kali Limux artacker machine).

In duws labone victm machine 15 the Windows Server 2008 machine
with [P addeess 10.0.0.10.

Mote: The TP addresses shown in this lab may differ in your lab
SOTITOmment.

&% 1 Seans 1P pon
< <peres mangras: Oinly
sz sppenifeal s

FIGLTRE %.1: Perfunnmng rerg TP sas

. Now yom can see that port 181 is open and is nsed by SHMP, as shoom

FIGIURE .2 pmisp UDT scar: rensl
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T].'pe nmap -sU -p 161 -secript=snmp-brute =<Target machine 1P

w Address> and Ppr

Find SHMP

e

-# paap -8l -p 161 10.0.0.18

Starting Nesp .46 | httpi/Snmap.org ) at 2015-04-14 02:55 EDT
Nesp wcan regart far 10.8,8, 50

o=t 1= up (G.000%94s lstency).

PIRT STATE SERNICE

161 udp r.pcn|‘1.l.'.¢rcd EATY

MAC Mddress: 00:15:50:00:27:05 (Microsoft)

Yrap dome: 1 1P acdress (1 host up) =canned in 0.33 =econds
i~# rmap -8l -p 16] --seriptesanp-bruge 10 -C-.-C-.'I'.'II

1% rmag -sl -p 161 1E.8.8,18

Starting Heap 6.46 | htopi//nmap,org | at 2005-04-14 B4:55 EDT
Mpap scan report for £80.0.8. ]

dost Qs up (0.00094s lages

AORT STATE ZER

161 udp open| filtered =nmp

MAC Rddresa: 03:15 5000823785 (Microsoft)

deamg: ] TP addrass (] hest up] scarmed En 0.33 setonds
1-# rman sl -p 161 «.scriptesnmp-brute 18.8.0.18
Starting Meap 6§.468 | http!//nmap.org | at 2805-04.14 B4:5B EDT
Yrap scen report for 10.0.0.10
Host 15 wp (B.801Bs latancy )
2oRT S5TATE SERVILE
16l fudp epen| Filte red sama
| snmpbrute:
| public - Valid credentials
MAC Addwess: OO:I15:50L00:27 0% (Microsoft]

Heap dema: 1 0P address (1 host upl scanned in 1,687 sefonds
=i

Fi

10. Mow perform SNMP ennmeation oo the target machine: in a co -1:|:|.1:|.1..\_|d-
Line l:-zmu.ﬂ.al pe shmpeheck and press Enter to display
commands and ¢

H Lat Munis] Page 3
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11. snmpeheck 15 2 | that allows yoo to esomerare the SNAP devs
placing the output in a simple formar

12, snmpeheck can be mainky nsed for penetration testing
mOoMtonng puiposes

- srapchack
snepcheck vI.E - SKMF erumerator
Copyraght {c) 2005-3011 by Matteo Cantoni {www.nothirk.ocrg)

Usage =nmpcheck -t <I® address=

1t : target host;

: SMMP part; default port is 161;

t SNMP copmunity; default is public;

: SNMP varsion {1,2); default is 1;
request retries: default i= 0;

¢ getect write access (ssparate actiom by soumeration};
: disable TP commections’ enumeration!
force timecut in seconds; defauit is 30, Hax is 60;

: anable debug;
: show halp menu;

set Tarpet host and the -e switch is the SME

# srmpcheck -t LGB0, 10 ¢ pubilic | more

yitem Uptime

P T P e

17. If you want to view more information enmmerated by
Enter.
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. In the screenshot, yon can see the Mere option is highlighted to mew
ditin i

peheck W1.6 - SNMP enumeratar
Copyright [c] 2005-20L1 by Mattes Cantonl |{www.nothink.orgl

Try to connect to 18.0.08.18
Conpected to 10.9.0.140
Starting anuesratian st 205-04-14 05087 :57

Systes inforeatian

Hostnane WIN-5BAY T30

Description : Hardware: Intelsd Family & PModel 58 Stepping 9 AT/AT C
IMPATIBLE - Software: Windows Version 6.0 {Build 6001 Multiprocessor Free)
UpTime syston 1 day, 16:P6:05.93

Uptiwe SHMP daemon 3 hours, 59:3%.36

Hatd -

bomain (NT) Hi e ]

shows the mformation for

[rne——

Status Description

Printer PRurmang Microsoft KPS Docupent Mriters
Hetwerk Uaknewn WAN Hiniadst [TP)
Network Unknown RAS Async Adapter
Hetwork  Unknewn  Micreseft VHEBus Network Adapter
Hetwerk Unknown Intel 21140.Based PCI Fast Etharmet Adapte
r {Emuloted)
14 Network  Unknown  lsacap. {97C3E3EA -DCOE - 4386 BADD - 4TCIEADCIA
BE
15 Netwerk Unknpown Tereds Turneling Pieuvds-Tatesfaces
15 Network Unknown WAN Miniport [(IPwh)-0of5 Packet Scheduler-0

17 Network Unknown  WAW Hinipost [(IF) 005 Facket Schedules- 080
A

18 HNetwork  Unknown, WAN Mindport- [Network Monitor)-QoS Packet
Scheduler-0060

13 Hetwork Unknown Thtel F1180-Based PCI Fast Erhamet Adapie
r (Emulated) -0o5 Packe

Fl Frocessar Rupning  Unknown Pracesser Typs

Fi] Disk Storage Unknown A&:%
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20. Sterage Infermatien dizplay= the arpet-machine drwe data, as shown

in the screenshots.
R |

Dy ice &e i
Device type : Removable Disk
Filesyster tyos : Urkhown

% Label: Serial Munber boocllZ?
Device id L]
Device typ= : Pined Disi
Filesystar %yae KTFS
Device units
Hagary aifse 200
Hapory used ¢ 1B
Hepory fres .60

Pavice id 3
Pevice type : Compact Disc
Filsuyatear Lyas

21. Press Enter to view Mere mformation abont the ennmerated system

£ = o this lah evercize. Provide vonr opinion
of m

O Yes

Plaform Supported

Classtoom
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Lab

Using Active

Sl = | =W

e
= I N %
{ALE

[} -fu.!
=Xpiorel

The Lghnwesplt Directory Aecess Protocol (LIXAP] & wsed 1o get to rﬂ‘.;a.’ag e -?}'ﬂg.f
dnsnde acdive divectary or ather directory servicer. A nﬁu Zey! ugmﬁ v ovedered i g
arions faelad and sensible ¢ 4"-'-.2-"__2'!"?}’!‘.?‘.:'}' rather Bk the Javel |:J| -'...:'J:'?_.’_‘i'-'_n“'l'?'.l""-“.n'f.'-"_n' and
repreretaner i an organizasion. TIMAP i offen tad dite ."-".!3-: domar nEme Sy
fo aliow: mcorperated Brink lookide and quick determitnation of questiond.
Lab Scenario
In fact, 3 penstmtion test begms before testers have even made conmact with metm
trstems. Dnongy emmeston, informanon is systemancally collected and indmdnal
systenys are idennfied. Pen testers examme the systemns m their entirety, which allows
them to evalnate sernary wedknesses. In this lah, e discrss Mmap, which nses
IP packets i novel ways to deternene what hosts are avadable on a network, what
sermices (appheation names and versons) those hosts are offenng, what O5s (and
versions) they ane mumng, and what thpe of packet filters /firewalls are i nze Nmap
was designed to mpidly scan larpe networks; by name open ports, attackers can easity
amack tanget machines. To protect aganst this tvpe of attack, netwodks are trpically
bolstered wrth IP filters, firewalls, and other obstacles.
As an Expert Ethical Hacker and Pemetration Tester, you will need to
emmmerate 1 trget netwock and extmct 2 list of compress mser names mser
gromps, machme names, networs resonoces, and sermices NN TAMAOUS ENTUNEANON

techismqmes.
i -1 -
Lab Ol J.’.'-‘~:',;’ ves

The objective of thiz kb is 1o help smdenrs nodersond and perform enmmention
0n 3 TIpet netorods namng vanons Eechnques o obhu:
®  Tlzer names and ner gronps

" Ascleses
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. Lab Environment
L Tesls
demonstrated in - To pedform this lab, yon will need:

this lab are 4 .
% : v Acuve Dizectory Explozer located at DeiCEH-Teels'CEHYE Medule 04
available in :

D:CEH- Enumeration'LDAP Enumeration Teels\Active Directory Explorer

ToelsCEHVS Ton can alzo download the latest veruon of Active Directory Exploges
Medule 04 from the link hitps:/ /technet micsosoft. com fen-
Enumeration ns/libmey /bhS63007 . aspx

If vou decade to dowenload the larest version, then screenshots shown in

the lab might differ

A compurer manning Windowrs Secver 2008 Virmal Machine

A computer momng with Window: Server 2012 as Host machine
Admemstratrre prraleges o mstall and mn tools

_ab Duration

Time: 5 Momas

;T B e g o o
Overview of E naration

Ennmestion is the process of extracting nser names, nachine names, network
fesongoes, shares, and services from a system Esvmmeration techmgoes are
condncted m an indranet eomsonment.

Lab Tasks

The hasic idea #n this section is o
®  Perform [ DAP Ememersnon on Actve Directory Domam system
*  hodifring Domsn User Acconnts

Mow switch to Windows Server 2012 machine and namgate to DGER-
TeelsICEHvY Medule 04 Enumeration LDAP Enumeration
Tealsllctive Directory Explorer, and donble-click ADExplorer.exe.
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2 Open File — Secunity Warning windowr appears; click Run.
=]

Open Fila - Secunty Waming

\rtive Do you want to nam this fled
ALY varwerr dnd
Heme rabigr s

Publisher  Microsaft Lomporation
Typer  Application
From: 00, CEH-Toole! CEHWG Modula 04 Enumearsticen LDARE ..

Eun Cance

| ilwrarys wak: Beefors epening thin fils

Wihile files fromn the Intemet can seful, this file type can prierislb
Farn your computer. Only run e arm From publishers you ik,

FIGLERE L Ok Filie — Secanty Wameys

The Connect to Active Directory pop-op appears; type the IP address
= of Windows Servec 2005 IP (10.0.0.10) and click OK.
Connect o Active Mote: IP Addresses may differ i yonr lab enmronment.
e g 2 Connect ta Active Directony m

weant ko cormect. 1f you prevou
do rat meerd 10 enter & datahess rame

3

nier & name for an Acttve Drectory datsbase to which you

Connect to: I 10.0.0. 10

Pl

eave this connecton for fubure use, seect Sane
. & e ervier & name for b ssved cormecton

Sawe this connecion

B H

| | Cancel

FIGLEE 0.2 ADFeplarer Connis i Sctees Dhrechoey

Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
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4. The Active Direstory Explorer displays the active directosy stuctnee in
the left pane, as shown in the following fignre.
S e e e A e P Y |

Rl Bt Bavoutd e sEory g

oF o = I -

=7 Tools
demenstrated in
this lab are
availakle in
D=ICEH-
Teals'CEHvE
Madule 03
Enumeration

FIGURE 103 ADExploeer Man Wiesdow

Mow, expand DE=eeh,DC=eem and CH=Users to explore domain nser
detil=.

-.‘-rr.r! Dhrerinry Eagrioner - Syrurmasysd x mewm e niwma brnm TI0ULE 10 FATIM - SERY TRIDCENA nen o ] I i Im
Lds WL Sush Hemory b

[ = B S

AL Eaplorer s

FIGURE 04 ADExgslerer Dirmvene Ui Meale
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6. Click any user name (imn the left pane) to display its properties in the
sight pane.

Arvve [arectoey B bomr - Bypmems  wawe sy nhomy oo JIDWLE T [VeP - S8V ETSIDIRT can. oo ] el H

Rl k3t e ] e B

T T T T T e | R

FIGARE 105 ADEmikoer Diamam Liers Profile Asnlners

7. Right click any attnbmze (in the right pane), and click Medify from the
context menn to modify that nser's profile.

-.‘-.-r.r! [irectory Bxpioner - Syermassd s ooy s bornm TI0000 10 PATN - SEAY TR0 neh o || = 'Em
n Lie Fevoria u [

[ = B S

v e

AR RO R R R R R R R NS [ AR RR)

FIGRURE 10 ADExpsiorer User Profile Mixhbcssens
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8. The Medify Attrikete window appears where you can modify the nsec
profile.

i+ Moty Attribuce T=To =)

Progerty greerbiame (Frat Hane) o

Syniax

Vaue

S

Remove |

FIGLTRE 10.7: Mrchbmy Attrbeses

9. Smmilarty, vou can check with the other nser profile atenbutes.

[}

:,..-_;:} MNaIVSsIS

Arabyze and domment the results selated o this lab exercise. Prowide vonr opimion
of yonr trpet’s seenrity posmre and exposare.

O Yes

Platform Supported

1 Classtoom
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Lab

|'|‘. = | Nt s B
Network Enumers

Ensmeration i5 the process of extraging sser manes, mackive newes, mesvork
resowrees, shares, .a-','a'.ref'."f.w o a syaden

Lab Scenario

Anackess enforee vamons DING esnmeranon techmignes lise Zone Transfer,
Domamn and Host Brte-Force, and Cache Snooping to obtan information
associated with DG servers and netomdk infastmetmre of orpamzanons.

As an ethical hacker or an mformaton secnnry officer, yon need o conypromise the
neteoek informaton namg DINS emmention techowmes; and then :plement
DS ennmeration conntermeasnses for data protecticn

i
| 5k
| == R

| T L ——
":'.-..'}E:'-a. ives

The ohwctve of this lab 15 1 help smdent: understnd and enforce wasions
emmumerstion technigmes to:

= Exwract Whaots informanon
Lab Environment
To complete dus Iab, yom will need:
® A computer mnning with Windows Server 2012 as Host machine
Eali Tinme mnning 35 2 wvumal machine
An active webate
Duration

Tame: 15 Mhontes
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Hrask 1

Laumeh Kali Linux
Virtual Machine

FIGLEE 111 Kih Linuz Madhms

Erasx 2 3. Select Applications —* Accessories & Terminal to lanoch the
command-lne terminal
Launch Command
Line Terminal

T ILEL R

i

. /MR QORI

FIGURE 112 Taumcieng e Termesd
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The tarpet wsed in this lab iz wwweemfiedhackercom;
corresponding domain name is cembiedhacker com.

Enumerate Wheis 5. Type wheis certifiedhacker.com in the command-line terminal, and
press Enter

Hrasx 3

raot@root; ~

zarch T

i=~#|whois certifiedhacker.com

7113 W wrimhin 4k ¢

s-related snformation from the cechfiedhacker com

-can and .rat
apating ragl 5 t L= Pttt Artermilc net
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to wiew the repistar-related

9. Type hest www.certifiedhacker.com to ennmesate the IP adds

worw.certthedhac m webute.
Enumerate I[P
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Hras s

Enumerate DNS

Records Using
hest

CEH Lab Manim] Page
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11. Type hest -a certifiedhacker.com and
iated with the website, a

rostElireet =

FIGURE 11.% Emenecewyy DS

Eshiral Hacking amd

YOuR SeCuiTy iS Not EnQUGR"
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dnsennm also toes to perform zone transfers for the domain on its

ciated nameservers, i an attempt to obtan sohdomamns, as showm
in the sereenshot

IM
Ik

r.oon oM ns3.n
7o S@rden:

Tansien

on conld brote-force an attack on the
oy the command dnsenum  of

lusrishare/dnsenum/dns.tat [demain name of the target website] and
preszing Enter. In this lab, the target domam is certifiedhacker.com.

rmoti@root; #

fugrsshara/dnserun, oS Tl - o«

FIGATRE 11.11: Perfomming linsse- funcg an g wang disemum
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dnsermm  attempts fi on the website to extract ifs
sobdomain, ¢ , and so on associated with the websie.

FIGLURE 11.12 Bose-lonos remdts uaisgr dnssnum

i [ e 16. Type the command dnsdicté -d -4 certifiedhacker.com and

Enter.
Enumerate DNS

Records Using
dnsdict

== X275 54 140

rtitiedbsckar.com.

E 1L1E drschcs - enumecsing subkoeroens m frge
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18 Type fieree -dns certifiedhacker.com and pre:
Hrase » emmmerates the name server related information alons
Enumerate DNS

Records Using
fieree

r fourd;

re=d . noysarl yfees . con

FIGLRE L1 1& Fens comernd o anesiessde the siene sereer

Anabyze and document the results selated to this lab exercise. Provide yome opinion
of yonur trpet’s ety posmre and exposmre.

[ Yes

Pladform Suppurted

1 Classtoom
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