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Scanning a Target Network

= |

Seamarng a netvork refers o q sef of frocedurer for idendifmg bosin, dorts, and
i ] ] ;

SerVIES TRARING T G netverk

Lab Scenano

Earbier, yon gathered all possble information abonr the target, snch as [P address
mnge and netwrork topologr.
Mow, as an ethical hacker, or pen-tester, yonr next siep will to perform porm
scammng, netwode scanning, and mineabidty scanmioe on the TP addeesses you
obtained i the informanon gathesne phase. This will help von o idennfy IP ‘host
name, ports, sermees, ve hosts, vlnesbilites, and services mamng on the target
netook
Port scanming will help o to wdentify the open ports and the services maming on
specific ports, whach swoblves connecting to TCP and UDP system ports. Port
scarmung is nsed o find ont the minesbilites in the sermess moning on a pom
Vilnemhdity scanning determmes the possibwlity of netwods secnary amcks. Ir
evalnates the orgamzation’s systems and netorork for wlnerabilines snch a3 mssng
patches, nonecessary services, weik amthentieaton and weak encrrpmion
Vilnermhidity scanmng = 3 enineal component of A7 penetranon tesing: A5HoIMent
[ Toels The lahs m this modnle il prowide von with real-tme experence m netomork
demenstrated in - scanning and wlnembdity scanning:
this lab are e ]
available in Lab Objectives
D:\CEH- ; ] i ]
Tools CEHVS The \:!|3|E:'.'T.|‘.'|'E -\"}..E thiz Iab 55 1o help 51:1::|.e:::= in condneting netvork scanmne, port
Module 03 soammng, analyzing the netorods milnechilines, and soon
Seanning Yon need to perform a netwods scan to:
Hetworks :
®  Check live systems and open porms
Perform banner prabieng and OF finperprnting
Idenrify netoods Tmlnesahdites
Diaw netorodk deagrams of vilnerables hosts
b Environment
In thiz Iah, vom need:
= A compnter maming Windows Server 2012 host machine
® A compnter mamng Windows Server 2008 mrmal machme
® A compnter manng Windows 5.1 momal machine
A compmter maming Windows 7 virtmal machine
A compnrer mamng Fali Linnx varmal macksne
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* A Web browrser with Intemmet access
®  Adnwniseeatere pemilepes to man tools and peform scans
Lab Duration
Tame: 135 hfomes
Overview of Scanning Networks
Metwodk scanning 1= a procedire for identfrme actrre hosts on 2 network, either for
the puapose of amacking them or for nemrock sematr assessment Scanmng
procednres mch as pany sweeps and podt scans plean mformaton abont wiich IF
addresses map to le hosts that are actrre on the netwods, and sermces moning on
1. Vnlnerability scannmg is 3 poocess of idennifing semunty milnerahdmies of systems
n a netwrork to deternine if and where a system can be explosed
Lab Tasks
Becommended labs to assist yon i scanming netwodss:
*  UDP and TCP Packet Crafting Techniqmes naing HPING3
" Scanming the Netoock Uzing the Celaseft Packet Builder
*  Bazic Metwod: Tronhlechooting TTung the MegaPing
Understanding Netoors Scanning Usng Nmap
Exploning Vanon: Hetwerk Seanning Technicmes
Scanming 3 Metoods Usng the HetSean Teels Pre
Avoiding Scanning Detection nang Mnluple Desoy TP Addsesses
Vnlnerahidicy Analvsis Tzing the Nessus
Scanning for Netorock Viloerabdlities Tsing the GFI LanGuard 2014
Diamang MNetwork Dhagrams Using Netwerk Tepology Mapper
Scanning Demees m a Netwozk Uzing The Dude
Daisy Chaining Tlzing Prexy Werkbeneh
Anonymons Browang Using Proxy Switcher
Anonymons Browsing Tking CyberGhest

| = [ gy -
Lab rkﬁn-‘\} SIS

Amalrze and doenment the semnle: selared o the Iab exercize. Give rone opinion on
TOM tACpEt s secTity posmre and exposnre throngh public and free mfcomarion.
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Lab

Heing3 ir a sorpbiable progromy thar seer the TCL kangrape, and packetr can be
recefved aned sent ¥ia a Binary or sving rebresentation describing the packets

Lab Scenario

In netwods scanming, younr first procednre wall be o scan the tarpet netorock o
determmne all posuble open ports, live hosts, and sermices mnnng:. Fnowledes of
packet coafting technignes moy help yom to scan the netwods bepond the firewall or
s

Lab Objectives

This Iab will kelp you naderstand how to pedform nerwodk scanning and packst
erafting naing hpined commands.

Lab

To cazry ont the lab, you nead:
" A computer mnnmne Fah Tioe (Amackes Machme)
= A compnter manirg Windows 8.1 (Targer Machine)

1 ab Direatism
Lab Uuration

Tame: 10 Mhmntes

Overview of Packet Crafting

Packet crafting i= 3 techniome that allows von to pmbe firewall mle etz and find
entey points mio 3 @rpeted system o netwods. This i= done by mammally seneanng
packets o test networs dewces and bebamor, mnstead of nung exsting netwods

traffic.
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FENTE

Launch Hping3 1. Tolannch HPINGS in Fali Linux navigate to Applications —* Kali
Linux —* Infermation Gathering —* Live Hest Identifization =
hping3.

OR
Lannch command termmal, type hping3 and press Enter
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FIGALIEE 1_I: HFT 1 Bl Lmus oo

2 Mow pe hping3 —¢ 3 <IP Address of the target
Enter. In thiz lab, we are nung a Windews 8.1 (1f
address.

He 3 means that we only want to send theee packets to the @eget

e

Mote: IP Addresses may differ in your lab enmironmen:
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FIGURE 1.2 HPTL gy praclorhi

From the above command the ontpur shows that theee packets was
received and sear.

-

FIGURE 1.3 HPTNGE Ohatput of 3 Packes s bz begs machne
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Mow type hping3 —sean 1-3000 -5 <Target IP address> and poess
Enter.

Hese, =sean parameter defines the port ange to scan and -5 repesents
SYIN flag.

r s wikS & ot mnge

open pocts i the Target machine ie., Windows

——y

ataxtsc o-
3 packets rmcadved

FIGLRE 1.5: HFING

CEH Lab Manis] Pug Eshiral Hacking amd

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EndUgh™
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnO
HaCkRhInO-TeaM ! HaCkRhInO-TeaM !

aet crafting, type hping3d <IP address of the
target machine> —udp ~rand-source —data 500 and p
Hese, the trget machine i= maning Windows 8.1

W] FLATE arw aaf. 40 hedders = 0 falé bytes
11 wl T m

LT IER.0.0. £
ECEn, Emd -V to mes
wen

LA R EiAE
1 =Hy

WAl o TR

mmeng LTDT Packes crafiyy

1 mirtmal machine and lanneh
exve the WDF packets i

LT: Whres
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11. UDP packet is capmsed by the Wiceshark m the target machine

12. Close all Wireshark windoors. When prompted to save, click Quit
witheut Saving to close Wireshark without saving the taffic capmre

= - St ST wp flag
Sewd TUP S¥N packers n
POFT N0 and <0 I pacaey
Ll

FIGLRE LB Wanshask LDP pucke

13. Befose performing this task, lannch Wireshark again in Windows 8.1
machine ,’Ta.tge-t machine) and leave it muning.

14. Send a TCP SYIV request to the target machine, type hping3 -5 <Target
Machine IP Address> - 80 ~¢ 5 and pres: Enter.

15. 5 will pecform TCP YN request on the tarpet machine, =p will pass the
traffic through which port is assigned, and e is the cownt of the packets
zent to the Tarpet machine.

16. Hese, the Target machine is Windows 8.1 (10.0.0.7}; the IP addresses
mypht vary in your lab emmironment.

P

FIGLTRE 19 Hijiegd sevading TOP SN pascken
17. The followmg screenshot shows that five TCP packets wece sent throngh

port 30 to the tarpet machine.
w——

FIGUTRE 118 Hpmng? st TOD SV packets 41 Target rckene
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18. Mow switch to the target machine (Le., Windows §.1), and cbserve the
TCP packess captured via Wireshark

19. Now restart the Wireshark window mn Windows 8.1 to stast the new
capmze.

Ch - |

i Tt b Bt

FIGURE L11: Winshack TUP SWN Packets captusm] & Tigget mackne

20. Switch to the Kali Linmz machine, and tey to flood the TCP packets to
Windows 8.1 {Tapet machine).

e — 21. To flood the TCP packets, type hping3 <IP Address of the target
TRAE % machine> —fleed and pess Enter.

Perform TGP r . - i |

floeding

FIGLRE 112 TCF Flicaahng Buough APINGE

22 Onee you flood traffic to the target machine, it will respond in the
hpengd terminal

FIGURE 113 TCP Packen Aocded 50 Tanget reacking

23. Swarch to Windows 5.1 (Tareet machine), and ohserve the Wireshark
window, which displays the TCP packet flooding from the attackes
mackhine
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24. Double-click on the TCP packet stream to chserve the TCP packet

informanon.

Al ooy 8 e bl Y bty S o B A,
FIGLIRE 114 TP Paclests m Winidhack

. The TCP Packet stream displays the complete information of TCP
packet transmitted to the attacker machine and recerred packsts.

TTONEE TCP B4 D0kl [AST ACK] Gpq=1 Ark=-10TaE>0EA7

TOD). DEl: WICTosal_o0:d
h ¥ @50s 10,9 0,8 (1O
1. Dat Port; 43404 [48404)

e A
capeured SIFCGm {relative ack mmber

10 bytas
0000 D001 000 = Flags: 0xIlE (AST, ACE)
Wndow S920 valee: O
L3 1

roset paintar: O

FIGURE LI5S TCP packst Sersen micrmmabon

CEH Lab Muanus] Page 162 Eshical Hackdng aull(kluutrnn.r:unm 'u.rvjl!.l: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Modiidn 1= Aednnidy fehlors HaCkRhInO-TeaM !

" 1 .
| s Analhveic
b b 'qﬁ ’:\-\:'f- b b

Doenmene all the [P addresses, open ports and maning apphcatons, and protocols
yom discovered dnnng the kb,

O Yes
Plarform Supported

1 Classroom
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Lab

‘!-n.lfl-:'\r"l"\{'idh'l"- ,1"5{ ""'""
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™ ] 5 = B z
Colasoft Packet Builder

The Colasgt? Packer Buslder is @ sl ool for creating customns network packets.

Lap ':lu. nal H:"

Dmnng network scanning phase, yon are requured 1o perform netorork scannme o
detecr 2 Ive host on the netoors As an expert ethemal hackes or penetrmnion tester,
vom shonld be awae of the dfferent tools nsed for netorads scanning. This b wmil
demonstrate how to pedform netwods scanmng namg ARP Fing Scanmng
techimqes,

Lab Objectives

The objective of tis lab is how to detect Iive hoses m the network naing Colasaft
Packet Brulder.

Lab Environment

In thas lab, pom need:

" Tesls *  {Colasoft Packet Enilder located at BRCEH-Tools'\CEHVE Module 03
demenstrated in Seanhing Netwerks'Create Custom Packet Using TCP FlagsiCalaseft
this lab are Packet Builder

:;j;:‘le in A computer maming Windows Server 2012 as host machme

Toeols'CEHvE Tou can also download the latest version of Colasoft Packet Brulder from
Medule 03 hetp: / ferwwr colasoft. com/download /prodncts /dovwnload packet budder.
Seanhing php

Hetweorks
o If yom decide to download the latest version, the sereenshots showm i the
lah mipht differ.
A weh boowser vith an Intermet connecnon mnnmg on the host mackhne
Lab Duration

Time: 5 Mmmes
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Overview of ARP Ping Scanning
ARP Ping Scanning swolves sending ARP packets to hosts on the netwods and
obsermng the responses that are received from the host that are kve or active on the
netowods
Lab Tasks
1. MNamgate to RCEH-Tools'CEHS Module 02 Scanning
_H rask s HetweorksCreate Custom Packet Using TCP Flags|Colaseft Packet
Install Colasoft Builder and double-click phtbuilder 1.0.1.177.exe.

Pkt e Mote: If an Open File - Security Waming pop-np appears, click Run.

2 Follow the wizard doven msmllation steps to install Colasoft Packer
Enildes.

i Setup - Colasoft Packet Builder 10 L= 1 © [Nl

Welcome to the Colasoft Packet
Builder 1.0 Setup Wizard

Thie will inctall Colasaft Packel Bualder 1.0 (Euild 1777 on ol
compuber .

It 45 recommended that you dose 2l oiher apploations before
continuing

fens can derwmlend

ks Puikder Tk M=t bo conbrues, or Carcel bo exit S=tup,

bispe/ Farwrwecobiaft.cram

FIGURE 21: Crabiserht Tacket Budsler matalistios wecin]
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On completing the installation, lannch the Celaseft Packet Builder 1.0
application from the Apps screen.

Apps

' WAL

ProwarShael (<)

i

Powerahed IS

' Winoman

Frpwersel 5E

|
3
-
x

=

ﬁ Coleof Capea 7
Eriapres Do

Aragead F l End Ussr Linsras
S Eoanwor AyiiTaEt

Arbened | [
S W »

unisacll Actranzed P bt Bt
[ o
ﬁ o ket Flayes
Pang Toml
ol

. Fsaciimas

e M T

G Pk Lint

FIGLERE 15 Crakoeft Packo Busiler (LT
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5. Before smrting yonr sk chel the Adapter icon.
Hrask 32

Lokt Fackel Euftder
Cheese a

Hetwerk Interface

FIGRIRE 24 © howssmg, o ackgpter in Uik

6. Then the Select Adapter window appears, check the Adapter settings, and

click OK.
™=

L i o s i
e & packe Adkd sl
Treas The hifierenae
n i

added peckels puuEEE n
#x Packet Lot The new
ket i bociw] st of saldmd
Al folowmy the cureent
ekt af muered

=3 Cancel

FIGRTRE 25 O hewmmyg an ackgaiir m Colacd

To add or create a packet, dick Add icon in the menn section.

Dotzentt Packet Bulile

FICFLIRE 26 Aukbrg a pochet e Cotocd Packes Budcler

.  Imthe Add Packet dialog box, select ARP Packet template, set Delta time
35 0.1 second, and dick O

K
S Semdl Al buttes

Adt Packet m
v
|

FIGLIRE 27 Adl Paclort g Tere
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9. You can view the added packets list on the nght-hand side of the wndow,
under Packet List.

oot Pascest Bl filer

FIGLEE 28 Viraing faeacklie] packess

o ) 10. Colasoft Packet Bnilder allows you to edit the decoding micrmaton m the
S H:'If:k:t":i_f":f'_' _':.!_' twa edizors: Decede Editer and Hex Editer, located in the left pane of the
Colsolt  Packst  Tuuilder windoor.

wch  packets e alber
suche wsibeut bom i H - E A C
gt t “:: 11 Tbe Decode Editer section :ch.:r.& yom to edit the packet decoding
) infopmaticn by donble-cheking the ftem yon want to decode.
12 The Hex editor displays the actnal packet comtents in mw hemdecimal
Talne on the left and #= ASCIT eqnivalant on the nghr

Cotamil Packet Bactder

cuct chrak this g

Decode Bdbor

—

Hax Eeiter

FEFLUREE 2% Cobook Packeet Buebder Dk mnd Hex Edim
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13. To send all packets at once, click Send All from the merm bar.
Hrask s

Send the Packet

Coianoft Facest Hipioer

I:HTI:r pomis b

presemi s sres 14 the FICFUTRE 200 Senabrgg ol e

14. In the Send All Packets wmdow, check the Burst Mode option, and then
chck Starnt.

P

send Al Packets EI

Cpbars

adapher:  ReahelrPCL= GBE Famiy Comvrolier I_Seﬁ—-

W Ourst Mods [no delesy betveen pedesiz)

Ll ticns, Lo Saling: : '
b Loop Sarding: 1 lcops (p=ro for infinite loop}

Dezlayy Bebvesen Loops: . | 100 mill s=rords
d o wan ke sembng
pchets unhl wou pase o
e of roenmdly. Sending Irformatan
Tolnl Packets:

Packets Gent

Progress:

FRGLTRE 211 Seftege Bunt Mixke igrinan
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13. Clese the wandow.

Send All Packets M

Cpbors
acapteri  Fealtet PCIe GBE Famiy Comroller Ij_‘:E_
v Burst Mode [no delay betveen padesix]
Loop Z2reding: 1 leops (zero for infinite foop)

Dilry Bebveaan Loopes! mim=cords

Sending [mformaton
Tatal Packebs;
Packets Sek
Progress;

pckets ment  suvesdl

Colmof  Packet  Buikles
b the packets et

urtsnrtes oy, wrny, i theese

s an unsent pEckes

FICGLIRE 112 Al prckists narvsssily e

16. Mow, when tus ARP packet &= heoadeasted in the network, the actme
machines receme the packet and a fewr among them start responding with
an ARP reply. To obsecve which madhne is responding to the ARP Packet
yon also need to mn 3 packet monitoring applications such as Wireshark or
Colazoft Packet capmre smmlonecondy. These applications lop all the
packets being transmitted on the netwodk

7. To expom the packets sent from the fle menn click Expest - Al
Packetsa..

Crd et Parker Buldes

FIGLRE 2 1% Eapeiengy the: prckess o okt
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18. In the Sawve As wimndow, select 2 destnation folder in the Save in Geld
specify the file name and file type, and click Save.

Save bs

& oo T

Sawe | Caolzaaft Packe! Buldar 1. v] @ F [

M Date rodifiecd
i 1 CEPOER? 17302073 433 PR

Recent places mu 1302074 833 PR

I i

Fi= name: | fack et sacped

SEvE B by |'.'.-I:g:H Paceh Hiaf™ sasnid

FIGURE Z 18 Seveyr i poacked

19. This saved file can be nsed for fismse reference.

I =k Armashecic
LAl ANATYSIS

Amalrze and doenment the el related o the lab exercize.

O Yes
Platform Supported

[ Classroom
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Lab

1 o ode ¥ br Ty TP
STWOIrK 1roubi

i

_‘:5.'5--- B E-“"‘:_t‘__‘_l

MegaPing &5 an whineare toolkie thar provwdes complere exvential walities for
sifarmagiion syriem admimistrators and IT solution providers

Lab Scenano

Dmaing the scanming phase of secenaoty assessment, you shonld not hmir yoor
scanming attempts by nmmber or type. It 13 impostant to toy differsar tools and
technigmes to detect line host and open ports of the system This lab will
demomserate howr to detect live hosts and open pores in the rarpet netwrork
Lab Objectives

The objective of this lab 15 o nwe MepaPing to detect live hosts and open posis of
Trstems i the netwods

1 =k s p————
A0 Chvironiment

To cazry ont this lab, you need:

" hlepaPing s located ar DeWCEM-ToolsICEHVY Medule 03 Seanning

7 Tesls Hetwerks Seanning TeelsMegaPing
demehstrated in . . o .
this lab are * Yoo can al:o download the latest version of MegaPing from the link

wailable in hitp:/ /wwwr. mapnetosoft.com
I If yom decide 1o download the latest version. then sereenchors shown in

Teals'CEHvE 1 - .
the lab nuipht differ
Meodule 93

Seahihing Adawnistrative privilepes 1o ma tools
Bt TCP,TP settings cozrectly configneed and an accessible DN server

Thas lab wrll wodk in CEH Iab ermironment on Windows Server 2012,
Whandows 2008, and Windows 7
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Packs Tesrmast (i niget.

: TARK 1

Install MegaPing

L Al Seznners iz wzn
subivalual srr, dy
SO | —
seazs, e il by
K puiers misice
Lt
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| = | g Y -
Lab Duration

Time: 10 Mimntes

With MegaPing wtility, you can detect Ire hosts, open ports of the system in the
neteods Yoo cza also perform vanons neroods tronbleshooting actvines with the
help of network wilities infegrted into i, such as DINS looksp name, DING hst
hosts, Finper host monmor, IP scanner, NetBIOS scanner, network time
synchoonizer, peng, port scanner, share scanner, traceronte, and WHOTS.

Lab Tasks
1. Before beginmng this lab, ensure that you are lopged on to 2 Windews
Server 2008 virmal machine.

_ Gwitch back to the host machine (Windews Server 2012), navigate to
D:'CEH-Taols \CEHv? Medule 03 Seanning Metweorks\Seanning
TeslsMegaPing and donble-click megaping_setup.exe.

Follow the wizard doven mstallation steps to install MepaPing.

MegaPing - InstaliShield Wizard “

Wwelcome to the Instalishield Wizard for
MegaPing

The TratalShieilR) Wizar o will ratall Magafing on your
carnputer. To montnue, ok feest,

WIAAMING; This program is proteck=d by coperight las and
intermational Teaties,

rext> |

FRIURAE L0: Mg TP semibesson wicarl
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FIGLURE 3.2 Laruiey MapTing foen Apps Seem

The About MegaPing pop-up appears. Wat nonl | Agree button appears,
and then click the buton.

Ahout Meg aFing.

MegaPing 4.9 Cope
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6. MegaFing (Unregistered) GUL appears diplbying the System Info as
shown in the following sceenshot
MegaPing (Unregistened) ﬂ

2 b S Nl N N R R R g B S N N | S5

FIGURE %4 Magiling GLTT
Select any of the options from the left pane of the vaindow.

. For mstance, select IP seanner, specify the IF range in Frem and Te
H rasx s fields, in this lab the IP mnoge 15 10.0.0.1 to 10.0.0.50. Click Start

Sean for Active Mote: You may specify the IP range, depending on pour netwock.
Hests

Mepsng reeEstersd) -8

JBafeves B0

L e D e e e

e b

]

FIGUERE 1.5 ConSgpunng Megpling
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i MepaPing lists down all the IP addeess nnder the specified tareet mnge
';_ oy sosgen ";I:;'-r:"_.m‘., with their TTL (Time-to-Live}, Status (dead or alive), and the statistics
r;Trh-' of the dead and alie hosts.
, Pege,
b Whos, sod Mote: The resnlts may vary in your lab envitonment.

&\‘ MegaPng (Unregistened) =1 “_“

Ein Yiww Ioch Hep

LAiSaans 2B TEVYEST B0

FICILTRE 3.6 Megga Py TP Sessnirmegy Ripres

10. Fight Click on an IP address, and click Tracersute.
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Filim, st Sy ageposs,
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available in
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11. In this lab, the IP address of Windews Server 2008 (10.0.0.11) i
salected. This TP address may vary in your lab environment

MegeRing [Uneegsierad) (==

HF FEbOS S S

bRy b

- 3T Bt e

Fi wdiciad (e
Capy adecad ara
Cogy df et
v e
Trarerai

bl

FICILTRE 3.7 MgraPing Tracercats

12, MepaPing redirects you to Traceroute section, displaming the somber
of hops taken by the host machine to reach the Windows Server 2008
virtnal machine.

Dtz
Camglere

FEFURE 38 MegnPing Tocenute Ripos
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13. Select Port Seanner from left pane.

14. Enter the TP address of Windews server 2008 (10.0.0.11) ooachine nnder
P Destinatien Address List section, and click Add. The IF address lsted
Seanning on the below might vary in pour lah enmronment.

Target Host
= MegaPing (nregiste ] [=re

s e Jool Halp
ALQuAAG I TBVESE T
5 Lix Hat

EH task s

Fot e

=braran

STy AN

W
¢ Purt Scanmar

£
i
'
o
i
L]
:ﬁ-'
&0
# i
e
o
:
&

faxk Won it

P Ry Danorpan

FIGURE 39: Adifinga besot in Mgl

15. Check the IF address, and click the Start button to stant histemnp to the
traffic om 10.0.0.11.

MegaPing (Unregistensd) |:I:“

= Migp Py secunity

azrmer checks ol

N Share Scamnn

@ Socuity Scanrer

o Pert Sranrar

B Hast Maniis

FIGAUTRE 118 Starteyr MeraPag oo the acdncted beo
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16. MepaPing lists the pores associated with Windows Server 2008, along
with the port type, keyword, nsk, port smmber, and desenption, as
shown in the following sereenshot:

MegaPing (Unregestered) = m

SR ey gl

jﬁ.-"--. e

0 Scanns

Nt K5 S rer

A PO DD Dby e

Shars Scarmmm
@ Secuty Scanne
o Part Somnrne

B Heet Moo

Desoripis
Scan Complein

rix Fourd: 4

FIGURE 2. 11: MiggaPing Port Sesessyy Repro
Lab Analysis

Docnment all the TP addresses, open ports, momsng applicanons, and protocols you
discoversd dunng the lab.

Questions

Howr does MegaPing detect secnsity vnlnesahilities on a netoork?
2 Examine the eport genemtion of MegaPing.

O Yes FlMNo
Platform Supported

[1 Classroom Bl iLabs
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Lab

il g 1.‘ -
Understanding

Using Nmap

Nt (Zenmazp & the gftaal Nowap GUI) is a free, aben sotrce (rense) stility for
nerverk exploration and sty audiimng.

Lab Scenari

Nmap 1= network scanmng molity that mest of secnnty professionals nses duong
thesr secnary a3sesument asai.gu:aew: It mppodrs vagons trpes of netwodk sc*....u.%l..g
te-:'Lﬂ_q—e= :hung our secniaty assessment, you will be asked to perform netwods

scannme nane Nmap. T Themfore. s 2 pmfe=mna] ethical hacker or penstration
tester, youi shonld be able m Pe::fo.n:a networ scanmng nang MNoop, This lab will

zhowr —tsu]m"':':\:n peform netwnds scanning naing MNomap.

Lab Objectives

The objective of this lab is m belp smdes leam and nadersand how to
®  Scan 3 whole Subner
" Trace all the sent and secerved packets
*  Perform a Slow Comprehenzme Scan

Create 2 New Profile to Pecform a 3l Scan
s Scan TCP and UDP ports

demenstrated in Anabyze host derds and their topology
this lak are

available in

D=\CEH-

TealsCEHvE

Module 03

Seanning

Hetwerks
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Lab Environment
To pediorm the Iab, yon need:

" DIMonap, located at InCEH-Teols CEHVY Medule 03 Scanning
HetweorksiSeanning ToslsMmap. Yon can al:o download the larest
Tersion of Nmap from the hnk hitpe/ /'mmap.org. If von decide o
dowmload the latest version, then scsesnshots shown m the lab mughe differ

A compnrer momng Windows Server 2012 a5 2 bost machine
Windows 3.1 mnmne on a virmal mach:
Windows Server 2005 moning on 3 wiromal machine
Ubnnm munnne: on 2 viemal machme
A web beowser vath Internet access
*  Adnuniseeatre pemilepes o min the Nmap toal
Lab Duration

Time: 10 Mimnites

Overview of Nmap

MNmap iz a nnlity nsed for netowods discovery, administration, and secnoty
andiing. Tt 5 also used for tasks such az network mventory, manapne
sermice npgrade schednles, and mondtaring host o sermice npime.
Lab Tasks
Log on to one or more virmal machines. In this lab msk, we have nsed
Windews 8.1 and Windews Server 2008

Stch to the Windews Server 2012 host machine, and navigate to
D:'CEH-Teols \CEHVY Medule 03 Seanning Netwearks'\Seanning
TeelsiNmap; then donble-click nmap-6.40-setup.exe

j. If Open File - Seewrity Warning pop-1p appears, chick Run.
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4. In the Nmap Setup window, click I Agree and follow the mstallation
steps to msmll Mmap nang 21l defanles.

Nmap Setup = e
Licerss Agroement

Please reviem the kcense tenme before instaling Frap

Press Rage Do bo sae the rest of the agreamant.
.
EZF T mstalls the

ai COPYING peribes the berma Lunder whech bimap e distibaded, A oopy of #e= Gh
kafcramny Bl hG — Der F " - it

* By Cioee File

APCHTANT HiAR LICEREE TERMS

The Himan Secury Srame
regetered ademark

Mepatade hrdtirhece

brigrines

e prr I Y o Fa o
Zazerrogp (UL Erintemal I saows ascept hee bermes of the agresment, dick [ Agree bo corvtinue. Yo must accept the

apresmernk bo ins bl bme
P (Mesdem M ereat A Wiz
= MiliE

[ raoee

FICILTAE 4.1: Mgy Sty arinuberse

5. At the time of installation, 2 WinFeap setup pop-up appears. If a higher
Hgiale version of WinPrap 15 aleady mstalled, chick Ne and follow the wizard
' derwen insmallation steps to nstall MNmap

Note: If you did not install WinPeap earher, click Yes to msmll .

(= x

Nmap Setup =
Iretaling

Piease wakwhic Hmap ks being Instaled

Exacub=; "CriPragran Filas (k58] Taappanpcag-nnag-4. L2 e

B 1 poniag, Ot = WinPcap [Mmap) 4.1.2 Satup
[srl-rat
<rade><decimal
miumber betwees 0wl 9 WinPcap version &, 10,0960 exists on this syrtern, Replace with wersion
i 3l g g, 40020017

FIGFRE &2 WinPog ashg poy-ugn
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On the completion of the installation, lench the Nmap - Zenmap GUI
application from Apps screen Y ess the "Windows" key to get
to the main Wind, £ 35

Apps

g~ bt | i e
AR ey Guace o Capuge

48 =

. Lo siphor

Sruagit 10 Exficy

. Hips Pl

M icrosah Ofice: 1“ LT Windras Sanver
Seturm Mg ackuy

horoanlt Creploie ‘ Tl - 0 - bl
FIOALTRE 4.3: Laus

The Nmap - Zenmap GUT appears
defanle

nmand: | noap -T4

SErvices Menag Corput | P

Fiker Hosis

(CEH Lat M)
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6. In the Command field type the command mmap -0 followed by the
range of TP addresses. In this lab, ot i 10.0.0.%. By providing the
(astedsk) waldeard, yon can scan 2 whole subnet or IP range wath Nmap
to discover active hosts.

MNote: This mnge may differ in yonr lab emmironment.

8. Click Sean to start scanning the wirmal machines.

Tenmap

r..::“h. dheSnlt, M Scgn  Teak Profie  Heig
i |

Target L v | Frofike

sgunst s b
v o b

at | Py Hosts | Topology | Host Details | Scare

FIGILEE 4% Perhormeyy & Submet Soan om Doap
10. Mmap scans the ennre petwork and displays informaton for all the
hosts thar were scanned, along with the open pors, device type, OF
details, ete.
Note: The results semened by MNmap may vacy in youc lab environment.
11. Either scroll down the window, or salect a bost's IP address from the
List of hosts in the left pane to miew their detads,

Tereman =T

| Pl Sk

I:::I Trs vy, Clphin -
sini e nit Sin
peorts

WErping 255 resilts

I.'ln'al:l_l.n'.-t.-
TR0
DI car

FIGURE 46 Feermreap dapsbring cutpait Sor s Wheels St Sean
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12 Click the PortsiHeosts tab, and choose a host's IP addeess (here
10.0.0.29 has been selected) from the left pane to wiew all the open
podts associated with the selected host.

Wi Chatges| Part

8 Parl ¥ Protocol 4. St

e

P

FIGUIRE 47: Tarerogy chaplaying the Open Prects cmder Peartsy s 1l
13. An artacker might attempt to establish a connection throngh any of
these open ports by explodting any Tnlnerabdlities (if fonad) in 2 moning
service.
. Click the Tepslogy tzb to wmew topaology of the tarpet netonck thar
contains the et [P address.
. Click Fisheye option to miew the topolopy in a clear way.

= Eli |

g Owipul | Fort e Toss ey

Houia Kiwerer & Fisbegn | Corriecls

FIGURE 4 & T digsbayiing the Toqedogy S Suleset Sean
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16. Click the Hest Details tab and select a host's IP address (here
10.0.0.10) to wew the details of the host that was discovered duonng the

=Te

. [T
L s ien apind o
P = P [

Dipan @eria.
bt
J cuick msn

Frbqund port

S Aorwall, sl umng —

Bst-tinerut by skop skons
b

FIGLURE 4% Fennup duphymy the deteli of @ sehesad hos

17. Click the Seans tab to wew the statos of the scan

Zerynan

L=hin s

§= 4 g Som = B 50ID
FkarHew

FIGURE 4 M Frwregs dhgibnang B dvha of the pedonmed seam (eved i)
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18. Click the Serviees b, and select each service (here hitp has been
chosen) to kst all the ports on whom the service 5 mmme, thesr state
(open /closed, nnknoon), version, and so oo

Mote: The services listed nnder the Services section may vary i your lab
ENTHOMment.

Y, -t
SCTP COMOKIE BUCHD
s matmescTr ] — T=TEEE
CODEIR BCHDY i T =

puoets bt sl an ABORT

Sarnicm
£ the frart & sl d

Hisits | Topology | Howl Dwtain | Scans

=, Pt 4 Proboszl 4 Sdets 4 Veruon
B ip ops

Tif e

wp Lt

ik

FIGLURE 4.11 The Zenmap Sernces il heeg the serncm = the wonce Bl

19. Onece the zcan is performed terminate the scan, and emr the Nmap
™ Task 2 application
Traee all the sent 20. Lamnch Nmap from the Apps screen
rel received
a Pmﬂ: 21. In the Command field type the command nmap —-packet-trace
followed by the IF address of the tarpet machine (L2, Windews 8.1
[10.0.0.10]).

MNote: 10.0.0.10 is the IP address of the Windews 8.1 wirmal machine 1n
this Iab. This IP address might differ in pour Iab environment

22 Yom are performing a netwrork mventory for the wirnal machine.
23. Click Sean to stant scanning the wirmal machine,

Zenmap [= 8 MI

Scan Joals

Targek | WG

meemves. Thix can he
einenely wiehul b
delngeny ar
iErEnhoRany ' -.':DG. i

Itrascr

FIGLUEE 412 Conbiggrmy Paces Trors amn m Zmmgp
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24. By 1smumng the —packet-trace command, MNomp sends some packets to
the itended machme and recerves packets in response to the sent
packets. It prints 3 summary of every packet it sends and receives.

25 The following seceenshot shows the packets sent from host to target
and packets received from tarpet to host displayed wnder Nmap Output
tab in Mmap:

Ll:l Bach ling in ghe

isgns Eontmng e

bells, The firt s wheider &

FIGLTRE 4.1 The Fenmap nam wisds dapbiing tae st amd mermmd trdf

26. Seroll down the window to wiew the open TCP ports.

FIGITRE 4 1& Lo digplaeyr the castpest fur Pickst Toses Sean
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I. Click the PertsHests b to display more information on the scan
results.

. Mmzp displays the Pert, Pretecel, State. Servies, and Versien of the
scan. Here, as you can observe, more nnmber of ports have been found
open compared to the previons scan

Zenmiap =T=Tm=m)

Scen Took  Prafike  Hel
Tuget: | 100010 w| Prafile «| |Scmn
Command: | nmaep --packet-Erecs HEH0G

Hesty Sarnca g Dt | Poets Host | Topelogy | Hert Dataila | Scam

8 Part 4 Projocol- 4 Seate 4 Serac ¥ Veamon

0% 1 Haesl
W 1nis ® I ap
top
icp
tep
1cp
/s g

81 icp

= The we proe mare

riciggmieeed Bay Bzvogs 8 W cp open
M tep npen

i o

Sl FICILTRE 4 15 Timwro diqubrvig cyen ports uncer Pt/ st s
" e ”

= Ukl 29. Click the Tepelogy =h to wmew topolopy of the tarper network that

= Cypaen | Fiterad] contains the promded TP address.
* Closed | Unifilbeoesd 30. Click Fisheye option to miew the topolopy in a clear way.

Tenman [=TE

=} P

Mmap Dvipul | Ports ¢ Her| Topoks)y | Hee Deslr| Zcem

Hesta Frmw © sty | Conivata

FIGLTRE &35 Fmwna dhoqigrgy nopipgred the whend nog
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1. In the same way, click the Hest Details b to =ee the detals of all hosts
discovered durmg the intense profils.

32, Click the Seans tab to view the stamns of the scan and command nsed

B Click the Serviees @b located in the right pane of the window. This tab
displays the kst of services

. An artacker nzes any of these sermices and their open parts in coder to enter

into the target networdks,host and establi=h 2 conmection
Chce the scan is perdformed, yon may teeminate MNonap.

6. Slow Comprehenzme Scan nzes theee different protocols—ICE, TDP
and SCTP—and helps in determining what O, services and versions
the host are maoning accosding to the most common TCP and UDP

ervices.

7. It is sumply an intense scan nang TTDP protocol in addition with some
more scanming option. This scan in performed 10 an attempt to trace the
machine: on a1 netwock, even if they are confipnred to block Ping
fequests.

8. Lannch MNonap from the Apps screen

39, Enter the IP address of Windows 8.1 (10.000.10) in the Target field

salect Slew comprehensive sean from the Prefile drop-down list, and
click Sean.

Lenmag m

Scan Profle Hedp

Target |'!.'.=..."_- w| Profile: | How camprehensive scan VJ

Command:.  nmap -5 -l -T4. A v -PE-PP -P5E0 443 -PASI39 -PUSTI2S -FY - 33 —ecipt "defauk of (dis

Hoats | Sernces Mmap Cuipat | Ports © Hosts | Topologs | Host Detais | Scans

[:H The [P treasitierp — .
i [ PP/ A)-PU-PP 05 4 Hant

el ramag: g Frpes
temtzuse: it bikes sl

b cprete cooeful foe
detenmneyg avikilaley.

Fitter Hosts

FICGURE 4.17: Settiog, S Cianpesberons: s i Tevernps
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40, Nmap scans the target [P address with Slew comprehensive sean and
displays the scan resnlt in the Nmap Output tab.

B |

Shasw compreherghve 1o «| |scan

443 -PATES-PLUAIZS -PY - 33 --Soript " deleil o (dbacorery and sele)

Saracm | Wenap Ceitpuf | Parta & Haks | Topology | How Detsle | Scam

o nmap-sS =l T4 & e

5By g 53 —sr.| v |

]

L2 ]

erad neThis

sz@d manie

FRFLIRE & 18 T dipbng B dadpue e Sow (Coamprehesses Soan
. Click the Perts/Mests b to displsy more inforoation on the scan
results. Noap employs vadons scanong techmigues nung the slow
comprehensive scan, and displays more open ports.
2. MNmap displays the Pert, Protecel, State, Serviee, and Version of the

SCAD.

denmap

n '_n'u's PBroile H

ER -PLLA0LIS -PY g 53 —eorpt “defaul o [d

Mrrem Catpue | Povts @ Heat ]'-:rl:rrn;. Hast Details

T
| % Pod 4 Pt 1 4 Sepdge

156 tcp apar THIREC M ‘Windows FPL

FICGURE 417 Fawrsags chsbips S e puorss m the siggd nechioe
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. In the same way, click the Topeology mb to view topology of the mrpet
IP address i the sean profile.

. Click the Hest Details tab to see the details of all hosts discovered
during the intense profile.
5. Click the Seans tab to wiew the statos of the scan and command nsed.
. Click the Serviees tab located in the npht pane of the wandow. This mh
displays the lis of sermces.
7. An attacker nses any of these services and their open podts to enter inen the
tarpet network host and esmhlish a connection
. Once, the scan 15 performed, 7on may terminate the scan.

. In addition to the scans feamsed above, you can also pedform vanons
other scans sach as S5YMN scan, XMAS scan, ACE Flag scan, and =0 on,
in an attempt to discover machines, and their open ports and sermices in
2 petwrogk.

. You may also choose the defanlt s:can Profiles avalable in Mmap o
scan a network

Eenman
San Ik Profile Hep

Targst

Command  nmep -Té-4

Haosla Sarccm

Asgularscan

S COMpIeheEave s

Filkar Holy

RTRE 4.2 Firoiay Debad S Ot
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= e 51. Hull sean sends a packet with no flags swarched on It works: only if the

TP operating system’s TCP /TP mmplementation is developed according to
Create a Hull BFC 793. In a omll scan, attackers send a TCP frame to 3 remote host
Szan Prefile with NO Flags

52. Under Prefile: field, salect Regular Sean from the drop dowm List.

Zenmag
Scan Teals Profik  Hel

Target % | Fighile R'F:_|I:!‘I CEr

Lommend | nmiap

Hasts | Services Mmap Dutput | Pos / Hosts | Topalogy | Host Detwls | Scans |

FIGLRE 4.21: {hesoorg Bignar Sz

53. To perform a nnll scan for a target TP address, yon need to create a new
poofile. Click Prefile <+ Hew Prefile er Command Ctri+P.

Zenmag i;l_nm

S Tools | Profil | Help

Terges [ Mesw Profile or Commaeid Ceri=P |u=‘r-"""

¢ Edri Seleched Prodile Chi+E

Mmap Jutput | Pors  Hovt: | Topalogy | Host Dekmlz | 5

i

FIGURE & 22 Cyestwig 2 Mew Prioike

54. On the Prefile b, inpot a profile name Hull Sean in the Prefile name
beld

Profie EoRlor

b | Soan | Fing | SCoogiieg | Taget | Sounce | Qthe | Timing
Profie Whorraiion

Profike narne [Hul Scan

STl paia

FIGIURE 413 Prireng Pl Nene
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55. Click the Sean tab in the Profile Editer window. Select the Hull Sean (-
sH) optina from the TCP sean: drop-dowm st

56. Select Hene m the Nen-TCP seans: drop-down list, and Aggressive (-
Td) in the Timing template: Check the Enable all
advaneedaggressive eptiens (-A) option, and click Save Changes.

List.

57. Using thys confipnmtion, you are settmg Nmap to perform a mull sean
with the time template as -T4 zod all aggressive options enabled

Profis Etsoe

miap s

Prafile| %co | Ping| Serigting | Targmt | Saurca | Othu | Timing

Biai oG

Theat ccan -

||: e

e

goravE oEticn | -4

o - O

iz ln rercaraa DR mmaciubion [-n)

P auppzt -8

e S —

FICURE 4.3& Cirsfggarmrgg Mull Scan Profle

58, In the mam window of Zenmap, enter the target IP address (here,
10.0.0.4 wiuch belong: to Ubuntu wirmal machine) to scan, salect the
Hull Sean poofile from the Prefile drop-down bst, and then click Sean.

Zervmmm

HaCkRhInO-TeaM !

g Ioch

Ercfil  Halg

Tarer [ 1nus «| oot

| ==

ravesg <5 M -TH & LA

Heats HrLE Mg Cutgut | Fort/ Hio | Topology | Host Dkl | 5o

05 4 Hosi

FITURE 425 Trussitigy ol Sz
50. By issning the command Nmap sends TCP packets with none of the
TCP flags set in the packet. If the scan retmrns an RST packe:, it means
the port 15 closed; however, if nothing is semmed, the port is either
filterad or open
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60. MNmap scans the target and displays resules in Hmap Output =h.
Mota: The results obmmned in yons lab might differ Fom those displayed in

FICLTRE 4.2 M Sezon Remck

61. You can chek the other tabs to exanine the results obtamed by Nmap.

Armvshorcic
LAl ANATYSIS

Docnment all the TP addresses, open and closed ports, services, and protocals yom
discovered dunng the lab.

OYes

Plarform Supported

[ Qlassroom
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Lab

Network

DNty comer wath vavions inburlt reripes vhat aan be evbloyed diring o sean process
7 an aEvemgpt to jrad the gbew ports and services ramming on the peris

o T T VO T B L ~— o

—icou xev _ Lab Scenario

 Valualile As professional ethical hacker or penstration tester, yon should not lowr yons

—=== netwods  scanming @ik with Noap, Dmping yomr  secnaty  assessment

# Test your asmgnment, you should toy all the possible Nmap netwodk scanning options o

Enomisdge exploce possible open pors zod services maning on the pors. This lab will

B b exense demonstrate you varon: options of scanning nsme Nmap
L] Wadkbook pevier :5"_".} D .Iﬁ.j_:':..-‘;:('ﬂ.;_'-*k"'._ a5

Thas lab explams smdents how to employ followmg trpes nerwork scanning
technignes naung Nmap.

" TCP Connect Scan
" Xmas Scan
®  ACE Flag Scan
* TDP S5can
®» IDLE Scan
Lab Environment
To carcry ont this lab, you need:
®  Windows Server 2012 munning a5 2 host machine
® A compmer maming Kah Timm
* A compnter maning Windows Server 2008
® A comprter mamng Windows 5.1
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T T S
Lab Duration
Time: 15 hfiomites
Yarview of Ha | ab
Overview of the Lab
®  TCP connect() scan nzes a nosmal TCP connection to determine of 3 paer 45
arailable

X maz Sean urrobres sending TCP sepments with the all flaps sear in the
packet header, penerating packers thar are dlepal acconding 1o BFC 753

ACH Flag Scan srolves sending ACE probe packet wath andom sequence
mrember

UDP Scan mwobres sending a genenc UDP packet o the mupet
IDTE Scan imrobves sendmg spoofed packers to a trpet

ab Tasks

Before beginminy tas lab, lanoch Windews Server 2008 warmal
machine from HyperV Manager, and log 1o to o

Latez, logmn to the Kali Linux micomal machine

Lannch a command-line ternrnal.

Trpe the command nmap -sT -T2 -A [IP Address of Windows Server

L]
FENTE

Perferm TCP 2008 Machine] and pres: Enter o pecform 3 TCF Conneet Sean.

e MNote: In thiz lab, the IP address of Windews Server 2008 = 10.000.8; dus

might differ in yone lab environmene
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This pecform a TCP scan in aggre mode with 2 noomal fiming (-T3)

1 IIS httipd 7
e ! TRACE
scripts http-nathods _htnl

208 Kerberps! {sarver tipa: 2915-04-12 (E-
T Wirdows APC

tF 5 1: Perhirrmng TCP

esnlt inclndes 3l the open ports, Opemting 3
Resnlt, nhamr emilt, smb-os-discovery mesulrs, =mb wer

(CEH Lab M T | Eshical Hacking sml
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e nmap results window to view the complete nmap scan

raat@iraat =

CF Cimnmc Sin Remd

Xmas sean sends a TCP frame to a remote dewice with
t. FIN scans only with | /1

The corrent versi F
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10. Swatch o Windews Server 2008 wirmal machine, and enable Windows
ﬂ TASK 2 Firerwmall

i Mo =]
Sean

geeral | Exceptons | pgvancad |

Andoees Mrewalican help t hadonns o mescous sofhesre fiom ganng
s 0 pour pompuis Beough the Inferrat of & nebadts.

Sl

Thes. setimg blas ol cutce soonoes &

PO OOFTRELE D (255 Se0une MRS, Al

Mrndow=s el beodes or bgrans,

by oon

Erepich g, this settin g, Tun

Il o e gt thage seitings

o | ==

|-

FIGURE 5.3 Teaming O Windows Firswal
11. Mo, swatch to the Kali Limux vicmal machine and lamnch a command-
line terminal

12, Trpe the command nmap -sX -T4 [IP Address of Windows Server
2008] z2od press Enter to perform an Xmas scan wath agpressme timing
(-T4). The displayed results are shown in the following sereenshot

root@raot; = !

-

itarting
inap

FIFLIRE 54 Prrhasrmyg Ko S

13 Nmap retums a result stating thar the all the ports are opened /filtared,
which means a firewall has been confipnred on the target machme.
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B waas & 15. Lannch a command line terminal, type the commend nmap <A -v -T4
[IP Address of Windews Server 2008] and po
Perform ACK Flag

Sean

ng S
canning 10.8.8.8 [1 par
ampletad ARP Ping Scan 4, B 0Pz glapzed |1 total hosts

{16ER Total poris)

0 3 are-urfilterad
el
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robe packet with 2 mndom sequence number.
port 15 hltered and an unfiltered respons

19, Thi P-a:f-'fn:u." a UDF sean on Wh:lnw'-'- Sarver 2008 "rir_h an msane

-T5 18.8.08.E

1 y at 2BL5-34-12 A5:41 EDT

ttp: s v-mp.f:
etransmisslon cap hd

FIGILRE 5.7: Prs nap LT Sean

20. Open a command line terminal type mmand nmap -Pn -p 80 (or

amy port ammber which yoo want [IF Bddress of the Zombie

machine (here, Windews Server 2012)] [IP Address of Windews
Server 2008] and s Enter.

‘mnap.org §oat = 3 @BTF=58 EOT
i:l 0.5 [160,8.,8.5:20);:|01ass: Inc renental

3 seconds

22, The scan result states that port 80 on Windows 5.1 is open.
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MNote: The resnlt might vary mn vonr lab environment If the pos is not

open on the targpet machme keep enforcmg the IDLE scan by probing

other poots.

23. Thas way, you may employ vanons othes scannme techmiques, snch as
Inverse TCP Flag 5can and Stealth 5can to find open ports, services
mumung on the ports, and so on

1 = mabrcic
Lab ﬂ'--."::-;r; =1 L=

Docnment all the TP addresses, open ports, muning apphications, and protocols yon
discovered dunng the lah.

OYes

Plarform Supported

[ tlus STOOTI
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Lab

| | & ""di‘*‘:‘““”"'“ 1 Ej -..'.!- O 'F"’

) y

- ]
i D"

MNeaSanTook Pro &5 an ivggratad collecion of iternet infarmaion gatberting aqind
netvar trowblehooting wrilitier for INetwork Pr afe'-:r.'c;a.':i.{r

I -
IGOH KEY Lab Scenario

:‘;_"."““!" Dmnng the network scanming phase of yonr secnsity assessment assgnment, pom
— may equire to perform ARP Ping Sean DHCP Server Discovery, Ping Scan on the
# Testyow tapet netwodk o detect live hosrs, sermices, and open pors on the arpet. All these
_ bomedzr  petoodk scanming activies can be performed using NetScanTook Proo As a
= T p—— profestionsl ethical hacker, yon dhonld be able to pedform netrods scanming neing
MetScanTools Pro. This lab will demonstomte how 1o nse NetScanTools Pro m

ke Wadbook mview
—————————— perform nerwork scanmng.

1 ah Nhiccb oo
Lan vnjecluaves

The objectrve of this lab 15 1o help smdent to nnderstand how 1o pesform ARP Ping
Sean, DHCP Secver Discovery, Ping Scan, and Post Scan nuing MetScanTools Pro.

e Lab Environment
demenstrated in
this lak are To pedorm the lab, you need:

ilable i i o .
:.:JE?_FE = ¥ MetSecan Tools Poo located at BRCEH-Tools CEHvEY Medule 03 Scanning

Tools\EEHVS Hetweorks Seanning ToslsHetSean Teols Pro. Yon can also download
Module 03 the larest version of MNetScan Tools Pro from

Seanning htp: /oo nerscantools com /nstproman heml If yon decide to
Hetwerks dowrload the brest vemion. then sereenshors shown in the b g differ

A compnrer moning Windowrs Server 2012

A compnrer momng Windows 5.1

Adnwmstrare pomilepes 1o ma the MNetSezn Tools Pro tool
Lab Duration

Tame: 10 Mbemtes
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Overview of NetScan Tools Pro

TWith MetScan Tools Pro ntility, yon can msearch TPvrd /TPv addresses, hostames,
domam nemes, e-mail addresses, and TR = on the taper

MetScan Tool Pro performs the following dusing network scanmng:

*  hlonmomne network demices avadabdity
*  Motfies IP addeess, hostnames, domain names and post scanmng

Lab Tasks

1. Mamigate to DNCEH-Tesls'CEHVE Medule 03 Seanning
Hetwerks Seanning Tesls'NetSean Teosls Pre, and doshle-click
nstplideme.exe.

. If Open File - Security Warning pop-up appears, click Run.
Follow the wizard doven mstallation steps to install HetSeanTeels Pre.

Setup - NetScanTools Pro Demo =T

Welcome to the NetScanT ools Pro
Demo Setup Wizard

Thig wil iratal MetScanToois Pro Dama 11,53 on yolr
comeetter.

‘x Actve D=y rul [t s recommerded that you dose a3l ather appications befane
Diiggrostss Teacli thab yess ORtrLng.

en use b kacabe andl st
devizes connesed dn opne Cick Mext to oondinue, or Camnoed b et Setup
mer o eny

we arnl rackerts

st wapamnar

et =

FIGFLRE & §: Metfecm Tonsk Pros sttt wicm]

4. At the final installation step, click Finish.
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§ WROOSO uiook

Mrap - Zarmee

FICAIRE .2 Worlime Serwer T2 Apys s
A Remainder mindow zppears

are nsing 2 demo version of MNetScanTools

Reminder

hrwing NwtScasTials Pre v11 DEMD. This gedocatis Reacvioed wih i rensimg 152

et 00 by on The phione oF with 8 POL please oootact o Salkes depe ol 1050400 BE
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6. A DEMO Verson pop-up appears; click Start MetSeanTeels Pre
=

i wesi Perfmmance L wasn T etsi .;1'||||l.‘:-|.-i. COT

58 Vet DEMO Version

This = & DEMO. [t zanrot be urlocked or comvert=d o = full version

EMO Version: 3] ral days k=t

Purchase & FULL Wergon of MetScanTocls Pro {15% dema deoount]

Start NetScarTools Pro Dema .

FICILRE 6 4 THFEMO Wersion pupimagn

The HetSeanTeels Pre main window opens, as shown i the following

sorepnshot

derme - MebscanToos® P Dema Yerson BLAE 11-7-2012 based orverson 1153 L= [
i e B dccencaly Yew P Baip

T i M itk

o=
o Tedetni PE L ¥ cai Toakr® fra O 11 Tt ol i o s, ol Exola e T Puriclon sscapd

a Vil ot b et Byt s s Pt el

B e = ok b s ree e
o wwd oy koo toshy oot e porty e

FIGLURE 6.5 Magn wnndine of Meshean Teads Pro

10. Now, log on 1o Windows 8.1 virmal machne.
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ENTE

Perform
ARP Fing

By A T
Fehene al
i TP
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11. Switch back to the Net3canTools Pro main window on the host
machine.

12, In the left pane, click Manual Teels {all), and slect the ARP Ping tool.

Bami - MetsesnToos 8 Pro Demo Vemian Buid 11-7- 7013 beed on sesian 1153 | = |5

% P Do m«..-.g---:.]l-.-;.adln-lm:.ﬂ-
L] '1--,-.;1._- s Dl HEdgn F

soremtnd b gLl v

S R AL Siang

ksar bo b e
Cothg Porsarinr - sber, v ey i o ot e packy e

Faamels Tid B Fram fu Pl ey o vere the: e ool heip ncludng Ckeing Xeted inkarumson

FIGLTRE &6 Seloctng ARF P

13. A dialog box opens, explaning the ARP Ping Tool Click OK.

|+ Don'tforgstto rght ik n

|Demo Limitations
e Hone.

A T woes about This Lok,

|About the ARP Ping Tool

L= rr.n. Fonl i T‘l'l‘l!" ain TI-"'rd aildiess an o sibiiset usiag ARP g |,u;l|.i sts. Lhse b

w of a daviea o an ARP_FEQUEST packat aven Fthe devicz & h
£ raspand ko raguiar Ping
AR F Ping requires 3 hrr_wl' T 1|:I|1r'9.-:5 o your LAH - whiy® hacause 2RP packets cannat be
rourbad.
Do 't miss this spacial feature in this tool: dantfy dup «3 addrom by pngng’
— one device (two or more MAC address esponds; you ame shown
e devices.
Press Show Tming Chart to see a pintable chart of ARP ping numiber ws time.

the remdks for a menu with mone oploons

=]

FEGLREE 6.7: & few ‘wonli sbouk ARP Tagr-tonl
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14. Select Send Broadeast ARP, then Unicast ARP mdio button, enter the
IP address of Windews 8.1 (10.0.0.10) m Target IPvd Address, and
click Send Arp.

cerre - HaticenToni & P Demn Yeroon Ruld 11-7-207% heed om semien, 17,590 =T

L Seril Promcdeast ART,
axd ol ast ART -
= imeade Bt seruds an

T aukedreics
T rhece T as definal
ni: e Lascal TP aedevtsen
- E]

FIGIURE &8: Coongunng the ARF Pg Tid

15. MetSeanTools Pro displays the Response time along with the MAC
Addeess of the tarpet machine, a5 shown m the following sereenshot

MRC Address LESDONSE . . - 1 ¥pe

Broadcast
Unicast
Tniceat
Tnlcast
Unmicast
Uniceat
Trnicest
Tnlcastc
Unicast
Umiceat
Tnicest
Tnlcasc
Unicast
0.002643 Uniceat

FIGLRE 6.2 ARF Pong soel seslbryg ART fracketi b e gt srmachune
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16. Click the ARF Sean (MAC Sean) tool in the left pane nnder Manual

_Hrase a3 Tools {all).
Perform
ARF Scan

derme - Methemn i oo ¥ Pro Domg Vermson Bued 1178013 Gemed onverson 1151

FIGURE 6 101 Selecting ARF Sein (MAC Sean) option
17. A dialog box appears, explaining the ARP Scan tocl. Click 0K
A tew woeds about fhis tool.,

:AIJIIIII the ARP Scan Toaol

davices &

Bz this Tosol B serd a0

Unchack e B
Dor’t forget to rght ck

|Demeo Limitations

|= Hone

FIGATRE 611 A<t AR Scan Tesd
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15. Enter the ranpe of IPr4 addres: m the Starting IPvd Address and
Ending IPv4 Address mhles.

19. Click Do Arp Scan.

e - MetSantnoiy 8 Pro Denn Yerson Hll'lrl”-'."—ﬁ'l‘. heset om remion 1159 e I uﬂ

¥ The Coemection

an loggred bova 50 e
uiamaliasr

FIGLURE & |2 Comfgrereyr the ART Sean Toxd

20. NetScanTools Pro displays [Prd addresses of all the devices connected
on LAMN, alony with their MAC Address, IF Manufacturer and
Hestname, as shown i the following sereenshor

FIGLRE &1 ARF Sean maulis dupbpad o MetSaaTools Pa
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= rask a

Perform DHCP
Server Discovery

L] DFCTF 3 msthad of
Iyt dxagrmy T
sues il Gther

mwfwiock [far ¥
widrratc b nahd
Sty frewn DHCP sere
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21. Click DHCP Server Discovery in the left pane, nnder Manual Teels

{al).

dzma - MeSaan Tools ® Pro Demo Verion Bala T1-7-2013 based o version

FIGITRE & 14 Selectng DHCTF Servar Dhscmery cpses

22 A diglog box appears, explaining the tool Click OK.

1153

& few worss abaut ths tool..
About the PHCP Server Discovery Tool

the P ardress and ot - e heng tended ok by DHOP serers
Irknasm of ‘rogue’ DHCF 52
= Dot fongal to ight Gk

D limita thons.
= FEE

& D= thiy tool o actively locate DHCP servers (BPef onily) on your ol sebwork. ©shoms

This tood o s find

FIGURE 615 A fror wieds alead DHCT Sereer Dicigcreery ool
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23. Ensore that all the Diseover Options ame checked, and click Discover
DHCP Servers.

TETIE - MRS T P DT NerHnn B 17213 R o ereon 1108 | = |5 |

HCF Zawer Do gy

s

TS TRAE - Do

& the DHCT Server Dinarwrry ool

acbriin [AAL gyl 24. HetSeanTeels Pro displays all the actrve DHCF Servers located on the

westiabm. nerwork, along with Mas Address, Subnet Mask, and 0 on, noder
Respending DHCP Servers a3 shown i the following sereenshot:

FIGURE &17: NetbeanTook Pas dopSyegs all the actos THHCE Seoven locsind o thee setwiack
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25. Click Ping seanner in left pane under Manual Teels (all).
Hrask s

Perform Ping
Sean

Mo - Mo Tools® Pra Demo Vamion Bala 19-7-2013 based o verslon 11353 |

S Uodg

T Tr Avirmpind

Fireg R | .. Bmreir

o

Framiue= Mok Seme
Pt Thint LS LR

EFCRswreans Libmary

Lo
L-

FIGLTRE £ 15: Selocting Petg ssanner g

26. A dulog box opens, explaming the tool Click O

A Tew wioaids about this took.

|Abaut the Ping Scanner (aka NetScanner) Tool

W= this ool b i) & ramge oF kst of [P add. riﬁ\iri Ti

am actve within the mngalist (thay haw to respond

addressas. To s 3l davicas in wour subnat nohe

o

Yo e Eport 3 beet st of TPed addnescss tis MW

Don't miss this specal feabare in this toaol: Usa the Do SMEHENS Scan to gat MetBIOE
L Traercaste o a boxl that | e=ponses from unpokected Windows compubters,

| Press Show 1rnl1|;| Chart tosee & pnnl:ahle chart of g ||un||:u:r W Eimee.

Dor't Torgat to right chck in The el Tor 3 meny with mone opoons

wechid device

FIGLRE 61% A frw womls alvinst Tirgr soanner ol
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27. Click the Use Default System DNS radio button, and enter the range of
IP address in the Start IP and End IP mhbles.

28, Click start.

e - MrtbcanTonle @ Peo Derno Vernon Budn) 10-7-2011 barsed onvversnn 1154
| e B sy Ve B i

L Ping Sizemeer i 2 ol
FIGARE 620 Confynenny, the P scanner ool

29, A Ping Seanner notice pop-up appears. Click | Aceept
Ping ScannerAMPORTANT NOTICE TO END-USER, e

wetim withi s apcifind

ek

MOTICE: Use of this teol or feature may be construed by vour inlemet access
pravider or the owner of the @rget system hashle achon or imtrusian ard may
be in viclation of your niermet oroesider’s Leaoe agreement or your lecal laws,

Your activibes meay be logged by the tarpet system,

EMALL TESTS! your 1P Address might be automaticaly placed an a Teal Ime bladdst

CISCLATMER: Morthweest Performance Software, Inc. expressly dadaims sny and al
resparsisity for the us= of or mproper us= of ths ool o- feshrs

LISE THIS FEATLRE AT WOUR QWK RIS

U aerent | [ Diechre

|00 not showe this message n e fawre,

FIGIURE f.21: Ping st pop
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3. Choose 2 beowser to wiew the result

MNote: If the browser opens antomatically, skip to next step.

| & . |

| = |

FIGLURE &.2F (hewmng: @ Brvsoser ho opn the HTM &e

31. A report appears in the browser displaming the nmmber of active IP
addreszes (MNumber of [P addeesses sespondme to pines) m the specified
mnge. and so on.

Mote: The results might vary in yous lab eovizonment.

FIGURE &.23: Briser depbomg, the nosber of sctrer IT sl ress
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32, Click Pert seanner in the left pane, noder Manual Teels (all)
e - Matboanionlp® B Derne Veronn lléu'u 1’-‘-.-'i]1ilhueu prwersnn 115 !L"—_

= rask s

Perform
Pert Sean

=
LPus Scsnimy
Frowm i iineii Vi SaatE

i B B S

FEC RS T (e

[

FIGLURE & 24 Selechng Part scanner opiees

33. A dilog box opens, explaning the Post scanner tool Click 0K
ATew wosss about This took., M

About the Port Scanner Tool
HEVER SCANH A COMPUTER 70U D=0 NOT OWH O HAVE THE OWNER™S PERMISSION TO SCAN,

Wen this tool b scan @ rgek for TCP or UDP ports that are stensag (open with services

stenimg b
Types of scanming suppocted: A
TOR Tl Conect

Teatune v this ool
) Wb i o bt iy

|Mites: settings that strandly a

C 52 300 o lea o & Fast rehiark conrecon vith ne sty computens, Lis 3000 (3 s=cunds)
cilng Tat the port s nat aciee

FIGLRE (.35 A fow sweends alwast Trias scannes
34. Enter the [P Address in the Target Hostname or IP Address feld and
salect the TCP Full Connect adio bunon.

CEH Lab Mnus] Page ZI7 Eshical Hackdng aull(kluutrnn.runm s -.rq,-;h!.l_' :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mol 1= Hadnnliy fiehlora HaCkRhInO-TeaM !

35. Click Sean Range of Ports.

BemG - MEISEaNTatIE® Pro Dama werson Bt 11.7-2013 tated onverean 1157 L= 0 ]

Egan Comann Fots

Pramunoisn Kesde Sosnrer Bt Cosreron Forta Limi

Faal i Biadkiit Chark

Priavs T

FIGLRE 6.2 Confyparmy the Frort seanner bl

36. If a Hatice pop-up appears, click | Accept.

e Part Scanner-iIMPORTANT NOTIHCE TO END-USER m

WOTICE: Lise af this tool or feaimure many be corstrued by your nbermet aooess
prewider or the owner of the target system 25 a heetle action or nfrugion and may
e in viokation of wour iIntermet provider's usage agresment or your ool laws,

four st ties may be lopged by the trgat aystem,

EMALL TESTE: your [P Address might be automatcaly placed on o real time blacdist

LSCLAIMER: Horthwest Performance Software . [ne, sxpressly dsdarms any and 2l
regoonsibiity for the wee of o imoroper wse of this tool ar feature

JEE THIS FEATURE AT ¥OUR OV RLLSK.

1.Acoapt IDedine

[] Do rot shaw this memsags i the fuiure,

FRCALRE 6. I7- Peurt Siasmwr-Mosee §

CEH Lab Manus] Page ZIR Eshical Hackdng aull(kluutrnn.runm .I' :lill\.rq,ljl!.l_' :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mol 1= Hadnnliy fiehlora HaCkRhInO-TeaM !

37. MetScanTools Pro displays all the pores and their destinations, as shown
1 the following screenshot

. r.

=1 Pk ESLIRN - Colms sk Ra e

FIGURE 628 Pert Simemr-Honce pogup

38. By pecforming the above scans, an attacker will be able to obmm a Hst
of machines detected in 3 metwore their respective IP and MAC
addresses, and a list of all the open ports that will allow him /‘her to
choose a target host and port in order to enter mito its network and
perform malicions activities such as ARP poisoning, sniffing, and so on

1 ab Araheci
LAl ANAlysls

Document all the TP addresses, open and closed ports, services, and protocals yom
discoversd dunng the lab.

O Yes
Plaform Supported

= Clnssr-:;-:;m
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Lab

The INimah conemmand g -1 EINDETO i the dagy gbion, thar Jets you scan
sising noliphle decoy IP addresses

R PO T o ERAL
ICON KEY Lab Scenano

L Valuakle As part of this merwaock secnoty assessment activiry, you will be asked o
=i=ie pedorm network scanmng m snch a way thar your network scarung attempt
#' Testyour shonld oot be detected by network secority perimeter such as firevralls, IDG,
Enomiedge and 3o on. The purpose of your scan will be to evalnate the taspet netwods’s
firewrall secnmty. As a professional ethical hacker or pen-tester, von shonld able
to perform netorork scanning withont bemg detected by the fiewall or IDS.

b Wb eerme

L] Waddeok review

i P I e
Lab Objectives

The objectre of this Izh 15 to help smdent to noderstand how 1o avoid scanning
detections nang amitiple decoy IP addresses.

1 ab Erwi S
LAk Chvironiment

To carry ont this lab, you need:

* A computer mummg Fab Tamm
i Teals . : 3
demenstrated in " A compnter maning Windows §.1
this lak are 3 b Thaadina
available in Lan Uuration
D:\CEH- - o
10N i
i Time: 10 Miemte
Module 03 , TR s v Hae -
mm?hg '::_..-' Valview orf T E_']-::? Lan
Hetworks Fisewralls and ID5 detect normal scanming attemprs on the @rpet nemwods. Howerer,
yom can nse the IP address decoy techmqne to avoid detection.
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Lab Tasks

Before starhing this lab, Tum en Windows Firevall on the Windows 8.1
machine.

CiEAmTe S - - IEH|

FIGLRE 7.1 Wiswhury 8.1 Farvarall

H Ttask 2 2. Now, svatch to the Fal Linux virmal machine lanach a command

tepmanal trpe nmap -f <Target IP Address> zod press Enter
Perform IP p 1 e Pr

Fragmentation
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3. Thef swirch is nsed to scan tiny fragment packets.

Mate: In thiz lab, the prowided IP A iz that of the Window= 8.1
1 ) machine. The IP addresses may be differ in youe lab

e |

1 g wan

Tumed en, you can only see the ports
shown mn the screenshot below.

—=& rmap

tarting Mnap
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H rask 3
c':-r::tm:l.ud: na-_-dt--r_f_m;-n.ut smaller pac

Performing complete packet at a tume
Maximum 5. W i
Transmissien Unit

inap cone:

7 6| Mip resoft

|1 hostip) scammed.1nl 15 5F ¢
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Now, swirch back to Windews 8.1 {Tarzet machine), lannch Wireshack
and check wath the captused packets. It shows you the smltsple TP
addresses in sonuce section.

Mote: If Wireshark 15 already installed in Windows 8.1, laonch
throngh the Stan memm apps.
-:.--|---.-. -:-- -u. .. Tt S ““

e E EEeL A
L] W el

B et & b e e ey b e By 3 S Porypiged ] Y ) )

FIGURE T.6: Decayal TP Auldessct m Windoes R | Wiershark

Docnmene all the TP addresses, open ports and monine apphcations, and protocnols
yomu discorered donng the Iab.

OYes Fl No
Plarform Suppornted
[ Classroom B iLabs
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Lab

MNegszer allons you to remotely audnt @ network and determne 1 it bar beew Broken
aiig or missed i some weay. It ale provides the ability to Jocally andit a sheafic
magching for plneralbifimen

L ol Tt
IGCOM KEY Lan «Cenarno
Yon daffi types of scanming ok d aled
 Siibdle Von have man different types of scans on target network that reve open
icfomation ports and services muuing o the tarpet netwrock system Yons next step will be

Ao to pedorm mnlnerabdity scanone to detect possible wnloembilines of the
F est Four

knrodertes systemin the target network. 5o a3 3 professional ethical hacker or penetration

] tester, you shonld be able to pedorm wminerability scanning on the tarper

e netorods. This lab will demonsteate you oo bow to pedform wlnerably scanning
L Woarkbok remier 00 T target netorode

! L - ey s

Lab Objectives

This lab wrill gree on geal-time expenence with naing the Nessn: toaol to scan
for netoork milnebilivies

= . o
LAD Chvironimant

[ Teels To caery ont this lab, yon need:

:mst;:ed uis ¥ Mewmnz, locared at D:'CEH-TaalsICEHVY Madule 03 _5:31hih¢_f
ol Hetwerks Vulnerability Seanning TeelsHessus. Yo can also
D:CEH- download the latest version of Messns from the hink

Tools\CEHVE hitp: / fwww tenable com /produets /sessns Sselect-Tons-operatine-
Medule 03 sstem. If you decide to download dee latest vernon, then sceeenshots
Seanning shown m the lab might differ

Hetwearks

A computer monme Wndows Semves 2012 Host machne
A compnrer moning Windowrs Server 2008 mirmal machine

A web browses with Internet access
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*  Adownisteative privileges to ma the MNessas tool
Lab Duration
Time: 15 hiomtes

Mhvaruie ~F Valnarahiliu Semsrrive
Uverview of Yuinerabhiy >Canning

Vulneshility scannme 15 one of the types of secunty assessment actorty pesformed
by secudty professionals on their home netoore It helps them to find possible

Lab Tasks
H vrasx 1 1. Launnch Windews Server 2008 virmal machine before begmming tus

Install Nessus lab.
. Swatch back to the host machine nampate to DCEH-TeolsiCEHVI
Medule 83 Seanning Hetwerks Wulnerabkility Seanning TeelsHessus,
and donble-click Nessus«5.2.4=-x64.msi.
If the Open File - Security Waming pop-up appears, click Run.
. Tenable Hessus Installation Wizard appears. Follow the mnstallaton
steps to mstall Nessus. You should accept all mstallation defanlts.

W Tenabie Nessus (4] - nstallsnield Wizard =

Wwelcome to the Installshield Wizard for
Tenable Hessus [uhid)

The [restafishiskd (R vitzand vall install Terabd= Hesss (%54] on
sour computer, To cortirue, cick Next

EZF mpswst is dlesgmand b

mabceroiie e #

WARKING! This program s protected by copynght by and
Ftemationa reatiee

FIGATRE B.1: The Mesus ledal Shiek] Wecnl

5. Dmsing mstallation, if 2 Windews Seeurity pop-up appears, click Install
ot skip 1o the next step.

6. After msallation, Nessus opens 1o your defanlt browrser
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The Welcome te Messus window appears. Click the here link to
connect mia S35L

11 PO
ks MUASL (Mewman
Astak Senpeng, Langnoge)

Welcome to Nessus!

Prease connect via S5L by clicking{hens

ED) b

of e by v @ nesfanck g
dhtrrmres which hests am
are

FIGRUTRE. R Wekonn s Minmst wicslirer
Note: Theomghout the lab, the logo of Messns and the page backpromnd
may differ in vous lab emrronment.

B, The site's security certificate is not trusted! window appears. Click
Preecced anyway.

=Ty

mitdcabe 13 nued by ar

BN tenscn s e
mrrvrs oo ech ot 8
elstam: Inewwrrs Sat cimban
sbtarar and {1 e

milmnEyE

FIGLIRE B3: The a’s seoisty (arhifsss i nod nssiad wimbkin
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MNote: In newer versons of chrome, the GUI might differ, and yon may be
wiewing 3 Prvacy error page. In such case, click the Advanced link

=rem

I:r_I Path o Mrsiask horme
T e
Yyl drrmd ke s

FIGITRE E4 Browser Seunsy Welgogy

’ MNow, click Preceed to localhost (unsafe) Link
I:l:l Dhony; the sodalssn

el by amptreen of

Nimas, woaipubdgg e
Wrmas seveir s raesdy i
a——

Lr.l Mesus  om  pabilic

Dxereen wiftwant licosal

teruder the GPL

FIGURE 5 Brwser Secunsy Welgrgs:
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The Welcome te Messus window appears. Click the Get Started =
button.

I:IJ Dhst s e ivehemal

srrjirem (of 551

cortiiae, i ook posslle

1 i @ drrihiote wish |

T Y | N — e B S e
e T,

E=The: N Server
Mbemprer v w1 M £ fos

(e a—— — -
Gel slare =

FIGURE R Wikeeere s N wands
LU, Initial Account Setup windew appears.

11. Create credentials to nse for admimsstrative control of the scanner. Yom
N i daic, can nze "admin” and "password” here, then click Next =

wet B Lsand nervices mach

i, g, g e T 12, These credentials will be used to log in to MNessos at the time of
vulnecabdity scanning

arnerabi by ot

[

vt

Ty e

FIGARE A7: Inrinl Acrceont Sehep wemlew
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13. The Plugin Feed Registration window appears, in which yon need to
enter an acuvation code. Mavigate to the Tenshle web page and regster
for an actvation code. Proceed to the next step to complete the
proCess.

[ |

eTieT A iy S e

"1 A

Acocatxm it wu P
A, [ i

SexryCimger: Breannmnd
i o kel e Bt sl s
coaraTiancihE wish
Beczmtylrrter, whac #ul
S A R
wali] Actreatuon Coale ol
phgpn

FIGURE RA: Phygmi Fral Regriribce wmzlow
14. Open a new tab in the browser and type k
= f 0/ pots pesens

Press Enter.
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15. The Nessn: home page appears. Enter the details nnder Register for an
Activation eode, accept the license apreement, and click Register. Tom
can nse zn abas, bur you will need a vald e-mail to setreve the
activation code You may want to consider creating an alias e-mad
accouant if you do not have one.

it __ |
il b

&= o

5 Nessus Home

iz it g
ool Mo, wons el
e ey e hagin
sl vl o il bt the
Wiz dsrver Mite: The
Aacsaitwe ook o vk e
waratrer.

=

FIGLIBE 0% Risglhsiog with M fix 50 aithtion. sde
16. Onee you are done, close the vandow.

17. Log in to your email acconnt, open the inbox mail from
Messus, and copy the actrvation code.

Tanasie MNessus Home Activation Code

ELF The updsted 10emm
sty ks datulie
e etrigac it

e

FIGLRE 8.1k Achvigion cade sert -t your peciornsd msal
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158 Switch to the Plugin Feed Registration window, and paste the
actvation code in the Please enter your Activation ceode texr held
Click Hext.

FIGURE 8.11: Phygin Foedl Regtrabusi windia

19. The Registering window appears, as shown in the following
sereanshot

Lr.l Chice the plogor kv
Byt chwnirncad
eargule], e M (LT
el mirmber: e the M
wrver wll sant

FIGURE A 12 Meisus Rigisteemg At Cicle

20, Wait notd the scanner is registered with Tenakble.
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21. After soccessfnl registration, click Mext: Download plugins > to
download Nesms plugins.

il rats Ay csn e

Fenn! o raticns, sl e
[ e P

CATT

FIGLUEE R 13 Messui Dhossdindang Pl

22 Mesmns will start fetching the plugins and will mstall them. It will mke
time to install plegins and perform the staliation.

Foxrn nhixchng thee

wiinEmoi ity scanner

& fetching the newest plugin set

Plesse wait...

FIGURE & 14 mzw fetching the neonsid phgon et

23. Onece done with the phapin dowmload, Messos bepins to initalize It
takes some tme for Nessns to mitialize.

ol o i

EL o bk i i,
chick Posion 3 Aukil Podicy,

FIGLTRE A B Newiu by wabsbised
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24. On completion of mmrialization, the Messus Leg In page appears.
[=TEm
Add a Network

Polioy o o= recit =

Hrase 3

35 Nessus

B P shitran 550 e
roanE, nrlrrllrl: o FIGITRE E. 16 The Newies Legr Tn scmres
awrract the
hod 25 Enter the Username and Passwerd from the pror Inial Acconar
ot ki Semnp step (Recommended User admin; Passwood: passwood), and
click Sign In.

{#3Nessus

11 A
rnignom] uang #x
Creclentuls il

FICLTRE A.17: Sigring aut Mesus
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26. Afrer yon successfully log i, the What's New in Nessus pop-up opens
over the Nessus Home | Seans window. Click Clase.

FICURE R IR What's Mes i Mess -

27. The Nessus/ Seans window opens, a3 shown in the sereenshot below:
B0 |

FIGURE R 1% The Messs S wambine
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28 Toadda new policy, click Pelicies button in the menn bar.

= . -
FIGURE B3 The Messs Pbesass sl
29. The Nessusi Pelicies window opens; click the + New Peliey button.
N
Soare Loteacn rolam e v Y |

.|

FICILTRE £20: Adddingea nuew pelicy in Mesasy

30. Pelicy Wizards window appears. Scroll down, and click Advanced
Polizy

Prrfsam Remaark
Vil revnbal Bty S ara for PO

FIGLRE 8.2 Chocang Advance Pobly oo the by wnzes]
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31. The Pelicy General Seftings section with Basic - Setting type appears
as shown, in the followng screenshot

Setuhdi Bribabin

FIGRUTRE E.2%: The Nesoz Gienenl Sethogs Policy sredkow

32, Specify a policy name i the Hame field (HetwerkSean_Policy), and
give 3 deseription abourt the policy

f_a Messys Seam actiadive Ppba

FHGLRE .34 Crishormnng the pereral srisegn
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33. In Setting Trpe field, select Port Scanning from the deop-down Est.

34. The Policy General Settings window with Port Scanning Setting Type
appears, with defanlt options, as shown in the sereenshot below:

X
— . - — - -

FIGITRE 225 Policy Grneral Settings winibow with Pint Sussweng Setting Type

35, Uncheck the Ping the remete hest option, and check the Nessus TCP
Seanner option

r .

Sararai Setings

FIGLERE .26 Custormzing e P Scanney Settmg Type
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36. In the Serting Type field, select Perfermance from the drop-down list

37. The Policy Geneml Settings window with Perfermance Satting Trpe
appears, with default options a5 shown i the below sereenshot:

{¥y Messus. e ki - — X

il

FICGIUTRE & 27: Pabacy Tirneral Sestings winnrer with Perfanmsce Setting Type

3B, Set the valnes of Max Simultanesus TCP Sessiens Per Hest and Max
Simultanesus TCP Sessions Per Sean as unlimited.

rﬂm = e

FIGLEE A28 Cushmuzing e Prehasmanis Setsyr Typs
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39. In the Setting Type field, select Advanced from the drop-down lst.

40. The Policy General Settings window with Advanced Setting Type
appears.

41. Do not alter any options in this Settng Trpe.

L-:I T st bt
ookt o am e b e -
:*;:‘:T’:::::L"mi_“” FIGURE R 2 Pibicy Ciemweral Settign wessdow wailh Achricwe:] Seting Type
42, To confipnre the credentials of new paliey, click the Credentials b in
the left pane The Polbey Credennal: wnndow, with the Windews
Credentials Credential Type field, 13 displayed, as showm m the
following sereenshot:

{am- b e

FIGURE A3k Ackng Pralicies s aetting Crmlentials
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43. Specify the SME account names [same as shown in the screenshot) and
Passwords n the wmndow. Under SMB password type, select the
HTLM hashes option from the SME passwerd type drop-down list

44. Here, you will be speciffing the four SME account names and thesr
respective passwords. They ace as follows:

a  AD144 gqwertyd123
b. AD144, gqwertyi123

c. AD145, gwertyi123
d  ADIAE, gqwertyd123

FIGARE B3 Cnsammcing the wessdkows corlnnids
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45. To select the required phogins click the Plugins tab in the left pane.

46. Do not alter any of the options in this window

LY 0 gy
axres by aklad then He
*ormams wrrver ik

e g

FIGILIRE B 32 The: Mewsas - Frolicy Phaggn Coonfypuritionss windiss

47. To confisnre peeferences, click the Preferences tab in the left pane.
45. In the Plugin fisld select Database settings from the deop-down lList.
489. Enter the Legin detals entered at the time of regstranion.

50. Eater the Damabase 510 4587; Database port to nse: 124; and selact
the Oiracle anth type: SYSDBA.

51. Click Save.

FICIUIRE A% Cantinnieig the darabuse settng prerence
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52 A Pelicy updated successfully notification pops up, and the policy is

added as in the Messus/ Pobcies window, as shown in the following
sereanchor

- FICGURE B34 The Mesaus - Policies wisdhow weth the neady sdded policy
L:I Tes poze the wandhos, s
B o, bypes 53. Now, click Seans & + Hew Sean to open the New Scan Template

sz by, e st s

FIGLURE RA3% Settang o i scan in Mevms
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54. Input the Name of the scan (hers Tocal Metwodk), enter the Deseription
for the scan, and choose NetwerkSean_Pelicy from the Peliey doop-
down list.

55. In Sean Targets, enter the TP address of the target on which yon want
to perform the wnlnerabiliey assessment In twis lab, it is Windews
Server 2008 virmal machine whose IP address is 10.0.0.3.

Mote: The IP addresses may vacy in your lab envirenment

FIGLRE A4 ConSgnommyg the haws ssthings m e s wind:ns

56. Click Sehedule Settings wn the left pane, select New from the Launch
deop-down list, and click Launch.

ELN b o o iy
e oyl asn poboe,

swhurirke g, el wos Sraachiis Setmnge
v nees Al !

FIGURE £37: Setting 2 s scharhde
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57. The scan lanaches, and MNessus bepins to scan the targpet.

Gd  Scheculs cwehed usoeafely.

— il
FIGLRE A.38: Lol Mebacnk scomsg

58. After the scan is complete, the statns of the scan changes to Completed.
59. Click on the tab to view the detailed results.

My fawin 1 ]

FIGARE B5%: Selrctrig bovsl mrwodk sean

S T
H rasx s 60. The Local Network window opens, displaping the summary of hosts as
Examine the well as Sean Details, as shown in the followng screenshot:

Vulnerahilities

Soan Dwisd by

FIGLURE R Hrshi Senermsiony wand o
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61. Click the Vulnerahilities tab, and scroll down the wndow to view all
the volnerahilities associared with the target machine.

Mote: The kst of ulnerabdities may differ in your lab environment

SRS

Valrakitin E 1

FIGITRE £41: Vuleribulty Sunnmary wedow

6. Click on these volnerabilities to wew detaided report about each of
them For mstaoce, in thes lab, M303-058: Microsoft Windows
SMB2ValidateProviderCallback() mnlnecabiliry is selected

Valsersifitior [

Sican Datsd e

FIGLRE 842 Selismy waineralnksy
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63. The report appears, as shown in the following screenshot

SRS

Valrarakmtin E

Magn Detalc

Misk infarmaton

R~
cyoem the Mt Seres

Meogrr, and de the Sp | ]

P FIGLRE £43% Vidswrabiliey murt

64. In real-tme, an attacker exanunes the mlnembilines related to the tarpet
and develops surable explosts to erack them Click Remediations b o
Tiew ecommendations that assist you i resolving certain vnlnerahilities
in the network

| Pomediybars n

Taking Tha foiloming actians acrom 1 hort would sambeas 455 of S
sararabibden om The retwoTk

FIGLRE R 44 Eanedahons 0 rescdee the vubserdchty
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65. Click Hetes tab to wew the scan notes.

{#y Nessus neaw tarnie P

Local Network

Scamp Feeriza n

Sean Dty

Winécws campllsace. chchs ran snablad

FICILTRE & 8% Selechng Moo ab b wiw the sees nibe

66. On completing the valnembility analysis, click admin & Sign Out.

Wiirdoen carpisme cowcks et orssted

FIGILEE. d $6 Sgpung out of Mesas

CEH Lab Muanis] Page 248 Eshical Hackdng aull(kluuﬂrnnfunm .I' .-ninn.ryju!.l: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mol 1= Hadnnliy fiehlora HaCkRhInO-TeaM !

67. Once the session is soccessfully logped out, the following window
appears, which states: User session destreyed sucecessfully. Goebye,
admin. Clese the browser

_r:f. W ARG deutiopad wacEailly
Serrd by, adre

{3 Nessus

FIHGLRE A47: Uset dissien sasctaxhilly degropsl]

Note: Yon may download the repost for fomie seference.

68. To download a repoct, log in to MNessns, open the Seans section, and
select the Local Hetwerk scan.

ﬂ‘]m Legm b

By Sudesi

|

FICALIRE Fo4f: Selecteng Taxsd Bisrosnk Soan

69. Click the Expart tab, and choose a fils formar (here, HTML) from the
deop-down bist. By dowmnloading a report, you can access it anyhme,
mnstead of logmne in to Nessus again and agan.

13 Nessus e e Pokos

e I T
=

FICIURE A.4%: Expresing Reppoes i HTML Froorne
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70. The HTML Chapter Selection window opens, with two sections:
Available Content and Report Content. The Available Gontent sectron
contains all the reports (chapters) that ase available related to the scan
Tou need to choose the chapters you want to download, and dmag them
into the Report Content section. The chapters yon add to the Report
Content section will be downloaded.

71.In this lab, all the chapters have been selected. After dmgming the
content you choose to download 2= 2 eport, click Export.

fiyaflable Cantent Repart Casybant

i a1

FIGLURE RS0 Drageg Chaten i Report Cosermt

Hygilable Cantent Raport Cosbart

@ rongent avals

|-

FIGLRE B51: Chaptes Addal i Rigras Coberd

72 The file begins to download On completion of the download, navigate
to the location where the file has been downloaded, and open it
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73. Choose a browser to wiew the FHTML file.

r

How Jo vou weanl to Ogen this e

I E Goagle Chrome
E Irermet Explons:
u Mirasodt Visgal Studio 200

L -
FIGLTRE 5.52: {Swxcing & borses s e she HTML
74. The Messms Scan Beport appears in the web browser, as shown in the
following sereenshot:

O Nessus,

FIGURE A5%: Vulnersbsality Repeart Duphpel = HTHL Fommai
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75. Yoo can choose a chapter from the Table Of Contents list by clicking
on it

FICURE R 54 Viewsng 3 Vakserdahty i the Repurt

76. The selected valnerabidity detals are listed, as shown m the following

R |

FIGLRE A55 Detafti of the Selectad Vidnenikkiy

77, In this way, you can select a volnembility of your choice to wew the

complete details of the mlnemhility.
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T8. Onece you ace done performing the vilnembality anatysis, click admin 3
Sign Out.

17 Nessus

Wierdzer compbarmn chrka i eeabded

d
FIGLTRE &% Sqing out 1 N
79. Onee the sesuon iz soccessfully logred out, the followng wiadow
appears, Which states: User session destroyed suecessfully. Goebye,
admin. Clese the boowser.

=it
D) U esion devimypad wucret by o

Raackys sdren

{73 Nessus

-
- — —

FIGLRE 357 Liser ssanon aacraafully desnopsl

i g ———
LAk ANAlYSsIs

Diocnment all the menlts and reports gathered dunng the lab.

O Yes
Platform Supported
(1 Classroom
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Lab

GFI L ANpuard seans nemorir and ports #o detact, asess, and qorvet any Moy
veilerabilities formd

Lab Scenario

Scanning milnecbdimes nung only one mlnerabiliry-scanning tool oxght not be
nfficient. Az a professonal ethical hacker or pen-tester, you shonld always wor

to perform wlnerability scanming with different kinds of mlnerabiliey scanmne
tools. It is important to become proficent in the nse of vadons different kinds
of wolnerability scanming tools and techmignes. This lab demonstrates the
vilnerability scanming wath another wlnesability-scannng toal.

i P I e
Lab Objectives

The objective of this lab i3 o help smdents condner mineability scaming nsing
GFI LanGmand netorork vilnerability scanner.

1 ab Erwi L
LAk Chvironiment

To perform this lab, von need:

* To epister ar the GFI webste hop: / /'wormwr gf com /prodnets-gnd-
solnzons )/ netwosk-secniry-solnivons / of-lanonasd /dowmload to ob@n a
hoenss ker
To complete the sohserption and get an actvanon code; you wall then
recere A emml that codtsng an actvaton code
If you dowmload the latest version, then screenshots shown in the lab
g differ

A compmzer mamng Windows 2012 Server as the host machme
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Berver 200 (5T}

[P
7 T AN jnoand

mcudes defailt
exmifppuration wsting
allerer yim dor et ooty
i s after pois haee
dormprleted the: piifehem
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Windows 8.1 mnnme as a momal machine
Admemistrator provleges 1o mn the GFL LanGuard Metwode Secanty
Scanner

Lab Duration

Time: 15 Miomtes

Overview of GFl LANguard

GFI LANpnard can help you i discovenny and Istng all wlnembilises of the
opemafing system on femote compuiers (nEsung secnadty patches), as well as
lnechilites of installed software, system confipnmnon, and so on

Lannch a web browser, type the URL

okt e Te 1)

address bar, and press Enter. :
The registration page for GFI LanGuard appears. Enter your details,
and click Register.

Download registration form for GFI LanGuard®

r Curraitl cuabomerd nd
rpoaEs aned 15 not desgred for Rome PC use el

FICILTRE 0L CFT TanCiuael Rrgatreson gy
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3. Yoo wil be redirected to the dowmload page, click Dewnload Hew
Shich |

PIGURE .2 (IF1 LisaChosa Dvrwsikonad pog
4. The application iz downloaded to the local drve. Mavigate to the
download location and douhble-click languard.exe to begin the

Install GFl installation.
L r = et Domrinacs r=TE T
e . (7]

“ENTE

FIGURE %% GFl Lir{ieznl cxe fie
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5. If the Open File - Security Waming pop-up appears, click Run.
6. TWhen the GFl LanGuard Installer dialog box appears, click | Agree.

& GFI LanGuard Installer m'

Licanas Agreamant =
You must sgres with the Sosress agresment below to proosed

GFA® End-User Licenss Agresment
antimis™ GFl Weokonitor - &F1
ok Server Monitor’; GFF Eventshianager and GF ) EndPointSecuricy
Sottware
FLEASE CAREFULLY REUTENMS THE FOLLOWANING S AWD CONDITIDNS O

ENT ["ELPLA™). THIS ELILA 15 A LEGALLY BINDING CO

BY¥ CLICKING 7 AGREE OF DOAWMLBADING, 08 CTHERWISE USING THE SOFTWARE. YOul .

[Agres Ragect

FIGLRE 94 (GFl Lardann! Tammse Agpeement Wik

7. The GFI LanGuard product installer begins to download; wait natl the
download 15 completed.

. On completion of the download, the GFI LanGuard 2014 dialog box
appears. Select a lanpnage, and click OK.

el GFl LanGuard 2014 m

@ Select the language for ths retalation from the dcices beiow.

B *|
% | | Cancel |

FIGGURE 0.5 Selacmng s beypsgr
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9. The &Fl LanGuard 2074 installaton window opens. Click Install.

O

GFI LanGyard

| twel |

FIGLTRE 2k CIFT Larel i) M4 rndalgnan windhi

10, Wam nonl the necessary files are downloaded

GFI LanGuard 2014

| Plazo wal whio BF] LarGuad 3014 doun bade and estala tha
1 ey e Tl

|red i GF1 LanGusnd 2004 Engiee
k= shinad e b jannaieiers 2 mirifadz]

FICARE 07 GFT ListCion! 20014 ey
11. The GFI LanGuard 2014 Seinp window opens; click Hext

GFl Lananand 2014 Setup =T T

Welcome to the GFI LanGuard
2014 Setup Wizard

FIGLRE LR CGFT Leggan! shyp weakes
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12 The Customer Infermatien secton of the Setop wizand appears.
Minimize the window, and log in to the mail account that you created at
the te of egstation, open the mail sent from GFl Dewnleads, and
copy the license key.

1 GH LanGuard 2014 Setup

Costomer Information

spedfy the required informaton

Specify your name, compary and loense key

foaa can erther uge the bey whch was s=nk bo wou by =mal on product download o evalust=
ior 30-davs, o Cick Next bo conlinue and aoedity a fceree key later,

Lzer Name:;

Company Nams:

onging o sarfer versons: ars not compatbls | Tell e mere. ;.
oraded b run curent yersion of GFT =

< Back " Hext =

GFl LanGuard

L e =]

Foasr 30-clwy traai oy

FIGLRE 1% GFl Lagnee] Trod Koy
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13. Mow, maxmimize the GFI LanGmard setop window. In the Custemer
Information section, specify the User Hame, Company Hame, and
License Key you received Chck Next.

2 GFI LanGisard 2014 Setp [=To
Cuxtoamer Information L
Speafy the regured nformabon GF’

Spetify your mane, company and oense ey

Your can either uge the key which was en't bo you by emal on prod
for 30-clays, or dick Mext o contnue and speafy & bosroe by ater

eindeve Ligar

bz

Licenca Ky |

te: Kaye el orging b earler verpons are notcomnathle |
b uoraded b n cureet versnn of GF]

LanGusrd 2014

< Back Hext

FICLRE QL% GFT Lasguae] Cishaners Inharaton sat

14 In the Attendant service credentials section leave the Hame Geld
(Administrator nser accouat) set to s defanlt, and enter the Passwerd
of the admin acconar; then click Mext.

Mote: The Name feld might differ in your lab enviconment.

il GFI LanGuard 2014 Sefup S|
Attendant serviee credentists i

Oy STNS

AR S LT aroin i forma b ORI | sl ra o 7

Hame: E. a Jfdmnnirator

Fagrwrd | EERRRERERE

WOTE; Soecfy e sdmineirabor acooont r which the scheduled operstione sch &
scar, rodidt et ard

To Sucressflily un thess operasons, e specified aco ot mast heve admingmat
omvileges over terget cmpUbere

“tak |

FIGLEE 1L 1L GF Lagaal Ateclet oo crelesinb antion
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15, In the Choose Destination Location section, choose the location where
vou want to mnstall the application, and chck Install.

&) GFl LanGuard 2014 Setup

Chetrae DesBimabion Localion

Select the folder whers setup vl nstsl fles

setug wall inctall GFL LanGuard 2034 in the falowang folder

Ta instalin this folder, dick TInstal”. To st to 3 differant foider, dick "Brosese” and
salat annther foldar

[ ooz

< Bak | Irstaf

FIGLIRE 912 uwarge 3 fslder locrm

16. The application begins to install, as shown in the following sereenshot

] GFl LanGuard 2014 Setup =T

L
Installing GFI LanGuard 2004 GF’

Please wait while the Setup YWizard installs GF1 LanGuard 2014

Stehmr  Regsberng prodoct

FIFLIRE 2.1% CiFT Lanfiuan] Tnstsllhos vk

CEH Lab Ml Page 261 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
Liit

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mol 1= Hadnnliy fiehlora HaCkRhInO-TeaM !

17. Onece the metallation 15 complete, click Finish.
18. Ir takes some time for the applicaton to load

1% A GA LanGuard 2074 popup appears on the main window of the
application. Click Cantinue evaluation.

GH LanGuard 2014 m

Extended Erial period will sxpine s 30 days
0 ExpEy network vulnera bty sudfting B remecistion frabunes wil no koger e

Lhoerree Binita tions

Lierse key

License bype

CEire i)
Falches/Updatrs drployed
Yuherabelites arovered

uof TG wrasriege
1 alerh in thess

Continaie evakiation

FICIURE %14 (FT LisCieed 2004 prprie

20, The GF LanGuard 2014 main window opens with the MNetwods Andit b
contents.

21. GFILanGnand begins to inspect the secnnty stams of the local computer.

22 Click Launch a Sean or View details.

- G L anGum 014 =TT
Cm- rind s merish  dcbudy hlemin B nams T
Welcome to GFI LanGuard 2014

by FiLan i v i tmw Damhecard
max el i 3 G e M L e L
—3

* When przfommng &

rnrfmae e with L‘ Rt deciiy o
b

=  Manags Agenis
BRI S
w1 ACERE SN AT
mberTna

Launch a Scan
A i

st san e

o ke JEI - Vel el s - Lol o mapard vl D3, shekn

L - P Pk e D0k — Ll o b Ml il ki -

b T - i o ety Mol ety i

FIGLURE 145: Taschey i sonm GF] Leggan
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23. A window indicates that a scan on the local machine is already m progess.
(A Laefuai M08 T=To

wimts i Vonk Reper Coriigueti Al - Discum b v

B il a4 § Cmanries

full Soew

i R
0 e e kel
i

e AT iy W

e —— warmmg, the sl srcachiee
MNote: Yoo may allow the scan to finish to amalyze wmlnersbdities i the host
machine.
24 Chck Stop to lalt the lnsmahility scan on the bost machine
T Lambnar w02 m

ad s A mvity Voni

" CIp—

T efn DR RATED 8 e T i A RN

mhibveely ahy
i Somn sowpiemean 8§ rarretal

ol S

aquick sm perioem

e ]
vulsenibalry checks of 1

@ =N e Rl
s B s

a sulraet oof the mtee
chisabane. T xk
mizerEnedad fmna
itk scan at bt e a

sk

g Lo s | kel e ) o) | P

FIGURE T17: Sk the s
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3. A Step scanning confirmation wmdow appears. Click Yes.

i Lasiuand X0a
L:I Topees il can
* Sewn a4 ingle

conEpubes S a lin
h e i

* Sen g range of

ComEplbers: S s s i

defad through an TP . ?L:""A T

g i S10p scarreng canflmatkon

Sesia i Bal ol
enmipubesi: Irpocta
bt el et

e 0 aeles

& e bt

* Sesidh CEpaElEn i Iex
T —
emrmehed m @ e

T T
text fe

valicka g g

= Semin o dasniais of
watbgnirup S s
targets conmeried e ASKACEE kil i 10 AR B TR LS
o g wirkgeeeen 1 Corrpasnia] b

Motk deaany S frasd | PAPORRD IO | So a1 Py | o S ] i) | Even

B il aimica ml i i ) dave
FICLIRE T18: Sroprpeng the s
= T 26. The Launch a Hew Sean section appears, in which you need to specify the
details requred to scan a wrpet/viral machine.

Scan a Tamget
O Lm0

PRI

Siain Rl alts Dvuinien ud Faaltn Datnds

S G lbeily Nembrs

FIGLRE T.1% Lamch 3 Wost 5o st o (P Lanliun!
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27. Log on to 2 virmal machine, hee Windews 8.1

FIILRE 9:20 Wrschows &1 Dkt wioww
28. Swatch back to the host machine, and m GFI LanGrard wendow:

i Enter the TP address of the wenal machine in the Sean Target fiold
and zelect Full Sean from the Prefile doop-dowmn Let

Select Altermnative eredentials from the Credentials doop-dowm bist

Emer the credentals of the Windows 8.1 machine: Usemame: Admin;
and Passwerd: gwertnd123. Then click Sean.

5 Lanbued 310 T=TETm

Paiupdhats Gectheiry Bleaie Fraum

Sxan Powits Dotk

FIGLURE 921 Ciur vy S s sesrap

Mote: The Windews 8.1 TF address = 10.0.0.10. This may vary m your lab

ST ETT
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29, GFI LanGuard takes some time to perform the wlnersbility assessment on

EF Latuized 104 :iim

Innrumy e srwn

REAS COErEE

Full S

S Nemyaly Dweegers
W S gt 20 Cu B
5 000 0 LA RIS T R
" Habagdc &3 & danti

FIHETRE 922 Vidrserd whty sscworiest Doy perfinmn]

3. Cnee the scanming 5 complets, Sean Results Overview and Sean Results
Details are displaved, as shown in the followsng screenshot:

< T Lantaraed 2034 it
N e e o T v——
Lewrch o Mow Sous

s T

S Meiils hegiioy o M P Bty
@ Ecus bsgab SROAH
=) A LS TRATIN] [indors &1 _a Scan complpied
L Bl —um e rrabn g i damg b reer apH

Scarrey Bxtiwly Winles
Ts

hbanes derreepry S e 1 jedel © Soer B e | Soe bread s i

FIGLTRE 0.75% Sizn Rt dhegibare] n GF LatCncs
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31. To check the Scan Resmlt Crerviewr, cick the IP address node.

Urpms s aon.

o Lartieed 71

gryral LR L

Bt

S Evwarts irpemmee

B Soan bueget 101D
FlaE 000 AR MR ATOR] (Aladans i

S Bty Dty

a Scon completed
Sy 1 ) b O e ol 0 )

L P L P

Tl Rctieity Winados

i e 3 jwbe! | Soor Bypon 3 kel | e e aic | Brron

FIGLRE 724 Visweng e san ool

L Ir displays Vuinerability Assessment and Metwerk & Seftware Audit
nodes. Click Vulnerakility Assessment

i

lrezme tn e

L GhLT(i.III'ﬂ 24

= | o P T

lwmchs bew e

friini Bineilli esiinif
W s Gt iEULE
cif - | STRLATOE] {Wiadaws i i)

ke Activily Windos

foar Brmi I b | e g F sl | Bivend

FIGLRE 225 Viewrg the igin ool
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33 It shows the details of Vulnerakility Assessment by category. Click
each category to wew all the vulnerabdities in the mrmal machine.

< T Laniaroed 2008
¥ | 4 b - Bran | Rarsadishs Sy ek

Lanrch s Rew Scan

g Targat

Sz Tells [t

TR [l 885 Wlneraliity Assessment
WP ot e o e Plnsing s iy cadasgrins bl

:I:I.".I'.I [ = il
singrts, hall s b=
sl bl lengthy, T s

e ket e
ki
Scarner dotreby Windew

FIGLRE 528 Vubwol oy Ascanet comprmes:

34 Expand the Hetwerk & Seftware Audit node in left pane, expand Ports,
and click Open TCP Perts to mew all the open TCF Ports.

F 4 Lantiaed 4N [=TEmem
._T“ e ik e

= P idats ity Wiai T Sl - DHessss Bis vk

Laurch m e Scan

B BEslls Dpsrvien

& Soua beegai 0R004D
=] BN Al [ AR AL TRATON] | Mo i1 )

penxhasaliy

e bxtrely Winden

ywc ol hoat & ETRATOR] D00

Hebee derreanry ;s Whisiaad b (ufic) | Sown Feeee d el | Fon reed 1 pola) | B
FRCALIRE 927 Scary memain o opas TCF Parh
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35. In the same way, click Open UDP Perts o view all the open UDF Pors.
lt B Lomtarard 00 (=T

Farnad s
Lawrch = New Lear

.,
£ Frlhroregr a nisswenrk
s, Hiwe et b - ypp—
& Ecun tseget SRAAAD
] EE 0 [AS TS R TO] [ Mo i1 )
5 ek iy st

5 o

Scarwer Batrety Windem

ran ol hoat AP FSTRATCOR 0040]

mrrewry | feinn hicad & [alled | Scw feses 1 Edwl | Soen throed ) e B

FIGLIRE 2.3 Scan ks fir open TP Ty
36. Clck system Information in the left pane to display detads of the system.

37. Chck Passwerd peliey to mew the passvood demails set in the wimmal
machme.

< T Lamasaed 20100
m | sk Gcwy  Periediohe dikiry Bloaic Fagnix:

Lewrch & Mow Soue

FRCFLIRE 9. 2% Suart memadss fior Passorel Polay
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38, Click Groups to display all the gronps presently available in the system.

G LanGuar 27 I;IE-

Faresen Herect A Eemcum ey v

I:-:I Tk & recimrnendal o

e achedhulil som

FICETEE 9.8k Edfvarstion abous the Cirose

meaults wia il

* Tiauhamabasdy bigges
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39. Click the Dashieard b to display all the scanned neswordk mformation. In
real time, an attacker collects the volnerabdity information aboot the trpet
and develops exploits sumhle to boeak intn 3 netwods or sinple tarpet

T Larters 3074 'LlE-

Bl Fapams  Confauh R - D fe s

Exlie Mebwnork - I compubers

a

Secarly

a

o] —

i ade

FIGILTRE 9.31: Chvervarer cof the Sion m Disthlserarn]

Lab Analysis

Docnment all the menlts, theears, and minerabdkines discoverad dnong the scanmng
and nditng process.

& Yes
Plarform Suppornted

[ Classroom
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Lab

jl }1 =

il

MNemork Totabgy Mabter diccovers a memvor and prodicer a comprebensive nenvork

cdagrian that Intgra ares OST I Liner 2 and Layer 3 igp -:mg] At

_tcon xey | ah Scenano
“r Vahzahls D'lu.n.g TOUL SECTULY assessment, jous next task will be to create target network
wfommog dizgram or topological diapram nzing the IP range obtained from information
## Testvom pathering phase. As 2 profeszonal ethical hacker or penetation tester, Tou
Emomisdze shonld be able to creare pictonial representation of network topology nsed in
O v the marpet networde This lab will demonstrate hoor to create topologreal map of
. Weh eparpice
target netwock
L] Wiarkbock ramier
= LabObjectives

The olyectve of tus lab = to help smdents how to creare netwods topolopy dizgram
of target network nang Netvads Topology Mapper.

' Tesls Lab Environ
demenstrated in
this lab are To pacform this lab, Fon seed:

ilakle i h b
;:El_e i v Metoodk Topolopy Mapper located at D:CEH-Tools CEHvE Medule 03
T;:|5'BEHVS Seanning Netwearks Hetwerk Disesvery Teals Hetwerk Topalagy
Module 03 !ul.apper vou can also download the larest version of Merorods Topology
Seanning Mapper from the bnk htp: / /wrorw solarmands com /; if you decide
Hetworks dovmload the litest verion, then screanshats showm in the b muphre differ

]
nert

A computer maming Windows Server 2012
A web brooser wath Internet access
Admenistrative proaleges 1o mn the Netwrork Topology Mapper tool

F

Lab Duration

Time: 5 Wfimtes
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3 P ] ==
uvelrview ol

Network |opology Mapp

SolarWinds MNetowods Tnpolag}' ;'.Iappen: antomatcsly discovers your netvod: and
prodnces 2 compehensre networs dmpmm that can be easﬂ'.' expomed to
Micmosoft Office or Visio. MNetworks Topology Mapper antomatically detecss new

devices and chanpe: to petwork topology: It swmplifies ventooy management for
hardoae and softoze assets, addresses sepomting needs for PCT compliance and

ather menlatory requEements.

i e T el
LAk 1aSKsS

Log mn to the Windews Server 2008 and Windews T virtual machines.

b toill Wb wonk Sweitch back to the Host machine (Windews Server 2012).

Tepelegy Mapper Nz'r-!.gal:e o D:\CEH-Teals\CEHVD Medule o3 Seanning
Hetweorks Hetwork Discovery ToslsHetwork Topolegy Mapper, then
dounble-click SelariWinds Hetwork Topology Mapper.exe

The SelarWinds Registration dialog box opens. Enter a wodsing emal
address, and then click Continue.

“ENITE

SolarWinds Registration

d o egistering o do
bl s ssmst po bechrice n_pr..

o sccoUn b oomenLrECation atalation requine:

FIGUTRE 111 SobieTWenls Rgpabeionon ceilop-hen

5. Accept the licenze apreement, and click Install.

SalerWinos Network Topotogy Maoper
S0
Licenz= Agresment

SOLARWINDS
END USER LICENSE AGREEMENT

MPCRTANT Rr.ﬁ_" CAREPLALY BEFORE USING THES
i THIS fu-'-'. EGAL AGREEMENT
RWINDS
C .I'I-!l. I‘l 5
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6. If the Solarminds license pop-up appears, click Centinue Evaluation

1

Phaasa click "Enter Licansing nformnsion”
to license your producl

our evaluation ends in 14 days.

By Moead

Emer Licenzing Informanon

[ Conlinue Eveluslon

FICLTRE 0% Soarwials liorse pogrg

The Help Selafinds Improve window opens. Click Ne, | weuld net
like to participate, and then cick OK

Help SolarWnds Improve ==

Weald you bes fo send sronpmous daeine fo Solariinds shoul hom
i e Netwinik Togoiogy MaqgeerT

+ Heip U dasign nd s Fastures thad 1S pods

+ 8 colacted duta i anengmou

FIGLRE 104 Hely SolarWauls Terpnoss ek

G, Onece the insmllation 13 complete, and the SolarWinds Nerwors
Topolopy Mappes window opens, click Close.

SolarWings Metwark Topalogy Mapper =

FIGLME 115 Robe Tk sshup sxwrpleed ek s
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9. Lannch the Hetwerk Topology Mapper from the Apps screen.

B ikt

L ] ¥ [0

I wolardnch Licen
W

ﬂ A rbryretraton 'y
agrin

Loy Adpser

ity

Wtk [ogming
[

I HTM Depgrastcs
Hiw
. srrezhe Miacs

FIGURE 104: | aschey Miche

10. The selarwinds pop-up opens. Click Continue Evaluation

Please click "Enter Licensing
Information’ to icense your product.

Your evaluation ends in 14 days.

Buy Mow!

itaraeals s o
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11. The SeolarWinds Metweork Topology Mapper man window opens,
along with the Weleeme Sereeh.. Click Mew Metwerk Sean in the

Welcome Screen.

_|:'|"|
H

FIGLRE 108 Sl Wl Motk Tigdogne Mappers man waske

12. The Set a Maps Passwerd window opens. Enter 2 passwocd (here
gwertyi123) of your choice m the Hew Passwerd fisld Fe-enter the
same password in the Confirm Passwerd field, and click Save

Set a Maps Password ﬁ

Metwork Topology Mapoer encrypte your maps to
kesn them eacure. Creats 2 mape pagewond eo wou
can access your maps when you migrste them to
ather compuiers

Mesw Paseward:

Corfirn Pessword:

Iil.lilil.l

I Sava || Cioza

FIGLRE. 1003 Sex i Maps Prasearon] wandow
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13. The SHMP Credentials zection appears in the MNefwerk Discovery
= T Zcan window. Select the public credental and click Hext.

Configure Btk Dicoverny st H
Hetwork Topology SHMP Credonials
Mappe B TP etk b i

| BKMP Cradenials|

WA | Craclarras n

FIGLRE ML ST Creleshals wchon

14. The WMI Credentials section appears. Click Next

Bd=mmaik Dlscovery Scan

i Wime Cracesa s

darwork Seilacao

S hackabinig

FIGLRE S0 | W oot sechen
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15. The VMWare Credentials section appears. Click Next

Bistwrr Ciscmiery Sean

VMW nra Crodeshinis

FIGURE U2 Ve Ol sctios

16. The Network Selection section appears.

17. Click the IP Ranges tab, enter the TP address mange (10.0.0.1 -
10.0.0.255) in the Start Address and End Address fields, and click
MHext.

P=twen: CHocowery Scan i

HNotwork Sclochon

o i ks teel jou mars in dacover! Dicire e mechiary of v saveosk: 13 b SomTRRC b

St s dismaln. P reroas oo s e s e et Caooew

FICLTREL L1 Memwork: Silocsuon sechen
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18. The Discevery Seitings section appears. Enter a name under Map
name (here, “Netwods Topalogy™), and cick Mext

Poe=twen: CHacoweny Scan i

Hotwark Dmcownry Sallings

o y e oy o bk i wrebar o Hopa

FIGATRE 11 4 Dheiszrerry Sty s

19. The Scheduling section appeass.

20. Select Onee from the Frequency doop-dowmn list, chick Yes, run this
diseevery new, and then click Mext

P=twen: CHocowery Scan i

Dimcovary Schadalng

oLy wr ek cacTvy N L R mom o oree

FIGLRE 1015 Schedubog mnoe
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21. The Summary section appears. Click Diseover.

Bleswark Dlicovery 5t -

HMiztwinik Disiidiwiry Sustinniy

P Capie by

M1 Lredersi sty
L L F e T

By Mmook Salaction

Vel b ]
2 W e cwcmrtie bor cracer on par

FIGGLRE 100 Sertimny st

22. The Hetwerk Topolegy Mapper stacts scanning the netwodk for lve

hosts.
M Metwork Scan =i 18 n

Scanning Network..

Propessing reguirenems. This may take come time
g

FIGLURE 1017 Mewerk Tiqwskgn Mgy sy the seturk
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23. The Netwerk Scan results window appears in the man window of the
ZolarWinds Network Topelogy Mapper. Click Ereate map.

24. Cloze the Map Havigater wandow.

F R A T W

b..-u.n_,.—.—l.l-u-p in L LA
e ST T s
A Pl = | & = 1

FIGLRE L1k Mebarork Sean st vardow
25, The Metwork Topology Mapper displays a nerwodk topolopy diagram
for the prowided TP addres: range as showm in the following

sereenshor

T g e e = 1 e e

FICILTRE ML Mehwrirk ooy dagrer
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26. Expand the Hede Display Optiens and Map Layouts nodes.

27. Check the IP address option. This displays [P addresses for all nodes in
the lapout.

28. Click a Map Tayont (here Sponmetneal) to change the topology layoot of
the mapped network Each time you click Symmetrieal, all the nodes
are rearranged randomly

Note: Yoo may select the node display options of your choice. Whichever
options you choose, they are added to the topology map. These topology
maps are saved antomaticilly o CriPregramData‘SelarwindsNetweork
Tepology MapperiUserMaps.

e e S |

FICIURE HLHE Mtk byl g

28, Right-click a node (Windews Server 2008), and select Nede details
view information abont the selected nnde

1 o |

o

FIGURE 104 Viewsng the dhssb of 3 selactal taget raciane
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30. The Details window opens, displaping information about the selected
node, as showm m the following sereenshot:

WIN-KDDHOIGMEPR details m

FIGLRE W22 Dtk wardons

31. Close the window.
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32, Right-click a node (here Windows 7), select Integratien with Windews

E TABK & Toels, and click Remete Desktop.
=

———ar B

Additional
features in
Hetwork Topology

Mapper

FINILRE 112 Fatadihing x mavves ibeichi vomwnon with the bigge st

33. The Windeows Security dialog box opens. Enter the Usemame [Admin)
and passward (qwerty®123) of Windews 7, and chck OK

Windows Secunty ﬂ'

Enter your credentials
These credentials will be used to connect bo 1000012,

| Admin

A —

Drarmnain

:!rn'-n---_u-- Y credenhals

QK | Cancel

FIGLRE M2 Fataibadegr i marasis deakhiny coivwchon with the bt sisadois
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34. The Remete Desktep Connection pop-np appears. Click Yes.

lemote Desktop Conmection

1| The identity of the emele compuler cannel be veritied. Do

e banre e

illy set, as sho

T2 - Remote Deshiog Connstan
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36. Ton can nze other opuons, snch as Ping, Telnet and Traceroute.
Sumilarky, an attackes can nse thiz application to doaw netwads diagams,
find the actve hosts on the netoock, perform Ping, Telner, ete.

Diocnment all the IP addeesses, Domain Names, Node MNames, [P Routers, and
NP MNodes you discovered dnong this lab.

O Yes

Platform Supported

& Classroom
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Lab

in a Network

The Didle asitomaatically seanr all devices wathin shecied sulmets, draws a layost and
maah of yesr metworks, seonitors services of yoser desices, and alerts you fo service

ICOMH KEY

T Valuahl=
infornation ‘_.!'- ol

s Lab Scenario
- Dmsing the netwodk scanning phaze of secarity assessment, yon may need to
B wevmmme  onthe partienlar network devices comnected to the tarpet network within a
L) wodbock evierr  specified [P mnge. For example, yon mght oeed dewices thar ma paroenlar
network services such as DNS, SMMP, and NETBIOS. As a professiomal
ethical hacker or pen-tester, yon shonld be able to scan and detect snch nervode
devices i the tarpet petwodk. [his ab wll demonserare how to do so.

The objective of this lab is to help smdent noderstand how to scan all devices within
1 specified [P mange nang The Dmde.
7 Teels Lab Emvironment
:“’:;:‘Mt“ ™ To cary ont this ib, oo need:
|51 Har_e ¥ The Dmde located ar De'CEH-Tesls\CEHVY Module 03 Scanning

:I;J;'_ e Hetwerks Hetwork Disesvery TeolsThe Dude; you can alzo dovmnload
Tools CEHY the larest version of The Dude from

hitp:/ ‘wroror oukrotik com/thednde. php; if yor decide to download the

Module 03 " N E 5 : :
Scanning Iatest version, then screenshots shown i the lab nught differ

A s A computer monme Windows Server 2012
Windows Server 2008 and Windeores 8.1 virmal machines
Adminiseratrre privileges o mn tools

Juration

&

- 5 Mommes
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Ovarvias ~F T4 Duace
uvearview of 1 ne LDude

The Dude network monitor 15 2 new application that can deamatically improve the
WAT TOU Manipe Four netwos emnrooment It will astomatically scan all dewices
within specified sohnets, draw and baiyout 2 mep of your networks, monstor semvices
of yomr dewvices, 2nd alert you to sermes problems.

[ | T I &
| ASKS

Lab
Before bepinning this lab, lmach the Windowrs 8.1 and Windows Server
2006 wirmal machines.

Swritch back to the host machine (Windews Server 2012), and nampate
to RWCEH-Teols'\CEHvE Medule 03 Scanning HNHetwerksHebweork
Diseovery Tools'The Dude Then dovble-click dude-install-
4.0betad.exe

If the Open File - Security Waming pop-up appears, click Run.
The Dude Setup window opens. Click | Agree

The Dude Setup (=8
Liceras Agroament

Flease revizye the lcense terms before nstaling The Dude

Frast Anze Dioanr to see Hye ract of the agresmant.
| MnEoTIaS WMo
THE DLDE SOFTWWARE

Thia End-Lisor Liceras Agreemant {Liceres Agresment) it
ther an i 5 smgie =iy

2 vl B
TakroT], which is the marufschures
('50Fm ACOLCT or “SOFTWIARE™)

& af the agresment, dhiok T Agres by continie You must accept the

[ Bgee

FIGALRE 1'LE The Thade Licsaar Agroerent Window

Follow the inswllation steps (by choosing the defanlt options) to mstall
The Dude
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6. On completion of mstallation lannch The Dude from the Apps screen

Apps

h:! N Regort Trap Wiswis WHRSTAT Sl
‘reinaer] Lber Fisckny

O S i o 2 o T Duske L ]
Manager L urw

‘ o Wil . Tra Cusshs Ml asnil
Crnerie
i s Laink ELLS ' [ ]
Coraoe - SAR
B P pa T W
. Ll @' Lvnretal Wt Mata
{ |- pr—

The Choose Language pop-up opens. Choose a lanpmape, and click
(=18
The main win of The Dude opens, along with the Deviee
Discovery mndo
Mote: The Scan netwo laved in yons lab environment might vary
from the one shown in the nne seoeenshot

[ le Fretumncm

FIGLMRE 115 D
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9. Click Settings m the menn bar

HaCkRhlIn

anmn@lacalihast - The Dude 40betad

T rn 336 bpa S 157 bpa

O-TeaM !

FIGURE L& The Ducl troe wadhow

10. The Server Configuration window opens. Enter your host machine’s
Diomam MName Secver IP addeess m the Primary DNS field Click Apply,

and then click OK.

Mote: The DS IP address in this lab might differ 10 your lab environment.

W Server Configurabion

Gamarsl GHWE Poling Sere Agerls Salog  Map

Chat  Fepod

Discover R

FIGLTRE 1.5 Sevver Centlyproiin wrichas
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11. Click Diseever on the toolbar

e admenifacalnast - The Duce 4.0betai
B Frelewnce | @) Locs Saver Hak
=) TR i < T

o

Conturds

[ Ackirums Lata

FIGURE 1.6 Seieeting the Diszwveny bt
12. The Device Discovery window opens. Specify the Scan netweorks
range: 10.0.0.0/50

13. Select the DMS, SHMP, NETBIOS, and IF options from the Deviee
Hame Preference drop-down list, set the number of Recursive hops
to 0. Leave the other options set to defanlt, and cick Discover.

2 Device Discovery
Perferm Mebwark

G T doe T Ahumns =
z ning ieneral | Serpcas | Dewvice Typee  Advanced

Scen Metworks ['E LT E

Agent: |dedzull
I Ao Hetwarka Ta Auka Soan
Black List: |rn"|‘

[levios Hare Prefensnce= | DNS, SHMP, NETBIOS, IP

Digcowary Mooe: ™ last (scan myping} ¥ rEliEbe gcan each service)

2 4

| Layout Map Aftsr Discowvean Complebe

FIGLTRE 1LT: Cranfygerng The Thule
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14. The Drnde starts scanning for all the computers located on the network
On completion of the scan, all the dewices connected to a partienlar
networs will be displayed. The displayed result may vary in yonr Lab
eqvircnment.

aden @ ocainoet - The Dude 4 D0etad T= 1o |

5.

WML EZTCMRREFD
L]
ADMINISTRATCR
L]
o

L |
1000358

pewrrng £0.57. M {H00R) scarring £ 028 F1E {100

Chari: ex 4 iebpm 7 ke 1732 b e o Jbea c

]
FETITE

Analyze the
Scanned Results

FIGLIRE 118 (v o stk ssnisiitid
15. Click on a dewice, and place the mounse pomter on it to view detaded
information abont that dewce.
b i ] —

IL_EEE - =

FIGLURE 1% Detided ederodcm of S dence
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16. Mow, cick the down amow for the Leeal drop-dowm list to zee

information for History Actions, Tools, Files, Logs, and so on.

b sbus i - The Disde d0eeud =TE 7

ey BT O ey GO0
e m T e x i i

FIGTEE 1110 Sehacteyy Lonsd mbumem
17. Select options from the dropdown to view the completed information
AT T R e =IO

FIGLIRE 111 & Seiscteyy Lixs mivomsn

rrvanisoc et - The Dulds it

FIGLRE 1112 Sdatuy Fln mdociii
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18. As descobed abowve, you can select all the other options from the doop-

down to mew the information of your chowe
®

samiR iccahios - The Dide 40bead S |

. Onee scanning is complete, click the bution w diseonneest

- Tk h Ml

M

oo

ESETAL . 1 g BB

Chari- o S04 kgl s 07 R Savn o 181 bbgd

FIGLTRE 1115 D eaamzng The Dhale

i .
1 =k Arnaluc:
LAl Al Y ois

Amabyze and domment the sesalts related 1o the lab exercise.

& Yes
Platform Suppornted

1 Classroom
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Lab

¥ | - w T
- ic*\ 4 t=-1lalla'Ta B! ;-.- ez [y S AT
B | ."I}" ‘;,'..__E',i_"ﬁ_ FH:‘I.‘-:.-E *_..-‘_‘J --" AT, .Y

1 r

orkbench

Pracy Workbench ir a snigue proacy server—ideal for develgpers, recurity &
and trainers—thar *Jf.'.r*,m ¢ data i real fme

it
_tcon xey | ab Scenano

7 Valuakle D'lu.n.g TOUL SeCTMTy assesument dssipnment, you may need to create a daisy

wfommog chain of promes to suninvze every possihdity of yonr IP address being detected.

# Tost vour As an expert ethical hacker or penstration tester, yon shonld be able to coeate a

Emomisdze chain of darsy promies to test whether you can avoid the tracing of yowr original

O v IP addresz=. This lab will demonsteate how to do so
. Weh eparpice

[ wodtosmew  Lab Objectives
Thiz lab will show you how to create dassy proxy chaning nsing the Proxy
Wodkbench tool

i - - :".. - 2 B . B
Lak Cvironment
To cacry omx thiz lab, vou need:

*  Proxy Wodkhench located ar DMCEH-Tools'\CEHVE Meodule 03 Scanning

Hetwerks Prexy Teols Prexy Weorkbench; von can also download the
Iatest version of Proxy Workhench from hitp:lproxywerkbench.com;
if yom decade to download the latest version, then screenshots shown in
the lab myight differ

™ Tasls A compnter maoning Windows Server 2012 as the atmackes (host machine)

demenstrated in o 5 G L :
. - Wi Wi . | 5 =

s v _-."._:Iﬂ_:'.l.?:f'i'.'}eﬂp_ 2008, Windows 7, and Window= 5.1 monme as metm

: - machmes

availakle in

D:\CEH- A Web brovser with Interner access

Teals'CEHvE 2

Madule 03 Adnemseatve prmlepes to o tocls

Seanning

Hetweorks
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i B T anesdh = o
Lab Duration

Time: 15 Mimtes

DNrvarviasaar afF Niaiewy K T o e :
Overview of Daisy Chaining Proxy

Daisy Chaining of Promies can make taffie anatyus for mom compler and most
diffienlt fior an eavesdoopper to be able to monitor different parts of the Intemet.
Lab Tasks

MNote: Ensue that there ame oo applications /sermces mumning on poct 5080 on all
machmes.

Before moning tus lzb, mm off Smart Sereen m Windews 8.1 vumal
machine. To do this, limach the machine, go to Contrel Panel 3 Action
Center, and click the Change windows SmartScreen settings lmk

Action Cenpe = ?ﬂ

FIGARE 121 Winchws A1 Acticn Cenier

The Windows SoartSereen dolop box opens. Select Don't de anything
(tam off Windews SmartSereen) cadio botton and click OK

Windows SmariScreen m

What do you want to do with ..,'Z"_"_L".!'!iﬂ.'l.i dPps :

‘Windaws SmartSeresn can help keep your PC sefar by waming you kefiore rurining
unrecognized apps and filss downlosded from the Interret.

Gat administrater apgnoval befora running an unrecognzed app from the
e i

P Prusy Whakherch Irrtarnet [recomerended)

2 Miarn befone UNREG i uArecagnised app, bt don't Fequine adminesteator

approval

£ I_:-ll' £ do n‘t‘l "I--'lg Cturn il' Wiimdcns '\-.' At S Cesr ._I

by & ke Corewtion
o, il v o e

FIGIURE 122 Wanskeras frrost Sorees
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Swnatch to the host machine pampate to DHCEH-Teols'\CEHvI Medule 03

Zcanning MebworksProxy ToolsProxy Workbench, and domblechck
Install Prexy setup.exe.

Wbrl; mt:—: o3 . If the Open File - Security Waming pop-up appears, click Run.

Systems . Follow the msmllation steps to insall Proxy Wodkhench

= task 2

iz Eroxy Warkbench - =

Welcome to the Proxy Workbench Setup Wizard

The Felale vl guice o thinugh e deps eouad o Fetal Piosg Wiork Beech On pi Compuer,

[ e i o

PR —— \-_f.":.!'i‘l-"i'.- Ths :.wp.i".fL'!F:r'm._'s;lzl-:\_:lram'cnm:u:r |y and idemalional lisshiss, .
Uraudwized duplcaton or districuton of (s pioonan, o anyg porbion of i meap ieaull in e s civdl

of einma perales, s ol be prosscuted b the masvom et pos sbie wce S s

s of sy Ho
P _'WHLI:I—.l]:.:-
aommanny s ey rmach Carucel E sl Pt >
erwore e e dus

[ e pep—

FRGLIRE 125 Proary Widkdmeh Intalan Winn]

Follow the installanon steps to msmll Promy Wodshench on all Windows
pldorms (Windews Server 2012, Windows Server 2008, and Windows
£.1 and Windows 7).

Mate: To mnsall the application on the chent vimmal machsnes, you need to
navigate m Z= (the network share te the hest Server2012 machine)
instead of DCEH-Tesls.

After all installation i complete, swatch back to the host machine and
Imnch the Firefox web hoowser

CEH Lab Munus] Fage 207 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not En00gh™ ™ ****"RECRRAMO-TeaM !
WE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mol 1= Hadnnliy fiehlora HaCkRhInO-TeaM !

B i 8. Click the Open menu botton at the top-rghr comer of the hrowser windor,
and click Options.
Cenfigure Lecal i
Prooy in Mezilla
Firefox

7 The: "Sheret thar omd
™ dats windowe i the
it o) ey whesier the
-t i denckd L
byl

FIGLRE 124: Foeha ophoes il

rediid alriton vt 9. The Optiens window opens. Chck Advanced, click the Metwork b, and
wicket connectioni that chick Settings....

=
sreegnng; Dhurngr peniads

w thus wil deegp
P bes pemcifaioet

Ogphions

- I

Gersral Takc Content  Apgficibon: Prvacy  Secunty
General | Data Choices | Mebworc | Lipdgte | Centificates

Comnection

Conficpurs by Firstos connects to ths |nbsmst

Cackhed Wek Content

Wil Content cacha is cumantly wiing 163 KB of dick space

omsic carhes mansgement

FIGLURE 125 Fockoas Mebwak Sesagg

10, Select the Manual prexy configuration mdio button m the Coonection
Settings Wizand
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11. Type 127.0.0.1 a= the HTTP Proxy, ener the pod valne 8080, and check
Use this presy server for all protocels. Then click OK.

Connection Settings m

Corfigure Provies to Access the Inbepnet
P pi-oey
T Fue- detect peoay Cektings for thic netwonk

Lse gystem prowy sethings

= T bt e thogpbami =
' ® ' fdanual provy configuration:

S s s labicd,

bop pracr ipeeratg e

HTTP Pragn | 127001

¥ Us=this prowy server for all protoeols]

| Ramreta DS

ncalhost, 1270001

Example mocills,org, mebaz, T2 6ETOV2S

Ly komatic prooy confiquration LEL

['o not prompt for guthent ication if peesword is sy

QK Cancel

FIGLIRE 124 Feehe Craswectam Sty

12 Tf yom enconater a port ermor dunng confisuation, smply ienore it
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H rask & 15. The Configure Prexy Workkench window opens. Check HTTP pootocal in
AR A the nght pane, and select HTTP Proxy - Web mn the left pane.
Configure

Vierkbeneh in 16. Click Configure HTTP for port 8080....
- - Corfigure Broosy Wionkbench
Systems

Froap Pt

7] Prossoal psgresd mpon B

Bdd. | [skiw | Coniguss HI TF o part BOERL

W Bhoseihs dosss ol sl Closs

FHGLRE L% Configge Promy Workhersh winken

I T everss proned 17 i 5 o i

o 17. The HTTP Preperties window opens. Click Connect via ansther proxy.
& rerhs that Tremy

il i 13. Enter the TP address of te Windews 8.1 vumal machine i the Proxy

: y. Chesrg the dats server feld and port mumber 8080 m the Pert feld
(File-={lear AT D) wed

dhecrein the number i 19 Click O
zerer of ghese ane na bve
eEwmeetin,

Mote: In this lah, the TP address of the Windews 8.1 machine 1= 10.00.4. This
may vacy i1 your lzh enviconoent

HTTP Progaries

Tl

Ornithe vesh sves. owssctio pos; |ED
= Corwwson ' enobier prosy
Frosyaerear: 10004

Pt :'_:f{'u

FIGLTHE 1210 HT TP Prperses wandks

CEH Lab Ml Fage 301 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not En00gh™ ™ ****"RECRRAMO-TeaM !
WE FrEE t0 FIY




HaCkRhInO-TeaM !

Ll Rical-terree g

anahles the
. v b B machly
T i |ilrl:|:|.-\.:.1'|'|
e kbl foar ot
adbrateed che analas

YOuR SeCuiTy iS NOt EnOUgh
Mol 1= Hadnnliy fiehlora HaCkRhInO-TeaM !

20. Click Close 1o dose the Configure Proxy Werkbench window

Configurs Proky Workbench

Wocrwg el
TP Frosg = \ak

far [ Cinlein [ Lorhym A1 o pad WAL _"_'_J

Clobe

+ Show thic soman et zlsdup.

FICILRE 1211 Configes Priy Wirkberch nabons
21. Log in to the Windows 8.1 vermal machine, and launch Promy Workbench.
IMNote: If an Erver pop-up appears, close it

22 Repeat the confipnmbion steps, Steps 14-19, to confionee the apphoaton

23. In Windews 8.1, type the IF addeess of the Windews Server 2008 vl
Machine (1e, 10.0.0.3).

MNote: The IP address of Windows Server 2008 machine may vary in pon kb

ENTIIDMIETT

HTTF Propenies

B ol

Ol the vesb st conwesct t pod- [B0

v Connect v mnother prosy

Fica) ety |~.':: (K]

Fart [

o ]| e |

FIGLIRE 1212 HTTT Prgpsries: Wk
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24 Click Close o dose the Configure Proxy Werkbench wandow.

25, TLannch Proxy Woddhench on the Windews Server 2008 wirmal smchine,
and sepeat the coofinmbon steps, Steps 14-19, o confipnme the
apphication.

MNote: If an Erver pop-up appears, close it

26. In Windews Server 2008, type the IP address of the Windews 7 wurmal
hachine l_l.E'.. TU.ﬂ‘.D.-'E::I.

Mote: The IP address of Windows 7 may vasy in your ab emmiconment

™ Un the web semer, connedt to port xtd’. i

|7 Corvac! s arcihes picey |

Froop server l'll_-,l_'l 0

P

ok Careal

| &

FIGUIRE 1213 HTTF Prpertis Wi
27. Click Close o dose the Configure Proxy Werkbench mndow.
28. Mowr, lannch Prosy Wadshench on the Windews T wirmal machine.
29. The Proxy Wodshench weleome pop-np appears. (lick 0K
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30. The Cenfigure Prexy Werkkench window opens. Check HTTP protocal in
the nght pane, and select HTTP Proxy - Web mn the left pane.
= Security: Proxy 31. Click the Configure HTTP for port 8080... buston.
Servers previde a
level of security in

Cordigure Praxy Workhench

a netweorle. They
help prevent
sesurity attasks,

Fiosd Foiz
Foile In kan on

Frooocol azagned bo por S0E0

Poit | Desciplion

as the enly way
inte the nebweark
from the Intemet
is via the prexy
SEIVEr.

Configure HT TP for pari BOACL I

Choroar

[ Ghuopy thi woeen & siatap.

FIGLURE 12 14 Cembpnos Prrey Wkl dad

32 The HTTP Properties window opens Select On the web server, conhect
to port, enter port number 80, and click OK.

HﬁP‘ Prnnu:hﬁ

Bareial |

i Ilel.llin: J‘*‘M';U_L‘:I-IIP/J ll;:l-:_uj ||:i_ ]

i Conrect via anolhel prosy

Proeg zever [EriaPioy

Pait TR

FIGLTRE 1215 HTTT Prperses wnidos
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Corfigue HTTF for ook 0600
=

the host machme (Windows Server 2
owse webartes soch as hitpe

121 Cembps Py Wiadkdsnch wadion

S »h Pl
ﬁ% ¥ v gy
kick i pants

1w e -
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35. Open the Proxy Waorkbench GUT for more detaded informanon. Obsere

that the request is coneng from 127.0.0.1 (localhost) and goeng to 10.0.0.4
(Windows 81).

Prawy Workbench

T
-
Fi

SRR O AW S

- —

Harstcang: WH-TSAHBESF2 (10102 Dot it HTTF P -whab D6

] el I

N TEEND | Eadain 100 JEWIE T3] i mvmi o e o i o e e N T

FIGURE 1118 Proy Werkbeadi CLT w1 Wisskes S T2

36. Now, becanse the tmffic 15 being forwasded to Windows 5.1, swaich to the
Windows 8.1 machine, and open Proxy Woddthench GUL Obseve that the
traffic from 10.0.0.2 (Windows Server 2012} machsne i= being formarded to
10.0.0.3 (Windows Server 2008

Prooy Werkbenoh

3N il

D by b A Acinate

Furons: X0 FHpne Sockatz 94

FIGLRE 2 1% Priey Wioddw=ch GRTT o Wealows: R
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37. Mowr, becanse the taffic is formarded o Windows Server 2008, switch o
the Windows Server 2008 machine, and open Promy Wodkhench GUL
Ohserve that the tmffic foom 10.0.0.8 (Window= 51) machine is beng
forvanded to 10.0.0.5 (Windows 7)

Tack - ey

J@%‘ O-N&-/8

Homc-r-;l S H TR 0T 00103 ikl Foa s WAt iy

g = .ﬂn"' canmg

“10.0 04 51785 1000 0 58060
P Sl

_ﬂw W4 13 R B O

A00192 BE.14% Safarissz 38 B
aan2pa F38 17 2e 1

] EEED

INlrlu,l 1E7 FH | 3 ockalr: 35 E-varit: B47 Tmrmnats: CFf | Fshes: O | Thokda OF quh. OH | Loggng OF | 725 &k a

FIFLIRE 122 Preery Winddwrch GLT o Wisnkows Secver INA

38. Mow, becanse the tmffic = being forarded to Windows 7, smtch o the
Windews 7 machme and open Proxy Workbench GUL Clhsenre thar the
traffic from the 10.0.0.3 (Windows Server 2008) machine = beng
forrarded to the outside Intemet. This implies that 2 chain of proxies have
been aszgned to your machine, and you ae bID‘U."'ﬂLg intemet Ta Windows
B1 3 Windows Server 2008 3 Windows 7 In other wonds, you am
beowsing with the IP addess of the Windows 7 maﬂhnemﬂlﬂ:ep-‘m-s
of Wmndows 81 and Windows Server 2008 already menmme in the
backgronnd, theseby prowmiding yon with the preatest anommmity
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:h\cr.-\'ﬂcltb-uh
File VW Tooks Help

JREL - AW S

M orslarmngs Sedran-PC (1000 005) Dt o S By

Marsay 133 Fpm| Sockatz 35 E-vearta: St TR LI T TN LIT T TTHORAL LT TLA A LT TLIREy LT TP

FIGLTRE 1221 Py Wk bers (LT i Wandkoran 7

1 ah Analveic
LAl ANATYSIS

Diocnment all the TP addresses, open ports and mamng applications, and protocals
you discorered donng this lab.

OYes
Plarform Suppornted

[ Classroom
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Lab

Anonymous Brow

u P U R | !
Proxy Switchet

Pracy Snatcher allons you to astomatically eecse amions acording fo rhe detectad
METVGTIE COMTRTION.

R TR . -
—tconw xey | ab Scenano
27 “aluale In the premons kah, you leamed how to dassy-chain promes to emam wodetectable.
_ whoemation  Tikewise, 33 an expert etical hacker or penetranion tester, you shonld know all the
P possble ways to nse proxy servers to renuin mntmceahle on the Internst Yon
Enomiedge shomld thus know howr to create promies for boowsing the Intemet anonrmonshy.

. This lzh demonstrares another way of mainminine Internet anoaronty
= Wb exaccze =. = u :

 madtokwmer - Lab Objactives

Ths lab will show yon how to nze Proxy Swatcher to browse ancapmonsly.

1 ash e
Lan cnvironimeant

To cacry ont this lab, you need:

" Proxy Svitcher located ar DeCEM-Teols'CEHvY Medule 03 Seanning
HetwerksPreay TeeolsPrexy Switeher: Ton can alzo download e latest

L Teoels version at hitp/ ‘wwwprozyswicher com/, i which case the
demenstrated in sereenshors shoun in the lab mighe diffes
this lab are -
available in ® A compner maning Windows Server 2012
D=ICEH-
Teels CEHvE
Medule 03 ¥ Admandstratre prleges to o tools
Seanning
Hetworks Lab Duration

" A Web browser with Internet access

Time: 5 Wfinmmes
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Install Proxy
Switcher

= i, diffrost mhdt
CENICSN T (R
erxrpichehy et prerey
arrver mettegs arel i e he s
vl e e chiarge them
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£,
|

Mhvroasrscans of . T
werview or oAy W

Proxy Svatcher allows you to antomateslly execnte actions accosding to the detected
netorods connection. As its nane indicates, Pooxy Switcher comes with some defmlt
actions, for examgple, setting promy settings for Internet Explores, Firefom, and

: e
| ASKS

1. Mamigate to DNCEH-Tesls'CEHVE Module 03 Scanning
HetweorksProxy TeelsPrexy Switeher and double-click
PrexySwiteherStandard. exe.

If the Open File - Security Waming pop-up appears, click Run.
Follow the installation steps to install the application.

Setup - ProxySwitcher Standard [=TE

Welcome to the ProxySwitcher
Standard Setup Wizard

Thie will inetall ProxyEwitdher Stendard 5.9.0 an wour
compuber,

It is recommenced that you dass all other aophcrbors before
centnung

Clice Mal o continue, of Cancel bo exit Setup.

FIGLRE 14 L Pz pbesicher wha wndes]
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4. Once the installation 15 complete, nncheck all options m the final step of
wizard, and click Finish.

Je Setup - ProwySwitcher Standard [=]o] x

Completing the ProxySwitcher
Standard Setup Wizard

= frished nstaling FrocySvabcher Standsrd on your
13 uber, The applcation may be laundhed by selecting the
Irestalied kenins
Cick Frich 1o exdt Setup,
oy combjgeres [y
ther acte ) Laay; e o Set ProorySwitcher Standard 1o start automaticaly
mikmnEETm
Show Anorpmols Surfing Tutoral
Show FreFox Configuration Tuborial

[T Lawrah ProwySwitcher Skardare

r

FIGAURE 13.2 PrxySesicher Finth wiicand

m 5. Lannch the Fuefox boowser in the host machine (Windews Server 2012).

Configure Local 6. Clck the Firefox doop-down button at the top left comer of the hrowser
Prexy in a Web window, and click Options.

Browser T=Tem—

n- 4+ &

FIGATRE 13.3: Fircha gyphors s
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2 Froy Seiher sgqees
Zar ol oy sz ke
ey

-k Activae ot cxmmimgen

S8 Precey Sanbcier s fully
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Explorer, Fiefo, Opera
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7. Open the Advaneed profile in the options wizard. and chick the Netwerk
h, then cick = Settings...

FIGLUTRE 1%4& Focfo: Mok Sesagg

B. Select Use System proxy settings, and clck OK.

Comnection bettings

Configure Proviss to Acoms tha Inbermat
ey iy

Bitordensct g oy semings Tor ths aetyorl

U se system poowy settegs

Manual proy configuestion:

Autornetic prasy sanfigarsion LAL

FIGLIRE 135 Fashe Crawwctam Sogg
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9. The Apps scen appears. Click the PrexySwitcher Standard icon.

Slcrree® Curfiook Fagaf At - Froniwaicher
. 23 . B hew

Mot Lviaivisl = FrosiwalcHer
E ProsssrPioand ZTHI ‘.-.. Pr -

RS Fook ()

ﬂ Whrcaalt Fubdshe E FroegSediches
nd | Standend Help
Mool Wi I MM - TEITan . Foe g rree

m Hna <l
et Up Mol
i

e WL Sera - CREAED e S Ui
sl ion Center - g

P Tap223 % | Upgrade
.'-" el

FIGLRE Lk Wik Serv

10, The ProxySwatcher Sandard icon appears on the tskhar

11. Click the taskbar, and select ProwySwitcher Standard to hnnch the
application.

BB Windows Server 2012R2
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12 The Prexy List Wizard appears on top of the Proay Switcher mam window

_ N vask s Click Mext. '
Configure Prexy i

Switcher

Prooy Switcher Unregesiered | Drect Connedlion |

Prosey List Wizard
O /¢

=y Sorme ‘Welcome 1o the Promgy Swifcher

7 Proay Saather gyt
LA, sy, VTN, sl ot
RAS crmvmsctaen

REopnSatiher i3z [act ©on et

FIGLRE 1%F Proey Lat wessin]

13. Select Find Mew Server, Rescan Server, Recheck Dead nnder Commen
Tasks, and click Finish.

Progy List Wizard

s this wizerd you can quckly complete common proy
=t mensgment tesks.

= Py etk b b Tk Frush to continue
et ixwryrand] ke cen e
] it By i bl

iy craTehom sty

Comman Taeka

& Frud Maw Servare. Raacan Sanvers, Rachack Dead

Fird 100 Mesw Progy Senvers
_" Firid Mew Proey Severs Locsied in g Specfic Country

_/ Ae=can Working and Ancryrmous Progy Semvers
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14 A list of dewnleaded prexy servers appears in the nght pane, as shown in
the following screenshot

Prevey Swdli e Uirregesiered | Cinect Comnaction | l ._T:l-m

®

ekttt

s i),

FIGURE L Lss oof ckwindcors] Pecery Seren

Mote: The list of downloaded proxy servers might vary in your lib environmeer

-
15. To start dovnloading the proxy list, cﬁ.c'sLLI

Frary Swibcher UinnegEtened | Dot Commection )

=
=
Ele Ede Achars Wew  Hel

OFidx D0 B 7 & &

Prosy Scarras

ol 1LY
) Fpie
B Wl ths atres praay

werver bx

Lipate

TMeTRE

SRRTPCEEET T

aerver freen ghe
FriaySwisedes catrguny
1§ the s pramy s o
sty ale, the
Lochgrrmmd il e preen

S R R e
SRR REE E AEEE

HE B 1512 tesed an [Teec] bacesss #n1 i not o vl HTTP or S0 0 sarver
et 5 154 500 tmtwd e [Chse], bacmsa senoer dd rot rspand in e

B0 3 I3 0 ) e om (Do) omiws Gumesatmey e ol

A0 2 2 T3 e aa Deaad] beomises sonnscian iresd oot

[EIET 135401 Oizwn kand croey ik

FIGATRE 1311 Domsrmg & promey

CEH Lab Munus] Page 315 Eshiral Hacking sml Counsenseaniees Capyrydt O by EE-emmell
Lk

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Mol 1= Hadnnliy fiehlora HaCkRhInO-TeaM !

16. Wart monl all the proxy servers are downloaded This can take a2 spnificant

amomt of thme.

MNote: If yon have enongh dovmlcaded pooxy servers, you can cick Caneel o
imtermpt the download

Py Swincher Unrégstened | Dredt Commection )

e Edr Actiore Wiew Hey

O FEX DO GBE T & 72" A

- o ST T Sk Fis e
= When sstming i s = =

BET Froxy
wall panich st |
e oy, The
arriRrg P

Cambinc Kaaz Snvw

150000 11EA 37318 bariad o] B s i s reprord i

TS =T ED 31 X tated wa [Tnecd] bacusss fhiv o nol m vsbd HTTP o 30065 servwr
0T 169 414 kb bbb o 8982 bof o e 550
A0 H1 G128 teaad 14 [e]

FIGLTEE 1312 Pryas harg dhenbucls
17. Click Basic Anenymity m the left pane to display a List of alme pooxy

SEITeTS.

D TASN 4

Assign Proxies

= Pty SmiTCher Innegstened | CVect ComBciion )
Eie

Edr  Aciiors Wiew Hel

O FEX DO GBE T & F2" A

TN ST . ks
I e 11028 7

= T bty stasudn]

Cambinc Kz Snvw

TS0 00 F1E. 13731 3 sarbed ma Cwa] bacmse mreer did not respond in s
150 B4 EE 51 2wt mn [Tinmcd] bacwema #in @ ot m vssbed HTTP o0 300KS v
00T 189 4 o chbobeborren cors o B8T- tonied aw e 3501

A B B2 e aa W]

Bauc Ararymd

FIGLTRE 13.0% Sy e sl ooy senves

CEH Lab Manus] Page 316 Ehical Hacking amd Countemseanses Gt © by E-Cemell
whis Reemvred Rorprms

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnOUgh HAZCRRATO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
Mol 1= Hadnnliy fiehlora HaCkRhInO-TeaM !

HaCkRhInO-TeaM !
LS.S&lfﬂmEPmnsewerthinﬂmﬁgbtpmﬂ. To swich to the

salected proxy server, click -
Mote: Select only those promies that are in Alive-535L smte. The proxy selected
in this lab might vary in your b esmoonent.

rﬁ Fromy Swatcher Linregistered | Csrect Cn:lnnév:run.-

Bl Ede Ao Yiew Hdp

0/

HX OO BE 7 « [# &

s Ars

. 3

138 1w
1HdBrs

wricp sy citer samrs 10 ba ol irstng ha fopen comacton cant. 1 sgaod fing
o i g b el vt e

FIGLURE 1314 Selecswg s proeoy server

12, When the proxy server is connected. i wll show the connecton icon 2=

m Sroory Switcher Unregestiensd { Active Frame 217.32.183172:3120 - UNTED KIMGDOM ) [ =

@ Strtig Froan wenmen i [ Dl B4R dchom Jeew Hep
oy Sericher axc s OFHEXOOEE # « #Fx57 i\
mend ooy werves I o - _ ~ e

Froy Scamar 4 F

A st ) L sy §
n

& ENRED 2 k]

oF S0 1S 10

weits o (rxwchims o s ih o &1Ll A B3
e F B 5 8
b} 128 : o 1541 E kA

[rorrT. Hiatg S it Fech
Vo BODAE 8 O e 1 b ol ewinngs Rl poiee R o0, 18 @ goad g
Vi 3 L e rieesd B0t 'wirion

i vy

FIGLEE 1% 15 Prosy server scomabully conmeanchal
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20, Lannch the Mezilla Firefox web boowser, and enter the TURL

hetp:/ fwrwewr prosryswiicher com ‘check php to check the selected promy-

Test Proxies sever comnectoity. If the connecton 15 successful, the folloming
nformation i3 deplayed i the boowzer

H tasx s

Your possible IP addressis: ¢
Location: Unknown

FIGURE 1306 Detmetedd Priey srover

Note: The information displayed above ouay diffes in yous lab eamironment

21. If the connection is nnseccessfl, try selecting another proxy from Proxy
Sracher, and repeat step 23,

22 To ensue that the proxy 15 assipned, boowse hop: /S wor. com and
trpe What is my IP in the s=arch engine

23. Press Enter. The proxy IP address (217.33.193.179) = displayped mn the
SERP (Search Enpine Result Page), which mfers that the lepimmate address
15 masked and the promy is in nse.

L0 At the s Mote: The displayed IP address ooight differ in ponr lab emvironment

ey srreen o hecore

avkiils: o pamclagg, you B Al
L RS Y O

i Ein 2 Diatmcting prur morton
ez “aiahie™ o

i s vt

=5 15[217.30,193.1 75} Leam rmcan

FIGLTRE 13.17: Tessng poer TP abdos
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24 Open 2 new @b in yonr web brewser, and sorf znonymosly nang this
Py

-

CEH Labs

FIGLRE 1118 Suchey bt wisgr Prory s

Lap ANatysis

Document all the IP address of live (551 prosy servers and the connectioty yon
discovered dnang this lah.

I
Platform Supported

[1 Classroom
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Lab

yherGhost alles yow to swrf anowymansdy and acress blocked or censared comtent.

Lab Scenario
As stated earlier, a3 an expert ethical hacker or penstration tester, vou shonld
have sonnd knowledge of different technigmes nsed for anonymons boowrzing.
# Testyom In this Iab, you wall learn another way to maintan yornr Internet anoaymiry.

=5 ] : ] e

infoumation

§

p— [ o R s | g ——
= Wb epercoe Lan \--'i'?; eclives

L] Workbook review  This lab wall help yon nnderstand how to nse CrberGhost for anonymons
hrowsing.

| R L p—
Lab Environms

To casry onr thus lab, yoo need:

v CrberFhost located ar DiCEH-Taols/iCEHVD Medule 03 Seanning

Hetworks Proxy Teols CyberGhest: Ton can download the laest version
£ Teals at hirp: /ey evbershostven com ns/ dovnload ‘erndowrs in
demonsirated in which case the sereenshots shown in the lab mishr differ
this lab are
available in A computer maming Windows Server 2012
D=\CEH-
Teals'ICEHVE
Madule 03 *  Admarstrate prraleges o man tocls
Seanning
Hetworks Lab Duration

A Web browrses with Internet acmess

Time: 5 Mmmes
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umple, and effisent way to protect 7
cled or censored coment It

1. Mamigate to DNCEH-Tesols'CEHVE Module 03 Scanning

HetweorksProxy Teels'CyberGhest and donhle-click
CG 5.0.13.17.exe.

2 If the Open File - Security Waming pop-up appears, click Run.

Follow the installation steps to install it on the Windews Server 2012
host machine.

. Onee the installation 1= complete, the CyberGhest G displays the weal
location of your server, along with its TP addsess.

MNote: An Upgrate now window opens with the GUL Close this wandow.

The BReal Loction traced by CrberGhost may differ m your lah
BOTHOMTONT.

1 Autematie

change of proxy

eonfigurations [or omr ::r-:u.mhun
any other action) L)
based on netwerk

infermation

Sirruebed Country (0
& AuimTrah

L} Smulsted IP Adriress
Aglinmanic -

FIGERE 14.1: Cylesihinst chapbaving Bhe meil e
Mo, you can either manmally choose Simmlated Conntry or 3
Address, or click the Pewer utton w allew Crber(h
Siomiated Country and TP Address antomatcally.

I thus lah, we wall choose Siomlated Comntry marmalty.
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Mote: Ton czn choose ether Simmlated Conntry or Siomiated TP Addeess
manmally, but

Under Simmlated Coumtry, click Automatic.

Your Feal Locatien

[[R%)
1

Sirmdated Coungny [ - {1 Srrealgiend B dddress

- ALTCMATIE AUTOMATH. -

FIGLTRE i Serrnaiged

. Alist of conntres appears, as shown m the

Autamatic

FIGLTRE 14.% {bwweiing Sirndsend Coasiny
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9. Selecta conntry from the k=t In this lab, Merway has been selected.

10. As soon as you select 2 conatry, the OK bnron zppears. Click OK

11. The Siomlated Conntry chang

sereenshot

‘fowr Mewl Location

L

Siruiabad Country (D f 3 0 Smulated 1P Address
& T Paoresy AT -

FIGRURE 145 Serubaied Coanniry set iz B
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12 Click the Power button to mitiate CyberCrhost

‘for Benl Locyhon

(154
| T

Simidabed Caumry (0 0 Smulated P Adudress

Pl AGtomatic a

FIGTRE 146 Starting s Py

erzhots attempts to establish 3 connection to the promy server locared
n Norway, shown in the followsng serenshot

Cte e 5

FIGATRE 147 Prosy Cemmecting frors CyberCilost
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14. On smocessfully esmblishing 2 connection, the sinmlated location changes to
Morway, and the TP ad chanpes to that of the server i Nosway
shown in the following seeenshor

Simulsbed Locatizn
[T
Beavrip
L A 1

18 s orscied

Serudabed Country L) (0 Smulated IP Adrress
T ey R s J Agiomait &

erLihaet diphoang she Sareubiied Tocston

Firefex web |browser, mpe the URL
/location-feedback i the addsess bar, and

Gealocation Details for F8,141.964,13

L L

FIGURE 14% Testey yan IF ahima
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Cpen a new @b in 3 web brewser, and mrf inooymosly naine ths proxy.

‘for Mewl Location

[TE¥Y

Siruisbad Country (D £ 0 Smulated 1P Address

Ao Ammaii -

FICALRE 14. 11: Tremisgy C8F e Prooy

CEH Lab Mnus] Page 325 Eshical Hackdng

HaCkRhInO-TeaM ! YOuR SeCuiTy iS NOt En0 g RERINO-TeaM |
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Modiidn 1= Aednnidy fehlors HaCkRhInO-TeaM !

" 1 .
| s Analhveic
b b 'qﬁ ’:\-\:'f- b b

Docnment all the TP address of e (S5L) proxy servess and the connectrrity yor

discovered dnang thas lah.

b1 Yes
Platform Supported

[ Classroom
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