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lFarget Network

— -

Footprmitng refers to collecting s mech tjormaiion ar porsible veerding a target
metvark fram Sl f-"r.;.ﬁrb.e.re; AR,

Lab Scenano

Reconmaissance sefers to colleching informanon abone a target. It has s roots
in omlitary operatons where i refers to the missions 1o collect mformanon
about an enemy Information pathesing is the first sep in any attack oo
mnformanon systems It helps attackess to nasrow dowmn the scope of their
efforts and helps them select the weapon: of amack Artackers nze mformation
about the target to create 3 hlveprint or footprint of the orgamization which
helps them in selecting the most effectre stmresy to compromase srstem and
netomn seenty

Sumdlarly, the seenpry assessment of 2 system or petoork starrs with the
reconnaissance and footrponnng of the et Etdweal backers and penstration
[pen} testers nmst collect enomgh information abont the target of the evalnation
before starting the asseszments The ethucal hackers and pen testers shomld
simmlate all the steps that an amacker nsmally follows in ogder to obtan 2 fai
sdea of the secunty posmuze of the target organizanon.

In this scenario, you wock as an ethical hacker with a large orpanization. Your
organization i3 alarmed ar the news stones abomt new attack vectors plagrnge
larpe orpanizanons aronad the wodd Yonr orramzation was also 2 @pet of 3
mapor secnony breach in the past whese the personal data of sevesal of s
customers were exposed on socal networking wtes.

Won have been asked by top management to perform a proacuve secnoty
assessment of the company Before yom can start any aszessment, you shonld
dizenss with the manapement and define the scope of this assessment Scope of
the assessment identifies the systems, network, polictes and procednres, bnman
mesongees, and any other component of the system that lfanIE" secnpty
asteszment. von shonld also agree with management on mile: of enpagement
(FoE— the do% and doo'ts for asessmest Omnece yom have the necessary
approvals to pesform ethical hacking for yone cng:uuzwﬁnn vou shonld stare
gathering informanon abomt the trpet orpanizaton from pﬂbl-: somzces Lhe
labs in this modnle will gve yon seal time expenence m collecting mformation
from varions open sonoces.

Lab Objectives

The objective of the 1ab is to extract information abont the tarpet orpanization
that inchedes, bot 15 not hovred to:

*  Internet Protocol (IF) address and IP mange associated wnth the mpet
*  Purpose of orgamration and why it exists

Size of the orpanization
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Class of its IP block
People and contacts at the target
Trpes of operaring systems (03] and network topolopy in nze
Trpe of firewall implemented either hardorare or sofroare or
combination

® Tvpe of ramote access nsed, ather S5H o VEN

Lab Environment
This b seqmices:
" Web browsers wath Internet connection

*  Adownisteanos peileses to mn the toals

®  The labs in this module will work in the CEH hb environment contammg
Wandows Server 2012, Windows 8.1, Wndows Server 2008, Fah Linx and
Windows 7 muachines.

Lab Duration

Tame: 115 Dermres

Churarviowar Faatourmrtirm
Overview of | COTPINTNG

Footprntmg, the first step m ethical hacking, refers to the process of collectng
informarion zhont a targer netwods znd its enviconment. Using footprinting,
yon can find vanons ways to intmde into the tarpet organization’s netwock.

Cince 7om begin the footpanting process i 3 methodolopcal manner, oo will
obtain the blneprint of the security profile of the tarpet crganizaton The term
hinepnne refars to the noiqne system profile of the mrpet arpanianon 3= the resnlt
of footprintmg.
Lab Tasks
Ethvcal backers or pen testers mse nmmerons tools and techniogmes to collect
nformation abont the tarpet Recommended labs thar wall asust vou in learmng
Tanons fostprnting techniqnas inchnde:
*  Open Sonrce Information Gathesng Uung Windews Command Line

Utilities

Gathesing Personal Information Uung Colne People Search Services

Collecting Informanon Abont a Target Webaite Tung Firehug

Extractng a Comypany’s Data Using Wek Data Extractor

hlirronng Webnte Uzne HTTrack Web Site Copier

Collecting Informanon Abont a Tarpet by Tracing Emails
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Gathenng TP znd Dhomain Mame Informanon Taing Wheis Leokup
Advanced Metwork Ronte Tracme Using Path Analyzer Pro

Footpointing a Taspet Usine Maltege

Perfosming Antomated Hetwerk Reeonnaissanee Uung Recon-nyg
Usng Open-sonrce Reconnaissance Tool Recon-ng to Gather Persennel
Infermation

Collecting Informaton from Soctal Netwodangy Sme: Using Reconwng
Pushpin

Amtomated Fmgerponting of an Crganization Using FOCA

Idennfying Vnlnerabdities znd Informanon Disclosnres i Search Engnes
Usng SearchDiggity

Lab Analysis
-

Amatyze and docnment the el of the Iib exercize. Gire yonr opinon on Ton
target's secnity posoume and exposnre throngh free poblic mfnomation
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Lab

Windows offers several pesverfd command Jine sailities that helb attackers as well as
erbical Backers and pen resters 1o gather abew sowrce fbrmaation abot the kaget of
1he evaliarion.

1 o A
Lab Scenano

As 3 professional Echical Hacker or Pen Tester, vour first step will be to check
for the reachability of a computer in the tarpet nerwors Operatme sysvems
offer several ntilines that yon can seadily nze for pomary infosmation-pathesong.
Windows command-line nulities snch as ping, nslookmp, and tmcen pather
important information ke TP address, mammnm Packet Fame size, etc. abour a
target network or system that form 3 base for seenaty asseszment and pen test.
L] Wadkbook Revier

B Wb Exsrcize

| S | PR ~
!.. An {,-'-_1_:_(':!':_.?.'.-'{-\1'-

This lab demonstrates how to nse ping, ndlooknp, and tracest ntilities to gather
mnformation abont a target. The lab teaches how to:
e = se ping nality to find the TP address of a target domam
ssls :
demenstrated in *  Tse ping nolity to emmlate the tracert (tracesonte) command

this lak are *  Find the mawismm frame size for the netorork
available in ;
D:CEH- *  Idennfy Intesnet Control Message Protocol (ICAF) type and the code

Tools CEHVS for echo reqmest and echo reply packets
Medule 02 S 2 = .
Footprintingand Lab Environment
Recsnnaissance i g
To cazry ont this lab, you need:

*  Admmisteator pomileges to mn the toaols

®  TCP/TP settings cocrectly confronred, and an accesuble DINS server

" Windows Server 2012
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e the ::c:m-:'l-cti;- tme f
compuier. The
host and wats for

code in ﬂ'lu prngr seply provide important m.ith-}_ur. the netwods
The ulu knp = a EE-t‘TTILL a-im:.ﬂ.i.mn:u La':rn.u:u_m.d 1u.1-= tx-l -ulﬂ]l" msed for

mnp;mg oL tc- amy .aﬂ'J.Fl_ 1.-E<:|hc ot

The tracerome i 2 compuier netwok ¢

=IENTE
Finding IP
Adedress of a
Target Domain

P 0] ﬂ:|i:lt FI £ |:|g'£ 1

FIGLRE 1.2 Werhims Server T2 - gy
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Trpe ping www.certifiedhacker.com m the command prompt
d it= IP adds layed response
oo in the f i

s, Bind the maximmm frame size on the netoordk. In the comonand

B e window, type ping www.eertifiedhacker.com —f -1 1500

Finding Maximum
Frame Size

541811 with 1588 bytesz af data

sallperasAdnin Lo TEarer

S

Packet needs to be fragmented but DF set, means that
oo larg on the network and needs to be fapmented.
soatch with the ping command, the packet u
went, and the ping command returned this ernor.
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Trpe ping www.certifiedhacker.com -f - 1300.

sallgmrssAdmin is g sl ma et BT Eedban ke e, o =F 1 %A

L5411 with 1588 hytes of datar

- Luzi 1 L1REx
Fiedban ko r ina

B2 T B IBL ) wi i higres oF dagac
& i =13 B

Packet needs to be fragmented but DF set, and ping
www.eerifiedhacker.eom —f -1 1472 =ph ith 2 seee

i that 1472 bytes is the maxinmmn frame size on this machine’s
netwrods.

Mete: The maxrmmm frame size will differ depending epon on the tarpet

penmand Proempst

(1R lecrr).
1 w68

@ hytez = data

™ P
be fragmast
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B (B less ).
e BT
r.com —F —1 147F

A 1EL ] with 1491 hytez al data

477 bytes af da

12. In the command prompt, trpe ping www.cerifiedhacker.com - 3.
This option the nme to live

Mate: The maximmm vale yon can set for TTL

1dHms . Famisie
“Hdpimiztrateripisg wee.cart

e L T ]
rIL

Lah Ml Pag

gnyidat
Ausrage = Lilsg
-com

3% hycaez ofF datas

T EC-Cammell
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H rasw 3

R T R . Find the tracesronte from C w.cartifi £ m nsing the
Emulate Tracert tracert conumand

5. The sesnlts you receive might differ froom th

. Lannch a new command prompt and type tracert
www.eertifiedhasker.eom. This command tmceronres the network
fionranion information of the mrget domam

Mdminratar Commard Prompt
LB Adming Rk

Trol Iy Foabe &0 ui kL LF Lo il wiwim [2RZ.TH 041811
wRr & maximam of P8 bops

iR B.A.1
I.I.uu\.sl. © il

P [1F3 .
..{I .c"-ul -8 G -dn [LEL

O i AR

Rogquest tined
fa—d—Z.tcored. -apbdSd.omat [I90-BT. .

iF-6-F,toopel . BUN-F1 PR, 4 2 3 188,87, 1
1F=2=2F _ktcored. _ IRR.AT 1

iF-1-Z.tooped N2 1 -Moay . anbF53 LRI b

ELT A 21 E | a =1 e iy com L2RGD_WS 59 1ML ]

c::mm:.ud prompt In the
acker.com-i 2 -n 1. The -.-nl"' cliffes

rocAmin st ratar?_
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In the command prompt wandow, tmpe ping www.cerifiedhacker.com

Admerestrator. Cammand Promat

=z 183.82.14.17

Note: The sesult displayed m the above step might differ m your lab

ENTHOIHTST.

21. In the command prompt, tpe ping www.cerifiedhacker.com -i 4 -n

From 121248 353 ¥ TIL sxpirnd in tranzat.

z Feor ZHE.JS.SE.16HL
1. Hecwilwes

“lzrrz"-Hdn = Eratared

FIGLRE 112 The prey; coommessisiel Sw soaw e wth— 411 1 ipticms

22 Repeat the above step untl wyou mach the TP
www.eertifiedhacker.eom (in this , 202.75.54.101).

FIGILEE 115 The purg cerrmoeal ke assaorrh Bedbackis com wel— 10 -n 1 optens
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23 I'I-::P the smecessfl ping to mach www.eertifiedhacker.com: 14 hops.

1 C1Rfx lerl,
Erateripisg w it chur.con -4 13

riif igghacker.com L[N a4 1HL ] with X bhytes =
Aed 26 TIL wepired in franxit.

Far IE.W05% 54040
L. Receised 1, Lnzi

LEL 1 with 32 h
Trn TIL=11&

wrand e o irtdlnckeroom wsth — -l

This implies that, at a tme to bive value of 14, the reply is received from
the destination ho

of all the TP adds
to emmlate tracess

4wkl onmnral

| onay differ n yonr lab environment

L 27. In the nslooknp i ive mode 5@ and En
27 In sloolmp interactive mode, type set type=a an ter
= = colmp interas 3 P
Addrecs of the Setting the type a5 a confipnres c- ']'3"‘:" to query for the IP address

Target Domain gven dodman

Eshical Hacking sml
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Tpe the mrpet domain www.certifiedhacker.com and press Enter. This
the TP addes: and displays the resnlt shown i the follovng

f
ek il apdhac ksy .com
R L Pl B s —a . goog le _con
H.H KA

authoritat tus anzewme?
Eiedbac ke . con

R L
et | OEE TS5 18

subhog anersnd, wt type=a opgen
20 The first too lnes in the result zne;
google-public-dns-a.google.com and 8.8.8.8

This specifies that the reslt was directed to the defanlt server hosted on the
Iocal mad] (Windows Server 2012) that resolves your requested domam

wwrw.certifiedhacker.com, it 15 considered to be a non-anthosiative
answer.

winrwi.certifiedhacker.com
202.75.54.101

31. Since the sesnlt retmrned is non-anthoratve, you need to obzm te
domam's authofGiTe NAme server.

32 Type set type=ename and press Enter.
The CMNAME locknp i i

name server and

remuns the doman’s achortative nane server, dong with the mail
s showmn in the follow crEenzhotr

ot L LR
verbiF ledhac ke oen
Sod lo—pub Lic —dns & sooy Lo oon

[IF pf = Lk s . oon

G PR e TR
ble mall adde linatmas -mngear lyfees  con
i
THE (L5 mins)
ERE CIH mlinz)
explire EbIHE 1 dayr
debamle 1TL dekH €1 howe>

T (e

(CEH Lab M 13
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q have obtamed the anthonmtre name server, you will need to
deternyine the P address of the name server.

6. Izsne the command set type=a and press Enter.

nhmh = 37. Type nsd.noyearyfees.com (o the prinury name server tha
Address of the ¥ b e nment) and press Bnter. This remms the IP

Primary Mame server a5 shown m the following sereenshot

s Administrator, Command Prompt - nslookip

'.-cw,-;-.'.rl,li‘ec:-.-: an
gooyle—public—dns -& 900y le.oon
[

Fan-authopitativs anousps
LEH '\--'J nnll-".n Lih pes oo
Flddrens s oA 12

e

Sereriabust -]'-"51"' retim the TP adklnes of the server

The mthortitive name server stoses the records associated with the

[ Yes
Plarform Supported

1 Classroom
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Lab

= - -
Sr\Jirac
SeTrvices

Clindine peghle rearch servicer provide real-tre tformation 2best peotle. Thess toals
el w0 performr online fostprimting and discover fformation about peoble.

Lab Scenario

Drunng information gathesing, yom need to gather personal informaticn abone

employees working on cotical positons in the target organization such as

MNemmods Adnwmstrator, Help Desk Employess, Recepniomist, etc. The

informarion collected can be nszefnl in performing social enpineening, This lab

will demonstrate how yon can search for personal information nsing online
people search sermmces.

Lab Objectives
The obyectire of this lab 1= 1o gather personal information nang pipl a oodity
that can be fonnd at hetps:/ ‘pipl.com
Lab Environment

[ Tosls .

demenstrated in. - Tn the lab, vom need:

this lak are ;

availakle in

D:ICEH- Administrator prvileges to ma the tools

Teals'\CEHVE e

Module 02 Windows Server 2012

Feotprinting and

Reconhaissanee

¥ A Web browser with 2n Internet connection
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B Windaws

Servrr 202 — Dk verw

ck the dewn arrew button.

Adenrigiistor A

BOLTRE 22 Chek omn dinamy armomw 1 veir mstallend agip: e Wiwnckorans Server 20012

CEH Lab Mnus] Page 16 Eshical Hacking sml
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The Apps screen zppears. Click Geegle Chreme to lannch the Chrome
browser (o laench any other browser of your choice).

=

s the wels, sl

. In the browrser, type hitpssipiplecm n the addsess bar and press Enter.

. The Pipl home page appears as shown in the following sereenshot.

FICIURE L4 Pl buarne gy bestpee ' )
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gyl o opgd
momy  pibess, | =chaling
R H '.r'.i.':lllﬁ\.
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7. To begm the saarch enter the details of the person youn want to seasch for in
the Mame, Email, Usemame o Phaone felds and click the Search ican.

LBl |

FIGLRE 2% Pl - Mane Sranch

B Pipl ;s search resnlts with the name yon have entered.

F

—

B9 PNYTS

I
e

FEFLME 26 Py Pergale Sench: Risedi
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8. Click any of the links for more infosmation on the person.

—
I:r_l Dte of Berhe, srgght

b e an a sy of the

ez dabi 15 sdricea

E3-3HT "2

—_— —_— |
FRFLRE 2T: Pl Pl Seprch Rl

10. Pipl dizplays the complete mformation 2: shown in the below screenshot.
11. This will show camer, edneation, nsermames, phones, ete. infosmation.

T

| [ ——

asment and past add
ampazed with the
Inchules  Fuu

sl aynent

FIFLRE 2R Pyl Pl Seprch Rl
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12 To leam the places where the person visited, click any link in the Places
secton
r._._. ! - T 'I.I'_-d_l-

ELY mndi, ey,
ellaage, stocial it
olerwacts el Ot pracle
i sbed] wilth e pison

HALTRE 2% Pyl Phaces sectae

1 =l Ak
Lap J:lf-f?::":.‘\s'.\--"*

Amalyze and doenment all the sesnlrs discovered in the lab exercise.

[l Yes
Plarform Supported

1 Classroom
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Lab

Frebug swtegrater navrh Firefioc frovdmg @ ot of develshoment fools #o edit, debug,
and mgniter C35, HIML, and JawaScrte lve in awy web poge.
TSR -
ICON KEY Lab Scenario
¥ alaakile As 31 part of information parhering actvity, yoo have been asked to collect
o R P mformation on the target website and extmct the sonece code of the web pages
bt 10 HMTIT, Java Seopt, €55 seopt ete. This acemmity may reveal potential
ulnerahilmes in the web application that can be exploited later in the secnory
assessment phases This lab will demonstrate how to reveal sonrce code and

# Testrom

knomriedze

= Wb eecie collect information abont a target website

L] Wadbeook review

Lab Objectives
The objective of tis lab is 1o help smdenrs leam edinng, debnpging, and monimocing
C55, HIML and JavaSenpt, and also obtin serves-side technologes and cookes.

Teols | ab Environment
demenstrated in
this lab are In the lab, yom need:
available in - _
O:CEH- " A Web browses with an Internet conmection
i ¥ Admandsiraros pervleges to o the tools
Module 02 il
Faatpeinting and *  Windows Server 2012
Recohnaissanes

1 e Fe a2
Lab Duration
Time: 10 hEamies
& Eivala
w of Firebug

Firebng 15 an add-on tool for Mozdla Frefor Rrenmng Fiebng displays mfoomation
like disectory stmemse, mrenal TRT s, cookies, session Ik, ete
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Lab Tasks
=TI 1. Click the Windows icon at the lower left corner of the screen

Lawmeh Firefax

FRGLTRE 31 Wackras: S AH2 - Diedeop v

2 The Start screen appears. Click the down armowr button.

Addministrator

CiRTRE 32 chek on demws e i1 v mestalle] agwes o Winde
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3. The Apps screen appears. Click Mezilla Firefex to lanach the hrowser

E TARK 2
Install Firebug

& Finbug::Add-crm far Firef.

@ ADD-ONS

3.4 Farerigy 1AL = Firrfi lmrames winckss

6. The add-on begins to download.
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On completion of dovwnload, a Seftware Installation dialog-box
appears. Click Install Hew.

Software Installation m

Install add-ons only from authors whom you trust.

Pdaficious software can damage your computer or viclate your privacy.

fou have asked to install the following item

& Frebug  (Autfor not rerifen
" hitpsy/Faddons.mozliaong/Firgfoa downlosds |abest/ 1843 addon- 1543 latest. xpiTsc

= |
Install How Cancel |

FIGLTRE A5 Softwsies Eatalion dodog-bos

6. On soccessfnl mstallation, an extension pop-up appears stating thar
firebng has been mecessfully installed.

e |

RHS

FICILIRE 3 & chmecn foyig

0. The Firebug add-on appears on the top-night comer of the Havigation
Toolbar as shown i the following screenshor

#ht Firabug = Add-om for Fieef

| NN P L

% whesher 80 s

. fomegadirel

FIGLIRE 17 Pastugr adklon
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10. Enter the URL of the target website i the address bar and po
In thiz Iab, the tarpet ; and its

FICILTRE

11. C the Fiebng add-on g top-aght comer of the Mavigation
Toelkar to enable the Firebug control panel.

FIGLRE 3% Laschng Fedng xlbon

12. The Firebup panel appears at the lower end of the seen Click the
Consele tab, and from the Firebup pansl’s menn bac

FIGLURE. 510k Sefctegr (s s o Firrd g rancd
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13. Press F5 on the keyboard to sefresh the webpage.

related to the

creenshot

FICILRE 1.11: Firrdng Taned T W

15. The warning retmened in the abo reenshot states that the pass
an msecure (hinp:

mg UL The HTMI. section contains too
zs: head and bedy, which contzin senpts and text that mighe reveal
the budd of the website

Mote: If yon find thi= section empty, sefresh the webpage.

FIGUTRE 3,12 Fosdwig HTML tags
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18. The head and body @ps contin information related to the
amthentication of the nsesname and password felds, such as the type of
input that is to be piven in the felds (ommbers or characters, or
combmation of oombers and characters, ete.) which allows attackers to
narrow down therr explortation techmiques,

For example, an attacker who knows that the password field takes only
numbers can perform a brate force attack with only combinations of
numbers (instead of applyng random combinatons of onmbers, lerters,
and special characters)

19. Ezpand these nodes and observe the senpt womten to develop the
webpage.

d

FICGUTRE 3.1% Fosdwig HTML tags

20. Refer to tabs snch as Style, Computed, Layout and so on in the oighr
pane in ozder to cheerve the senpt used to desien the webpage

B lsbesinsd oo o

FILLRE A 4 Fordayr sbbhorl tdn
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L]
E rvasx s 21. The €55 and Seript t=bs also display the HTML and Java scripts that
Examine £S5 and weze nsed to design the webpage.
Seript Tab - -

ariea
o Py R TR L 20 Dbl | dvend s

FEHRE 315 F-ju‘r_'ql tadi

232 Amackers counld nse these scopts to budd a similar website (coned

website] which counld be nsed to serve mulicions purposes such as
harresting the data enrered in specific fislds.

B %aed & 23. Click poM (Document Ohject Model) tab in the Firebug control panel

Emine DOMTab [* ¥ € > = (o e o s (w5 ] e - ”_;,_1

& ey LRI T

4

FICURE 306 Farbugg Dhsarert Cbjres Mol el
. This b contains serpts written in vanons web technologies such as
html5, jCmery, etc. This allows attackers to perform exploration
technimmes on a specific version of a web application, which leads o
S - mp———— expose sensitive information.
TASK T
.S LE i - : - -
Examine NET Tab . .._J ‘I.*Jm'r, clL:.]i_dle Het 1:1!:- in the Firabmg control pansl and click Enable.
P 2 1

Mt Panal by dhshibd

FIGLRE 317 Findasgy sl Mot sl
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26. Select the All mb noder this section, and then refresh the page.

27. This tab displays the GET requests and responses for all the iems in
the Met section such as HTML, €55, etc., along with their size stams,
tmelne domain and remcte TP

Gl |

FICHLTRE 3 1E: Fostugr 1t

28. Under thiz b, expand a GET request node related to mevieseope.

L \fu.rr.rr s
FIGLRE 317 Frosdagy Al tab

30. Observe the server mame (TIS) and its version, alomg with the web
application framewoak (ASPIET) nzed to develop the website and its
version. By learning thus, artackers can tarpet the mlnembilities of thar
specific version in an atempt to exploit the web application.

CEH Lab Mfus] Page 20 Eshical Hackdng aull(kluutrnn.runm .I' :lill\.rq,ljl!.l_' :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Module 2 VP g di febimmaksance HaCkRhInO-TeaM !

31. Click the Ceekies mb in the Firebng control panel and click Enable.
E rasx s

: - g s p——
EIMHE -EE i el F
Tak yga  Cookies Panel is dizabled

Jse Frequg's ioolbar buthon bo ssableidiashis of paneis ot onps

FIGLRE 3.4 Recbug ool tah

32. Refrech the webpape. Ohserve the cookies relared to the cnsrent seszion
as shown in the following sczeenshot:

- gl

e

FRGLTRE 3.2; Fasbug Censkien tih
MNaote: The cockies sesnlts might vary in youe lab enviconment.

33 Amackers can use smffioy techmignes to steal the cookies and
manipulate them, thereby hijacking the sesuon of an anthenticated nser
withont the need of entenng legitimate credentials.

. By gamning the nformation deseribed in the lab, an attacker can obtain
the scopt related to a web page, identify the server-side technologies
and mampulate the cookies, which allow them to perform framdnlent
actrmties snch as entering the web application, cloning 3 web page.
hiyjacking a seszsion, stealing database information , ete.

Caollect mfnomation Ble mternal TIRT =, cookie detads, disectory stroctie, sesuon
1D, ete. for different webstes nsmg Firebng

O Yes

Platform Supported
[ Classroom B iLabs
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7 Teesls
demenstrated in
this lab are
availabkle in
D='CEH-

Teols CEHVE
Medule 92
Feotprinting and
Reeshhaissanes
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Lab

".. -..;‘-'Iu "\Fg\]."i.‘ ay
Bl S N | l" =4

T.T, g T 5
I -
Web Data Ext

Web Diara Exaractor i wed fo extrad a sargeted congbany's comtact detaily or data
ol s emaaill, v, phone throsgh wek for reshonss oble BB comemmication.

Lab Scenario

In the process of information gathering, your mext task wll be to extract
informarion from the orpanszanon website. Yon ae sequred 1o pedoom web
data extraction in order to gain nsefnl information from the webute. This lab
will showr vom how to perform web dara extraction on the tarper webaite.

: 1!"'{_:" ‘-"ﬂ-t't WVieas
The gbjective of this lab is to demonstrate how to extract a company's data
nzing Web Data Exteactor. Smdents will learn howr toc
* Extractmeta tag, email phone/fax from the web pages
Lab Enwironment

To cacry ont the lab, you nead:

® Web Dam Extractor, which can be acquired from at D:\CEH-
Teels\CEHvY Medule 02 Feobprinting and Reeconnaissaneeieb
SpidersWeb Data Extracter. Yon can also download the latest version
of Web Data Extractor from the link hitp:/ ‘wrow webextractor com
download htm If you demide to dowmload the latest versiom, then
sereenshors shown in the lab mighe differ

Windows Server 2012

Lab Duration

Time: 5 Mimmwes
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Overview of Web Data |
Web Data Extraction = the process of extractmg data from Web pages. It 15 also
referred a5 Web Seapme or Web Dan Mining:

Lab Tasks

- TR I. Mawigate to DRCEH-Teels'CEHv? Medule 02 Feotprinting and
Reconnaissance'Web Spiders'Web Data Extracter and double-click

Install Web Data T
Extraster ’
. If the Open File - Secwrity Waming pop-up appears, click Run.

. Follow the wizard steps to install Web Data Extractor

Web Data Extractor 8.3 Setup -8

Welcome to the Web Data Extractor 8.3
Setup Wizard

The Setup Wizand wil rstl Web Dets Extractnr 8.3 on pour
compter. Chck Mext to comtmue or Cancel to exit the Sebup

wizard

L:I WDE - Phone, Faz

erexfule

gy == T

srcgriest  pour prodiict e
[

FICGLTRE 4.1 Wiel: Thats Festeartucn Seups piap-iogt Wissie]
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O snstallation, aonch Web Data Extracter from the Apps screen.

FIGLRE 4.3: The Welh Thiga Fatrsor siven waridkre

H Lah M p 13 Eshical Hacking sml
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6. Clicking Mew opens the Sessien settings window

Type a UEL |w.mr_ﬂ.ed]u,hﬂ_ml m the Starting URL feld
B Wb Thes Fa

ke Al e g Check all the options as showm in the following screenshot, and chek 0K

Semson seings =)

Flee UL | Fier Tewl [ Filer Dt | Porsss | Donrssction
Gepach eragmes | 5 [ TAeCks # BRRED

RO | [Nt ok

URL bt

= Aukinwal depth

e ] U O [

d dete vl be adorestsaly s faur
Wi kvl sy g 58 b Cowpsoemding etisched d [+ e
L \Paagraun Fis pEE{VwabE shacton [ ala'voa iwebac b o
I Eatir Wy 1 P E s ok
= | Erac phoraz
WA Estiyct IR, 5 |bamLFL RH E st Ly

FIGATRE 4k Wels Dhits Elatranire-thes St setig weizaihion

= TR B. Click Start to mmtiate the Dam Extaction
Extrasting Data =
from Web Data 8

Extracter e [0 0[5 [P T
’.Z“' Ed  Dom g apand D

esin | Weds baow | Eiesk

‘Web Data Extracior 6.3

Phoress | Fawes | bbspedbl | Ul | Inacses des

S dar procarssd: 010 Tae: 1 ros

FIGURE £5: Wels Desti Bxhvachior emimitorigy the dats ezbracicm wenliows
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Web Diata Extractor will start collecting mformation (emails, Phones,

Fazes, o).
S|

\Wety Dt Ewtrachar 8.3

Cun apmmd | 37T Ebs
dwg speedd (120 kbps

Heta oge (71| B | P 117 | Fiomes 117 ] Waigend bt | Uil 11077 | frciis e
oesisd 3

5 pincesedt 171 Teve: B0 ses
Tt regewssd

weainly,
ek vrry o o

beghly  Eergehil ke A

i At ek

arimchachar cameFisapa indes bl
Al s bl
T A Co bl oon sl

it S e ichac ks oo senple-lg bl

FICATRE £.6: Wels Diga Extractor eolinching infmmaton

10. Coce the data extaction process i3 comgpleted, an Infermatien dilog
box appears. Click OK.

Web Dara Extracior B.3

o = kahr _'- Cin zpesd | 1LIH] L bps
Avg tpusnd {017 Ebps

E¥  Dpsn | G
Wt iagn 5] | Evieds [5] | Phones [0 | Fawes [27] | Meigsd bl | LUK 535 | | nacies ida)
FIL procezied

L Fiasd "Stay wath &l
=l® and “Folkre oFfe
inks" cpdwen wianh Galal
1. Torac 143 rmn

Foar dworme ;b befine
Stwprocmizad |
Tialie ecawud

Mria Tap Extmectoe
de @ desgaed W abdien e
, snrt g (el

%

FIGIRE 47: Wiy Dt Easroisoe D Basrachim mfmmesies sandows
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11. View the extracted information by cicking the ths

u raEE A SAvk | bk fegs Jod] | Eresds (B1] Phvonens (261 | Fawes (2711 Mesged bl | Ui B3 | Inachve sias

LA pracessed |74

Examine the SRR ” R s
Cellected Data - e

Side

FIGLRE 48: Wl Dt Bt Dusa Botvcshion weskonos

12. Select Meta tags tab to mew the URL, tide, keywords, description, host,
domain, ete.

ek Data Extraczar .9

4 =" ] Don cpand |00 kbgs
Gk Eer tpacd | (U000 bho:

Ervadr | 6] | Phara: (29) | Faax (271 | bargadis | Ldc B3] | irectie 1des

i B
4 shucdt ch
hip e mtimdhackar. coFacpenT b
it s ek, Dov Foa e T bk FOUE DOnger,
g £ ptiwedhackr, con T
b e mtifwdhacka. cony

ot
weheta [TRIx

wat
webozhes |

hin e stimdhacke. cowf e
i 0 e Fedhmckony. pone Ui e the
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13. Select the Emails tab to mew the email address, name, TTRL., Title host,
keywrosds density, etc. information related to emads.

Wb Dlata Extractar B3

B [=To

ai” s wally f
o s e (WE [ix spund [0 Lbp
ey f Avi apead |00 ko

Hen  Edl (lpen

‘:lu_:':r- kdata ingn I'E’: Phorms |25 | Famx [27] | Hanged i i Uiz jE3H | Irectiva ziez

] |.-|ﬁ.w'—_:‘.- il W
Harss LIAL
. ol Aot R CONSOL i ea i
L2 ol - P o one AT |
hitp /e waaring -Fash ot ok s
i rara] e e S |

ey O

chfterni per

FIGILRE 4 e Wel: Dt Estspcten: Extractid Phome defaiby aesulomw

14. Select Phones tab to mew the phone aumber, sonce, tag, et
I=TE

- Web Data Betractor 83

fie Wew Hep
" E B B

Hes  [di Open | ot

s Com gpumd {00000 kb
Avp apsed (L0 kb

Gmrmon | Weba lsge [EA] | Era ik [B] r (7] Magad ket | Llde B30 | Iravchesa xias

through  parryserer i

Wil Dhita Eoxtracter Bxdrachid Pheos desub o e

FIGURE £ 11
15. Check for more information nader the Fazes, Mecped hist, URLs, and
Inacire sites @abs.

wegght by HE-Deamell

BAtRRATO-TeaM !

Eshizal Hacking aml Counseimseasisia
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16. To save the session, choose File and click Save session.

FENTE
Web Dats Sxtractor 83 [=T= )

-
Save a Sessish h_f'-;. Vo i
Edicsessien Ciw gowed | 00 0EF i
Dy nesslos A apead (0000 kb
SgveE SESTON Cirle5
S e e A T e R

[iedgetn Bl crconre o
— T wcaid [EE T B

Stort sesoon

CILTRE 4 12 Wel: Data Estrpcten Extractid Phome detaiby aesulomw

17. Specify the session name m the Save session diulog box and click OK.

Web Data Extractor &3

" s e . - !t Cun spend (100 kbt

Mew  Fdl Open | Slat

g apeed 00000 ko

TS0 | et ager (E4] | Evma e (6] | Phonas (29 | P (7] | Wasgad ket | Ui 538 | Inacios xim:

Skepeaoeesd 141 Tave: 109 ren

SAvE SESHan

Plaszs rpmchy caraon ran:

[y

[

FIGURE 4 1% Welb Dhbs Estracicn Exrcted Phees detub sl
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18. Click the Meta tags b and then elick the floppy icon

Wea Data Extractor 83 - cert fiannacker com

Con e | (1000 BB

aivg apeed {0000 kbp

Mangard Ik | Ll B38| Ireacivs xdaz

dimrhscbe
schackm s

| B0 TP ——

FIGURE 4.14: Weeh Dty Exteacior Mg fd

19. An Infermation pop-up may appear with the message, Yeu cannot
save mere than 10 records in Deme Version. Click OK.

‘Weh Data Extractor £.3 - certrhachacker com

it Avp apssd |00 ko

Smrmen | Wata S E) | Eraik [E] | Phonas [29) | Fesr [37] F Waged i | Ude B3] | |racie e

Fop bl Do eariplice
wpay - Fecpe: delad i bmacads b
e, - Facipa: ded o E oo ot
awgusn - Pz deld [Py
hitpr Moatdmchack m o - e
with amannbal o e iedhachend Il o
Bl vl rex e iy hip

Precards in D

FIGLEE 415 Wi Drita Extracior vy informnbaon windirs
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. Select the Lecation zod File format and click Save.

Wab Data Betractor 4.3 - certifiedhacioer, com

Cun. pmacd | (L) s

by eed [0L00 kope

Save r;'leu 1ag;- m
]

A Dkt con Wk boar. condrslabags_cldsta g
prisy server,

slas e  Dhmed
eemmetion o]

Wik arked Do
iad-acka oo

sy
maguineel ibat

v 15 tiamad Lbecles thes Tise
. ke e b Lirdew o Tine

FIGLRE 4l Webs Dasa Exbrasor svegs windi

21. By defanlr, the session will be sawed at C:Program Files (x86)\
WebExtrastarDatalzcerificdhacker.com

22 You can save information from the Emails, Phones, Faxes, Merped list,
Uds and Inactive sites tbs.

O Yes
Plarform Supported

1 Classroom
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Lab

HT Track Wek St Cobier ir an offitne browver utiliry vhar donmivads « Web oite
1o @ docal directary.

Lap ':lu. nal H:"

I can be difficult to perform footponting on a lve webete. In that case, yon
may need to mirror the trpet website. This mirrorne of the website helps yon
to footpont the web site thoronghly on your local system. As 3 professional
ethical hacker or pen tester, yom shomld be able to mirsor the webzite of the
farget orpanizaton. This lab will demonstate how to miror 2 farget website

ab Objectives

The oectre of dus lab i to belp smdears leam oneroneg vrebaites name HT Track
Webh Site Copier.

b
r E T
..1!?-‘-' cvironimeant

To carry ont the lab, you need:

" Tosls " Web Data Exwactor, located at  DCEH-Tosls'CEHvS Meodule 02
demonstrated in Festprinting and RecennaissanceWebsite Mirrering TeelsHTTrack
this lab are Web Site Copier. Ton can also download the latest version of HT Iﬂ-:'s

available in Web 5Sire Copier from the link hirpr/weegr hofrack com page/2/en
D-CEH- index bhtol I yon decide to dovmload the larest version then

Teols i CEHvE sereenshets shown in the lab mighr differ
Sl 9 Wiandows Server 2012
Faotprinting and
Reeshnaissanes Adoanmistaatos pomilepes
Lab Duration

Tame: 10 Mhontes

CEH Lah Manus] T 41 Eshiral Hackding aml Counsernseasmes Copreggt ~ EE-Commell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUghR™ ™™ " HaCthlno TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Module 2 VP g di febimmaksance HaCkRhInO-TeaM !

Moy riesta + LWAJ o ke B e e
uverview of ¥y Site Mirroring

Weh ate murronng creates a replica of an emstng wte. Tt allows you to download a
webstz to 2 local directory, analyze all directones, HIML, imapes, fash, wideos
and other files from the semrer on yomr compueer.

ISKS

Mamgate to DRCEH-Tosls'\CEHvY Meodule 02 Footprinting and
Reconnaissance'Website Mirrering Toeols HTTrack Web Site Ceopier
and donble-click hitrack_x64-3.47.27.exe.

If the Open File - Security Waming pop-up appears, click Run.

Follow the wizard steps 1o mstall HTTrack Web Site Copier.

In the last step of the msmllation wizard, nacheck View histery.txt file
options and click Finish.

The WinHTTrack Website Copier main window appears. Click OK and
then click Next to create 2 Hew Project

MNote: If the apphcation doesn’t lannch you can lamnch it mannally from
the Apps screen

WinHT Track Webale Coprer - [Few F'Tl.;‘_

= WnHT Tk arricyms
g ooggmal eer's ek Ay L ma = fprmra b 1A T

nk-na=une Pmame cick: oyl ENT buion &

About WanHTTrack Waebate Cogine

Lo AT 34

= Chackly uprlaies

crmmitiin hinsak, crash,

o)

FIGLRE 5.0: HT Tesck Wehste Copuir isin wind o
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6. Enter the name of the project in the Preject name field Select the Baze
path to store the copied files. Click Next.

R Warand o apechy which
anks st e |izided

WinHTTrack Webste Cogier - Pem Frojet] T=T= =)

{ nebuse: fonk, all ” i gt s = =]

vz, all Soechiory)

!
FIGLRE 5.2 HT Teack Wehuse Copuer selectiog a Mew Projecs

AR il oy 7. Eotes www.certifiedhacker.com m the Web Addresses
and click Set sptions.

TRra T Trart Vo Cpiar - [Tar] Dot i

rach o hiresat st

FICRUIRE 5 % Sasting optacrs i HT Tk Wb be o

8. Click the Set eptions button to lanoch the WinHT Track window.
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9. Click the Sean Rules tab and select the check boxes for the file types as
shown m the following sermenshot, then click OK.

WinHTTrack m

Leg . e, Cachm

= WesHT Track werks o

Ao Canbrel | Lirdea

(=% Canes
B HTMI. paresyy anl g

ez, e FIGURE 5.4 Sizm Rules talan HT Track Webete Copser

arvatirpt cale

ML e 10. Click Mext.

WinHTTiock ‘Welbsd = Copeer - rl'mi\-m-u whe]

yrimad autfermaahin

FIGLURE 5.5: HT Treack Welkiai: Cogpier Select @ prnect wmdow
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11. Br defanlt, the mdio bomon will be selected for “Please adjust
connection parameters if neecessary, then press FINISH te launch
the mirrering operation” and check Disconnect when finished

12. Click Finish, to start murronng the website,

WA TRITT e VRl 12 gt - [Test PrajecLwhi] (= o)

Warikee  Heip

2 The tizol has mbsgraned
DM eche ancd native
B andd qpvdi aippon

FIGLRE 5 HTTrack Wieese Cipuer iunshing mismring opiesition
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13. Site mirroring progress will be displayed as in the followang sereenshor:
ke ma N i progr s [/ F1 L+ 0 1166001 bytes] - (Temt Projectwie], | L= 10 I

FIGLURE 5T HT Track Wehaie Copier deiplaying dite sfernorey poogoess

14, WinH T Track displays the message Mirrering operation complete once
the zite mursoring is completed. Click Browse Mirrered Website.

5@ warm0 g Tirwness: - [Test Piogecmwem] T= T o ]

FIGLTRE 5.R Hrosongy @ sremormd webate
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E tasx 2 15. The mirrored wehsite for www.eertifiedhacker.com lanoches. The
Browse the URL displayed in the address bar indicates that the websire's imags i
Minerad Website stored on the local machine.
MNote: If the webpage does not open, namigate to the directory whese yon
mirrored the webste and open index.html vith 2oy boowser.

o

CEH Labs W —

mdimf  ABSUT  EINTEOLT  EOE  EDETACT
- e

FIGURE 5% HTTrack Websits Copier Mirroosd Walrsse Tecgs
16. Some websites are very large and it mught take a long time to mirror the
complete site.
17. If you wish to stop the nurrosing in progress, Click Cancel on the Site
Mirroring progess window.
15. The site will work like a live hested website.

| = Armshorcic
| = -:-':E'_"-' MTARIVSIS

Docnment the mirrored websites directosies, petting ML images, and odeer files.

O Yes M No
Plarform Supported
[ Classroom Bl iLabs
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Lab

Thracing enanls fnvolves analyzing the el beader to divcover deraile abeut the
Jender,

Lab Scenarno

An attacker may send malicions emmils to 2 venm (employee) 10 order to cacry
ont an afrack of 3 tarpet ofpamiTation A:s 3 professional ethical hacker yom
shonld be able to tace out information abont snch malicions email It mvolres
analyzing the email headsers of snspicions email to extract information snch as
the date that an email was received or opened peographical information, ete

1 L . o -
Lab Objectives

4

The objective of this lab is to demonstrate enmd tacing wsing elfulTrackerPro
Sndents will learn how to;

®  Trace an email to its tme peographical sonce

®  Collect Network (I5P) and domain Whors mfcrmaton for any email taced

7 Teels
demenstratedin - Lab Environment
this lab are

awailakle in In the lab, yon will need
D:\CEH- A
Teals'ICEHvE

Medule 02

Featprinting and
Recsnnaissance

el 3l TrackesPro, which iz located at DRCEH-Teols'CEHVS Medule 02
Footprinting and Recsnnaissanee Email Tracking
TeolsieMailTrackerPre. You can alio download the latest version of
eal [ mackerPro from the link hitp:/ /woow.emaiterackespoo. com;
download htol If yon desde to download the latest version, then
seresnshors shown m the b omghe differ. This tool mstalls Jara manme.
Windows Secver 2012

Adoanmistaatos pomilepes
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A vahd email acconnt (Homonl, Gonail, yaboo, ete.). We snggest yon 1o
sagn mip with any of these services to obtam a new emul acconnt for this
Ial. Do mer nze yonr real emadl acconat and passwrod in this exercize

1 b The ks

Lab Uuration

Time: 5 Mirmzes

,':}'._,r:,:-_-,:i.wvai‘;ﬂ-__a__r,- r__'_rf- Email Tt ’?“:‘1c;-'er¢Fi.f’EL§

Bl § BN i &% 1

E-mail tracking is 3 method o monitor or 5py on emal delwered to the mtended
recipient It revesls mfommation such as:

*  When an emal message was received and read

®  If a destmetive emal was senr

®  The GP5 coordinates and map location of the recipient
The time spent eading the emzl
Whether or not the recipient Tisited any Links sent m the emal
PDF= and other types of arachments

If messages were set 1o expire afrer a specified time

1D 1 AsSHS

FENTTE 1 xxngate to DCEH-Teels'CEHvE Medule 02 Featprinting and
Install Reconnaissance'Email Tracking Tools'eMail TrackerPro and donble-

eMailTracketPre click emt.exe.

If the Open File = Security Pelicy pop-up appears, click Run

Follow the wirasd steps (by selecting defmlt options} to msill
elfailTrackerPro.

. In the last step of insallation, nacheck Show Beadme option and dick
Finish.

Lannch the eMailTraskerPre applicanon from the Apps screen
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The main window of elMadTmackerPro appears along with the Edition
Selection pop-up. Chck OK

Edition Selection E

[iIZLrERT Ecition)
=Trace emals and email = Al Standsed 2ddian
addres=es faaturas oly
=Finel the location of ihe = Trace mulbple ermails at
ernail sander anca
sLocate the Sender' s |SP w510 spaEm before it
1o report sbuse teaches yaulln Hox
= Cuic kb idlenrify widadiddte armails Bofore
misdiraciad amails they reach vour In Blox
= Halps identify B aTom el rernowe
traudrphushung amals uwartes emails
s |dentify spampret: w|cantily misdinocted

sfannd ahuze efnalls nefore delivery

|+ Bhoia Hs Sielag wher SMiaiTracherPro s

FIGRTRE & 1 eMalTrcker P scdewm Selectem pogeap welow

The eMailTrackerPre mzin window appears as shown in the following
screenshot

ey FT e v 1000 Ackvaresd Eoian. Trsl dey B of 15 _"m

Py @ ¥ 7 -

Fen oo o0 cay Bor e 12 doytmal Tompply s boencor QiEE §RiN o for purch see sk maion Slgk Bacy

i ST P vt g T by W b, il g i bBcer s, (T I it b

FIGLEE .2 eMaelTrckedng mmn arodow
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6. Click My Trace Reports.

HaCkRhInO-TeaM !

Traee Email
headers

et [TrackerPro w1006 Arvanced Edbwon Tral dey 8o 15

.

o

Sedecl i el D@ 12 il 08 e gh T vt FRMY WT00Whon,

PIGGLIRE &3 T AT ek io T wiradkins
0. Click Trace Headers to stazt the trace.

10. Select Trace an email | have received. Copy the email
email yon wish to trace and paste it in the Email hea
Enter Details.

header from the
ders feld noder

Wil il o el B s Trial fiky 1 of 155

eblaiTrackerPrd by Vissalwars

. | g G

FIGLIRE 4 The ebalTrickerFe moersy detals weako
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11. Log in to an email accomnt and open the meszage you'd like to mew

M Task 3 headers for.

Finding Email

12, Click the down arrow next to Reply, at the top of the mess ane.
Head P age

13. Select Show Original from the drop-doon list.
Hete: In Cutlook, find the email heades by following the steps balowr:
® Donble-click the email to open it in 3 new window.

Chick the small arrow 1 the lower nght comer of the Tags toolbar
oz to open Message Optiens information box

Under Internet headers, yon will find the Email header.

I:;:I The abruse sipont FIGURE &5 Fauling Frsial Heider = Chtfiock 2000
e Fam fee My Trace

Eiports i

sscmmbially  Bnchel @

boirarrr winikine with the

abusie coprect Exchabed
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14. The header appears in a new tab as shown in the following screenshot:

|

Fach ool mescgy

FIGURE &6 healer sppemanng kil on borwser
15. Copy the entire text znd paste it i the Email headers fisld, and click
Trace.

Visualware eMaifTrackerPro Tl [day 1.o0 15 W

eMailTrackerPro by \isualware

1 Want Ten

| & Tréca dn aimial | hide s
0 rscewned mresd meseage o cortens mhormation il cen ncate e conputer whers e resage e
compased, he Corpary e snd sendecs |5 (e ICID

Loo# i patwark Mecipon siske Tor an emsl addrias

£y sarssdl e koobg w4 | rforrastion b e nbeork na porostle a
el ey I o bt tha mencier of sl 410 s scdrezs bl can g ooucs

from that wckimes § vl not
rdormerian

Ener Delsls
T 0 Ceead, ek [T G TRIGCIRAE! 1N bane Bscacow [ igase o0 LTl MRy
HolE: 1 ¥4 B0e 125G NCITEOT CUll 00k, YOU 08N ¥ ACE B el Fess Boe BTl o CuTiook by Ling e

ol el TP o Shrioal on it 1o Do
Eral teadem

T: Pmaul healers venl Traceyr rrsicls
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16. The My Trace Reports window opens.
B arelTodePe o

doreer sbnonradies i e 17. The email location is traced in 3 GUL wodd map. The location and IP
s giat-Dnn addresses may vary. Yoo can also view the smmmary by selecting Email
Summary on the right side of the window.

18. The Table section cight below the Map shows the entire hop in the
route, with the IP and suspected locations for each hop.

Exit: the ixroeil svoey e spuen

=y I‘hh'bc'l"Tw- w10 Acbvdrc o Srion Sead it ool P10

s

ETEETE TR

B - T

FIGLRE 68 el Toadenroo — Erud Tror Repors

19. Click View Repert to mew the complete trace repodt.

sty T fuctem P o B0 R e 0 D PR, Tl g | oF P

v |[[eminee | Even sy

FIGURE &7 The effalTracksrPro - My Teaoe Rt tals

20, The complete report appears in the defamlt browser.
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21. Expand each section to mew detailed information.

I:IJ Trackey an amul =
b e adesifang she
corgmry  dd  ostwod
provading serrice far dhe

addrria

FIGLRE f 10 sMalTockePo: — desdad nfoermion Repord

[ M i = i
by A raoalureis
LAl ANATYSIS

Document all the live emails discovered during the lab wath all addisanal

information.

[ Yes
Plarform Supported

E Classroom
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Lab

omain Name

jion Using Whois Lookup

W hair Jookseh revesl avlabie tnformuatron on @ bostagme, IP address, or domia.

_tcou xey | abh Scenarno
— Ew. Dmnng the nformanon gathenne process, you will be asked 1o perform WHOIS
foot printne on the rper domain name or [P addresses. It wwolves pathenng
# Text po mnformation on tee mepet IP and domain obmined dnsnp previon: mfocmation
- B gathenny steps. As a professional ethacal hacker or pen tester, you shonld be able o
B TWish spamne pecform WHOIS foot poning on the mrper With thes ind of footponning, you
can extact informanon such as the TP addresses or host names of the company’s
DS servers and contact mfornmation nemally conmimng the address and phone
mmber

L] "Warkbock review

Lab Objectives

The obecure of tuis lab i to belp smdenrs analyze doman and IP addres: quenies.
This Iab helps von to get mformaton inchuding hostname, TP address, and domain
Rpp—
e
7 Tesls In the lab yon need:
demehstrated in
this lab are
available in ®  Adnvndiseeator primileses to mn Sonac i hods
D:\CEH-
TeslcCEHE *  The SmartWheis tool, availible in DICEH-TeslsICEHVS Madule 02
Medule 02 Festprinting and RecsnhaissaneeWHOIS Leskup Teals' SmartWheis
Fastpeinting and oz downloadable from hetp: / ‘wwror.tamos.com. If von decide to
Reconnaissance download the latest version, then sereenshots shown m the lab might
dI.EEL. Fife .

" A computer momng any version of Wendows with Intemnet access

Lab Duration

Tame: 5 Wmues
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Overview of Whois Lookup
The WHOIS dambase is a searchable list of every domain onrrently repistered
Whots Loolnp ereals who oums a pamienlar domam name

| Taelre
Lab 1asKs

=i

= T I. Mawigate to DNCEH-Tesls'CEHvD Medule 02 Feetprinting and
ReconnaissanceWHOIS Lookup Tools SmartWheis and doubleclick
Lackup IP

setup.exe
. If the Open File - Secwrity Waming pop-up appears, click Run.
The Weleome wizasd; click Mext.

. Follow the wizard steps (by choosing definlt options) to sl
SmartWhois.

. In the Optienal Components window, nncheck all options 2nd click
MHext.

. The SmartWheis Setup dislog box appears. Click Yes.
7. Lannch SmartWheis from the Apps screen

The SmartWheis applicaton npdates pop-up appears. Click Me.
T=TET E

tmartiihals - Evaluston Verson

jroiEy
server. Defferme SO4RE

v e ks appeeal

FICHTRE 7.1 Serors Wb i st prrpragy winhonas
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9. The SmartWheis main window appears. Type an IP address, hostname,
of domam name in the IP, hest or demain text field An example of a
Perform Demain Diomain name guery is shown below for womw poople com.

ENTE

Laakup SRS - Fuadianion Verson

vet seiect Bs P { Hovchome:

. e - | b Chaary
T 1 s st et Dt Enim
- e rr

n8 RETY

Rt B o m B — |
Ario Drieci tminr
SilF kb T Shift- (vl E i

Ak Dorrsiin Lok Eniax

FIGLURE 7.2 A Sosiert Whhias dessen. mxnch

10, Click the Guery drop-dowm bist and select As Domain.

Mete: To guesy an IP address or hestname, select As IP | Hestname. To
guery a domain name, select As Domain.

R T

Brmar Whem =
af cachmg quey
. which nahaes the

hately dagpdiped Gl
my  ccemmctions e
becns merveTd are mgpansd

FIGLRE 7% The St Whiot — Sdactng Cuerny typs
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11. The domain displays in the lefi pane and the result of the quecy displays
in the nght pane, a5 shown n the following screenshot:
ST - Cend i Verminn T=Tema|

L:I SradWhiss  can
pores b of TP
addminrs, hostiame,  on
dorgm - doene gaved] @
pan  test JASCID) e
Uhncode  Ble The  vlul
Bresvee Foor mech Bogch Rlesd
s srgile Each bne must
baggin with an [P addoess
T W ©.
o wEE W s
domgen soenes, they mus
k el s -.-|:a.;JIr Elr
iersacs

FIGLTRE 7.8 The SetsarWscis — Dunesiss query crssit
Note: The IP address displayed in the result may wasp in your lab
Environment.
12, Click the Clear icon in the toclbar to dear the hestory.

Smarinie - Fvpiusnion Yeremn = |ﬂn

FIGURE 7.5: A Sraiert Whioia sl
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13. To perform a sample hest name query, type ww.facebook com in the
IP, hest or domain text fisld

14. Click the Query drop-down list and choose As IP address! Hestname.

ST Ane - FLonin deg o

FIGURE T.6: A SroartWhias boot soene quaery

15. In the lefr pane, the mmltant query displays, and the neht pane displays
the resnlts of your query, as shown in the following scoeenshot:

MNote: This gesalt may vary in yous lab enmronment.

STV - Easiaion Verson [=T= 1)

FIGIIRE 7.7 A SonadWhin host name gy ea
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16. Click the Clear icon in the toolbar to dear the history.

S MR - Evalicet o Warsion [=Te =]

e

avnil. Fiur ez

an gxchale nasre sereen

FIGARE 7.8: A Sresed Whis ckeacng ity

17. To perform a sample TP Address query, enter the IP address of the
Windows 8.1 viomal machine 1e., 10.0.0.10 in the IP held and click

SenarmWhoes - Evaduatoon Yersion

ELF sositrhisis mppocts

FIGLEE 7% A SeootWeeas TP adkloss query

Mote: 10.0.0.10 is the TP address of Windows 8.1 virmal machine. The TP
address of this machine may differ m your lab envisonment.
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18. The IP address displays in the left pane and the resnult of your qoery
displays in the rght pane, as shown m the following screenshot:

SenantWes - Evaliaton Versi o e

v EdE Wiew Seftings Help

FIGLURE 7. 18 The St Wheaa TP query sewul

Il ! Aoy i i
LAap r'!_'.{.:.'-l:"-"'\-:'.""\-

Diocement all the TP addresses/Hostnames for the Iab for farther information.

b7 Yes
Platform Supported

[ Classroom
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Lab

I ,“} g:}f\t:}ﬁ; 3{21 -.r d_f“"‘..

Farh _Analyzer Pro delivers advanced nerwork roste rragng wath perfarmuance rests,
DN, ,n"::-m and network revolation fo FRemDane wehorR oS,

T . B
IEOH KEY Lab Scenano

- Valnalle: With the IP address, bostname. and doman obtaned in the previons mformation
—— __ gathennc steps, Four next sk will be to tmce the sonte of the @rpet netwods in
# Testrom order o detect the tmsted ronters, firewall and snetoork topology nsed in the
_ mowldze petoode This haib will demonsteare how to pesform somte tracing on the mepet
(R netwode

b Watboseriew gl Objectives

The omectre of thes lab 15 to help smdents trace ont netorodk paths along with
IP addreszes of mtermediate nodes.

b
r E T
..1!?-‘-' cvironimeant

Taals In the lab, yom will need:

demehstrated in Fed
this ok sra * Path Analvzer pro, which iz avalable ar RWCEH-Toels'\CEHYY Medule

available in 02 Feootprinting and ReconnaissanesTracersute Teals'Path
D-CEH- Analyzer Pro. Yon can also download the larest version of Path Analyzes
Tools CEHvVS Pro from the link hietp: / fororw pathanalyzer comy
Module 02 download opp. If von decide to download the latest version, then
Footprinting and sereenshets showm in the lab might differ
Regshnaissanes Windems 012

Adoanmistoator pomilepes

Duration

Tame: 5 Mames
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Overview of N Traci

Metwork sonte tracing can determine the mtermediate nodes traversed towasds
the destination and can detect the complete soute (path) from sonrce o
destination.

Lab Tasks
1. MNamgate to RCEH-Tools'CEHS Module 02 Feotprinting and
Reconnaissance Tracersute ToolsPath Analyzer Pro and donble-
Install Path click PAPre2T.msi.

Analyzer Pra } } '
2 Ifthe Open File - Security Waming pop-up appears, click Run.

Hrask 1

Follow the wizard step selecting defimlt options) to mstall Path
Analyzer Pro.
Lannch Path Analyzer Pro from the Apps screen.

FIGIURE R L Tnstallsl apyps = worndios, Sereer 2012 - Selecting Path Anabyzer Pro 27
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5. The Path Analyzer Pro window appears along with 2 Registration Ferm
pop-up. Chck Evaluate in the pop-up.

s ) Path anslprer P

L puch cadyeee i -
i s all the nelevan e %

nErTnation on v b M b o L

an P

L

FIGIURE E2 Paeh Analyzs P 17 Regrtzahon Fosm wedorw

. The Main window of Path Analyzer Pro appears as shown in the
sereenshot

In the Standard Options znd Advanced Probe Details sections, a few
options age set to defanlt.

En=zre that the IEMP radic botton under the Protecel fisld is selected.

In the Advanced Probe Details section, ensiue thar the Smart option is
checkad nnder the Length of packet fisld.

MNote: If you have a firewall it poost be disabled for appropoate output.

Faihi &nslgzer Py

et thus gvegr the uss
e b b, Pt =
sincimnstand s

mod i gHack

FIGAMRE R 3: The Path Andlyeer Pro Adbmneed Probe Detub wamlos
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10. In the Advaneed Tracing Details section, 2 few optons are et to
defanlt.

B i 11. Enmare that the Stop on centrel messages (ICMP) option 15 checked in
Pres in 1uem slesgmeal b e the Advanced Tracing Details secton

sserl dot dry abgack bl

Path Arafvzer Pro

i T i g

Fopar1i, | Check v i e
Borty |of By

i [

FIGLTRE £4 The Path Amilprer Pro Sadvisscid Ty Dietacls weion

12. To perform the tmce, enter the host name in the Tagper field (for
mnstance wow google com), and check Smart nnder the Port field as
defanlt (65535).

13, From the drop-down memn, choose Timed Trace and dick Trace

Path Srasfyzer Pra

wyahem

el e i i & o A
FICIURE A% & Path Assbyees Proy Adbvancs Teacing Thetsile cpsm
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14. The Type time of race dizlog box appears. Specify the time of tace in
HH: ML S8 format and click Accept.

wi Type time of tracvs.'linI|

Time of trace {hhimm:as)

I:;'_I The Adhamesed Prodss

Dhctails stinggs determane

S —

1 prerlumm e trace. These
schele the Tersgh ol

prckes, Lifisiene, Type of
Servece, Micorean TTL,
ad Trnhal Seagpacste

FIGURE B: The Path Ansdyeee Pro Type b oof tmece opton

15, While Path Analyzer Pro performs this trace, the Trace b chanpes
amtomatically to Step.

Parh Anziyzes Fro ===

Mpnin e o 18
el i et R e
FICATRE RT: A Fath Aseilpeer Pess Tanget Ciptian
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16. The trace resnlts display nader the Repert tab in the form of a linear
chart depicting the mumber of hops between you and the tarpet.

Perhh Sk B

¥ an ey s 1M
e L

FIGLRE RA: A Pith Asualyees Peo Target option

17. Click the Synepsis tab, wihich displays 2 one-page summary of trace
results,

Pt Anasyeer Pro: =18

I:;:I Lesygil of pacioes:
This cpptice sll sy

- ararn ks ceem

¥ o i
at the lengsh af the prcke zrd (74, E5296.301 | ad ba sad T tha

e trace. Thee stensinmm
e eof a racket, a3

B e L T T

mIRE

ress Pl BRI, 21T 1 peed oF b e rhn P 175 130 1 whonr
waw i ESLET, Tha Inrgat m F-bame wwe arxd pochuir rrant

ErGISTREFE

Framrs. i ST e i Pl o i IF o Sagh lx. =
1 Wiy B AT AT L G e e BT e Al . S

IHEEHCERT

CILIRE B & Path Ascabpeer Peo Turget option
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18. Click the Charts tab to mew the results of the tace.
H task s

View Charts

Fain Anslpzer P

FIGLRE 8.0k The Path Ascdyeer Pro Chact Wodens

19. Click Ges, which displays a wordd map of the trace route.

Fath Analgrst Fig

sy someiein ol Freba Wil

L) poth Accrace P

s Srraat i the e

FIGAURE B 11 The Path Armbrrer Pris chact wirs)om
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20, Click the Log tab to mew the Current Trace Loy and Session Loy

Path Azt Prcs G|

= task &

Examine the Logs

D @ @

FHILRE .12 The Path Ansbyeer Pro Cusniss srace Log-andd Secion Lig window

21. Click the Stats tab, widch feamres the Vital Statisties of the cocrent

R R —"
=ENITE

Observe the
Statisties Path & dyes 2ro ESCE | |

o= D L ]

N - i

Pt A St

FIGLURE 813 The Path Aculpger Pen St window
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22, Click Expert in the toolbar to export the report.

Farm Analyzes P

% SB® 6 @
Srghrrare rm Hfan P i"l.v'_ et M,  Owcbe lochim o

it [4) S

FIGLRE & 14: The Tath Azcdyeer Pro Save Bepiod As winsew

23. By defomlt, the Beport will be saved at CriPregram Files (x86)Path
Analyzer Pre 7. However, you may chanpe it to a preferred location

24. Specify the mame of the fils in File name field and dick Save.

Tonr Stanstics Am &

ket hebween the souns
s the st Teioset o
suliormi & Bt hefailt, bast

Manlier applics cmdy i
TCF commmetion

Sawe & Dype

& HdeFaldurs

FIGLTRE E15: The Path Ascdyeer Pro Save Repaon Az smckors

T =l

Lab Analysi
o

Docoment the TP addresses that are traced for the lab for further snfonmation.

O Yes M No
Plarform Suppornted
[ Classroom Bl iLabs
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Lab

| - e #-‘.--4’-.541,.:1 - T F. & 15 ‘u-._ s B 1L T-T.r

Footprinting a Target Using Maitego
Malrego 13 an ghen sosrce misliigence and forensics abidcaton. I gathers mfarmation
aligut a arger and regresensy Xhir fnformeation fn an easiy-cndermandalbie formr.

ab Scenanrno

The mformation gathered in the previons steps meght not be snfficient to seveal
potential Trinembiines of the mrget There conld be mare mformation avaidable duat
comld help in finding loopholes in the target As an ethical hacker, yon shonld look
for as amch informotion as possible abowt the mrget. This lab will demonsteare what
other mfommarcn you can extract fiom the @epet

Lab Objectives

The ohjecuve of this lab is to help smdents gather az much information as
poszible abont the target. With this lab smdent canc

®  Idennfy the Server Side Technology
®  Idennfy the Domain
*  Idennfy the Diomain MName Schema
Idennfy the Sermce Onented Aschitectnre (S0A) Informanon
Idennfy the Mail Exchanger
Idenmfy the MName Serrer
Idennfy the IP Address
Idenwify the Geographical Locarion
Idenufy the Entities
Find ont the Email Addresses
Find omt the Phone Numbers
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Lab Environment
In thus lab, yom wall need:

= Tools * hlaltepo, which can be found at DCEM-Tools\CEHvY Medule 02
demshstrated in Footprinting and ReconnaissanceFootprinting TeclsMaltege. Yom
this lab are can also dowmload the latest version of Maltege from the link
available in https:/ jfwrorw. paverva com fwebé /products /download? php.  If  you
D=\CEH- download the htest version then screenchots shown in the b mipht
b differ. This tool installs Java matime

Medule 02

Feotpeinting and Windews Server 2012

i Adoymisteator pomileges
A walid email acconnt (Hommail Gmail, vahoo, ete). We supgest you
=ipn np with any of these services to obtin a new email acconar for ths
Iab. Do mot use your seal email accounts and passwords m these

EEEICISES.

I r = =
Lab Duration

Time: 15 Mimrtes

arviaw of MaHar
Overview of Malego

L

Maltego 15 a Footprinting tool, nsed to gather mamnmm information for the

puzpose of ethical backmg, and forensic and pen testing. It prowdes a hbrary of
transforms for discovery of dam from open sonsces, and wsmaliming that
informarion in a graph format, seitable for knk analyss and data mening.

Lab lasks

Launch a web browser, type the URL {woww google com) n the address

bar, and press Enter
# ﬁ:ﬂw

FIGURE %.1: Gt Wb
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2 Type the target in the Search field and press Enter. The UBRL of the
target dizplays as shown in the following sereenshor

B cendiedhacker - Google
= Mgy takees warionas c o
ak e

freferred g

Lo 'lLL'
L=

anabiomma)

o exther Fostraen

_Certified Hacker
castitiedhackes
T e 3 [
Isde t 11 - Coriified Hocker - 4
Cnline Booking Profassions! Real Estale Sar
i and b
Ban Apalil loge
t

Bluekays Beauty

\ g Imeti )

FHGURE 0.2 Ghvgle's Siaich Begpng Remlk Poge
H task z -

MWote down the URL and cose the web browser. Lannch Maltege from
the Apps screen of Windows Server 2012,
Cenfigure Maltegs

4 AWeleome wizasd appears on the Maltegn GUL Chick Next

et g

Sept rmakey wor

T R—

accurer aml pem maksy i
s f e hikden
CrmE i

FIGURE 2.5 Mk Welceme wian
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5 You will be sedicected to the Login section. Click register here.
. & Welcams 1o Maltego! u'
B Uy thot gl usier

Shege Stariiup wizard - Login

y - wven 1f they am L el Enter your detaiis below T log in fo the Maltego Cossmunsty Semner
v dlegrens off L Login e,

arpeariinon wanry 3 Login resuk
4, Gelactiransiom meds

O 1P you hizwel Mot done 50 b, e SLer i

3,  Updaie bansforme Lagin
Enal deddrzss (|

Fasmaand

Ty B

FIGLRE 9.4 Maltegs Legnn sschin

6. Hegister yonr acconnt and activate it.

=

Registration

Commundity Editien

Heygosler

erg
puossdie, whene Maltigs
caan B acbaprbee] by pinss

FIGLRE 7.5 Rypstritce Sectes
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7. Go back to the semp wizard and enter the Email Address and
Passwerd specified ar the time of registranon, solve the eapteha, and
click Mext

Weicoma fo Maltegal !

Sartup wizand - Legin

Enber yout dotaik Belww b kg i o the Maliegs Commanily Sarves

T po i 1 | GRONes 5 ik, agihe Fis

Lagn

vya Dyl o |

o fasasnen |

asteeroabrd

13

W\ Wj”
oty |

FICATRE 9 6: Ml Liggn Seesienn
The Login result section displays your personal detals. Click Mext
WWelrame m_h";rlégul m

Startup witsed - Ligin result

Halla e, webrame bo Hakeos Commanmy Edrbond

Srrere  matthess
Ereall sddress el gl Ceen
B Malegrs trac g
1 Juky 28, 0 ot L0 &AM PO

ey, Malhg

acurate madh
St will iy bave b
drtatnad when wilsang
ey i bbb ocls sendd
ermmronch risadly.

Tou =

FIGLRE 9.7 Malieggs Legges result section
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9. The Select transferm seeds secuon appears. Leave the sertings to
defanlt and chck NHext.

Weltame to Maltegpst m

1 iemnberitarnd mud ubbhe 1 e o Rarairt Bt
E Lagin Clemerronr frarderms o

e A | Maltmge: public servars

Select :l'lﬂ!._io'ﬂ" seeds

Lipitate ranshor v Lol TAS [Travefors Apphoation Semves)

Mcber The fransioms seard setings can be thanped laber through
Pmrpnge- s s ver Trensforms

FIGITRE %R Mabegn Sl transkien seeds secsnom

10. The Update transforms section appears. Leave the options
defanlt and chek Finish.
(% Welcome bo Maliego!

Sheges Startug wizard - Updets treemfosma

AT
i Py, Bt GOY

. Logmnpest

. Seiect bansform seeds Your nes Maliega deent hias besn inilinize d sucessluliy
late trandioims
3 v appiction senaes

124 raw bramfar -

F§ s enivies wens meialed

B Maltrgns usen Jovn

wirman B (L5 - o leuit
¥iou =y ready Youse Malteon

qulsbe 1)
wrahble fx ey .
B N amading PENI)

Cypert a blark gragsh ) i row play arzans
L an soarys graph

0 mvay, [ have dore e beforet

FIGURE 0% Flabirgy Ui soenduons sechin
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11. The Start a Machine wizard zppears. Click Caneel in order to pedform

footponting manually.

[ Start a Machine

Ll —

L Chassa maching
2, Specty brpet

1 Compamy Stallosr

[+ Tram on starkn

[ Srase ari empty graph dick

D Moo mokoat 2 radhing o

Fagse selart the machine m run from e kst belovs

FICGLTRE 210 WMalteyn: Start a Machme e

12, If a Results limited pop-up appears, click OK.

[ Results Limited

Hole that resul's within madines are restricted 10 12 entites in the Community B4 bon,
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FIGURE 9.11: Resuks bl pop-ugp
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13. The Maltego GUT appears as shown in the following screenshot:

h!l?l + JEE VN

FIGLTRE 0 EE Mg GILTT

Adding a Demain

T
TUN

FIGLURE 213 Malteg: Tookr
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15. The Hew graph (1) window appears along wath a Palette in the left
pane. It contains a st of defanlt boilt-in transforms.

'; "“":'-'-" B 16. Expand the Infrastructure nods nnder Palette.

Wiattaga Tungstan CE 3.4.0
Cilishoration

+ Infrastmeture

+ Ln:.dllnﬂl )

i Pemctration Testing
= Personal

+ Sactel Hebwow

FIGURE 0.14: Malvg Hew graph (1] sinshors
17. Expand the node and ohserve a list of entities such as AS, DNS Name,
Domain_etc.

18, Dirag the Website entiry onto the Hew Graph (1) secton.

B Malvgn reqpions the

am-fera JIORC s it in

o
ok eof the operahng
pahein

T Lecaties
+ Panetratian Testing
+ Parsonal

FIGLURE 915 Selectmiga Wehets Enbity
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19. The entity appears on the new graph, with the www.paterva.com URL
selected by defandt

o S [ R crarn (1~ L)

Wisin View | Bubble Wew  EnbityLst BT T

FIGLRE .16 Welisee Enbty = MNew Cergh (1) Sechem

20. Double-click patervacom and rename the domain name to
www.sertifiedhasker.eom Pres: Enter

ni e Entby List Mol ot L g
Mun Yew | Bubble e ritity List L REARE I

FICAIRE 01T Welise Enity w Miew Ciraph: (1) e
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21. Right-click the entity and select Run Transform < All Transforms 3

_H Task & ToServerTechnologiesWeksite.
lentify the g ]

Server Side r--';«- s | Dusbinvaw  Gotmplat =
Technalogy

Enusd sikdvass bawrdd

v, Bativatd b o2 Fia i

FIGLRE %13 Selecting; ToServer TechnolypeeWidame

22, The Required inputs pop-up appeass. Check | aceept the above
disclaimer and Remember these settings. Click Run!

Reguired inputs

Flease nole tis rensdorm is being run on the Petery s Transform Dstribution Server |
arsfom il be run
1 alpine. paterva. comTOSTTo it erbwch.php and Paterva |
a3 = hiald resporsiie for ary damace cuse this traresform, o run this
AT YOUR OVWIN RLSK. For mone informabon on this fraraform fes] fres in contact

I T ek [roads” ieleitom
E: mroept the sbowe disclaimess

[FAR=merter e otigs

waalit v srlegzm]

FIGLRE 9.0% Réguind mputs -

Eshiea] Hacking amd Counsemseanses Cipeght Oy E-Deumel]
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23. Maltepo stasts mmnoning the tansform ‘ToServerTechnologiesWebsite
entity. Observe the stats in the progress bar.

B e b e’ wen

aimnslcral in Mabing:

LA This sliws the s = . |

Cadsal- Toansledn Uil

FIGILTRE 0.3k Reuired puts oo

24. Otnece Maltego comgpletes the Transfooming Secver Side Technaloges, it
displays the technology implemented on the server that hosts the
webarte, as shown in the following sereenshot:

= Walnigrys e bt sl Fror
e miien pattenng

it aalf all de whaber

vrtle. Tt anll g T
aad wall alkerwr pin ik
senE wxumhly @

amarter

Gk
[

[ b [
[T Udith [T0E)

FIGLRE 921 Server Sule Techmadoges = weresrhbalhackercom
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. After obtzining the boidt-in technolopies of the server, attackers mipht
smarch for vnlnemhbidities related to any of them and simlare

exploanion techniques to hack them
. To start a new tmnsform select all the easities by pressing Ctri#A on the
keyhoard and press Delate.

7. A Delete pop-up appears. Chck Yes.

FIGLRE 922 Dilie pop-ups

25. Follow steps 18-20 to create a3 websme eonty with the URL
worw.cerhifiedhacker.com

29. Right-click the entty and select Run Transferm 2 All Transforms

Te Demains [DNS].
e )

o AT
brrdty = (120 e

n ekl

FIGLTRE .23 Selectmg Too D [TH5]

Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
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30. The domain cocresponding to the website displays, as shown in the
B Maligres aidds pou m yous followeng screenszhot:

Eemiing (imecrss by vl

! ie il
b tral lirdies — R By o TR

la

FIGURE 024 Dt Wi o hie Civomagrorithuig Wit
31. Ruight-click the entriy and sslect Run Transform - All Transforms 3
DemainTeDNSNHameSchema.
I eI

...!

FHGLRE 1.5 Sdfnseyr Dranam Tali SN anefctema
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32 The Required inpuis pop-op appears. Check | accept the above
disclaimer and Remember these settings. Click Rnal

[ ] Requirad inputs E

Tha fnllwweng Bransforms requive mpasts:

FIGLRE .35 Requmd mputi |

33. This transform wall attempt to test varions name schemas againsta
domain and try to identify a 5 name schema for the domam as
shown m the following screenshot:

vy

T
ce -
Bubhia e Eniby Lt

FIGIUTRE 9.27: [Rametchem of cesfdhacker coes
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34. After identifying the name schema astackers attempt to simulate vasions
explortation techmgues to gain senstive inforsnation selated to the
resmltant name schemas. For example, an attacker may mmplement a
baoste force or dictionary antack to log in to fip.cemifiedhacker com and
gain confidential mformation.

35. Select cnly the name schemas by drapgange and deleting them.

ro

Delebe the selected e T

dryrers af st wway

i

—

mal cerifecinaCiar ool

1

fip centiedrackar.cor

FIGLRE 1.2: Delemgy the Mishe Scheiriaa
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36. Right-click the entity and zelect Run Transferm - All Transforms
DemainTeS0Alnfermation.

— e ] e o )
H rasx 7 'E Pk B TR T 1
ldentify the |
Sorviee Ovicnted ; W
Architecture e
[SOA) Infesrmation

HELRE .20 Deleeg the Naene Schemai

37. This remens the pomary name server and the emal of the domain
admimstrator, as shown in the followeng sereenshot:

= Maligs jrrrsiclea woeu
itk H

relattnshis inatmt =
BEHEURET - kg i
s 1t e hizkden

arwEehim.

] =

hoatmasteninoy e Rl y ek Car RSy B R i T

FIGLRE 9.3k Prnsey Maume Server and the Exad of the Domam

38. By extracting the 50OA related information, attackess attempt to find
vulnerabdities in their services and architectures, and explot them
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39. Select both the name secver and the emal by doaggmne and delsting
them

= Malimn: is ey anl

Wissthrers, M seed Loz L g

Ve

¥

FIGLRE 9.31: Dieletng the Prevory Mane Server and the Ermil oF e Desroen

40. Right-click the entity and select Run Transferm - All Transforms
To DHS Hame - MX (mail server).

—

FIGURE .32 Sclecting T NS Mame - MY (sroel server
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41 This transform remms the maill server associated with
certifiedhacker com domain, as shown m the folloving screenshat:

P v | Bbbwvesw  Erdby L

- e
! TWETE

»

nicuisbon i
power. nfoamabon
Mkt

-

FICRLRE 933 hxil Server Assiiates] with the certiSatin ke con

42, By identifmng the mail exchanper server, attackers attempt to explot the
vulnerabdities m the server and therehy wse it to pedform malicions
activities such as sending spam e-mails.
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43. Select only the mail server by draggne and deleting it

el
iy St

FICATRE 1348 Dielisprgr th: Mlad Server Exmty

U TABK B 44 Right-click the entity and select Run Transferm = All Transforms 3
Identify the M . Ta DHS Hame - HS (hame server)

Server

FIGLRE .35 Selectng To DS Mo -
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45, This retorns the name servers associated with the domain, as shown in
the following screenshot:
]

]

FIGLIRE 936 Niame Server Ausiesnid swith tas D

46. By identifing the proimary pame server, an attacker can implement

vanions techniqees to explost the server and thersby perform malicions
actrmties such as DINS Hyacking, and TRL redirection.

47. Select both the domam and the name server by drageme and deleting
them

45. Right-click the entity and select Run Transform < All Transfomms 3

H rask 10
Te IP Address [DHS]

Identify the IP

Address 1

FIGLURE 2.37: Selectmg Trs [P Addeees D05
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49, This display= the IP address of the website, a5 shown m the following
B Malnigs usispes sereenshor
advantae

F
deremitnite the ompheey |
e wirwy of angle pomis

e Belure s well x st

1

.F! 2

FICILTRE 934 TP adeeras of th wely e

50. By obtainmng the TP address of the websure, an attacker can simmlate
Tanons scanning techoummes to find open ports and wlnerabilities, and
thereby amempt to intmude i the netwock and explos them.

51. Right-click the entity and select Run Transferm & All Transforms =
Te Geo lecation [wheisAPI]

T Walidii wh il P ogad o [ 8§ Sidi

FIGLTRE 2.3 Selecting, To Gieo keabon fademdPT]
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52. This transform identifies the geographical location where the TP address
1= located, as shown in the following location:

=

-

ham ek
i anuther

»

FIGLTRE 9, 4% Ciergraprhical Lessrtion whess the TP Adderns m Lescaie

53. By obtaming the mformation related to peopraphical location, atrackers
can perform socml engineenng artacks by making woice calls (wishing) to
am mndrmdual i a0 attempt to leverage sensitive information

54. Follow Step 27 1o resolve the domain name of the website.

o

arw Cetili=dhack

FIGLEE Q.41 Dhormmin Mame Coemsponding o the Widare
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55. Right-click the domain entity (cembedhackercom) and select Run
B orask 12 Transferm - Domain ewner detail & Te Entities (NER) [Alchemy
Identify the and OpenCalais] via wheis.

Entities

-

FIGIURE .42 Selecthing o Exbsb (WER) [Alcheniy il Opesbed] v wrhi

56. This transform retmms the entities pertaining to the owmner of
domain, a5 shown n the following screenshot:

» » » e

FIGURE %.4% Entities Prrtaing tes the Chamer of the Theemmin

fesdsil w4 57. E__1.' n:\l:-l:ai.u._i.n.g thiz :.n.t'nmnl:_io-n, an nm-c':e:_ca.u exploit the sesvers
displaved in the resnlt or siomlate a brote force attack or any other
technigque to back i to the admin mail acconar and send phishing maids
to the contacts in that accomnt.
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58. Perform Footprinting on 2 target person to obtain the email address

B orasx 13
R AT and phone number.

Identify the Email
Address 5. Click the L.] icon located at the top-left comer of the GUI (in the
toolbar) 1o start 3 new graph

FIGURE 9.4& Crmting u MNew Giaph

60. A new praph (Mew Graph (2]) appears m Afaltepo. Expand the
Persenal tab in the left pane and dmpr the Persen eatry to the Mew
Graph (2} zection

61. The name of the eanty is set 35 John Doe by defanlt

" '4:L

I T dheail widw rear

L o thingg
Eait the smelmi auter
wanks Wi d wee abvout e
EEEY

FIGRTRE %85 &dilegsa Peran Buhty
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62 To assign 2 target person name, donble-click John Doe and type the
name of the parson (here, rini matthews).

Rl Turgeten GE 140

B A the mause i mcrend
ererr mihtiin Baoth the exsity
propectes and detul v =

bt

Crvivrs
B

= Indeaitimcture

+ Locetiom

+ Pmetraton Testing
Personal

FICIURE 946 Reniming the Ereity

6J. Right-click the entity and select Run Transform & All Transforms
To Email Address [Verify commen].

|
Ernall sl r Promn Pergon

Thes trarstonms

npd s |
Al traradorm.
1 Prinan |PCP skgnesd]|

5 Pheares bhirvdaess [using Search Eregive]

T
T
T
T

i Seaich Erging]
sroy hoive okt

SR TaFacabookiffikrticn
Mt 0 e i w h Typee Gtiar . i

ietnled wipw i repel-rnl ) v by

= ioFassbos kDb et e n
Cepy un Lid

“ul al i

FIGLRE B47: Sesting To Brmnail Addnsis [Venby conmendm] Dyjitian

CEH Lab Mnus] Page 37 Eshiral Hacking sml Counsenseaniees Capyrydt O by EE-emmell

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not En00gh™ ™ ****"RECRRAMO-TeaM !
WE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Module 2 VP g di febimmaksance HaCkRhInO-TeaM !

64. haltepo displays all the vabd el addresses (which have the name in
common) coesponding to the gwen name, as shown 1o the following

sereenshor
B Thapm prerties of a=

1

FIGLURE 948 Sesing To Ernil Addnss [Vedfy comeno] Dptian
G35, Azsess the Email addresses and determine which one belongs to the
tarpet person
ETARk 12 66 Select all the Email addresses and delete them.

Identify the Phene 67. Right-click the persen eatity (o matthews) and select Run Transferm
MNumber = All Transferms = Te Phene number [using Search Engine].

i

|-',: Aun Trandform

@  fun Machins ' Emid o : Ta ek [P =)
CopyloMes Grgh | Ot transfarms ' il commin] o
Change Type i T Tes [iBig Seschy Ergin T

]

CleanRafrech msges ¢ Tag Phane Mumbrers |usineg Sasrch Ergire] "
T Webeoite fusng Seanch Engine] T .
T

FIFLIRE 2.4%: Selectrg 4 Trans&oms
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65. A Required inputs pop-up appears. Press Space m both the fields and

click Ruml.

[ Required inputs m

rerfigurahiinm

The lolkxwing transiorms require npubs:

DCiomen [TLD {space =none) |

* Lodtonal t=rm {spece=more) |

R [ concel |

FIGLEE 915k Regqumd siputs prop-ug

69. hialtepo displays a kst of phone mmmbers associated to a person, as
shown in the following screenshot:

FIGURE %.51: Thone Mumbes: TienbSa
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70. Check each mmmber with online people search tools such as vellow
pages 10 order to confirm that a partienlar phone nnmber belongs to the
target person

. Select 3l the entities i the secuon and delete them

. Br exrracting all this informarion, an attacker can simnlate actoms such
as enmmeration, web apphcaton hacking, social enmneenng, ete. which
may allow access to 2 system of netwods, gan credentials, ete.

. Apart from the transforms mentioned above, there are alzo transforms
that can track aceonat: and convesations of individnals who ame
registered in social nerwodung sites such as Facebook and Torittes.

| = g
Lab ﬂ'--."::-;r; =1 b

Collect and docniment the Information obtined in tes lab

E Yes
Pladform Supported

# tlass:-:mcm
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Lab

Reconnaissanc

Revoir-ng a5 a neb-based aben-ronrce recommaissance fool used fo exrragt tfbrmtion
from: @ tarper orgmmisTRon and 85 peraonmel

Lab Scenario

As an ethucal hacker or pen tester, you shomld al=o perform host discovery on the
tacpet to get informanon abomt addivonal domains. This actmty will ensble won 1o
find all the hosts present on the tasget This lab wall demonstrate how to discover
additional hosts from the @rpet.

Lab Objectives

The chijective of this Lib iz w belp smdents leam how w perdform netwods
reconnauiziance of 2 tepet and:

¥ Gathes hosts related to 2 dosmsin
*  HReverse looknp the TP address obtamned dusing the networs reconnasssance

Lab Environment

To carry out the lab, you need:
" Windows Server 2012 nunning 33 2 host mach
" Kali Limuoe momng as a mirmal machne
*  Aweb boowser vath mitesnet aceess

Lab Duration

Tame: 10 Mhemtes

et © 1y EE-Commell
HaCkRhInO-TeaM ! YOUR SeCuiTy iS Not EndUgh™ ™ """ HaCkRAMO-TeaM !
WE FrEE 0 FIY
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hosts_baidn — Baidn Hostname Ennmesator

hosts_hing — Bme Hosmame Exmmerator

hosts_bome foree — DING Hostname Boste Foscer

1. Launch the Kzl Lirmx wirtaal machine from Hyper-V manager, and log
in to it Bamng the credentials: reot/ teor.

2. Lannch a commmnd bne terminal.

3. Type the command reconrng and press Enter to lannch the application.

Ty

FIGLURE 10.0: Lisemnzteng wrecrs-rig;

CEH Lab Mnis] Page 102 Eshical Hackdng sl ( uu.!rnn-fu.lml.-.-l :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Module 02/ Pothditig dfd febinnaksance HaCkRhInO-TeaM !

4 T_TPE shew medules co Enter to wiew all the modules
contained in «

ery, explomation,

6. Type help and press Enter to wew all the commands that allow you to
add/ delete records to a database, query a daabase, enc.

rost@hali =
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Trpe werkspaces command and press Enter. This displays the nsage
commands related to the workspaces.

mafifikall; =

9. To add the wodks
press Enter. Thi

ace added m the previ step) that are present with in the
databazas

roctZkali; =

Workspacas
| hackar

je el T

cartifedhasckar. con

FIGLURE M Vieawg fhe Adid
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E TASK 3 11. Add a doman in which to pediorm netwods o

BAdd a Demain

FIGLRE 147,

fom can wew the added domain by izsning the shew demains
owm in th o SCIEe 2

= add domain
] = show damaine

¢ Adliles] Dhimroem

14. Harvest the b 3 i ation associated with mic ft.com by

loading o
bmte by

ock reconnaissance modnles such as neteraft, bing and
Trpe the command search neteraft and press Enter to wiew the
modules related to netcraft

root@kall ~

(ZEH Lab Minis] Page 10 Eshical Hacking sml
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d the recon/'demains-hestsmeteraft moduole to harvest the b
oad thiz module, entes load reconideomains-hostsineteraft.

Pe Fun and

k L 3
harvest the host eenszhot:

s, et ra Tt ,

neteraft modnle.
more hoses
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19. Type lead king {or search bing) command and press Enter to wiew 2l
the modnles selated to Bing In this lab will be
Reselve Hests recon/demains-hests/bing_demain_web modnle
Using Bing
Medule roct@kali ~

; TASNK &

H] [rater
18 rodulas na

Lil |i-|l|'.._«._‘-'_“'- {F

) ip

tcraft] =|lead recon/donaine-heste/blrg_donain. web

domain web| =
FIGURE 1015 Lis N
pe run and press Enter. This begins to harrest the ho
wing screenshot:

st kali: =

s t=Bbg=donairsddmic rasocft.can
ek
adyar

anewars , nic rosofT, con

updste nicrosaf

luniaconversat icraseft.con
S i ft.can

catalog.update.nicresoft.con

paas tlan . nicrasnft

“EH Lat Msus] Page IF EC-Commcil
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: serve that a few more hosts have been harvested. You can nse other
modules such as brute_hests to harvest mose b

23. Type lead brute {or search brute) command and press Enter to view
Resslve Hosts all the modnles related to boote for will be nang the
Using brute_hests recon/demains-hosts/brute hests modnle to hasrest hosts
Madule

rocbilkall =~

24. To load the recondomains-hestsibrute hests module trpe load
recon/domains-hestsibrute_hests command and p Enter

] =|Lload recon/domairs-hosts/brute hosts

FIGLRE HLIE Loy hinsh: Maxhule
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pe run and press Enter. This begins a5 shown in
the following

racord Tound

racard found

Ma record found
oMo record proume

oo == Nb  fepgrd folnd!
s Mol Leeobd LEELind.
== Mo record found.
1 == Mo record found.

13.nic roenft .« == Mo record found
14.nic regoft .com == Na record found

15.nic rognft .com == Na ra found
FIGALEE 10.17: R

t 2 few mom hosts have been added by moning the
recon/doemains-hests/brute_hests module

rootiikali: =

raso Tt con

¢ rosaf
icrosofl
rora.nicrosoft.con == Mo
i nic rasoft.con == [
olina.nic rogsft.com == No record found
ota Lo roscTt == Mo record fo

== No record fr

. Perform a reverse looknp for (the IF address that is
brained duning the reconnassance p = o fespectve
hostnames

“EH Lat Msnus] Page 1 EC-Commcil
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E TASK T 2B. Type load reverse reselve command and press Enter to view all the
madul ciated with the reverse_resolve keyword In this lab, we ame
Perform Reverse nsing reeen/heosts-hestsireverse_reselve module.
Leokugp Using

i e gl type load recen/hosts-hestsireverse_resslve command and press

imcdkale: Enter to load the madnle

30. Issne the run command to begin reverse looknp

roob@kalc ~

== No regord fournd,
U - |t

== Wo recond found.

== Mo reco Toumd.

== No record Toud.
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31. Once done with the e
and press Enter. Thi
shown in the follo

w, type back con
= terminal

will prepare a
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34. Type load reporting command and press Enter to wiew all the modnles
ci:tt-z-d 1.?11'}1 ﬂ':tl:— Thing shall be samng the
sed is repertinghtml.

35, T-.pﬂ Inac! repertinghtml comman, ;
rons are to be o ed to generrte the h'Ln.ul report.
e shew sptions ernlm:l.ud and peess Enter.

or CREATOR and CUSTOMER
and you may changs

set FILEMAME /rostDesktop/CEH_results.html and pr
55T i5 £0 m are seting the feporm name as
ore the file as Desktep.

set CUSTOMER Micresoft Networks (since, yon have performed
netoock feconniissance on micreseft.eem domain) and press
Enter

natf@kall =

rring/hrni
= show COTlONS
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38. Type run command and press Enter to create a repoxt for all the hosts
that have been harvested

roat@kali; #

FIGALRE. 10.2% Fasseeng the Modhule

30. The genersted report is zaved to the Desktep. Domble-click the
CEH_reults.htmil file.

Zum Apr 8, 10:28 &M

FIGURE 1.3 Verorng 2 Repent

40. The genemted report appears in the Iceweasel web browser displaping
the sunmmary of the harvested hosts. Expand the Hests node to wew all
the harrested hosts and amabyze them

R |

[] mrmmaey

[4] Darmbai

FIGURE HLET: Wernung e Repsrt

41. Recon-ng performs network reconnaissance on a target domain.

CEH Lab Mnus] Page 113

HaCkRhInO-TeaM !

Eshical Hacking and Counsesmseasies Copyegght Oy E3-Damell
YOuR SeCuiTy iS Not EndUgh = ****"HatRRAMO-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Moduie 02 V1t Gatsriiting ard febinamsance HaCkRhInO-TeaM !

" 1 .
| s Analhveic
b b 'qﬁ ’:\-\:'f- b b

Analyze and domment the sesnlts selared to the lab exercize. Give your oprmon on
TOM tACPEL s SeCTty posie and expomme.

E Yes
Pladform Supported

i tlass:-:mcm
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Lab

Reavon-ng is o web-hased open-source reconmatszance tool thar exiracs fuformumtion

about the target orpam .j_-."?,'c;u and #13 personmel

i . -
Lab c‘i_. 2nanrno

Dmang sformation gathenne. vom are required to discomer personal mformation on
the trpet. This personal information can be mzed later to perform other atmcks mch
as socml enpinesang attacks. 5o as a professonal ethscal hacker or pen tester, yon
shomld be able o dscover dee personal mfoomanon of 2 Greet company. This b
will demonstmte how o discover persopal inforsnonon abom the tapet

ofpAnTInon.

Lab Objectives

The obyective of this lab 15 1 help smdsars learn howr o
*  (hmin contcts of personnel wodsng in 2n ogpanimanon
®  Vahdate the exmistence of nsemames on specfic websies
*  Find the emstence of nser profiles on vanons webaes

- 2
Ironn
mvironiment

To caery oot the lab, yon need:
*  Windows Server 2012 ouming as a host machine
Eali Tinme mnning a5 3 virmal soachine
TWeb boowser wath mternet access
Juration

Tame: 10 Miontes
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The Recon-ng

oomation about

information are:
¥ reoon,dommin-contaces
feco Companies-Conmets

recon,domnain-contace: /namechl:

1. Lannch Eali Tinmz wirmal machine from Hyper-V manager and log in
to it naing the czedentials: rest/toor.

2. Lanach a command line teeminal.
Type the command reconng and press Enter in order to lanoch the
application

CEH Lab Manis] Page 116 Eshical Hacking sl ( uu.!rnn-fu.lml.-.-l "I: :-;. EC-Csmmell
HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Module 02/ Pothditig dfd febinnaksance HaCkRhInO-TeaM !

H tasx 2 Add a wodspace in which to perform information gathering. In this
Iah, we are adding a workspace named reconnaissance.

Gather Contacts " .
Asseciated with a To add the wn space, type the comoand werkspaces add

Domain reconnaissance and press Enter. This creates a ™ ace named
TBCOMAISEACe.

Set a doman and perform footponting oo o to extract contacts
avadable in the dommain

T}'l:uz lead recen/domains-contacts/wheis_pees and press Enter. This
module nses the ARTN Whass RWS to harrest POC data from whois
queries for the piven domam.

Type show info,/show eptiens command and press Enter to view the
5 required to mn this moduale.

Type set SOURCE facebook.com and press Enter to add
cebook com domain

WATIA LN -Cor LA T
5 |pLaMaStaRS2

i Fram Diennaim
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10. Type run command and peess Enter. The load recon/demains-
eantacts!whsis_pees modnle extr
domain, and displays them as =

11 Trl:uz back and press
(reesnhaissanes) terminal

roobi@kali: =

[ recan-ng| [ Fracanr noa) [wods_poce] = back
recan-ng| [Feconnalssance| =

FIGLRE 114 Cis i e wor ke

B iwiw & 1 -:-I"u.mn:'l contacts related to the domains, note d:"-'

of their name:

Cheek for User (s n specific websites.
Existense

13. The receniprefiles-profilesinamechk modnle validates the nsemmams
existence of a specified contact. The contact we are poing
lab iz Mark Zuckerbery.

14. Trpe load reconiprefiles-profilesinamechk command and press Enter
to load thus module

15. Type set SOURCE Hamluekerherg and p Enter. Thiz command
on want to find the user

CEH Lab Mnis] Page
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nn and press Enter. Thiz begins the search for the keywocd
JarkPnckerbers ¥

aad recon/profl -profiles/naneckHk
wmechk| =isat SOURCE Narkiucksrberg

zanca] [namachk] = {ran

ne! lsar Exists!
Availabl
Bados

Hanbuser: Ay

P 11: Lisar Exlstsa!

List: lUsar Exist
FIGLRE 115 Runmeygra Mosle
8. Trpe back comnund and g
i ce) terminal

19. Find the existence of nser profiles m vanons webss
need to load the recon /profil ofles, profiler mle.

mmand and press Enter

21. Trpe set SOURCE MarkZuckerberg command and press Enter.

—_—

restgikali; =

sanca) ! 3 .'E'-'\-.-pu_'ril.-'-'|:--_r'=.:--.l
sanca] [prof

arkuckarbarg
con-rg][ reconnaissance] [profiler] s

purmy Modkile
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command and press  Enter. The recon,/profies

inle searches for thiz nsername and retnons the

Check for Profile TR (fonad with the matching nsernams), as shown in
Exi-tonce eenshot

root@kali =

H taszw a

for your USEMames

i v, authorst raan . condMarkZuckerberg,
Tpi s ashk, Tn/NarkZu kerte rg
FIGITRE 117 Rasemy Module
23. Type back and press Enter to go back to the workspaces ternnal
24. Now that you have venfied the nser emstence and obtained the profile
will prepare 3 fepoct containing the result.
load reperting command and press Enter to wew all the mox
associated with the repoming ke is lab, we shall be saming
report m html format. 5o the modnle nsed i repertinghtml.
26. Type load reperting’html command and press Enter. Assion valnes for
CREATOR, CUSTOMER, and FILEMAME.

(CEH Lab M T | Eshical Hacking sml
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Trpe:

2 set FILEHAME frest'Desktop/Reconnaissance.html and pres:
Enter. By ssming this command. you ace sething the report name as
Reconnaissance and path to stome the file as Deskiop.

set CREATOR [yeur name] (here, Jasen) and press Enter

set CUSTOMER Mark Zuckerberg (unce, you have performed
information gathenng on the name of Mark Zuckerbery) and press

. hitm L

FIGURE 11.R Confgrunng i Rigsirr
28. Type run command and press Enter to create a repost for all the hosts
that have been barvested.
rootifkali: =
Saarch  Termimal I'n=-l|'.
[ recan-ng] [recennalzsance] [html] = run

Pepart ganerated at 'froot/Desktop/Peconnaissar

[ recon _-,.;;;:...;.-_:..,_-; seance] [html] =

Sun Apr 5, 2559 PM
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30. The geneted report appears in the Iceweasel web browser displaying
the summary of the result. You can expand the Contacts and Profiles
nodes to mew all the obtamed results.

~siip

I mgn i [ Pireng Sacidiy W Ll
|| Mark Zuckerberg
RAecon-ng Reconnaisszance Repon

H Surary

B Besh [SOMETC amd
AMLEPL sl
agurarml, anwel

Mk lsjects, dnel

1 e
£x) puERE (grHOme il

FIGUEE 11.11: Wararmg i3 Repet

31. Yoo have now gathered mformation on the personnel worbng in an
OIEANIZAtON.

Lab Analysis

Amalrze and doenment the remles selated o the lib exercize.

& Yes

Platform Supported
& Classroom
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Lab

L~ P ﬁ =0

| S et HEA D

Pushbin i a small Python sogpe that idemtifies every twesr, flicker pie, and Tounbe

'y

video nathin an area of a sheciic Geo adress.

Lab Scenario

For 2 secnpitr asseszment. yom can gather information abont socal networksing
dama soch as toeers, peofiles, picmures, etc. at a zpecified location As a
profesuonal ethical hacker yon shonld be able to extract snch social networkng
information from a specified peopraphical location. This lab will demonstrare
how w collect information from social nervodeng smes from a specific
geographical location.

Lab Objectives

The objectre of dus Iab = 10 demonstrate howr o collect soeial netoodeng media
files and map file nang Recon-ng Pushpin modnle.

I Toels Lab Environment
demehstrated in
this lak are
available in *  Windows Server 2012 moning as host machine
D:\CEH-
Teals'CEHvE
Medule 92 " Web brovwser wath internet access
Footprinting and

Reconnaissance |Lab Duration

To cazry ont the lab, you nead:

= Kali Linns maning as vicmal machine

Tame: 10 Mhonvtes

et O by EE-Commell
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Recon-ng enables pen testers ect :nformation

ites snch 35 the profile name latmde, Ir nde, tume, poofile

Launch Kali Linux mirmal machine from your Hyper-V Manager.

2 Lannch new terminal window, now type recen-ng and press Enter.

3. The Recon-np console op v in the sereanzhot belowr.

FIGURE 12.8: Lusubang mcrmng

Mo select wotspaces, trpe warkspaces select <Workspace names
and press Enter

FIGURE 122 Addegr i Wiaksacs
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5. Trpe shew sechema and press Enter to view defanlt schemas.

in Becon Now choose

- |

FIGLRE 124: Wiewing the Sikeem

Mow type add leeations znd press Enter
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B. Press Enter € to get the street_address (Textl field as shown in
the balow screens

FIGURE 125 Ackdegr Lixsismion
9. Open aweb hrowser and Goople the tarpet’s orpani=ation address.

10. Copy the addre wn i the screenshot below.

H TR ]
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11. Paste the address in the street_address (Textl field, and pess Enter.

FIGITRE 127: Aaldegr Lascition
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12, Mow type shew locations and peess Enter, thus command displays the
entered address

FIGETRE 128 Viemg the Aeliles] Lonatem
13. Mow type lsad gesesde command and pres: Enter to list ont the
geocode available exploits.

FICAIRE 120 Sewclnng
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14. Mow mpe lead recon/lecations-lecationsigescede and press Enter

FIGURE 1218 Togding

15. Mow type run command and press Enter to per Latitude and
Longitude information of the promded address.

FIGLRE LZ11: Ruseeng the Mosiule
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16. The screenshot below shows the latitede and longimde informanon for
the provided address

FIGLURE 1112 Vewng e Liesiscm

17. Mowr type shaw leeatisns and prez: Enter to view the npdated location
informarion

FIGLRE 12 1% Varssrag the Lessation
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18. Type search lecations- and press Enter to list ont the information

_ B vask s sathering options.

Obstain
Infermation

Misthulrs

con modules from which to gather

141 GA1 | Fhiles Dan: 1, ;
131 .542%968 | Fhileo Danarmara 1, 318

by Lowation Mashule
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HaCkRhInO-TeaM !

Trpe shew eptiens and press Enter to view picasa valnes and det

search Locations-

= Toad ploasa
vicasal = show cplicrs

t Yalua Faguirad Dascriptian

in kilmeters

racius
I(eap 'ghow AT

saurce of Lrput for cetails]

Enter. Thiz displays the information related
1 in the following screens)

wi1][picasal = show 1nfo

Jeclocation 5 I
recon/lacatiors-pushpins/picass. py
Tomas | aLaliMattafE3]

medla In The specitied prosindty 1o & log

Faguirad [escriptian

rac in kilometers
(seg 'shiw lnte' Tor details]

q- L put
Llacatiars WHE

langitude FADM

olurn af irputs

BAtRRATO-TeaM !

Eshical Hackdng s
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Categary | Gantity

| Domains |

icasal =1
wahp L]

H Lat Manus] Page 13 Eshical Hacking sml
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Tri:le the command shew locations and press Enter to mew the

location that yon hawe added in the prewions steps.
Make a note of the lattmde and longimde.

raab@ ksl =

longi tude

G4 310R]

29, Issme the §
2 set LATITUDE [latitude abtained in your lak]
b. set LONGITUDE [longitude chtained in your lab]
c. set RADIUS 1

set MAP_FILEMAME frestDesktspipicasa map.html |

tus command, the file mamed picasa map.html wall be =ve
Desktop.)

set MEDIA_FILEHAME ireet'Desktepipicasa media.html (By
isaning this command, the file named picasa_map.himl will be
saved to Decktep.)

CEH Lab Muanus] Page 155
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type rum and press Enter. This extracts the mediz and map
information related to Picasa in the specified location and stoces the
files on the Desltop.

roat@kali; -

straet_addr

= sat
l[pushpin] = =at RADILS 1
-Cowne L] [pushpin] = set HA-‘-_FJI_L'JtHE droat Mecktop/ple asa nap

rost FDeakiop

EC-Council][pushpin] } ‘Dasktop/picasa_m

aga nedia.|
Yoot /Desktop/pdc asa_map.

“EH Lat M) Page 156 Eshical Hacking sml EC-Commcll

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not En00gh™ ™ ****"RECRRAMO-TeaM !
WE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Moduie 02 V1t Gatsriiting ard febinamsance HaCkRhInO-TeaM !

32. Use both the tabs to examine the information that was obmined.
33. Follow Steps 20-32 to extract nformamon assocmated with Flicks,
Instagram etc. in 3 specified location

MNote: Some recon modnles may require Google AP keys, withont whuch
you cannot extract wformanion. Goople Bing search enpnes flag mmltiple
contmmons search quernes as bot actmiry and display ercors such as “Anto-
resnming m 15 minmtes.” Yon need to purchase and nse Goople /Bing
Search APTs to avoid this.

Lab Analysis

Amalrze and doonment the remlrs selared 1o the Iab exercise.

E Yes
Pladform Supported

i tlass:-:mcm
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Lab

=
et R =1 m
J | .i. ' =18

FOCA (Fingergrinting Organizytions wizb Collected ~drekives) i a tool that reveals
weetadara amd shrowded data. There archres muay be on site papes, and can be
donsnioaded aud disseced narh FOCA

[ o i =
LAk >Cenano

Tsefnl information may resde on the rampet opameation’s webzire i the form
of pdf doenments, Microsoft Word fles, etc. As an ethical hacker, you shoald
be able to extract valmable data inclnding metadata and hedden information
from soch doemments. This lab will demonstrate bow to extoct valmable
sriformation from websme aschives.

Jhjectives

The objective of this b 5 to demonstate how to extact domments and domam
mnformation nsng FOCA Smdents wall learn how to perform:

®*  Metadata Extraction
i Teals
demenstrated in
this Iab are * DNS Snooping
availakle in
D:ICEH-
Tools CEHvD Juicy Files
Module 02
Feotprinting and
Regcsnnaissanee Technologes Identification

®  Merwods Analysis

Search for common files

Proxses Search

Fingerpnntme
Leaks

Backnps Search
Eosor Foroing

Cipen Directones Search

et O by EE-Commell
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Lab Environment
To carry out the lab you need:

" PFOCA which 15 located at DRCEH-Teols'CEHvY Medule 02
Footprinting and Reconnaissance'Footprinting TeolsFecabin. You
can also download the latest version of FOCA fom the lLink
https:/ fworw elevenpaths com /labstoals /foca findex hem If you decide
to download the ktest version, then sereenshets showwn in the lab
mighr differ.

" Windows Server 2012

1 =k s asee -
Lab Duration

Time: 10 Miemtes

Overview of FOCA

FOCA examines 3 wide mimmire of records, with the most vadely recopnized being:
hiczosoft Office, Open Office, or PDF doouments. It noay also wods with Adobe
InDesipn or SV files.

| | L T - I
LAabD 1asKs

1. To lLmach FOCA, zawgate to D:CEH-Tools\CEHvES Medule 02
Footprinting and ReconnaissanceFootprinting TeelsFecalbin and
donble-click FOCA.exe.

. If the Open File - Security Waming pop-up appears, click Run.

3. The FOCA nuin window appeass, 35 shown in the fionze badow.

FOCA P wmmvicry 14 ';'E!

FOCA final version

Campies Rage | PRD SO0 LFT Typelomssrsar

FIGETRE 15.9: FOMCA oo windkre
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FENTE

Creating New
Praject

I:;J Wel Scirch

L) s earch
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4. Create 3 new project by navipating to Prejeet, and click Hew preject
on the meon bar.

E— T s |

i.—'l.'l' T

FOCA final version

Flag | PRI 500 EFL T dis i Megme Pkl

FIGFLIRE 13.2 FOMIA creating s s e
The FOCA new project wizasd appears as shown in the fipnre below
i Enter a Project name in Prejeet name feld
b, Enter domam website in Demain website fiald
¢. You can leave the optional Alternative domans field empty.

. Click Felder to save the docnment that i extmcted by FOCA in the
Folder where save documents field leave the other settings 1o defanlt,
and click Create.

O M et 11 TeTe |

FIGLURE 13.% FONCA proosadinp distnibi o new project
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Save project a3 window appears provide desiced location to save the
FOCA project and type file a name in File name field and click Save.

B pri Seamning

=

FIGURE 13.& FOOUCA Save propedt & wuchire

8. Project Save mccessfully pop-np appears click OK.

(]

Ny /b - TOCA sl iz 44

FE

CA
I:;:I TP eesialudoi

Ko oy - FONCA el poriices 5.4

{' P

FIGLURE 135 POCA Mrjid Sonnal
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- 9. To extract the information of the mpeted domain click Search All
TASK 3

= Lexprbos - 7T Hews st 24
Extracting Tai - 2k

um'-;., , Y F @EH

L'J Biag IP FIGLURE 13.6: POICA Extruseyr Infomyabon

B - 10. The Search All button antomatically togples the Step button and you
i can see the resnlt in the lower panes.

2] Tomrvten 100K ol senilar 17 S |

.  FECA

FIGURE 11T POCA Exwasind Inksohan
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11. Mow that the file information is stored in the domam, you can wew it
To wiew the information right-click the file and click Link —* Open in
browser from the context menm.

Soproos | FOLA M s 10 ==

FECA

L:I IiME Preediction

FIGIURE 198 FOCA sasiming the sxtrmchinl inRmmration oF the £l
12. You have now extracted the files from the doman by nang FOCA.

; ]

o &« ¥ & L EHR

LESTIMATION GUIDE SERKES

 STOCKHOLM

FIGLURE 13.% FOCA Fateactsd Ble
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13. Click Netwerk nede node in the left pane of the window to mew the
netwods SLnCTe.

EH task s

P mmrh 14. If the dosain bas any of the assocmted Clients or Servers it dizplays
S the related information.

Infermation
MNote: In thes lab the domain we nsed doesn’t have associated clients or

iaxyyton - FOCA (Al mernian 4 _—_m

et i g

FIGURE 1310 FOCA Metwek Tnfmation
15. Ezpand the Demains node and it displays the Demain IP Address.

hexyrboe TOCR Wl seiar, 10

FIGLIRE 13.0): BOCA Desvon Iifomrads
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16. Expand the Reles node, nphr-click on Hitp, and click HTTR(s)

Fingerprinting from the context mems to fingerprnt the ate or domamn.
HTTPs} [rom e ——— e |
Fingerprinting e — r - e

EH task s

FIGLRE 1312 FOCA HTTRE) Fuger Presgmy

17. Expand the Hittps node and chek Domain to see the IS version
mnstalled 10 the server in the npht pane.

gy - A e e 14 !‘=“_

FIGURE 1313 FOCA HTTPs) Finges Printing Infomston
Amafrze and doenment the remles selated to the lib exercize.

1 Yes
Platform Supported

1 Classroom

CEH Lab Munusl Fage 145 Eshiral Hacldng aml Counsemseanses Copneggt Oy E-lamell
Liit

HaCkRhInO-TeaM ! YOuR SeCuiTy iS Not EnQUgR™ ™ """ AatRRAMD-TeaM !
wE FrEE t0 FIY




HaCkRhInO-TeaM !

ICOMH KEY

- Valuahl=

B Wb e

b Warkbock review

Taals
demenstrated in
this lab are
available in
D=VCEH-

Teols CEHVE
Madule 02
Feotprinting and
Reeshhaissanes
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Lab

iaentiy

Seaarch Digurty bar o predefined query database thar rune aganst the nebsite 2o scan
related querte.

Ihe

Lab Scenario

As 3 professionsl ethical hacker yon shonld be able to extact informaton on
the target nune 2o antomated tool snch as SearchDhpgary. It nses Goople to
extract valnable information from the target domain Thos lab will demonstrate
extracting information namng SearchlMomty

"

ki o
Lab Objectives

The objectre of this hb 5 1o demonstrate howr to idennify milnembilines and
mformation disclosures m seasch engnes nang Search Dhpgiry. Smdenes will learn
hemr o

* E=xtract Mewa Tap, Email Phone/Fax from the web pages

Lab Environment

To carry ont the lab yon need:

" Search Dhppary 1s located at DeGCEH-Tools\CEHVY Module 02
Feeatprinting and Recennhaissance Footprinting Teels SearchDiggity.
Yon can also download the latest verson of Search Dhipgaty from the
Iinke baetp: /oo bishopfox com
resonsees  tools /google-hackng-diggir fattack-tools /. If yon decide w
download the latest version, then screenshots shown in the lab mishe

Windows Server 2012

CEH La® Manus] Py

HaCkRhInO-TeaM !

T3

= by EE-Cemmell

R RRRTRG - Teal |

Eshiral Hackding aml Counsernseasmes Copreggt

YOuR SeCuiTy iS Not EnOUgh
wE FrEE t0 FIY




YOuR SeCuiTy iS NOt EnOUgh
HaCkRhInO-TeaM ! Module 2 VP g di febimmaksance HaCkRhInO-TeaM !

i B T anesdh = o
Lab Duration

Time: 5 Mimtes

Overview of SearchDiggity

Search Dhppity is 2 primary amack tool of the Google Hacking Doty Project. Iris a
MG Windowrs GUI appleation that serves 25 a front end to the Iatest versions of
Dhppity tooks: GoopleDhopity, BingDiopty, Bwme LankFromDomainTHesity,
CodeSearchDiggty, DLFDhggity, FlashDiepity, MatwareDigmty, PoctScanDigpty,
SHODAND:ggity, BangBanaryhfabwareSearch, and NotlahyBackasd Diggaty.

Lab Tasks

= TASK 1 1. MNavigate to DRCEH-Tools'\CEHVI Medule 02 Feotprinting and .
Resanhaissanse Fastprinting Tesls'SearchDiggity and donbla-click
Install Search sefup.exe.
Digyegity : x - 3
. If the Open File - Seeurity Waming pop-op appears, click Run.
i. If the SearchDiggity Setup vandow appears, click Accept.

SeaichDigaity Setup m‘

For tha followerg components

Micmsoll Visual Sude 2070 Tools for Office Funime (<86 and b4}

Plaass rand 1he folpwing boarae ngmenient. Preas the page damn key b see e el
=i the agresmant

MICROSOFT SOFTWARE LICENSE TERMS
I:;Ji:--rr =ty I e
e MICROSOFT VISUAL STUDIO TOOLS FOR THE
MICROSOFT OFFICE SYSTEM (YERSION 4.0
RUNTIME)

. Thase Bcenss tenme are an agresmant babeaan Mioroscf
" . ramaratinn (nr hassd nnowhees van e nne nf s affliabast vl
Cicxgrle searchey

_-I bieas ELLAdpr panbing

Doy oooeol bhe lenmms of Bhe pending Lioense Sgresiment ?

Fyeu chooss Dot Acoepl. ineisll sl closs. To retal pou s accent e
sgesrail

[ [reyr—

FIGLUEE 141 SeanchDiggety Sstup Wesin! pop-uar sandcaw

4. Search Dippaty starts downloading the reqmired applications and installs

them.
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il SaarchlNggety

e |coeme 1o The |:I'|-'|'_:1||_";gI!]-' !:n_'rmp ‘Wirard

Thii ralall vl guide yo throag b e dapn moured bo rads | Sasc hDioglky oryoun camputer

FIGURE 142 SeanhThgery 5
B sawa & 6. Lannch SearchDiggity from the Apps =

Add Prexies ta
Search Diggity

..J-\.l:br..-\.r— ) [ | Ve
. szl == Ik

i R T o Thot- DFeringy 5 __-L W ke Pl

o Avanced

E [E e Wirroas Liemney

Iagrans

E I Explower O0EC Dk LR e

Pzttt RE)

ﬂ Wty hiztre ) fj o0eCDn ko

Popens§ el BSE

hpser-Rawe W inrnae
U pdwarg e Pewerihel 150

Servici
g SR
P e——

!;I- Cekapment prd
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11. On completion of the scan, all the URLs that comtan the SWEF
extenssons are listed and the Crotpnt has the query sesnlts
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Lab Analysis

Caollect diffesent error messages to leam the minerabiines, and note the informenon
dizclosad about the website
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