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Introduction

Welcome to the CompTIA A+ Complete Study Guide. This is the third
edition of our best-selling study guide for the A+ certification
sponsored by CompTIA (Computing Technology Industry
Association).

This book is written at an intermediate technical level; we assume that
you already know how to use a personal computer and its basic
peripherals, such as USB devices and printers, but we also recognize
that you may be learning how to service some of that computer
equipment for the first time. The exams cover basic computer service
topics as well as some more advanced issues, and they cover some
topics that anyone already working as a technician, whether with
computers or not, should be familiar with. The exams are designed to
test you on these topics in order to certify that you have enough
knowledge to fix and upgrade some of the most widely used types of
personal computers.

We'’ve included review questions at the end of each chapter to give you
a taste of what it’s like to take the exams. If you're already working as a
technical service or support technician, we recommend that you check
out these questions first to gauge your level of knowledge. (You can
also take the assessment test at the end of this introduction, which is
designed to see how much you already know.)

Don’t just study the questions and answers—the questions on the
actual exams will be different from the practice ones included with this
book. The exams are designed to test your knowledge of a concept or
objective, so use this book to learn the objective behind the question.

You can mainly use the book to fill in the gaps in your current
computer service knowledge. You may find, as many PC technicians
have, that being well versed in all the technical aspects of the
equipment is not enough to provide a satisfactory level of support—
you must also have customer-relations skills. We include helpful hints
to get the customers to help you help them.



What Is A+ Certification?

The A+ certification program was developed by the Computing
Technology Industry Association (CompTIA) to provide an industry-
wide means of certifying the competency of computer service
technicians. The A+ certification is granted to those who have attained
the level of knowledge and troubleshooting skills that are needed to
provide capable support in the field of personal computers. It is
similar to other certifications in the computer industry, such as the
Cisco Certified Network Associate (CCNA) program and the Microsoft
certification programs. The theory behind these certifications is that if
you need to have service performed on any of their products, you
would sooner call a technician who has been certified in one of the
appropriate certification programs than just call the first “expert” in
the phone book.

The A+ certification program was created to offer a wide-ranging
certification, in the sense that it is intended to certify competence with
personal computers and mobile devices from many different
makers/vendors. You must pass two tests to become A+ certified:

e The A+ 220-901 exam, which covers basic computer concepts, PC
hardware, basic networking, soft skills (such as customer service),
and safety

e The A+ 220-902 exam, which covers operating systems, security,
mobile devices, and troubleshooting

You don’t have to take the 220-901 and the 220-902 exams at the
same time. However, the A+ certification is not awarded until you've
passed both tests.

Why Become A+ Certified?

There are several good reasons to get your A+ certification. The
CompTIA Candidate’s Information packet lists five major benefits:

¢ It demonstrates proof of professional achievement.
¢ Itincreases your marketability.

e It provides greater opportunity for advancement in your field.



e Itis increasingly a requirement for some types of advanced
training.

¢ It raises customer confidence in you and your company’s services.

Provides Proof of Professional Achievement

The A+ certification is quickly becoming a status symbol in the
computer service industry. Organizations that include members of the
computer service industry are recognizing the benefits of A+
certification and are pushing for their members to become certified.
And more people every day are putting the “A+ Certified Technician”
emblem on their business cards.

Increases Your Marketability

A+ certification makes individuals more marketable to potential
employers. A+ certified employees also may receive a higher base
salary because employers won’t have to spend as much money on
vendor-specific training.

( )

What Is an ASC?

More service companies are becoming CompTIA A+ Authorized
Service Centers (ASCs). This means that over 50 percent of the
technicians employed by such service centers are A+ certified.
Customers and vendors alike recognize that ASCs employ the most
qualified service technicians. As a result, an ASC gets more
business than a nonauthorized service center. And, because more
service centers want to reach the ASC level, they will give
preference in hiring to a candidate who is A+ certified over one
who is not.

- J

Provides Opportunity for Advancement

Most raises and advancements are based on performance. A+ certified
employees work faster and more efficiently and are thus more
productive. The more productive employees are, the more money they
make for their company. And, of course, the more money they make



for the company, the more valuable they are to the company. So if an
employee is A+ certified, their chances of being promoted are greater.

Fulfills Training Requirements

Most major computer hardware vendors recognize A+ certification.
Some of these vendors apply A+ certification toward prerequisites in
their own respective certification programs, which has the side benefit
of reducing training costs for employers.

Raises Customer Confidence

As the A+ Certified Technician moniker becomes better known among
computer owners, more of them will realize that the A+ technician is
more qualified to work on their computer equipment than a
noncertified technician.

How to Become A+ Certified

A+ certification is available to anyone who passes the tests. You don’t
have to work for any particular company. It’s not a secret society. It is,
however, an elite group. To become A+ certified, you must do two
things:

e Passthe A+ 220-901 exam
e Passthe A+ 220-902 exam

The exams can be taken at any Pearson VUE testing center. If you pass
both exams, you will get a certificate in the mail from CompTIA saying
that you have passed, and you will also receive a lapel pin and business
card.

To register for the tests, call Pearson VUE at (877) 551-PLUS (7587) or
go to www.pearsonvue.com/comptia. You’ll be asked for your name,
Social Security number (an optional number may be assigned if you
don’t wish to provide your Social Security number), mailing address,
phone number, employer, when and where you want to take the test,
and your credit card number (arrangement for payment must be made
at the time of registration).
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Although you can save money by arranging to take more than one
test at the same seating, there are no other discounts. If you have
to repeat a test to get a passing grade, you must pay for each
retake.

Tips for Taking the A+ Exam

Here are some general tips for taking your exam successfully:

Bring two forms of ID with you. One must be a photo ID, such as a
driver’s license. The other can be a major credit card or a passport.
Both forms must include a signature.

Arrive early at the exam center so that you can relax and review
your study materials, particularly tables and lists of exam-related
information. When you enter the testing room, you will need to
leave everything outside; you won’t be able to bring any materials
into the testing area.

Read the questions carefully. Don’t be tempted to jump to an early
conclusion. Make sure that you know exactly what each question is
asking.

Don’t leave any unanswered questions. Unanswered questions are
scored against you. There will be questions with multiple correct
responses. When there is more than one correct answer, a message
at the bottom of the screen will prompt you to, for example, choose
two. Be sure to read the messages displayed to know how many
correct answers you must choose.

When answering multiple-choice questions that you're not sure
about, use a process of elimination to get rid of the obviously
incorrect answers first. Doing so will improve your odds if you need
to make an educated guess.

On form-based tests (nonadaptive), because the hard questions
will take the most time, save them for last. You can move forward



and backward through the exam.

e For the latest pricing on the exams and updates to the registration
procedures, visit CompTIA’s website at www.comptia.org.

Who Should Read This Book?

If you are one of the many people who want to pass the A+ exams, and
pass them confidently, then you should buy this book and use it to
study for the exams.

This book was written to prepare you for the challenges of the real IT
world, not just to pass the A+ exams. This study guide will do that by
describing in detail the concepts on which you’ll be tested.


http://www.comptia.org

What Does This Book Cover?

This book covers everything you need to know to pass the CompTIA
A+ exams.

Part I of the book starts at Chapter 1 and concludes after Chapter 12. It
will cover all of the topics on which you will be tested for Exam 220-
901:

Chapter 1: Motherboards, Processors, and Memory Chapter 1
details the characteristics of motherboards and their slots and built-in
components. The CPU, RAM, and BIOS, which are attached to the
motherboard, are also presented in Chapter 1.

Chapter 2: Storage Devices and Power Supplies Chapter 2
presents the popular forms of storage devices in use today, including
traditional hard drives, solid-state drives, flash drives, and memory
cards. Capacities, form factors, and the makeup of these components
are also discussed.

Chapter 3: Peripherals and Expansion Chapter 3 covers
installation and characteristics of expansion cards, the ports they and
the motherboard present to the user, and the peripheral devices
connected to these interfaces. Required cabling and its characteristics
are also included.

Chapter 4: Display Devices Chapter 4 runs the gamut of display
devices and their characteristics. Everything from the familiar LCD
and plasma panels to the cutting-edge organic LED is covered in this
chapter.

Chapter 5: Custom Configurations Chapter 5 presents
information based on a newer objective outlining the specialized
systems that we see more and more of in the field today. Examples
include gaming PCs, graphic design and audio/video editing
workstations, home theater PCs, and home servers.

Chapter 6: Networking Fundamentals Chapter 6 covers
characteristics of cable types and connectors, network devices,
networking tools, and network topologies.



Chapter 7: Introduction to TCP/IP Chapter 7 details the most
common network protocol in use today. It covers TCP/IP structure,
addressing (including IPv6), and common protocols in the suite.

Chapter 8: Installing Wireless and SOHO Networks Chapter 8
contains two main sections. The first is on wireless networking
standards and security, and the second discusses setting up a small
office, home office (SOHO) network and choosing an Internet
connection type.

Chapter 9: Understanding Laptops Chapter 9 covers topics such
as laptop-specific hardware, components within a laptop display, and
laptop features.

Chapter 10: Understanding Mobile Devices Chapter 10 covers
topics related to mobile devices such as tablets, smartphones, e-
readers, and wearable technology.

Chapter 11: Installing and Configuring Printers Chapter 11
starts by discussing different printing technologies, such as impact,
inkjet, and laser printers. It then moves on to cover installing printers
and performing printer maintenance.

Chapter 12: Hardware and Network Troubleshooting Chapter
12 covers the troubleshooting side of hardware and networking,
including the need to identify and use the appropriate tools.

Part II of the book, Chapters 13 through 23, covers all of the topics on
which you will be tested for Exam 220-902:

Chapter 13: Operating System Basics Chapter 13 starts the
examination of Microsoft Windows operating systems. CompTIA
expects you to know how to administer three of them—Microsoft
Windows 8/8.1, Windows 7, and Windows Vista. In addition, you will
need to know about many of the various editions of each version.

Chapter 14: Operating System Administration Chapter 14
continues the discussion begun in Chapter 13, and it looks at utilities
and features that exist in each of the three versions of Windows
operating systems that you need to know for the exam.

Chapter 15: Working with Windows 8/8.1 Chapter 15 focuses



only on Windows 8/8.1. It’s newest of the three versions of Windows
operating systems tested on the 220-902 exam, and this chapter looks
at its unique features.

Chapter 16: Working with Windows 7 Chapter 16 focuses only on
Windows 7. This chapter looks at features unique to the Windows 7
Starter, Windows 7 Home Premium, Windows 7 Professional,
Windows 7 Ultimate, and Windows 7 Enterprise editions.

Chapter 17: Working with Windows Vista Chapter 17 examines
Windows Vista and the features unique to the Windows Vista Home
Basic, Windows Vista Home Premium, Windows Vista Business,
Windows Vista Ultimate, and Windows Vista Enterprise editions.

Chapter 18: Working with Mac OS and Linux Chapter 18
focuses on operating systems other than Microsoft Windows. It looks
at Mac OS and Linux.

Chapter 19: Security Just when you think this book couldn’t get any
better, we toss in a chapter devoted to security. This chapter looks at
all of the security topics on the exam, and it includes information on
social engineering, best practices, and securing SOHO networks—both
wired and wireless.

Chapter 20: Network Services, Cloud Computing, and
Virtualization Chapter 20 focuses on the newest technologies
related to networking with an emphasis on cloud computing and
virtualization.

Chapter 21: Mobile Operating Systems and Connectivity
Chapter 21 details the similarities and differences between Apple- and
Android-based mobile devices. This chapter provides extensive hands-
on steps for configuring a variety of features and services on these
devices.

Chapter 22: Troubleshooting Theory, OSs, and Security If you
collected a nickel every time someone requested a chapter on
troubleshooting theory, you’d have enough to buy a decent pair of
socks. Since CompTIA has an uncompromising view on the topic, you
need to know the topic from the perspective of the objectives, and that
is what you will find in Chapter 22.



Chapter 23: Understanding Operational Procedures The last
chapter in the book covers the “softer” side of working with
computers. Topics include following safety procedures, understanding
environmental impacts, practicing proper communication, and
professionalism.

What’s Included in the Book

We'’ve included several learning tools throughout the book:

Assessment test We have provided an assessment test that you can
use to check your readiness for the exam at the end of this
introduction. Take this test before you start reading the book; it will
help you determine the areas on which you might need to brush up.
The answers to the assessment test questions appear on a separate
page after the last question of the test. Each answer includes an
explanation and a note telling you the chapter in which the material
appears.

Objective map and opening list of objectives At the beginning of
the book, we have included a detailed exam objective map showing
you where each of the exam objectives is covered. In addition, each
chapter opens with a list of the exam objectives it covers. Use these
resources to see exactly where each of the exam topics is covered.

Exam essentials Each chapter, just before the summary, includes a
number of exam essentials. These are the key topics that you should
take from the chapter in terms of areas on which you should focus
when preparing for the exam.

Chapter review questions To test your knowledge as you progress
through the book, there are review questions at the end of each
chapter. As you finish each chapter, answer the review questions and
then check your answers—the correct answers and explanations are in
Appendix A. You can go back to reread the section that deals with each
question you got wrong to ensure that you answer correctly the next
time that you're tested on the material.

Interactive Online Learning Environment and Test Bank



The interactive online learning environment that accompanies
CompTIA A+ Complete Study Guide Exam 220-901 and Exam 220-
902 provides a test bank with study tools to help you prepare for the
certification exams and increase your chances of passing them the first
time! The test bank includes the following elements:

Sample tests All of the questions in this book are provided, including
the assessment test, which you’ll find at the end of this introduction,
and the chapter tests that include the review questions at the end of
each chapter. In addition, there are four practice exams. Use these
questions to test your knowledge of the study guide material. The
online test bank runs on multiple devices.

Flashcards Two sets of questions are provided in digital flashcard
format (a question followed by a single correct answer). You can use
the flashcards to reinforce your learning and provide last-minute test
prep before the exam.

Glossary The key terms from this book and their definitions are
available as a fully searchable PDF.
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Go to http://sybextestbanks.wiley.com to register and gain access

to this interactive online learning environment and test bank with
study tools.
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How to Use This Book

If you want a solid foundation for preparing for the A+ exams, this is
the book for you. We’ve spent countless hours putting together this
book with the sole intention of helping you prepare for the exams.

This book is loaded with valuable information, and you will get the
most out of your study time if you understand how we put the book
together. Here’s a list that describes how to approach studying:

1. Take the assessment test immediately following this introduction.
It’s okay if you don’t know any of the answers—that’s what this
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book is for. Carefully read over the explanations for any question
you get wrong, and make note of the chapters where that material
is covered.

Study each chapter carefully, making sure you fully understand the
information and the exam objectives listed at the beginning of each
one. Again, pay extra-close attention to any chapter that includes
material covered in questions you missed on the assessment test.

Read over the summary and exam essentials. These will highlight
the sections from the chapter with which you need to be familiar
before sitting for the exam.

Answer all of the review questions at the end of each chapter.
Specifically note any questions that confuse you, and study the
corresponding sections of the book again. Don’t just skim these
questions! Make sure that you understand each answer completely.

Go over the electronic flashcards. These help you prepare for the
latest A+ exams, and they’re really great study tools.

Take the practice exams.
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Performance-Based Questions

CompTTIA includes performance-based questions on the A+ exams.
These are not the traditional multiple-choice questions with which
you’re probably familiar. These questions require the candidate to
know how to perform a specific task or series of tasks. The
candidate will be presented with a scenario and will be asked to
complete a task. They will be taken to a simulated environment
where they will have to perform a series of steps and will be graded
on how well they complete the task.

The Sybex test engine does not include performance-based
questions. However, at the end of most chapters we have included
a section called “Performance-Based Questions,” which is designed
to measure how well you understood the chapter topics. Some
simply ask you to complete a task for which there is only one
correct response. Others are more subjective, with multiple ways to




complete the task. We will provide the most logical or practical
solution in Appendix B at the back of the book. Note that these
may cover topic areas not covered in the actual A+ performance-
based questions. However, we feel that being able to think logically
is a great way to learn.
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The CompTIA A+ Exam Objectives

The A+ exams consist of the 220-901 exam and the 220-902 exam.
Following are the detailed exam objectives for each test.

Exam objectives are subject to change at any time without prior notice
and at CompTIA’s sole discretion. Please visit the A+ Certification
page of CompTIA’s website
(http://certification.comptia.org/getCertified /certifications/a.aspx)
for the most current listing of exam objectives.

A+ Certification Exam Objectives: 220-901

The following table lists the domains measured by this examination
and the extent to which they are represented on the exam:

Domain Percentage of Exam

1.0 Hardware 34%

2.0 Networking 21%

3.0 Mobile Devices 17%

4.0 Hardware & Network Troubleshooting 28%
Objective Chapter
1.0 Hardware
1.1. Given a scenario, configure settings and use 1
BIOS/UEFI tools on a PC

= Firmware upgrades—flash BIOS 1

= BIOS component information: RAM; hard drive;
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optical drive; CPU

= BIOS configurations: Boot sequence; enabling and
disabling devices; date/time; clock speeds;
virtualization support; BIOS security (passwords, drive
encryption: TPM, lo-jack, secure boot)

» Built-in diagnostics

= Monitoring: Temperature monitoring; fan speeds;
intrusion detection/notification; voltage; clock; bus
speed

1.2.Explain the importance of motherboard components,
their purpose, and properties

m Sizes: ATX; Micro-ATX; Mini-ITX; ITX

= Expansion slots: PCI; PCI-X; PCle; miniPCI

= RAM slots

» CPU sockets

= Chipsets: North Bridge; South Bridge

= CMOS battery

= Power connections and types

= Fan connectors

= Front/Top panel connectors: USB; audio; power
button; power light; drive activity lights; reset button
= Bus speeds
1.3.Compare and contrast RAM types and their features

= Types: DDR; DDR2; DDR3; SODIMM; DIMM; parity
vs. non-parity; ECC vs. non-ECC; RAM configurations
(single channel vs. dual channel vs. triple channel);
single sided vs. double sided; buffered vs. unbuffered;
RAM compatibility

1.4.Install and configure PC expansion cards



Sound cards

Video cards
Network cards

USB cards
FireWire cards
Thunderbolt cards
Storage cards
Modem cards
Wireless/cellular cards
TV tuner cards
Video capture cards

Riser cards

1.5.Install and configure storage devices and use
appropriate media

Optical drives: CD-ROM/CD-RW; DVD-ROM/DVD-
RW/DVD-RW DL; Blu-Ray; BD-R; BD-RE

Magnetic hard disk drives: 5400 rpm; 7200 rpm;
10,000 rpm

Hot swappable drives

Solid state/flash drives: CompactFlash; SD; Micro-SD;
Mini-SD; xD; SSD; hybrid; eMMC

RAID types: 0; 1; 5; 10
Tape drive

Media capacity: CD; CD-RW; DVD-RW; DVD; Blu-
Ray; tape; DVD DL

1.6.Install various types of CPUs and apply the appropriate
cooling methods



= Socket types
Intel: 775, 1155, 1156, 1366, 1150, 2011
AMD: AM3, AM3+, FM1, FM2, FM2+

» Characteristics: speeds; cores; cache size/type;
hyperthreading; virtualization support; architecture
(32-bit vs. 64-bit); integrated GPU; disable execute bit

= Cooling: heat sink; fans; thermal paste; liquid-based;
= fanless/passive
1.7.Compare and contrast various PC connection
interfaces, their characteristics and purpose
= Physical connections

m USB 1.1 vs. 2.0 vs. 3.0:Connector types: A, B, mini,
micro

= FireWire 400 vs. FireWire 800
m SATA1 vs. SATA2 vs. SATA3, eSATA

m Other connector types: VGA; HDMI; DVI; Audio
(analog, digital (optical connector)); RJ-45; RJ-11;
Thunderbolt

m Wireless connections: Bluetooth; RF; IR; NFC

» Characteristics: analog; digital; distance limitations;
data transfer speeds; quality; DRM; frequencies

1.8.Install a power supply based on given specifications

= Connector types and their voltages: SATA; Molex; 4/8-
pin 12v; PCle 6/8-pin; 20-pin; 24-pin

= Specifications: wattage; dual rail; size; number of
connectors; ATX; Micro-ATX; dual-voltage options

1.9.Given a scenario, select the appropriate components
for a custom PC configuration, to meet customer
specifications or needs

m Graphic/CAD/CAM design workstation: multicore



processor, high-end video, maximum RAM

= Audio/video editing workstation: specialized audio and
video card, large fast hard drive, dual monitors

m Virtualization workstation: maximum RAM and CPU
cores

= Gaming PC: multicore processor, high-end
video/specialized GPU, high definition sound card,
high-end cooling

= Home Theater PC: surround sound audio, HDMI
output, HTPC compact form factor, TV tuner

= Standard thick client: desktop applications, meets
recommended requirements for selected OS

= Thin client: basic applications, meets minimum
requirements for selected OS; network connectivity

= Home server PC: media streaming, file sharing, print
sharing, Gigabit NIC, RAID array

1.10.Compare and contrast types of display devices and
their features

= Types: LCD (TN vs. IPS; fluorescent vs. LED
backlighting); Plasma; Projector; OLED

= Refresh/frame rates
= Resolution
= Native resolution
= Brightness/lumens
= Analog vs. digital
= Privacy/antiglare filters
= Multiple displays
m Aspect ratios: 16:9; 16:10; 4:3
1.11.Identify common PC connector types and associated



cables

= Display connector types: DVI-D; DVI-I; DVI-A;
DisplayPort; RCA; HD15 (i.e. DE15 or DB15); BNC;
miniHDMI; miniDin-6

m Display cable types: HDMI; DVI; VGA; component;
composite; coaxial

= Device cables and connectors: SATA; eSATA; USB;
Firewire (IEEE1394); PS/2; audio

» Adapters and convertors: DVI to HDMI; USB A to USB
B; USB to Ethernet; DVI to VGA; Thunderbolt to DVI;
PS/2 to USB; HDMI to VGA

1.12.Install and configure common peripheral devices

= Input devices: mouse; keyboard; scanner; barcode
reader; biometric devices; game pads; joysticks;
digitizer; motion sensor; touch pads; smart card
readers; digital cameras; microphone; webcam;
camcorder

= Qutput devices: printers; speakers; display devices

= Input & output devices: touch screen; KVM; smart TV;
set-top box; MIDI-enabled devices

1.13.Install SOHO multifunction device / printers and
configure appropriate settings

= Use appropriate drivers for a given operating system:
Configuration settings (duplex; collate; orientation;
quality)

= Device sharing: wired (USB; serial; Ethernet); Wireless
(Bluetooth; 802.11(a, b, g, n, ac); Infrastructure vs. ad
hoc); integrated print server (hardware); cloud
printing/remote printing

= Public/shared devices: sharing local/networked device
via operating system settings (TCP/Bonjour/AirPrint);

11



Data privacy (user authentication on the device; hard
drive caching)

1.14.Compare and contrast differences between the various
print technologies and the associated imaging process

Laser: imaging drum, fuser assembly, transfer belt,
transfer roller, pickup rollers, separate pads, duplexing
assembly. Imaging process: processing, charging,
exposing, developing, transferring, fusing and cleaning.

Inkjet: ink cartridge, print head, roller, feeder,
duplexing assembly, carriage and belt; calibration.

Thermal: Feed assembly, heating element; special
thermal paper

Impact: Print head, ribbon, tractor feed; impact paper

Virtual: print to file; print to PDF; print to XPS; print
to image

1.15 Given a scenario, perform appropriate printer
maintenance

Laser: replacing toner, applying maintenance Kkit,
calibration, cleaning

Thermal: replace paper, clean heating element, remove
debris

Impact: replace ribbon, replace print head, replace
paper

Inkjet: clean heads, replace cartridges, calibration,
clear jams

2.0 Networking

2.1.Identify the various types of network cables and
connectors

» Fiber: Connectors: SC, ST, and LC

= Twisted Pair: Connectors: RJ-11, RJ-45; wiring
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standards: T568A, T568B

» Coaxial: Connectors: BNC, F-connector

2.2.Compare and contrast the characteristics of connectors
and cabling

» Fiber: Types (single-mode vs. multi-mode); speed and
transmission limitations

» Twisted pair: Types: STP, UTP, CAT3, CAT5, CATse,
CAT6, CAT6e, CAT7, plenum, PVC; speed and
transmission limitations; splitters and effects on signal
quality

= Coaxial: Types: RG-6, RG-59; speed and transmission
limitations; splitters and effects on signal quality

2.3.Explain the properties and characteristics of TCP/IP

m [Pv4 vs. IPv6

Public vs. private vs. APIPA/link local
Static vs. dynamic

Client-side DNS settings

Client-side DHCP

Subnet mask vs. CIDR

= Gateway

2.4.Explain common TCP and UDP ports, protocols, and
their purpose

m Ports: 21 — FTP; 22 — SSH; 23 — TELNET; 25 — SMTP;
53 — DNS; 80 — HTTP; 110 — POP3; 143 — IMAP; 443 —
HTTPS; 3389 — RDP; 137-139, 445 — SMB; 548 or 427
— AFP

= Protocols: DHCP; DNS; LDAP; SNMP; SMB; CIFS;
SSH; AFP

= TCP vs. UDP



2.5.Compare and contrast various WiFi networking
standards and encryption types

» Standards: 802.11 a/b/g/n/ac; speeds; distances; and
frequencies

= Encryption types: WEP; WPA; WPA2; TKIP; AES

2.6.Given a scenario, install and configure SOHO
wireless/wired router and apply appropriate settings

m Channels

Port forwarding, port triggering
DHCP (on/off)

m DMZ

NAT/DNAT

Basic QoS

= Firmware

= UPnP

2.7.Compare and contrast Internet connection types,
network types, and their features

= Internet connection types: cable; DSL; dial-up; fiber;
satellite; ISDN; cellular (tethering; mobile hotspot);
line of sight wireless Internet service

» Network types: LAN; WAN; PAN; MAN

2.8.Compare and contrast network architecture devices,
their functions, and features

m Hub
m Switch
m Router

m Access point



Bridge

Modem

Firewall

Patch panel
Repeaters/extenders
Ethernet over power

Power over Ethernet injector

2.9.Given a scenario, use appropriate networking tools

Crimper

Cable stripper
Multimeter

Toner generator & probe
Cable tester

Loopback plug
Punchdown tool

WiFi analyzer

3.0 Mobile Devices

3.1.Install and configure laptop hardware and components

Expansion options: express card /34; express card
/54;SODIMM,; Flash; ports/adapters (Thunderbolt;
DisplayPort; USB to RJ-45 dongle; USB to WiFi
dongle; USB to Bluetooth; USB optical drive)

Hardware/device replacement: keyboard; hard drive
(SSD vs. hybrid vs. magnetic disk; 1.8in vs. 2.5in);
memory; smart card reader; optical drive; wireless
card; Mini-PCle; screen; DC jack; battery; touchpad;
plastics/frames; speaker; system board; CPU

3.2.Explain the functions of components within the display
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of a laptop

Types: LCD (TTL vs. IPS; fluorescent vs. LED
backlighting); OLED

Wi-Fi antenna connector/placement
Webcam

Microphone

Inverter

Digitizer

3.3.Given a scenario, use appropriate laptop features

= Special function keys: dual displays; wireless (on/off);

cellular (on/off); volume settings; screen brightness;
Bluetooth (on/off); keyboard backlight; touch pad
(on/off); screen orientation; media options (fast
forward/rewind); GPS (on/off); airplane mode

Docking station
Physical laptop lock and cable lock

Rotating/removable screens

3.4.Explain the characteristics of various types of other
mobile devices

Tablets
Smart phones

Wearable technology devices: smart watches; fitness
monitors; glasses and headsets

Phablets
e-Readers

Smart camera
GPS

3.5.Compare and contrast accessories & ports of other
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mobile devices

= Connection types: NFC; proprietary vendor specific
ports (communication/power); microUSB/miniUSB;
Lightning; Bluetooth; IR; hotspot/tethering

m Accessories: headsets; speakers; game pads; docking
stations; extra battery packs/battery chargers;
protective covers/water proofing; credit card readers;
memory/MicroSD

4.0 Hardware and Network Troubleshooting

4.1.Given a scenario, troubleshoot common problems
related to motherboards, RAM, CPU and power with
appropriate tools

= Common symptoms: unexpected shutdowns; system
lockups; POST code beeps; blank screen on bootup;
BIOS time and settings resets; attempts to boot to
incorrect device; continuous reboots; no power;
overheating; loud noise; intermittent device failure;
fans spin—no power to other devices; indicator lights;
smoke; burning smell; proprietary crash screens
(BSOD/pin wheel); distended capacitors

= Tools: multimeter; power supply tester; loopback
plugs; POST card/ USB

4.2.Given a scenario, troubleshoot hard drives and RAID
arrays with appropriate tools

= Common symptoms: read/write failure; slow
performance; loud clicking noise; failure to boot; drive
not recognized; OS not found; RAID not found; RAID
stops working; proprietary crash screens (BSOD/pin
wheel); S.M.A.R.T. errors

m Tools: screwdriver; external enclosures; CHKDSK;
FORMAT; file recovery software; bootrec; diskpart;
defragmentation tool
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4.3.Given a scenario, troubleshoot common video,
projector and display issues

= Common symptoms: VGA mode; no image on screen;
overheat shutdown; dead pixels; artifacts; color
patterns incorrect; dim image; flickering image;
distorted image; distorted geometry; burn-in; oversized
images and icons

4.4.Given a scenario, troubleshoot wired and wireless
networks with appropriate tools

= Common symptoms: no connectivity; APIPA/link local
address; limited connectivity; local connectivity;
intermittent connectivity; IP conflict; slow transfer
speeds; low RF signal; SSID not found

= tools: cable tester; loopback plug; punch down tools;
tone generator and probe; wire strippers; crimper;
wireless locator

= Command line tools: PING; IPCONFIG/IFCONFIG;
TRACERT; NETSTAT; NBTSTAT; NET; NETDOM;
NSLOOKUP

4.5.Given a scenario, troubleshoot, and repair common
mobile device issues while adhering to the appropriate
procedures

= Common symptoms: no display; dim display; flickering
display; sticking keys; intermittent wireless; battery not
charging; ghost cursor/pointer drift; no power; num
lock indicator lights; no wireless connectivity; no
Bluetooth connectivity; cannot display to external
monitor; touchscreen non-responsive; apps not
loading; slow performance; unable to decrypt email;
extremely short battery life; overheating; frozen
system; no sound from speakers; GPS not functioning;
swollen battery

= Disassembling processes for proper re-assembly:
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document and label cable and screw locations; organize
parts; refer to manufacturer resources; use appropriate
hand tools

4.6.Given a scenario, troubleshoot printers with 12
appropriate tools

= Common symptoms: streaks; faded prints; ghost 12
images; toner not fused to the paper; creased paper;
paper not feeding; paper jam; no connectivity; garbled
characters on paper; vertical lines on page; backed up
print queue; low memory errors; access denied; printer
will not print; color prints in wrong print color; unable
to install printer; error codes; printing blank pages; no
image on printer display

= Tools: maintenance kit; toner vacuum; compressed air;
printer spooler

A+ Certification Exam Objectives: 220-902

The following table lists the domains measured by this examination
and the extent to which they are represented on the exam.

Domain Percentage of Exam
1.0 Windows Operating Systems 20%

2.0 Other Operating Systems & Technologies 12%

3.0 Security 22%

4.0 Software Troubleshooting 24%

5.0 Operational Procedures 13%

Total 100%

Objective Chapter

1.0 Windows Operating Systems

1.1.Compare and contrast various features and 15, 16, 17
requirements of Microsoft Operating Systems (Windows



Vista, Windows 7, Windows 8, Windows 8.1).

= Features: 32-bit vs. 64-bit; Aero; gadgets; user account 15, 16, 17
control; bit-locker; shadow copy; system restore; ready
boost; sidebar; compatibility mode; virtual XP mode;
easy transfer; administrative tools; defender; Windows
firewall; security center; event viewer; file structure and
paths; category view vs. classic view; Side by side apps;
Metro UI; pinning; One Drive; Windows store;
multimonitor task bars; charms; start screen; power
shell; Live sign in; action center

= Upgrade paths—differences between in place upgrades;
compatibility tools; Windows upgrade OS advisor

1.2.Given a scenario, install Windows PC operating systems 15, 16, 17
using appropriate method

= Boot methods: USB; CD-ROM; DVD; PXE; solid 15, 16, 17
state/flash drives; netboot; external/hot swappable
drive; internal hard drive (partition)

= Type of installations: unattended installation; upgrade;
clean install; repair installation; multiboot; remote
network installation; image deployment; recovery
partition; refresh/restore

» Partitioning: dynamic; basic; primary; extended;
logical; GPT

= File system types/formatting: EXFAT; FAT32; NTFS;
CDFS; NFS; ext3, ext4; quick format vs. full format

= Load alternate third party drivers when necessary
= Workgroup vs. Domain setup

= Time/date/region/language settings

= Driver installation, software and windows updates
m Factory recovery partition

m Properly formatted boot drive with the correct



partition/format

1.3.Given a scenario, apply appropriate Microsoft
command line tools

» TASKKILL; BOOTREC; SHUTDOWN; TASKLIST; MD;
RD; CD; DEL; FORMAT; COPY; XCOPY; ROBOCOPY;
DISKPART; SFC; CHKDSK; GPUPDATE; GPRESULT;
DIR; EXIT; HELP; EXPAND; [command name] /?;
commands available with standard privileges vs.
administrative privileges

1.4.Given a scenario, use appropriate Microsoft operating
system features and tools.

» Administrative: computer management; device
manager; local users and groups; local security policy;
performance monitor; services; system configuration;
task scheduler; component services; data sources; print
management; Windows memory diagnostics; Windows
firewall; advanced security

= MSCONFIG: general; boot; services; startup; tools

= Task Manager: applications; processes; performance;
networking; users

= Disk management: drive status; mounting; initializing;
extending partitions; splitting partitions; shrink
partitions; assigning/changing drive letters; adding
drives; adding arrays; storage spaces

m QOther: User State Migration tool (USMT); Windows
Easy Transfer; Windows Upgrade Advisor

» System utilities: REGEDIT; COMMAND;
SERVICES.MSC; MMC; MSTSC; NOTEPAD;
EXPLORER; MSINFO32; DXDIAG; DEFRAG; System
restore; Windows Update

1.5.Given a scenario, use Windows Control Panel utilities

= Internet options: Connections; Security; General;
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Privacy; Programs; Advanced

= Display/Display Settings: Resolution; Color depth;
refresh rate

m User accounts

= Folder options: View hidden files; Hide extensions;
general options; view options

= System: Performance (virtual memory); Remote
settings; System protection

» Windows firewall

= Power options: Hibernate; power plans; Sleep/suspend;
Standby

= Programs and features

» HomeGroup

= Devices and Printers

= Sound

= Troubleshooting

= Network and Sharing Center
= Device Manager

1.6.Given a scenario, install and configure Windows 15, 16, 17
networking on a client/desktop.

= HomeGroup vs. Workgroup 15, 16, 17
= Domain setup

= Network shares/administrative shares/mapping drives

= Printer sharing vs. network printer mapping

= Establish networking connections: VPN; dialups;
wireless; wired; WWAN (cellular)

= Proxy settings

= Remote desktop connection



= Remote assistance
= Home vs. Work vs. Public network settings

= Firewall settings: exceptions; configuration;
enabling/disabling Windows firewall

= Configuring an alternative IP address in Windows: IP
addressing; subnet mask; DNS; gateway

= Network card properties: half duplex/full duplex/auto;
speed; Wake-on-LAN; QoS; BIOS (on-board NIC)

1.7.Perform common preventive maintenance procedures
using the appropriate Windows OS tools

= Best practices: scheduled backups; scheduled disk
maintenance; Windows updates; patch management;
driver/firmware updates; antivirus/antimalware
updates

= Tools: Backup; System Restore; recovery image; disk
maintenance utilities

2.0 Other Operating Systems and Technologies

2.1.Identify common features and functionality of the Mac
OS and Linux operating systems

= Best practices: Scheduled backups; scheduled disk
maintenance; system updates/App store; patch
management; driver/firmware updates;
antivirus/antimalware updates

» Tools: Backup/Time Machine; Restore/snapshot; image
recovery; disk maintenance utilities; shell/terminal;
screen sharing; force quit

» Features: Multiple desktops/Mission Control; Key
Chain; Spot Light; iCloud; gestures; Finder; Remote
Disc; Dock; Boot Camp

» Basic Linux commands: Is; grep; cd; shutdown; pwd vs.
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passwd; mv; cp; rm; chmod; chown; iwconfig/ifconfig;
ps; q; su/sudo; apt-get; vi; dd

2.2.Given a scenario, setup and use client-side
virtualization

Purpose of virtual machines
Resource requirements
Emulator requirements
Security requirements
Network requirements

Hypervisor

2.3.Identify basic cloud concepts

SaaS

[aaS

PaaS

Public vs. Private vs. Hybrid vs. Community
Rapid elasticity

On-demand

Resource pooling

Measured service

2.4.Summarize the properties and purpose of services
provided by networked hosts

Server roles: Web server, file server; print server; DHCP
server; DNS server; proxy server; mail server;
authentication server

Internet appliance: UTM; IDS; IPS
Legacy / embedded systems

2.5.Identify basic features of mobile operating systems
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Android vs. i10S vs. Windows

Open source vs. closed source/vendor specific
App source (play store, app store and store)
Screen orientation (accelerometer/gyroscope)
Screen calibration

GPS and geotracking

WiFi calling

Launcher/GUI

Virtual assistant

SDK/APK

Emergency notification

Mobile payment service

2.6.Install and configure basic mobile device network
connectivity and email

Wireless / cellular data network (enable/disable):
hotspot; tethering; airplane mode

Bluetooth: enable Bluetooth; enable pairing; find device
for pairing; enter appropriate pin code; test connectivity

Corporate and ISP email configuration: POP3; IMAP;
port and SSL settings; Exchange, S/MIME

Integrated commercial provider email configuration:
Google/Inbox; Yahoo; Outlook.com; iCloud

PRI updates/PRL updates/baseband updates
Radio firmware

IMEI vs. IMSI

VPN

2.7.Summarize methods and data related to mobile device
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synchronization

Types of data to synchronize: contacts; programs; 21
email; pictures; music; videos; calendar; bookmarks;
documents; location data; social media data; eBooks

Synchronization methods: synchronize to the cloud;
synchronize to the desktop

Mutual authentication for multiple services

Software requirements to install the application on the
PC

Connection types to enable synchronization

3.0 Security
3.1.Identify common security threats and vulnerability 19

Malware: spyware; viruses; worms; Trojans; rootkits; 19
ransomware

Phishing

Spear phishing
Spoofing

Social engineering
Shoulder surfing

Zero day attack
Zombie/botnet

Brute forcing
Dictionary attacks
Non-compliant systems
Violations of security best practices
Tailgating
Man-in-the-middle



3.2.Compare and contrast common prevention methods

Physical security: lock doors; mantrap; cable locks;
securing physical documents/passwords/shredding;
biometrics; ID badges; key fobs; RFID badge; smart
card; tokens; privacy filters; entry control roster

Digital security: antivirus/antimalware; firewalls; user
authentication/strong passwords; multifactor
authentication; directory permissions; VPN; DLP;
Disabling ports; Access control lists; smart card; email
filtering; trusted/untrusted software sources

User education/AUP

Principle of least privilege

3.3.Compare and contrast differences of basic Windows OS
security settings

User and groups: administrator; power user; guest;
standard user

NTFS vs. share permissions: allow vs. deny; moving vs.
copying folders and files; file attributes

Shared files and folders: administrative shares vs. local
shares; permission propagation; inheritance

System files and folders

User authentication: single sign-on
Run as administrator vs. standard user
Bitlocker

Bitlocker-to-Go

EFS

3.4.Given a scenario, deploy and enforce security best
practices to secure a workstation

Password best practices: Setting strong passwords;
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Password expiration; Changing default user
names,/passwords; Screensaver required password;
BIOS/UEFI passwords; Requiring passwords

Account management: Restricting user permissions;
Login time restrictions; Disabling guest account; Failed
attempts lockout; Timeout/screen lock

Disable autorun
Data encryption

Patch/update management

3.5.Compare and contrast various methods for securing
mobile devices

Screen locks: fingerprint lock; face lock; swipe lock;
passcode lock

Remote wipes

Locator applications

Remote backup applications
Failed login attempts restrictions
Antivirus/antimalware
Patching/OS updates

Biometric authentication

Full device encryption
Multifactor authentication
Authenticator applications
Trusted sources vs. untrusted sources
Firewalls

Policies and procedures: BYOD vs. corporate owned;
profile security requirements

3.6.Given a scenario, use appropriate data destruction and
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disposal methods

Physical destruction: shredder; drill/hammer;
electromagnetic (degaussing); incineration; certificate
of destruction

Recycling or repurposing best practices: Low level
format vs. standard format; overwrite; drive wipe

3.7.Given a scenario; secure SOHO wired and wireless
networks

Wireless specific: Changing default SSID; Setting
encryption; Disabling SSID broadcast; Antenna and
access point placement; Radio power levels; WPS

Change default usernames and passwords
Enable MAC filtering

Assign static IP addresses

Firewall settings

Port forwarding/mapping
Disabling ports

Content filtering/parental controls
Update firmware

Physical security

4.0 Software Troubleshooting

4.1.Given a scenario, troubleshoot PC operating system
problems with appropriate tools

Common symptoms: Proprietary crash screens
(BSOD/pin wheel); failure to boot; improper shutdown
spontaneous shutdown/restart; device fails to
start/detected; missing dll message; services fails to
start; compatibility error; slow system performance;
boots to safe mode; file fails to open; missing

W
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BOOTMGR; missing Boot Configuration Data; missing
operating system; missing graphical interface; missing
GRUB/LILO; kernel panic; graphical interface fails to
load; multiple monitor misalignment/ orientation

= Tools: BIOS/UEFI; SFC; logs; system recovery options; 22
repair disks; pre-installation environments;
MSCONFIG; DEFRAG; REGSRV32; REGEDIT; event
viewer; safe mode; command prompt;
uninstall/reinstall/repair

4.2.Given a scenario, troubleshoot common PC security 22
issues with appropriate tools and best practices

= Common symptoms: pop-ups; browser redirection; 22
security alerts; slow performance; internet connectivity
issues; PC/OS lock up; application crash; OS update
failures; rogue antivirus; spam; renamed system files;
files disappearing; file permission changes; hijacked
email (responses from users regarding email;
automated replies from unknown sent mail); access
denied; invalid certificate (trusted root CA)

m Tools: anti-virus software; anti-malware software;
system recovery options; terminal; system
restore/snapshot; pre-installation environments; event
viewer; refresh/restore; MSCONFIG/safe boot

= Best practices for malware removal: Identify malware
symptoms; Quarantine infected system; Disable system
restore (in Windows); Remediate infected systems
(Update antimalware software; Scan and removal
techniques (safe mode; pre-installation environment));
Schedule scans and run updates; Enable system restore
and create restore point (in Windows); Educate end
user

4.3.Given a scenario, troubleshoot common mobile OS and 22
application issues with appropriate tools



= Common symptoms: dim display; intermittent wireless;
no wireless connectivity; no Bluetooth connectivity;
cannot broadcast to external monitor; touchscreen non-
responsive; apps not loading; slow performance; unable
to decrypt email; extremely short battery life;
overheating; frozen system; no sound from speakers;
inaccurate touch screen response; system lockout

= Tools: hard reset; soft reset; close running applications;
reset to factory default; adjust configurations/settings;
uninstall /reinstall apps; force stop

4.4.Given a scenario, troubleshoot common mobile OS and
application security issues with appropriate tools

» Common symptoms: signal drop/weak signal; power
drain; slow data speeds; unintended WiFi connection;
unintended Bluetooth pairing; leaked personal
files/data; data transmission overlimit; unauthorized
account access; unauthorized root access; unauthorized
location tracking; unauthorized camera/microphone
activation; high resource utilization

= Tools: antimalware; app scanner; factory reset/clean
install; uninstall/reinstall apps; WiFi analyzer; force
stop; cell tower analyzer; backup/restore
(iTunes/iCloud/Apple Configurator; Google sync; One
Drive)

5.0 Operational Procedures
5.1.Given a scenario, use appropriate safety procedures

= Equipment grounding

= Proper component handling and storage: antistatic
bags; ESD straps; ESD mats; Self-grounding

= Toxic waste handling: batteries; toner; CRT

= Personal safety: disconnect power before repairing PC;
remove jewelry; lifting techniques; weight limitations;



electrical fire safety, cable management; safety goggles;
air filter mask

= Compliance with local government regulations

5.2.Given a scenario with potential environmental impacts,
apply the appropriate controls

= MSDS documentation for handling and disposal

= Temperature, humidity level awareness and proper
ventilation

= Power surges, brownouts, blackouts: battery backup;
surge suppressor

= Protection from airborne particles: enclosures; air
filters/mask

= Dust and debris: compressed air; vacuums

= Compliance to local government regulations

5.3.Summarize the process of addressing prohibited
content/activity, and explain privacy, licensing, and policy
concepts

= Incident response: First response (identify; report
through proper channels; data/device preservation);
Use of documentation/documentation changes; Chain
of custody (tracking of evidence/documenting process)

» Licensing/DRM/EULA: open source vs. commercial
license; personal license vs. enterprise licenses

= Personally Identifiable Information

= Follow corporate end-user policies and security best
practices

5.4.Demonstrate proper communication techniques and
professionalism

= Use proper language — avoid jargon, acronyms, slang

23

23

23

23

23

23



when applicable
= Maintain a positive attitude / Project confidence

= Actively listen (taking notes) and avoid interrupting the
customer

= Be culturally sensitive: use appropriate professional
titles, when applicable

= Be on time (if late contact the customer)

= Avoid distractions: personal calls; texting/social media
sites; talking to co-workers while interacting with
customers; personal interruptions

= Dealing with difficult customer or situation: do not
argue with customers and/or be defensive; avoid
dismissing customer problems; avoid being judgmental;
clarify customer statements (ask open ended questions
to narrow the scope of the problem, restate the issue or
question to verify understanding); do not disclose
experiences via social media

» Set and meet expectations/timeline and communicate
status with the customer: offer different
repair/replacement options if available; provide proper
documentation on the services provided; follow up with
customer/user at a later date to verify satisfaction

= Deal appropriately with customers confidential and
private materials: located on a computer, desktop,
printer, etc.

5.5.Given a scenario, explain the troubleshooting theory.
= Always consider corporate policies, procedures and
impacts before implementing changes.

» Identify the problem: Question the user and identify
user changes to computer and perform backups before
making changes

= Establish a theory of probable cause (question the



obvious): If necessary, conduct external or internal
research based on symptoms

= Test the theory to determine cause: Once theory is
confirmed determine next steps to resolve problem; If
theory is not confirmed re-establish new theory or
escalate

= Establish a plan of action to resolve the problem and
implement the solution

m Verify full system functionality and if applicable
implement preventive measures

= Document findings, actions and outcomes
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Assessment Test

1.

Which of the following is not considered a system component that
can be found inside a computer?

A.
B.
C.
D.
. Which of the following is a physical memory format installed

CPU

RAM

PClIe graphics adapter
Motherboard

directly in today’s desktop computer systems?

A.
B.
C.
D.

. Which of the following are components that can commonly be

DIMM
HDD
SSD
eMMC

found on a motherboard? (Choose all that apply.)

A.

B9 0w

Slots

Fan connectors
Gyroscope
Scanner

HDD

What suffix indicates that the capacity of an optical disc is roughly
twice that of its standard counterpart?

A.
B.
C.

DL
R
RW
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. What is the name of the standard power connector that has been
used with larger drives since the first IBM personal computers
were introduced?

A. AT system connector
B. Berg

C. Molex

D. ATX system connector

. Except in the case of RAID o, which two things do all types of
RAID offer?

A. Faster read speeds
Faster write speeds
Redundancy

Fault tolerance

B9 0w

Ability to restore automatically from tape after a drive failure

. You are installing a new graphics adapter in a Windows 7 system.
Which of the following expansion slots is designed for high-speed,
3D graphics adapters?

A. USB
B. FireWire
C. PCI
D. PCle

. A user complains that changing from a VGA graphics card to one
that supports the latest HDMI revision has resulted in not being
able to play back certain content from the computer. Some content
does play back, however. What could be the problem?

A. Digital signal required

B. Resolution too low



11.

C. DRM
D. VGA cable not compatible

Which of the following are modular ports used in data
communications? (Choose two.)

RG-6

RJ-45

RJ-11
Thunderbolt
RG-11

The is the measurement of the number of
pixels an LCD monitor can display without the image appearing
distorted.

m 29 0w >

A. Native resolution

B. Contrast ratio

C. Pixelation

D. Base frequency

Which of the following is not a common monitor technology?
A. LCD

B. Plasma

C. OLED

D. Super PMOLED

What can be used at the check-in desk of a doctor’s office to
prevent patients from viewing confidential information?

A. An antiglare filter

B. A privacy filter

C. An LED-backlit display
D. A thin client
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7.

Which of the following is a standard computer that can access
resources locally as well as from servers but requires no specialized
enhancements?

A. Gaming PC
B. Home server
C. Thin client
D. Thick client

Which of the following is a requirement for virtualization
workstations?

A. Enhanced video

B. Enhanced audio

C. Maximum RAM and CPU cores

D. RAID array

Which of the following is not a requirement for a home server PC?
A. TV tuner

B. Print and file sharing services

C. Gigabit NIC

D. RAID array

Which network connectivity device stops broadcasts from being
sent to computers on a different network segment?

A. Hub

B. Switch
C. Router
D. Firewall

Which layer of the OSI model has the important role of providing
error checking?

A. Session layer

B. Presentation layer
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C. Application layer

D. Transport layer

On which port does FTP run by default?
A 21

B. 25

C. 63

D. 89

Which of the following protocols can be used by a client to access
email on a server?

A. DNS
B. FTP
C. SMTP
D. IMAP

Which of the following is a company that provides direct access to
the Internet for home and business computer users?

A. ASP
B. ISP
C. DNS
D. DNP

What is the data throughput provided by one ISDN bearer
channel?

A. 16Kbps
B. 56Kbps
C. 64Kbps
D. 128Kbps

Which LCD component in a laptop is responsible for providing
brightness?



A. Backlight
B. Inverter

C. Screen
D. Backdrop

. Your laptop has 2GB of installed memory and uses shared video

memory. If the video card is using 512MB, how much is left for the
rest of the system?

A. 2GB

B. 1.5GB

C. 512MB

D. Cannot determine

Which of the following standards supports both PCle and USB 3.0?
A. PC Card

B. PlugCard

C. ExpandCard

D. ExpressCard

. When using a capacitive touchscreen on a mobile device, what is

the most common tool used to input data?
A. Keyboard

B. Trackball

C. Stylus

D. Finger

Which technology used by e-Readers gives them longer battery life
than tablets?

A. Lithium-polymer battery
B. Low-power backlight
C. Electrophoretic ink
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D. Capacitive touchscreen

What is the name of the mode that allows two NFC-enabled devices
to transmit data to each other?

A. Emulation mode

B. Peer-to-peer mode

C. Reader/writer mode

D. Ad hoc mode

What is the function of the laser in a laser printer?

A. Tt heats up the toner so that it adheres to the page.
B. It charges the paper so that it will attract toner.

C. It creates an image of the page on the drum.

D. It cleans the drum before a page is printed.

What is the component called that stores the material that ends up
printed to the page in a laser printer?

A. Toner cartridge
B. Ink cartridge
C. Laser module
D. Laser cartridge

What service was created by Apple to allow iPhones and iPads to
print without installing printer drivers?

A. TCP printing
B. Bonjour

C. AirPrint

D. iPrint

Your laser printer has recently starting printing vertical white lines
on the documents that it prints. What is the most likely cause of the
problem?

A. The print driver is faulty.



B. The fuser is not heating properly.
C. There is toner on the transfer corona wire.

D. There is a scratch on the EP drum.

. You are working with a Windows 7 computer that is assigned IP

configuration information from a central server. You wish to
refresh the IP information on the system manually. Which of the
following commands would you use?

A. IPCONFIG /refresh
B. IPCONFIG /all

C. IPCONFIG /renew
D. WINIPCFG /all

One laser printer in your office experiences frequent paper jams.
What is the most likely cause of the problem?

A. Worn paper feed rollers.

B. Faulty stepper motor.

C. Faulty fuser assembly.

D. The EP drum isn’t advancing properly.

One of your network users was recently caught browsing
pornographic websites at work. Which of the following servers
could be installed to prohibit this activity?

A. Web

B. Security

C. Proxy

D. DNS

Google Docs is an example of what type of cloud service?
A. SaaS

B. TaaS

C. PaaS



D. GaaS

Which type of software is required to run client-side virtualization
on your home network?

A. Terminal emulation
B. Process replication
C. Hyperthreading

D. Hypervisor

Which of the following are popular mobile-device operating
systems? (Choose all that apply.)

A. Android
B. Windows 7
C. Ubuntu
D. iOS

Which of the following protocols can be used in close range to
transfer data between a mobile device and a computer system or to
allow media to stream from the mobile device to an audio system?

A. SMTP

B. Bluetooth
C. NFC

D. Pegasus

What term refers to copying data between a mobile device and a
computer system to mirror such things as contacts, programs,
pictures, and music?

A. Calibration

B. Remote wipe

C. Pairing

D. Synchronization

Which of the following computer components can retain a lethal
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electrical charge even after the device is unplugged? (Choose two.)
A. Monitor

B. Processor

C. Power supply

D. RAM

Roughly how much time spent communicating should be devoted
to listening?

A. 23 percent
B. 40 percent
C. 50 percent
D. 80 percent

You have found prohibited content on a user’s machine and need to
follow proper procedures. What is the term used to describe the
handling of evidence from discovery to delivery to the proper
authorities?

A. First response

B. Chain of custody

C. Data preservation

D. Documentation flow changes

Which of the following is a security mechanism used by HTTPS to
encrypt web traffic between a web client and server?

A. IPSec
B. SSL

C. L2TP
D. PPPoE

Which of the following are 4G technologies? (Choose all that
apply.)
A. LTE



B. GSM

C. CDMA

D. WiMax

Which of the following standards is also known as CardBus?

A. PCMCIA 1.0

B. PCMCIA 2.0

C. PCMCIA 5.0

D. ExpressCard

When lifting heavy equipment, what is the proper technique?

A. Get the heaviest part closest to your body and lift with your legs.

B. Get the heaviest part closest to your body and lift with your
back.

C. Get the lightest part closest to your body and lift with your legs.
D. Get the lightest part closest to your body and lift with your back.

Which of the following is a chip that is integrated into PATA drives,
as opposed to being mounted on a daughter card?

A. Controller
B. CPU

C. Host adapter
D. IDE

. After SATA was introduced, what was the retroactive term used for

the original ATA specification?
A. EIDE

B. IDE

C. PATA

D. SCSI

Which of the following is a virtual machine manager—the software



that allows the virtual machines to exist?
A. Comptroller

B. Shell

C. Kernel

D. Hypervisor

. Which of the following would not be considered a standard

permission in Windows using NTFS?
A. Full Control

B. Modify

C. Allow

D. Write

. Which feature is designed to keep Windows current by

automatically downloading updates such as patches and security
fixes and installing these fixes automatically?

A. Security Center

B. Action Center

C. Windows Update
D. Windows Anytime

With dynamic storage, which of the following partition types are
possible?

A. Complex, bridged, or mirrored
B. Simple, spanned, or striped

C. Simple, complex, or interleaved
D. Spanned, interleaved, or striped

You have been told to use Task Manager to change the priority of a
process to Below Normal. This equates to a base priority of what?

A 2
B. 4
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C. 6
D. 8

Encrypting File System (EFS) is available in which editions of
Windows 7? (Choose all that apply.)

Professional
Home Premium
Enterprise
Ultimate
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Business

Which of the following can provide electrical power over Ethernet
cabling?

A. PoE
B. QoS
C. DoS
D. WoL

With which type of duplexing do communications travel in both
directions but in only one direction at any given time?

A. Full
B. Half
C. Auto
D. Mechanical

Which applet in Windows Vista is the primary interface for
configuring synchronization of offline files?

A. Synchronization Wizard
B. Action Center

C. Merge

D. Sync Center



8. Which Control Panel applet allows you to administer, as well as
deploy, component services and configure behavior like security?

A. SFC

B. Data Sources

C. Component Services
D. DDR

9. In Windows, the Account Lockout Counter in an Account Lockout
policy keeps track of the number of invalid attempts before lockout
occurs. The default is 0 (meaning the feature is turned off), but it
can be set from 1 to what?

A. 9999
B. 999

C. 99
D. 24

0. What Windows operating system tool can be used to block access
from the network (be it internal or the Internet)?

A. Windows Firewall

B. Windows Defender
C. Advanced Security
D. Device Manager

1. Which of the following are programs that enter a system or
network under the guise of another program? (Choose the best
answer.)

A. Worms
B. Trojans
C. Rootkits
D. Spyware
2. Which of the following involves applying a strong magnetic field to



initialize the media before tossing it away?

A. Fraying

B. Fracking

C. Degaussing

D. Spreading

Which term is synonymous with MAC filtering?
A. Disabling Autorun

B. Shredding

C. Port disabling

D. Network Lock

Which of the following is a copy of your system configuration at a
given point in time?

A. Restore point
B. MBR

C. Registry

D. BoOT.INI

Which of the following could be described as a small, deviously
ingenious program that replicates itself to other computers,
generally causing those computers to behave abnormally? (Choose
the best answer.)

A. Rogue

B. Redirector
C. Virus

D. Pop-up

Answers to Assessment Test

1.

C. System components are essential for the basic functionality of a
computer system. Many of the landmarks found on the



8

motherboard can be considered system components, even
expansion slots to a degree. What you plug into those slots,
however, must be considered peripheral to the basic operation of
the system. For more information, see Chapter 1.

. A. Except for DIMMs, all options represent some form of

secondary storage, all of which are covered in Chapter 2. For more
information, see Chapter 1.

. A, B. Motherboards commonly have RAM slots and expansion

slots. Older motherboards even had CPU slots. Modern
motherboards have connectors for powering cooling fans.
Gyroscopes are most commonly found in mobile devices. Scanners
are external devices. Although there might be one or more types of
HDD interfaces built into the motherboard, the HDD itself is not.
For more information, see Chapter 1.

A. DL stands for double or dual layer. With DVDs, the capacity
almost doubles, but with Blu-ray discs, it actually does. For more
information, see Chapter 2.

C. The standard peripheral power connector, or Molex connector,
is commonly used on larger drives because it allows more current
to flow to the drive than smaller peripheral connectors. For more
information, see Chapter 2.

C, D. Except for RAID o0, all implementations of RAID offer a way
to recover from the failure of at least one drive, which is an
example of fault tolerance, through the implementation of some
mechanism that stores redundant information for that purpose.
Some RAID types offer faster read and/or write performance.
RAID 1, for instance does not guarantee either. For more
information, see Chapter 2.

D. Although technically PCI could be used for graphics adapters,
PClIe supports high-speed, 3D graphic video cards. PCle offers
better performance than older graphics adapters. USB and
FireWire can stream video, but they are not used for attachment of
graphics adapters. For more information, see Chapter 3.

C. Digital rights management (DRM), using High-bandwidth
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Content Protection (HDCP), is supported by adapters and monitors
that support HDMI and later versions of DVI. If the content is
protected, HDMI in the adapter will use HDCP to encrypt the
stream across the cable, and the monitor will use HDCP to decrypt
it for playback. From the information given, it cannot be assumed
that the monitor changed when the adapter did. As a result, the
monitor might have an older DVI-D port that uses a passive
converter to receive the HDMI cable’s signal but that does not
support HDCP. The signal over the HDMI cable is always digital.
As a result, a VGA cable, which only supports analog signals,
cannot be used when a DVI-D or HDMI interface is involved.
HDMI supports all resolutions supported by a VGA interface. For
more information, see Chapter 3.

B, C. RJ-11 ports are used in analog telephony, and they allow
modems attached to computer serial ports to transmit modulated
digital information across the public switched telephone network
(PSTN). RJ-45 ports are used by various network interface
controller (NIC) cards for attachment to networks such as
Ethernet. RG-6 and RG-11 are coaxial cable types, and Thunderbolt
connectors are not modular. For more information, see Chapter 3.

A. The native resolution refers to how many pixels an LCD screen
can display (across and down) without distortion. The native
resolution is based on the placement of the actual transistors that
create the image by twisting the liquid crystals. The contrast ratio
is the measurement between the darkest color and the lightest
color that an LCD screen can display. For more information, see
Chapter 4.

D. Although there is a Super AMOLED display, employing active-
matrix technology, there is no corresponding “super” passive-
matrix version. The other technologies exist and are discussed in
further detail in Chapter 4.

B. Privacy filters are used to limit the viewing angle for a monitor.
With such filters, the screen image becomes indiscernible when
viewed at just a few degrees from center. For more information, see
Chapter 4.
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5.

7.

D. A thick client is any computer system with a standard
configuration. The gaming PC has enhancements over thick clients
to their CPU, video, audio, and cooling. The home server PC must
have specialized capabilities and services along with a faster NIC
than the thick client and a RAID array. The thin client is a lesser
device in comparison to the thick client, but that cost-saving
feature is its enhancement. These less expensive computers can
connect over the network to servers for their operating system
images and applications. For more information, see Chapter 5.

C. Virtualization workstations require more RAM than standard
systems and need to be equipped with as many multicore
processors as possible. Video and audio are not resources that need
to be enhanced for such workstations. Although a RAID array is a
wise addition whenever servers with valuable information are
involved, a virtualization workstation does not require one. For
more information, see Chapter 5.

A. ATV tuner card is a requirement for a home theater PC but not
for a home server. The other options are among those features that
are required. For more information, see Chapter 5.

C. A router does not pass along broadcasts to computers on other
segments. Hubs and switches send broadcasts along because they
do not segment traffic at the logical network address level. See
Chapter 6 for more information.

D. A key role of the Transport layer is to provide error checking.
The Transport layer also provides functions such as reliable end-
to-end communications, segmentation and reassembly of larger
messages, and combining smaller messages into a single larger
message. See Chapter 6 for more information.

A. FTP listens on port 21. See Chapter 7 for more information.

D. The IMAP and POP3 protocols can be used to retrieve email
from mail servers. See Chapter 7 for more information.

B. An Internet service provider (ISP) provides direct access to the
Internet. See Chapter 8 for more information.

C. An ISDN B (bearer) channel provides 64Kbps data throughput.
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A home-based BRI ISDN provides two B channels. See Chapter 8
for more information.

A. The backlight provides light to the LCD screen. The inverter
provides power to the backlight, and the screen displays the
picture. See Chapter 9 for more information.

. B. If the laptop is using shared video memory, then the system

memory is shared with the video card. If the video card is using
512MB (half a gigabyte), then there is 1.5GB left for the system. See
Chapter 9 for more information.

D. ExpressCard supports PCle and USB 3.0. See Chapter 9 for
more information.

D. Capacitive touchscreens react to slight changes in electrical
charges. The human finger is used as an input device for capacitive
touchscreens. For more information, see Chapter 10.

C. e-Readers use electrophoretic ink, also known as E Ink. E Ink
uses less energy than other LCD displays, prolonging battery life.
For more information, see Chapter 10.

B. Card emulation mode, reader/writer mode, and peer-to-peer
mode are the three valid NFC communication modes. For two
devices to transmit to each other, they will use peer-to-peer mode.
For more information, see Chapter 10.

C. The laser creates an image on the photosensitive drum that is
then transferred to the paper by the transfer corona. The fuser
heats up the toner so that it adheres to the page. The transfer
corona charges the page, and the eraser lamp cleans the drum
before a page is printed. A rubber blade is also used to remove
toner physically from the drum. See Chapter 11 for more
information.

A. Laser printers use toner, which they melt to the page in the
image of the text and graphics being printed. A toner cartridge
holds the fine toner dust until it is used in the printing process. See
Chapter 11 for more information.

C. AirPrint was created by Apple to let iPhones and iPads print
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without installing a printer driver. See Chapter 11 for more
information.

C. Toner on the transfer corona wire is most likely the cause of
white streaks on printouts. A scratch or a groove in the EP drum
causes vertical black lines. If the fuser was not heating properly,
toner would not bond to the paper and you would have smearing.
Faulty print drivers will cause garbage to print or there will be no
printing at all. See Chapter 12 for more information.

. C. The 1PcONF16 utility can be used with Windows computers to see

the networking configuration values at the command line. It is one
of the most commonly used command-line utilities that can be
used in troubleshooting and network configurations. To renew IP
configuration information, the IPCONFIG /renew command is used
to force the DHCP server to renew the IP information assigned to
the system. See Chapter 12 for more information.

. A. The most likely cause of those listed is a worn paper feed roller.

Stepper motors control the back-and-forth motion of a print head
in an inkjet printer. If the fuser assembly were faulty, the images
would smear. See Chapter 12 for more information.

C. A proxy server can be configured to block access to websites
containing potentially objectionable material. See Chapter 20 for
more information.

A. Google Docs is software, so it is an example of Software as a
Service (SaaS). See Chapter 20 for more information.

D. The hypervisor is the key piece of software needed for
virtualization. See Chapter 20 for more information.

. A, D. Google’s Android and Apple’s i0S are two of the most popular

operating systems for mobile devices on the market. The other two
are not. Although some mobile operating systems are based on
Linux or UNIX, Ubuntu is a Linux distribution not used for mobile
devices. For more information, see Chapter 21.

B. Bluetooth allows you to pair a mobile device to a computer or to
a device such as an automotive sound system or headset. Data can
be transferred between devices, and media can be streamed from
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the mobile device. For more information, see Chapter 21.

D. Synchronizing a mobile device with a computer system allows
you to mirror personal data between the devices, regardless of
which one contains the most current data. Calibration refers to
matching the device’s and user’s perceptions of where the user is
touching the screen. Remote wipes allow you to remove personal
data from a lost or stolen device. Pairing is what must be done in
Bluetooth for two Bluetooth devices to connect and communicate.
For more information, see Chapter 21.

A, C. Monitors and power supplies can retain significant electrical
charges, even after they're unplugged. Don’t open the back of a
monitor or the power supply unless you are specifically trained to
do so. See Chapter 23 for more information.

C. Roughly half the time spent communicating should be devoted
to listening. See Chapter 23 for more information.

B. Chain of custody describes the procedure used to track handling
and the location of evidence in the event of an incident such as
discovering illegal or improper material on a user’s computer. See
Chapter 23 for more information.

B. HTTPS connections are secured using either Secure Sockets
Layer (SSL) or Transport Layer Security (TLS).

A, D. WiMax and LTE are the two current 4G cellular technologies.
GSM and CDMA are 3G technologies.

C. PCMCIA 5.0 is also known as CardBus.

A. When lifting heavy equipment, center the weight as close to your
body as possible. Then, keep your back straight and lift with your
legs.

A. A controller chip is responsible for encoding data to be stored on
the disk platters as well as performing geometry translation for the
BIOS. Translation is necessary because the true number of sectors
per track of the hard disk drive system usually exceeds what is
supported by the BIOS.

. C. IDE (ATA-1) and EIDE (ATA-2 and later) were specific
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nicknames for the ATA series of standards. Although ATA is
technically accurate, it refers to legacy IDE standards as well as
newer SATA standards. Instead of using the term ATA to be
synonymous with IDE and EIDE, as had been done in the past, the
term PATA was coined, referring to the parallel nature of IDE
communications. The term PATA differentiates the IDE and EIDE
form of ATA from Serial ATA. SCSI is a related, yet completely
different type of technology.

D. The hypervisor is a virtual machine manager—the software that
allows the virtual machines to exist.

. C. Standard permissions are collections of special permissions,

including Full Control, Modify, Read & Execute, Read, and Write.

C. Windows includes Windows Update, a feature designed to keep
Windows current by automatically downloading updates such as
patches and security fixes and installing these fixes automatically.

B. Windows supports both basic and dynamic storage. Basic can
have a primary and an extended partition, while dynamic can be
simple, spanned, or striped.

C. For applications that don’t need to drop all of the way down to
Low, this equates to a base priority of 6.

A, C, D. EFS is available in the Professional, Enterprise, and
Ultimate editions of Windows 7, allowing for
encryption/decryption on files stored in NTFS volumes.

A. Power over Ethernet (PoE) is a handy technology to supply both
power and an Ethernet connection. The purpose of Power over
Ethernet (PoE) is pretty much described in its name: Electrical

power is transmitted over twisted-pair Ethernet cable (along with
data).

B. With half duplex, communications travel in both directions but
in only one direction at any given time.

D. The Sync Center in Windows Vista is the primary interface for
configuring synchronization.

C. Component Services allows you to administer as well as deploy



1.

component services and configure behavior like security.
B. It can be set from 1 to 999.

A. Windows Firewall (Start > Control Panel > Windows Firewall)
is used to block access from the network (be it internal or the
Internet).

B. Trojans are programs that enter a system or network under the
guise of another program. While rootkits may do this, it is not their
primary feature and thus not the best answer for this question.

C. Degaussing involves applying a strong magnetic field to initialize
the media (this is also referred to as disk wiping). This process
helps ensure that information doesn’t fall into the wrong hands.

D. On a number of wireless devices, the term Network Lock is used
in place of MAC filtering, and the two are synonymous.

A. A restore point is a copy of your system configuration at a given
point in time. It’s like a backup of your configuration but not
necessarily your data.

C. A computer virus is a small, deviously ingenious program that
replicates itself to other computers, generally causing those
computers to behave abnormally. Generally speaking, a virus’s
main function is to reproduce.



Part I: 220-901



Chapter 1
Motherboards, Processors, and Memory

THE FOLLOWING COMPTIA A+ 220-901 OBJECTIVES ARE
COVERED IN THIS CHAPTER:

v 1.1 Given a scenario, configure settings and use
BIOS/UEFI tools on a PC.

Install firmware upgrades — flash BIOS

BIOS component information: RAM, Hard drive, Optical drive,
CPU, Boot sequence, Enabling and disabling devices,
Date/time, Clock speeds, Virtualization support

BIOS security (passwords, drive encryption: TPM, lo-jack,
secure boot)

Use built-in diagnostics

Monitoring: Temperature monitoring, Fan speeds, Intrusion
detection/notification, Voltage, Clock, Bus speed

v 1.2 Explain the importance of motherboard
components, their purposes, and properties.

Sizes: ATX, Micro-ATX, Mini-ITX, ITX)
Expansion slots: PCI, PCI-X, PCle, miniPCI

RAM slots

CPU sockets

Chipsets: Northbridge/Southbridge, CMOS battery
Power connections and types

Fan connectors

Front/top panel connectors: USB, Audio, Power button, Power
light, Drive activity lights, Reset button

Bus speeds



v 1.3 Compare and contrast RAM types and features.

= Types: DDR, DDR2, DDR3, SODIMM, DIMM, Parity vs. non-
parity, ECC vs. non-ECC, RAM configurations (Single channel
vs. dual channel vs. triple channel), Single sided vs. double
sided, Buffered vs. unbuffered

= RAM compatibility and speed

v 1.6 Differentiate among various CPU types and
features, and select the appropriate cooling method.

e Socket types: Intel (775, 1155, 1156, 1366, 1150, 2011), AMD
(AM3, AM3+, FM1, FM2, FM2+)

e Characteristics (Speeds, Cores, Cache size/type,
Hyperthreading, Virtualization support, Architecture [32-bit vs.
64-bit], Integrated GPU, Disable execute bit)

¢ Cooling (Heat sink, Fans, Thermal paste, Liquid-based,
Fanless/passive)

A personal computer (PC) is a computing device made up of many
distinct electronic components that all function together in order to
accomplish some useful task, such as adding up the numbers in a
spreadsheet or helping you write a letter. Note that this definition
describes a computer as having many distinct parts that work
together. Most computers today are modular. That is, they have
components that can be removed and replaced with another
component of the same function but with different specifications in
order to improve performance. Each component has a specific
function. In this chapter, you will learn about the core components
that make up a typical PC, what their functions are, and how they work
together inside the PC.

-~
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Unless specifically mentioned otherwise, throughout this book the
terms PC and computer are used interchangeably.
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In this chapter, you will learn how to identify system components
common to most personal computers, including the following:

» Motherboards
m Processors
= Memory

= Cooling systems

Identifying Components of Motherboards

The spine of the computer is the motherboard, otherwise known as
the system board or mainboard. This is the printed circuit board
(PCB), which is a conductive series of pathways laminated to a
nonconductive substrate that lines the bottom of the computer and is
often of a uniform color, such as olive, brown, or blue. It is the most
important component in the computer because it connects all of the
other components together. Figure 1.1 shows a typical PC system
board, as seen from above. All other components are attached to this
circuit board. On the system board, you will find the central processing
unit (CPU), underlying circuitry, expansion slots, video components,
random access memory (RAM) slots, and a variety of other chips. We
will be discussing each of these components throughout this book.
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Figure 1.1 A typical system board

System Board Form Factors

System boards are classified by their form factor (design), such as
ATX, micro ATX, and ITX. Exercise care and vigilance when acquiring
a motherboard and case separately. Some cases are less
accommodating than others, and they might not be physically
compatible with the motherboard you choose.

Advanced Technology Extended

Intel developed the Advanced Technology Extended (ATX)
motherboard in the mid-1990s to improve upon the classic AT-style
motherboard architecture that had ruled the PC world for many years.
The ATX motherboard has the processor and memory slots at right
angles to the expansion cards. This arrangement puts the processor



and memory in line with the fan output of the power supply, allowing
the processor to run cooler. And because those components are not in
line with the expansion cards, you can install full-length expansion
cards—adapters that extend the full length of the inside of a standard
computer case—in an ATX motherboard machine. ATX (and its
derivatives) is the primary motherboard in use today. Standard ATX
motherboards measure 12" x 9.6" (305mm x 244mm).

Micro ATX

A form factor that is designed to work in standard ATX cases, as well
as its own smaller cases, is known as micro ATX (also referred to as
HATX). Micro ATX follows the ATX principle of component placement
for enhanced cooling over pre-ATX designs but with a smaller
footprint. Some trade-offs come with this smaller form. For the
compact use of space, you must give up quantity; that is, quantity of
memory slots, motherboard headers, expansion slots, and integrated
components. You also have fewer micro ATX chassis bays, although
the same small-scale motherboard can fit into much larger cases if
your original peripherals are still a requirement.

Be aware that micro ATX systems tend to be designed with power
supplies of lower wattage in order to help keep power consumption
and heat production down. This is generally acceptable with the
standard, reduced micro ATX suite of components. As more off-board
USB ports are added and larger cases are used with additional in-case
peripherals, a larger power supply might be required.

Micro ATX motherboards share their width, mounting hole pattern,
and rear interface pattern with ATX motherboards but are shallower
and square, measuring 9.6" x 9.6" (244mm x 244mm). They were
designed to be able to fit into full-size ATX cases. Figure 1.2 shows a
full-size ATX motherboard next to a micro ATX motherboard.



ATX

Figure 1.2 ATX and micro ATX motherboards

VIA Mini-ITX Form Factor Comparison by VIA Gallery from Hsintien, Taiwan - VIA Mini-
ITX Form Factor Comparison uploaded by Kozuch. Licensed under CC BY 2.0 via
Commons

ITX

The ITX line of motherboard form factors was developed by VIA as a
low-power, small form factor (SFF) board for specialty uses, such as
home-theater systems and embedded components. ITX itself is not an
actual form factor but a family of form factors. The family consists of
the following form factors:

» Mini-ITX—6.7" x 6.7" (170mm x 170mm)

» Nano-ITX—4.7" x 4.7" (120mm x 120mm)
= Pico-ITX—3.9" x 2.8" (100mm x 72mm)

m Mobile-ITX—2.4" x 2.4" (bomm x 60mm)

The mini-ITX motherboard has four mounting holes that line up with



three or four of the holes in the ATX and micro ATX form factors. In
mini-ITX boards, the rear interfaces are placed in the same location as
those on the ATX motherboards. These features make mini-ITX
boards compatible with ATX chassis. This is where the mounting
compatibility ends because despite the PC compatibility of the other
ITX form factors, they are used in embedded systems, such as set-top
boxes, and lack the requisite mounting and interface specifications.
Figure 1.3 shows the three larger forms of ITX motherboard.

Nano-ITX

Mini-ITX

Figure 1.3 ITX motherboards

VIA Mainboards Form Factor Comparison by VIA Gallery from Hsintien, Taiwan - VIA
Mainboards Form Factor Comparison uploaded by Kozuch. Licensed under CC BY 2.0 via
Commons

System Board Components

Now that you understand the basic types of motherboards and their
form factors, it’s time to look at the components found on the
motherboard and their locations relative to each other. Many of the
following components can be found on a typical motherboard:

» Chipsets
= Expansion slots and buses

= Memory slots and external cache



= CPUs and their sockets

= Power connectors

= Onboard disk drive connectors

= Keyboard connectors

= Integrated peripheral ports and headers
= BIOS/firmware

= CMOS battery

= Front-panel connectors

In the following sections, you will learn about some of the most
common components of a motherboard, what they do, and where they
are located on the motherboard. We’'ll show what each component
looks like so that you can identify it on most any motherboard that you
run across. In the case of some components, this chapter provides only
a brief introduction, with more detail to come in later chapters.

Before we can talk about specific components, however, you need to
understand the concepts underlying serial and parallel connectivity,
the two main categories of bus architecture.

Bus Architecture

There has been a quiet revolution taking place in the computer
industry for quite some time now. Unlike in the early days of personal
computing, when parallel communication pathways (made up of
multiple synchronized wires or traces) dominated single-file serial
connections, this revolution has brought a shift toward serial
communications. Once engineers created transmitters and receivers
capable of sustaining data rates many times those of parallel
connections, they found no need to tie these pathways together in a
parallel circuit. The downside of parallel communications is the loss of
circuit length and throughput—how far the signal can travel and the
amount of data moved per unit of time, respectively—due to the
careful synchronization of the separate lines, the speed of which must
be controlled to limit skewing the arrival of the individual signals at
the receiving end.



The only limitation of serial circuits is in the capability of the
transceivers, which tends to grow over time at a refreshing rate due to
technical advancements. Examples of specifications that have
heralded the migration toward the dominance of serial
communications are Serial ATA (SATA), Universal Serial Bus (USB),
IEEE 1394/FireWire, and Peripheral Component Interconnect
Express (PCle).

Parallel computer-system components work on the basis of a bus. A
bus, in this sense, is a common collection of signal pathways over
which related devices communicate within the computer system. Slots
are incorporated at certain points in expansion buses of various
architectures, such as PCI, to allow for the insertion of external
devices, or adapters, usually with no regard as to which adapters are
inserted into which slots; insertion is generally arbitrary. Other types
of buses exist within the system to allow communication between the
CPU and components with which data must be exchanged. Except for
CPU slots and sockets and memory slots, there are no insertion points
in such closed buses because no adapters exist for such an
environment.

The term bus is also used in any parallel or bit-serial wiring
implementation where multiple devices can be attached at the same
time in parallel or in series (daisy-chained). Examples include Small
Computer System Interface (SCSI), USB, and Ethernet.

The various buses throughout a given computer system can be rated
by their bus speeds. The higher the bus speed, the higher the
performance of which the bus is capable. In some cases, various buses
must be synchronized for proper performance, such as the system bus
and any expansion buses that run at the frontside-bus speed. Other
times, one bus will reference another for its own speed. The internal
bus speed of a CPU is derived from the frontside-bus clock, for
instance. The buses presented throughout this chapter are
accompanied by their speeds, where appropriate.

Chipsets

A chipset is a collection of chips or circuits that perform interface and



peripheral functions for the processor. This collection of chips is
usually the circuitry that provides interfaces for memory, expansion
cards, and onboard peripherals, and it generally dictates how a
motherboard will communicate with the installed peripherals.

Chipsets are usually given a name and model number by the original
manufacturer. Typically, the manufacturer and model also tell you that
your particular chipset has a certain set of features (for example, type
of RAM supported, type and brand of onboard video, and so on).

Chipsets can be made up of one or several integrated circuit chips.
Intel-based motherboards, for example, typically use two chips. To
know for sure, you must check the manufacturer’s documentation,
especially because cooling mechanisms frequently obscure today’s
chipset chips, sometimes hindering visual brand and model
identification.

Chipsets can be divided into two major functional groups, called
Northbridge and Southbridge. Let’s take a brief look at these groups
and the functions they perform.

Northbridge

The Northbridge subset of a motherboard’s chipset is the set of
circuitry or chips that performs one very important function:
management of high-speed peripheral communications. The
Northbridge is responsible primarily for communications with
integrated video using PCle, for instance, and processor-to-memory
communications. Therefore, it can be said that much of the true
performance of a PC relies on the specifications of the Northbridge
component and its communications capability with the peripherals it
controls.

=

When we use the term Northbridge, we are referring to a
functional subset of a motherboard’s chipset. There isn’t actually a
Northbridge brand of chipset.
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The communications between the CPU and memory occur over what is
known as the frontside bus (FSB), which is just a set of signal
pathways connecting the CPU and main memory, for instance. The
clock signal that drives the FSB is used to drive communications by
certain other devices, such as PCle slots, making them local-bus
technologies. The backside bus (BSB), if present, is a set of signal
pathways between the CPU and Level 2 or Level 3 (external) cache
memory. The BSB uses the same clock signal that drives the FSB. If no
backside bus exists, cache is placed on the frontside bus with the CPU
and main memory.

The Northbridge is directly connected to the Southbridge (discussed
next). It controls the Southbridge and helps to manage the
communications between the Southbridge and the rest of the
computer.

Southbridge

The Southbridge subset of the chipset is responsible for providing
support to the slower onboard peripherals (PS/2, parallel ports, serial
ports, Serial and Parallel ATA, and so on), managing their
communications with the rest of the computer and the resources given
to them. These components do not need to keep up with the external
clock of the CPU and do not represent a bottleneck in the overall
performance of the system. Any component that would impose such a
restriction on the system should eventually be developed for FSB
attachment.

In other words, if you're considering any component other than the
CPU, memory and cache, or PCle slots, the Southbridge is in charge.
Most motherboards today have integrated PS/2, USB, LAN, analog
and digital audio, and FireWire ports for the Southbridge to manage,
for example, all of which are discussed in more detail later in this
chapter or in Chapter 3, “Peripherals and Expansion.” The
Southbridge is also responsible for managing communications with
the slower expansion buses, such as PCI, and legacy buses.

Figure 1.4 is a photo of the chipset of a motherboard, with the heat
sink of the Northbridge at the top left, connected to the heat-spreading



cover of the Southbrldge at the bottom r1ght
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Figure 1.4 A modern computer chipset

Figure 1.5 shows a schematic of a typical motherboard chipset (both
Northbridge and Southbridge) and the components with which they
interface. Notice which components interface with which parts of the
chipset.
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Figure 1.5 A schematic of a typical motherboard chipset

Expansion Slots

The most visible parts of any motherboard are the expansion slots.
These are small plastic slots, usually from 1 to 6 inches long and
approximately 1/2-inch wide. As their name suggests, these slots are
used to install various devices in the computer to expand its
capabilities. Some expansion devices that might be installed in these
slots include video, network, sound, and disk interface cards.

If you look at the motherboard in your computer, you will more than
likely see one of the main types of expansion slots used in computers

today:
» PCI
m PCle



= PCI-X

Each type differs in appearance and function. In the following
sections, we will cover how to visually identify the different expansion
slots on the motherboard. Personal Computer Memory Card
International Association (PCMCIA) buses, such as PC Card, CardBus,
Mini PCI, ExpressCard, and PCIe Mini, are more related to laptops
than to desktop computers, and they are covered in Chapter 9,
“Understanding Laptops.”

PCI Expansion Slots

The motherboards of many computers in use today contain 32-bit
Peripheral Component Interconnect (PCI) slots. They are easily
recognizable because they are only around 3-inches long and
classically white, although modern boards take liberties with the color.
PCI slots became extremely popular with the advent of Pentium-class
processors. Although popularity has shifted from PCI to PClIe, the PCI
slot’s service to the industry cannot be ignored; it has been an
incredibly prolific architecture for many years.

PCI expansion buses operate at 33MHz or 66 MHz (version 2.1) over a
32-bit (4-byte) channel, resulting in data rates of 133MBps and
266MBps, respectively, with 133MBps being the most common, server
architectures excluded. PCI is a shared-bus topology, however, so
mixing 33 MHz and 66 MHz adapters in a 66 MHz system will slow all
adapters to 33MHz. Older servers might have featured 64-bit PCI slots
as well, since version 1.0, which double the 32-bit data rates. See the
sidebar in this chapter titled “Arriving at the Exact Answer” for help
with understanding the math involved in frequencies and bit rates.

PCI slots and adapters are manufactured in 3.3V and 5V versions.
Universal adapters are keyed to fit in slots based on either of the two
voltages. The notch in the card edge of the common 5V slots and
adapters is oriented toward the front of the motherboard, and the
notch in the 3.3V adapters toward the rear. Figure 1.6 shows several
PCI expansion slots. Note the 5V 32-bit slot in the foreground and the
3.3V 64-bit slots. Also notice that a universal 32-bit card, which has
notches in both positions, is inserted into and operates fine in the 64-



bit 3.3V slot in the background.
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Figure 1.6 PCI expansion slots

( )

Arriving at the Exact Answer

To get the math exactly right when dealing with frequencies and
data rates ending in 33 and 66, you have to realize that every 33
has an associated one-third (1/3), and every 66 has an associated
two-thirds (2/3). The extra quantities are left off of the final result
but must be added back on to get the math exactly right. The good
news is that omitting these small values from the equation still gets
you close, and a bit of experience with the numbers leads to being
able to make the connection on the fly.

\ J

PCI-X Expansion Slots

Visually indistinguishable from 64-bit PCI, because it uses the same
slots, PCI-Extended (PCI-X) takes the 66 MHz maximum frequency of
PCI to new heights. Version 1.0 of the specification provided a 66 MHz
(533MBps) implementation as well as the most commonly deployed
PCI-X offering, 133MHz (1066MBps). Version 2.0 introduced the
current—and likely final—maximum, 533MHz. With an 8-byte (64-bit)
bus, this translates to maximum throughput of 4266MBps, roughly
4.3GBps. Additionally, PCI-X version 2.0 supports a 266MHz
(2133MBps) bus. Because PCI-X slots are physically compatible with



PCI adapters, and because all PCI-X slots support the 66 MHz
minimum clock rate, PCI-X slots are compatible with 66 MHz PCI
adapters.

PCI-X is targeted at server platforms with its speed and support for
hot-plugging, but it is still no match for the speeds available with PCle,
which all but obviates PCI-X today and made PCI-X version 2.0
obsolete not long after its release. PCI-X also suffers from the same
shared-bus topology as PCI, resulting in all adapters falling back to the
frequency of the slowest inserted adapter.

PCle Expansion Slots

The latest expansion slot architecture that is being used by
motherboards is PCI Express (PCle). It was designed to be a
replacement for AGP, or accelerated graphics port, and PCI. PCIe has
the advantage of being faster than AGP while maintaining the
flexibility of PCI. PCle has no plug compatibility with either AGP or
PCI. As a result, modern PCIe motherboards can be found with regular
PCI slots for backward compatibility, but AGP slots have not been
included for many years.

PCle is casually referred to as a bus architecture to simplify its
comparison with other bus technologies. True expansion buses share
total bandwidth among all slots, each of which taps into different
points along the common bus lines. In contrast, PCle uses a switching
component with point-to-point connections to slots, giving each
component full use of the corresponding bandwidth and producing
more of a star topology versus a bus. Furthermore, unlike other
expansion buses, which have parallel architectures, PCle is a serial
technology, striping data packets across multiple serial paths to
achieve higher data rates.

PCle uses the concept of lanes, which are the switched point-to-point
signal paths between any two PCle components. Each lane that the
switch interconnects between any two intercommunicating devices
comprises a separate pair of wires for both directions of traffic. Each
PCle pairing between cards requires a negotiation for the highest
mutually supported number of lanes. The single lane or combined



collection of lanes that the switch interconnects between devices is
referred to as a link.

There are seven different link widths supported by PCle, designated x1
(pronounced “by 17), x2, x4, X8, x12, X16, and x32, with x1, x4, and x16
being the most common. The x8 link width is less common than these
but more common than the others. A slot that supports a particular
link width is of a physical size related to that width because the width
is based on the number of lanes supported, requiring a related number
of wires. As a result, a x8 slot is longer than a x1 slot but shorter than a
x16 slot. Every PCle slot has a 22-pin portion in common toward the
rear of the motherboard, which you can see in Figure 1.7, in which the
rear of the motherboard is to the left. These 22 pins comprise mostly
voltage and ground leads.

Bt L O T T (T LR e

I'LH. Klb_ 1’1,
i. \‘I
-

j:_'i'l.il 5,67 3

Figure 1.7 PCle expansion slots



There are four major versions of PCle currently specified: 1.x, 2.x, 3.0,
and 4.0. For the four versions, a single lane, and hence a x1 slot,
operates in each direction (or transmits and receives from either
communicating device’s perspective), at a data rate of 250MBps
(almost twice the rate of the most common PCI slot), 500MBps,
approximately 1GBps, and roughly 2GBps, respectively.

An associated bidirectional link has a nominal throughput of double
these rates. Use the doubled rate when comparing PClIe to other
expansion buses because those other rates are for bidirectional
communication. This means that the 500MBps bidirectional link of a
x1 slot in the first version of PCle was comparable to PCI’s best, a 64-
bit slot running at 66 MHz and producing a throughput of 533MBps.

Combining lanes results in a linear multiplication of these rates. For
example, a PCle 1.1 x16 slot is capable of 4GBps of throughput in each
direction, 16 times the 250MBps x1 rate. Bidirectionally, this fairly
common slot produces a throughput of 8GBps. Later PCle
specifications increase this throughput even more.

-

Up-plugging is defined in the PCle specification as the ability to
use a higher-capability slot for a lesser adapter. In other words,
you can use a shorter (fewer-lane) card in a longer slot. For
example, you can insert a X8 card into a x16 slot. The x8 card won’t
completely fill the slot, but it will work at x8 speeds if up-plugging
is supported by the motherboard. Otherwise, the specification
requires up-plugged devices to operate at only the x1 rate. This is
something you should be aware of and investigate in advance.
Down-plugging is possible only on open-ended slots, although not
specifically allowed in the official specification. Even if you find or
make (by cutting a groove in the end) an open-ended slot that
accepts a longer card edge, the inserted adapter cannot operate
faster than the slot’s maximum rated capability because the
required physical wiring to the PCle switch in the Northbridge is
not present.




Because of its high data rate, PCle is the current choice of gaming
aficionados. Additionally, technologies similar to NVIDIA’s Scalable
Link Interface (SLI) allow such users to combine preferably identical
graphics adapters in appropriately spaced PCle x16 slots with a
hardware bridge to form a single virtual graphics adapter. The job of
the bridge is to provide non-chipset communication among the
adapters. The bridge is not a requirement for SLI to work, but
performance suffers without it. SLI-ready motherboards allow two,
three, or four PCle graphics adapters to pool their graphics processing
units (GPUs) and memory to feed graphics output to a single monitor
attached to the adapter acting as SLI master. SLI implementation
results in increased graphics performance over single-PCle and non-
PClIe implementations.

Refer back to Figure 1.7, which is a photo of an SLI-ready motherboard
with three PCle x16 slots (every other slot, starting with the top one),
one PCle x1 slot (second slot from the top), and two PCI slots (first and
third slots from the bottom). Notice the latch and tab that secures the
x16 adapters in place by their hooks. Any movement of these high-
performance devices can result in temporary failure or poor
performance.

Memory Slots and Cache

Memory or random access memory (RAM) slots are the next most
notable slots on a motherboard. These slots are designed for the
modules that hold memory chips that make up primary memory,
which is used to store currently used data and instructions for the
CPU. Many and varied types of memory are available for PCs today. In
this chapter, you will become familiar with the appearance and
specifications of the slots on the motherboard so that you can identify
them.

For the most part, PCs today use memory chips arranged on a small
circuit board. A dual inline memory module (DIMM) is one type of
circuit board. Today’s DIMMs differ in the number of conductors, or
pins, that each particular physical form factor uses. Some common
examples include 168-, 184-, and 240-pin configurations. In addition,
laptop memory comes in smaller form factors known as small outline



DIMMs (SODIMMs) and MicroDIMMs. The single inline memory
module (SIMM) is an older memory form factor that began the trend
of placing memory chips on modules. More detail on memory
packaging and the technologies that use them can be found later in
this chapter in the section “Identifying Purposes and Characteristics of
Memory.” Figure 1.8 shows the form factors for some once-popular
memory modules. Notice how they basically look the same, but that
the module sizes and keying notches are different.

144-pin SODIMM (2.625" x 17) 72-pin SODIMM (2.375" X 17)
Figure 1.8 Different memory module form factors

Memory slots are easy to identify on a motherboard. Classic DIMM
slots were usually black and, like all memory slots, were placed very
close together. DIMM slots with color-coding are more common these
days, however. The color-coding of the slots acts as a guide to the
installer of the memory. See the section “Single-, Dual-, and Triple-
Channel Memory” later in this chapter for more on the purpose of this
color-coding. Consult the motherboard’s documentation to determine
the specific modules allowed as well as their required orientation. The
number of memory slots varies from motherboard to motherboard,

but the structure of the different slots is similar. Metal pins in the
bottom make contact with the metallic pins on each memory module.



Small metal or plastic tabs on each side of the slot keep the memory
module securely in its slot.

Table 1.1 identifies the types of memory slots that can be seen in
various images throughout this chapter. All slots listed have the
characteristic release-tabs at each end in common. The ATX
motherboard in Figure 1.2 and the motherboard in Figure 1.4 exhibit
dual-channel indicators, by way of dual-colored slots. Figure 1.9 shows
only the memory slots from the ATX motherboard in Figure 1.2 as a
reference.

Table 1.1 List of memory slots in Chapter 1 images

Image number Type of memory slot
Figure 1.1 168-pin SDR SDRAM
Figure 1.2 184-pin DDR SDRAM
Figure 1.3 (mini-ITX) 184-pin DDR SDRAM

Figure 1.4 (partial visibility) 240-pin DDR2 SDRAM
Figure 1.12 (partial visibility) 168-pin SDR SDRAM
Figure 1.22 168-pin SDR SDRAM

Figure 1.9 DDR memory slots

Sometimes, the amount of primary memory installed is inadequate to
service additional requests for memory resources from newly launched
applications. When this condition occurs, the user may receive an “out



of memory” error message and an application may fail to launch. One
solution for this is to use the hard drive as additional RAM. This space
on the hard drive is known as a swap file or a paging file. The
technology in general is known as virtual memory. The swap file,
PAGEFILE.SYS in modern Microsoft operating systems, is an optimized
space that can deliver information to RAM at the request of the
memory controller faster than if it came from the general storage pool
of the drive. Note that virtual memory cannot be used directly from
the hard drive; it must be paged into RAM as the oldest contents of
RAM are paged out to the hard drive to make room. The memory
controller, by the way, is the chip that manages access to RAM as well
as adapters that have had a few hardware memory addresses reserved
for their communication with the processor.

Nevertheless, relying too much on virtual memory (check your page
fault statistics in the Reliability and Performance Monitor) results in
the entire system slowing down noticeably. An inexpensive and highly
effective solution is to add physical memory to the system, thus
reducing its reliance on virtual memory. More information on virtual
memory and its configuration can be found in Chapter 13, “Operating
System Basics.”

When it’s not the amount of RAM in a system that you need to
enhance but its speed, engineers can add cache memory between the
CPU and RAM. Cache is a very fast form of memory forged from static
RAM, which is discussed in detail in the section “Identifying Purposes
and Characteristics of Memory” later in this chapter. Cache improves
system performance by predicting what the CPU will ask for next and
prefetching this information before being asked. This paradigm allows
the cache to be smaller in size than the RAM itself. Only the most
recently used data and code or that which is expected to be used next
is stored in cache. Cache on the motherboard is known as external
cache because it is external to the processor; it’s also referred to as
Level 2 cache (L2 cache). Level 1 cache (L1 cache), by comparison, is
internal cache because it is built into the processor’s silicon wafer, or
die. The word core is often used interchangeably with the word die.

It is now common for chipmakers to use extra space in the processor’s
packaging to bring the L2 cache from the motherboard closer to the



CPU. When L2 cache is present in the processor’s packaging, but not
on-die, the cache on the motherboard is referred to as Level 3 cache
(L3 cache). Unfortunately, due to the de facto naming of cache levels,
the term L2 cache alone is not a definitive description of where the
cache is located. The terms L1 cache and L3 cache do not vary in their
meaning, however.

The typical increasing order of capacity and distance from the
processor die is L1 cache, L2 cache, L3 cache, RAM, and HDD/SSD
(hard disk drive and solid-state drive—more on these in Chapter 2,
“Storage Devices and Power Supplies”). This is also the typical
decreasing order of speed. The following list includes representative
capacities of these memory types. The cache capacities are for each
core of the original Intel Core i7 processor. The other capacities are
simply modern examples.

= L1 cache—64KB (32KB each for data and instructions)
= L2 cache—256KB

= L3 cache—4MB-12MB

m RAM—4-16GB

= HDD/SSD—100s-1000s of GB

Central Processing Unit and Processor Socket

The “brain” of any computer is the central processing unit (CPU).
There’s no computer without a CPU. There are many different types of
processors for computers—so many, in fact, that you will learn about
them later in this chapter in the section “Identifying Purposes and
Characteristics of Processors.”

Typically, in today’s computers, the processor is the easiest component
to identify on the motherboard. It is usually the component that has
either a fan or a heat sink (usually both) attached to it (as shown in
Figure 1.10). These devices are used to draw away and disperse the
heat that a processor generates. This is done because heat is the enemy
of microelectronics. Theoretically, a Pentium (or higher) processor
generates enough heat that, without the heat sink, it would
permanently damage itself and the motherboard in a matter of hours



or even minutes.

Figure 1.10 Two heat sinks, one with a fan

CPU sockets are almost as varied as the processors that they hold.
Sockets are basically flat and have several columns and rows of holes
or pins arranged in a square, as shown in Figure 1.11. The top socket is
known as Socket A or Socket 462, made for earlier AMD processors
such as the Athlon, and has holes to receive the pins on the CPU. This
is known as a pin grid array (PGA) arrangement for a CPU socket.
The holes and pins are in a row/column orientation, an array of pins.
The bottom socket is known as Socket T or Socket LGA 775, and there
are spring-loaded pins in the socket and a grid of lands on the CPU.
The land grid array (LGA) is a newer technology that places the
delicate pins (yet more sturdy than those on chips) on the cheaper
motherboard instead of on the more expensive CPU, opposite to the
way that the aging PGA does. The device with the pins has to be
replaced if the pins become too damaged to function. The PGA and
LGA are mentioned again later in this chapter in the section
“Identifying Purposes and Characteristics of Processors.”



Figure 1.11 CPU socket examples

Modern CPU sockets have a mechanism in place that reduces the need
to apply considerable force to the CPU to install a processor, which
was necessary in the early days of personal computing. Given the extra
surface area on today’s processors, excessive pressure applied in the
wrong manner could damage the CPU packaging, its pins, or the
motherboard itself. For CPUs based on the PGA concept, zero
insertion force (ZIF) sockets are exceedingly popular. ZIF sockets use
a plastic or metal lever on one of the two lateral edges to lock or
release the mechanism that secures the CPU’s pins in the socket. The
CPU rides on the mobile top portion of the socket, and the socket’s
contacts that mate with the CPU’s pins are in the fixed bottom portion
of the socket. The image of Socket 462 shown in Figure 1.11 illustrates
the ZIF locking mechanism at the edge of the socket along the bottom
of the photo.



For processors based on the LGA concept, a socket with a different
locking mechanism is used. Because there are no receptacles in either
the motherboard or the CPU, there is no opportunity for a locking
mechanism that holds the component with the pins in place. LGA-
compatible sockets, as they’re called despite the misnomer, have a lid
that closes over the CPU and is locked in place by an L-shaped arm
that borders two of the socket’s edges. The nonlocking leg of the arm
has a bend in the middle that latches the lid closed when the other leg
of the arm is secured. The bottom image in Figure 1.11 shows an LGA
socket with no CPU installed and the locking arm secured over the lid’s
tab (right-edge in the photo).

Table 1.2 lists some common socket/CPU relationships.
Table 1.2 Socket types and the processors they support

Socket Processors
LGA  Intel only: Pentium 4, Pentium 4 Extreme Edition (single

775 core), Pentium D, Celeron D, Pentium Extreme Edition (dual
(Socket core), Core 2 Duo, Core 2 Extreme, Core 2 Quad, Xeon,
T) Celeron (4xx, Exxxx series).

LGA  Intel only: Celeron (Gixxx series), Core i3, Core i5, Core iy
1156 (8xx series), Pentium (G6xxx series), Xeon (34xx series).
(Socket

H)

LGA Intel only: Replacement for LGA 1156 to support CPUs based
1155 on the Sandy Bridge (such as Celeron G4xx and G5xx) and
(Socket eventual Ivy Bridge architectures.

H2)

LGA  Replacement for LGA 1155 to support the Haswell and
1150  Broadwell processors, which rely on x8x and x9x desktop
(Socket chipsets and C22x single-Xeon server chipsets.

H3)

LGA  Intel only: Core i7 (9xx series), Xeon (35xX, 36XX, 55XX, 56XX
1366  series), Intel Celeron P1053.

(Socket

B)



LGA  Replacement for LGA 1366.

(28011k . = Original LGA 2011-0 socket is used for Sandy Bridge-E
R)OC € (desktop Core i7-38xx, -39xx) and -EP (Xeon E5) as well

as Ivy Bridge-E (desktop Core i7-48xx and -49xx) and -
EP processors (Xeon E5 v2).

= LGA 2011-1 is used for Ivy Bridge-EX (Xeon E7 v2) CPUs.

= LGA 2011-v3 socket is used for Haswell-E (desktop, X99
chipset) and Haswell-EP (Xeon E5 v3) CPUs, supporting
DDR4 memory.

» The three sockets are not electrically compatible.

Socket AMD only: DDR3 capable CPUs only (thus not compatible
AM3  with AM2+ CPUs), such as Phenom II, Athlon II, Sempron,
Opteron 138x, and has the potential to accept AM3+ CPUs.

Socket AMD only: Specified for CPUs based on the Bulldozer
AM3+ microarchitecture and designed to accept AM3 CPUs.

Socket AMD only: Designed to accept AMD Fusion Accelerated
FM1 Processing Units (APUs), for desktops, which incorporate
CPUs and GPUs, such as early A Series APUs.

Socket AMD only: A 904-pin desktop socket for Trinity and
FM2  Richland APUs.

Socket AMD only: A 906-pin desktop socket for Steamroller-based
FM2+ APUs Kaveri and Godavari. Accepts chips that fit socket FM2
as well, but the converse is not also true.

Power Connectors

In addition to these sockets and slots on the motherboard, a special
connector (the 20-pin white block connector shown in Figure 1.12)
allows the motherboard to be connected to the power supply to receive
power. This connector is where the ATX power connector (mentioned
in Chapter 2 in the section “Identifying Purposes and Characteristics
of Power Supplies”) plugs in.



Figure 1.12 An ATX power connector on a motherboard

Firmware

Firmware is the name given to any software that is encoded in
hardware, usually a read-only memory (ROM) chip, and it can be run
without extra instructions from the operating system. Most
computers, large printers, and devices with no operating system use
firmware in some sense. The best example of firmware is a computer’s
basic input/output system (BIOS) routine, which is burned into a chip.
Also, some expansion cards, such as SCSI cards and graphics adapters,
use their own firmware utilities for setting up peripherals.

BIOS and POST

One of the most important chips on the motherboard is the basic
input/output system (BIOS) chip, also referred to as the ROM BIOS
chip. This special memory chip contains the BIOS system software



that boots the system and allows the operating system to interact with
certain hardware in the computer in lieu of requiring a more complex
device driver to do so. The BIOS chip is easily identified: If you have a
brand-name computer, this chip might have on it the name of the
manufacturer and usually the word BIOS. For clones, the chip usually
has a sticker or printing on it from one of the major BIOS
manufacturers (AMI, Phoenix/Award, Winbond, and so on). On later
motherboards, the BIOS might be difficult to identify or it might even
be integrated into the Southbridge, but the functionality remains
regardless of how it’s implemented.

The successor to the BIOS is the Unified Extensible Firmware
Interface (UEFI). The extensible features of the UEFI allow for the
support of a vast array of systems and platforms by allowing the UEFI
access to system resources for storage of additional modules that can
be added at any time. In the following section, you’ll see how a security
feature known as Secure Boot would not be possible with the classic
BIOS. It is the extensibility of the UEFI that makes such technology
feasible.

BIOS

Figure 1.13 gives you an idea of what a modern BIOS might look like.
Despite the 1998 copyright on the label, which refers only to the oldest
code present on the chip, this particular chip can be found on
motherboards produced as late as 2009. Notice also the Reset CMOS
jumper at lower left and its configuration silkscreen at upper left. You
might use this jumper to clear the CMOS memory, discussed shortly,
when an unknown password, for example, is keeping you out of the
BIOS configuration utility. The jumper in the photo is in the clear
position, not the normal operating position. System boot-up is
typically not possible in this state.
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Figure 1.13 A BIOS chip on a motherboard

Most BIOS setup utilities have more to offer than a simple interface for
making selections and saving the results. As always, you can enter the
utility to check to see if the clock appears to be losing time, possibly
due to a dying battery. (See Figure 1.14.) Today, these utilities also
offer diagnostic routines that you can use to have the BIOS analyze the
state and quality of the same components that it inspects during boot-
up, but at a much deeper level. Consider the scenario where a
computer is making noise and overheating. You can use the BIOS
configuration utility to access built-in diagnostics to check the
rotational speed of the motherboard fans. If the fans are running
slower than expected, the noise could be related to the bearings of one
or more fans, causing them to lose speed and, thus, cooling capacity.
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Figure 1.14 A CR2032 CMOS battery

There is often also a page within the utility that gives you access to
such bits of information as current live readings of the temperature of
the CPU and the ambient temperature of the interior of the system
unit. On such a page, you can set the temperature at which the BIOS
sounds a warning tone and the temperature at which the BIOS shuts
the system down to protect it. You can also monitor the instantaneous
fan speeds, bus speeds, and voltage levels of the CPU and other vital
landmarks to make sure that they are all within acceptable ranges. You
might also be able to set a lower fan speed threshold at which the
system warns you. In many cases, some of these levels can be altered
to achieve such phenomena as overclocking, which is using the BIOS
to set the system clock higher than what the CPU is rated for, or
undervolting, which is lowering the voltage of the CPU and RAM,
which reduces power consumption and heat production.



Some BIOS firmware can monitor the status of a contact on the
motherboard for intrusion detection. If the feature in the BIOS is
enabled and the sensor on the chassis is connected to the contact on
the motherboard, the removal of the cover will be detected and logged
by the BIOS. This can occur even if the system is off, thanks to the
CMOS battery. At the next boot-up, the BIOS will notify you of the
intrusion. No notification occurs over subsequent boots unless
additional intrusion is detected.

The BIOS has always played a role in system security. Since the early
days of the personal computer, the BIOS allowed the setting of two
passwords—the user password and the supervisor, or access,
password. The user password is required to leave the initial power-on
screens and begin the process of booting an operating system. The
supervisor password is required before entering the BIOS
configuration utility. It is always a good idea to set the supervisor
password, but the user password should not be set on public systems
that need to boot on their own in case of an unforeseen power-cycle.

In later years, the role of the BIOS in system security grew
substantially. Somehow, security needed to be extended to a point
before the operating system was ready to take it over. The BIOS was a
perfect candidate to supervise security and integrity in a platform-
independent way. Coupled with the Trusted Platform Module (TPM),
a dedicated security coprocessor, or cryptoprocessor, the BIOS can be
configured to boot the system only after authenticating the boot
device. This authentication confirms that the hardware being booted
to has been tied to the system containing the BIOS and TPM, a process
known as sealing. Sealing the devices to the system also prohibits the
devices from being used after removing them from the system. For
further security, the keys created can be combined with a PIN or
password that unlocks their use or with a USB flash drive that must be
inserted before booting.

Microsoft’s BitLocker uses the TPM to encrypt the entire drive.
Normally, only user data can be encrypted, but BitLocker encrypts
operating-system files, the Registry, the hibernation file, and so on, in
addition to those files and folders that file-level encryption secures. If
any changes have occurred to the Windows installation, the TPM does



not release the keys required to decrypt and boot to the secured
volume.

When a certain level of UEFI is used, the system firmware can also
check digital signatures for each boot file it uses to confirm that it is
the approved version and has not been tampered with. This
technology is known as Secure Boot. The boot files checked include
option ROMs (defined in the following section), the boot loader, and
other operating-system boot files. Only if the signatures are valid will
the firmware load and execute the associated software.

The problem can now arise that a particular operating system might
not be supported by the database of known-good signatures stored in
the firmware. In such a situation, the system manufacturer can supply
an extension that the UEFI can use to support that operating system,
not a task possible with traditional BIOS-based firmware.

POST

A major function of the BIOS is to perform a process known as a
power-on self-test (POST). POST is a series of system checks
performed by the system BIOS and other high-end components, such
as the SCSI BIOS and the video BIOS, known collectively as option
ROMs. Among other things, the POST routine verifies the integrity of
the BIOS itself. It also verifies and confirms the size of primary
memory. During POST, the BIOS also analyzes and catalogs other
forms of hardware, such as buses and boot devices, as well as
managing the passing of control to the specialized BIOS routines
mentioned earlier. The BIOS is responsible for offering the user a key
sequence to enter the configuration routine as POST is beginning.
Finally, once POST has completed successfully, the BIOS selects the
boot device highest in the configured boot order and executes the
master boot record (MBR) or similar construct on that device so that
the MBR can call its associated operating system’s boot loader and
continue booting up.

The POST process can end with a beep code or displayed code that
indicates the issue discovered. Each BIOS publisher has its own series
of codes that can be generated. Figure 1.15 shows a simplified POST



display during the initial boot sequence of a computer.

AMIBIOS(C)Z2001 American Megatrends, Inc.
BIOS Date: 02,22-06 20:54:49 Ver: 08.00.02

Press DEL to run Setup
Checking NURAN..

1Z28MB OK

Auto-Detecting Pri Channel (0)...IDE Hard Disk
Auto-Detecting Pri Chamnel (1)...IDE Hard Disk
Auto-Detecting Sec Channel (0)...CDROM
Auto-Detecting Sec Channel (1)...

Figure 1.15 An example of a BIOS boot screen
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Flashing the System BIOS

If ever you find that a hardware upgrade to your system is not
recognized, even after the latest and correct drivers have been
installed, perhaps a BIOS upgrade, also known as flashing the
BIOS, is in order. Only certain hardware benefits from a BIOS
upgrade, such as drives and a change of CPU or RAM types. Very
often, this hardware is recognized immediately by the BIOS and
has no associated driver that you must install. So, if your system
doesn’t recognize the new device, and there’s no driver to install,
the BIOS is a logical target.

Let’s be clear about the fact that we are not talking about entering
the BIOS setup utility and making changes to settings and
subsequently saving your changes before exiting and rebooting.
What we are referring to here is a replacement of the burned-in
code within the BIOS itself. You might even notice after the
upgrade that the BIOS setup utility looks different or has different
pages and entries than before.

On older systems and certain newer ones, a loss of power during




the upgrade results in catastrophe. The system becomes inoperable
until you replace the BIOS chip, if possible, or the motherboard
itself. Most new systems, however, have a fail-safe or two. This
could be a portion of the BIOS that does not get flashed and has
just enough code to boot the system and access the upgrade image.
It could be a passive section to which the upgrade is installed and
switched to only if the upgrade is successful. Sometimes this is
controlled onscreen. At other times, there may be a mechanism,
such as a jumper, involved in the recovery of the BIOS after a
power event occurs. The safest bet is to make sure that your laptop
has plenty of battery power and is connected to AC power or your
desktop is connected to an uninterruptible power supply (UPS).

In all cases, regardless of the BIOS maker, you should not consult
BIOS companies—AMI, Award, Phoenix, and so forth. Instead, go
back to the motherboard or system manufacturer; check its
website, for example. The motherboard or system manufacturer
vendors have personalized their BIOS code after licensing it from
the BIOS publisher. The vendor will give you access to the latest
code as well as the appropriate flashing utility for its
implementation.

A J/

CMOS and CMOS Battery

Your PC has to keep certain settings when it’s turned off and its power
cord is unplugged:

= Date

= Time

= Hard drive/optical drive configuration

= Memory

m CPU settings, such as overclocking

= Integrated ports (settings as well as enable/disable)
= Boot sequence

= Power management



= Virtualization support
= Security (passwords, Trusted Platform Module settings, LoJack)

You added a new graphics adapter to your desktop computer, but the
built-in display port continues to remain active, prohibiting the new
interface from working. The solution here might be to alter your BIOS
configuration to disable the internal graphics adapter, so that the new
one will take over. Similar reconfiguration of your BIOS settings might
be necessary when overclocking—or changing the system clock speed
—is desired, or when you want to set BIOS-based passwords or
establish TPM-based whole-drive encryption, as with Microsoft’s
BitLocker (see Chapter 19, “Security”). While not so much utilized
today, the system date and time can be altered in the BIOS
configuration utility of your system; once, in the early days of personal
computing, the date and time actually might have needed to be
changed this way.

Your PC keeps these settings in a special memory chip called the
complementary metal oxide semiconductor (CMOS) memory chip.
Actually, CMOS (usually pronounced see-moss) is a manufacturing
technology for integrated circuits. The first commonly used chip made
from CMOS technology was a type of memory chip, the memory for
the BIOS. As a result, the term CMOS stuck and is the accepted name
for this memory chip.

The BIOS starts with its own default information and then reads
information from the CMOS, such as which hard drive types are
configured for this computer to use, which drive(s) it should search for
boot sectors, and so on. Any overlapping information read from the
CMOS overrides the default information from the BIOS. A lack of
corresponding information in the CMOS does not delete information
that the BIOS knows natively. This process is a merge, not a write-
over. CMOS memory is usually not upgradable in terms of its capacity
and might be integrated into the BIOS chip or the Southbridge.

To keep its settings, integrated circuit-based memory must have power
constantly. When you shut off a computer, anything that is left in this
type of memory is lost forever. The CMOS manufacturing technology
produces chips with very low power requirements. As a result, today’s



electronic circuitry is more susceptible to damage from electrostatic
discharge (ESD). Another ramification is that it doesn’t take much of a
power source to keep CMOS chips from losing their contents.

To prevent CMOS from losing its rather important information,
motherboard manufacturers include a small battery called the CMOS
battery to power the CMOS memory. The batteries come in different
shapes and sizes, but they all perform the same function. Most CMOS
batteries look like large watch batteries or small cylindrical batteries.
Today’s CMOS batteries are most often of a long-life, nonrechargeable
lithium chemistry.

-
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When Absolute Software licensed the name LoJack, which was
originally used as the name of a locating service for motor vehicles,
the company replaced it as the name of its CompuTrace product,
which allowed computing devices to be electronically tracked and
controlled through a technology referred to as persistence. It’s the
ability to control devices that concerns many industry
professionals. Because many laptop vendors incorporate the
LoJack code and persistence into their BIOS firmware, there is a
concern that attackers can redirect the service to rogue servers that
can then gain control of legions of corporate systems. Furthermore,
not all vendors incorporate the ability to disable this feature.

Y, 4

Front- and Top-Panel Connectors

From the time of the very first personal computer, there has been a
minimum expectation as to the buttons and LEDs that should appear
on the front of the case. In today’s cases, buttons and LEDs have been
added and placed on the top of the case or on a beveled edge between
the top and the front. They have also been left on the front or have
been used in a combination of these locations.

Users expect a power button to use to turn the computer on (these
were on the side or back of very early PCs). The soft power feature
available through the front power button, which is no more than a



relay, allows access to multiple effects through the contact on the
motherboard, based on how long the button is pressed. These effects
can be changed through the BIOS or operating system. Users also
expect a power light, often a green LED, to assure them that the
button did its job. As time progressed, users were introduced to new
things on the front panel of their computers. Each of these
components depends on connectivity to the motherboard for its
functionality. As a result, most motherboards have these standardized
connections in common. The following list includes the majority of
these landmarks (including the power button and power light, which
were just discussed):

» Power button

Power light
Reset button

Drive activity lights
= Audio jacks
m» USB ports

So common are the various interfaces and indicators found on the
front panel of today’s computer chassis that the industry has
standardized on a small number of connectors, making attachment to
motherboards much simpler. Figure 1.16 shows a typical motherboard
header. Consult the motherboard’s documentation for a particular
model’s pin assignments.
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Figure 1.16 The front-panel motherboard header

Reset Button

The reset button appeared as a way to reboot the computer from a cold
startup point without removing power from the components. Keeping
the machine powered tends to prolong the life of the electronics
affected by power cycling. Pressing the reset button also gets around
software lockups because the connection to the motherboard allows
the system to restart from the hardware level. One disadvantage to
power cycling is that certain circuits, such as memory chips, might
need time to drain their charge for the reboot to be completely
successful. This is why there is always a way to turn the computer off
as well.

Drive Activity Light



In the early days of personal computing, the hard disk drive’s LED had
to be driven by the drive itself. Before long, the motherboard was
equipped with drive headers, so adding pins to drive the drive activity
light was no issue. These days, all motherboards supply this
connectivity. The benefit of having one LED for all internal drives is
that all the drives are represented on the front panel when only one
LED is provided. The disadvantage might be that you cannot tell which
drive is currently active. This tends to be a minor concern because you
often know which drive you’ve accessed. If you haven’t intentionally
accessed any drive, it’s likely the drive that holds the operating system
or virtual-memory swap file is being accessed by the system itself. In
contrast, external drives with removable media, such as optical drives,
supply their own activity light on their faceplate.

Audio Jacks

Early generations of optical drives had to have a special cable attached
to the rear of the drive. The cable was then attached to the sound card
if audio CDs were to be heard through the speakers attached to the
sound card. Sound emanating from a CD-ROM running an
application, such as a game, did not have to take the same route and
could travel through the same path from the drive as general data. The
first enhancement to this arrangement came in the form of a front
3.5mm jack on the drive’s faceplate that was intended for headphones
but could also have speakers connected to it. The audio that normally
ran across the special cable was rerouted to the front jack when
something was plugged into it.

Many of today’s motherboards have 10-position pin headers designed
to connect to standardized front-panel audio modules. Some of these
modules have legacy AC’97 analog ports on them while others have
high-definition (HD) audio connections. Motherboards that
accommodate both have a BIOS setting that allows you to choose
which header you want to activate, with the HD setting most often
being the default.

USB Ports

So many temporarily attached devices feature USB connectivity, such



as USB keys (flash drives) and cameras, that front-panel connectivity
is a must. Finding your way to the back of the system unit for a brief
connection is hardly worth the effort in some cases. For many years,
motherboards have supplied one or more 10-position headers for
internal connectivity of front-panel USB ports. Because this header
size is popular for many applications, only 9 positions tend to have
pins protruding, while the 10th position acts as a key, showing up in
different spots for each application to discourage the connection of the
wrong cable. Figure 1.17 shows USB headers on a motherboard. The
labels “USB56” and “USB78” indicate that one block serves ports 5 and
6 while the other serves ports 7 and 8, all of which are arbitrary, based
on the manufacturer’s numbering convention.

Figure 1.17 Two motherboard USB headers

Identifying Purposes and Characteristics of
Processors

Now that you've learned the basics of the motherboard, you need to
learn about the most important component on the motherboard: the
CPU. The role of the CPU, or central processing unit, is to control and
direct all the activities of the computer using both external and
internal buses. It is a processor chip consisting of an array of millions
of transistors. Intel and Advanced Micro Devices (AMD) are the two
largest PC-compatible CPU manufacturers. Their chips were featured
in Table 1.1 during the discussion of the sockets into which they fit.
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The term chip has grown to describe the entire package that a
technician might install in a socket. However, the word originally
denoted the silicon wafer that is generally hidden within the carrier




that you actually see. The external pins that you see are structures
that can withstand insertion into a socket and are carefully
threaded from the wafer’s minuscule contacts. Just imagine how
fragile the structures must be that you don’t see.
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Older CPUs are generally square, with contacts arranged in a pin grid
array (PGA). Prior to 1981, chips were found in a rectangle with two
rows of 20 pins known as a dual in-line package (DIP); see Figure
1.18. There are still integrated circuits that use the DIP form factor.
However, the DIP form factor is no longer used for PC CPUs. Most
modern CPUs use the LGA form factor. Figure 1.11, earlier in this
chapter, shows an LGA “socket” below a PGA socket. Additionally, the
ATX motherboard in Figure 1.2 has a PGA socket, while the micro ATX
motherboard has an LGA.

DIP (Dual In-line Package)

PGA (Pin Grid Array)
Figure 1.18 DIP and PGA

Intel and AMD both make extensive use of an inverted
socket/processor combination of sorts. As mentioned earlier, the land
grid array (LGA) packaging calls for the pins to be placed on the
motherboard, while the mates for these pins are on the processor
packaging. As with PGA, LGA is named for the landmarks on the
processor, not the ones on the motherboard. As a result, the grid of
metallic contact points, called lands, on the bottom of the CPU gives
this format its name.

You can easily identify which component inside the computer is the
CPU because it is a large square lying flat on the motherboard with a
very large heat sink and fan (as shown earlier in Figure 1.10). Figure
1.19 points out the location of the CPU in relation to the other
components on a typical ATX motherboard. Notice how prominent the
CPU socket is.



CPU
Socket

Figure 1.19 The location of a CPU on a typical motherboard

Modern processors may feature the following characteristics:

Hyperthreading This term refers to Intel’s Hyper-Threading
Technology (HTT). HTT is a form of simultaneous multithreading
(SMT). SMT takes advantage of a modern CPU’s superscalar
architecture. Superscalar processors can have multiple instructions
operating on separate data in parallel.

HTT-capable processors appear to the operating system to be two
processors. As a result, the operating system can schedule two
processes at the same time, as in the case of symmetric
multiprocessing (SMP), where two or more processors use the same
system resources. In fact, the operating system must support SMP in
order to take advantage of HTT. If the current process stalls because of
missing data caused by, say, cache or branch prediction issues, the
execution resources of the processor can be reallocated for a different
process that is ready to go, reducing processor downtime.

HTT manifests itself in the Windows 8.x Task Manager by, for
example, showing graphs for twice as many CPUs as the system has
cores. These virtual CPUs are listed as logical processors (see Figure
1.20).
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Figure 1.20 Logical processors in Windows
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Which CPU Do You Have?

The surest way to determine which CPU your computer is using is
to open the case and view the numbers stamped on the CPU, a
process that today requires removal of the active heat sink.
However, you may be able to get an idea without opening the case
and removing the heat sink and fan because many manufacturers
place a very obvious sticker somewhere on the case indicating the
processor type. Failing this, you can always go to the




manufacturer’s website and look up the information on the model
of computer you have.

If you have a no-name clone, look in the System Properties pages,
found by right-clicking My Computer (Computer in Vista and
Windows 7) and selecting Properties. The General tab, which is the
default, contains this information. Even more detailed information
can be found by running the System Information utility from Start
> Accessories > System Tools or by entering msinfo32.exe in the
Start > Run dialog box.

Another way to determine a computer’s CPU is to save your work,
exit any open programs, and restart the computer. Watch closely as
the computer boots back up. You should see a notation that tells
you what chip you are using.
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Multicore A processor that exhibits a multicore architecture has
multiple completely separate processor dies in the same package. The
operating system and applications see multiple processors in the same
way that they see multiple processors in separate sockets. As with
HTT, the operating system must support SMP to benefit from the
separate processors. In addition, SMP is not a benefit if the
applications that are run on the SMP system are not written for
parallel processing. Dual-core and quad-core processors are common
specific examples of the multicore technology.

Don’t be confused by Intel’s Core 2 labeling. The numeric component
does not imply that there are two cores. There was a Core series of 32-
bit mobile processors that featured one (Solo) or two (Duo) processing
cores on a single die (silicon wafer). The same dual-core die was used
for both classes of Core CPU. The second core was disabled for Core
Solo processors.

The 64-bit Core 2 product line can be thought of as a second

generation of the Core series. Core 2, by the way, reunited Intel mobile
and desktop computing—the Pentium 4 family had a separate Pentium
M for mobile computing. Intel describes and markets the microcode of
certain processors as “Core microarchitecture.” As confusing as it may
sound, the Core 2 processors are based on the Core microarchitecture;



the Core processors are not. Core 2 processors come in Solo (mobile
only), Duo, and four-core (Quad) implementations. Solo and Duo

processors have a single die; Quad processors have two Duo dies. A
more capable Extreme version exists for the Duo and Quad models.

Processors, such as certain models of AMD’s Phenom series, can
contain an odd number of multiple cores as well. The triple-core
processor, which obviously contains three cores, is the most common
implementation of multiple odd cores.

Throttling CPU throttling allows for reducing the operating
frequency of the CPU during times of less demand or during battery
operation. CPU throttling is very common in processors for mobile
devices, where heat generation and system-battery drain are key issues
of full power usage. You might discover throttling in action when you
use a utility that reports a lower CPU clock frequency than expected. If
the load on the system does not require full-throttle operation, there is
no need to push such a limit.

Speed The speed of the processor is generally described in clock
frequency (MHz or GHz). Since the dawn of the personal computer
industry, motherboards have included oscillators, quartz crystals
shaved down to a specific geometry so that engineers know exactly
how they will react when a current is run through them. The
phenomenon of a quartz crystal vibrating when exposed to a current is
known as the piezoelectric effect. The crystal (XTL) known as the
system clock keeps the time for the flow of data on the motherboard.
How the frontside bus uses the clock leads to an effective clock rate
known as the FSB speed. As shown in the section “Types of Memory”
later in this chapter, the FSB speed is computed differently for
different types of RAM (DDR, DDR2, and so forth). From here, the
CPU multiplies the FSB speed to produce its own internal clock rate,
producing the third speed mentioned thus far.

As a result of the foregoing tricks of physics and mathematics, there
can be a discrepancy between the frontside bus frequency and the
internal frequency that the CPU uses to latch data and instructions
through its pipelines. This disagreement between the numbers comes
from the fact that the CPU is capable of splitting the clock signal it



receives from the external oscillator that drives the frontside bus into
multiple regular signals for its own internal use. In fact, you might be
able to purchase a number of processors rated for different (internal)
speeds that are all compatible with a single motherboard that has a
frontside bus rated, for instance, at 1333MHz. Furthermore, you might
be able to adjust the internal clock rate of the CPU that you purchased
through settings in the BIOS. The successful technician needs to be
familiar with more basic information than this, however. The sidebar
titled “Matching System Components” explains these basics.

-

Matching System Components

In a world of clock doubling, tripling, quadrupling, and so forth, it
becomes increasingly important to pay attention to what you are
buying when you purchase CPUs, memory, and motherboards a la
carte. The only well-known relationship that exists in the
marketplace among these components is the speed of the FSB (in
MHz) and the throughput of the memory (in MBps). Because 8
bytes are transferred in parallel by a processor with a 64-bit (64
bits = 8 bytes) system data bus, you have to know the FSB rating
before you choose the RAM for any particular modern
motherboard. For example, an FSB of 800MHz requires memory
rated at a throughput of 6400MBps (800 million cycles per second
x 8 bytes per cycle).

Matching CPUs with motherboards or CPUs with memory requires
consulting the documentation or packaging of the components.
Generally, the CPU gets selected first. Once you know the CPU you
want, the motherboard tends to come next. You must choose a
motherboard that features a socket compatible with your chosen
CPU. The FSB or QuickPath Interconnect (QPI) used on the
selected motherboard/CPU dictates the RAM that you should
purchase.

-

32- and 64-bit processors The set of data lines between the CPU
and the primary memory of the system can be 32 or 64 bits wide,
among other widths. The wider the bus, the more data that can be



processed per unit of time, and hence, more work can be performed.
Internal registers in the CPU might be only 32 bits wide, but with a 64-
bit system bus, two separate pipelines can receive information
simultaneously. For true 64-bit CPUs, which have 64-bit internal
registers and can run x64 versions of Microsoft operating systems, the
external system data bus will always be 64 bits wide or some larger
multiple thereof.

Virtualization support Many of today’s CPUs support
virtualization in hardware, which eases the burden on the system that
software-based virtualization imposes. For more information on
virtualization, see Chapter 20, “Network Services, Cloud Computing,
and Virtualization.” Unlike AMD’s AMD-V (V for virtualization)
technology, which is widely inclusive of AMD’s CPUs, Intel’s
Virtualization Technology (VT) is used by Intel to segment its market
for CPUs made concurrently. For example, you can find Intel VT on
the Core 2 Duo processor in the E6000 series and most of the E8000
series but not in the E7000 series. In some cases, you must also first
enable the virtualization support in the BIOS before it can be used. If
you have an Intel processor and would like to check its support of VT,
visit the following site to download the Intel Processor Identification
utility:

downloadcenter.intel.com/Detail_Desc.aspx?
ProductID=1881&DwnldID=7838

As shown in Figure 1.21, the CPU Technologies tab of this utility tells
you if your CPU supports Intel VT.
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Figure 1.21 Intel Processor Identification utility

Integrated GPU Intel and AMD both have a line of low-power CPUs,
originally aimed at the netbook and embedded markets, that have
built-in graphics processing units (GPUs). Building in specialized
functionality to CPUs is nothing new, but before now, math
coprocessors were some of the most complex features added on to the
die of CPUs. A GPU, then, which is normally a large chip on your
graphics adapter, is quite a bit more complex than anything heretofore
integrated into the CPU. Integrated GPUs take much of the burden off
of the CPU itself in addition to minimizing the amount of off-package
communication that must occur, which improves overall system
performance. As if that were not enough, the CPUs in this class are
quite a bit smaller than standard CPUs. The Intel Atom and AMD
Fusion (now simply APU for Accelerated Processing Unit) lines of
CPUs have built-in GPUs and open the door for other complex systems



to be built into future processors.

Disable execute bit Modern CPUs respond to the operating system’s
setting of the disable execute bit, more accurately known as the no-
execute (NX) bit, for an area of memory by refusing to execute any
code placed into that memory location. The result is that malicious
buffer overrun attacks are less likely to succeed. A similar, but non
NX-based, support feature has been in existence since the Intel 80286
processor. Use of the NX bit provides more granular linear addressing.
In contrast, the 286 applied protection to entire segments at a time.
Windows began operating-system NX support with Windows XP,
calling it Data Execution Prevention (DEP). Intel refers to the NX bit
as the eXecute Disable (XD) bit.

Identifying Purposes and Characteristics of
Memory

“More memory, more memory, I don’t have enough memory!” Today,
adding memory is one of the most popular, easy, and inexpensive ways
to upgrade a computer. As the computer’s CPU works, it stores data
and instructions in the computer’s memory. Contrary to what you
might expect from an inexpensive solution, memory upgrades tend to
afford the greatest performance increase as well, up to a point.
Motherboards have memory limits; operating systems have memory
limits; CPUs have memory limits.

To identify memory visually within a computer, look for several thin
rows of small circuit boards sitting vertically, potentially packed
tightly together near the processor. In situations where only one
memory stick is installed, it will be that stick and a few empty slots
that are tightly packed together. Figure 1.22 shows where memory is
located in a system.



Figure 1.22 Location of memory within a system

Important Memory Terms

There are a few technical terms and phrases that you need to
understand with regard to memory and its function:

Parity checking

Error-correcting code (ECC)

Single- and double-sided memory

Single-, dual-, and triple-channel memory

Buffered and unbuffered memory

These terms are discussed in detail in the following sections.

Parity Checking and Memory Banks



Parity checking is a rudimentary error-checking scheme that offers no
error correction. Parity checking works most often on a byte, or 8 bits,
of data. A ninth bit is added at the transmitting end and removed at
the receiving end so that it does not affect the actual data transmitted.
If the receiving end does not agree with the parity that is set in a
particular byte, a parity error results. The four most common parity
schemes affecting this extra bit are known as even, odd, mark, and
space. Even and odd parity are used in systems that actually compute
parity. Mark (a term for a digital pulse, or 1 bit) and space (a term for
the lack of a pulse, or a 0 bit) parity are used in systems that do not
compute parity but expect to see a fixed bit value stored in the parity
location. Systems that do not support or reserve the location required
for the parity bit are said to implement non-parity memory.

The most basic model for implementing memory in a computer system
uses eight memory chips to form a set. Each memory chip holds
millions or billions of bits of information, each in its own cell. For
every byte in memory, one bit is stored in each of the eight chips. A
ninth chip is added to the set to support the parity bit in systems that
require it. One or more of these sets, implemented as individual chips
or as chips mounted on a memory module, form a memory bank.

A bank of memory is required for the computer system to recognize
electrically that the minimum number of memory components or the
proper number of additional memory components has been installed.
The width of the system data bus, the external bus of the processor,
dictates how many memory chips or modules are required to satisfy a
bank. For example, one 32-bit, 72-pin SIMM (single inline memory
module) satisfies a bank for an old 32-bit CPU, such as a 386 or 486
processor. Two such modules are required to satisfy a bank for a 64-bit
processor, a Pentium, for instance. However, only a single 64-bit, 168-
pin DIMM is required to satisfy the same Pentium processor. For
those modules that have fewer than eight or nine chips mounted on
them, more than 1 bit for every byte is being handled by some of the
chips. For example, if you see three chips mounted, the two larger
chips customarily handle 4 bits, a nybble, from each byte stored, and
the third, smaller chip handles the single parity bit for each byte.

Even and odd parity schemes operate on each byte in the set of



memory chips. In each case, the number of bits set to a value of 1 is
counted up. If there are an even number of 1 bits in the byte (0, 2, 4, 6,
or 8), even parity stores a 0 in the ninth bit, the parity bit; otherwise, it
stores a 1 to even up the count. Odd parity does just the opposite,
storing a 1 in the parity bit to make an even number of 1s odd and a o
to keep an odd number of 1s odd. You can see that this is effective only
for determining if there was a blatant error in the set of bits received,
but there is no indication as to where the error is and how to fix it.
Furthermore, the total 1-bit count is not important, only whether it’s
even or odd. Therefore, in either the even or odd scheme, if an even
number of bits is altered in the same byte during transmission, the
error goes undetected because flipping 2, 4, 6, or all 8 bits results in an
even number of 1s remaining even and an odd number of 1s remaining

odd.

Mark and space parity are used in systems that want to see 9 bits for
every byte transmitted but don’t compute the parity bit’s value based
on the bits in the byte. Mark parity always uses a 1 in the parity bit,
and space parity always uses a 0. These schemes offer less error
detection capability than the even and odd schemes because only
changes in the parity bit can be detected. Again, parity checking is not
error correction; it’s error detection only, and not the best form of
error detection at that. Nevertheless, an error can lock up the entire
system and display a memory parity error. Enough of these errors and
you need to replace the memory. Therefore, parity checking remains
from the early days of computing as an effective indicator of large-
scale memory and data-transmission failure, such as with serial
interfaces attached to analog modems or networking console
interfaces, but not so much for detecting random errors.

In the early days of personal computing, almost all memory was parity
based. As quality has increased over the years, parity checking in the
RAM subsystem has become more rare. As noted earlier, if parity
checking is not supported, there will generally be fewer chips per
module, usually one less per column of RAM.

Error Checking and Correction

The next step in the evolution of memory error detection is known as



error-correcting code (ECC). If memory supports ECC, check bits are
generated and stored with the data. An algorithm is performed on the
data and its check bits whenever the memory is accessed. If the result
of the algorithm is all zeros, then the data is deemed valid and
processing continues. ECC can detect single- and double-bit errors and
actually correct single-bit errors. In other words, if a particular byte—
group of 8 bits—contains errors in 2 of the 8 bits, ECC can recognize
the error. If only 1 of the 8 bits is in error, ECC can correct the error.

Single- and Double-Sided Memory

Commonly speaking, the terms single-sided memory and double-
sided memory refer to how some memory modules have chips on one
side while others have chips on both sides. Double-sided memory is
essentially treated by the system as two separate memory modules.
Motherboards that support such memory have memory controllers
that must switch between the two “sides” of the modules and, at any
particular moment, can access only the side to which they have
switched. Double-sided memory allows more memory to be inserted
into a computer, using half the physical space of single-sided memory,
which requires no switching by the memory controller.

Single-, Dual-, and Triple-Channel Memory

Standard memory controllers manage access to memory in chunks of
the same size as the system bus’s data width. This is considered
communicating over a single channel. Most modern processors have a
64-bit system data bus. This means that a standard memory controller
can transfer exactly 64 bits of information at a time. Communicating
over a single channel is a bottleneck in an environment where the CPU
and memory can both operate faster than the conduit between them.
Up to a point, every channel added in parallel between the CPU and
RAM serves to ease this constriction.

Memory controllers that support dual- and triple-channel memory
implementation were developed in an effort to alleviate the bottleneck
between the CPU and RAM. Dual-channel memory is the memory
controller’s coordination of two memory banks to work as a
synchronized set during communication with the CPU, doubling the



specified system bus width from the memory’s perspective. Triple-
channel memory, then, demands the coordination of three memory
modules at a time.

The major difference between dual- and triple-channel architectures is
that triple- channel memory employs a form of interleaving that
reduces the amount of information transferred by each module.
Nevertheless, there is an overall performance increase over that of
dual-channel memory because of the ability to access more
information per unit of time with triple-channel memory.

Because today’s processors largely have 64-bit external data buses,
and because one stick of memory satisfies this bus width, there is a 1:1
ratio between banks and modules. This means that implementing
dual- and triple-channel memory in today’s most popular computer
systems requires that pairs or triads of memory modules be installed
at a time. Note, however, that it’s the motherboard, not the memory,
that implements dual- and triple-channel memory (more on this in a
moment). Single-channel memory, in contrast, is the classic memory
model that dictates only that a complete bank be satisfied whenever
memory is initially installed or added. One bank supplies only half the
width of the effective bus created by dual-channel support, for
instance, which by definition pairs two banks at a time.

In almost all cases, multichannel implementations support single-
channel installation, but poorer performance should be expected. The
same loss of performance occurs when only two modules are installed
in a triple-channel motherboard. Multichannel motherboards include
slots of different colors, usually one of each color per set of slots. To
use only a single channel, you populate slots of the same color,
skipping neighboring slots to do so. Filling neighboring slots in a dual-
channel motherboard takes advantage of its dual-channel capability.

Because of the special tricks that are played with memory subsystems
to improve overall system performance, care must be taken during the
installation of disparate memory modules. In the worst case, the
computer will cease to function when modules of different speeds,
different capacities, or different numbers of sides are placed together
in slots of the same channel. If all of these parameters are identical,



there should be no problem with pairing modules. Nevertheless,
problems could still occur when modules from two different
manufacturers or certain unsupported manufacturers are installed, all
other parameters being the same. Technical support or documentation
from the manufacturer of your motherboard should be able to help
with such issues.

Although it’s not the make-up of the memory that leads to dual-
channel support but instead the technology on which the motherboard
is based, some memory manufacturers still package and sell pairs and
triplets of memory modules in an effort to give you peace of mind
when you’re buying memory for a system that implements dual- or
triple-channel memory architecture. Keep in mind, the motherboard
memory slots have the distinctive color-coding, not the memory
modules.

Buffered and Unbuffered Memory

In technical terms, a buffer is a temporary storage area that takes
some of the load off of the primary circuit. For instance, a network-
interface buffer can store inbound packets when the CPU is currently
unable to give undivided attention to the packets, or it can store
outbound packets when available network bandwidth is low or the
receiver has throttled its flow control. Buffers used in this sense are a
form of hardware register. Registers are characterized by multiple
cells, each of which stores a bit (binary digit) of information, accessed
in parallel, at the same time.

In the high-end workstation and server market, there are two types of
memory that are considered appropriate for the task at hand. The two
types differ in the presence of a buffer or the lack thereof between the
chips and the system’s memory controller.

When the ECC memory mentioned earlier is referred to only as ECC, it
is a form of unbuffered DIMM (see the section “Memory Packaging”
later in this chapter for an explanation of DIMMs). Because buffer and
register are interchangeable terms, in this context, this type of
memory is also referred to as unregistered, and the modules are
referred to as UDIMMs.
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A common misconception could very well be that the term
unregistered implies that there is an authority that provides
certification for memory modules. Instead, the term refers to the
hardware registers, or buffers, present in this type of memory
module.
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Buffered, or registered memory modules (RDIMMs), include
specialized chips that act as buffers for all signals from the memory
controller, except, in some cases, the data signals. By buffering these
signals, the electrical load placed on the controller is reduced because
the memory controller communicates in series with the register,
instead of in parallel with the memory chips. The register performs the
parallel communication with the chips.

Load-reduced DIMMs (LRDIMMs) are a form of registered DIMMs
that increase performance by maintaining parallel communication,
thus avoiding the performance hit of the conversion from serial to
parallel.

The reduced electrical load on the memory controller leads to an
increase in system stability when more modules are placed in a
computer system. As a result, such systems can support more memory
than those containing UDIMMs.

Before you jump to the conclusion that RDIMMs are, by definition,
non-ECC, consider these points. The ECC function can be present with
all forms of RDIMMs as well. UDIMMs may also be non-ECC.
Nevertheless, the accepted industry naming convention is that the
term ECC, alone, refers to UDIMMs. It would be correct to say,
however, that UDIMMs and RDIMMSs alike can be ECC or non-ECC
based.

Types of Memory

Memory comes in many formats. Each one has a particular set of
features and characteristics, making it best suited for a particular
application. Some decisions about the application of the memory type



are based on suitability; others are based on affordability to
consumers or marketability to computer manufacturers. The following
list gives you an idea of the vast array of memory types and subtypes:

= DRAM (dynamic random access memory)

ADRAM (asynchronous DRAM)

FPM DRAM (fast page mode DRAM)

EDO DRAM (extended data out DRAM)

BEDO DRAM (burst EDO DRAM)

SDRAM (synchronous DRAM)

SDR SDRAM (single data rate SDRAM)

DDR SDRAM (double data rate SDRAM)

DDR2 SDRAM (double data rate, version two, SDRAM)

DDR3 SDRAM (double data rate, version three, SDRAM)
= SRAM (static random access memory)

= ROM (read-only memory)

| Can’t Fill All My Memory Slots

As a reminder, most motherboard manufacturers document the
quantity and types of modules that their equipment supports.
Consult your documentation, whether in print or online, when you
have questions about supported memory. Most manufacturers
require that slower memory be inserted in lower-numbered
memory slots. This is because such a system adapts to the first
module it sees, looking at the lower-numbered slots first.
Counterintuitively, however, it might be required that you install
modules of larger capacity rather than smaller modules in lower-
numbered slots.

Additionally, memory technology continues to advance after each
generation of motherboard chipsets is announced. Don’t be
surprised when you attempt to install a single module of the




highest available capacity in your motherboard and the system
doesn’t recognize the module, either by itself or with others. That
capacity of module might not have been in existence when the
motherboard’s chipset was released. Sometimes, flashing the BIOS
is all that is required. Consult the motherboard’s documentation.

One common point of confusion, not related to capacity, when
memory is installed is lack of recognition of four modules when
two or three modules work fine, for example. In such a case, let’s
say your motherboard’s memory controller supports a total of four
modules. Recall that a double-sided module acts like two separate
modules. If you are using double-sided memory, your motherboard
might limit you to two such modules comprising four sides
(essentially four virtual modules), even though you have four slots
on the board. If instead you start with three single-sided modules,
when you attempt to install a double-sided module in the fourth
slot, you are essentially asking the motherboard to accept five
modules, which it cannot.
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Pay particular attention to all synchronous DRAM types. Note that the
type of memory does not dictate the packaging of the memory.
Conversely, however, you might notice one particular memory
packaging holding the same type of memory every time you come
across it. Nevertheless, there is no requirement to this end. Let’s detail
the intricacies of some of these memory types.

DRAM

DRAM is dynamic random access memory. This is what most people
are talking about when they mention RAM. When you expand the
memory in a computer, you are adding DRAM chips. You use DRAM
to expand the memory in the computer because it’s a cheaper type of
memory. Dynamic RAM chips are cheaper to manufacture than most
other types because they are less complex. Dynamic refers to the
memory chips’ need for a constant update signal (also called a refresh
signal) in order to keep the information that is written there. If this
signal is not received every so often, the information will bleed off and
cease to exist. Currently, the most popular implementations of DRAM



are based on synchronous DRAM and include DDR, DDR2, and
DDR3. Before discussing these technologies, let’s take a quick look at
the legacy asynchronous memory types, none of which should appear
on modern exams.

Asynchronous DRAM

Asynchronous DRAM (ADRAM) is characterized by its independence
from the CPU’s external clock. Asynchronous DRAM chips have codes
on them that end in a numerical value that is related to (often 1/10 of
the actual value of) the access time of the memory. Access time is
essentially the difference between the time when the information is
requested from memory and the time when the data is returned.
Common access times attributed to asynchronous DRAM were in the
40- to 120-nanosecond (ns) vicinity. A lower access time is obviously
better for overall performance.

Because ADRAM is not synchronized to the frontside bus, you would
often have to insert wait states through the BIOS setup for a faster
CPU to be able to use the same memory as a slower CPU. These wait
states represented intervals in which the CPU had to mark time and do
nothing while waiting for the memory subsystem to become ready
again for subsequent access.

Common asynchronous DRAM technologies included fast page mode
(FPM), extended data out (EDO), and burst EDO (BEDO). Feel free to
investigate the details of these particular technologies, but a thorough
discussion of these memory types is not necessary here. The A+
technician should be concerned with synchronous forms of RAM,
which are the only types of memory being installed in mainstream
computer systems today.

Synchronous DRAM

Synchronous DRAM (SDRAM) shares a common clock signal with the
computer’s system-bus clock, which provides the common signal that
all local-bus components use for each step that they perform. This
characteristic ties SDRAM to the speed of the FSB and hence the
processor, eliminating the need to configure the CPU to wait for the
memory to catch up.



Originally, SDRAM was the term used to refer to the only form of
synchronous DRAM on the market. As the technology progressed, and
more was being done with each clock signal on the FSB, various forms
of SDRAM were developed. What was once called simply SDRAM
needed a new name retroactively. Today, we use the term single data
rate SDRAM (SDR SDRAM) to refer to this original type of SDRAM.

SDR SDRAM

SDR SDRAM is now considered a legacy RAM technology, and it is
presented here only to provide a basis for the upcoming discussion of
DDR and other more advanced RAM. With SDR SDRAM, every time
the system clock ticks, 1 bit of data can be transmitted per data pin,
limiting the bit rate per pin of SDRAM to the corresponding numerical
value of the clock’s frequency. With today’s processors interfacing with
memory using a parallel data-bus width of 8 bytes (hence the term 64-
bit processor), a 100MHz clock signal produces 800MBps. That’s
megabytes per second, not megabits. Such memory modules are
referred to as PC100, named for the true FSB clock rate upon which
they rely. PC100 was preceded by PC66 and succeeded by PC133,
which used a 133MHz clock to produce 1066MBps of throughput.

Note that throughput in megabytes per second is easily computed as
eight times the rating in the name. This trick works for the more
advanced forms of SDRAM as well. The common thread is the 8-byte
system data bus. Incidentally, you can double throughput results when
implementing dual-channel memory.

DDR SDRAM

Double data rate (DDR) SDRAM earns its name by doubling the
transfer rate of ordinary SDRAM; it does so by double-pumping the
data, which means transferring a bit per pin on both the rising and
falling edges of the clock signal. This obtains twice the transfer rate at
the same FSB clock frequency. It’s the increasing clock frequency that
generates heating issues with newer components, so keeping the clock
the same is an advantage. The same 100MHz clock gives a DDR
SDRAM system the impression of a 200MHz clock compared to an
SDR SDRAM system. For marketing purposes, and to aid in the



comparison of disparate products (DDR vs. SDR, for example), the
industry has settled on the practice of using this effective clock rate as
the speed of the FSB.
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Module Throughput Related to FSB Speed

There is always an 8:1 module-to-chip (or module-to-FSB-speed)
numbering ratio because of the 8 bytes that are transferred at a
time with 64-bit processors (not because of the ratio of 8 bits per
byte). The formula in Figure 1.23 explains how this relationship
works.

FSB in MHz  (cyeteS/second)

X 8 bytes (bytes/cyete)
throughput  (bytes/second)

Figure 1.23 The 64-bit memory throughput formula

Because the actual system clock speed is rarely mentioned in
marketing literature, on packaging, or on store shelves for DDR and
higher, you can use this advertised FSB frequency in your
computations for DDR throughput. For example, with a 100MHz clock
and two operations per cycle, motherboard makers will market their
boards as having an FSB of 200MHz. Multiplying this effective rate by
8 bytes transferred per cycle, the data rate is 1600MBps. Because DDR
made throughput a bit trickier to compute, the industry began using
this final throughput figure to name the memory modules instead of
the actual frequency, which was used when naming SDR modules.
This makes the result seem many times better (and much more
marketable), while it’s really only twice (or so) as good, or close to it.

In this example, the module is referred to as PC1600, based on a
throughput of 1600MBps. The chips that go into making PC1600
modules are named DDR200 for the effective FSB frequency of



200MHz. Stated differently, the industry uses DDR200 memory chips
to manufacture PC1600 memory modules.

Let’s make sure that you grasp the relationship between the speed of
the FSB and the name for the related chips as well as the relationship
between the name of the chips (or the speed of the FSB) and the name
of the modules. Consider an FSB of 400MHz, meaning an actual clock
signal of 200MHz, by the way—the FSB is double the actual clock for
DDR, remember. It should be clear that this motherboard requires
modules populated with DDR400 chips and that you’ll find such
modules marketed and sold as PC3200.

Let’s try another. What do you need for a motherboard that features a
333MHz FSB (actual clock is 166MHz)? Well, just using the 8:1 rule
mentioned earlier, you might be on the lookout for a PC2667 module.
However, note that sometimes the numbers have to be played with a
bit to come up with the industry’s marketing terms. You’ll have an
easier time finding PC2700 modules that are designed specifically for
a motherboard like yours, with an FSB of 333MHz. The label isn’t
always technically accurate, but round numbers sell better, perhaps.
The important concept here is that if you find PC2700 modules and
PC2667 modules, there’s absolutely no difference; they both have a
2667MBps throughput rate. Go for the best deal; just make sure that
the memory manufacturer is reputable.

DDR2 SDRAM

Think of the 2 in DDR2 as yet another multiplier of 2 in the SDRAM
technology, using a lower peak voltage to keep power consumption
down (1.8V vs. the 2.5V of DDR). Still double-pumping, DDR2, like
DDR, uses both sweeps of the clock signal for data transfer. Internally,
DDR2 further splits each clock pulse in two, doubling the number of
operations it can perform per FSB clock cycle. Through enhancements
in the electrical interface and buffers, as well as through adding off-
chip drivers, DDR2 nominally produces four times the throughput that
SDR is capable of producing.

Continuing the DDR example, DDR2, using a 100MHz actual clock,
transfers data in four operations per cycle (effective 400MHz FSB)



and still 8 bytes per operation, for a total of 3200MBps. Just as with
DDR, chips for DDR2 are named based on the perceived frequency. In
this case, you would be using DDR2-400 chips. DDR2 carries on the
effective-FSB frequency method for naming modules but cannot
simply call them PC3200 modules because those already exist in the
DDR world. DDR2 calls these modules PC2-3200 (note the dash to
keep the numeric components separate).

As another example, it should make sense that PC2-5300 modules are
populated with DDR2-667 chips. Recall that you might have to play
with the numbers a bit. If you multiply the well-known FSB speed of
667MHz by 8 to figure out what modules you need, you might go
searching for PC2-5333 modules. You might find someone advertising
such modules, but most compatible modules will be labeled PC2-5300
for the same marketability mentioned earlier. They both support
5333MBps of throughput.

DDR3 SDRAM

The next generation of memory devices was designed to roughly
double the performance of DDR2 products. Based on the functionality
and characteristics of DDR2’s proposed successor, most informed
consumers and some members of the industry surely assumed the
forthcoming name would be DDR4. This was not to be, however, and
DDR3 was born. This naming convention proved that the 2 in DDR2
was not meant to be a multiplier but instead a revision mark of sorts.
Well, if DDR2 was the second version of DDR, then DDR3 is the third.
DDR3 is a memory type that was designed to be twice as fast as the
DDR2 memory that operates with the same system clock speed. Just
as DDR2 was required to lower power consumption to make up for
higher frequencies, DDR3 must do the same. In fact, the peak voltage
for DDR3 is only 1.5V.

The most commonly found range of actual clock speeds for DDR3
tends to be from 133MHz at the low end to less than 300MHz. Because
double-pumping continues with DDR3, and because four operations
occur at each wave crest (eight operations per cycle), this frequency
range translates to common FSB implementations from 1066MHz to
more than 2000MHz in DDR3 systems. These memory devices are



named following the conventions established earlier. Therefore, if you
buy a motherboard with a 1600MHz FSB, you know immediately that
you need a memory module populated with DDR3-1600 chips because
the chips are always named for the FSB speed. Using the 8:1 module-
to-chip/FSB naming rule, the modules that you need would be called
PC3-12800, supporting a 12800MBps throughput.

The earliest DDR3 chips, however, were based on a 100MHz actual
clock signal, so we can build on our earlier example, which was also
based on an actual clock rate of 1t00MHz. With eight operations per
cycle, the FSB on DDR3 motherboards is rated at S00MHz, quite a lot
of efficiency while still not needing to change the original clock with
which our examples began. Applying the 8:1 rule again, the resulting
RAM modules for this motherboard are called PC3-6400 and support
a throughput of 6400MBps, carrying chips called DDR3-800, again
named for the FSB speed.
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@ Real World Scenario

Choosing the Right Memory for Your CPU

Picking out the right memory for your CPU and motherboard is all
about understanding the minimum performance required for the
CPU you choose. Sometimes, the motherboard you choose to mate
with the CPU makes your decision for you. If you go with the
cheaper motherboard, you might find that just a single channel of
DDRz2 is all you need to worry about. Otherwise, the more
expensive boards might support dual- or triple-channel memory
and require DDR3 modules. It’s usually safe to assume that the
higher price of admission gets you better performance. This is
generally true on paper, but you might find that the higher-end
setup doesn’t knock your socks off the way you expected.

Let’s say that you head down to your local computer store where
motherboards, CPUs, memory, and other computer components
are sold a la carte. You're interested in putting together your own




system from scratch. Usually, you will have a CPU in mind that you
would like to use in your new system. Assume you choose, for
example, an Intel Core 2 Quad Q9650 processor. It’s fast enough at
3GHz, but it calls for an older LGA 775 socket, meaning that you’ll
save a bit of money on that performance but you won’t be
approaching the state of the art. Nevertheless, the FSB with which
this CPU is outfitted runs at a healthy 1333MHz, and its associated
chipsets call for DDR3 memory. As a result, you will need to
purchase one or more modules that contain DDR3-1333 chips,
especially if you buy a motherboard that supports dual-channel
memory. Therefore, you’ll be buying PC3-10600 modules
(multiplying 1333 by 8 and adjusting for marketing). Recall the 8:1
module-to-chip/FSB naming convention.

Perhaps you’d prefer the pricier Intel Core i7-990X Extreme
Edition six-core processor. With a little research, you discover that
Intel did away with the FSB by moving the memory controller out
of the Northbridge and into the CPU. What remains is what Intel
calls the QPI, or QuickPath Interconnect. QPI is a PClIe-like path
that uses 20 bidirectional lanes to move data exceedingly fast
between the CPU and RAM, requiring less capable RAM than FSB
CPUs to do the same amount of work. The Core i7 requires a
motherboard that has an LGA 1366 socket and supports a
minimum of DDR3-1066 memory chips (chips, not modules).
Therefore, you’ll be buying at least one stick of your chosen
capacity of PC3-8500 (multiplying 1066 by 8), two or three sticks if
you decide to take advantage of the chip’s ability to access as many
as three channels of memory. These days, you’ll have better luck
starting with a minimum of PC3-10600 modules because PC3—
8500s are becoming harder to find. The Core i7 is designed for
desktop use; server-level processors that use the Intel QPI include
the Xeon and Itanium.
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To put each of the SDRAM types into perspective, consult Table 1.3,
which summarizes how each technology in the SDRAM arena would
achieve a transfer rate of 3200MBps, even if only theoretically.

Table 1.3 How some memory types transfer 3200MBps per channel



Memory Type Actual/Effective (FSB) Clock Bytes per

Frequency (MHz) Transfer
DDR SDRAM 200/400 8
PC3200
DDR2 SDRAM  100/400 8
PC2-3200
DDR3 SDRAM  50/400 8
PC3-3200*

*PC3-3200 does not exist and is too slow for DDR3.

SRAM

Static random access memory (SRAM) doesn’t require a refresh signal
like DRAM does. The chips are more complex and are thus more
expensive. However, they are considerably faster. DRAM access times
come in at 40 nanoseconds (ns) or more; SRAM has access times
faster than 10ns. SRAM is classically used for cache memory.

ROM

ROM stands for read-only memory. It is called read-only because you
could not write to the original form of this memory. Once information
had been etched on a silicon chip and manufactured into the ROM
package, the information couldn’t be changed. Some form of ROM is
normally used to store the computer’s BIOS because this information
normally does not change often.

The system ROM in the original IBM PC contained the power-on self-
test (POST), BIOS, and cassette BASIC. Later, IBM computers and
compatibles included everything but the cassette BASIC. The system
ROM enables the computer to “pull itself up by its bootstraps,” or boot
(find and start the operating system).

Through the years, different forms of ROM were developed that could
be altered, later ones more easily than earlier ones. The first
generation was the programmable ROM (PROM), which could be
written to for the first time in the field using a special programming
device, but then no more. You may liken this to the burning of a CD-R.



The erasable PROM (EPROM) followed the PROM, and it could be
erased using ultraviolet light and subsequently reprogrammed using
the original programming device. These days, flash memory is a form
of electronically erasable PROM (EEPROM). Of course, it does not
require UV light to erase its contents, but rather a slightly higher than
normal electrical pulse.
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Although the names of these memory devices are different, they all
contain ROM. Therefore, regardless which of these technologies is
used to manufacture a BIOS chip, it’s never incorrect to say that
the result is a ROM chip.

Y

Memory Packaging

First of all, it should be noted that each motherboard supports
memory based on the speed of the frontside bus (or the CPU’s QPI)
and the memory’s form factor. For example, if the motherboard’s FSB
is rated at a maximum speed of 1333MHz and you install memory that
is rated at 1066MHz, the memory will operate at only 1066MHz, if it
works at all, thus making the computer operate slower than it could. In
their documentation, most motherboard manufacturers list which
type(s) of memory they support as well as its maximum speeds and
required pairings.

The memory slots on a motherboard are designed for particular
module form factors or styles. RAM historically evolved from form
factors no longer seen for such applications, such as dual inline
package (DIP), single inline memory module (SIMM), and single
inline pin package (SIPP). The most popular form factors for primary
memory modules today are as follows:

= DIMM (dual inline memory module)
= SODIMM (small outline dual inline memory module)

Note also that the various CPUs on the market tend to support only
one form of physical memory packaging due to the memory controller



in the Northbridge or CPU itself (QPI). For example, the Intel Pentium
4 class of processors was always paired with DIMMs. Laptops and
smaller devices require SODIMMSs or smaller memory packaging. So,
in addition to coordinating the speed of the components, their form
factor is an issue that must be addressed.

DIMM

One type of memory package is known as a DIMM, which stands for
dual inline memory module. DIMMs are 64-bit memory modules that
are used as a package for the SDRAM family: SDR, DDR, DDR2, and
DDR3. The term dual refers to the fact that, unlike their SIMM
predecessors, DIMMs differentiate the functionality of the pins on one
side of the module from the corresponding pins on the other side.
With 84 pins per side, this makes 168 independent pins on each
standard SDR module, as shown with its two keying notches as well as
the last pin labeled 84 on the right side in Figure 1.24. SDR SDRAM
modules are no longer part of the CompTIA A+ objectives, and they
are mentioned here as a foundation only.
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Figure 1.24 An SDR dual inline memory module (DIMM)

The DIMM used for DDR memory has a total of 184 pins and a single
keying notch, while the DIMM used for DDR2 has a total of 240 pins,
one keying notch, and possibly an aluminum cover for both sides,
called a heat spreader and designed like a heat sink to dissipate heat
away from the memory chips and prevent overheating. The DDR3
DIMM is similar to that of DDR2. It has 240 pins and a single keying
notch, but the notch is in a different location to avoid cross insertion.
Not only is the DDR3 DIMM physically incompatible with DDR2
DIMM slots, it’s also electrically incompatible.

Figure 1.25 shows a DDR2 module. A matched pair of DDR3 modules



with heat spreaders, suitable for dual-channel use in a high-end
graphics adapter or motherboard, is shown in Figure 1.26.
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Figure 1.26 A pair of DDR3 SDRAM modules

Figure 1.27 shows the subtle differences among various DIMM form
factors.
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Figure 1.27 Aligned DIMM modules

“Desktop DDR Memory Comparison” by Martini - Own work. Licensed under Public
Domain via Wikimedia Commons
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Inserting and Removing Memory Modules

The original single inline memory modules had to be inserted into
their slots at a 45° angle. The installer then had to apply slight
pressure as the module was maneuvered upright at a 90° angle to
the motherboard where a locking mechanism would grip the
module and prevent it from returning to its 45° position. This
procedure created a pressure that reinforced the contact of the
module with its slot. Releasing the clips on either end of the
module unlocked it and allowed it to return to 45°, where it could
be removed.




DIMM slots, by comparison, have no spring action. DIMMs are
inserted straight into the slot with the locking tabs pulled away
from the module. The locking tabs are at either end of the module,
and they automatically snap into place, securing the module.
Pulling the tabs away from the module releases the module from
the slot, allowing it to be effortlessly removed.
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SODIMM

Notebook computers and other computers that require much smaller
components don’t use standard RAM packages, such as DIMMs.
Instead, they call for a much smaller memory form factor, such as a
small outline DIMM. SODIMMs are available in many physical
implementations, including the older 32-bit (72- and 100-pin)
configuration and newer 64-bit (144-pin SDR SDRAM, 200-pin
DDR/DDR2, and 204-pin DDR3) configurations.

All 64-bit modules have a single keying notch. The 144-pin module’s
notch is slightly off center. Note that although the 200-pin SODIMMs
for DDR and DDR2 have slightly different keying, it’s not so different
that you don’t need to pay close attention to differentiate the two. They
are not, however, interchangeable. Figure 1.28 shows an example of a
144-pin, 64-bit SDR module. Figure 1.29 is a photo of a 200-pin DDR2
SODIMM.
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Figure 1.29 200-pin DDR2 SODIMM

Identifying Purposes and Characteristics of
Cooling Systems

It’s a basic concept of physics: Electronic components turn electricity
into work and heat. The excess heat must be dissipated or it will



shorten the life of the components. In some cases (like with the CPU),
the component will produce so much heat that it can destroy itself in a
matter of seconds if there is not some way to remove this extra heat.

Air-cooling methods are used to cool the internal components of most
PCs. With air cooling, the movement of air removes the heat from the
component. Sometimes, large blocks of metal called heat sinks are
attached to a heat-producing component in order to dissipate the heat
more rapidly.

Fans

When you turn on a computer, you will often hear lots of whirring.
Contrary to popular opinion, the majority of the noise isn’t coming
from the hard disk (unless it’s about to go bad). Most of this noise is
coming from the various fans inside the computer. Fans provide
airflow within the computer.

Most PCs have a combination of these seven fans:

Front intake fan This fan is used to bring fresh, cool air into the
computer for cooling purposes.

Rear exhaust fan This fan is used to take hot air out of the case.

Power supply exhaust fan This fan is usually found at the back of
the power supply, and it is used to cool the power supply. In addition,
this fan draws air from inside the case into vents in the power supply.
This pulls hot air through the power supply so that it can be blown out
of the case. The front intake fan assists with this airflow. The rear
exhaust fan supplements the power supply fan to achieve the same
result outside of the power supply.

CPU fan This fan is used to cool the processor. Typically, this fan is
attached to a large heat sink, which is in turn attached directly to the
processor.

Chipset fan Some motherboard manufacturers replaced the heat
sink on their onboard chipset with a heat sink and fan combination as
the chipset became more advanced. This fan aids in the cooling of the
onboard chipset (especially useful when overclocking—setting the
system clock frequency higher than the default).



Video card chipset fan As video cards get more complex and have
higher performance, more video cards have cooling fans directly
attached. Despite their name, these fans don’t attach to a chipset in the
same sense as to a chipset on a motherboard. The chipset here is the
set of chips mounted on the adapter, including the GPU and graphics
memory. On many late-model graphics adapters, the equivalent of a
second slot is dedicated to cooling the adapter. The cooling half of the
adapter has vents in the backplane bracket to exhaust the heated air.

Memory module fan The more capable memory becomes of
keeping up with the CPU, the hotter the memory runs. As an extra
measure of safety, regardless of the presence of heat spreaders on the
modules, an optional fan setup for your memory might be in order.
See the upcoming section “Memory Cooling” for more information.
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Motherboard Fan Power Connectors

It’s important to be aware of the two main types of fan connections
found on today’s motherboards. One of these connectors has only
three connections, while the other has four. The fan connectors
and motherboard headers are interchangeable between the two
pinouts, but if a chassis fan has four conductors, it’s a sign that it’s
calling for connectivity to an extra +5VDC (volts direct current)
connection that the most common three-pin header doesn’t offer.
A more rare three-pin chassis-fan connector features a +12VDC
power connection for heavier-duty fans and a rotation pin used as
an input to the motherboard for sensing the speed of the fan.

Four-pin CPU connections place the ground and power
connections in pins 1 and 2, respectively, so that two-pin
connectors can be used to power older fans. The four-pin header
also offers a tachometer input signal from the fan on pin 3 so that
the speed of the fan can be monitored by the BIOS and other
utilities. Look for markings such as CPU FAN IN to identify this
function. Pin 4 might be labeled CPU FAN PWM to denote the
pulse-width modulation that can be used to send a signal to the fan
to control its speed. This is the function lost when a three-pin
connector is placed in the correct position on a four-pin header.
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Four-pin chassis-fan connectors can share the tachometer function
but replace the speed control function with the extra 5V mentioned
earlier.

Other power connections and types will be covered in Chapter 2,
“Storage Devices and Power Supplies,” including the Molex
connector, which can be used to power chassis and CPU fans using
an adapter or the built-in connector on mostly older fans
manufactured before the motherboard connectors were
standardized. Figure 1.30 shows two three-pin chassis-fan headers
on a motherboard.

Figure 1.31 shows a four-pin CPU fan header with an approaching
three-pin connector from the fan. Note that the keying tab is lined
up with the same three pins it’s lined up with in the three-pin
connectors.

This physical aspect and the similar pin functions are what make
these connectors interchangeable, provided the header’s function
matches the role of the fan being connected. Figure 1.32 shows the
resulting unused pin on the four-pin header. Again, controlling the
fan’s speed is not supported in this configuration.
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Figure 1.30 Three-pin chassis-fan headers
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Figure 1.31 A four-pin CPU fan header



Figure 1.32 Position of a three-pin connector on a four-pin header

Ideally, the airflow inside a computer should resemble what is shown
in Figure 1.33, where the back of the chassis is shown on the left in the
image.
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Note that you must pay attention to the orientation of the power
supply’s airflow. If the power supply fan is an exhaust fan, as assumed
in this discussion, the front and rear fans will match their earlier
descriptions: front, intake; rear, exhaust. If you run across a power
supply that has an intake fan, the orientation of the supplemental
chassis fans should be reversed as well. The rear chassis fan(s) should
always be installed in the same orientation the power supply fan runs
to avoid creating a small airflow circuit that circumvents the cross flow
of air throughout the case. The front chassis fan and the rear fans
should always be installed in reverse orientation to avoid having them
fight against each other and thereby reduce the internal airflow.
Reversing supplemental chassis fans is usually no harder than
removing four screws and flipping the fan. Sometimes, the fan might
just snap out, flip, and then snap back in, depending on the way it is

rigged up.

Memory Cooling



If you are going to start overclocking your computer, you will want to
do everything in your power to cool all of its components, and that
includes the memory.

There are two methods of cooling memory: passive and active. The
passive memory cooling method just uses the ambient case airflow to
cool the memory through the use of enhanced heat dissipation. For
this, you can buy either heat sinks or, as mentioned earlier, special “for
memory chips only” devices known as heat spreaders. Recall that these
are special aluminum or copper housings that wrap around memory
chips and conduct the heat away from them.

Active cooling, on the other hand, usually involves forcing some kind
of cooling medium (air or water) around the RAM chips themselves or
around their heat sinks. Most often, active cooling methods are just
high-speed fans directing air right over a set of heat spreaders.

Hard Drive Cooling

You might be thinking, “Hey, my hard drive is doing work all the time.
Is there anything I can do to cool it off?” There are both active and
passive cooling devices for hard drives. Most common, however, is the
active cooling bay. You install a hard drive in a special device that fits
into a 5'QF" expansion bay. This device contains fans that draw in cool
air over the hard drive, thus cooling it. Figure 1.34 shows an example
of one of these active hard drive coolers. As you might suspect, you can
also get heat sinks for hard drives.

Figure 1.34 An active hard disk cooler



Chipset Cooling

Every motherboard has a chip or chipset that controls how the
computer operates. As with other chips in the computer, the chipset is
normally cooled by the ambient air movement in the case. However,
when you overclock a computer, the chipset may need to be cooled
more because it is working harder than it normally would be.
Therefore, it is often desirable to replace the onboard chipset cooler
with a more efficient one. Refer back to Figure 1.4 for a look at a
modern chipset cooling solution.

CPU Cooling

Probably the greatest challenge in cooling is the computer’s CPU. It is
the component that generates the most heat in a computer (aside from
some pretty insane GPUs out there). As a matter of fact, if a modern
processor isn’t actively cooled all of the time, it will generate enough
heat to burn itself up in an instant. That’s why most motherboards
have an internal CPU heat sensor and a CPU_FAN sensor. If no
cooling fan is active, these devices will shut down the computer before
damage occurs.

There are a few different types of CPU cooling methods, but the most
important can be grouped into three broad categories: air cooling,
liquid cooling, and fanless and passive cooling methods.

Air Cooling

The parts inside most computers are cooled by air moving through the
case. The CPU is no exception. However, because of the large amount
of heat produced, the CPU must have (proportionately) the largest
surface area exposed to the moving air in the case. Therefore, the heat
sinks on the CPU are the largest of any inside the computer.

The CPU fan often blows air down through the body of the heat sink to
force the heat into the ambient internal air where it can join the
airflow circuit for removal from the case. However, in some cases, you
might find that the heat sink extends up farther, using radiator-type
fins, and the fan is placed at a right angle and to the side of the heat
sink. This design moves the heat away from the heat sink immediately



instead of pushing the air down through the heat sink. CPU fans can
be purchased that have an adjustable rheostat to allow you to dial in as
little airflow as you need, aiding in noise reduction but potentially
leading to accidental overheating.

It should be noted that the highest-performing CPU coolers use copper
plates in direct contact with the CPU. They also use high-speed and
high-CFM cooling fans to dissipate the heat produced by the
processor. CFM is short for cubic feet per minute, an airflow
measurement of the volume of air that passes by a stationary object
per minute.

Most new CPU heat sinks use tubing to transfer heat away from the
CPU. With any cooling system, the more surface area exposed to the
cooling method, the better the cooling. Plus the heat pipes can be used
to transfer heat to a location away from the heat source before cooling.
This is especially useful in cases where the form factor is small and
with laptops, where open space is limited.

With advanced heat sinks and CPU cooling methods like this, it is
important to improve the thermal transfer efficiency as much as
possible. To that end, cooling engineers came up with a compound
that helps to bridge the extremely small gaps between the CPU and the
heat sink, which avoids superheated pockets of air that can lead to
focal damage of the CPU. This product is known as thermal transfer
compound, or simply thermal compound (alternatively, thermal
grease or thermal paste), and it can be bought in small tubes. Single-
use tubes are also available and alleviate the guesswork involved with
how much you should apply. Watch out, though; this stuff makes quite
a mess and doesn’t want to come off your fingers very easily.

Apply the compound by placing a bead in the center of the heat sink,
not on the CPU, because some heat sinks don’t cover the entire CPU
package. That might sound like a problem, but some CPUs don’t have
heat-producing components all the way out to the edges. Some CPUs
even have a raised area directly over the silicon die within the
packaging, resulting in a smaller contact area between the
components. You should apply less than you think you need because
the pressure of attaching the heat sink to the CPU will spread the



compound across the entire surface in a very thin layer. It’s advisable
to use a clean, lint-free applicator of your choosing to spread the
compound around a bit as well, just to get the spreading started. You
don’t need to concern yourself with spreading it too thoroughly or too
neatly because the pressure applied during attachment will equalize
the compound quite well. During attachment, watch for oozing
compound around the edges, clean it off immediately, and use less
next time.
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Improving and Maintaining CPU Cooling

In addition to using thermal compound, you can enhance the
cooling efficiency of a CPU heat sink by lapping the heat sink,
which smoothens the mating surface using a very fine sanding
element, about 1000-grit in the finishing stage. Some vendors of
the more expensive heat sinks will offer this service as an add-on.

If your CPU has been in service for an extended period of time,
perhaps three years or more, it is a smart idea to remove the heat
sink and old thermal compound and then apply fresh thermal
compound and reattach the heat sink. Be careful, though; if your
thermal paste has already turned into thermal “glue,” you can
wrench the processor right out of the socket, even with the release
mechanism locked in place. Invariably, this damages the pins on
the chip. Try running the computer for a couple of minutes to
warm the paste and then try removing the heat sink again.

Counterintuitively, perhaps, you can remove a sealed heat sink
from the processor by gently rotating the heat sink to break the
paste’s seal. Again, this can be made easier with heat. If the CPU
has risen in the socket already, however, rotating the heat sink
would be an extremely bad idea. Sometimes, after you realize that
the CPU has risen a bit and that you need to release the mechanism
holding it in to reseat it, you find that the release arm is not
accessible with the heat sink in place. This is an unfortunate
predicament that will present plenty of opportunity to learn.

- J

If you've ever installed a brand-new heat sink onto a CPU, you’ve most



likely used thermal compound or the thermal compound patch that
was already applied to the heat sink for you. If your new heat sink has
a patch of thermal compound preapplied, don’t add more. If you ever
remove the heat sink, don’t try to reuse the patch or any other form of
thermal compound. Clean it all off and start fresh.

Liquid Cooling

Liquid cooling is a technology whereby a special water block is used to
conduct heat away from the processor (as well as from the chipset).
Water is circulated through this block to a radiator, where it is cooled.

The theory is that you could achieve better cooling performance
through the use of liquid cooling. For the most part, this is true.
However, with traditional cooling methods (which use air and water),
the lowest temperature you can achieve is room temperature. Plus,
with liquid cooling, the pump is submerged in the coolant (generally
speaking), so as it works, it produces heat, which adds to the overall
liquid temperature.

The main benefit to liquid cooling is silence. There is only one fan
needed: the fan on the radiator to cool the water. So a liquid-cooled
system can run extremely quietly.

Liquid cooling, while more efficient than air cooling and much quieter,
has its drawbacks. Most liquid-cooling systems are more expensive
than supplemental fan sets and require less familiar components, such
as a reservoir, pump, water block(s), hose, and radiator.

The relative complexity of installing liquid cooling systems, coupled
with the perceived danger of liquids in close proximity to electronics,
leads most computer owners to consider liquid cooling a novelty or a
liability. The primary market for liquid cooling is the high-
performance niche that engages in overclocking to some degree.
However, developments in active air cooling, including extensive
piping of heat away from the body of the heat sink, have kept advanced
cooling methods out of the forefront. Nevertheless, advances in fluids
with safer electrolytic properties and even viscosities keep liquid
cooling viable.

In the next sections, you will notice a spate of seeming liquid-cooling



methods. While these methods use liquid in the execution of their
cooling duties, liquid to them is analogous to the heat used in
cartridges to effect printing in inkjet printers. In other words, the
following cooling systems are no more liquid-cooling methods than
inkjet printers are thermal printers.

Fanless and Passive CPU Cooling Methods

Advancements in air cooling led to products like the Scythe Ninja
series, which is a stack of thin aluminum fins with copper tubing
running up through them. Some of the hottest-running CPUs can be
passively cooled with a device like this, using only the existing air-
movement scheme from your computer’s case. Adding a fan to the
side, however, adds to the cooling efficiency but also to the noise level,
even though Scythe calls this line Ninja because of how quiet it is.

In addition to standard and advanced air-cooling methods, there are
other methods of cooling a CPU (and other chips as well). Many of
these are fanless, in that they do not include a fan but are still
considered active because they require power to operate. Others
require neither a fan nor power, making them passive methods. Some
of these methods might appear somewhat unorthodox, but they often
deliver extreme results.

=

Experimental methods can also result in permanent damage to
your computer, so try them at your own risk.

L, 4

Heat Pipes

Heat pipes are closed systems that employ some form of tubing filled
with a liquid suitable for the applicable temperature range. Pure
physics is used with this technology to achieve cooling to ambient
temperatures; no outside mechanism is used. One end of the heat pipe
is heated by the component being cooled. This causes the liquid at the
heated end to evaporate and increase the relative pressure at that end
of the heat pipe with respect to the cooler end. This pressure



imbalance causes the heated vapor to equalize the pressure by
migrating to the cooler end, where the vapor condenses and releases
its heat, warming the nonheated end of the pipe. The cooler
environment surrounding this end transfers the heat away from the
pipe by convection. The condensed liquid drifts to the pipe’s walls and
is drawn back to the heated end of the heat pipe by gravity or by a
wicking material or texture that lines the inside of the pipe. Once the
liquid returns, the process repeats.

Heat pipes are found throughout the computing industry but are
particularly beneficial in smaller devices, even as large as laptops. This
is because heat pipes work in the absence of cavernous spaces that
support airflow. A simple radiator of sorts at the cool end of the pipes,
coupled with a simple fan, is enough to keep such devices running cool
indefinitely.

Peltier Cooling Devices

Water- and air-cooling devices are extremely effective by themselves,
but they are more effective when used with a device known as a Peltier
cooling element. These devices, also known as thermoelectric coolers
(TECs), facilitate the transfer of heat from one side of the element,
made of one material, to the other side, made of a different material.
Thus they have a hot side and a cold side. The cold side should always
be against the CPU surface, and optimally, the hot side should be
mated with a heat sink or water block for heat dissipation.
Consequently, TECs are not meant to replace air-cooling mechanisms
but to complement them.

One of the downsides to TECs is the likelihood of condensation
because of the sub-ambient temperatures these devices produce.
Closed-cell foams can be used to guard against damage from
condensation.

Phase-Change Cooling

With phase-change cooling, the cooling effect from the change of a
liquid to a gas is used to cool the inside of a PC. It is a very expensive
method of cooling, but it does work. Most often, external air-
conditioner-like pumps, coils, and evaporators cool the coolant, which



is sent, ice cold, to the heat sink blocks on the processor and chipset.
Think of it as a water-cooling system that chills the water below room
temperature. Unfortunately, this is easily the noisiest cooling method
in this discussion. Its results cannot be ignored, however; it is possible
to get CPU temps in the range of —4° F (—20° C). Normal CPU
temperatures hover between 104° F and 122° F (40° C and 50° C).

The major drawback to this method is that in higher-humidity
conditions, condensation can be a problem. The moisture from the air
condenses on the heat sink and can run off onto and under the
processor, thus shorting out the electronics. Designers of phase-
change cooling systems offer solutions to help ensure that this isn’t a
problem. Products in the form of foam; silicone adhesive; and
greaseless, noncuring adhesives are available to seal the surface and
perimeter of the processor. Additionally, manufacturers sell gaskets
and shims that correspond to specific processors, all designed to
protect your delicate and expensive components from damage.

Liquid Nitrogen and Helium Cooling

In the interest of completeness, there is a novel approach to super-
cooling processors that is ill advised under all but the most extreme
circumstances. By filling a vessel placed over the component to be
cooled with a liquid form of nitrogen or, for an even more intense
effect, helium, temperatures from —100° C to —240° C can be achieved.
The results are short lived and only useful in overclocking with a view
to setting records. The processor is not likely to survive the incident,
due to the internal stress from the extreme temperature changes as
well as the stress placed on the microscopic internal joints by the
passage of excessive electrons.

Undervolting

Not an attachment, undervolting takes advantage of the property of
physics whereby reduction in voltage has an exponential effect on the
reduction of power consumption and associated heat production.
Undervolting requires a BIOS (where the setting is made) and CPU
combination that supports it.

You should monitor the system for unpredictable adverse effects. One



of your troubleshooting steps might include returning the CPU voltage
to normal and observing the results.

Summary

In this chapter, we took a tour of the system components of a PC. You
learned about some of the elements that make up a PC, such as the
motherboard, CPU, memory, BIOS/UEFI, and firmware. You'll learn
about other PC components in the following chapters. You learned
about the various methods used for cooling a PC. You also saw what
many of these items look like and how they function.

Exam Essentials

Know the types of system boards. Know the characteristics of
and differences between ATX, micro ATX, and ITX motherboards.

Know the components of a motherboard. Be able to describe
motherboard components, such as chipsets, expansion slots, memory
slots, external cache, CPUs, processor sockets, power connectors,
BIOS/UEFI (firmware), and CMOS batteries.

Understand the purposes and characteristics of processors.
Be able to discuss the different processor packaging, old and new, and
know the meaning of the terms hyperthreading, cores, cache, speed,
virtualization support, and integrated GPU.

Understand the purposes and characteristics of memory.
Know about the characteristics that set the various types of memory
apart from one another. This includes the actual types of memory,
such as DRAM (which includes several varieties), SRAM, ROM, and
CMOS as well as memory packaging, such as DIMMs and SODIMMs.
Also have a firm understanding of the different levels of cache memory
as well as its purpose in general.

Understand the purposes and characteristics of cooling
systems. Know the different ways internal components can be cooled
and how overheating can be prevented.



Review Questions

The answers to the chapter review questions can be found in Appendix
A.

1. Which computer component contains all of the circuitry necessary
for other components or devices to communicate with one
another?

A. Motherboard
B. Adapter card
C. Hard drive
D. Expansion bus
2. Which packaging is used for DDR SDRAM memory?
A. 168-pin DIMM
B. 72-pin SIMM
C. 184-pin DIMM
D. 240-pin DIMM
3. What memory chips would you find on a stick of PC3-160007?
A. DDR-2000
B. DDR3-2000
C. DDR3-16000
D. PC3-2000

4. Which motherboard design style features smaller size and lower
power consumption?

A. ATX

B. AT

C. Micro ATX
D. ITX



. Which of the following socket types is required for the Intel Core
i7-9xx desktop series?

A. LGA 1366
B. LGA 1156
C. LGA 1155
D. LGA 775

. Which of the following is a socket technology that is designed to
ease insertion of modern CPUs?

A. Socket 1366

B. ZIF

C. LPGA

D. SPGA

. Which of the following is not controlled by the Northbridge?
A. PCle

B. SATA

C. AGP

D. Cache memory

. Which of the following is used to store data and programs for
repeated use? Information can be added and deleted at will, and it
does not lose its data when power is removed.

A. Hard drive

B. RAM

C. Internal cache memory
D. ROM

. Which socket type is required for an AMD Phenom II that uses
DDR3 RAM?

A. AM2
B. AM2+



11.

C. AM3
D. Socket 940

You press the front power button on a computer and the system
boots. Later, you press it briefly and the system hibernates. When
you press it again, the system resumes. You press and hold the
button and the system shuts down. What is this feature called?

A. Programmable power
B. Soft power

C. Relay power

D. Hot power

Which of the following are the numbers of pins that can be found
on DIMM modules used in desktop motherboards? (Choose two.)

180
184
200
204
232

m =Y 0% P
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To avoid software-based virtualization, which two components
need to support hardware-based virtualization?

A. Memory
B. Hard drive
C. CpU

D. BIOS

You find out that a disgruntled ex-employee’s computer has a boot
password that must be entered before the operating system is ever
loaded. There is also a password preventing your access to the

BIOS utility. Which of the following motherboard components can



5.

7.

most likely be used to return the computer to a state that will allow
you to boot the system without knowing the password?

A. Cable header

B. Power supply connector
C. Expansion slot

D. Jumper

Your Core i5 fan has a four-pin connector, but your motherboard
only has a single three-pin header with the CPU_FAN label. Which
of the following will be the easiest solution to get the necessary
cooling for your CPU?

A. Plug the four-pin connector into the three-pin header.
B. Buy an adapter.

C. Leave the plug disconnected and just use the heat sink.
D. Add an extra chassis fan.

What is the combined total speed of a PClIe 2.0 x16 slot?
A. 500MBps

B. 16Gbps

C. 8GBps

D. 16GBps

Which of the following allows you to perform the most complete
restart of the computer without removing power?

A. Start > Restart

B. Start > Hibernate
C. Reset button

D. Power button

Which of the following is most helpful when flashing the BIOS on a
desktop computer system?

A. Floppy diskette drive



B. Uninterruptible power supply
C. An Internet connection
D. The Windows administrator password

8. Intel and AMD have integrated which of the following into their
Atom and APU processor lines that had not been integrated
before?

A. AGPU

B. A math coprocessor

C. The frontside bus

D. The memory controller

9. You have just purchased a motherboard that has an LGA775 socket
for an Intel Pentium 4 processor. What type of memory modules
will you most likely need for this motherboard?

A. DIP

B. SIMM
C. RIMM
D. DIMM

0. What type of expansion slot is preferred today for high-
performance graphics adapters?

A. AGP
B. PCle
C. PCI
D. ISA

Performance-Based Question 1

You will encounter performance-based questions on the A+ exams.
The questions on the exam require you to perform a specific task, and
you will be graded on whether or not you were able to complete the



task. The following requires you to think creatively in order to
measure how well you understand this chapter’s topics. You may or
may not see similar questions on the actual A+ exams. To see how
your answer compares to the authors’, refer to Appendix B.

You have been asked to remove a dual inline memory module and
insert one with a larger capacity in its place. Describe the process for
doing so.

Performance-Based Question 2

Identify the component each arrow points to in the following image of
an ATX motherboard.




Chapter 2
Storage Devices and Power Supplies

THE FOLLOWING COMPTIA A+ 220-901 EXAM
OBJECTIVES ARE COVERED IN THIS CHAPTER:

v 1.5 Install and configure storage devices and use
appropriate media.

Optical drives: CD-ROM / CD-RW, DVD-ROM / DVD-RW /
DVD-RW DL, Blu-Ray, BD-R, BD-RE

Magnetic hard disk drives: 5400 rpm, 7200 rpm, 10,000 rpm
Hot swappable drives

Solid state/flash drives: Compact flash, SD, Micro-SD, Mini-SD,
xD, SSD, Hybrid, eMMC

RAID types: 0, 1, 5, 10
Tape drive

Media capacity: CD, CD-RW, DVD-RW, DVD, Blu-Ray, Tape,
DVD DL

v 1.8 Install a power supply based on given
specifications.

Connector types and their voltages: SATA, Molex, 4/8-pin 12v,
PCIe 6/8-pin, 20-pin, 24-pin

Specifications: Wattage, Dual rail, Size, Number of connectors,

ATX, Micro-ATX, Dual voltage options

As a PC technician, you need to know quite a bit about hardware.
Given the importance and magnitude of this knowledge, the best way
to approach it is in sections. The first chapter introduced the topic via
the primary core components, and this chapter follows up where it left
off. Specifically, this chapter focuses on storage devices and power
supplies.



Identifying Purposes and Characteristics of
Storage Devices

What good is a computer without a place to put everything? Storage
media hold the data being accessed as well as the files that the system
needs to operate and the data that needs to be saved. The many
different types of storage media differ in terms of their capacity (how
much they can store), access time (how fast the computer can access
the information), and the physical type of media used.

Hard Disk Drive Systems

Hard disk drive (HDD) systems (or hard drives for short) are used for
permanent storage and quick access. Hard drives typically reside
inside the computer, where they are semi-permanently mounted with
no external access (although there are external and removable hard
drives) and can hold more information than other forms of storage.
Hard drives use a magnetic storage medium, and they are known as
conventional drives to differentiate them from newer solid-state
storage media.

The hard disk drive system contains three critical components:

Controller This component controls the drive. The controller chip
controls how the drive operates and how the data is encoded onto the
platters. It controls how the data sends signals to the various motors in
the drive and receives signals from the sensors inside the drive. Most
of today’s hard disk drive technologies incorporate the controller and
drive into one assembly. Today, the most common and well-known of
these technologies is SATA.

Hard disk This is the physical storage medium. Hard disk drive
systems store information on small discs (from under 1 inch to 5
inches in diameter), also called platters, stacked together and placed
in an enclosure.

Host bus adapter (HBA) This is the translator, converting signals
from the controller to signals that the computer can understand. Most
motherboards today incorporate the host adapter into the



motherboard’s circuitry, offering headers for drive-cable connections.
Legacy host adapters and certain modern adapters house the hard
drive controller circuitry.

Figure 2.1 shows a hard disk drive and host adapter. The hard drive
controller is integrated into the drive in this case, but it could be
resident on the host adapter in other hard drive technologies. This
particular example shows older technology because today’s drives
connect straight to the motherboard, in most cases, again with the
HBA being integrated with the drive itself.

I|DE hard drive

IDE host adapter

Figure 2.1 A hard disk drive system
Figure 2.2 shows two 7-pin SATA headers on a motherboard.



Figure 2.2 SATA headers on a motherboard

“SATA ports” by en:User:Berkut - Transfered from English Wikipedia; en:File: SATA
ports.jpg. Licensed under CC BY-SA 3.0 via Commons

These small headers in the photo connect SATA drives to the HBA
circuitry in the Southbridge.

Anatomy of a Hard Drive

A hard drive is constructed in a cleanroom to avoid the introduction of
contaminants into the hermetically sealed drive casing. Once the
casing is sealed, most manufacturers seal one or more of the screws
with a sticker warning that removal of or damage to the seal will result
in voiding the drive’s warranty. Even some of the smallest
contaminants can damage the precision components if allowed inside
the hard drive’s external shell. The following is a list of the terms used
to describe these components in the following paragraphs:



Platters
Read/write heads
Tracks

Sectors

Cylinders

Clusters (allocation units)

Inside the sealed case of the hard drive lie one or more platters, where
the actual data is stored by the read/write heads. The heads are
mounted on a mechanism that moves them in tandem across both
surfaces of all platters. Older drives used a stepper motor to position
the heads at discrete points along the surface of the platters, which
spin at thousands of revolutions per minute on a spindle mounted to a
hub. Newer drives use voice coils for a more analog movement,
resulting in reduced data loss because the circuitry can sense where
the data is located through a servo scheme, even if the data shifts due
to changes in physical disc geometry. Figure 2.3 illustrates the key
terms presented in this discussion. The four stacked discs shown in
the illustration are platters.

Cylinder

Sector
Track

Figure 2.3 Anatomy of a hard drive



Factory preparation for newer drives, or low-level formatting in the
field for legacy drives, maps the inherent flaws of the platters so that
the drive controllers know not to place data in these compromised
locations. Additionally, this phase in drive preparation creates
concentric rings, or tracks, which are drawn magnetically around the
surface of the platters. Sectors are then delineated within each of the
tracks. Sectors are the magnetic domains that represent the smallest
units of storage on the disk’s platters. Magnetic-drive sectors
commonly store only 512 bytes (1/2KB) of data each.

The capacity of a hard drive is a function of the number of sectors it
contains. The controller for the hard drive knows exactly how the
sectors are laid out within the disk assembly. It takes direction from
the BIOS when writing information to and reading information from
the drive. The BIOS, however, does not always understand the actual
geometry of the drive. For example, the BIOS does not support more
than 63 sectors per track. Nevertheless, many hard drives have tracks
that contain many more than 63 sectors per track. As a result, a
translation must occur from where the BIOS believes it is directing
information to be written to where the information is actually written
by the controller. When the BIOS detects the geometry of the drive, it
is because the controller reports dimensions that the BIOS can
understand. The same sort of trickery occurs when the BIOS reports to
the operating system a linear address space for the operating system to
use when requesting that data be written to or read from the drive
through the BIOS.

The basic hard drive geometry consists of three components: the
number of sectors that each track contains, the number of read/write
heads in the disk assembly, and the number of cylinders in the
assembly. This set of values is known as CHS (for
cylinders/heads/sectors). The number of cylinders is the number of
tracks that can be found on any single surface of any single platter. It
is called a cylinder because the collection of all same-number tracks on
all writable surfaces of the hard drive assembly looks like a geometric
cylinder when connected together vertically. Therefore, cylinder 1, for
instance, on an assembly that contains three platters comprises six
tracks (one on each side of each platter), each labeled track 1 on its



respective surface.

Because the number of cylinders indicates only the number of tracks
on any one writable surface in the assembly, the number of writable
surfaces must be factored into the equation to produce the total
number of tracks in the entire assembly. This is where the number of
heads comes in. There is a single head dedicated to each writable
surface, two per platter. By multiplying the number of cylinders by the
number of heads, you produce the total number of tracks throughout
the disk assembly. By multiplying this product by the number of
sectors per track, you discover the total number of sectors throughout
the disk assembly. Dividing the result by 2 provides the number of
kilobytes that the hard drive can store. This works because each sector
holds 512 bytes, which is equivalent to 1/2KB. Each time you divide
the result by 1024, you obtain a smaller number, but the unit of
measure increases from kilobytes to megabytes, from megabytes to
gigabytes, and so on. The equation in Figure 2.4 illustrates this
computation:



cylinders (tracks/sudace)

X heads (surfacés/drive)
total tracks (traeks/drive)

X sectors (sectors/track)

total sectors (sectors/drive)

Figure 2.4 Computing total sectors in CHS geometry

For example, a drive labeled with the maximum allowed CHS
geometry of 16383/16/63, respectively, results in only 7.9GB. Using
the equation and multiplying the number of cylinders by the number
of heads, you arrive at 262,128 total tracks on the drive. Multiplying
this number by 63, the result is that there are 16,514,064 total sectors
on the drive. Each sector holds 1/2KB, for a total capacity of
8,257,032KB. Dividing by 1024 to convert to MB and again by 1024 to
convert to GB, the 7.9GB capacity is revealed. As a result, although
drives larger than 8GB still display the 16383/16/63 CHS capacity for
devices that must adhere to the CHS geometry, the CHS scheme
cannot be used on today’s larger drives at the risk of losing the vast
majority of their capacity. The solution is to allow the operating
system to reference logical blocks of 1/2KB sectors that can be
individually addressed by a 48-bit value, resulting in 128PB of drive
capacity, far above the largest drives being manufactured today. A PB



1s 1024TB; a TB is 1024GB.

File systems laid down on the tracks and their sectors routinely group
a configurable number of sectors into equal or larger sets called
clusters or allocation units. This concept exists because operating
system designers have to settle on a finite number of addressable units
of storage and a fixed number of bits to address them uniquely.
Because the units of storage can vary in size, however, the maximum
amount of a drive’s storage capacity can vary accordingly, but not
unless logical drive capacities in excess of 2TB are implemented.
Volumes based on the master boot record (MBR) structure are limited
to 2TB total. Such volumes include those created on basic disks as well
as simple and mirrored volumes on dynamic disks. Be aware that
today’s hard drives and volumes created with RAID can certainly
exceed 2TB by combining multiple simple volumes into spanned or
striped volumes, at which point maximum NTFS volume sizes—
discussed at the end of this section—come into play. Keep in mind that
larger clusters beget larger volumes, but they result in less efficient
usage of space, a phenomenon that is discussed in the following
paragraph.

No two files are allowed to occupy the same sector, so the opportunity
exists for a waste of space that defragmenting cannot correct. Clusters
exacerbate the problem by having a similar foible: The operating
system does not allow any two files to occupy the same cluster. Thus
the larger the cluster size, the larger the potential waste. So although
you can increase the cluster size (generally to as large as 64KB, which
corresponds to 128 sectors), you should keep in mind that unless you
are storing a notable number of very large files, the waste will escalate
astoundingly, perhaps negating or reversing your perceived storage-
capacity increase. Nevertheless, if you have single files that are very
large, say hundreds of megabytes or larger, then increased cluster sizes
are for you.

For instance, assuming the 2TB maximum size for simple and
mirrored dynamic volumes, a 64KB cluster size results in a maximum
spanned or striped NTFS volume size of 64KB less than 256TB.

HDD Speeds



As the electronics within the HBA and controller get faster, they are
capable of requesting data at higher and higher rates. If the platters
are spinning at a constant rate, however, the information can only be
accessed as fast as a given fixed rate. To make information available to
the electronics more quickly, manufacturers increase the speed at
which the platters spin from one generation of drives to the next, with
multiple speeds coexisting in the marketplace for an unpredictable
period, at least until the demand dies down for one or more speeds.

The following spin rates have been used in the industry for the platters
in conventional magnetic hard disk drives:

= 5400 rpm
= 7200 rpm

= 10,000 rpm
= 12,000 rpm

While it is true that a higher revolutions per minute (rpm) rating
results in the ability to move data more quickly, there are many
applications that do not benefit from increased disk-access speeds. As
a result, you should choose only faster drives, which are also usually
more expensive per byte of capacity, when you have an application for
this type of performance, such as for housing the partition where the
operating system resides or for very disk-intensive programs. The
lower speeds can be ideal in laptops, where heat production and
battery usage can be issues with higher-speed drives.

Solid-State Drives

Conventional hard disk drive platters are still manufactured the same
way that they have always been. They are metal or glass discs with a
magnetic coating on their surface. The read/write heads change the
magnetic orientation of each bit location, storing either a binary one or
a binary zero. The same head senses the magnetic orientation of each
location as the data is read from the disc.

Standard SSDs

In contrast, solid-state drives (SSDs) have no moving parts, but they



use the same solid-state memory technology found in the other forms
of flash memory. All solid-state memory is limited to a finite number
of write (including erase) operations. Algorithms have been developed
to spread the write operations over the entire device constantly. Such
“wear leveling” increases the life of the SSD, but lack of longevity
remains a disadvantage of this technology.

SSDs read contents more quickly, can consume less power and
produce less heat, and are more reliable and less susceptible to
damage from physical shock and heat production than their magnetic
counterparts. However, the technology to build an SSD is still more
expensive per byte, and SSDs are not yet available in capacities high
enough to rival the upper limits of conventional hard disk drive
technology. As of August 2015, for instance, the largest SSD on the
market was 2TB, while the largest readily available conventional HDD
was 8TB.

SSDs are separated into two broad categories: volatile DRAM-based
and nonvolatile flash-based. Flash-based SSDs made with NAND
memory (a transistor-based gate that has the opposite output to an
AND gate) use considerably less power than HDDs. Those made with
DRAM can use every bit as much power as conventional drives,
however. The advantage of those made with the standard RAM
modules used in desktop motherboards is that the modules can often
be upgraded using larger modules, making a larger SSD overall.

When used as a replacement for traditional HDDs, SSDs are most
often expected to behave in a similar fashion, mainly by retaining
contents across a power cycle. With SSD, you can also expect to
maintain or exceed the speed of the HDD. You can compensate for the
volatility of DRAM-based SSDs by adding a backup power source, such
as a battery or capacitor, or by keeping a nonvolatile backup of the
drive’s data that does not detract from the speed of the primary
storage location. Flash-based SSDs, while faster during read
operations than their HDD counterparts, can be made faster still by
including a small amount of DRAM as a cache. DRAM-based SSDs are
faster still.

Hybrid Drives



A cost-saving alternative to a standard SSD that can still provide a
significant increase in performance over conventional HDDs is the
hybrid drive. Hybrid drives can be implemented in two ways: a solid-
state hybrid drive and a dual-drive storage solution. Both forms of
hybrid drives can take advantage of solutions such as Intel’s Smart
Response Technology (SRT), which inform the drive system of the
most used and highest-value data. The drive can then load a copy of
such data into the SSD portion of the hybrid drive for faster read
access.

It should be noted that systems on which data is accessed randomly do
not benefit from hybrid drive technology. Any data that is accessed for
the first time will also not be accessed from flash memory, and it will
take as long to access it as if it were accessed from a traditional hard
drive. Repeated use, however, will result in the monitoring software’s
flagging of the data for caching in the SSD.

Solid-State Hybrid Drive

The solid-state hybrid drive (SSHD) is a conventional HDD
manufactured with a substantial amount of NAND-technology solid-
state storage aboard. The SSHD is known to the operating system as a
single drive, and individual access to the separate components is
unavailable to the user.

Dual-Drive Solutions

Dual-drive storage solutions can also benefit from technologies such
as Intel’s SRT, but because they are implemented as two separate
drives—one conventional HDD and one SSD—each with its own
separate file system and drive letter, the user can also manually choose
the data to move to the SSD for faster read access. Users can choose to
implement dual-drive systems with SSDs of the same size as the HDD,
resulting in a fuller caching scenario.

Optical Storage Drives

Most computers today have an optical storage drive, such as the latest
Blu-ray Disc (BD) drive, a digital versatile disc (DVD, also called
digital video disc) drive, or the legacy compact disc (CD) drive. Each



type of optical drive can also be expected to support the technology
that came before it. Such optical storage devices began earnestly
replacing floppy diskette drives in the late 1990s. Although, like
HDDs, these discs have greater data capacity and increased
performance over floppies, they are not intended to replace hard disk
drives. HDDs greatly exceed the capacity and performance of optical
drives.

The CDs, DVDs, and BDs used for data storage are virtually the same
as those used for permanent recorded audio and video. The way that
data, audio, and video information is written to consumer-recordable
versions makes them virtually indistinguishable from such
professionally manufactured discs. Any differences that arise are due
to the format used to encode the digital information on the disc.
Despite the differences among the professional and consumer formats,
newer players have no issue with any type of disc used. The encoding
schemes used to store data on such discs are incompatible with the
schemes used to record audio and video to the same discs.

CD-ROMs, DVD-ROMs, BD-ROMs, and Capacities

The amount of data that can be stored on the three primary formats of
optical disc varies greatly, with each generation of disc exceeding the
capacity of all previous generations. The following sections detail the
science behind the capacities of all three formats.

CD-ROM

The CD-ROM (read-only memory) was designed for long-term storage
of data. CD-ROMs are read-only, meaning that information written at
the factory can’t be erased or changed. CD-ROMs became very popular
because they made a great software distribution medium. Programs
are always getting larger and increasingly require more room to
install, version after version. Instead of installing the program of the
day using 100 floppy disks, you could use a single CD-ROM, which can
hold approximately 650MB in its original, least-capable format.
Although CDs capable of storing 700MB eventually became and
continue to be the most common, discs with 800MB and 9ooMB
capacities have been standardized as well. See Table 2.1 later in this



chapter for a list of optical discs and their capacities.

Table 2.1 Optical discs and their capacities

Disc Format Capacity

CD SS (includes recordable 650MB, 700MB, 800MB,
versions) 900MB
DVD-R/RW SS, SL 4.71GB (4.7GB)
DVD+R/RW SS, SL 4.70GB (4.7GB)
DVD-R, DVD+R DS, SL 9.4GB

DVD-R SS, DL 8.54GB (8.5GB)
DVD+R SS, DL 8.55GB (8.5GB)
DVD+R DS, DL 17.1GB
BD-R/RE SS, SL 25GB

BD-R/RE SS, DL 50GB

BD-R/RE DS, DL 100GB

SS: single-sided; DS: double-sided; SL: single-layer; DL: dual-layer

DVD-ROM

For even more storage capacity, many computers feature some form of
DVD or BD drive, such as the original DVD-ROM drive. The basic
DVD-ROM disc is a single-sided disc that has a single layer of encoded
information. These discs have a capacity of 4.7GB, many times the
highest CD-ROM capacity. Simple multiplication can sometimes be
used to arrive at the capacities of other DVD-ROM varieties. For
example, when another media surface is added on the side of the disc
where the label is often applied, a double-sided disc is created. Such
double-sided discs have a capacity of 9.4GB, exactly twice that of a
single-sided disc.

Practically speaking, the expected 9.4GB capacity from two
independent layers isn’t realized when those layers are placed on the
same side of a DVD, resulting in only 8.5GB of usable space. (BDs do
not have this issue; they make use of the full capacity of each layer.)
The loss of capacity is due to the space between tracks on both layers



being 10 percent wider than normal to facilitate burning one layer
without affecting the other. This results in about 90 percent remaining
capacity per layer. This technology is known as DVD DL (DL for dual-
layer), attained by placing two media surfaces on the same side of the
disc, one on top of the other, and using a more sophisticated
mechanism that burns the inner layer without altering the
semitransparent outer layer and vice versa, all from the same side of
the disc. Add the DL technology to a double-sided disc, and you have a
disc capable of holding 17.1GB of information—again twice the
capacity of the single-sided version. Figure 2.5 shows an example of an
early DVD-ROM drive, which also accepts CD-ROM discs. Modern 5V4
” optical drives are indistinguishable from older ones, aside from
obvious markings concerning their capabilities.

Figure 2.5 An early DVD-ROM drive
BD-ROM

The next generation of optical storage technology was designed for
modern high-definition video sources. The equipment used to read the
resulting discs employs a violet laser, in contrast to the red laser used



with standard DVD and CD technologies. Taking a bit of creative
license with the color of the laser, the Blu-ray Disc Association named
itself and the technology Blu-ray Disc (BD), after this visibly different
characteristic. Blu-ray technology further increases the storage
capacity of optical media without changing the form factor. On a 12cm
disc, similar to those used for CD-ROMs and DVD-ROMs, BD derives
a 25GB storage capacity from the basic disc. When you add a second
layer to the same or opposite side of the disc, you attain 50GB of
storage. The Blu-ray laser is of a shorter wavelength (405nm) than
that of DVD (650nm) and CD (780nm) technologies. As a result, and
through the use of refined optics, the laser can be focused on a much
smaller area of the disc. This leads to a higher density of information
being stored in the same area.

An interesting point to note is that designers of the Blu-ray technology
do not have to stop with the common double-layer solution to increase
capacity. Blu-ray discs with more than four layers on a side have been
demonstrated, largely owing to the extremely accurate focus attainable
with the Blu-ray laser.

In the interest of completeness, it should be mentioned that a high-
definition technology directly related to DVD, because it comes from
the same forum, and named HD DVD remains only as a footnote to the
Blu-ray story. In February 2008, Toshiba, HD DVD’s primary
champion, gave up the fight, conceding to Blu-ray disc as the winner in
the high-definition optical-disc race. HD DVD featured red- and blue-
laser compatibility and 15GB data storage capacity.

Table 2.1 draws together the most popular optical-disc formats and
lists their respective capacities. Some of these formats have already
been introduced; others are presented in the upcoming section
“Recordable Discs and Burners.” Boldfaced capacities in the table are
the commonly accepted values for their respective formats.

Optical Drive Data Rates

CD-ROM drives are rated in terms of their data transfer speed. The
first CD-ROM drives transferred data at the same speed as home audio
CD players, 150KBps, referred to as 1X. Soon after, CD drives rated as



2X drives that would transfer data at 300KBps appeared. They
increased the spin speed in order to increase the data transfer rate.
This system of ratings continued up until the 8X speed was reached.
At that point, the CDs were spinning so fast that there was a danger of
them flying apart inside the drive. So, although future CD drives used
the same rating (as in 16X, 32X, and so on), their rating was expressed
in terms of theoretical maximum transfer rate; 52X is widely regarded
as the highest multiplier for data CDs. Therefore, the drive isn’t
necessarily spinning faster, but through electronics and buffering
advances, the transfer rates continued to increase.

The standard DVD-ROM 1X transfer rate is 1.4MBps, already nine
times that of the comparably labeled CD-ROM. As a result, to surpass
the transfer rate of a 52X CD-ROM drive, a DVD-ROM drive need only
be rated 6X. DVD transfer rates of 16X at the upper end of the scale
are common.

The 1X transfer rate for Blu-ray is 4.5MBps, roughly 3% times that of
the comparable DVD multiplier and close to 30 times that of the 1X
CD transfer rate. It takes 2X speeds to play commercial Blu-ray videos

properly.

Recordable Discs and Burners

Years after the original factory-made CD-ROM discs and the drives
that could read them were developed, the industry, strongly persuaded
by consumer demand, developed discs that, through the use of
associated drives, could be written to once and then used in the same
fashion as the original CD-ROM discs. The firmware with which the
drives were equipped could vary the power of the laser to achieve the
desired result. At standard power, the laser allowed discs inserted in
these drives to be read. Increasing the power of the laser allowed the
crystalline media surface to be melted and changed in such a way that
light would reflect or refract from the surface in microscopic
increments. This characteristic enabled mimicking the way in which
the original CD-ROM discs stored data.

Eventually, discs that could be written to, erased, and rewritten were
developed. Drives that contained the firmware to recognize these discs



and control the laser varied the laser’s power in three levels. The
original two levels closely matched those of the writable discs and
drives. The third level, somewhere in between, could neutralize the
crystalline material without writing new information to the disc. This
medium level of power left the disc surface in a state similar to its
original, unwritten state. Subsequent high-power laser usage could
write new information to the neutralized locations.

The best algorithms for such drives, which are still available today,
allow two types of disc erasure. The entire disc can be erased before
new data is written (erased or formatted, in various application
interfaces), or the data can be erased on the fly by one laser, just
fractions of a second before new data is written to the same location by
a second laser. If not properly implemented in a slow, determined
fashion, the latter method can result in write errors because the
crystalline material does not adequately return to its neutral state
before the write operation. The downside to slowing down the process
is obvious, and methods exist to allow a small level of encoding error
without data loss. This need to move more slowly adds a third speed
rating, the rewrite speed, to the existing read and write speed ratings
of a drive. The following section delves more deeply into this concept.
Updates to the drive’s firmware can often increase or equalize these
speeds.

Recordable CD Formats

CD-recordable (CD-R) and CD-rewritable (CD-RW) drives (also
known as CD burners) are essentially CD-ROM drives that allow users
to create (or burn) their own CD-ROMs. They look very similar to CD-
ROM drives, but they feature a logo on the front panel that represents
the drive’s CD-R or CD-RW capability. Figure 2.6 shows the CD-R and
CD-RW logos that you are likely to see on such drives.
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Figure 2.6 CD-R and CD-RW logos

The difference between these two types of drives is that CD-R drives
can write to a CD-R disc only once. A CD-RW drive can erase
information from a CD-RW disc and rewrite to it multiple times. Also,
CD-RW drives are rated according to their write, rewrite, and read
times. Thus, instead of a single rating like 64X, as in the case of CD-
ROM drives, CD-RW drives have a compound rating, such as 52X-
32X-52X, which means that it writes at 52X, rewrites at 32X, and
reads at 52X.

Recordable DVD Formats

A DVD burner is similar to a CD-R or CD-RW drive in how it operates:
It can store large amounts of data on a special, writable DVD. Single-
sided, dual-layer (DL) discs can be used to write 8.5GB of information
to one single-sided disc. Common names for the variations of DVD
burning technologies include DVD+R, DVD+RW, DVD-R, DVD-RW,
DVD-RAM, DVD-R DL, and DVD+R DL. The “plus” standards come
from the DVD+RW Alliance, while the “dash” counterparts are
specifications of the DVD Forum. The number of sectors per disc
varies between the “plus” and “dash” variants, so older drives might
not support both types. The firmware in today’s drives knows to check
for all possible variations in encoding and capability. The “plus”



variants have a better chance of interoperability, even without the disc
being finalized.

A DVD-ROM or recordable drive looks very similar to a CD-ROM
drive. The main difference is the presence of one of the various DVD
logos on the front of the drive. CD-ROM and recordable CDs can
usually be read and, if applicable, burned in DVD burners. Figure 2.7
and Figure 2.8 show the most popular data-oriented logos that you are
likely to see when dealing with DVD drives suited for computers.
Figure 2.7 shows the “dash” logos, while Figure 2.8 shows the “plus”
logos.

= ™

ROM
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RAM

Figure 2.7 DVD Forum logos
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Figure 2.8 DVD+RW Alliance logos

Table 2.2 lists the main DVD formats used for storing and accessing
data in computer systems as well as their characteristics.

Table 2.2 DVD formats and characteristics

Format Characteristics

DVD- Purchased with data encoded; unable to be changed.
ROM

DVD-R, Purchased blank; able to be written to once and then
DVD+R treated like a DVD-ROM.

DVD-RW, Purchased blank; able to be written to and erased multiple
DVD+RW times; session usually must be closed for subsequent



access to stored data.

Recordable BD Formats

The Blu-ray Disc Association duplicated the use of the R suffix to
denote a disc capable of being recorded only once by the consumer.
Instead of the familiar RW, however, the association settled on RE,
short for re-recordable. As a result, watch for discs labeled BD-R and
BD-RE. Dual-layer versions of these discs can be found as well.

The Blu-ray Disc Association decided against creating separate logos
for each BD type, resolving instead to use only the logo shown in
Figure 2.9. Discs are labeled most often in a sans-serif font with the
actual type of the disc as well as this generic BD logo.

Blu-royDisc

Figure 2.9 The Blu-ray Disc logo



Drive Interfaces and RAID

Storage devices come in many shapes and sizes. In addition to
IDE/EIDE and SCSI, two of the older standards, there is now Serial
ATA (SATA), and you can differentiate between internally and
externally attached drives. The following sections look at storage
devices from a number of those perspectives.

-

<

Parallel ATA (PATA) is nothing new. It is the name retroactively
given to the ATA/IDE standards when SATA became available.
PATA uses the classic 40-pin connector for parallel data
communications, whereas SATA uses a more modern 7-pin card-
edge connector for serial data transfer.

Y,

Serial AT Attachment Drives

At one time, integrated drive electronics (IDE) drives were the most
common type of hard drive found in computers. Though often thought
of in relation to hard drives, IDE was much more than a hard drive
interface; it was also a popular interface for many other drive types,
including optical drives and tape drives. Today, we call it IDE PATA
and consider it to be a legacy technology. The industry now favors
SATA instead.

Serial ATA began as an enhancement to the original ATA
specifications, also known as IDE and, today, PATA. Technology is
proving that the orderly progression of data in a single-file path is
superior to placing multiple bits of data in parallel and trying to
synchronize their transmission to the point that each bit arrives
simultaneously. In other words, if you can build faster transceivers,
serial transmissions are simpler to adapt to the faster rates than are
parallel transmissions.

The first version of SATA, known as SATA 1.5Gbps (and also by the
less-preferred terms SATA I and SATA 150), used an 8b/10b-encoding
scheme that requires 2 non-data overhead bits for every 8 data bits.



The result is a loss of 20 percent of the rated bandwidth. The silver
lining, however, is that the math becomes quite easy. Normally, you
have to divide by 8 to convert bits to bytes. With 8b/10b encoding, you
divide by 10. Therefore, the 150MBps throughput for which this
version of SATA was nicknamed is easily derived as 1/10 of the
1.5Gbps transfer rate. The original SATA specification also provided
for hot swapping at the discretion of the motherboard and drive
manufacturers.

Similar math works for SATA 3Gbps, also recklessly tagged as SATA 11
and SATA 300, and SATA 6Gbps, which is not approved for being
called SATA III or SATA 600, but the damage is already done. Note
that each subsequent version doubles the throughput of the previous
version. Figure 2.10 shows a SATA connector on a data cable followed
by the headers on a motherboard that will receive it. Note that
identifiers silkscreened onto motherboards often enumerate such
headers. The resulting numbers are not related to the SATA version
that the header supports. Instead, such numbers serve to differentiate
headers from one another and to map to firmware identifiers, often
visible within the BIOS configuration utility.



Figure 2.10 SATA cable and headers

The card-edge style connectors for data and power are arranged in
such a manner on the back of SATA drives that no cables are required,
although desktop and server systems almost certainly employ them.
The same interface, however, can be used in laptops without the
adapters needed to protect the delicate pins of the parallel interfaces
found on the preceding generation of small form factor drives. The
lack of adapter also leads to less space reserved in the bays for drives
of the same size, giving designers and consumers the choice between
smaller systems or more complex circuitry that can move into the
newly available space.

RAID

RAID stands for Redundant Array of Independent Disks. It’s a way of
combining the storage power of more than one hard disk for a special



purpose, such as increased performance or fault tolerance. RAID can
be implemented in software or in hardware, but hardware RAID is
more efficient and offers higher performance but at an increased cost.

There are several types of RAID. The following are the most commonly
used RAID levels:

RAID o Also known as disk striping, where a striped set of equal
space from at least two drives creates a larger volume. This is in
contrast to unequal space on multiple disks being used to create a
simple volume set, which is not RAID 0. RAID o0 is not RAID in every
sense because it doesn’t provide the fault tolerance implied by the
redundant component of the name. Data is written across multiple
drives, so one drive can be reading or writing while another drive’s
read-write head is moving. This makes for faster data access. However,
if any one of the drives fails, all content is lost. Some form of
redundancy or fault tolerance should be used in concert with RAID o.

RAID 1 Also known as disk mirroring. RAID 1 is a method of
producing fault tolerance by writing all data simultaneously to two
separate drives. If one drive fails, the other contains all of the data,
and it will become the primary drive. However, disk mirroring doesn’t
help access speed, and the cost is double that of a single drive. If a
separate host adapter is used for the second drive, the term duplexing
is attributed to RAID 1. Only two drives can be used in a RAID 1 array.

RAID 5 Combines the benefits of both RAID 0 and RAID 1, creating a
redundant striped volume set. Unlike RAID 1, however, RAID 5 does
not employ mirroring for redundancy. Each stripe places data on n-1
disks, and parity computed from the data is placed on the remaining
disk. The parity is interleaved across all of the drives in the array so
that neighboring stripes have parity on different disks. If one drive
fails, the parity information for the stripes that lost data can be used
with the remaining data from the working drives to derive what was on
the failed drive and to rebuild the set once the drive is replaced.

The same process is used to continue to serve client requests until the
drive can be replaced. This process can result in a noticeable
performance decrease, one that is predictable because all drives
contain the same amount of data and parity. Furthermore, the loss of



an additional drive results in a catastrophic loss of all data in the array.
Note that while live requests are served before the array is rebuilt,
nothing needs to be computed for stripes that lost their parity.
Recomputing parity for these stripes is required only when rebuilding
the array. A minimum of three drives is required for RAID 5. The
equivalent of one drive is lost for redundancy. The more drives in the
array, the less of a percentage this single disk represents.

Although there are other implementations of RAID, such as RAID 3
and RAID 4, which place all parity on a single drive, resulting in
varying performance changes upon drive loss, the three detailed here
are by far the most prolific. RAID 6 is somewhat popular as well
because it is essentially RAID 5 with the ability to lose two disks and
still function. RAID 6 uses the equivalent of two parity disks as it
stripes its data and distributed parity blocks across all disks in a
fashion similar to that of RAID 5. A minimum of four disks is required
to make a RAID 6 array.

There are also nested or hybrid implementations, such as RAID 10
(also known as RAID 1+0), which adds fault tolerance to RAID o
through the RAID 1 mirroring of each disk in the RAID o striped set.
Its inverse, known as RAID 0+1, mirrors a complete striped set to
another striped set just like it. Both of these implementations require a
minimum of four drives and, because of the RAID 1 component, use
half of your purchased storage space for mirroring.

Removable Storage and Media

Many additional types of storage are available for PCs today. Among
the other types of storage available are tape backup devices, solid-state
memory, and advanced optical drives. There are also external hard
drives and optical drives as well as new storage media, such as USB
keys that can store many gigabytes (more all the time, in fact) on a
single small plastic device that can be carried on a lanyard around
your neck or on a keychain.

Removable storage once meant something vastly different from what it
means today. Sequential tape backup is one of the only remnants of
the old forms of removable storage that can be seen in the market



today. The more modern solution is random-access, solid-state
removable storage. The following sections present details of tape
backup and the newer removable storage solutions.

Tape Backup Devices

An older form of removable storage is the tape backup. Tape backup
devices can be installed internally or externally and use either a digital
or analog magnetic tape medium instead of disks for storage. They
hold much more data than any other medium, but they are also much
slower. They are primarily used for batch archival storage, not
interactive storage.

With hard disks, it’s not a matter of “if they fail”; it’s “when they fail.”
So you must back up the information onto some other storage
medium. Tape backup devices were once the most common choice in
larger enterprises and networks because they were able to hold the
most data and were the most reliable over the long term. Today,
however, tape backup systems are seeing competition from writable
and rewritable optical discs, which continue to advance in technology
and size. Nevertheless, when an enterprise needs to back up large
amounts of data on a regular basis, some form of tape media is the
most popular choice. Table 2.3 lists the best known tape formats in
order of market release dates, oldest first, and their capacities. Note
that capacities are not associated with the format names but instead
with models of tape within each format family.

Table 2.3 Sequential tape formats

Format Name Representative
Capacity

Quarter-inch Cartridge (QIC) 200KB to over a gigabyte

Digital Linear Tape (DLT) Up to 800GB

Eight Millimeter (Data8, Exabyte) Up to 60GB

Digital Audio Tape (DAT)/Digital Data  Up to 300GB, native
Storage (DDS)

Linear Tape-Open (LTO) Up to 2.5TB (up to 48TB
planned)



Flash Memory

Once only for primary memory usage, the same components that sit
on your motherboard as RAM can be found in various physical sizes
and quantities among today’s solid-state storage solutions. These
include older removable and nonremovable flash memory
mechanisms, Secure Digital (SD) and other memory cards, and USB
flash drives. Each of these technologies has the potential to store
reliably a staggering amount of information in a minute form factor.
Manufacturers are using innovative packaging for some of these
products to provide convenient transport options (such as keychain
attachments) to users. Additionally, recall the SSD alternatives to
magnetic hard drives mentioned earlier in this chapter.

For many years, modules and PC Card devices known as _flash memory
have offered low- to mid-capacity storage for devices. The name comes
from the concept of easily being able to use electricity to alter the
contents of the memory instantly. The original flash memory is still
used in devices that require a nonvolatile means of storing critical data
and code often used in booting the device, such as routers and
switches.

For example, Cisco Systems uses flash memory in various forms to
store its Internetwork Operating System (I0S), which is accessed from
flash during boot-up and, in certain cases, throughout operation
uptime and therefore during an administrator’s configuration
sessions. Lesser models store the I0S in compressed form in the flash
memory device and then decompress the IOS into RAM, where it is
used during configuration and operation. In this case, the flash
memory is not accessed again after the boot-up process is complete,
unless its contents are being changed, as in an IOS upgrade. Certain
devices use externally removable PC Card technology as flash memory
for similar purposes.

The following sections explain a bit more about today’s most popular
forms of flash memory, memory cards, and USB flash drives.

SD and Other Memory Cards



Today’s smaller devices require some form of removable solid-state
memory that can be used for temporary and permanent storage of
digital information. Gone are the days of using microfloppies in your
digital camera. Even the most popular video-camera media, such as
mini-DVD and HDD, are giving way to solid-state multi-gigabyte
models. These more modern electronics, as well as most contemporary
digital still cameras, already use some form of removable memory card
to store still images permanently or until they can be copied off or
printed out. Of these, the Secure Digital (SD) format has emerged as
the preeminent leader of the pack, which includes the older
MultiMediaCard (MMC) format on which SD is based. Both of these
cards measure 32mm by 24mm, and slots that receive them are often
marked for both. The SD card is slightly thicker than the MMC and has
a write-protect notch (and often a switch to open and close the notch),
unlike MMC.

Even smaller devices, such as mobile phones, have an SD solution for
them. One of these products, known as miniSD, is slightly thinner
than SD and measures 21.5mm by 20mm. The other, microSD, is
thinner yet and only 15mm by 11mm. Both of these reduced formats
have adapters allowing them to be used in standard SD slots. Figure
2.11 is a photo of an SD card and a microSD card next to a ruler based
on inches.
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Figure 2.11 Typical SD cards

Table 2.4 lists additional memory card formats, the slots for some of
which can be seen in the images that follow the table.

Table 2.4 Additional memory card formats

Format Dimensions Details Year
Introduced
CompactFlash 36mm by Type I and Type II 1994
(CF) 43mm variants; Type II used by
IBM for Microdrive
xD-Picture 20mm by Used primarily in digital 2002
Card 25mm cameras

Figure 2.12 shows the memory-card slots of an HP PhotoSmart
printer, which is capable of reading these devices and printing from
them directly or creating a drive letter for access to the contents over
its USB connection to the computer. Clockwise from the upper left,
these slots accommodate CF/Microdrive, SmartMedia, Memory Stick
(bottom right), and MMC/SD. The industry provides almost any



adapter or converter to allow the various formats to work together.

Figure 2.12 Card slots in a printer

Many other devices exist for allowing access to memory cards. For
example, 32" form factor devices can be purchased and installed in a
standard front-access drive bay. One such device is shown in Figure
2.13. External card readers connected via USB, such as the one shown
in Figure 2.14 (front first, then back), are widely available in many
different configurations.

usB2.0
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Figure 2.13 An internal card reader



Figure 2.14 A USB-attached card reader

Many of today’s laptops have built-in memory card slots, such as the
one shown in Figure 2.15.



Figure 2.15 Memory card slots in a laptop

Embedded Flash Memory

Based on the classic MMC flash card, embedded MMC (eMMC) stands
for embedded MultiMediaCard. An eMMC drive can be permanently
embedded on the primary circuit board of a cheaper or smaller mobile
device. With its integrated controller logic, the eMMC drive can be
made bootable as well. Although fostered beyond the time when
development of the removable MMC card ceased, eMMC drives cannot
compete outright with SSDs because the former does not have the
latter’s firmware and fast interfaces, such as SATA. Furthermore, SSDs
use multiple flash memory chips as an array, similar to the way RAID
uses multiple drives, to attain higher performance than an eMMC
drive can.

USB Flash Drives

USB flash drives are incredibly versatile and convenient devices that
allow you to store large quantities of information in a very small form
factor. Many such devices are merely extensions of the host’s USB
connector, extending out from the interface but adding little to its



width, making them easy to transport, whether in a pocket or laptop
bag. Figure 2.16 illustrates an example of one of these components and
its relative size.

Figure 2.16 A USB flash drive

USB flash drives capitalize on the versatility of the USB interface,
taking advantage of the Plug and Play feature and the physical
connector strength. Upon insertion, these devices announce
themselves to Windows File Explorer as removable drives, and they
show up in the Explorer window with a drive letter. This software
interface allows for drag-and-drop copying and most of the other
Explorer functions performed on standard drives. Note that you might
have to use the Disk Management utility (discussed in Chapter 13,
“Operating System Basics”) to assign a drive letter manually to a USB
flash drive if it fails to acquire one itself. This can happen in certain
cases, such as when the previous letter assigned to the drive has been



taken by another device in the USB flash drive’s absence.

Hot-Swappable Devices

Many of the removable storage devices mentioned are hot swappable.
This means that you can insert and remove the device with the system
powered on. Most USB-attached devices without a file system fall into
this category. Non-hot-swappable devices, in contrast, either cannot
have the system’s power applied when they are inserted or removed or
have some sort of additional conditions for their insertion or removal.
One subset is occasionally referred to as cold swappable, the other as
warm swappable. The system power must be off before you can insert
or remove cold-swappable devices. An example of a cold-swappable
device is anything connected to the PS/2-style mini-DIN connector,
such as a keyboard or mouse. Insertion with the power on generally
results in lack of recognition for the device and might damage the
motherboard. AT keyboards and the full-sized DIN connector have the
same restriction.

Warm-swappable devices include USB flash drives and external drives
that have a file system. Windows and other operating systems tend to
leave files open while accessing them and write cached changes to
them at a later time, based on the algorithm in use by the software.
Removing such a device without using the Safely Remove Hardware
utility can result in data loss. However, after stopping the device with
the utility, you can remove it without powering down the system,
hence the warm component of the category’s name. These are
officially hot-swappable devices.

RAID systems benefit from devices and bays with a single connector
that contains both power and data connections instead of two separate
connectors. This is known as Single Connector Attachment (SCA).
SCA interfaces have ground leads that are longer than the power leads
so that they make contact first and lose contact last. SATA power
connectors are designed in a similar fashion for the same purpose.
This arrangement ensures that no power leads make contact without
their singular ground leads, which would often result in damage to the
drive. Drives based on SCA are hot swappable. RAID systems that
have to be taken offline before drives are changed out, but the system



power can remain on, are examples of warm-swappable systems.

Installing, Removing, and Configuring Storage Devices

The removal and installation of storage devices, such as hard drives,
CD/DVD drives, and tape drives, is pretty straightforward. There
really isn’t any deviation in the process of installing or exchanging the
hardware. Fortunately, with today’s operating systems, little to no
configuration is required for such devices. The Plug and Play BIOS and
operating system work together to recognize the devices. However,
you still have to partition and format out-of-the-box hard drives before
they will allow the installation of the operating system. Nevertheless,
today’s operating systems allow for a pain-free partition/format/setup
experience by handling the entire process if you let them.

Removing Storage Devices

Removing any component is frequently easier than installing the same
part. Consider the fact that most people could destroy a house,
perhaps not safely enough to ensure their well-being, but they don’t
have to know the intricacies of construction to start smashing away.
On the other hand, very few people are capable of building a house.
Similarly, many could figure out how to remove a storage device, as
long as they can get into the case to begin with, but only a few could
start from scratch and successfully install one without tutelage.

In Exercise 2.1, you'll remove an internal storage device.

( )
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This section details the removal of internal storage devices, and the
section “Installing Storage Devices” details their installation. Be
aware that external storage devices exist, but today’s external
storage devices are eSATA-, USB-, and FireWire-attached devices,
making them completely Plug and Play. Only the software
preparation of external hard drives is a consideration, but the same
procedure for the software preparation of internal devices works
for external devices as well. For this reason, these technologies




have been removed from later versions of the A+ objectives.
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Exercise 2.1
Removing an Internal Storage Device

1. With the power source removed from the system, ground
yourself and the computer to the same source of ground.

2. Remove the cover from the system, exposing the internal
components.

3. Unplug all connections from the storage device you wish to
remove. These include data and power connections as well as
any others, such as audio connections to the sound card or
motherboard. The beveled Molex power connectors fit very
tightly, so don’t worry about how hard removing them seems to
be. There is no clip to release. However, be sure to grip the
connector, not the wires.

4. Gather the appropriate antistatic packaging for all static-
sensitive components that will be reused in the future,
including any adapter cards that the storage device plugs into.

5. Remove any obstructions that might hinder device removal,
such as component cables attached to adapter cards or the
adapter cards themselves, storing them in antistatic packaging
so they can be reused.

6. Remove related adapter cards from the motherboard, storing
them in antistatic packaging so they can be reused.

7. Remove the machine screws holding the storage device to the
chassis. These could be on the side of the device or on the
bottom.

8. Some devices, especially hard drives because they have no front
access from the case, pull out of the chassis toward the rear of
the case, while others, such as optical drives, generally pull out
from the front. A gentle nudge from the rear of the device starts




it on its way out the front. Go ahead and remove the device
from the case. If you discover other components that obstruct
the storage device’s removal, repeat step 5.
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Installing Storage Devices

An obvious difference among storage devices is their form factor. This
is the term used to describe the physical dimensions of a storage
device. Form factors commonly have the following characteristics:

m 32" wide vs. 574" wide

= Half height vs. full height vs. 1” high and more

= Any of the laptop specialty form factors

You will need to determine whether you have an open bay in the
chassis to accommodate the form factor of the storage device that you
want to install. Adapters exist that allow a device of small size to fit
into a larger bay. For obvious reasons, the converse is not also true.

In Exercise 2.2, you’'ll install an internal storage device.
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Exercise 2.2
Installing an Internal Storage Device

1. With the power source removed from the system, ground
yourself and the computer to the same source of ground.

2. Remove the cover from the system, exposing the internal
components.

3. Locate an available bay for your component, paying attention to
your device’s need for front access. If you do not see one, look
around; some cases provide fastening points near the power
supply or other open areas of the case. If you still do not see
one, investigate the possibility of sacrificing a rarely or never
used device to make room.

4. Remove any obstructions that might hinder device installation,
such as component cables attached to adapter cards or the




adapter cards themselves, storing them in antistatic packaging
to be reused.

5. Find the proper screws for the storage device, and set any
jumpers on the drive while it is in hand. Then insert the device
into the bay. Keep in mind that some insert from the rear of the
bay and some from the front.

6. Line up the screw holes in the device with the holes in the bay.
Note that many devices rarely insert as far as they can before
lining up with the chassis’ holes, so don’t be surprised when
pushing the device all the way into the bay results in
misalignment. Other devices that require front access stop
themselves flush with the front of the case, and still others
require you to secure them while holding them flush.

7. Use at least two screws on one side of the device. This keeps the
device from sliding in the bay as well as from rotating, which
happens when you use only one screw or one screw on each
side. If the opposite side is accessible, go ahead and put at least
one screw in the other side. Most devices allow for as many as
four screws per side, but eight screws are not necessary in the
vast majority of situations.

8. Connect the data cable from the device to the adapter card or
motherboard header. ATA devices, such as those that are
designated as IDE drives (compatible hard drives and CD/DVD
drives, for example) use a 40-pin connector.

9. Attach a power connector from the power supply to the device,
bearing in mind that there are two connector styles that are not
very close in appearance. You should have no trouble telling
them apart. Be sure to insert the connector completely.
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Identifying Purposes and Characteristics of
Power Supplies

The computer’s components would not be able to operate without
power. The device in the computer that provides this power is the



power supply (see Figure 2.17). A power supply converts 110V or 220V
AC current into the DC voltages that a computer needs to operate.
These are +3.3VDC, +5VDC, —5VDC (on older systems), +12VDC, and
—12VDC. The jacket on the leads carrying each type of voltage has a
different industry-standard color-coding for faster recognition. Black
ground leads offer the reference that gives the voltage leads their
respective magnitudes. The +3.3VDC voltage was first offered on ATX
motherboards.

Figure 2.17 A power supply
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The abbreviation VDC stands for volts DC. DC is short for direct
current. Unlike alternating current (AC), DC does not alter the
direction in which the electrons flow. AC for standard power
distribution does so 50 or 60 times per second (50 or 60Hz,
respectively).

&

Be aware that DC voltage is not safer than AC voltage, despite its
common use in batteries and lower-power components. Direct
current is more likely to cause a prolonged clamping of the muscles
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than AC, which is more likely to fibrillate the heart, which results
in a deadly loss of coordination of the various cardiac muscles.
Furthermore, power supplies contain transformers and capacitors
that can discharge lethal amounts of current even when
disconnected from the wall outlet for long periods. They are not
meant to be serviced, especially by untrained personnel. Do not
attempt to open them or do any work on them. Simply replace and
recycle them when they go bad.

\, J

Dual-Rail Architecture

Some modern power supplies provide multiple 12V rails in an effort to
supply more power overall to components that require 12VDC. For
instance, in dual-rail power supplies, one rail might be dedicated to
the CPU, while the other is used to supply power to all of the other
components that need 12V.

The problem that can arise in high-powered systems is that although
the collective power supplied by all rails is greater than that supplied
by power supplies with a single rail, each rail provides less power on
its own. As a result, it is easier to overdraw one of the multiple rails in
such a system, causing a protective shutdown of the power supply.
Care must be taken to balance the load on each of the rails if a total
amperage greater than any one rail is to be supplied to attached
components. Otherwise, if the total power required is less than any
single rail can provide, there is no danger in overloading any one rail.

Power and Voltage Ratings

Power supplies are rated in watts. A watt is a unit of power. The higher
the number, the more power your computer can draw from the power
supply. Think of this rating as the “capacity” of the device to supply
power. Most computers require power supplies in the 250- to 500-
watt range. Higher wattage power supplies might be required for more
advanced systems that employ power-hungry graphics technologies or
multiple disk drives, for instance. It is important to consider the draw
that the various components and subcomponents of your computer
place on the power supply before choosing one or its replacement.



Of the connectors present in the classic power supplies, only the
standard peripheral power connectors remain. In addition to these
connectors, newer systems have a variety of replacement and
additional connectors, such as dedicated power connectors for SATA
and PCle, more advanced power connectors for the motherboard, and
even modular connections for these leads back to the power supply
rather than a permanent wiring harness.

Some power supplies have a recessed, two-position slider switch, often
a red one, on the rear that is exposed through the case. You can see the
one for the power supply shown in Figure 2.17. Dual voltage options
on such power supplies read 110 and 220, 115 and 230, or 120 and
240. This selector switch is used to adjust for the voltage level used in
the country where the computer is in service. For example, in the
United States, the power grid supplies anywhere from 110VAC to
120VAC. However, in Europe, for instance, the voltage supplied is
double, ranging from 220VAC to 240VAC.

Although the voltage is the same as what is used in the United States
to power high-voltage appliances such as electric ranges and clothes
driers, the amperage is much lower. The point is, the switch is not
there to allow multiple types of outlet to be used in the same country.
If the wrong voltage is chosen in the United States, the power supply
expects more voltage than it receives and might not power up at all. If
the wrong voltage is selected in Europe, however, the power supply
receives more voltage than it is set for. The result could be disastrous
for the entire computer. Sparks could also ignite a fire that could
destroy nearby property and endanger lives. Always check the switch
before powering up a new or recently relocated computer. In the
United States and other countries that use the same voltage, check the
setting of this switch if the computer fails to power up.

Power Connectors

The connectors coming from the power supply are quite varied these
days, but there are also some connectors that are considered legacy
connectors that you might not see on modern power supplies. The
following sections detail and illustrate the most common power
connectors.



Classic Power Connectors

The classic connectors comprise outdated connectors as well as
connectors still in use today despite being found in the original IBM
PC.

AT System Connector

The original power connectors attached to the early PC motherboards
were known collectively as the AT system connector. There are two
six-wire connectors, labeled P8 and P9, as shown in Figure 2.18. They
connect to an AT-style motherboard and deliver the power that feeds
the electronic components on it. These connectors have small tabs on
them that interlock with tabs on the motherboard’s receptacle.

Figure 2.18 AT power supply system board connectors

The P8 and P9 connectors must be installed correctly or you will
damage the motherboard and possibly other components. To do this
(on standard systems), place the connectors side by side with their



black wires together, and then push the connectors together or
separately onto the 12-pin receptacle on the motherboard. Although
there is keying on these connectors, they both use the exact same
keying structure. In other words, they can still be swapped with one
another and inserted. When the black ground leads are placed
together when the connectors are side by side, it is not possible to flip
the pair 180 degrees and still insert the two connectors without
physically defeating the keying. Most technicians would give up and
figure out their mistake before any damage occurs if they always place
the grounds together in the middle.

<
Although it’s easy to remove this type of connector from the
motherboard, the tabs on the connector make it difficult to
reinstall it. Here’s a hint: Place the connector at an almost right
angle to the motherboard’s connector, interlocking the tabs in their
correct positions. Then tilt the connector to the vertical position.
The connector will slide into place more easily.
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It is important to note that only legacy computers with AT and baby
AT motherboards use this type of power connector.
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Most computers today use some form of ATX power connector to
provide power to the motherboard. Those connectors are described
in later sections of this chapter.
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Standard Peripheral Power Connector

The standard peripheral power connector is generally used to power
different types of internal disk drives. This type of connector is also
called a Molex connector. Figure 2.19 shows an example of a standard
peripheral power connector. This power connector, though larger than



the floppy drive power connector, uses the same wiring color code
scheme as the floppy drive connector, although with a heavier gauge of
wire. The added copper is for the additional current drawn by most
devices that call for the Molex interface.

Figure 2.19 A standard peripheral power connector

Modern Power Connectors

Modern components have exceeded the capabilities of some of the
original power supply connectors. The Molex peripheral connector
remains, but the P8/P9 motherboard connectors have been
consolidated and augmented, and additional connectors have sprung

up.
ATX, ATX12V, and EPS12V Connectors



With ATX motherboards came a new, single connector from the power
supply. PCI Express has power requirements that even this connector
could not satisfy, leading to different connectors with different
versions of the more advanced ATX12V specifications, which have
gone through four 1.x versions and already five 2.x versions.
Throughout the versions of ATX12V, additional 4-, 6-, and 8-pin
connectors supply power to components of the motherboard and its
peripherals—such as network interfaces, PCle cards, specialty server
components, and the CPU itself—that require a +12V supply in
addition to the +12V of the standard ATX connector. These additional
connectors follow the ATX12V and EPS12V standards. The ATX
connector was further expanded by an additional four pins in ATX12V
2.0.

The original ATX system connector (also known as the ATX
motherboard power connector) feeds an ATX motherboard. It
provides the six voltages required, plus it delivers them all through
one connector: a single 20-pin connector. This connector is much
easier to work with than the dual connectors of the AT power supply.
Figure 2.20 shows an example of an ATX system connector.



Figure 2.20 ATX power connector

When the Pentium 4 processor was introduced, it required much more
power than previous CPU models. Power measured in watts is a
multiplicative function of voltage and current. To keep the voltage low
meant that amperage would have to increase, but it wasn'’t feasible to
supply such current from the power supply itself. Instead, it was
decided to deliver 12V at lower amperage to a voltage regulator
module (VRM) near the CPU. The higher current at a lower voltage
was possible at that shorter distance from the CPU.

As a result of this shift, motherboard and power supply manufacturers
needed to get this more varied power to the system board. The
solution was the ATX12V 1.0 standard, which added two supplemental
connectors. One was a single 6-pin auxiliary connector similar to the
P8/P9 AT connectors that supplied additional +3.3V and +5V leads
and their grounds. The other was a 4-pin square mini-version of the



ATX connector, referred to as a P4 (for the processor that first
required them) connector, which supplied two +12V leads and their
grounds. EPS12V uses an 8-pin version, called the processor power
connector, which doubles the P4’s function with four +12V leads and
four grounds. Figure 2.21 illustrates the P4 connector. The 8-pin
processor power connector is similar but has two rows of 4 and,
despite its uncanny resemblance, is keyed differently from the 8-pin
PCIe power connector to be discussed shortly.

Figure 2.21 ATX12V P4 power connector

For servers and more advanced ATX motherboards that include PCle
slots, the 20-pin system connector proved inadequate. This led to the
ATX12V 2.0 standard and the even higher-end EPS12V standard for
servers. These specifications call for a 24-pin connector that adds
further positive voltage leads directly to the system connector. The 24-
pin connector looks like a larger version of the 20-pin connector. The



corresponding pins of the 24-pin motherboard header are actually
keyed to accept the 20-pin connector. Adapters are available if you
find yourself with the wrong combination of motherboard and power
supply. Many power supplies feature a 20-pin connector that snaps
together with a separate 4-pin portion for flexibility, called a 20+4
connector, which can be seen in Figure 2.22. The 6-pin auxiliary
connector disappeared with the ATX12V 2.0 specification and was
never part of the EPS12V standard.

Figure 2.22 A 24-pin ATX12V 2.x connector in two parts

ATX12V 2.1 introduced a different 6-pin connector, which was shaped
more like the P4 connector than the P8/P9-style auxiliary connector
from the 1.x standards (see Figure 2.23). This 6-pin connector was
specifically designed to give additional dedicated power to the PCle
adapters that required it. It provided a 75W power source to such
devices.



Figure 2.23 A 6-pin ATX12V 2.1 PCIe connector

ATX12V 2.2 replaced the 75W 6-pin connector with a 150W 8-pin
connector, as shown in Figure 2.24. The plastic bridge between the top
two pins on the left side in the photo keeps installers from inserting
the connector into the EPS12V processor power header but clears the
notched connector of a PCle adapter. The individual pin keying should
avoid this issue, but a heavy-handed installer could defeat that. The
bridge also keeps the connector from inserting into a 6-pin PCle
header, which has identically keyed corresponding pins.



Figure 2.24 An 8-pin ATX12V 2.2 PCIe connector

Proprietary Power Connectors

Although the internal peripheral devices have standard power
connectors, manufacturers of computer systems sometimes take
liberties with the power interface between the motherboard and power
supply of their systems. In some cases, the same voltages required by a
standard ATX power connector are supplied using one or more
proprietary connectors. This makes it virtually impossible to replace
power supplies and motherboards with other units “off the shelf.”
Manufacturers might do this to solve a design issue or simply to
ensure repeat business.

SATA Power Connectors

SATA drives arrived on the market with their own power requirements



in addition to their new data interfaces. Refer back to Figure 2.10 and
imagine a larger but similar connector for power. You get the 15-pin
SATA power connector, a variant of which is shown in Figure 2.25. The
fully pinned connector is made up of three +3.3V, three +5V, and three
+12V leads interleaved with two sets of three ground leads. Each of the
five sets of three common pins is supplied by one of five single
conductors coming from the power supply. The same colors are
generally used for the conductors as with the Molex and Berg
connectors. When the optional 3.3V lead is supplied, it is standard to
see it delivered on an orange conductor.

Figure 2.25 SATA power connector

Note that in Figure 2.25, the first three pins are missing. These
correspond to the 3.3V pins, which are not supplied by this connector.
This configuration works fine and alludes to the SATA drives’ ability to
accept Molex connectors or adapters attached to Molex connectors,



thus working without the optional 3.3V lead.

Replacing Power Supplies

Sometimes power supplies fail. Sometimes you grow out of your power
supply and require more wattage than it can provide. Often, it is just
as cost effective to buy a whole new case with the power supply
included rather than dealing with the power supply alone. However,
when you consider the fact that you must move everything from the
old case to the new one, replacing the power supply becomes an
attractive proposition. Doing so is not a difficult task.

Regardless of which path you choose, you must make sure the power
connection of the power supply matches that of the motherboard to be
used. Years ago, a new power supply with the single 20-pin ATX power
connector wouldn’t do a thing for you if you had a motherboard that
had only the older P8/P9 connectors, although there are adapters that
allow interconnection. Recall that the 24-pin ATXV2 2.x power supply
connection can also be adapted to a motherboard with the 20-pin ATX
connector.

Additionally, the physical size of the power supply should factor into
your purchasing decision. If you buy a standard ATX-compatible
power supply, it might not fit in the petite case you matched up to your
micro-ATX motherboard. In that scenario, you should be on the
lookout for a smaller form factor power supply to fit the smaller case.
Odds are that the offerings that you find out there will tend to be a
little lighter in the wattage department as well.

Exercise 2.3 details the process to remove an existing power supply.
Use the reverse of this process to install the new power supply. Just
keep in mind that you might need to procure the appropriate adapter
if a power supply that matches your motherboard can no longer be
found. There is no postinstallation configuration for the power supply,
so there is nothing to cover along those lines. Many power supply
manufacturers have utilities on their websites that allow you to
perform a presale configuration so that you are assured of obtaining
the most appropriate power supply for your power requirements.



Exercise 2.3
Removing a Power Supply

1. With the power source removed from the system, ground
yourself and the computer to the same source of ground.

2. Remove the cover from the system, exposing the internal
components.

3. After locating the power supply, which can come in a variety of
formats and appear on the left or right side of the case, follow
all wiring harnesses from the power supply to their termini,
disconnecting each one.

4. Remove any obstructions that appear as if they might hinder
removal of the power supply.

5. Using the dimensions of the power supply, detectable from the
inside of the case, note which machine screws on the outside of
the case correspond to the power supply. There are often four
such screws in a nonsquare pattern. If your case has two side
panels, and you removed only one, there will likely be one or
more screws holding the other panel on that appear to be for
the power supply. These do not need to be removed. If all case
screws have been removed, pay attention to their location and
do not use these holes when securing the new power supply.

6. Remove the screws that you identified as those that hold the
power supply in place. Be aware that the power supply is not
lightweight, so you should support it as you remove the final
couple of screws.

7. Maneuver the power supply past any obstructions that did not
have to be removed, and pull the power supply out of the case.
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AC Adapters as Power Supplies

Just as the power supply in a desktop computer converts AC voltages
to DC for the internal components to run on, the AC adapter of a



laptop computer converts AC voltages to DC for the laptop’s internal
components. And AC adapters are rated in watts and selected for use
with a specific voltage just as power supplies are rated. One difference
is that AC adapters are also rated in terms of DC volts out to the laptop
or other device, such as certain brands and models of printer.

Because both power supplies and AC adapters go bad on occasion, you
should replace them both and not attempt to repair them yourself.
When replacing an AC adapter, be sure to match the size, shape, and
polarity of the tip with the adapter you are replacing. However,
because the output DC voltage is specified for the AC adapter, be sure
to replace it with one of equal output voltage, an issue not seen when
replacing AT or ATX power supplies, which have standard outputs.
Additionally, and as with power supplies, you can replace an AC
adapter with a model that supplies more watts to the component
because the component uses only what it needs.

You can read more on this subject later in Chapter 9, “Understanding
Laptops.”

Summary

In this chapter, you learned about two primary classes of personal
computer components, specifically storage devices and power
supplies. We covered storage devices such as hard drives (both
conventional and solid state), optical drives, tape drives, and flash
memory. We discussed power supply safety as well as the various
connectors, and we compared and contrasted power supplies and AC
adapters. You also learned how to remove, install, and configure
storage devices and how to replace power supplies.

Exam Essentials

Be familiar with the components of a conventional hard
drive system and the anatomy of a hard drive. Most of today’s
hard drive systems consist of an integrated controller and disc
assembly that communicates to the rest of the system through an
external host adapter. The hard disk drives consist of many



components that work together, some in a physical sense and others in
a magnetic sense, to store data on the disc surfaces for later retrieval.

Get to know the newer solid-state drives. SSDs continue to grow
in popularity, and they will likely replace conventional drives as they
become more reliable, offer larger capacities, and come down in price.

Understand the details surrounding optical storage. From
capacities to speeds, you should know what the varieties of optical
storage offer as well as the specifics of the technologies this storage
category comprises.

Be able to differentiate among removable storage options.
There are numerous tape and solid-state storage formats as well as a
host of external and hot-swappable drives. Know the names of the
options in each category.

Know about power supplies and their connectors. Power
supplies are made in AT, ATX, and proprietary form factors.
Regardless of the type of power supply, they must offer connectors for
motherboards and internal devices. Know the differences among the
connectors and how power supplies are rated. Also understand why
AC adapters are related to power supplies.

Know how to remove, install, and configure storage devices.
Know the difference between the data and power connectors used on
storage devices. Know what it means to partition and format a hard
drive. Be aware of the physical differences in storage device form
factors.

Know how to remove, install, and configure power supplies.
Know the difference between the modern motherboard power headers,
and know when an adapter might be required. Know the two most
common device connectors coming from the power supply. Be familiar
with how to fasten power supplies to the chassis as well as how to
unfasten them.

Review Questions

The answers to the chapter review questions can be found in



Appendix A.

1.

What is the physical component where data is stored in a HDD?
A. Read/write head

B. Platter

C. Sector

D. Cluster

. Which of the following is not one of the three major components of

a hard disk drive system?
A. Drive interface

B. Controller

C. Hard disk

D. Host adapter

. What is the largest NTFS volume size supported, assuming a 64KB

cluster size as maximum?
A. 256GB

B. 2TB

C. 128TB

D. 256TB

Which technology is based on flash memory and is intended
eventually to replace conventional hard disk drives that have
moving discs and other mechanisms?

A. USB flash drives
B. Memory cards

C. Solid-state drives
D. Optical drives

A client is looking for a desktop drive technology that saves money
over SSDs but offers performance increases over HDDs and can be
used to house the operating system. Which of the following is the



best to recommend?
A. Dual-drive technology
B. SSHD
C. eMMC
D. Magnetic-only drive
6. Which optical disc format supports a data capacity of 25GB?
A. Double-sided, double-layer DVD+R
B. Single-sided, single-layer Blu-ray disc
C. Double-sided, single-layer DVD-R
D. Double-sided, single-layer DVD+R

7. Which of the following best describes the concept of hot-swappable
devices?

A. Power does not need to be turned off before the device is
inserted or removed.

B. The device can be removed with power applied after it is
properly stopped in the operating system.

C. Care must be taken when swapping the device because it can be
hot to the touch.

D. The device can be swapped while still hot, immediately after
powering down the system.

8. Of the following voltage pairings, which one accurately represents
the input and output, respectively, of power supplies and AC
adapters?

A. ACin, AC out
B. DCin, DC out
C. ACin, DC out
D. DCin, AC out

9. What are the output voltages that have been commonly produced



11.

by PC power supplies over the years? (Choose five.)

T @mmYawp

+3.3VDC
—3.3VDC
+5VDC
—5VDC
+12VDC
—-12VDC
+110VAC
—110VAC

Which of the following statements about power supplies is true?

A.

B.

C.

D.

You must make sure that the voltage selector switch on the back
of the power supply is switched to the lower setting if the
computer is going to be used in Europe.

SATA hard drives most often use the same type of power
connector that PATA hard drives use.

Power supplies supply power to ATX-based motherboards with
connectors known commonly as P8 and Po9.

Power supplies convert AC input to DC output.

Which of the following is not a consideration when installing an
internal storage device?

A.

B.

You should match the form factor of the drive or adapt it to an
available drive bay or slot.

You should secure the drive with at least two screws on one side
and preferably two on each side.

Due to the high revolutions at which modern hard drives spin,
you must secure an external power source because the internal
power supplies do not have the capacity.

You need to be sure that the routing of the drive’s ribbon cable,
if applicable, does not obstruct the engineered flow of air across



5.

internal components.

What kind of media is most commonly used when large amounts of
data need to be archived on a regular basis?

A. Tape

B. Optical disc

C. External hard drive

D. Network share

What does the e stand for in eMMC?
A. Embedded

B. Enhanced

C. Extended

D. External

Which of the following platter spin rates is not commonly
associated with conventional magnetic hard disk drives?

A. 5400 rpm
B. 7200 rpm
C. 10,000 rpm
D. 12,000 rpm

Which of the following is not a consideration when upgrading
power supplies?

A. You might find that you do not have a matching motherboard
connector on your new power supply.

B. You might find that your case has a nonremovable power
supply.

C. You might find that your power rating is not adequate on the
new power supply.

D. You might find that you do not have enough of the appropriate
connectors coming from the power supply for the devices that



6.

7.

you have installed.
What does the red stripe on a ribbon cable indicate?
A. Pin 16
B. Pin1
C. The manufacturer’s trademark
D. Parity

Which of the following statements about dual-rail power supplies
is LEAST true?

A. Dual-rail power supplies have electrically separate 12VDC
connections.

B. Dual-rail power supplies typically support more cumulative
amperage than single-rail supplies.

C. Dual-rail power supplies are less likely to be overdrawn by
connected components.

D. Dual-rail power supplies feature most of the same connections
as a single-rail supply.

Which of the following best describes a hybrid drive?

A. A drive that has a SATA interface as well as one other
B. A drive that has both HDD and SSD components

C. Adrive that can be used with Windows or Mac OS

D. A drive that is partially internal and partially external

Which of the following is a concept that applies only to
conventional magnetic hard disk drives and not newer solid-state
drives?

A. Storage capacity
B. External attachment
C. Access time

D. 7200 rpm



0. When replacing a power supply, which of the following tends to
vary among power supplies and must be chosen properly to
support all connected devices?

A. Wattage
B. Voltage
C. Amperage

D. Resistance

Performance-Based Question

You will encounter performance-based questions on the A+ exams.
The questions on the exam require you to perform a specific task, and
you will be graded on whether or not you were able to complete the
task. The following requires you to think creatively in order to
measure how well you understand this chapter’s topics. You may or
may not see similar questions on the actual A+ exams. To see how
your answer compares to the authors’, refer to Appendix B.

Detail the process for removing a power supply from a computer
chassis.



Chapter 3
Peripherals and Expansion
THE FOLLOWING COMPTIA A+ 220-901 OBJECTIVES ARE
COVERED IN THIS CHAPTER:
v 1.4 Install and configure PC expansion cards.
= Sound cards
= Video cards
» Network cards
= USB cards
= FireWire cards
= Thunderbolt cards
= Storage cards
= Modem cards
» Wireless/cellular cards
» TV tuner cards
= Video capture cards
= Riser cards

v 1.7 Compare and contrast various connection
interfaces, their characteristics, and purpose.

= Physical connections:
m USB 1.1 vs. 2.0 vs. 3.0 (connector types: A, B, mini, micro)
» FireWire 400 vs. FireWire 800
m SATA1 vs. SATA2 vs. SATA3, eSATA

= Other connector types (VGA, HDMI, DVI, Audio [analog,
digital (optical connector)], RJ-45, RJ-11, Thunderbolt)



= Wireless connections:
= Bluetooth
= RF
= IR
= NFC
» Characteristics:
= Analog
Digital

Distance limitations

Data transfer speeds

Quality
DRM

» Frequencies

v/ 1.11 Identify connector types and associated cables.
= Display connector types:

= DVI-D
= DVI-I
= DVI-A
= DisplayPort
= RCA
= HD15 (i.e., DE15 or DB15)
= BNC
» miniHDMI
= miniDIN-6

= Display cable types:
= HDMI



= DVI
= VGA

= Component

Composite
= Coaxial

= Device cables and connectors:
= SATA

eSATA

= USB

FireWire (IEEE1394)
= PS/2
= Audio

= Adapter and converters:
= DVIto HDMI
= USBAto USBB
= USB to Ethernet
= DVIto VGA
= Thunderbolt to DVI
= PS/2to USB
= HDMI to VGA

v 1.12 Install and configure common peripheral devices.

= Input devices:
= Mouse
= Keyboard
= Scanner

m Barcode reader



= Biometric devices
= Game pads
= Joysticks
= Digitizer
= Motion sensor
= Touch pads
= Smart card readers
= Digital cameras
= Microphone
= Webcam
= Camcorder
= MIDI enabled devices
= Qutput devices:
= Printers
= Speakers
= Display devices
= Input & output devices:
= Touch screen
= KVM
» Smart TV
= Set-top box

With the core system components of the typical personal computer
system under your belt, it is time to turn our attention to some of the
available peripherals that can be connected to the computer. In doing
so, we will also discuss the interfaces and cable assemblies associated
with those peripherals.



Installing and Configuring Expansion Cards

An expansion card (also known as an adapter card) is simply a circuit
board that you install into a computer to increase the capabilities of
that computer. Expansion cards come in varying formats for different
uses, but the important thing to note is that no matter what function a
card has, the card being installed must match the bus type of the
motherboard into which it is being installed. For example, you can
install a PCI network card into a PCI expansion slot only.

For today’s integrated components (those built into the motherboard),
you might not need an adapter to achieve the related services, but you
will still need to install drivers to make the integrated devices function
with the operating system. As the trend toward more integrated
components was maturing, many installers found most of the
integrated components to be nonfunctional. A quick check in Device
Manager showed a small collection of devices to be without their
device drivers. Most motherboard manufacturers supply CD-ROM
discs with their motherboards that contain all of the device drivers
needed to get the built-in electronics recognized by the operating
system. Execution of the disc’s setup program generally results in all
components working and Device Manager clearing its warnings.

The following are the four most common categories of expansion cards
installed today:

= Video

= Multimedia

= J/O

= Communications

Let’s take a quick look at each of these card types, their functions, and
what some of them look like.

Video

A video adapter (more commonly called a graphics adapter or even
more commonly a video card) is the expansion card that you put into a
computer to allow the computer to display information on some kind



of monitor. A video card is also responsible for converting the data
sent to it by the CPU into the pixels, addresses, and other items
required for display. Sometimes, video cards can include dedicated
chips to perform some of these functions, thus accelerating the speed
of display.

At a basic level, video adapters that have a PCI interface operate
sufficiently. However, because AGP and PCle slots offer more
resources to the adapter, most manufacturers and computer owners
prefer not to use PCI slots for video adapters. Although you might be
able to find the rare motherboard that still offers an AGP slot, PClIe is
the preferred expansion slot for video card attachment. The
technology on which PCIe was designed performs better for video than
those on which AGP and PCI are based. Figure 3.1 shows an example
of a PCle-based video card.

Figure 3.1 A video expansion card



Multimedia

The most basic and prolific multimedia adapter is the sound card. TV
tuner cards and video capture cards are newer multimedia adapters
that continue to gain in popularity due to decreasing cost and the rise
of the Internet as a forum for creative sharing.

Sound Card

Just as there are devices to convert computer signals into printouts
and video information, there are devices to convert those signals into
sound. These devices are known as sound cards. Although sound cards
started out as pluggable adapters, this functionality is one of the most
common integrated technologies found on motherboards today. A
sound card typically has small, round, 1/8” jacks on the back of it for
connecting microphones, headphones, and speakers as well as other
sound equipment. Many sound cards used to have a DA15 game port,
which can be used either for joysticks or MIDI controllers. Figure 3.2
shows an example of a legacy sound card with a DA15 game port.

Figure 3.2 A classic sound card

Sound cards today might come with an RCA jack (see the section
“Audio/Video Jacks” later in this chapter). This is decidedly not for
composite video. Instead, there is a digital audio specification known



as the Sony/Philips Digital Interface (S/PDIF). Not only does this
format allow you to transmit audio in digital clarity, but in addition to
specifying an RCA jack and coaxial copper cabling, it specifies optical
fiber connectors (TOSLINK) and cabling for electrically noisy
environments, further increasing the transmission quality of the
digital signal.

TV Tuner Cards and Video Capture Cards

The TV tuner card is a class of internal and external devices that
allows you to connect a broadcast signal, such as home cable
television, to your computer and display the output on the computer
monitor. TV tuner cards come in analog, digital, and hybrid varieties.
Most TV tuner cards act as video capture cards as well. A video
capture card can also be a stand-alone device, and it is often used to
save a video stream to the computer for later manipulation or sharing.
Video-sharing sites on the Internet make video capture cards quite
popular with enterprises and Internet socialites alike. TV tuner cards
and video capture cards need and often come with software to aid in
the processing of multimedia input.

1/O

I/0 card is often used as a catchall phrase for any expansion card that
enhances the system, allowing it to interface with devices that offer
input to the system, output from the system, or both. The following are
common examples of modern I/O cards:

= USB cards

= FireWire cards

» Thunderbolt cards

» Storage cards, such as eSATA

These cards are to be installed in a compatible slot on the
motherboard. Their configuration is minimal, and it is usually
completed through the Plug and Play process. Nevertheless, check the
BIOS settings after installation for new entries in the menu structure.
It’s the job of the BIOS to track all of the hardware in the system and



supply resources as needed. For example, a new Thunderbolt
expansion card might allow you to configure whether attached
Thunderbolt devices should be allowed to wake the system, how long
of a delay should be observed before waking the system, and various
settings for how to use memory and other resources.

Communications

Communications adapters give a computer the ability to transmit
information to other devices that might be too distant to cable up to
directly. Network adapters and modems are the two most popular
types of communications adapters. Network adapters are generally
used within the administrative domain of a home or enterprise and
rely on other devices to relay their transmissions around the world. In
contrast, modems allow direct domestic or international
communication between two devices across the Public Switched
Telephone Network (PSTN). Although there are other devices in the
PSTN, the service provider’s network appears as a cloud to the end
stations, unlike the intermediate devices of a home or enterprise data
network.

Network Interface Card (NIC)

A network interface card (NIC) is an expansion card that connects a
computer to a network so that it can communicate with other
computers on that network. NIC can also stand for network interface
controller. It translates the data from the parallel data stream used
inside the computer into the serial data stream that makes up the
frames used on the network. It has a connector for the type of
expansion bus on the motherboard (PCle, PCI, and so on) as well as a
connector for the type of network (such as fiber connectors, RJ-45 for
UTP, antenna for wireless, or BNC for legacy coax). In addition to
physically installing the NIC, you need to install drivers for the NIC in
order for the computer to use the adapter to access the network.
Figure 3.3 shows an example of a NIC.



Figure 3.3 A network interface card

Some computers have NIC circuitry integrated into their
motherboards. Therefore, a computer with an integrated NIC
wouldn’t need to have a NIC expansion card installed unless it was
faster or you were using the second NIC for load balancing,
security, or fault-tolerance applications.

Y, 4

If you have a system with either no or too few Ethernet interfaces, it’s
easy to find a USB-to-Ethernet adapter that uses an existing USB port
to gain access to the energy needed to power the circuitry at the heart
of the adapter’s Ethernet interface. The USB port is also used as the
communication pathway for the now-powered Ethernet interface to
transmit and receive across a standard Ethernet network. Figure 3.4
shows an example of a USB-to-Ethernet adapter, with the Ethernet
interface in the foreground.



Figure 3.4 A USB-to-Ethernet adapter
Ash Kyd/USB Ethernet adapter Licensed under CC BY-SA 4.0 via Commons

Another type of USB-to-Ethernet converter on the market is a device
that produces the opposite effect and uses an Ethernet network to
extend the range of USB ports and devices, which are unable to extend
beyond a few meters on their own. There is an ongoing effort by
various groups, such as the USB/IP Project, to advance the state of the
art regarding the use of networks to extend USB connectivity. Other
vendors create client-server platforms, such as USB over Network, to
create an environment that supports USB access over the network.

Wireless NICs

Wireless NICs have the unique characteristic of requiring that you
configure their connecting device before configuring the NIC. Wired
NICs can generally create a link and begin operation just by being



physically connected out of the box to a hub or switch. The wireless
access point or ad hoc partner computer must also be configured
before secure communication, at a minimum, can occur by using a
wireless NIC. These terms will be explained in greater detail in
Chapter 8, “Installing Wireless and SOHO Networks.”

Cellular Cards

Almost every cellular service provider offers a line of adapters that can
be installed into or inserted on the outside of desktop and laptop
computers. Some advanced users have modified wireless access points
to allow the insertion of such adapters into USB interfaces to act as the
WAN gateway to obtain Internet access for their attached clients. In
addition, depending on your service plan, most smartphones can be
tethered to your computer and used as a cellular gateway. Very often,
the cellular adapter comes with a setup program that configures the
card for the service provider’s network. From that point, anytime you
are in a cellular service area, you can use the adapter to gain access to
the Internet through the provider or by roaming on the network of a
partner or competitor with which an agreement has been reached in
that area.

Today, it’s exceedingly common for cellular providers to offer devices
like the one shown in Figure 3.5. Some of these devices use 3G or 4G
cellular services to provide Internet access through the device. The
LAN portion of the device creates an 802.11 wireless LAN to which 5,
10, or even more WiFi clients can attach.



Figure 3.5 A cellular hotspot

Modem

Any computer that connects to the Internet using an analog dial-up
connection needs a modem, or modulator/demodulator. A modem is a
device that converts digital signals from a computer into analog
signals that can be transmitted over phone lines and back again. These
expansion card devices have one connector for the expansion bus
being used (PCle, PCI, and so on) and another for connection to the
telephone line. Actually, as you can see in Figure 3.6, which shows an
old ISA modem card, there might be two RJ-11 ports: one for
connection to the telephone line and the other for connection to a
telephone. This is primarily so that a phone can gain access to the
same wall jack that the computer connects to without swapping their
cords or using a separate splitter. Keep in mind, though, that you
won’t be able to use the phone while the computer is connected to the
Internet.



Figure 3.6 An internal analog modem

Riser Cards

An alternative motherboard form factor, known as New Low-Profile
Extended (NLX), or one of its offshoots has been used in some types of
low-profile cases. NLX places the expansion slots sideways on a special
riser card to use the reduced vertical space optimally. Adapter cards
that normally plug into expansion slots vertically in other
motherboards plug in parallel to the motherboard, so their second
most demanding dimension does not affect case height. Figure 3.7
shows a motherboard with its riser card attached.



Figure 3.7 Both sides of a riser card with adapter

Riser technology also serves to free up valuable motherboard space for
circuitry that cannot or should not be placed on adapters. Without the
use of the riser, the motherboard would need to be made larger to
accommodate the same circuitry. The term riser can also be used for
any board that combines many functions into a single card, such as
AMR and CNR (which were introduced in Chapter 1, “Motherboards,
Processors, and Memory”), and don’t actually allow the attachment of
additional cards to themselves the way true risers do.

Adapter Configuration

Expansion cards might require configuration. However, most can be
recognized automatically by a Plug and Play operating system. In other
words, resources are handed out automatically without jumper
settings or the installation of device drivers is handled or requested



automatically. Supplying the drivers might be the only form of
configuration required. For example, unlike older ISA adapters, PCI
adapters take care of requesting their own resources through Plug and
Play. This is especially true of simple I/O adapters, such as those that
provide USB and FireWire ports.

Some modern adapters, however, require more specific configuration
steps during installation. For example, two or more PCle graphics
adapters that support SLI (see Chapter 1) must be bridged together
with special hardware that comes with the adapters. Although most
sound cards tend to work with no specific configuration, advanced
features will need to be implemented through the operating system or
through utilities that came with the adapter. Wired network adapters
tend to be easier to configure than wireless ones. Wireless adapters
often require the installation of a screw-on antenna, which should be
postponed until after the card is fully inserted and physically secured
in the system. Software configuration that allows these cards to
communicate with a wireless access point can be challenging for the
novice. Nevertheless, even wired NICs might require static
configuration of certain protocol settings, such as IP addressing,
duplex, and speed, in order for them to be productive. The functions of
TV and video capture cards are sometimes not native to the operating
system and therefore come with advanced utilities that must be
learned and configured before the adapters will work as expected.

In any event, consult the documentation provided with your adapter
for additional configuration requirements or options. The more
specialized the adapter, the more likely it will come with specialty-
configuration utilities.

Identifying Characteristics of Connectors and
Cables

Now that you've learned the various types of items found in a
computer, let’s discuss the various types of ports and cables used with
computers. A port is a generic name for any connector on a computer
or peripheral into which a cable can be plugged. A cable is simply a
way of connecting a peripheral or other device to a computer using



multiple copper or fiber-optic conductors inside a common wrapping
or sheath. Typically, cables connect two ports: one on the computer
and one on some other device.

Let’s take a quick look at some of the different styles of port connector
types as well as peripheral port and cable types. We'll begin by looking
at peripheral port connector types.

Device Connector Types

Computer ports are interfaces that allow other devices to be connected
to a computer. Their appearance varies widely, depending on their
function. In the following sections, we’ll examine the following types of
peripheral ports:

m D-subminiature
m RJ-series

= Other types

D-subminiature Connectors

D-sub connectors, for a number of years the most common style of
connector found on computers, are typically designated with DXn,
where the letter X is replaced by a letter from A through E, which refer
to the size of the connector, and the letter n is replaced by the number
of pins or sockets in the connector. D-sub connectors are usually
shaped like a trapezoid and have at least two rows of pins with no
other keying structure or landmark, as you can see in Figure 3.8.



Figure 3.8 D-sub ports and connectors

The “D” shape ensures that only one orientation is possible. If you 