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Security News

October 20, 2012 11:28AM

Hackers Attack US Weather Service

THE US National Weather Service computer network was hacked with a group from Kosovo
claiming credit and posting sensitive data, security experts said Friday.

Data released by the Kosovo Hackers Security group includes directory structures, sensitive files
of the Web server and other data that could enable later access, according to Chrysostomos
Daniel of the security firm Acunetix.

"The hacker group stated that the attack is a protest against the US policies that target Muslim
countries,” Daniel said.

"Moreover, the attack was a payback for hacker attacks against nuclear plants in Muslim
countries, according to a member of the hacking group who said, "They hack our nuclear plants
using STUXNET and FLAME-like malwares, they are bombing us 24-7, we can't sit silent -- hack
to payback them."

http://www.theaustralian.com.au
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Security News
Hackers Attack US Weather Service

+ -]

Source: http://www.theaustralian.com.au

The US National Weather Service computer network was hacked with a group from Kosovo
claiming credit and posting sensitive data, security experts said recently.

Data released by the Kosovo Hackers Security group includes directory structures, sensitive
files from the web server, and other data that could enable later access, according to
Chrysostomos Daniel of the security firm Acunetix.

"The hacker group stated that the attack is a protest against the US policies that target Muslim
countries," Daniel said.

Moreover, the attack was a payback for hacker attacks against nuclear plants in Muslim
countries, according to a member of the hacking group who said, "They hack our nuclear plants
using STUXNET and FLAME-like malwares, they are bombing us 24-7, we can't sit silent -- hack
to payback them."
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Paul Roberts, writing on the Sophos Naked Security blog, said the leaked information includes a
list of administrative account names, which could open the hacked servers to subsequent
“brute force attacks.”

"Little is known about the group claiming responsibility for the attack," he said.

"However, they allege that the weather.gov hack was just one of many US government hacks
the group had carried out and that more releases are pending."

© 2011 CBS Interactive. All rights reserved.

http://www.theaustralian.com.au/australian-it/hackers-attack-us-weather-service/story-
ebfrgakx-1226499796122
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Module Objectives

In the previous modules, you learned about foot printing and scanning networks. The

next phase of penetration testing is enumeration. As a pen tester, you should know the

purpose of performing enumeration, tec
should apply enumeration, what
countermeasures that can make network
module. This module will familiarize you w

@ What Is Enumeration?

© Techniques for Enumeration

© Services and Ports to Enumerate

© NetBIOS Enumeration

© Enumerate Systems Using Default
Passwords

© SNMP Enumeration
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information you get,

hniques used to perform enumeration, where you
enumeration tools, and the
security stronger. All these things are covered in this
ith the following:

© UNIX/Linux Enumeration
LDAP Enumeration

NTP Enumeration

SMTP Enumeration

DNS Enumeration

Enumeration Countermeasures
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Enumeration Pen Testing
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. Module Flow

¥ In order to make you better understand the concept of enumeration, we have divided
the module into various sections. Each section deals with different services and ports to
enumerate. Before beginning with the actual enumeration process, first we will discuss
enumeration concepts.

E ~ Enumeration Concepts %T NTP Enumeration
JE]‘ NetBios Enumeration .-.A.\ ) SMTP Enumeration
£ SNMP Enumertion —=l, DNS Enumeration
o o

+  Unix/Linux Enumeration Enumeration Countermeasures

e —

ﬁ 4 LDAP Enumeration " Enumeration Pen Testing

Ar

a—

This section briefs you about what enumeration is, enumeration techniques, and services and
ports to enumerate.
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What Is Enumeration?

In the enumeration phase, attacker creates active connections to system and performs
directed queries to gain more information about the target

N/W resources Users and Routing
Information and shares groups tables »
Enumerated [ IR ) ;ﬁ g
by Intruders = = :

Audit and

Machine

Applications SNMP and

Service settings names and banners DNS details Ll ﬁ —
==
@ ‘ ‘q J%J

[

Attackers use extracted information to identify system attack points and perform password
attacks to gain unauthorized access to information system resources

Enumeration techniques are conducted in an intranet environment
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M What Is Enumeration?

—_—

Enumeration is defined as the process of extracting user names, machine names,
network resources, shares, and services from a system. In the enumeration phase, the attacker
creates active connections to the system and performs directed queries to gain more
information about the target. The attacker uses the gathered information to identify the
vulnerabilities or weak points in system security and then tries to exploit them. Enumeration
techniques are conducted in an intranet environment. It involves making active connections to
the target system. It is possible that the attacker stumbles upon a remote IPC share, such as
IPCS in Windows, that can be probed with a null session allowing shares and accounts to be
enumerated.

The previous modules highlighted how the attacker gathers necessary information about the
target without really getting on the wrong side of the legal barrier. The type of information
enumerated by attackers can be loosely grouped into the following categories:

Information Enumerated by Intruders:
9 Network resources and shares

9 Users and groups
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Techniques for Enumeration

Extract information
using the default

Extract user names
using email IDs

- passwords
= @'\ ol
Extract user names = ) s .. Brute force Active
using SNMP Directory
e
A— = L.#

Extract user groups :. .. Extract information

- . using DNS Zone
from Windows Transfer
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<> Techniques for Enumeration

"

- A==

In the enumeration process, an attacker collects data such as network users and
group names, routing tables, and Simple Network Management Protocol (SNMP) information.
This module explores possible ways an attacker might enumerate a target network, and what
countermeasures can be taken.

The following are the different enumeration techniques that can be used by attackers:

A
‘ ) Extract user names using email IDs

=" |n general, every email ID contains two parts; one is user name and the other is
domain name. The structure of an email address is username@domainname. Consider
abc@gmail.com; in this email ID "abc" (characters preceding the '@' symbol) is the user name
and "gmail.com" (characters proceeding the '@' symbol) is the domain name.

é Extract information using the default passwords

Many online resources provide lists of default passwords assigned by the

manufacturer for their products. Often users forget to change the default passwords provided
by the manufacturer or developer of the product. If users don’t change their passwords for a
long time, then attackers can easily enumerate their data.
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1A
@g‘\ Brute force Active Directory
Microsoft Active Directory is susceptible to a user name enumeration weakness at the

time of user-supplied input verification. This is the consequence of design error in the
application. If the "logon hours" feature is enabled, then attempts to the service authentication
result in varying error messages. Attackers take this advantage and exploit the weakness to
enumerate valid user names. If an attacker succeeds in revealing valid user names, then he or
she can conduct a brute-force attack to reveal respective passwords.

%" Extract user names using SNIMIP

Attackers can easily guess the “strings” using this SNMP API through which they can
extract required user names.

Extract user groups from Windows

These extract user accounts from specified groups and store the results and also verify
if the session accounts are in the group or not.

Extract information using DNS Zone Transfer

— DNS zone transfer reveals a lot of valuable information about the particular zone you
request. When a DNS zone transfer request is sent to the DNS server, the server transfers its
DNS records containing information such as DNS zone transfer. An attacker can get valuable
topological information about a target’s internal network using DNS zone transfer.
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Services and Ports to Enumerate (C|EH

TCP 53 - UDP 161

Simple Network Management
DNS zone transfer protocol (SNMP)

TCP 135 TCP/UDP 389

Lightweight Directory Access

Microsoft RPC Endpoint Mapper - I (LDAP)

TCP 137 TCP/UDP 3368

NetBIOS Name Service (NBNS) Global Catalog Service

TCP 139 TCP 25

NetBIOS Session Service (SMB over
NetBIOS)

e
TCP 445 “
SMB over TCP (Direct Host) u "
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Simple Mail Transfer Protocol (SMTP)

Services and Ports to Enumerate

TCP 53: DNS zone transfer

DNS zone transfer relies on TCP 53 port rather than UDP 53. If TCP 53 is in use then it

means that DNS zone transfer is in process. The TCP protocol helps to maintain a

consistent DNS database between DNS servers. This communication occurs only between DNS

servers. DNS servers always use TCP protocol for the zone transfer. The connection established

between DNS servers transfers the zone data and also helps both source and destination DNS
servers to ensure the data consistency by means of TCP ACK bit.

=

TCP 135: Microsoft RPC Endpoint Mapper

—_— The RPC port 135 is used in client/server applications to exploit message services. To
stop the popup you will need to filter port 135 at the firewall level. When trying to connect to a
service, you go through this mapper to discover where it is located.

_  TCP 137: NetBIOS Name Service (NBNS)

NBNS, also known as Windows Internet Name Service (WINS), provides name
resolution service for computers running NetBIOS. NetBIOS Name Servers maintain a database
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of the NetBIOS names for hosts and the corresponding IP address the host is using. The job of
NBNS is to match IP addresses with NetBIOS names and queries. The name service is usually
the first service that will be attacked.

, ) TCP 139: NetBIOS Session Service (SMB over NetBIOS)

' NetBIOS session service is used to set up and tear down sessions between NetBIOS-
capable computers.

Sessions are established by exchanging packets. The computer establishing the session
attempts to make a TCP connection to port 139 on the computer with which the session is to be
established. If the connection is made, the computer establishing the session then sends over
the connection a "Session Request" packet with the NetBIOS names of the application
establishing the session and the NetBIOS name to which the session is to be established. The
computer with which the session is to be established will respond with a "Positive Session
Response," indicating that a session can be established or a "Negative Session Response,"
indicating that no session can be established.

TCP 445: SMB over TCP (Direct Host)

(= - By using TCP port 445 you can directly access the TCP/IP MS Networking without the
help of a NetBIOS layer. You can only get this service in recent versions of Windows, such as
Windows2K/XP. File sharing in Windows2K/XP can be done only by using Server Message Block
(SMB) protocol. You can also run SMB directly over TCP/IP in Windows 2K/XP without using the

help of extra layer of NetBT. They use TCP port 445 for this purpose.
& ) UDP 161: Simple Network Management protocol (SNIVIP)
i

.. You can use the SNMP protocol for various devices and applications (including
firewalls and routers) to communicate logging and management information with remote
monitoring applications. SNMP agents listen on UDP port 161; asynchronous traps are received
on port 162.

— TCP/UDP 389: Lightweight Directory Access Protocol (LDAP)

|-

— You can use LDAP (Lightweight Directory Access Protocol) Internet protocol, used my
MS Active Directory, as well as some email programs to look up contact information from a
server. Both Microsoft Exchange and NetMeeting install an LDAP server on this port.

g TCP/UDP 3368: Global Catalog Service
+

“%"  You can use TCP port 3368, which uses one of the main protocols in TCP/IP a
connection-oriented protocol networks; it requires three-way handshaking to set up end-to-
end communications. Only then a connection is set up to user data and can be sent bi-
directionally over the connection. TCP guarantees delivery of data packets on port 3368 in the
same order in which they were sent.

You can use UDP port 3368 for non-guaranteed communication. It provides an unreliable
service and datagrams may arrive duplicated, out of order, or missing without notice and error
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Checking and correction is not necessary or performed in the application, avoiding the
overhead of such processing at the network interface level.

UDP (User Datagram Protocol) is a minimal message-oriented Transport Layer protocol.
Examples that often use UDP include voice over IP (VolP), streaming media, and real-time
multiplayer games.

TCP 25: Simple Mail Transfer Protocol (SMTP)

SMTP allows moving email across the Internet and across your local network. It runs

on the connection-oriented service provided by Transmission Control Protocol
(TCP), and it uses well-known port number 25. Telnet to port 25 on a remote host; this
technique is sometimes used to test a remote system's SMTP server but here you can use this
command-line technigue to illustrate how mail is delivered between systems.
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Enumeration
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- Module Flow

So far, we have discussed enumeration concepts and the resources that give valuable
information through enumeration; now it’s time to put them into practice. If you are trying to

enumerate information of a target network, then NetBIOS is the first place from where you
should try to extract as much information as possible.

§ Enumeration Concepts %j‘ NTP Enumeration
_JE]‘ NetBios Enumeration .-.A.a ) SMTP Enumeration

<% SNMP Enumertion /s DNS Enumeration
L= [

ﬁ . - - () .
= Unix/Linux Enumeration " Enumeration Countermeasures

e

= 4 LDAP Enumeration

a—

" Enumeration Pen Testing

This section describes NetBIOS enumeration and the information you can extract through
enumeration, as well as NetBIOS enumeration tools.
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NetBIOS Enumeration

NetBIOS name is a unique 16 ASCII character string used to identify the network
devices over TCP/IP; 15 characters are used for the device name and 16% character
is reserved for the service or name record type

NetBIOS Name List

NetBIOS

Attackers use the NetBios Name . Type Information Obtained
enumeration to obtain:
<host name> <00> UNIQUE Hostname
@ List of computers that belong
to a domain <domain> <00> GROUP  Domain name
@ List of shares on the individual <hostnames>  <03»  UNIQUE Messengerservice running for that
hosts on the network competer
Messenger service running for that
@ Policies and passwords Ml e N | individual Sogged-i iser
w <host name> <20> UNIQUE Server service running
R <1D> GROUP Master browser name for the
subnet
— i
G <1B> UNIQUE Domain master browser name,

identifies the PDC for that domain

Note: NetBIOS name resolution is not supported by Microsoft for Internet Protocol Version 6 (IPv6)

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

_—l NetBIOS Enumeration

The first step in enumerating a Windows machine is to take advantage of the

NetBIOS API. NetBIOS stands for Network Basic Input Output System. IBM, in
association with Sytek, developed NetBIOS. It was developed as an Application Programming
Interface (API), originally to facilitate the access of LAN resources by the client’s software. The
NetBIOS name is a unique 16 ASCIl character string used to identify the network devices over
TCP/IP; 15 characters are used for the device name and the 16th character is reserved for the
service or name record type.

Attackers use the NetBIOS enumeration to obtain:

9 List of computers that belong to a domain and shares of the individual hosts on the
network

9 Policies and passwords

If an attacker finds a Windows OS with port 139 open, he or she would be interested in
checking what resources he or she can access, or view, on the remote system. However, to
enumerate the NetBIOS names, the remote system must have enabled file and printer sharing.
Using these techniques, the attacker can launch two types of attacks on a remote computer

Module 04 Page 448 Ethical Hacking and Countermeasures Copyright © by EG-Gounecil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures
Enumeration

Exam 312-50 Certified Ethical Hacker

that has NetBIOS. The attacker can choose to read/write to a remote computer system,
depending on the availability of shares, or launch a denial-of-service.

NetBIOS Name List

<host name>
<domain>

<host name>

<username>

<host name>

<domain>

<domain>

<00>
<00>
<03>

<03>

<20>

<1D>
<1B>

UNIQUE
GROUP
UNIQUE

UNIQUE

UNIQUE

GROUP
UNIQUE

Hosthame

Domain name

Messenger service running for that
computer

Messenger service running for that
individual logged-in user

Server service running

Master browser name for the subnet

Domain master browser name,

identifies the PDC for that domain

Note: NetBIOS name resolution is not supported by Microsoft for Internet Protocol Version 6

(IPv6).
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NetBIOS Enumeration

(Cont’d)

Nbtstat displays NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables
for both the local computer and remote computers, and the NetBIOS name cache

Run nbtstat command “nbtstat.exe —-a < Run nbtstat command “nbstat.exe —-c"to

NetBIOS Name of remote machine>"to display the contents of the NetBIOS name cache, the

get the NetBIOS name table of a remote computer table of NetBIOS names, and their resolved IP addresses
= C:\Windows\system32\cmd.exe =) [ = C\Windows\system3 2\cmd exe =| B s

C:\Users\Admin nbtstat.exe —a wssya nbtetat-oxe —o

rne
IpAddress: [1%2.16%.168.178] Scope I1d: L[]
HetBI0OS Remote Cache Mame Table

[Ethernet :
ode IpAdd : [192.168.168.1781 Scope Id:

NetBIOS Remote Machine Name

Hame Add

Name

seslaerasiidmin}

http://technet.microsoft.com

2i\lsers\Adnin>
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M NetBIOS Enumeration (Cont’d)

& — Source: http://technet.microsoft.com

Nbtstat displays NetBIOS over TCP/IP (NetBT) protocol statistics, NetBIOS name tables for both
the local computer and remote computers, and the NetBIOS name cache. Nbtstat allows a
refresh of the NetBIOS name cache and the names registered with Windows Internet Name
Service (WINS). Used without parameters, Nbtstat displays help.

Run the nbtstat command “nbtstat.exe -a < NetBIOS Name of remote machine>" fo get
the NetBIOS name table of a remote computer.
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CA\Windows\system32\cmd.exe

\Users\Admin>nbhtstat.exe —a ssmga

Ethernet:
ode IpAddress:

[192.168.168.178] Scope Id:
NetBIOS Remote Machine Name Table

[1

Status

UNIQUE
GROUP
GROUP
UNIQUE
UNIQUE

MAC Address & 2 e

85

:NUsers\Admin>

Registered
Registered
Registered
Registered
Registered

FIGURE 4.1: Enumeration Screenshot

Run the nbtstat command “nbstat.exe -c” to display the contents of the NetBIOS name

cache, the table of NetBIOS names, and their resolved IP addresses.

C:\Windows\system32\cmd.exe

N\Users\Admin>nhtstat .exe -c

Ethernet:
ode IpAddress: [192.168.168.178] Scope Id: [1]
NetBIOS Remote Cache Name Table
Host Address

{28>
{28>

UNIQUE
UNIQUE

192.168.168.178
192.168.168.1

\Users\Admin>

FIGURE 4.2: Enumeration Screenshot

Module 04 Page 451

Life [sec]

Ethical Hacking and Countermeasures Copyright © by EG-Gouncil

All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Enumeration

NetBIOS Enumeration Tool:

- n 4.
SuperScan is a connect-based TCP port B SLEEENL
scanner, pinger, and hostname resolver Scan | Hos! and Sewvice Dissavery | Scan Dptons| Todls  Windows Enumeration | Abut
- Hostname/IP/URL [10.002 Enumerste Dptiors: Cear |
Enumgratiah Type NetEIOS informaciom cn 10.0.0.2
= ) ¥ NeBIOS Name Table
' | Support for unlimited IP ranges MULL Gession
°=" MAL Addresses
E— = Workstaton type
2 Host detection by multiple ICMP + e =
methods - Groups
 — = RFC Encpeirt Dump
N g Account Policies
3 TCP SYN and UDP scanning w Shares
= Dornaine
o Remate Time of Day
Simple HTML report generation = Logan Sessicns
= Drives
— ﬁ Trusted Domaing
X - Sermices
— Source port scanning 2 Regily -
S g
— A
E Fast hostname resolving
|
Extensive banner grabbing
| —
E Extensive Windows host enumeration D002 Saved Ing file Live: 0 TCP apen: 0 UDP open: 0 1/1 done
http.//www.mcafee.com
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7 NetBIOS Enumeration Tool: SuperScan

Source: http://www.mcafee.com

SuperScan is a connect-based TCP port scanner, pinger, and hostname resolver. It performs
ping sweeps and scans any IP range with multithreading and asynchronous technigues. You can
restore some functionality by running the following at the Windows command prompt before
stating SuperScan:

9 Support for unlimited IP ranges

9 Host detection using multiple ICMP methods
9 TCPSYN, UDP, and source port scanning
9 Hostname resolving
© |P and port scan order randomization
9 Extensive Windows host enumeration capability
© Extensive banner grabbing
© Source port scanning
9 Simple HTML report generation
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iy Found

Scan | Host and Service Discovery | Scan Dptions | Tools  Windows Enumeration | About |

Hostname/IP/URL (10002 Qptons.. | Cesr |
| Enumesation Type | |NetBIOS information om 10.0.0.2

3 names in table

WORKGROUF 00 GROUP Workstation service name
WIN-MSSELCK4K41l 00 UNIQUE Workstation service name
WIN-MSSELCK4K41 20 UNIQUE Server services name

MAC address 0: & = & & o
Users on 10.0.0.2

Total Users: 4

—— 1 ——

Admin "Administrator”

Full Name: -

System Comment: "Built-in account for administering
the computer/domain”

User Comment: -

Last logon: Fri Aug 17 09:27:14 2012 (0 days ago)
Password expires: Never

Password changed: 8 days ago

Locked cut: Ne

Disabled: No

Number of logons: 158

Bad password count: 0

User "Guest™
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NetBIOS Enumeration Tool: Hyena

1 Hyena is GUI product for managing and securing Microsoft operating systems. It shows shares and user logon names for
Windows servers and domain controllers -

s It displays graphical representation of Microsoft Terminal Services, Microsoft Windows Network, Web Client Network, etc.

=n VIWIOO08 =

EENEEEREREE

Ul*ﬂh‘....
Al FR R

&
-
|
-
s
A oes
Bones
L=t
0
L
re

a |4
r1s
e
-
-
e
e
-
r

http://www.systemtools.com
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) NetBIOS Enumeration Tool: Hyena

—— SoOUrce: http://www.systemtools.com

Hyena is GUI product for managing and securing any Windows operating system such as
Windows NT, Windows 2000, Windows XP/Vista, Windows 7, or Windows Server 2003/2008
installation. It uses an Explorer-style interface for all operations and to manage users, groups
(both local and global), shares, domains, computers, services, devices, events, files, printers and
print jobs, sessions, open files, disk space, user rights, messaging, exporting, job scheduling,
processes, and printing. It shows shares and user logon names for Windows servers and
domain controllers.

It displays a graphical representation of the web client network, Microsoft terminal services,
and Windows network.
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NetBIOS Enumeration Tool: clE H
Winfingerprint s

Ethecal  Machar

B Winfingerprint is a Win32 MFC VC++ .NET based security tool that is able to determine OS, enumerate
users, groups, shares, SIDs, transports, sessions, services, service pack and hotfix level, date and time,

disks, and open tcp and udp ports

http://www.winfingerprint.com
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NetBIOS Enumeration Tool: WinFingerprint

Source: http://www.winfingerprint.com

WinFingerprint is an administrative network resource scanner that allows you to scan machines
on your LAN and returns various details about each host. This includes NetBIOS shares, disk
information, services, users, groups, and more. WinFingerprint is an administrative network
resource scanner that allows you to scan machines on your LAN and returns various details
about each host. This includes NetBIOS shares, disk information, services, users, groups, and
more. You can choose to perform a passive scan or interactively explorer network shares, map
network drives, browse HTTP/FTP sites and more. Scans can be run on a single host or the
entire network neighborhood.
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Input Options
 IPRange " IP List i " Active Directory " WMI API
* Single Host (" Neighborhood [V Win32 OS Version ¥ Users ¥ Patch Level

[ Null IPC$ Sessions [ Services [ MAC Address Clear I
[¥ NetBIOS Shares [ Disks W sessions
[V Date and Time [~ Groups [~ Event Log
‘ RPC Show
¥ Ping Host(s) raindinp I Erors
™ Traceroute Host

General Options

[™ TCP Portscan Range: | 1 | 1024

Timeout for TCP/UDF/ICMP/SNMP: 5 I™ UDP Portscan Range: [1 [1022

Max Connections: | 1024 [~ SNMP Community String: publlc

Pinging 10.0.0.3 with 44 bytes of data:
Reply from 10. 3 O0ms(id=1, seq= 1)
1P Address: 10.0.0.3 WINDOWSS
(Computername: WORKGROUP\WINDOWSS

Input Options
& 1PRange " IP List i " Active Directory ( WMI API
 Single Host " Neighborhood | | ¥ Win32 OS Version [ Users ¥ Patch Level
Starting 1P Address: _ .

192 . 188 . 168 . 1 ¥ Null IPC$ Sessions [ Services [ MAC Address

Ending IP Address: ¥ NetBIOS Shares [ Disks FF Secsions

I 192 . 168 . 168 . 4 ¥ Date and Time ¥ Groups [¥ Event Log
I™ Ping Host(s) P ArCins | il

¥ Traceroute Host

Brnadmmlid.‘l.ink(Tﬂ)GigabitEharnt I [~ TCP Portscan Range: I,l_ IF
Timeout for TCP/UDP/ICMP/SNMP: ™ UDP Portscan Range: [1 [1024

. |3— Max C fione: I'F [T SNMP Community String: puhhc
1P Address: 192.168.168.1 s
[Computername: & e iegA

racing route to 192.168.168.1
1 Oms Oms Oms 192.168.168.1 WA

Address 122.168.168.1 EndPoint 42158
neacn_ip_tcp UUID Address 192.168.168.1 EndPoint 49219
neacn_ip_tep UUID Address 192.168.168.1 EndPoint 49219
ncacn_ip_tcp UUID Address 192.168.168.1 EndPoint 49219
ncacn_ip_tcp UUID Address 192.168.168.1 EndPoint 49219
ncacn_ip_tcp UUID Address 192,168.168.1 EndPoint 49190
neacn_ip_tep UUID Address 192,168.168.1 EndPoint 49181
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NetBIOS Enumeration Tool: NetBIOS

Enumerator

Nen

TP range to scey H0S Enumerator [=I& THIP range to , NeTBIOS Enumerarer
S L=1a] % to scan

o - ~Can -

Clear from:[ 15 ¢ - e

forge.net

.//nbtenum.-SOUrce

http
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NetBIOS Enumeration Tool: NetBIOS Enumerator
« I Source: http://nbtenum.sourceforge.net

=1L Y This application is recommended when you want to determine how to use remote
network support and how to deal with some other interesting web techniques, such as SMB.
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Enumerating User Accounts

[!I.-u.! PsExec 4 PsList
i http://technet.microsoft.com ‘*‘F_‘ http://technet.microsoft.com
L N PsFile [ PsLoggedOn
s http://technet.microsoft.com |_’,|, A http://technet.microsoft.com
& > PsGetSid é PsLoglList
F_‘j !" http://technet.microsoft.com 4 At http://technet.microsoft.com
f/' 7 PsKill (‘* PsPasswd
http://technet.microsoft.com http://technet.microsoft.com
| —
- -
\_]. Psinfo - ‘l PsShutdown
- http://technet.microsoft.com : 'ﬂ“ http://technet.microsoft.com

i
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Enumerating User Accounts

... PsExec
[re—

*! Source: http://technet.microsoft.com

PsExec is a command-line tool used for telnet-replacement that lets you execute processes on
other systems and console applications, without having to manually install client software.
When you use a specific user account, PsExec passes credentials in the clear to the remote
workstation, thus exposing the credentials to anyone who happens to be listening in.
1 PsFile
e |
— Source: http://technet.microsoft.com

PsFile is a command-line utility that shows a list of files on a system that is opened remotely,
and it also allows you to close opened files either by name or by a file identifier. The default
behavior of PsFile is to list the files on the local system that are open by remote systems. Typing
a command followed by "- " displays information on the syntax for the command.
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PsGetSid
: ? " Source: http://technet.microsoft.com

PsGetsid allows you to translate SIDs to their display name and vice versa. It works on
built-in accounts, domain accounts, and local accounts. It also allows you to see the SIDs of user
accounts and translates a SID into the name that represents it and works across the network so
that you can query SIDs remotely.

f ﬂ; PsKill

Source: http://technet.microsoft.com

PsKill is a kill utility that can kill processes on remote systems and terminate processes on the
local computer. You don’t need to install any client software on the target computer to use
PsKill to terminate a remote process.

._: PsInfo

~an » Source: http://technet.microsoft.com

Psinfo is a command-line tool that gathers key information about the local or remote Windows
NT/2000 system, including the type of installation, kernel build, registered organization and
owner, number of processors and their type, amount of physical memory, the install date of the
system and, if it is a trial version, the expiration date.

E PsList
ey Source: http://technet.microsoft.com

PsList is a command-line tool that administrators use to view information about process CPU
and memory information or thread statistics. The tools in the Resource kits, pstat and pmon,
show you different types of data but display only the information regarding the processes on
the system on which you run the tools.

MN PsLoggedOn

Source: http://technet.microsoft.com

PsLoggedOn is an applet that displays local and remote logged users. If you specify a user name
instead of a computer, the PsLoggedOn tool searches all the computers in the network
neighborhood and tells you if the user is currently logged on PsLoggedOn's definition of a
locally logged on user is one that has their profile loaded into the Registry, so PsLoggedOn
determines who is logged on by scanning the keys under the HKEY_USERS key.

u PsLogList

T Ty

Source: http://technet.microsoft.com

The default behavior of PsLoglist is to show the contents of the System Event Log on the local
computer, with visually-friendly formatting of Event Log records. Command-line options let you
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view logs on different computers, use a different account to view a log, or to have the output
formatted in a string-search friendly way.

- PsPasswd
| == Source: http://technet.microsoft.com

sPasswd is a tool that enables the administrator to create batch files that run PsPasswd on the
network of computers to change the administrator password as a part of standard security
practice.

) PsShutdown

D:@H Source: http://technet.microsoft.com

PsShutdown is a command-line tool that allows you to remotely shut down the PC in
networks. It can log off the console user or lock the console (locking requires Windows 2000 or
higher). It does not require any manual installation of client software.
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Enumerate Systems Using

Default Passwords

Devices like switches, hubs, routers,
access points might still be enabled | ‘ 7]
with a “default password”

A Vvendor  Product WodelRevision Logn Passwora Access Level
nor eies Aamr

Attackers gain unauthorized access to
the organization computer network
and information resources by using

| default and common passwords

agmn

http://www.virus.org/default_passwds

Enterprise
Network

Default Username/Pwd

Ex: admin/synnet
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' Enumerate Systems Using Default Passwords

Source: http://www.defaultpassword.com

Devices such as switches, hubs, routers, and access points usually come with “default
passwords.” Not only network devices but also a few local and online applications have built-in
default passwords. These passwords are provided by vendors or application programmers
during development of the product. Most users use these applications or devices without
changing the default passwords provided by the vendor or the programmer. If you do not
change these default passwords, then you might be at risk because lists of default passwords
for many products and applications are available online. Once such example is
http://www.virus.org/default_passwds; it provides verified default login/password pairs for
common networked devices. The logins and passwords contained in this database are either set
by default when the hardware or software is first installed or are in some cases hardcoded into
the hardware or software.
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- Search

— ® vendor O Product O Model

2|3|AIB|C|DIE|F|GIH|I|J|KILIMIN|O|P|Q|R|IS|ITIUIVIW|X|Z]|Al

Product Model\Revision Login Password Access Level
2wire WiFi Routers (none) Wireless Admin

3COM  CellPlex 7000 tech tech
3COM  CoreBuilder 7000/5000/3500/2500  debug synnet

3COM  CoreBuilder 7000/6000/3500/2500  tech tech

3COM  HIPErARC va1x adm (none)

3COM  LANplex 2500 debug synnet

3COM  LANplex 2500 tech tech

3COM  LinkSwitch 200012700 tech tech

3COM  NetBuilder ANYCOM snmp-read
3COM  NetBuider LM snmp-read
scom  OMceConnectiSON g n/a PASSWORD  Admin

Routers

FIGURE 4.7: Enume

Attackers take advantage of these default passwo
default passwords for various products and application. -

the organization computer network and information resources kb
passwords.

FIGURE 4.8: Enu
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Module Flow

NetBIOS SNMP
ST CL LU Enumeration

Counter-
measures
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- Module Flow

This section describes the UNIX/Linux commands that can be used for enumeration
and Linux enumeration tools.

*§ ~ Enumeration Concepts %{?‘ NTP Enumeration
_’IEJ‘_ NetBios Enumeration _’*ﬂ 4 SMTP Enumeration
3l . SNMP Enumertion =y DNS Enumeration
R s
= | - q - [ -
5 Unix/Linux Enumeration - Enumeration Countermeasures
s il
f‘ | LDAP Enumeration | Enumeration Pen Testing
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SNMP (Simple Network Management

Protocol) Enumeration

J SNMP enumeration is a process of enumerating user accounts and devices on
a target system using SNMP

J  SNMP consists of a manager and an agent; agents are embedded on every
network device, and the manager is installed on a separate computer

J SNMP holds two passwords to access and configure the SNMP agent from the
management station

@ Read community string: It is public by default, allows to view the device or system
configuration

@

Read/write community string: It is private by default, allows to edit or alter
configuration on the device

J Attacker uses these default community strings to extract information about a
device

J  Attackers enumerate SNMP to extract information about network resources such
as hosts, routers, devices, shares, etc. and network information such as ARP
tables, routing tables, traffic statistics, device specific information, etc.

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

- SNMP (Simple Network Management Protocol)
-so Enumeration

SNMP (Simple Network Management Protocol) is an application layer protocol that runs on
UDP, and is used to maintain and manage routers, hubs, and switches on an IP network. SNIMP
agents run on Windows and UNIX networks on networking devices.

SNMP enumeration is the process of enumerating the user’s accounts and devices on a target
computer using SNMP. Two types of software components are employed by SNMP for
communicating. They are the SNMP agent and SNMP management station. The SNMP agent is
located on the networking device whereas the SNMP management station is communicated
with the agent.

Almost all the network infrastructure devices such as routers, switches, etc. contain an SNMP
agent for managing the system or devices. The SNMP management station sends the requests
to the agent; after receiving the request the agent sends back the replies. Both requests and
replies are the configuration variables accessible by the agent software. Requests are also sent
by SNMP management stations for setting values to some variables. Trap let the management
station know if anything has happened at the agent's side such as a reboot or interface failure
or any other abnormal event.
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SNMP contains two passwords that you can use for configuring as well as for accessing the
SNMP agent from the management station.

The two SNMP passwords are:
e Read community string:
o Configuration of the device or system can be viewed with the help of this password
o These strings are public
e Read/write community string:
o Configuration on the device can be changed or edited using this password
o These strings are private

When the community strings are left at the default setting, attackers take the opportunity and
find the loopholes in it. Then, the attacker can uses these default passwords for changing or
viewing the configuration of the device or system. Attackers enumerate SNMP to extract
information about network resources such as hosts, routers, devices, shares, etc. and network
information such as ARP tables, routing tables, device specific information, and traffic statistics.

Commonly used SNMP enumeration tools include SNIMPUtil and IP Network Browser.
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Working of SNIVIP

@ MIB

Softwareversion =
Community String: hard C!ri\.re space i s ity String:
Compinfo session table

Sends request for active session

(Community String: Complnfo, IP: 10.10.2.15) >

O S

Active Session Information (No. of sessions: 2,

Comm: Complnfo, IP: 10.10.2.15) o
Host X (SNMP Manager) ‘_.-" Host Y (SNMP Agent)
Community String o
f — ' o If the community string does not
IP:10.10.2.12 o match with the string stored in the
7 MIB database, host Y will send a
&hc community string to a pre-configured
SNMP manager indicating the error

Host Z (SNMP Manager) Q

@
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Working of SNMP
MIB

Software version =
Community String: hard drive space | ~" Community String:

Complnfo session table LT 4 Co

:

)

Sends request for active session
(Community String: Complnfo, IP: 10.10.2.15)

NN RN N RSN NI EEEEEEEEEEEEEsEEEsEEEEsEasDp

. L T e e e e e

Active Session Information (No. of sessions: 2,

Comm: Complinfo, IP: 10.10.2.15) o
Host X (SNMP Manager) ‘,."' Host Y (SNMP Agent)
Community String: .« ..-"
Alarm ) ot If the community string does not
IP: 10.10.2.12 y Oy match with the string stored in the

MIB database, host Y will send a
community string to a pre-configured
SNMP manager indicating the error

Host Z (SNMP Manager)

FIGURE 4.9: SNMP Screenshot
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Management Information
Base (IVIIB)
| MIB is a virtual database containing lescription
—_ 4 that can be managed using SNMP

' The MIB database is hierarchical and each managed object in
g a MIB is addressed through object identifiers (OIDs)
g il Two types of managed objects exist:
& Scalar objects that define a single object instance
@ Tabular objects that define multiple related object instances that are
grouped in MIB tables
b . ; . .
' J The OID includes the type of MIB object such as counter, string, or

address, access level such as not-accessible, accessible-for-notify,
4 read-only or read-write, size restrictions, and range information

[ w J SNMP uses the MIB’s hierarchical namespace containing
object identifiers (OIDs) to translate the OID numbers
into a human-readable display

"‘-.‘ L
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=r

4 Management Information Base (IMIB)

—
" MIB is a virtual database containing a formal description of all the network objects

that can be managed using SNMP. MIB is the collection of hierarchically organized information.
It provides a standard representation of the SNMP agent’s information and storage. MIB
elements are recognized using object identifiers. Object ID is the numeric name given to the
object and begins with the root of the MIB tree. The object identifier can uniguely identify the
object present in the MIB hierarchy.

MIB-managed objects include scalar objects that define a single object instance and tabular
objects that define group of related object instances. The object identifiers include the object's
type such as counter, string, or address, access level such as read or read/write, size
restrictions, and range information. MIB is used as a codebook by the SNMP manager for
converting the OID numbers into a human-readable display.

The contents of the MIB can be accessed and viewed using a web browser either by entering
the IP address and Lseries.mib or by entering DNS library name and Lseries.mib. For example,
http://IP.Address/Lseries.mib or http://library_name/Lseries.mib.

Microsoft provides the list of MIBs that are installed with the SNMP Service in the Windows
resource kit. The major ones are:
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DHCP.MIB: Monitors ﬁgMork traffic between DHCP se
HOSTMIB.MIB: Monito and manages host resources

LNMIB2.MIB: Contains ob, 5 types for workstation a
WINS.MIB: For Windows | ame Service
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SNMP Enumeration Tool: clE H
OpUtils e ot

OpUtils with its integrated set of tools helps network engineers to monitor, diagnose, and
troubleshoot their IT resources

Licemne | Talk Sack | Aot | Help | Logost

EEE RN N R

TSR s e s e HEPI//WWW.manageengine.com g e v
RN T ——. e e

»“ SNMP Enumeration Tool: OpUtils

Source: http://www.manageengine.com

(8
-y

OpUtils is a collection of tools using which network engineers can monitor, diagnose, and
troubleshoot their IT resources. You can monitor the availability and other activities of critical
devices, detect unauthorized network access, and manage IP addresses. It allows you to create
a custom SNMP tools through which you can monitor MIB nodes.
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SNMP Enumeration Tool:
SolarWind’s IP Network Browser ot s e

ClEH

SalarWinds Workspace Studic

tials | Settings... [PPage Setup... |Lf New Tab (] Save Selected Tab

< IP Network Browser performs network discovery
on a single subnet or a range of subnets using
ICMP and SNMP

It scans a single IP, IP address range, or subnet
and displays network devices discovered in real
time, providing immediate access to detailed

information about the devices on network

http.//www.solarwinds.com
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AL SNMP Enumeration Tool: SolarWind’s IP Network
" Browser

Source: http://www.solarwinds.com

IP Network Browser from SolarWinds is a network discovery application. It collects information
via ICMP and SNMP locally or on a remote network. It scans a single IP, IP address range, or
subnet and displays network devices as they are discovered in real time, providing you with
immediate access to detailed information about the devices on your network. It is easy for the
attacker to discover information about the target network after performing scanning of the
entire subnet. Using IP Network Browser, an attacker can gather information from a poorly
configured Windows system. The information that can be gathered includes server name,
operating system version, SNMP contact and location information, list of services and network
interfaces, list of all user accounts, machine date/time, etc.

For example, on a Cisco router, Solar Winds IP Network Browser will determine the current |10S
version and release, as well as identify which cards are installed into which slots, the status of
each port, and ARP tables. When the IP Network Browser discovers a Windows server, it
returns information including interface status, bandwidth utilization, services running, and even
details of software that is installed and running.
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SNMP Enumeration Tools

= = .
— Getif ) SoftPerfect Network Scanner
- http://www.wtcs.org ; http://www.softperfect.com
- Ea™
pHR OiDVIEW SNMP MIB Browser ===V SNMP Informant
0 http://www.oidview.com — ' = | http://www.snmp-informant.com
) iReasoning MIB Browser k4 Net-SNMP
ﬁ 7 http://tll.ireasoning.com : http://net-snmp.sourceforge.net
e

http://www.nsauditor.com

SNScan : NsaL_Jdltor Network Security
m http.//www.mcafee.com > Auditor

B SNMP Scanner || Spiceworks
v

http.//www.secure-bytes.com http.//www.spiceworks.com

f *  SNMP Enumeration Tools

In addition to OpUtils and SolarWind’s IP Network Browser, a few more SNMP tools
are listed as follows:

8 Getif available at http://www.wfcs.org

OiDVIEW SNMP MIB Browser available at http://www.oidview.com

iReasoning MIB Browser available at http://tl1.ireasoning.com

SNScan available at http://www.mcafee.com

SNMP Scanner available at http://www.secure-bytes.com

SoftPerfect Network Scanner available at http://www.softperfect.com

SNMP Informant available at http://www.snmp-informant.com

Net-SNMP available at http://net-snmp.sourceforge.net

Nsauditor Network Security Auditor available at http://www.nsauditor.com

2 © 0 @ O O O O O

Spiceworks available at http://www.spiceworks.com
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Module Flow

Enumeration

Counter-
measures
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- Module Flow

This section describes the UNIX/Linux commands that can be used for enumeration
and Linux enumeration tools.

*§ ~ Enumeration Concepts %{?‘ NTP Enumeration
_’IEJ‘_ NetBios Enumeration _’*ﬂ 4 SMTP Enumeration
- . SNMP Enumertion /s DNS Enumeration
R s
= | - - - [ -
-@! Unix/Linux Enumeration - Enumeration Countermeasures
s il
f‘ | LDAP Enumeration | Enumeration Pen Testing
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UNIX/Linux Enumeration

Commands

e Enumerates the user and the host

e Enables you to view the user’s home directory, login time, idle times,
office location, and the last time they both received or read mail

finger

[root§] finger -1 @target.hackme.com

e Helps to enumerate Remote Procedure Call protocol

@ RPC protocol allows applications to communicate over the fo (RPC
network r|||=I ( )

[root] rpcinfo -p 19x.16X.XXX.XX

v e Using rpcclient we can enumerate user names on Linux and
rpcclient osx

\/ [root $] rpecclient $> netshareenum

e Finds the shared directories on the machine

[root §] showmount -—-e 19x.16X. XXX.XX

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

' UNIX/Linux Enumeration Commands

Commands used to enumerate UNIX network resources are as follows: showmount,
finger, rpcinfo (RPC), and rpcclient.

Finger:

The finger command is used for enumerating the users on the remote machine. It
enables you to view the user’s home directory, login time, idle times, office location, and the
last time they both received or read mail.

The syntax for finger is:

finger [-b] [-f] [-h] [-i] [-] [-m] [-p] [-q] [-s] [-w] [username]

Options:
-b  Suppresses printing the user's home directory and shell in a long format printout.
-f Suppresses printing the header that is normally printed in a non-long format printout.

-h  Suppresses printing of the .project file in a long format printout.

-1 Forces "idle" output format, which is similar to short format except that only the login name,
terminal, login time, and idle time are printed.
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-l Forces long output format.
-m  Matches arguments only on the user’s name.
-p  Suppresses printing of the .plan file in a long format printout.

-q Forces quick output format, which is similar to short format except that only the login name,
terminal, and login time are printed.

-5 Forces short output format.

-w  Suppresses printing the full name in a short format printout.

For example, if the command root$] finger —1 @target.hackme.com is executed, then you can
get the list of users on the target host.

rpcinfo (RPC)

rpcinfo (RPC) helps you to enumerate Remote Procedure Call protocol. This in turn
allows the applications to communicate over the network.

The syntax for rpcinfo follows:
rpcinfo [-m | -s ] [ host ]
rpcinfo -p [ host ]
rpcinfo -T transport host prognum [ versnum ]
rpcinfo -1 [ -T transport ] host prognum versnum
rpecinfo [ -n portnum ] -u host prognum [ versnum ]
rpcinfo [ -n portnum ] -t host prognum [ versnum ]
rpcinfo -a serv address -T transport prognum [ versnum ]
rpcinfo -b [ -T transport ] prognum versnum

rpcinfo -d [ -T transport ] prognum versnum

Options:

-m Displays a table of statistics of rpcbind operations on the given host. The table shows
statistics for each version of rpcbind (versions 2, 3 and 4), giving the number of times each
procedure was requested and successfully serviced, the number and type of remote call
requests that were made, and information about RPC address lookups that were handled.
This is useful for monitoring RPC activities on the host.

-5 Displays a concise list of all registered RPC programs on host. If host is not specified, it defaults
to the local host.

-p Probes rpchind on host using version 2 of the rpcbind protocol, and display a list of all
registered RPC programs. If host is not specified, it defaults to the local host. Note that version
2 of the rpcbind protocol was previously known as the portmapper protocol.

-t Makes a RPC call to procedure 0 of prognum on the specified host using TCP, and report
whether or not a response was received. This option is made obsolete by the -T option as
shown in the third synopsis.
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-a serv_address

-n portnum

-T transport

Host

Displays a list of entries with a given prognum and versnum on the specified host. Entries
are returned for all transports in the same protocol family as that used to contact the
remote rpcbind.

Makes a RPC broadcast to procedure 0 of the specified prognum and versnum and report all
hosts that respond. If transport is specified, it broadcasts its request only on the specified
transport. If broadcasting is not supported by any transport, an error message is printed. Use
of broadcasting should be limited because of the potential for adverse effect on other systems.

Deletes registration for the RPC service of the specified prognum and versnum. If transport is
specified, unregister the service on only that transport; otherwise, unregister the service on all
the transports on which it was registered. Only the owner of a service can delete a registration,
except the superuser, who can delete any service.

Makes an RPC call to procedure 0 of prognum on the specified host using UDP, and report
whether or not a response was received. This option is made obsolete by the -T option as
shown in the third synopsis.

Uses serv_address as the (universal) address for the service on transport to ping procedure 0
of the specified prognum and report whether or not a response was received. The -T option is
required with the -a option.

If versnum is not specified, rpcinfo tries to ping all available version numbers for that program
number. This option avoids calls to remote rpcbind to find the address of the service. The
serv_address is specified in universal address format of the given transport.

Uses portnum as the port number for the -t and -u options instead of the port number given by
rpchind. Use of this option avoids a call to the remote rpchind to find out the address of the
service. This option is made obsolete by the -a option.

Specifies the transport on which the service is required. If this option is not specified, rpcinfo
uses the transport specified in the NETPATH environment variable, or if that is unset or NULL,
the transport in the netconfig database is used. This is a generic option, and can be used in
conjunction with other options as shown in the SYNOPSIS.

Specifies host of rpc information required.

For example, if the command [root] rpcinfo —p 19x.16x.xxX.XX is executed, then you can get the
rpc information of the host you are currently connected to.

rpcclient

rpcclient is used to enumerate usernames on Linux and OS X.

The syntax for rpcclient follows:

rpcclient [-A authfile] [-c <command string>] [-d debuglevel] [-h] [-| logdir] [-N] [-s <smb config
file>] [-U username[%password]] [-W workgroup] [-I destinationIP] {server}

Options:

-C
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-1 IP address is the address of the server to connect to. It should be specified in
standard "a.b.c.d" notation.

Z'-p This number is the TCP port number used when making connections to the
server. The standard TCP port number for an SMB/CIFS server is 139, which
is the default.

-d debuglevel is an integer from 0 to 10. The default value if this parameter is not
specified is 0.

-V Prints the program version number.

-s The file specified contains the configuration details required by the server.

-l Base directory name for log/debug files. The extension ".progname" will be
appended (e.g. log.smbclient, log.smbd, etc...). The log file is never removed by

the client.

-N If specified, this parameter suppresses the normal password prompt from the
client to the user. This is useful when accessing a service that does not require a
password.

-A This option allows you to specify a file from which to read the username and

password used in the connection.

-U Sets the SMB user name or user hame and password.
-W Set the SMB domain of the use rname.
-h Print a summary of command-line options.

For example, if the command root $] rpcclient $> netshareenum is executed, then it displays all
the user names.

showmount

showmount identifies and lists the shared directories available on a system. The clients that are
remotely mounted on a file system from a host are listed by showmount. mountd is an RPC
server that replies to the NFS access information and file system mount requests. The mountd
server on the host maintains the obtained information. The file /etc/rmtab saves the
information from crashing. The default value for the host is the value returned by hosthname

(1).
The syntax for the mountd: /usr/lib/nfs/mountd [-v] [-r]

The syntax for Showmount: /usr/sbin/showmount [-ade] [hostname]
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A

h

Options: -
-a L[lt all remote mounts in t

-d List directories that have bgeen remotely mounted by clients.

-e of shared file s )

For example, if the CcC N 7
displays the list of all shared dlrecto :
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Linux Enumeration Tool:
Enumdlinux

sh-3.25 enumdlinux.pl -r 192.168.2.55
Starting enumdlinux v0.8.2 ( http://labs.portcullis.co.uk/application/enumd4linux/ ) on Wed Apr 2 14:14:35 2K

Target information -----
... 192,168.2.55
RID Range 00-550,1000-1050
Username . "
Password
Known Usernames .. administrater, guest, krbtgt, domain admins, root, bin, none

Enumerating Workgroup/Domain on 192.168.2.55
[+] Got domain/workgroup name: WORKGROUP

192.168.2.55
Server 192.168.2.55 allows sessions using username '', password ''

Users on 192.168.2.55 via RID cycling (RIDS: 500-550,1000-1050)
Assuming that us 'administrator” exists
-] Got SID: 5-1-5-21-1801674531-1482476501-725345543 using username '', password '’
5-21- 18316: -531 1482476501-725345543-500 W2KSQL\Administrater (Local User)
531-1482476501-725345543-501 W2KSQL\Guest (Local User)
31-1482476501-725345543~-513 W2KSQL\None (Domain Group)
345543-1000 W2KSQL\TsInternetUser (Local User)
7 345543-1001 W2ZKSQLYIUSR_PORTCULLIS (Local User)
31-1482476501-725345543-1002 W2KSQL\IWAM_PORTCULLIS (Local User)
BO1674531-1482476501-725345543-1004 W2KSQL\mark (Local User)
B01674531-1482476501-725345543-1005 W2KSQL\blah (Local User)
1-1801674531-1482476501-725345543-1006 W2KSQL\basic (Local User)

enumdlinux complete on Wed Apr 2 14:14:40 2008

http://labs.portcullis.co.uk
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Linux Enumeration Tool: Enum4linux
e source: http://labs.portcullis.co.uk

Enumdlinux is a tool that allows you to enumerate information from samba, as well as
Windows systems.

Features:

9 RID Cycling (When RestrictAnonymous is set to 1 on Windows 2000)
User Listing (When RestrictAnonymous is set to 0 on Windows 2000)
Listing of Group Membership Information
Share Enumeration
Detecting if host is in a Workgroup or a Domain

Identifying the remote Operating System

e ¢ O O @ @

Password Policy Retrieval (using polenum)
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To enable communication and manage data transfer between network resources,
various protocols are employed. All these protocols carry valuable information about
network resources along with the data to be transferred. If any external user is able to
enumerate that information by manipulating the protocols, then he or she can break into the

network and may misuse the network resources. LDAP is one such protocol intended to access
the directory listings.

§ ~ Enumeration Concepts %L_j‘ NTP Enumeration
/IB] NetBios Enumeration .~f.\ 9 SMTP Enumeration
c- | . SNMP Enumertion ., DNS Enumeration
B [

’:.'__“I " . " \ .

= Unix/Linux Enumeration Enumeration Countermeasures
i-_d.— el
"' 4 LDAP Enumeration “ Enumeration Pen Testing

This section focuses on LDAP enumeration and LDAP enumeration tools
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LDAP Enumeration

I Lightweight Directory Access Protocol (LDAP) is an Internet protocol for
accessing distributed directory services

]I Directory services may provide any organized set of records, often in a
hierarchical and logical structure, such as a corporate email directory

IH A client starts an LDAP session by connecting to a Directory System Agent (DSA) m
on TCP port 389 and sends an operation request to the DSA
—
o Information is transmitted between the client and the server
‘ using Basic Encoding Rules (BER)
IVz
V Attacker queries LDAP service to gather information such as valid user names, ._@
addresses, departmental details, etc. that can be further used to perform attacks

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

LDAP Enumeration

" The Lightweight Directory Access Protocol (LDAP) is used to access directory listings
within an Active Directory or from other directory services. A directory is compiled in
hierarchical or logical form, slightly like the levels of management and employees in a company.
It is suitable to attach with the Domain Name System (DNS) to allow quick lookups and fast
resolution of queries. It usually runs on the port 389 and other similar protocols. You can
anonymously query the LDAP service. The query will disclose sensitive information such as user
names, addresses, departmental details, server names, etc., which can be used by the attacker
for launching the attack.
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LDAP Enumeration Tool: Softerra
LDAP Administrator

|

x

AR |
=0

TR ETT T YT eI
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.(_}), LDAP Enumeration Tool: Softerra LDAP
“~~ Administrator

Source: http://www.ldapadministrator.com

Softerra LDAP Administrator is a LDAP administration tool that allows you to work with LDAP
servers such as Active Directory, Novell Directory Services, Netscape/iPlanet, etc. It generates
customizable directory reports with information necessary for effective monitoring and audit.

Features:

e |t provides directory search facilities, bulk update operations, group membership
management facilities, etc.

e |t supports LDAP-SQL, which allows you to manage LDAP entries using SQL-like syntax
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[ ﬁ CN=Franko Barucci,OU=HR Department,DC=example, DC=com - Softerra LDAP Administrator 2011.1

Scope Pane

=[] OU=HR Department

ik @ § CN=Aaron Dorben

" . #- £ CN=Alexander Lemming
5 CN=Alexander McDoughal
i CN=Andrew Anderson
@ f CN=Andrew Wilis
@8 CN=Andrew Wilson
@8 CN=AnnDoe
@ CN=Anny Hobbs
] CN=Aron Piersol
® CN=Aurora Namula
@ 8 CN=Clarence Bulwinkel
@8 CN=Consulting Department
= CN=David Morris
& © CN=David Smith
@B CN=David Watson
-8 ON=Dennis Martin
w8 ON=Elizabeth Johnson

@-fB ON=EMEA Group

S -3 CN=Franko Barucd

= £ CN=Gordon Summer

&8 CN=Gregory Murrey
@£ CN=Henry Richards
& 8 CN=HR Managers
@ £8 CN=IT Department
@ £ CN=lames Garfield
@ 8 CN=lason Guard
@B CN=lee Clark

(=1 F.Barucci@Example.com
Planning Manager

Paris

fmew i N | X (B d 0000 IR, ia-DsRdd| AT

v 3 X

Franko Barucci

+331 587 268 45

+331 587 268 48

-
=
-

Organization Telephones Address Account Profile
First Name Franko
Last Name Barucci
Initials
Display Name Franko Barucci
Description Planning Manager
Office Paris
Telephone Number  +331 587 268 45
-1 L — »

[ HTML view X

\dministrator

.

f 25 examples [example.com:389) - Softerra LDAP Administrator 2011.1

L
e IR T R = P T e e T e R T I IS I

Scope Pane

08 S B-B-8 B8 E-8-8-E-8
i
g

P P———— —

(=] schemaNamingContext

(=] supported DAPPolicies
(=] supported DAPPolices
(=) supported DAPPolices

E"B examples (=] supported DAPPolices
. | @51 CN=Configuration (=] supported.DAPPolides
| @5l CN=Schema = supported DAPPolicies
| @51 DC=DomainDnsZones (=) supported DAPPolicies
- =5l DC=example =1 supported DAPPolicies
.| -5 DC=ForestDnsZones (= supported. DAPPolicies
- @[ rainbow ] supported DAPPolicies
. - umbrela =] supported. DAPPoicies
@3 Ap =] supported. DAPPolicies
-] CADrectory (=) highestCommittedUSN
- Planet

1 Naterana i

(=] vist view x

(= configurationMamingContext
(= rootDomainMNamingContext

Value Type Size
Configuration Entry unknown
Schema Entry unknown
DomainDnsZones Entry unknown
example Entry unknown
ForestDnsZones Entry unknown
20110620130837.0Z Attribute 17
CN=NTDS Settings,CN=SERVER1,CN...  Attribute 109
DC=example,DC=com Attribute 17
CN=Schema,CN=Configuration,DC=...  Attribute

CN=Configuration,DC=example,DC=... Attribute 34
DC=example, DC=com Attribute 17
MaxPoolThreads Attribute 14
MaxDatagramRecy Attribute 15
MaxReceiveBuffer Attribute 16
InitRecvTimeout Attribute 15
MaxConnections Attribute 14
MaxConnldieTime Attribute 15
MaxPageSize Attribute 1
MaxQueryDuration Attribute 16
MaxTempTableSize Attribute 16
MaxResultSetSize Attribute 16
MaxMNotificationPerConn Attribute 2
MaxValRange Attribute 1
28907 Attribute 5
server 1.example. Attribute 19

# Administrator

FIGURE 4.12: Softerra LDAP Ad
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LDAP Enumeration Tools

\_..,fg JXplorer ?'s 4 Active Directory Explorer
U — http://www.jxplorer.or: i__) http://technet.microsoft.com
- _,m ixplorer.org P . .
@ LDAP Admin Tool iy LDAP Administration Tool
http://www.ldapsoft.com @Q http://sourceforge.net
LDAP Account Manager LDAP Search
[ | http://www.ldap-account-manager.org lad i‘ http://securityxploded.com
— -
A Acti . .
=" ctive Directory Domain
& %  LEX-The LDAP Explorer . ; Y )
-_\ D http//www.Idapexplorer.com Services Management Pac
- http://www.microsaoft.com
( ’ min § rowser/Editor
LDAP Ad ¢ LDAP B /Edit
http:// Idapadmin. http://i . 1.
p://www.ldapadmin.org p://www.novell.com
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ey LDAP Enumevration Tools

There are many LDAP enumeration tools that can be used to access the directory
listings within Active Directory or from other directory services. Using these tools attackers can

enumerate information such as valid user names, addresses, departmental details, etc. from
different LDAP servers.

A few LDAP enumeration tools are listed as follows:

9 JXplorer available at http://www.jxplorer.org

LDAP Admin Tool available at http://www.ldapsoft.com

LDAP Account Manager available at http://www.ldap-account-manager.org
LEX - The LDAP Explorer available at http://www.ldapexplorer.com
LDAP Admin available at http://www.ldapadmin.org

Active Directory Explorer available at http://technet.microsoft.com
LDAP Administration Tool available at http://sourceforge.net
LDAP Search available at http://securityxploded.com

Active Directory Domain Services Management Pack available at
http://www.microsoft.com

2 O 0 @ @ O T @

9 LDAP Browser/Editor available at http://www.novell.com
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. | Enumeration ||  NetBIOS

Concepts

Enumeration
Counter-
measures
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- Module Flow

Often, the NTP server is overlooked in terms of security. But, if queried properly, it can
also provide a lot of valuable network information to the attackers. Therefore, it is

necessary to test what information an attacker can enumerate about your network through
NTP enumeration.

*} ~ Enumeration Concepts %?—’ NTP Enumeration
_’IE]‘_ NetBios Enumeration _fﬂ 4 SMTP Enumeration
£ SNMP Enumertion —l, DNS Enumeration
% [

’ﬁ . . . - .

= Unix/Linux Enumeration ' Enumeration Countermeasures
i =
" | LDAP Enumeration " Enumeration Pen Testing

pa——

This section describes what is NTP, what information can be extracted through NTP
enumeration, and NTP enumeration commands
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NTP Enumeration

T Network Time Protocol (NTP)
. . . i It uses as
is designed to synchronize ¢ y its primary means of
(o m— clocks of networked P ry -
communication
— computers

It can achieve accuracies of NTP can maintain time to

(]

.:_Sﬁ [ or better within 10 milliseconds
=)= S in local area networks under (1/100 seconds) over the
=T ideal conditions | public Internet

Attacker queries NTP server to gather valuable information such as:

L¢3

List of hosts connected to NTP server

@ Clients IP addresses in a network, their system names and OSs

@ Internal IPs can also be obtained if NTP server is in the DMZ

C6pyright © by EG-Council, Al les._.ti_mwia:jgegmdxﬁon i Strictly Probibited.

2
(i

}'& NTP Enumeration

—  Before beginning with NTP enumeration, let’s first discuss what NTP is. NTP is a
network protocol designed to synchronize clocks of networked computer systems. NTP is
important when using Directory Services. It uses UDP port 123 as its primary means for
communication. NTP can maintain time to within 10 milliseconds (1/100 seconds) over the
public Internet. It can achieve accuracies of 200 microseconds or better in local area networks
under ideal conditions.

Through NTP enumeration, you can gather information such as lists of hosts connected to NTP
server, IP addresses, system names, and OSs running on the client systems in a network. All this
information can be enumerated by querying the NTP server. If the NTP server is in the DMZ,
then it can also be possible to obtain internal IPs.
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NTP Enumeration Commands

J ntptrace

@ Traces a chain of NTP servers back to the
primary source

dJ ntpdc

& Monitors operation of the NTP daemon, ntpd

d ntpg

@ Monitors NTP daemon ntpd operations and
. 1 s -virtual-machine: -
determines performance tual-nachine:-3 ntpg

@ ntpg [-inp] [-c command] [host]

synch distance 9.895064

ntptrace ntpq: readlist query

Il Rights Reserved. Reproduction is Strictly Prohibited.

% NTP Enumeration Commands

—
NTP enumeration can be performed using the NTP suite command-line tool. NTP

Suite is used for querying the NTP server to get desired information from the NTP. This
command-line tool includes the following commands:

@

ntptrace

@

ntpdc

4]

ntpg

These commands will help you extract the data from the NTP protocol used in the target
network.

ntptrace:

This command helps you determine from where the NTP server updates its time and traces the
chain of NTP servers from a given host back to the prime source.
Syntax: ntptrace [-vdn] [-r retries ] [-t timeout] [servername/IP_address]
Example:

# ntptrace

localhost: stratum 4, offset 0.0019529, synch distance 0.143235
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192.168.0.1: stratum 2, offset 0.0114273, synch distance 0.115554
192.168.1.1: stratum 1, offset 0.0017698, synch distance 0.011193

O MM e -virtual-machine: ~

- -virtual-machine:~S ntptrace
localhost: stratum 3, offset -0.057878, synch distance 0.095064
120.88.46.10: timed out, nothing recelved
***Request timed out

W « -virtual-machine:~$ §

FIGURE 4.13: NTP Enumeration Tool Screenshot

ntpdc:

This command will help you to query the ntpd daemon about its current state and to request
changes in that state.
Syntax: ntpdc [-ilnps] [-c command] [hostname/IP_address]

O® O e s-virtual-machine: ~

- -virtual-machine:-$ ntpdc These ntpdc queries can be used to
tpdc> ? obtain additional NTP server information
tpdc commands:

controlkey fudge keytype timeout
ctlstats help listpeers readkeys timerstats
debug host loopinfo requestkey traps
delay hostnames memstats reset trustedkey
delrestrict ifreload monlist reslist unconfig
disable ifstats passwd restrict unrestrict
dmpeers iostats peers showpeer untrustedkey
enable kerninfo preset sysinfo version
keyid pstats sysstats

count m ver rstr avgint 1lstint

125.62.193.121
126-88-46-108.s5nat21.hn
segment-119-226.sify.n

FIGURE 4.14: NTP Enumeration Tool Screenshot

ntpq:
This command will help you to monitor NTP daemon ntpd operations and determine
performance.

ntpq [-inp] [-c command] [host/IP address]
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Example:

ntpg> version

ntpg 4.2.0a@1.1196-r Mon May 07 14:14:14 EDT 2006 (1)
ntpg> host

current host is 192.168.0.1

DS M s s-virtual-machine: ~
-virtual-machine:~$ ntpq

Th t i
delay mreadvar readlist T N
can be used to

a exit mrl readvar bt additional
associations help mrv ri NTP server
authenticate host ntpversion rmvars information

hostnames opeers rv

keyid passociations saveconfig

keytype passwd showvars

lassociations peers timeout

lopeers poll version

lpassociations pstatus writelist

lpeers quit writevar

mreadlist raw __

ntpd 4.2.6p3@1.2290-0 Tue Jun 5 20:12:11 UTC 2012 (1),
processor="1686", system="Linux/3.2.0-23-generic-pae”, leap=00,

refid=126.88.46.10,

reftime=d3e19d3d.e16cB8878 Fri, Aug 24 2012 11:57:09.880,
lock=d3e19e4f.ac3412cc Fri, Aug 24 2012 12:01:43.672, peer=30455, tc=6,
intc=3, offset=64.626, frequency=80.868, sys_jitter=75.179,
lk_jitter=83.672, clk_wander=9.206

FIGURE 4.15: NTP Enumeration Screenshot
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. | Enumeration ||  NetBIOS

Concepts

SMTP

. Enumeration Enumeration

Enumeration
Counter-
measures
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- Module Flow

So far, we discussed what enumeration is and enumeration techniques to extract
information related to network resources. Now it’s time to discuss an enumeration

technique that can extract information related to valid users on SMTP server, i.e., SMTP
enumeration

*E Enumeration Concepts @ NTP Enumeration

A

/IE]‘ NetBios Enumeration _fﬂ 4 SMTP Enumeration

_ SNMP Enumertion ._:_1.. DNS Enumeration
N T . - ;
v Unix/Linux Enumeration Enumeration Countermeasures
X o)
[

/5 ) LDAP Enumeration

" Enumeration Pen Testing
This section will familiarize you with how to get a list of valid users on the SMTP server and the
tools that can test the process of sending email through the SMTP server
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SMITP Enumeration

SMTP servers respond differently
to VRFY, EXPN, and RCPT TO
commands for valid and invalid
users from which we can
determine valid users on SMTP
server

P provides 3 built-in-
ands:

- Validates users
- Tells the actual deli

addresses of aliases and
lists

Attackers can directly interact
with SMTP via the telnet
prompt and collect list of valid
users on the SMTP server

e

- Defines the recip
of the message

—_—

§ telnet 192.168.168.1 25

$ telnet 192.168.168.1 25 § telnet 192.168.168.1 25

Trying 192.168.168.1. .. Trying 192.168.168.1... Trying 192.168.168.1 ...
Connected to 192.168.168.1. Connected to 192.168.168.1. Connected to 152.168.168.1.
Escape character is '*]". Escape character is '#]'. Escape character 1s "*]'.
220 NYmailserver ESMIP Sendmail 8.9.3 230 NYmailserver ESMTP Sendmail 8.9.3 e e A D D
HELO HELO Lt
N 501 HELO requires domain address
501 HELO requires domain address 501 HELO requires domain address HELO x
L e 250 NYmailserver Hello [10.0.0.86],
250 NYmailserver Hello [10.0.0.86], 250 NYmailserver Hello [10.0.0.86], pleased to meet you
pleased to meet you pleased to meet you MAIL FROM:Jonathan

VRFY J EXPN Jonathan 250 Jonathan... Sender ok
. 250 sSuper-User RCPT TO:Ryder
<Jon: n@NYmailserver> <Jonathan@NYmailserwver> 250 Ryder... Recipient ok
VRFY Smith EXPN Smith RCPT TO: Smith
550 Smith... User unknown 550 Smith... User unknown 550 Smith... User unknown
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:’],9 SMTP Enumeration

SMTP Enumeration allows you to determine valid users on the SMTP server. This is
accomplished with the help of three built-in SMTP commands. The three commands are:

» VRFY - This command is used for validating users
» EXPN - This command tells the actual delivery address of aliases and mailing lists
» RCPTTO - It defines the recipients of the message

SMTP servers respond differently to VRFY, EXPN, and RCPT TO commands for valid and invalid
users. Thus, by observing the SMTP server response to these commands, one can easily
determine valid users on the SMTP server.

The attacker can also directly communicate with the SMTP server though the telnet prompt as
follows:

Using the SMTP VRFY Command
$ telnet 192.168.168.1 25
Trying 192.168.168.1...
Connected to 192.168.168.1.

Escape character is '*]'.
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220 NYmailserver ESMTP Sendmail 8.9.3

HELO

501 HELO requires domain address

HELO x

250 NYmailserver Hello [10.0.0.86], pleased to meet you
VRFY Jonathan

250 Super-User <Jonathan@NYmailserver>

VRFY Smith

550 Smith... User unknown

Using the SMTP EXPN Command
$ telnet 192.168.168.1 25
Trying 192.168.168.1...
Connected to 192.168.168.1.
Escape character is '*]'.
220 NYmailserver ESMTP Sendmail 8.9.3
HELO
501 HELO requires domain address
HELO x
250 NYmailserver Hello [10.0.0.86], pleased to meet you
EXPN Jonathan
250 Super-User <Jonathan@NYmailserver>
EXPN Smith

550 Smith... User unknown

Using the SMTP RCPT TO Command
$ telnet 192.168.168.1 25
Trying 192.168.168.1
Connected to 192.168.168.1.
Escape character is '*]'.
220 NYmailserver ESMTP Sendmail 8.9.3
HELO
501 HELO requires domain address
HELO x
250 NYmailserver Hello [10.0.0.86], pleased to meet you
MAIL FROM:Jonathan
250 Jonathan... Sender ok
RCPT TO:Ryder
250 Ryder... Recipient ok
RCPT TO: Smith

550 Smith... User unknown

Module 04 Page 496 Ethical Hacking and Countermeasures Copyright © by EG-Gouncil
All Rights Reserved. Reproduction is Strictly Prohibited.



Ethical Hacking and Countermeasures Exam 312-50 Certified Ethical Hacker
Enumeration

SMTP Enumeration Tool:
NetScanTools Pro o e e

ClEH

1345803851 - MetScanTools® Pro Demo Version Build 8-17-12 based on version 11,19 el x|

Welcome Manual Tools - SMTP Server Ty

Automated Tool

Manual Tools (al) Use this tool to send test SMTP messages
and to check servers for email relaying.

| '.:g. = IPed Jump To Automated

SMTP mail server rame (server.domain.com reo F—
*nix RPC Info o TP address - required) pE

Ade Note

smitp. yourDomairMameGoesHere. con Add to Feverites

T Sand Test Message Emeil Relay Testing

|§ Tests torun
tour Sanding Comain Name = = an

Simple Seraices ; -
TestMessage Setungs yourdomain, com V2 v 11
|3 Ghhbal Tes: Settings M3 M1
Start SMT? Relay Test I W13
SMIP Server Tests HELOlogin D | DELL L
= [v]s 7 13
lg SMIPPart  Netbwerk Timeout (sec) ~§ W1
25 15 = 7 v
SHMP - Core . il = o6
—_— | View Relay Test Results 8 o 17
" e
Favorite Took e, P
View SMTP Log File ) View Reaults as Text

Active Discovery Tools  view Readlt in Web B Clear Al Tests

jiew Results in Web Browser

Passive Discavery Tools Delete SMTP Log Fie

Set Al Tests

DNS Toolks

Facket Level Taok

NetScanTool Pro’s SMTP Email Generator and Email Relay Testing Tools are designed for
testing the process of sending an email message through an SMTP server and performing
relay tests by communicating with a SMTP server

Extaral Tools

Program Info
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' SMTP Enumeration Tool: NetScanTools Pro

=== Source: http://www.netscantools.com

NetScanTool Pro’s SMTP Email Generator tool allows you to test the process of sending an
email message through an SMTP server. You can extract all the common email header
parameters including confirm/urgent flags. You can log the email session to the log file and
then view the log file showing the communications between NetScanTools Pro and the SMTP
server.

NetScanTool Pro’s Email Relay Testing Tool allows you to perform relay test by communicating
with an SMTP server. The report includes a log of the communications between NetScanTools
Pro and the target SMTP server.
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Manual Tools - SMTP Server Tests @

Use this tool to send test SMTP messages
and to check servers for email relaying.

SMTP mail server name (server.domain.com
or IP address - required)

smtp. yourDomainNameGoesHere. com |

SendTestMessage |

Stop Sending Test Message

| AddNote
1peag | mp To Automated |
1Pe O R
[[] add to Favorites
Email Relay Testing

Your Sending Domain Name

Test Message Settings

Global Test Settings

HELOlgnD |DEL| |
SMTPPort  Network Timeout (sec)

[=]
25 1517‘

View SMTP Log File

Delete SMTP LogFle |

FIGURE 4.1: NetScanTools P

yourdomain.com

| StrtSMIPRebyTest |

Stop Relay Test

| VewReloy TestResuts |

() View Results as Text
(®) View Results in Web Erowser
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. Enumeration

Enumeration | Counter-
| measures
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- Module Flow

So far, we have discussed enumeration concepts, how to enumerate NetBIOS, SNMP,
UNIX/Linux, LDAP, NTP, SMTP, and what information you can get from those enumeration
processes. Now we will discuss DNS enumeration and the information you can get from it.

*E ~ Enumeration Concepts @ NTP Enumeration
_JE]‘_ NetBios Enumeration .'.tw 4 SMTP Enumeration
z 3,.-,_ SNMP Enumertion -;'5'.. DNS Enumeration

3 . . - i

B Unix/Linux Enumeration " Enumeration Countermeasures
(‘\ | LDAP Enumeration “| Enumeration Pen Testing
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DNS records.
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DNS Zone Transfer Enumeration
Using NSLookup

It is a process of locating the DNS server and the records of a target network

An attacker can gather valuable network information such as DNS server
names, hostnames, machine names, user names, |P addresses of the potential
targets, etc.

In a DNS zone transfer enumeration, an attacker tries to retrieve a copy of the
entire zone file for a domain from a DNS server

=
@ Command Prompt

C:\>nslockup
Defanlt Server: nsl.example.com

Address: 10.219.100.1

> server 192.168.234.110

Default Server: corp-dc.example?.org
Address: 192.168.234.110

> Set type-any

> 1ls -d exampleZ.org
[[192.168.234.110]]

example?.org. SOA corp-dc.example?.org admin.
example?.org. A 192.168.234.110
example?.org. NS corp-dc.example2.org

_gc. tep SRV priority=0, weight=100, port=3268, corp-dc.example2.org
_kerberos. tcp SRV priority=0, weight=100, port=88, corp-dc.example?.org
‘ _kpasswd. tcp SRV priority=0, weight=100, port=464, corp-dc.example?.org a i
»
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DNS Zone Transfer Enumeration Using nslookup

The attacker performs DNS zone transfer enumeration for locating the DNS server
and records of the target organization. Through this process, an attacker gathers valuable
network information such as DNS server names, hostnames, machine names, user names, and
IP addresses of potential targets. To perform DNS zone transfer enumeration, you can use tools
such as nslookup, DNSstuff, etc. These tools enable you to extract the same information that an
attacker gathers from the DNS servers of target organization.

To perform a DNS zone transfer, you need to send a zone transfer request to the DNS server
pretending to be a client; the DNS server then sends a portion of its database as a zone to you.
This zone may contain a lot of information about the DNS zone network.

To perform a DNS zone transfer, you need to send a zone transfer request to the DNS server
pretending to be a client. In reply to your request, the DNS server transfers DNS records
containing a lot of valuable network information, including IP address.

The following screenshot shows how to perform DNS zone transfer using nslookup:
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' ‘d Command Prompt x

C:\>nslockup 1
Default Server: nsl.example.com

Address: 10.219.100.1

> server 192.168.234.110

Default Server: corp-dec.example?.oxg

Address: 192.168.234.110

> Set type-any

> 1ls -d example2.org

[[192.168.234.1101]1

example2.org. SOA corp-dc.exampleZ.org admin.
example2 . org. A 192 _168.234.110

example2 .org. NS corp-dc.example2.org

_gc._tep SRV priority=0, weight=100, port=3268, corp-dc.exampleZ.org
_kerberos._tcp SRV priority=0, weight=100, port=88, corp-dc.example2.org
_kpasswd._tcp SRV priority=0, weight=100, port=464, corp-dc.example2.oxrg

FIGURE 4.17: DNS zone Transfer Screenshot
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Module Flow

. | Enumeration ||  NetBIOS

Concepts

Enumeration |
Counter- H
measures
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- Module Flow

So far, we have discussed what enumeration is, how to perform various types of
enumeration, and what type of information an attacker can extract through enumeration. Now
it’s time to examine the countermeasures that can help you to keep attackers away from
enumerating sensitive information from your network or host.

*}  Enumeration Concepts %?—’ NTP Enumeration
_’IE]‘_ NetBios Enumeration 'f.w 4 SMTP Enumeration
£ SNMP Enumertion —l, DNS Enumeration
% [T

ﬁ . - - () .

= Unix/Linux Enumeration /" Enumeration Countermeasures
N =
" 4 LDAP Enumeration " Enumeration Pen Testing

-

This section focuses on how to avoid information leakage through SNMP, DNS, SMTP, LDAP,
and SMB.
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Enumeration Countermeasures

t{»& SNMP - DNS

Remove the SNMP agent or turn Disable the DNS zone transfers to
off the SNMP service the untrusted hosts

If shutting off SNMP is not an Make sure that the private hosts
option, then change the default and their IP addresses are not
“public” community’s name published into DNS zone files of
C - public DNS server

Upgrade to SNMP3, which
encrypts passwords and messages 5 Use premium DNS registration
services that hide sensitive
information such as HINFO from
public

Implement the Group Policy

security option called “Additional g—
restrictions for anonymous o
connections”

Use standard network admin
Access to null session pipes, null contacts for DNS registrations in
session shares, and IPSec filtering CT_ order to avoid social engineering

should also be restricted attacks

Copyright © by EG-Gouncil. All Rights Reserved. Reproduction is Strictly Prohibited.

© | Enumeration Countermeasures

You can apply the following countermeasures to prevent information leakage through
various types of enumeration.

(\ 5 SNMP Enumeration Countermeasures:

-—

© Remove the SNMP agent or turn off the SNMP service from your system.

© If shutting off SNMP is not an option, then change the default “public” community’s
name.

© Upgrade to SNMP3, which encrypts passwords and messages.

© Implement the Group Policy security option called “Additional restrictions for
anonymous connections.”

© Restrict access to null session pipes, null session shares, and IPSec filtering.

© Block access to TCP/UDP ports 161.
© Do not install the management and monitoring Windows component unless it is
required.
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©  Encrypt or authenticate using IPSEC.
+ DNS Enumeration Countermeasures:

©  Configure all name servers not to send DNS zone transfers to unreliable hosts.

© Check the publicly accessible DNS server's DNS zone files and ensure that the IP
addresses in these files are not referenced by non-public hostnames.

© Make sure that the DNS zone files do not contain HINFO or any other records.

© Provide standard network administration contact details in Network Information
Center Databases. This helps to avoid war-dialing or social engineering attacks.

© Prune DNS zone files to prevent revealing unnecessary information.
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D
ot

Enumeration Countermeasures

FEEEETT T

(Cont’d)

- Configure SMTP servers to:
© lIgnore email messages to unknown recipients

@ Notinclude sensitive mail server and local host information in mail
responses

Disable open relay feature

LDAP

- Use NTLM or basic authentication to limit access to known users only =

J By default, LDAP traffic is transmitted unsecured; use S5L technology to n ¢
encrypt the traffic [V |

2 Select a user name different from your email address and enable
account lockout
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Enumeration Countermeasures (Cont’d)

=] svrTe:

(V)
o
o
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Configure SMTP servers to:

lgnore email messages to unknown recipients.

Not include sensitive mail server and local host information in mail
responses.

Disable open relay feature Ignore emails to unknown recipients by
configuring SMTP servers.

Use NTLM or basic authentication to limit access to known users only.

By default, LDAP traffic is transmitted unsecured; use SSL technology to
encrypt the traffic.

Select a user name different from your email address and enable account
lockout.
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SMB Enumeration Countermeasures
Disabling SMB
& Ethernet Properties

Go to Ethernet Properties Networking

Connect using

&¥ Broadcom NetLink (TM) Gigabt Ethemet

Select the Client for Microsoft
9 Networks and File and Printer

Sharing for Microsoft ﬁ

This connection uses the following ems

Networks check boxes \ % B Fic and Prirter Sharg - N
et Microsoft Network Adapt o
¥| -i. Microsoft LLDP Proto
v ink-Layer Topolo ) Drivi
Vo Laver Topaks 3
Click Uninstall E -
Description
Allows your computer to access resources on a Microsoft
network
o Follow the uninstall steps
OK Cancel
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li=l

s, SMB Enumeration Countermeasures
= ——

ww Common sharing services or other unused services may prove to be doorways for
attackers to break into your security. Therefore, you should disable these services to avoid
information leakage or other types of attacks. If you don’t disable these services, then you can
be vulnerable enumeration. Server Message Block (SMB) is a service intended to provide
shared access to files, serial ports, printers, and communications between nodes on a network.
If this service is running on your network, then you will be at high risk of getting attacked.

Therefore, you should disable it if not necessary, to prevent enumeration. Steps to disable SMB:
1. Go to Ethernet Properties.

2. Select the Client for Microsoft Networks and File and Printer Sharing for Microsoft
Networks check boxes.

3. Click Uninstall.

4. Follow the uninstall steps.
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¥l s Link-Layer Topology Discovery Responder




Ethical Hacking and Countermeasures

Exam 312-50 Certified Ethical Hacker
Enumeration

Module Flow

Enumeration
Counter-
measures

Enumeration
Pen Testing
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- Module Flow

This section describes the importance of enumeration pen testing, the framework of
pen testing steps, and the tools that can be used to conduct pen testing.

*E ~ Enumeration Concepts %&?‘ NTP Enumeration
_,IEJ‘_ NetBios Enumeration -tw 4 SMTP Enumeration
c - SNMP Enumertion Iy DNS Enumeration
o -

ﬁ - o - - .

o Unix/Linux Enumeration " Enumeration Countermeasures
S Al
}‘ | LDAP Enumeration ¥/ Enumeration Pen Testing

-
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Enumeration Pen Testing

Used to identify valid user accounts or poorly T
protected resource shares using active 1
connections to systems and directed queries [— 6

The information can be users and groups,
network resources and shares, and
applications

Used in combination with data collected in
the reconnaissance phase
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5«5 Enumeration Pen Testing

'

Through enumeration, an attacker may gather sensitive information of organizations if
the security is not strong. He or she may then use that sensitive information to hack and break
into the organization’s network. If an attacker breaks into the organization, then the
organization potentially faces huge losses in terms of information, service, or finance.
Therefore, to avoid these kinds of attacks, every organization must test its own security. Testing
the security of an organization legally against enumeration is called enumeration pen testing.
Enumeration pen testing is conducted with the help of the data collected in the reconnaissance
phase.

As a pen tester, conduct enumeration penetration tests to check whether the target network is
revealing any sensitive information that may help an attacker to perform a well-planned
attack. Apply all types of enumeration techniques to gather sensitive information such as user
accounts, IP address, email contacts, DNS, network resources and shares, application
information, and much more. Try to discover as much information as possible regarding the
target. This helps you determine the vulnerabilities/weaknesses in the target organization’s
security.
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Enumeration Pen Testing

(Cont’d)
@) START [ J H [ j
. = =
v
"l.l. s Use tools such as
network range Whols Lookup
v
Calculatethe = > Use Subnet Mask
subnet mask Calculators
V @ In order to enumerate important servers,

find the network range using tools such as
Use tools such as Nmap

Undergo host
) Bafost ... ... »  (nmap - sP <network- Whols \.ast
discovery range>) € Calculate the subnet mask required for the
: IP range as an input to many of the ping
v sweep and port scanning tools by using
Perform port Use tools such as Nmap Subnet Mask Calculators
B === =~ »  (nmap -55 <network- & Fi
scannin ind the servers connected to the Internet
4 range>) .
: using tools such as Nmap
- ©  Perform port scanning to check for the
"""""""""""""""""""""" > @ open ports on the nodes using tools such
as Nmap
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' Enumeration Pen Testing (Cont’d)
ninn

You should conduct all possible enumeration techniques to enumerate as much
information as possible about the target. To ensure the full scope of the test, enumeration pen
testing is divided into steps. This penetration test includes a series of steps to obtain desired
information.

Step1l: Find the network range

If you want to break into an organization’s network, you should know the network range first.
This is because if you know the network range, then you can mask yourself as a user falling
within the range and then try to access the network. So the first step in enumeration pen
testing is to obtain information about network range. You can find the network range of target
organization with the help of tools such as Whols Lookup.

Step 2: Calculate the subnet mask

Once you find the network rage of the target network, then calculate the subnet mask required
for the IP range using tools such as Subnet Mask Calculator. You can use the calculated subnet
mask as an input to many of the ping sweep and port scanning tools for further enumeration,
which includes discovering hosts and open ports.
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Step 3: Undergo host discovery

Find the important servers connected to the Internet using tools such as Nmap. The Nmap
syntax to find the servers connected to Internet is as follows: nmap - sP <network-range>. In
place of the network range, enter the network range value obtained in the first step.

Step 4: Perform port scanning

It is very important to discover the open ports and close them if they are not required. This is
because open ports are the doorways for an attacker to break into a target’s security
perimeter. Therefore, perform port scanning to check for the open ports on the nodes. This
can be accomplished with the help of tools such as Nmap.
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Enumeration Pen Testing

(Cont’d)

‘ t i‘ J  Perform DNS enumeration using

0 & | Windows utility NSLookup
= J Perform NetBIOS enumeration using
tools such as SuperScan, Hyena, and

v

Perform DNS Use Windows utility - ”
fve | EEEE TED > Winfingerprint
enumeration NSLookup
. J  Perform SNMP enumeration using tools
\,:f such as OpUtils Network Monitoring
Use tools such as Toolset and SolarWinds IP Network

Perform NetBIOS

s | SEL T »  SuperScan, Hyena, and Browser
enumeration

Winfingerprint
J  Perform Unix/Linux enumeration using

\:f tools such as Enumdlinux

Perform SNMP Use tools such .as OpUtils
| el SR > and SolarWinds IP
enumeration

Network Browser

- r
Perform Unix/Linux i Use tools such as
enumeration Enumdlinux
g

S )
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""" Enumeration Pen Testing (Cont’d)
Step 5: Perform DNS enumeration

Perform DNS enumeration to locate all the DNS servers and their records. The DNS servers
provide information such as system names, user names, IP addresses, etc. You can extract all
this information with the help of the Windows utility nslookup.

Step 6: Perform NetBIOS enumeration

Perform NetBIOS enumeration to identify the network devices over TCP/IP and to obtain a list
of computers that belong to a domain, a list of shares on individual hosts, and policies and
passwords. You can perform NetBIOS enumeration with the help of tools such as SuperScan,
Hyena, and WinFingerprint.

Step 7: Perform SNMP enumeration

Perform SNMP enumeration by querying the SNMP server in the network. The SNMP server

may reveal information about user accounts and devices. You can perform SNMP enumeration
using tools such as OpUtils and SolarWinds IP Network Browser.
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Step 8: Perform Unix/Linux él{umeration

Perform Unix/Linux enumeraﬁ‘qU using tools such as Enum4li
as Showmount, Finger, rpfinfo (RPC), and rpcclient ¢
resources. :
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Enumeration Pen Testing

(Cont’d)

©

v

Perform LDAP Use tools such as Softerra @ Perform LDAP enumeration using
enumeration LDAP Administrator tools such as Softerra LDAP
Administrator
@ Perform NTP enumeration using
v commands such as ntptrace, ntpdc,
PerformNTP » Use commands such as and ntpg
enumeration ntptrace, ntpdc, and ntpg @ Perform SMTP enumeration using
. tools such as NetScanTools Pro
v |
pPerformsmMmtP » Use tools such as o %
enumeration NetScanTools Pro o L
v n—
P
T o (.
the findings W) Lo NS
) 155,
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f» 4i Enumeration Pen Testing (Cont’d)
Step 9: Perform LDAP enumeration

Perform LDAP enumeration by querying the LDAP service. By querying the LDAP service you can
enumerate valid user names, departmental details, and address details. You can use this
information to perform social engineering and other kinds of attacks. You can perform LDAP
enumeration using tools such as Softerra LDAP Administrator.

Step 10: Perform NTP enumeration

Perform NTP enumeration to extract information such as host connected to NTP server, client
IP address, OS running of client systems, etc. You can obtain this information with the help of
commands such as ntptrace, ntpdc, and ntpg.

Step 11: Perform SMTP enumeration

Perform SMTP enumeration to determine valid users on the SMTP server. You can use tools
such as NetScanTools Pro to query the SMTP server for this information.

Step 12: Document all the findings

The last step in every pen test is documenting all the findings obtained during the test. You
should analyze and suggest countermeasures for your client to improve their security.
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Module Summary

O Enumeration is defined as the process of extracting user names,
machine names, network resources, shares, and services from a system

O Simple Network Management Protocol (SNMP) is a TCP/IP protocol used for remote
monitoring and managing hosts, routers, and other devices on a network

O MIB is a virtual database containing formal description of all the network objects that
can be managed using SNMP

O Devices like switches, hubs, and routers might still be enabled with a “default password”
that enables an attacker to gain unauthorized access to the organization computer
network

0 Attacker queries LDAP service to gather information such as valid user names, addresses,
departmental details, etc. that can be further used to perform attacks

L Network Time Protocol (NTP) is designed to synchronize clocks of networked computers
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Module Summary

v
¥

© Enumeration is defined as the process of extracting usernames, machine
names, network resources, shares, and services from a system.

© Simple Network Management Protocol (SNMP) is a TCP/IP protocol used for remote
monitoring and managing hosts, routers, and other devices on a network.

© MIB is a virtual database containing formal description of all the network objects that
can be managed using SNIVIP.

© Devices like switches, hubs, and routers might still be enabled with a “default
password” that enables an attacker to gain unauthorized access to the organization
computer network.

©  Attacker queries LDAP service to gather information such as valid usernames, addresses,
departmental details, etc. that can be further used to perform attacks.

© Network Time Protocol (NTP) is designed to synchronize clocks of networked
computers.
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