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MANUAL BACTRACK 5-R2 PARA REDES CON SEGURIDAD WEP

Antes de entrar en materia, debemos recordar que esta distribucién, como su uso, depende del usuario.
Estas herramientas y este manual/tutorial no estan disefiados para fines delictivos. Por tanto la

responsabilidad del uso que se haga de ello, depende Unicamente de ustedes. Hacer buen uso de esta
informacion.

Utilizaremos un programa llamado Gerix Wifi Cracker. El programa se encuentra en: Inicio = BackTrack
- Exploitation Tools - Wireless Exploitation Tools—> WLAN Exploitation - gerix-wifi-cracker-ng.

_—

74086-kgrab-0
1.1.tar

&

Install
BackTrack

Install
BackTrack

racker

Hello and Welcome!

Gerix Wifi Cracker is a GUI that can help you to work in Wireless 802.11 Penetration Test.
Created by Emanuele "emgent’ Gentili and Emanuele “crossbower™ Acri. The tool is under GPL 2
License.

enjoy!

09:23:39 - database reloaded: /root/.gerix-wificracker/key-database.db [Success]
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2.- SELECIONAMOS NUESTRA TARJETA RED INALAMBRICA
3.- ENABLE/DISABLE MONITOR MODE-> HABILTA EL MODO MONITOR DE NUESTRA TARJETA DE RED
e

Install
BackTrack

Welcome | Configuration IWEP | wea | Fake AP | Cracking | Database | Credits

General configurations and network selection.

Directory for session files (logs, .cap, ...): Wi

I/root/.gerix-wiﬁ-cracker/ Clean old session files

Select the interface:

Interface Bipsct Drivo Mode
4:1c| Atheros AR928% athdk - [phy1] | Managed B—

Reload wireless interfaces | Set random MAC address @ _Enable/Disable Monitor Mode Id

Select the target network:

Essid | Bssid | Channel | Signal | Enc , ‘

3l

=

09:23:39 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success

Gerix Ir.aaman.

QE @ oot~ scrot

4.- SELECCIONAMOS LA NUEVA SUB INTERFACE CREADA LLAMADA mon0.
5.- RESCAN NETWORKS > ESCANEMOS LAS REDES EXISTENTES ALREDEDOR.
6.- ESCOJEMOS LA RED A DESENCRIPTAR.

7.- NOS DIRIGIMOS A LA PESTANA WEP.

% I Gerix wifi cracker
; weffome | Configifrati WPA | Fake AP | Cracking | Database | Credits
Instal
BackTrack z
ererar cormiydg@ons and network selection.

Directory for session files (logs, .cap, ...):

I/mot/.gerix-wiﬁ-cracker/ Clean old session files |

Select the interface:

Reload wireless interfaces | Set random MAC address I Enable/Disable Monitor Mode I

Select the target network:

AQUI ESCOJEMOS LA ’
RED A DESENCRIPTAR

2 CFD74E D8:5D:4C:CF:D7:4E

«

Channel: |all channels »| Seconds: |10 %

09:23:39 -
09:25:43 -
09:26:32 -
09:28:45 -
09:29:23 - rescan networks [S

Ger IX IT e
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8.- STAR SNIFFING AND LOGGING—> SE HABRE UN TERMINAL CON LA RED QUE DESEAMOS
DESENCRIPTAR.

9.- WEP ATTACKS(no clients)> PARA COMENSAR EL ATAQUE

Welcome | Configuration | WEP ]WPA |Fake AP | Cracking | Database | Credits |

Welcome in WEP Attacks Control Panel
General functionalities

rFunctionalities

Start Sniffing and Logging
2
~Tests | -
Performs a test of injection AP
e -
@cks (no-client) ESEwe-- < o
WEP Attacks (with clients)
WEP Attack (with clients, in Access Point and Ad-Hoc mode)
09:23:39 - database reloaded: /root/.gerix-wifi-cracker/key-database.db [Success]
09:25:43 - Monitor on: wlan0 [S

=
sl
09:26:32 - rescan networks [Su
rescan networks [Su
rescan networks [Success]

Sniffing and logging stz;ned with mon0

Gerix Ir.m;

urity solutions

09:28:45 -
09:29:23 -
09:29:58 -

Ll

F e acke Eliroo 0 [ sniff_dump —bssic

10. - ASSOCIATE WITH AP USING FAKE AUTH -> ASOCIASION FALSA.
11.- FRAGMENTATION ATACK-> CAPTURA LOS PAQUETES PARA DESPUES INYECTARLOS.

Welcome | Configuration ‘ WEP IWPA I Fake AP | Cracking | Database I Credits |

Welcome in WEP Attacks Control Panel
General functionalities

WEP Attacks (no-client)

r~ChopChop attack

Start false access point Authentication on victim

Start the ChopChop attack

Create the ARP packet to be injected on the victim access point f
Inject the created packet on victim access point |

—Fragmentation attack

Fragmentation a

Create the ARP packet to be injecte

access point |
Inject the created packet on victim access point |

WEP Attacks (with clients)

WEP Attack (with clients, in Access Point and Ad-Hoc mode)

09:28:45 - rescan networks [
123 - rescan networks [
- Sniffing and logging started with mon0
- Fake authentication with mon0
- Fragmentation attack started, using mon0
Fragmentation attack started, using mon0

Gerix T2z
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12.- PONERMOS “Y” Y APRETAMOS ENTER PARA COMENZAR LA CAPURA DE PAQUETES.
13.- ESPERAR A QUE APARESCA ESE MENSAIJE Y PRESIONAR ENTER PARA CERRARLO.

14.- CREATE THE ARP PACKET TO BE INJECTEC ON THE VICTIM AP-> CREA EL PAQUETE ARP A
INYECTAR.

(

Welcome I Configuration | WEP IWPA | Fake AP | Cracking | Database | Credits I
Ins . d 00 s CH MB ENC CIPHER AUTH ESSID
2% Welcome in WEP Attacks Control Panel
3A

C 2 11 | RED_WIFI
General functionalities

WEP Attacks (no-client)

—ChopChop attack

Start false access point Authentication on victim

Start the ChopChop attack

Create the ARP packet to be injected on the victim access point

Inject the created packet on victim access point

r Fragmentation attack

Associate with AP using fake auth

Fragmentation attack

! 4( Create the ARP packet to be injected on the victim access point >

Inject the created packet on victim access point

WEP Attacks (with clients)
WEP Attack (with clients, in Access Point and Ad-Hoc mode)

09:28:45 - rescan networks [Success]

09:29:23 - rescan networks [Success]

09:29:58 - Sniffing and logging started with mon0
09:31:12 - Fake authentication with mon0

09:31:42 - Fragmentation attack started, using mon0
09:32:03 - Fragmentation attack started, using mon0

st

Gerix r.aams. 1 ESPERAR A QUE APARESCA ESTE
MENSAIJE Y PRESIONAR ENTER

@ |0 Gerix wifi cracker  ||[Elroot : scrot 1 : 24 1'1)) "%‘

15.- INJECT THE CREATED PACKET ON VICTIM AP-> INYECTA EL PAQUETE CREADO EN EL AP DE LA
VICTIMA
16.- PONERMOS “Y” Y APRETAMOS ENTER PARA COMENZAR LA INYECCION DE PAQUETES.

17.- VEMOS COMO LA DATA AUMENTA Y ESPERARAMOS PARA COTINUAR CON EL SIGUIENTE PASO.
18.- NOS DIRIGIMOS A LA PESTANA CRACKING.
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Welcome | Configuration | WEP IWPA | Fake AP Database | Credits |
Welcome in WEP Attacks Control Parfe!
General functionalities

WEP Attacks (no-client)

rChopChop attack

Start false access point Authentication on victim

Start the ChopChop attack

Create the ARP packet to be injected on the victim access point

Inject the created packet on victim access point

- Fragmentation attack

Associate with AP using fake auth

Fragmentation attack

reate the ARP packet to be injected on the iaki

WEP Attacks (with clients)

WEP Attack (with clients, in Access Point and Ad-Hoc mode)

09:38:16 - Fragmentation attack: ARP packet created
09:38:17 - Fragmentation attack: Inject arp packet with mon0
7 - Fake authentication with mon0
3 9 - Fragmentation attack started, using mon0
09:39:53 - Fragmentation attack: ARP packet created
09:39:55 - Fragmentation attack: Inject arp packet with mon0

Gerix T2z

security solutions
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09:40 am

19.- AIRCRACK-NG DECRYPT WEP PASSWORD -> ABRE LA TERMINAL QUE DESCIFRA LA CLAVE WEP.
20.- VEMOS LA CLAVE DE LA RED VICTIMA EN HEXADECIMAL Y ASCII

Welcome | Configuration | WEP | WPA | Fake AP ‘ Cracking ]Database I Credits ]

Welcome in Cracking Control Panel

AUTH ESSID
WEP cracking

OPN RED_WIFI
Normal cracking

When you have enougth packets (>5000) you can try to decrypt the password.

o Aircrack-ng - Decrypt WEP password
——

—

———
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