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IMPORTANT NOTE (READ THIS):

In contrast with other groups/individuals on the scene, neither the author of this document nor the
organization named ARTeam distributes patches, cracked binaries or serial/activation codes.
Besides contributing to the team with your own personal knowledge, this is the main criterion for
remaining a member of ARTeam. Software developers; (yes, I'm quite sure you are reading these
tutorials as well) please do not see this article as a threat to your organization or as a loss of income,
but as a possibility for you to better yourselves and your products.

Yours truly, potassium / ARTeam 2006
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1. Abstract

Serial fishing is another aspect of the art of reverse engineering. The main goal of serial fishing
might be to obtain a valid serial or gain knowledge of how a specific program generates its
registration key from different variables like phone numbers, e-mail, name or information collected
from hardware (eg. the hard-drive serial number). This tutorial contains two examples, one, which
is extremely easy to fish and one that requires a bit more patience (just a little bit though). Even
though the two examples are quite easy to fish, they clearly illustrate the variance of difficulty
between different applications. Sometimes it’s easy; sometimes it’s not that easy and occasionally
it’s real nasty. ~__"

2. The first, ridiculously easy target

Ok.. Applications from Alive Media (www.alivemedia.net) are all extremely easy to fish for serials,
so be very alert! This will all be over in a few seconds of debugging. The first example in this
tutorial covers the program Alive DVD Ripper v1.3.2.8, which will be available mirrored on our
site (http://root.accessroot.com/tools/alvdrip1328.rar). Okay, lets get started! Grab your cup of
coffee, smokes, favourite blend of scotch or what ever makes you feel comfortable and launch Olly,
open and run the target application. Then you will see this splash screen:

Alive DVD Ripper

,é ; Thank paou for bying Alive DWD Ripper Evaluation Licenze
Alive DVD Ripper [v1.3.2.8] Yisit our webiste
Thiz copy of Alive DVD Ripper is unregistered, Buy How
oL !.-m:uulu:l be able to copy only BO%E of every
HLE Beqister

Click here to order full verzion, you will receive
it within 10 rminutes]

Help

Try it fiar exvaluation Exit

Figure 2.1 Unregistered dialog

Next step is easy, press the ‘Register’ button and this buddy comes along.
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Alive DVD Ripper [v1.3.2.8)

Thank. pou for tping Alive 0WD Ripper

Toregister thiz trial vergion inta full verzion, pleaze enter your name
and reqgiztration code, and click "Reaister’’ button.

If you dan't have a reqistration code, pleaze click here to order a
reqiztration code,

Your Mame: I-"'\‘-H Team

Registration Code: |1 23456

Beaqister
For more information, pleaze visit
our wehzite:
http: A v alivernedia. et Ehgyliemy ez

Figure 2.2 Registering dialog

As you can see in figure 2.2, I have entered some nice letters and figures in the registration dialog.
Now, put a breakpoint on MessageBoxA. Press the ‘Register’ button and.. Wham-O!

<
E{x] wu] s A ] L[E[M| 7w H[e|/|K[B[R]..]S]
= Bp HessageBonf
e SBFF ”UU EDI EDI A |Registers (FRU
mencaeeslR: —|ER% waizsice
FrOEEs1E saan Scaanezz of P ORD PIR oS Lrrbaeaic),o R inne
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Figure 2.3 Olly and Alive DVD Ripper
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What’s that in ESI and EDI registers?! Woow, indeed it is our real serial (intentionally blocked by
the command line window) in ESI and our input serial in EDI!

Alive: DV Rippes (v 122.0.8) i |

e Thaank wou fox Inying Afve DVD Rinpes
E = |% T st plesta enter your risms and rageirslion cods, and
E Q click "Flagiser button

1] 1 |
Tt

Your Mame: [ﬁ.F!Tm

Fiegiseaton Code: |1u 72 4E F

Regielal

For moie nfomation. clesss veil

[I_ [ - S— ———

E Regisker =
EE
BB 80— y Regitered successhully, Thank vou For choosing Al DVD Ripper.
1
EQ B0 Fr
Bl pon
1 =
Ef 6O P
EG B0 Fi apr
Figure 2.4 Registered!

Just copy and paste into the registration dialog and you are good to go. Couldn’t be any easier.

Ok, that was way too easy!! Lets try something different.

3. The second target

The second example 1is serial fishing the application MemoriesOnTV v2.2.1 from
www.codejam.com, which is packed with UPX. One option could be to unpack it and patch it and
another option is to fish for a serial. Since this tutorial concentrates on serial fishing that is exactly
what we will do. Get the application here : http://root.accessroot.com/tools/motv221.rar and lets go!

Fire up Olly and start the application by pressing F9. Now, press the register button.
And this dialog pops up. Enter a valid e-mail and a any serial.

MemoriesOnTY Reqgistration x|

E-mail Ioldfaltygeek@hntmail.com

Serial Number |1 23456

Ok, I Cancel

Figure 3.1 Registration box

Before you press the ‘OK’ button, be sure to put a breakpoint on MessageBoxA.
Olly will now break, press ctrl+F9 and this messagebox will pop up.
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Registration E ﬂ

Irnvalid Serial Mumber,

Figure 3.2 Invalid serial nag

Sureprise!!? No.. not really ;) Now, press the ‘OK’ button and land with Olly here:
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Figure 3.3 MemoriesOnTV and Olly

Execute that RETN and you will land in the mfc42.dll very close to another ret. Execute that RETN
as well and you are back in the main application, here:

GE4EYELC) EZ 1EFe1400 CALL Memor ies.BEE2EE2E JHP to OFFSET MFC42, #4252 70n0KECD LaloaBEMAERHE

GE4EFE2L(~EB 14 JHP SHORT HMemorics. BB4ETESY

GE4EYEEZ| 2B4D ES HMOU ECH, DWORD PTR S5: [EEP-121

BE4EFERC| SA B@ PUSH &

BE4EFEZE] 68 SC1260EE PLUSH Memories.BEE0129C ASCII "Registration Failed™

BE4EFEZ0 68 241260688 PUSH Memories.AEE01884 ASCIT "Inwalid Serial Mumber.™

BB4E?532 E2 40Fc1400 CALL Memories.AHE2EE24 JMP o OFFSET MFC42. #4224 YMessageBorARCWdEERAEHFEDA T
C74E FC FFFFFFFI MOY DWORD PTR S5: [EEF-41,-1

BB4E?53E 2040 EC LEA EC¥,DWORD PTR S£5: [EEP-141

GE4EYEALl ES SCEF14E8 CALL Hemories.BPESE4ES JHP o OFFSET MFC42. #2860 77105t ingBEIAEEKE

BE4EFE4L| 8BYD OC MOL EDT, OWORD PTR S5: [EEF-24]

BE4EFE43| SBYE EA MOL EST,OWORD PTR S5: [EEP-2@]

GE4E7S4C| SBSD E4 MOU EBX, DWORD PTR S5: [EEP-1C]

GE4EFEAF| 2B4D F4 MOL ECH, DWORD PTR S5: [EEP-C]

GE4EVEEZ| &4:8900 AE08@0E1 MOV DWORD PTR FS:[81,ECH

GE4EFEED| SBEE HMOU ESF, EEP

BE4EFEER| SO FOF EEF

BE4EFEEC| C3 RETH

Figure 3.4 Returned Invalid serial entered
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Figure 3.5 Locating the call to serial calculation and comparison

Scroll up a bit and you will se that call to 004E6E50 (Figure 3.5). Put breakpoint on that call and
press F9 to try to register again! When Olly breaks at the call to 004E6ES0 press F7 to step into the

call. Then you will end up here:
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Figure 3.6 Serial length comparison

Version 1.0 791 Page 6 of 8



The difficulty contrasts of serial fishing by potassium ARTeam

If you head on and trace to the gray-marked section our fake serial is stored in EAX and the length
of it in EDX. Then, the bouncer (JE) says —“Ey pal, take a hike, circle the block a couple of times
and come back later” and won’t let EDX in because a length of 16 chars is required to enter. :) So,
please stretch Mr. EDX a bit and make him the length of 16 chars. Now, try again. This time the
bouncer will be satisfied and let us in. Then we get to this place:

HEA4ECF 2H

cz RETH
2020 4CEFFFFE LEA ECX,DWORD PTE SS:CEEFP-E4]
HE4ESFE1| 8085 SEFFFFFF LEA ERX,DWORD PTR S5:[CEEBP-BA]

BE4EEF 27 FUSH 4
BE4ESF22| 5@ FLSH ERX
GE4EEFZA| ES 20Fe14@@ CALL Memories.@BE3EEEC JHMP to OFFSET MFC4z2. #4129 _7LeftECStr ingBECEBEYALLEHEE

HE4ECFZFE| CP45 FC_gzaaace MOy DWORD PTR SS: [EBP-41,2

HE4ESF4E| 8080 S4FFFFFF LEA ECX,.DWORD PTR S5:[CEBP-AC]

GE4ECF4C| 2025 EBFFFFFF LEA EAX,DWORD PTR SS:[EEBP-E@]

BE4ESFE2| 5@ FLSH ERX

HE4EEFEZ| E2 1AFE14@@ CALL Memories.@RE3EET2 JHMP to OFFSET MFC4Zz2. #E3E_77ACStr ingREQAERAELEEEE

Figure 3.7 Serial length is OK

Now our real serial will be calculated and compared to what we’ve entered. Scroll on down through
all the arithmetic calculations till you reach this place:

i 4| +f L|E[M[T|W]H|c|/|K[B[R

ST =T
Blx] vl b 8] E[E?]
[Teer] e et QU CL BVTE P17 oo (o147 i
- | B e 1
4ETOEE| Z24E G0 OR EL,EYTE PTR DS:[ESI+DI - |Rzaizbers PR <
ToF1| 8adt ar TR DS: (ESTFi L, b Eonfoee g
4E7OF4| 8040 D4 LEA ECR,DNORD PTR_S5: [EBP-2C1 Eonnldotr
4EFEFT| ES EBF21488 CALL Memories. 80636400 JMP to OFFSET MFC42. #548_77AC5tr ingEERREEHE EBX
4E7OFC| G745 FC B780P@R(HOU DUORD PTR S5:(EBP-41,7 EBaonn6e
4E7i0Z| SBFE 0U EDI,ESI EoF hoioFoed
4E7LES| BFEE3T Quzx ESI,BYTE FTR DS:CEDI] ESI
4E7105| BFBESE Bl QUZK EBX,BYTE PTR DS:[EDI+1] b e
4E71PC| BFBE4E B3 QUZK ECH.BYTE PTR DS: [EDI+Z] :
4E7116| BFEEST B3 QUZH ECH,BYTE PTR DS: [EDI+3] EIP BB4EP142 Memories. BA4ET142
4E7114| BFBE4T B4 OUZK EAN,BYTE PTR DS:[EDI+4] B e ;
4EF112| BFBEFF BE Ouz: EDI,BYTE PTR DS:CEDI+E] B CS @BlE Bit @i FEF i
4E71IC| 7 PUSH EDI Rl Copanitoenbant !
4E7110| 5@ PUSH EPX SEEE S e e e,
S| 2 ErISHEDE § 1 FS @838 32bic FFOFDBGO!FFF)
4E711F| E1 PUSH EECX B lhe i e
s & e e n :
4E71ZZ| 68 24126088 |PUSH lMemories.B@601524 RASCIT "HORHHORK DN DENHDEHHBER Co0:bas mon ERROR Sibebas Thodenaun)
4E7IZ7| 6D LEA EAix, DUGRD " PTR 55: [EBP-20) EFL BEEEBZIE (NO,NE,NE, A, S, PE, L, LE)
4E7IZE| EB 99F41488  |CALL Memories.BB6365C0 JMP to OFFSET MFCAZ. #2818 PFornatBCStr inaBERARKPEDCE R T e
:E; g SE4E E4 HBEHEEEQDMDRD PTR S5:[EEP-1C] 5T2 empty 3.907492 = =
2 5
4EFiZ4) Eg AFF31488  |CALL Memories.P@E364ES JP to OFFSET MFC42. #325_7738YAKPAKES Ele A S e e e e e
4EF12%| FFBS 4CFFFFFF PUSH DNURD PTR 55:CEBP-B41 STS empty 1 =
FOAE7ISE| FFE D4 PUSH DWORD PTR S5: [EBP-2C] STE empty 1.
FFE fa41o500 | CALL DUCRD PTR 05:Ce411a] wavGEt . _nbsiens §T7 empty 1.
BRAEC14E| Bach TEer ERk Ea ) i e
4
FST 4828 Cond Err BB 1006GR
4E714D|+75 07 JNZ SHORT Memor ies. BB4ET1SE
AE714F| BE BloBo@en Fiol EER, 1 FCW B2FF Prec MEAR,E: Mask ikicd I Lt e L |
4E7154|vEE 62 NP SHORT Memor ies. BB4ET15S
4EFIEE| 22DB HOR i, B
4EFISS| C745 FC G6GRPO8(MOU DWORD PTR S5:[(EBP-41,6
4E71EF| 8040 D4 LER ECR,DNORD PTR_S5: [EBP-2C1
4EFicz| ES FBF31488 CALL Memories. E2 JMP to OFFSET MFC42. #888_771C05tr ingEERREEHE
4EFiE7| C745 FC @50RPO@(AOU DUORD TR 55: [EEP-41,5
4E71EE| S080 GGFFFFFF | LEA ECX,OWORD PTR_SS: [EBP-AR]
4E7LT4| ES 69F31488 CALL Femories. 2 JHP to OFFSET MFC4Z. #580_771CSTr ingRERREEAD
4EF173| CP45 FC @309909(FOU DUORD TR 55: [EBP-41,3
4E7156| S080_ECFFEFFF | LEA ECX,OWORD PTR_SS: [EBP-A4]
4Erige| ES S7F31988  [CALL Memories. £z JHMP to OFFSET MFCA42. $806_771C5+r ingBEOAERYZ
4E71EE| Cr4S FC 816099 M0Y DWORD PTR SS:(EEP-41,1
4E7192| 8080 S4FFFFFF LEA EC:,0OWORD PTR : [EBP-AC]
4E7125| ES 45F31988  [CALL Menories. £z JMP to OFFSET MFCA42. $806_771C5+r ingBEOAERYZ
4EF1S0| CrP45 FC G00RROA(FOU DUORD TR 55: [EEP-41,8
4E71A4| 2030 4CFFFFFF LER ECH,DWORD PTR : LEEP—B4]
4E7iAA| ES 33F31988  |CALL Menories. £2 JMP to OFFSET MFCA42. $886_771C5+r ingBEOAERHZ
4E71AF| Cr4S FC_FFFFEFFINOV OWORD PR SS: [EBP-41,-1
4E71ES| 303D 48FFFFFI ER ECX,0WORD FTR : [EBF-ES]
GEcior| Es aiFsisan | GALL Wenorlcs.pmeaidts | JMP to OFFSET MFCA4Z. $886_771C5+r ingBEOAERHZ
4EriCd| SE7S DC M EST,OWORD PTR 55: [EEP-24] E commandiline
4E7ICT| BBC3 MU EA,EBR
4EFiCS| SESD E@ MOU EEX.OWORD PTR SS: [EBP-261 [Eg Fezzassboart
4E7ICC| 8B40 F4 MU ECDWORD PTR S%: [EBP-C]
4EFICF| £4:8990 @p@ARAR{HOU DWORD PTR FS:[01,ECH Er Fleszaasbonhl
4E71DE| SBES MOW ESP,EEP
| aqErins| SO POP_EEP
T%: [00ESAL151=7 TCR1ARE (mewort. _mbs (one)

JEERRLE] =
Ferees|L=2 = "EETEOBIZSAEE" =
42CED:

]

12FE3:
E01524 | ASCIT "HAZHKBZHNBZHHBZ B2 HEAZH"™

<

HE12F 434

| Paused

Figure 3.8 Real and fake serial comparison

Now both serials, real and fake, are located in the stack pane window of figure 3.8 (yes, the real
serial is intentionally blocked). But, hey!! Where did my first 4 chars go? Well they have been cut
by the serial generation routine. In fact all we need to do is add the first 4 chars that we entered in
our fake serial to the real serial (most upper serial in stack pane) and we’re good to go.
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The difficulty contrasts of serial fishing by potassium ARTeam

]

MemoriesOnTV Registration

E -muail |Dldfartygeek@hntmail.mm

Registration Successful [’E|
Serial Mumber {1234

Thank vou For registering!

.................................

Figure 3.9 Yay! Registered!

Tataaa! *trumpets playing* , we’re done, mission complete and all that.
4. Conclusions

Sometimes you’re lucky, sometimes you’re not so lucky, but this is where knowledge and patience
comes into the picture. :) In the first example it was a piece of cake to find the correct serial since it
is not cleared out from the stack after the “is-serial-correct-check”. The difficulty in fishing serials
also greatly depends on what language (asm, C, Delphi, etc) the application was constructed in,
which external dependencies it has (mfc42, VB or other) and how much effort the programmers put
in to confuse potential reverse engineers. In the second example you would need a little more
patience and it also needs a bit more knowledge of program structure, compared to the first
example.

5. Greetings

To the whole ARTeam, friend-teams out there and of course you who are reading this.

http:/cracking.accessroot.com
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