Analisis de Vulnerabilidades con Nessus

Requisitos:

* Nessus 3.0 o superior.
«  Windows 2000/XP.

Descripcion:

Nessus es un popular analizador de vulnerabilidades, utilizado por la mayoria de los
profesionales de seguridad.

Para su funcionamiento Nessus incorpora dos componentes, por un lado, el
servidor, el cual serd quien contenga los plugins (actualizaciones) y ademas sera
quien ejecute finalmente los escaneos, y por el otro lado, un cliente, que sera quien
indique las tareas a ser realizadas por el servidor. Tenga en cuenta que es muy
comun encontrar tanto el cliente como el servidor sobre la misma PC (tal como lo
realizaremos en este laboratorio).

Instalacion:
Realice la instalacion por defecto de la herramienta, haciendo doble clic sobre el
archivo ejecutable (Nessus-3.0.6.1). Una vez concluida la instalacion, sera
necesaria una conexion a internet para actualizar los plugins.
Desarrollo:

1. Inicie la aplicacidon haciendo doble clic sobre el icono del escritorio “Tenable

Nessus” o haga clic en “Inicio > Programas > Tenable Network Security >
Nessus > Tenable Nessus”.

2. Haga clic sobre “Start Scan Task”.

E3 Tenable Messus Vulnerability Scanner

Welcome to Nessus Vulnerability Scanner

& welcome Messus is a complete network vulnerability scanner which includes high-speed checks for
thousands of the most commonly updated wulnerabilities, a wide wariety of scanning
[3 start Scan Task options, an easy-to-use interface, and effective reporting.

[% View Reports You can start a new scan by selecting "Start Scan Task™, All scan results will be

automatically saved, and you can apen them again by selecting "View Reports”

Other Options Y
. This scanner has not been configured for plugins updates. Pleass consider registering.

@ address Book

&d start Scan Task
T Manage Policies g

% Undate Plugins B view Reports
See Also
@ Help

@ ~About Messus
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3. Complete con la direccidon IP del objetivo del escaneo y a continuacion haga
clic en “Next”.
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Nessus

& welcome

Please enter the target you want to scan

‘ou can specify a single host (hostname or 1P), a list of hosts separated by comma, an 1P

K range, or a network address. If a DNS name is entered as a target, it must be resalvable

[3 start Scan Tas by the system in order to be a valid input. (See Examples)

2 View Reports For frequently used addresses, Address Book can help you to manage them {address
book entries will show up in the drop down list below)

GOther Options

If you want ko import target from a file instead, click Here,
@ address Book

% Manage Policies [inminzng N
‘% Undate Plugins
B nesr
See Also
@ Help

@ About Messus
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4. A continuacion se le presentaran cuatro opciones que definiran la forma del
escaneo. Seleccione “Define my policy” de forma de poder personalizar las
opciones del escaneo y a continuacién haga clic en “Next”.
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Nessus

& welcome

Please choose the plugins set you want to use

Messus uses plugins ta do security checks. Mast plugins are implemented in nasl (Nessus
Altack Scripting Language) and perform a particular security check, By selecting plugins,

[3 start Scan Task you can define 3 security check to fit your own needs,

@' Vi RepOrS " Enable all but dangerous plugins with default settings (Recommended)

GOther Options -
@ address Book

Enahble all plugins with default settings (Even dangerous plugins are enshled)

° Choose a predefined palicy (You should use Manage Policies to create one first)
T Manage Policies

i & Define my policy (For advanced user)
@ Undate Plugins

Hate: Dangerous plugins may cause Denial of Service to the host(s) being scanned,
See Also

Back Mext
@ Help €] a2

@ About Messus
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5. Revise las opciones disponibles para el escaneo sobre cada una de las
solapas. Puntualmente haga clic sobre la solapa “Credentials” y verifique que
ningun usuario figure sobre el campo “SMB account”, haga lo mismo sobre
el campo “"SMB password”. De esta forma, el analisis se llevarad a cabo sin
ningun tipo de credenciales particulares. Al finalizar, haga clic en “Next”.
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Sl
w or Change ttings
B welcome General | Ping | Seryices | | Credentials | Web | Compliance | | Others |
This information enables Nessus to scan remote hosts as if locally connected and  »
[3 start Scan Task determine if critical security patches have been applied. 1
B View Reports SMB acoount Administrator
other options SMB password
1% address Book SME domain (optianal) ,—
T Manage Policies ¥ Mewer send SMB credentials in clear text
& Update Plugins ™ Only use NTLMv2
i Kerberos Key Distribution Center (KDC)
See Also
@ Hel Kerberos KDC Part 88
Kerberos KDC Transport udp >
@ About Messus R E
SSH user name root
S5H password (unsafel) I
SS5H public key to use Examinar. reset
— 1 o
8 eack Bl weut
Copyight @ 2003-2007 Tenabls Netvelk Sxcurty, All (ght (sssrizd.

6. En el siguiente paso podremos seleccionar qué tipo de escaneos realizar a
través de la seleccion de los plugins a utilizar. Esto nos permitira disminuir la
cantidad de pruebas que se llevaran a cabo durante el escaneo,
disminuyendo la duracion del mismo. Seleccione solamente los plugins
relacionados con sistemas Windows y los servicios que éste brinda (Ej.:
Windows, Web Servers, Generals, Databases, etc.). A continuacion haga clic

en “Next”.
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Nessus

& welcome

Select plugins to use
1 General

O Gentoo Local Security Checks
DI HP-Ux Local Security Checks
OMacOs ¥ Local Security Checks
O mandrake Local Security Checks
O Misc.

Onis

O Netware

O Peer-To-Peer File Sharing

O Port scanners

Orpc

O red Hat Local Security Checks
Ol Remote file access

O SMTP problems

[@ Start Scan Task

B View Reports

Other Options
W Address Book

T Manage Policies

@' Undate Plugins

O sNMP
gge Also Oservice detection
@ Help O settings

O slackware Local Security Checks
O Solaris Local Security Checks

[ SuSE Local Security Checks

O Ubuntu Local Security Checks
OUseless services

Fweb Servers

indolis

indows : Microsoft Bulletins
windaws : User management

8 sack

@ about Messus

un Java Applet Invocation Yersion 5
un Java Runtime Environment Dos
-Zip ARI File Overflow Yulnerability
cer LunchApp APlunch Arbitrary Command Execution
wlnerability

dobe Acrobat < 6.0.5

dobe AcroPDF ActiveX Control Multiple Yulnerabilitiss
dobe Contribute Publishing Server Administrator
assward Disclosure

dobe Download Manager Detection

Hadobe PDF Plug-In < 8.0

Fadobe Reader < 7.0.8

Hadobe Reader < 7.0.9

Fladobe Reader Detection

1M Buddy Icon Overflow Vulnerability

IM Detection

IM Smiley Icon Location Denial Of Service
uinerability

\eamai Download Manager activeX Contral < 2.2.1.0
ulnerabilities

nti Wirus Check

ntitir File Handling Yulnerahilities

OL Instant Messenger is Installed

OL You've Got Pictures ActiveX Control Overflaw
ulnerability

B next

>

&
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7. La siguiente ventana nos pide que seleccionemos un Server Nessus. Debido
gue se utilizara el server de nuestra propia PC, seleccione “Scan from the
localhost” y haga clic en “Scan now”.
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Choose a llessus server

& welcome NG Koselie sy SisHessn, Sriatin whishalawe ot Sasniiam, samote

Messus server, Please indicate if you want to scan from local host. If not, please provide

[3 start Scan Task the login information of the remote Nessus server.

B View Reports @ sean from the localhost

other DptiOI’IS € scan from a remate Nessus server

9 ackress Bk R E—
AN password: R
See Also
@ Help B pak Sean now

@ About Messus

T Manage Policies
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8. Una vez concluido el anadlisis, se le presentard un informe a través del
browser. Revise la informacién obtenida.

7 Tenable Nessus Security Report - Microsoft Internet Explorer

Archiva  Edicisn  Ver Favoritos  Herramientas  Ayuda e
r o | B A, = | = 2
© @G Posws derees € (25 F B

Cireccion [ €] Ciipocuments and urrent_report . view_by._hest. sl htm v B ks ? @onagr

~

Start Time: Fri Oct 26 17:25:42 2007 Fri Oct 26 17:27:06 2007

14 Open Parts, 32 Notes, S Warrings, 17 Holes

epmap 9¢ A serurity vulnerability exists in the Messenger Servics that could allow
(135/udp) arbitrary code execution on an affected system, An attacker who successfully
exploited this vulnerability could be able to run eode with Loeal System
privileges on an affected system, or could cause the Messenger Service to fail
Disabling the Messanger Service will prevent the possibility of attack.

This plugin actually checked for the presence of this flaw.

Solution: see http: /fwww .microsoft.comste chnet/security foulletin/ms03-043 mspx

Risk Factor : High

CVE : CVE-2003-0717

BID : 8826

Other references : 1AVA:2003-4-0028, 1AVA:2003-3-0017, 1AVA: 2003-b-0007, OSVDR:10936
Plugin ID : 11890

ms-sql-m | g The remote host MS SQL server is vulnerable to several overflows which could
(1434/udp) be explaited by an attacker ta gain SYSTEM access on that host,

Note that a worm (sapphire) is exploiting this vulnerability in the wild

Solution: httn://www microsoft.com/technet/security/bulletin/ms02-06 1.mspx

Risk Factor : High
CUF © CWF-2NNP-1137. CWE-2NN2-113R. CUF-2NNZ-NA49. CUF-PIN2-NASN. CWF-2NN2-1145, CUF-PINZ-NAdd. CVF PNNZ-NA45. CUF-20N7-N721 | o

& ] ‘ 4 mipc

9. Realice un nuevo escaneo, pero esta vez incluyendo las credenciales del
administrador y verifique la informacidon obtenida. ¢Es similar a la obtenida
en el primer escaneo?



