Virtual Forensics 2.0

Investigating virtual environments

Christiaan Beek
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Agenda

« Who am I?

* Traditional vs Virtual
« Challenges

o Citrix & Vmware
 Windows 7

¢ Summary
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This session IS NOT:

* A negative talk about virtualization

« Sponsored by any of the vendors of VM
products

* About using VM as a forensic research
platform
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Traditional vs: Ten
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Virtual:




Challenges:

nat to expect?

nat tools to use?

nere iIs the data?

no owns the data?

nich Forensic techniques to use?
« How to acquire data from a Cloud?
 Jurisdiction?
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What must be acquired? ':'g{l
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Moooh, where is my data?
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Statement MS Azure: f}

Azur

‘We have four datacenters in the US, two In
Europe and two in Asia. Even though you
choose to store your data in Europe instead of
Worldwide, your data will be stored at least
three times. Two times on your main location
and one time at a secondary data center’




Where is my evidence?
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Disposable VM’s Qubes OS ':'g{l

« Joanna Rutkowska
« E.g. opening a P(enetration)DF file

Personal: Mozilla Firefox
FrTTLES g

_dtu
for experigs




Portable VM'’s

* Mojopac

* Portable Virtualbox
e Qemu

* Mokafive
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Jurisdiction Ten
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A pedophile is using cloud resources to
facilitate his crimes.

The data Is located over several jurisdictional
precincts

Do you know your limits?
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We need to: Ten
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« Understand the technology

« Understand implementations of the products
* Which files are interesting for research

« Understand which tools to use

* How tools are acting in Virtual Environments
« Develop an approach




Decision vs Impact:
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Next: Ten

e Citrix
e VMware
 Windows 7

Which files are interesting for research




Citrix:

« Many ways to implement/use:

Regional
data centers
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Citrix: Ten
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e scenario:

— AT ‘ﬂ

Suspect Clth:t:;:;ss Citrix farm
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1 ‘q Fileserver
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Suspect’s
desktop
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Citr

I X.

Last logon logfile

%appdata%l\icaclient (or citrix\icaclient)
Configuration log (default not enabled)
User profile (NTUser.dat;registry;temp files)
Citrix Access Gateway logs

Radius logs




Citrix tools:

« To retrieve data: normal tools like FTK-imager,

Encase.

« Volatile data extraction:

VIX tools
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VMware: Ten
ict

The Professionals

 VMWare workstation & ESX server are popular
« Static or live need different tools and approach
« Many used as testing platform

« Suspect deletes VM after activity or return to previous
Snapshot




Example IRL Ten
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@ ; #Sticky: Are you my brother ... watched by the intelligence services!?! (71 12)
- Soldiers of God 08-21-2009

# Sticky: exclusive jihadist forums: Several explanations on how stealth video online
Baghi quidance 09-16-2009

| E Modern methods of hiding during the use of the Internet
irhabi_001 5 days ago

o E With Alnorcon choose the appropriate protection, with direct links

reem 2 weeks ago

B B Program Kalik - Portable - Run non-step

Muhammad Idrees 6 days ago

B VMWare_Workstation the latest version (Lite) + with the latest version before Altolz only and exclusively terrorists
. Time Of Terror since one week




Example IRL

Portable virtual private machine
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Vmware files of interest: Ten
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File Extention Description
vmx Primary virtual machine configuration file
vmsd Snapshot Descriptor file
vmtm Configuration file for the teaming features containing teaming data
vmxf If a VM is removed from a team this config file remains
The disk descriptor file, it contains the disk layout, structure,
vmdk geometry and physical properties.
log Vmware logfiles
nvram Bios settings of the VM
VSWp Swap file
vmss Suspend file. It stores the state of a suspended VM
vmsn Snapshot files
vmsd Snapshot Descriptor file
vmem Virtual machines' paging file




Vmware tools:

 FTK imager

* Liveview

 Encase

« MMLS & DD (getting partitions)
 Raw2vmdk

 Mount & Carve with Foremost or Photorec
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mware tools:

 Compare Snapshots

i@ Compare VMware snapshots

Strings inside wirgin snapshot

Virgin snapshot

=

Offset Length String

00665C 16 0000000Cc ntoskrnl. exe
0068 14F5 00000004 SWENUM, 5YS
00831504 QQ00000C SCSIPORT.SYS
00581514 QQo0000s ACPILSYS
00581520 QQo0000s NDIS.5YS
0068152C QQo0000C NTERPAMP.EXE
0068153C QQo0000C NTERMLPA.EXE
0063 154C QQo0000C NTERMLMP.EXE
00&3155C QQo0000C NTOSKREML.EXE
NNARRISAC  NONNNANT  HAL [l

C:\Users\Christizan\Documents\Vir tual Machines\Windows XP sp2

Mew strings from infected snapshot

Offset | Length | Siring |
001831488 0000000E commctrl32.dll
00182C&5 00000048 'c7C:\Program Files\VMware\WMware Tools\WSoc...
003C7440 0000000C srchctls. dil
003E6458 00000010 libwireshark.dll
003E6498 00000011 libglib-2,0-0.dI
f 003Ee4BA  0000000B  MSVCROO.I
003E6TTE 00000008 gryphon.dll
00303FFD Q0QoQo0y tS5.exe
ODACCS71  O00000OF  Qhlxpsplres.dl
ANCASNF3  ANOONAAN. 1CAmeH37 Al

Infected snapshot | C:Wsers\ChristizanDocumentsVirtual MachinesiWindows P sp2

Tool by Zairon

Options
4 <~ Minimal string length

[+ String end with ".exe”, ".sys" or ~.dlI"
[~ "windows" inside

[~ Tsystem”inside

About

Quit
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Vmware tools: Ten
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Analyzing Vmem with Memparser by Chris Betz

C:\Somedir>memparser EvilBert-Snapshot2.vmem

Process List:

Proc# PPID PID InProcList Name: Threads: 10
Yes
Yes
Yes
Yes

0

1
2
3

0
5

0

Idle
System
EvilBertNotepad.EXE
CSRSS.EXE




Openvmfs drivers Ten
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#>java -jar fvmfs.jar /mnt/mnt/el/vmfs_part _esx.dd info

VMES label = Datavaultl

VMFES creation date = Mon Jun 21 14:13:25 GMT-05:00 2010
VMFS capacity = 155.45GB

VMFS UUID = 2b4ac011-3228e765-7bcd-00125436b14a
VMFS block size =1.00 MB

VMFS version =3.33

VMFS # of FD/PB/SB = 30720/ 61440 / 3968

VMFS volume type =

VMFS volume UUID = 2b4ac012-213736ba-3c5b-00125436b14a
VMFS volume size = 155.45 GB

VMFS volume ver =4

Example other option: filecopy path size position

Restoration of: vmdk, vmsn, metadata, or log files
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Windows 7: Ten
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Virtualization technigue included:
 VHD

XP mod EU
Virt::I) PeC ‘

Wlndows 7




Windows 7:

* VHD mount (read-only)
* Boot from VHD

« System backup is made in VHD format
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Windows 7: Ten
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* Mount & investigate VHD with FTK:

File Edit View Tools Help
Dverview Explore | Graphics | E-Mail | Search I Bookmark |
5 G B -4 EEe 68
E‘"% Blackhat _testvhd 000[30 00 00 00 O1 00 00 00-00 10 00 00 01 00 00 00[0--------------- p
ElEB Part_1 010 (10 00 00 OO0 38 01 OO0 OO0-38 01 0O OC OO 00 Q00 00} ----B---B------- N
EI VHD_testdisk-MTF5 02024 00 00 00 00 OO 01 0O0-bO OO0 S9e 00 OO0 0O OO0 QOO |&------- R =
..... @ SBadClus E 03023 00 00 00 00 00 01 00-3c 06 25 ca b3 bf ca 01 |#------ -<-%E’;I§- 1
o[ SExtend 040|3c 06 25 ca b3 bf ca 01-3c 06 25 ca b3 bf ca 01 |<-3E%;E < 3E7;:E- L
050 |3c 06 25 ca b3 bf ca 01-00 00 00 OO0 OO0 00 00 QO <-%I‘E’;E ---------
-0 SRECYCLE.BIN 060 |00 00 00 00 00 00 00 00-0& 00 00 10 00 00 00 Q0| ----rceveemnnn-
""" @ $5ecure — 1 |o070|2e 01 53 00 24 00 31 00-24 00 35 00 24 00 32 00).-5---1-—-5-—-2-
----- D [unnamed] 08031 00 24 00 31 00 34 00-33 00 36 00 35 00 38 00|1-—--1-4-3-6-5-8-
..... D 2009-04-23 sepoekanja -||990]37 00 31 00 3% 00 38 00-2d4 00 32 00 30 00 37 00(f7-1-9-8---2-0-7- -
[ List all descendants Cursar position = 0
2088 @@ 30O P o unitered - || Tl | Al Coiumns v | o
ile Marme ull Pat ecycle Bi... ile e atego ubject r Date
¥ FileM Full Path Recycle Bi Ext  File Typ Category Subyj CrD -
O $B adClus Blackhat_testvhdWPart_1"WHD _testdizsk-MTFS4%... Unknown Fil... Unknown 9-3-201013:10:14
O $Bitmap Blackhat_testvhdsPart_1WHD _testdisk-MTFS4%... Unknown Fil...  Unknown §-3-20101310:14 =
O $B oot Blackhat_testvhdsPart_1HD _testdisk-MTFS4%... Unknown Fil...  Unknown 932010 19:10:14
O 2 3$Extend Blackhat_testyhd4Part_1'WHD_testdisk-MTFS4%... Folder Folder 332010 19.10:14
O ﬁ $130 Blackhat_testyhdWPart_1"WHD _testdizk-MTFSY%... Unknown Fil...  Unknown 9-3-201019:10:14
O ﬁ $LogFile Blackhat_testvhdWPart_1"WHD _testdizsk-MTFS4%... Unknown Fil... Unknown 9-3-201013:10:14
O A $MFT Blackhat_testvhdsPart_1WHD _testdisk-MTFS4%... Unknown Fil...  Unknown 9-3-201019:10:14
O ﬁ FMFT Mirr Blackhat_testvhdsPart_1HD _testdisk-MTFS4%... Unknown Fil...  Unknown 9-3-201019:10:14
(W& | $RECYCLE.EIN s Part_13WWHD_ Folder Folder 3 101 2
O ﬁ $Secure Blackhat_testyhdWPart_1"WHD _testdizk-MTFSY%... Unknown Fil...  Unknown 93201019101
O ﬁ $Secure Blackhat_testvhdWPart_1"WHD _testdizsk-MTFS4%... Unknown Fil... Unknown 9-3-201013:10:14
[ " $THF_DATA Blackhat_testvhdsPart_1WHD _testdisk-MTFS4%... Unknown Fil...  Unknown 9-3-201019:10:14
O ﬁ FpCaze Blackhat_testvhdsPart_1HD _testdisk-MTFS4%... Unknown Fil...  Unknown 9-3-201019:10:14
O [[12009-04-23 sepoekanja Blackhat_testyhd4Part_1'WHD_testdisk-MTFS42... Folder Folder 10-3-20109:09:.04 -
1 | i | 3
61 Listed 0 Checked Total Blackhat_testvhd\Part_1\WHD_testdisk-NTFS\SRECYCLE.BIN




Windows 7: Ten
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XP mOde: ssssssssssssssss
Used for ‘old applications’
a VHD file is created & vincous Ve 7 /
L' pW/ndows XP Mode
Installation of Virtual PC “**

Windows XP with SP 3
Application published in Win7

e

Note: automatic updates / everything shared
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Windows 7 files of interest:

File Extention

VHD

VMC

VSV

VUD

Description

Contains virtual Operating system and data

VM's configuration file: disks, memory, network, undo function

Saved state file - information about last running programs

Undo disk file - stored separate from VHD file

Default location:

C:\Users\<username>\AppData\Local\Microsoft\Windows Virtual PC\Virtual Machines

e
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Windows 7 VUD: Ten
Undo disk: temporary file

Is it enabled ?

Investigate VMC file:

<undo_pathname>

<absolute type="string">C:\Users\Christiaan\AppData\Local\Microsoft\Windows
Virtual PC\Virtuele machines\VirtualPCUndo_Windows XP
Mode 0 0 18563103292010.vud</absolute>

<relative type="string">.\VirtualPCUndo_Windows XP
Mode 0 0 18563103292010.vud</relative>




Ten
Summary: ict

* Virtualized environments can make forensic
research a tough job

 Virtualization of hosts, applications and
operating systems will scatter the evidence

« understand the rapidly improving techniques,
differences between the products and what
files are interesting to acquire




For the future:

We need more research on VM
Community, please SHARE !
Forensic proof tools for VM research
Next topic for DFRWS /Blackhat?
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Questions?
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Name: Christiaan Beek
Email: Christiaan dot Beek@ tenict dot nl / dot com
Twitter: @ChristiaanBeek

Blog: http://securitybananas.com
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