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 No hago analisis de malware por motivos
economicos/profesionales, tiene que ver mas
con investigacion y cuestiones académicas.

* El publico objetivo es basico a intermedio,
habra sesiones de analisis avanzado.
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., Para qué analizar malware ?
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Mi punto es:

» Conocer sobre el malware y su
comportamiento.

* Ayudar en la automatizacion del analisis de
malware.

» Contribuir a la seguridad en Internet.

 Resolver problemas del estado de la practica y
del estado del arte. (cripto)
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Mi punto es:

» Conocer sobre el malware y su
comportamiento.

* Ayudar en la automatizacion del analisis de
malware.

» Contribuir a la seguridad en Internet.

 Resolver problemas del estado de la practica y
del estado del arte. (cripto)

* jConseguir trabajo en un laboratorio de
antivirus!
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Laboratorio

T laboratorio es un lugar dotado de los medios
necesarios para realizar investigaciones,
experimentos, practicas y trabajos de caracter
cientifico, tecnologico o técnico; esta equipado con
iInstrumentos de medida o equipos con que se realizan
experimentos, investigaciones o practicas diversas,
segun la rama de la ciencia a la que se dedique.

- Se puede asegurar que no se producen influencias extranas
(a las conocidas o previstas) que alteren el resultado del
experimento o medicion: control.

- Se garantiza que el experimento o medicion es repetible, es
decir, cualquier otro laboratorio podria repetir el proceso y
obtener el mismo resultado: normalizacion.
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L aboratorio de analisis de malware

Con software libre !
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e Observacion

* Induccion

e Hipotesis

* Experimentacion
 Demostracion

» Tesis o Teoria
(Conclusiones)

20 y 21 de abril del 2012

Modelo simplificado de las etapas del
metodo cientifico




ODbjetivo:

Aprender mas sobre el malware
Publicar ...
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e Recoleccion de malware

o Analisis
« Estatico
 Dinamico
 De comportamiento
e Resultados
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Arquitectura generica

Captura:
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ANnalisis:

Resultados:
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Arquitectura generica

Captura:
Nepenthes
Dionaea
Spampot

ContagioDUMP

USB en el ciber

Listas

Otras fuentes.
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Dionaea

http://dionaea.carnivore.it

dionaea

catches bugs

Dionaea is meant to be a nepenthes

successor, embedding python as scripting
language, using libemu to detect shellcodes,

supporting ipvé and tis

How IT WORKS

Development

Compiling & Installation
Update

Running

Configuration

Honors

Links i
FAQ libemu
Segfault

Support x86 emu
Blog

dionaea intention is to trap malware exploiting vulnerabilities exposed by services
offerd to a network, the ultimate goal is gaining a copy of the malware.
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Arquitectura generica

Analisis:

IDA: About

What s IDA all about?
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Cuckoo Sandbox

-2 RAPID7

About

In thres wards, Cuckoo Sandbeoox s & malwane analysis system.

Its goal is to provide you a way to automatically analyze files and collect comprehenshee
resulfts describing and outlining what such files do while sxecuted inside an ksolated
envinonimeant.

It's mastly used to anahze Windows executables, DLL files, PDF documents, Office
documents, PHFP scripts, Python scripts, Internet URLs and almast anything eiss you can
imagine.

But it can do much mare...
It's up to wou to discover what and haw.

mQLite

Some of the results that Cuckoo generates ane:

# Trace of paformed nelevant win32 API calis

# Dump af netwark traffic generated during analysis

# Creation of soresnshots taken during anabhysis

# Dump of files created, deleted and downioaded by the makwane during anakysis
# Trace of assembly Instructions executed by malware process

In additian, Cuckao aliaws you ta:

# Automate submission of analkysic tasis

# Create analysis packages to define custom operations and procedures for perfforming an anakysis
# Run multiple virtual machines concummenthy
-
-

SCript the process and CoMmetation of analysis results data U N IV E RSIDAD
Script and automate the generation of reparts in the format you prefer A
* POLITECNICA

Download DE SAN LUIS POTOSI

Current Cuckoo Sandbox's version s 0.3.2.
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Arquitectura generica

Resultados:
Mas analisis
Reporte
Clasificacion

Comparacion

Método de limpieza
Firma para AV

Conocimiento !!
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Arquitectura generica

Captura: Resultados:
Nepenthes Mas analisis
Dionaea Reporte

Spampot Clasificacion
ContagioDUMP Comparacion

USB en el ciber Método de limpieza

Listas Firma para AV

Conocimiento !!

Otras fuentes.
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Casos

* |InetSim
http://www.inetsim.org/index.html

INetSim: Internet Services Simulation Suite

Welcome to the INetSim project homepage!

INetSim is a software suite for simulating common internet services in a lab environment, e.g. for analyzing the network behaviour of unknown malware samples.

Current version is 1.2.2, released on 2010-11-24.

About

Features

News
Requirements
Documentation
Downloads
Feedback

Contact
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Android malware

droidbox

Android Application Sandbox

@

J Project Home Downloads Wiki Issues Source

Summary People

Project Information Introduction

1) +2 Recommend this on Google DroidBox is developed to offer dynamic analysis of Android applications. The following information is shown in the results, generated when

analysis is ended:
Starred by 62 users ¥

Project feeds + Hashes for the analyzed package
Code license # Incoming/outgeoing network data

GMIL GPL uw? » File read and write operations

49 apkinspector

APKepec APKInspector is a powerful GUI tool for analysts to analyze the Android applications.

J Project Home | Downloads  Wiki Issues  Source

Summary People

Project Information The goal of this project is to aide analysts and reverse engineers to visualize compiled Android packages and their comesponding DEX code.

3 +1| Recommend this on Google The primary focus of this project is to provide a visualization layer that's typically missing in existing Android reverse engineering tools, as well
as to create a unified platform that combines several existing Android reverse engineering tools into a single unified view and context. For
Starred by 50 users example this would include taking the control flow graph output from Androguard and unifying it with the code output from apktool, or dex2jar.
Project feeds

Please watch a quick overview video that was created to highlight some of the features of APKInspector: http://'www.youtube.com/watch?
Code license v=X538M-x3UUY (English Site) or http://www . tudou.com/programs/view/1oT493]K-zk/ (Chinese Site)
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The Honeynet Project

Home » Blogs » christian.seifert's blog

Navigation Android Reverse Engineering (A.R.E.) Virtual Machine available for download now!
O About us Tue, 11/01/2011 - 03:11 — christian.seifert
' Blogs The Honeynet Project is happy to announce the release of the Android Reverse Engineering (A.R.E.) Virtual Machine.

& Honeynet Project Blo
Y ] g Do you need to analyze a piece of Android malware, but dont have all your analysis tools at hand? The Android Reverse Engineering

~ Funding/Donations (A.R.E.) Virtual Machine, put together by Anthony Desnos from our French chapter, is here to help. A.R.E. combines the latest
> Challenges Android malware analysis tools in a readily accessible toolbox.
> Chapters
) Tools currently found on A.R.E. are:
“ Papers
© Projects © Androguard
© Code of Conduct 2 Android sdk/ndk
> Google SoC 2009 o APKInspector
> Google SoC 2010 = Apktool
= Google SoC 2011 = Axmlprinter
v Google SoC 2012 © Ded

© GSoC 2012 Project Ideas © Dex2jar

© GSoC 2012 Student ~ DroidBox

Template 2 Jad

O Latest images = Smali/Baksmali

vV 5 ity Worksh
ecurity Workshops You can download A.R.E. for free from http://redmine.honeynet.org/projects/are/wiki.

& 2011 - Paris
T 2012 - SF Bay Area christian.seifert's blog android
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Ejemplos

 Dionaea + cuckoo = reportes
e Dionaea + Vbox (capture tcpdumps) = cluster
« Contagiodump + vbox (MacOS)
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Conclusiones

 Estudiar malware por diversion !

* Existen muchas herramientas que ayudan, pero
todavia falta mejorar la automatizacion, la
interaccion entre ellas.

* El malware actual es ingenieria aplicada!
Criptografia, canales de comunicaciones, anti-
depuracion, anti-virtualizacion, nuevas
protecciones.

 Wadalec, Duqu / Stuxnet.
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Reto de analisis forense para android en:

http://atit.upslp.edu.mx/~hugo/guadalajaracon/
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