Usando OSINT para
investigar Trafico
Humano e pessoas
desaparecidas
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 Red Team Leader, PenTester,
Instrutor;

* Possui algumas CVE’s publicadas;
e Contribuidor do Mitre Att&ck;
* +90 Certificacdes internacionais;

* Contribuidor do Hacking is Not a
Crime;

* Synack Red Team Member;
e Autor e Palestrante;




ROTAS DE TRAFICO DE PESSOAS

Cerca de 63 mil pessoas desapareceram no ultimo ano
no Brasil. Como reagem as familias?

O desaparecimento de pessoas é um problema coletivo, gera ambiguidade e desgasta a saude fisica e
mental de familiares que buscam entes desaparecidos

CENTRO-OESTE [ 33

suL R 28

Fonte: Centro de Referéncia, Estudos e AcOes sobre Criancas e Adolescentes

2| million - 45 million

the estimated number of people
trapped in some form of slavery

END SLAVERY
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victims of human trafficking

I Vitimas de trafico detectadas na América do Sul, por PREVENCAU A[] TRAFICU DE PESSUAS :

género e idade, 2014 (ou mais recente) d o &
 DEIXE ENDERECD, TEI.EFUNE E/0U LﬂCAI.lZACAU
DA CIDADE PARA ONDE ESTA VIAJANDO

T —
ANTES DE ACEITAR QUALQUER PROPOSTA,
PESQUISE SOBRE 0 CONTRATANTE

" DUVIDE SEMPRE DE PROPOSTAS DE
EMPREGO FACIL E LUBRATIVU

) PASSAPORTE OU DOCUMENTOS DE

9 paises L VIAGEM NA MAD DE TERCEIROS
Fonte: UNODC - elaboracio de dados nacionais : NA“ anHEcEM ﬂ ENDEREG“ DA [:ASA PARA
ONDE VAD 0U DO LOCAL DE TRABALHD

FALAM POUCO 0U NAO FALAM COM

05 FAMILIARES E AMIGOS

i, EM CASD DE DESCONFIANCA, A OA
== 1l 100 00 LIGUE 1a0 Q iz Dl BRASIL




victims of human trafficking #2
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| & | TRAFICO DE PESSOAS - Chegando no Camboja, tudo mil maravilhas, ja
| Brasileiros denunciam que vivi::m em cércre priv_c:do no Cambojg derom uma festq No terceiro més
. \ . ,




What is OSINT?

* OSINT stands for open source intelligence, which refers to any
information that can be legally collected from free public sources
about an individual or organization;

* It means information found on the internet, but technically any public
information falls under the OSINT category;




What is IMINT?

* Image intelligence (IMINT), is an
intelligence collection in which
images are analyzed to identify
information that generates
intelligence value;

* As an intelligence collection
discipline, IMINT production
relies heavily on a robust
intelligence collection
management system;




about human trafficking

 Trafficking in persons is the recruitment, transportation, transfer,
harboring or reception of persons through force, fraud or deception,
with the aim of exploiting them for profit.

3? maior industria criminosa do mundo
US 32 bilhdes movimentados ilicitamente por ano
53.741 vitimas resgatadas no Brasil

'Denuncie:

Disque 100

Disque Policia Civil 181

Policia Rodovidria Federal 191

Central de atendimento a mulher 180




Research search engines

e The internet
contains a wealth

of information that

is useful for an
investigation of
human trafficking

or missing persons;

R HoH
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* Search Engine Colossus

* Google

Bing
DuckDuckGo

Doapile

* ZapMeta

MetaBear
Exalead
StartPage
SWISSCOWS
Searx

DisconnectSearch

Gigablast

Carrot?

Wolframalpha

Million Short

iSeek

eTools

Yandex (Russia)
Baidu (China)

MetaCrawler (United Kingdom)

Goo (Japan)
Daum (Korea)
Parseek (Iran)

Walla (Israel)



Research search engines #2

* Use of Google dorks

and advanced search
operators; Go gle

* Search employment HACKING
agency websites, ads
and classifieds;

* Map fake websites; COOC) =

e Search for addresses
and information
about people;

% HaH
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Social networks in research

* Social networks are a
rich source of
information;

* Collect information
about a particular
person or company;

* Include contextual
information about said
contents. Metadata
can include the
location tagged in a
post, the time the post
was made, or even the
tylf()e of device used to
take a photo;




Public Information Search

e Using the internet
to collect
information about
a person;

e Address,

Username (O

Email Address O

Domain Name ()

IP Address O

Images / Videos / Docs O
Social Networks O
Instant Messaging O
People Search Engines (O

Property Records ()

Court / Criminal Records ()

(O Melissa Data - Property Viewer (R)
O Zillow

() Emporis

(O Homefacts

() Neighbor Report

O Redfin

(O Nationwide Gounty Court Records
(O Waorld Legal Information Institute

(O Canadian Legal Information Institute
(O Most Wanted Criminal Pages

() Black Book Online - Criminal Search
(O CrimeReports.com

(O Familywatchdog - Sex Offender Search
(O Felon Spy

(O The Inmate Locator

(O Criminal Searches

(O National Sex Offender Search

(O Mugshots.com

() Federal Inmate Locator

(O NC Salary DB
te I e h O n e Dating © Government Records () O Gov Data Canada
) Telephone Numbers () () CA Salary DB
Public Records (O e
I Business Records () () BIN Base
p e rS O n a ! Transportation © Financial / Tax Resources () (O VAT Research
Geolocation Tools [ Maps © (O NETR Online

information, etc.;

Search Engines
Forums / Blogs / IRC O

(O Sorted by Birth Date

Archi
rchives @ Birth Records O O Moose Roots Birth Records
Language Translation Q) O Birth Database
Metadata O
Mobile Emulation @] O Death Check
Terrorism ) )
(O Find A Grave
Dark Web O Death Records () O Gravelnfo
Digital Currency O US Gounty Data QO :
Classifieds © Voter Records @ (O Moose Roots Death Records
Encoding / Decoding O Patent Records )
Tools © Palitical Records (O
Malicious File Analysis O (O Public Records?
Exploits & Advisories () () Enigma
" Threat Intelligence O (O The World Bank Open Data Catalog
OpSec QO (O BRB Public Records
I Documentation () () GOVDATA - Das Datenportal fiir Deutschland (German)
Training O () Open-Data-Portal Minchen {German)
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Public Information Search #2

* There are online
telelists that help in
looking up telephone ‘
numbers by address; \

 And websites that
we can use to look
up a specific address;

* |n addition to data

TeleListas.net

Ache telefones, enderecos, pregos e avaliagoes de empresas

house which is used Consulta @ Enderecgos
by C ri m i Nna | S tO Busca completa por Endere¢os e CEP com rotas e mapas
-]

obtain information
about a person;

Buscar e Mostrar no Mapa




Public
nformation
Search #3

e Data leaks are often used in an
OSINT investigation;

* Leakage of addresses, telephone
numbers, documents and
others;

HeHC

HACKERS 10 HACKERS COMFEHENCE

Before you decide to buy, read the entire thread:
This leak i mi-private, some people may have it, or there may be inferior versions with less data or incomplete da

Sor eople have already announced this here but the overwhelming majority are just scammers or someone who |
Experian.

With these considerations in mind and since you at Breached deserve the best, I'm selling the 1.8TB version of SEfaE

Leak details:

- Data is up to 03 February 2020.

- The file atis: i s restored the
- The leak has

- The num vill be attached

- This leak has over 158 million unique emails and data fror 233 million Brazi

Contact:

- QTOX: DB81¢ £ 2756081F58 / 3258B0D761CBED

- TELEGRAN 219 ( ; ) d and we are in the midd
here.)
- Or you can send me a private mes




Creating a sucket puppet for investigation

° Creating a fake Useful techniques:
. . * Generate a name, address and
account Is not just fake documents:
for illicit use, but https://www.4devs.com.br/
USEfUl for an . Cr-eateafake email for use;
) . . Gmail.com
|nVeSt|gat|0n Yahoo mail

without putting your (F;rotlonlivlail
identity at risk; utiook.com

Mail.com

e Using a fake profile picture;

https://thispersondoesnotexist.c

om/

e Use an alternative phone
number to receive SMS and call;

L H2HC
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https://www.4devs.com.br/
https://thispersondoesnotexist.com/

b H2HC

Perto de S3o Paulo - SP

VELES Salvos Alertas

nvestigating
’] u m a n g;i(ﬁzg Fisioterapia - Sao Judas
trafficking #1

Nos ultimos 3 dias Tempo integral ~7 Trabalho de casa Fabricagao e armaze

(© ha 1dia @l Tempo integral
* Investigating job sites and Desenvalvedor(z) Fulstack Pleno a Sénior C#
classifieds can give a sense of A
the modus operandi of
Crl m | nals; (Y) ha 2 horas ﬂ Tempo integra

* Many use a fake vacancy, with a
phantom address and a iﬁ)l\ﬁ_ﬁgdos
phantom selection process;

* Promise of on-the-job training or 1 gmpregos
travel; {

» Additionally, classifieds sites are
used to advertise job openings
or other opportunities;
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Investigating human trafficking #2

| VIDENTE i

* Ads on walls or poles & po AMOR

are a great gimmick; [ uriao pE CASAIS
. . PESSOA AMADA

* In addition to social ENERGEZAGHO & TLABALHO
networks such as apBA D TRoo

Tinder, Instagram or
Facebook, mainly for

1§ -o120:9210

——— s

grooming and false EE e
promises;

* Using profile fakes and n}
friendly approaches to o |
win over victims, even

using oranges for that
purpose;

obreVivendo na Turquia e

INSCRITO ‘A&
500 mil inscritos B

% HaHe i

INICIO VIDEOS PLAYLISTS COMUNIDADE CANAIS SOBRE

HACKERS 1O HACKERS COMFEHEN




Useful techniques for investigating missing

¥ Search 0 o< @& (& (B - D E e

Get Directions History

¥ Places

* Example of e
triangulation to

Beleza Completa estética
harmonizagao facial |jBs Nossa S
Brasil Doutor /

: %
'b@d
efine a researc - Qi s
> 24 min carro -residentia N
s 348 - Jardins 9 - Paulisyg, 1159
Casa glanta Luzia Jardim Paulia, Sao.. 3 2w
St ra t e gy * Hotel Trianon F‘auhs:a@ 9
5 avers
’ “F 5 » ¥ 82 primary Datab:
Maj-»-te@ % | B Announcement ts
“K@',,7 InterContinental Hi » 1P Borders and Labels
M % 5 Sao Paulo, an IHG 0 10w Plces
¢, otos
* Crimes have alrea \ ¢ . Em
ora SAera » 30 Building
aHran poletana - Jardins i » 2% Weath
] » > L Gallery . ¢
& 0 Google Earth
been solved usin e, N Jomen T | ‘ 5
anc ‘9 d\(/ Imagery Dats /13/2015- 38°57'33.80" N 95°15'55.73" W eye alt 6835.90 mi O
E %,
. . S : : Android 11
Oog e aps I Se /‘9%0 [+] Platfor : Linux armv8l
Y 4 “n o, [+] CPU Cor : 8
%% [+] RA =4
% RS MR - =
U Vendor : Qualcomm

: Adreno (TM) 618

: 412x915

: Chrome/83.0.4103.106
o 24

e A very useful tool is
Seeker, which
collects geolocation
by creating a fake
URL;

[!] IP Information :

t : South America
¢ Brazil
: State of Sao Paulo
: Sao Paulo
: nobre telecom ltda
: nobre telecom ltda

Location Information

thewhiteh4t
https://twitter.com/thewhiteh4t
https://twclrcle.com/

HEHC . 1.2.8

: -23.4845867 deg
fe : -46.4896695 deg
) : 16.507999420166016 m
: 735.7000122070312 m
: Not Available
: Not Available
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Useful techniques for investigating missing
persons #2

* The metadata of an Reverse Image
image is useful for e
an investigation,
especially if the s e
missing victim
posted a photo e et o e
hours earlier; Karma Decay

* Reverse image
searches are an Image Metadata
important part of Jeffrey's Image Viewer
any investigation to ExifTool Ly Phil Harve,
find the real source
of a given image; B




Useful techniques for investigating missing
persons

* News is important
for the study of a
disappearance;

* Sites that list missing

persons; T e —
MOST WANTED

(] SO C i a I m e d ia Ten Most Wanted Fugitives = Fugitives =~ Capitol Violence ~ Terrorism Parental Kidnappings =~ Seeking Info =+ More
information hel pS a Kidnappings & Missing Persons

Select the images to display more information.
L]
I Ot’ e S p e C I a I |y Filter by: | Filter by fitle, description, category... Filter by  Year ~
L] L]
friends, relatives and
Grupos

p e O p | e W h O i nte ra Ct E PESSOAS DESAPARECIDAS E PERDIDAS

Privado - 32 mil membros - 5 publica¢des por dia EireT
ESTE GRUPO DESTINA-SE EXCLUSIVAMENTE AQ AUXILIO NA BUSCA DE PESSOAS

[]
W It I I yo u O I l a DESPARECIDAS, DESENCONTRADAS OU PERDIDAS, INFORMAMOS QUE O MESMO, E...

gf " Pessoas Desaparecidas SP

L]
r I r b . [, Publico - 6,5 mil membros - 10 publicacées por dia - 45 membros disseram
egular basis; S

Este Grupo € Somente para Divulgagdo de Pessoas Desaparecidas, Qualquer cutro
Tipo de Publicagdo serd apagada e ¢ membro Excluido, Obrigado pela compreenséo ...

? PESSOAS DESAPARECIDAS
Publico - 35 mil membros - 10 publicacdes por dia - 141 membros disseram

1] aahene que frequentaram UNIP
O intuito do grupo é de divulgar e trangiiilizar os familiares de pessoas a ser
I localizadas durante o tempo necessério referente ao desaparecimento. Queremos...

HACKERS TO HACKERS COMFEHENCE
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Important information for an investiggation
E R

Personal information: Insuranc.e- Details Contac':Details
* First name, last name, date of birth, = <
personal documents, work or home PERSONAL DATA S

address, personal phone number, email, Postalpsdrese

social network profile, physical description, .o
i ;
comments on social networks and G Y

interaction; e s & i
9

L ]
Bank Details

Date of Birth

Family information: : :
Mobile Phone ID Numbers
* First name, last name, date of birth, T orng teenee
personal documents, work or home
address, personal telephone, email, social SR I crm

network profile;

i . . Apps and Social
Qualifications Sl Ol Media Activity

n
a H ' Financial Activity Biometric Data
HACKERS 10 HACKERS COMFEHENCE




Conducting an
Investigation
with Maltego

* An investigation using Maltego has three
steps

* First, we map the full online presence of
the target's name or alias, analyzing
relevant sites and images.

* Second, we will try to find out any
personal information, such as email
addresses or phone numbers, from the
target's online footprint.

* Finally, once we can confirm the
identification of the target, we will move
to advanced databases of persons of
interest to obtain more specific identity
intelligence.

®

for@cinestan.com

@

prabhatbhatacharjee@yahoo.in

[
=l
D’ o
Sheri Holland Marcus Cole
I
3 ="
Clay Jensen Jessica Davis
6
e?
,o] -
Ryan Shaver Alex Standall

®
@

robanglore@cbfcindia.gov.iin actorinme@gmail.com

@ @

pradipS5sharma@hotmail.com reachus59@gmail.com

Person of Interest

https//upload wikmedis.org/wi

@

nagarajki @ysh

@

info@pcds.co.in

o

1R

v

Suspect

Bryce Walker

18

—

Zach Dempsey

==

Pathan

Tej Khullar

com

00.cor

—
@-‘.'q

https://upload .wikmedia.org/wi



OSINT Framework

Username

Email Address

Domain Name

IP Address

Images / Videos / Docs
Social Networks
Instant Messaging
People Search Engines
Dating

Telephone Numbers
Public Records
Business Records
Transportation
Geolocation Tools / Maps
Search Engines
Forums / Blogs / IRC
Archives

Languag anslation
Metadata

Mobile Emulation
Terrorism

Dark Web

Digital Currency
assifieds

Encoding / Decoding

Tools

Propery Recor
Court / Criminal Recor
Government Recor

Financial / Tax Recor

Birth Reco
Death Recor

US County Data

Voter Records

Patent Recor

Political Recor

Public Records?

Enigma

The World Bank Open
Data Catalog

BRB Public Records
GOVDATA - Das

Datenportal fur
Deutschland (German)

Open-Data-Portal
Minchen

MALTEGO

NC Salary DB
Gov Data Canada

CA Salary DB

BIN Base
VAT Research
NERT Online

Voter Records

Voter Registration
Data

US Patent Office Search

Google Patent Search

VARONIS

jivoi/awesome-

osint

Companies B O
Cryptocurrencies & O
Data Lookup &. O
Domains @ O

Email Adresses @
Geolocation / Maps % O
Images i O

1P Adresses # O
Military # O

Names @ O

Phone Numbers *. @

Search engines & O

OSINT Map @

Social-Medias + @

Specific Regions / Countries o4 O

Transports &

URLs & @

Useful Softwares % O

Usemames « @

@ W Attack Surface
@ @ epieos

® ® GHunt

® ® nolehe

@ @ MailCat

® @ Verify-Email

® @ ignorant
@ W Phones Country Codes

Apple O
Discord O
File hosting O
GitHub O
Instagram @
Linkedin O
@ W | Password Recovery
Pinterest O
Reddit O
Telegram O
TwitchO
Tvitter O
Youtube O

@ W shortiink verification
@ ® unfurl
@ @ Where does this link goes

@ W Attack Surface
@ @ Maigret

® ® Marple

@ @ sherlock

@ W Attack Surface

@ ® instaTrack

® ® OSINTGram

® § Stema

@ © Toutatis

@ W View Private Accounts




https://www.linkedin.com/in/joas-antonio-dos-santos



https://www.linkedin.com/in/joas-antonio-dos-santos

