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https://www.torproject.org/about/history/

In the 1990s, the lack of security on the internet and its ability to be used for
tracking and surveillance was becoming clear, and in 1995, David Goldschlag,
Mike Reed, and Paul Syverson at the U.S. Naval Research Lab (NRL) asked
themselves if there was a way to create internet connections that don't reveal
who is talking to whom, even to someone monitoring the network. Their answer
was to create and deploy the first research designs and prototypes of onion
routing.

- The goal of onion routing was to have a way to use the internet with as much
W h a t I S privacy as possible, and the idea was to route traffic through multiple servers
and encrypt it each step of the way. This is still a simple explanation for how Tor
works today.

In the early 2000s, Roger Dingledine, a recent Massachusetts Institute of

I 0 R? Technology (MIT) graduate, began working on an NRL onion routing project with
=

Paul Syverson. To distinguish this original work at NRL from other onion routing

efforts that were starting to pop up elsewhere, Roger called the project Tor,
which stood for The Onion Routing. Nick Mathewson, a classmate of Roger's at
MIT, joined the project soon after.

From its inception in the 1990s, onion routing was conceived to rely on a
decentralized network. The network needed to be operated by entities with
diverse interests and trust assumptions, and the software needed to be free and
open to maximize transparency and decentralization. That's why in October 2002
when the Tor network was initially deployed, its code was released under a free
and open software license. By the end of 2003, the network had about a dozen
volunteer nodes, mostly in the U.S., plus one in Germany.


https://www.torproject.org/about/history/
https://web.mit.edu/

What is
TOR?

Recognizing the benefit of Tor to digital rights, the Electronic Frontier Foundation
(EFF) began funding Roger's and Nick's work on Tor in 2004. In 2006, the Tor Project,
Inc., a 501(c)(3) nonprofit organization, was founded to maintain Tor's development.

In 2007, the organization began developing bridges to the Tor network to address
censorship, such as the need to get around government firewalls, in order for its users to
access the open web.

Tor began gaining popularity among activists and tech-savvy users interested in privacy,
but it was still difficult for less-technically savvy people to use, so starting in 2005,
development of tools beyond just the Tor proxy began. Development of Tor Browser began
in 2008.

With Tor Browser having made Tor more accessible to everyday internet users and
activists, Tor was an instrumental tool during the Arab Spring beginning in late 2010. It
not only protected people's identity online but also allowed them to access critical
resources, social media, and websites which were blocked.

The need for tools safeguarding against mass surveillance became a mainstream concern
thanks to the Snowden revelations in 2013. Not only was Tor instrumental to Snowden's
whistleblowing, but content of the documents also upheld assurances that, at that

time, Tor could not be cracked.

People's awareness of tracking, surveillance, and censorship may have increased, but so
has the prevalence of these hindrances to internet freedom. Today, the network

has thousands of relays run by volunteers and millions of users worldwide. And it is this
diversity that keeps Tor users safe.

We, at the Tor Project, fight every day for everyone to have private access to an
uncensored internet, and Tor has become the world's strongest tool for privacy and
freedom online.

But Tor is more than just software. It is a labor of love produced by an international
community of people devoted to human rights. The Tor Project is deeply committed to
transparency and the safety of its users.
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BRIDGES

https://tb-

manual.torproject.org/brid

ges/

Bridge relays are Tor relays that are not listed in the public Tor directory.
That means that ISPs or governments trying to block access to the Tor
network can't simply block all bridges. Bridges are useful for Tor users under
oppressive regimes, and for people who want an extra layer of security
because they're worried somebody will recognize that they are contacting a
public Tor relay IP address.

A bridge is just a normal relay with a slightly different configuration. See How
do | run a bridge for instructions.

Several countries, including China and Iran, have found ways to detect and
block connections to Tor bridges. Obfsproxy bridges address this by adding
another layer of obfuscation. Setting up an obfsproxy bridge requires an
additional software package and additional configurations. See our page

on pluggable transports for more info.

https://support.torproject.org/censorship/censorship-7/
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MANAGING
IDENTITIES

https://tb-

manual.torproject.org/brid

ges/

When you connect to a website, it is not only the operators of
that website who can record information about your visit. Most
websites now use numerous third-party services, including
social networking “Like” buttons, analytics trackers, and
advertising beacons, all of which can link your activity across
different sites.

Using the Tor network stops observers from being able to
discover your exact location and IP address, but even without
this information they might be able to link different areas of your
activity together. For this reason, Tor Browser includes some
additional features that help you control what information can
be tied to your identity.

https://tb-manual.torproject.org/managing-identities/
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Plugins Tor

» https://tb-manual.torproject.org/pt-BR/plugins/

» https://tb-manual.torproject.org/plugins/

» https://support.torproject.org/tbb/tbb-14/

e https://tb-manual.torproject.org/pt-BR/circumvention/

O acesso direto a rede Tor as vezes pode estar sendo bloqueado
pelo seu provedor de Internet, ou pelo governo. O Navegador
Tor tem incluidas algumas ferramentas de evasao para
contornar esses bloqueios. Essas ferramentas sao denominadas
"transportes plugaveis".

Direct access to the Tor network can sometimes be
blocked by your ISP, or the government. Tor Browser
has included some evasion tools to bypass these locks.
These tools are called "pluggable transports".



https://tb-manual.torproject.org/pt-BR/plugins/
https://tb-manual.torproject.org/plugins/
https://support.torproject.org/tbb/tbb-14/
https://tb-manual.torproject.org/pt-BR/circumvention/

Plugins Tor

» https://tb-manual.torproject.org/pt-BR/plugins/

» https://tb-manual.torproject.org/plugins/

» https://support.torproject.org/tbb/tbb-14/

e https://tb-manual.torproject.org/pt-BR/circumvention/

O acesso direto a rede Tor as vezes pode estar sendo bloqueado
pelo seu provedor de Internet, ou pelo governo. O Navegador
Tor tem incluidas algumas ferramentas de evasao para
contornar esses bloqueios. Essas ferramentas sao denominadas
"transportes plugaveis".

Direct access to the Tor network can sometimes be
blocked by your ISP, or the government. Tor Browser
has included some evasion tools to bypass these locks.
These tools are called "pluggable transports".



https://tb-manual.torproject.org/pt-BR/plugins/
https://tb-manual.torproject.org/plugins/
https://support.torproject.org/tbb/tbb-14/
https://tb-manual.torproject.org/pt-BR/circumvention/

» https://tor.stackexchange.com/questions/1312/how-to-

H (0, pS decrease-number-of-tor-hops
« https://support.torproject.org/misc/misc-11/

- - » https://stackoverflow.com/questions/11288148/tor
con fl g urad t on -not-able-to-create-single-hop-circuit-one-hop-

tunnel

« https://www.reddit.com/r/onions/comments/117fv
h/questions about tor and traceroutesserver hop
s/

« https://attack.mitre.org/techniques/T1090/003/

« https://github.com/moxieQ/tortunnel



https://tor.stackexchange.com/questions/1312/how-to-decrease-number-of-tor-hops
https://support.torproject.org/misc/misc-11/
https://stackoverflow.com/questions/11288148/tor-not-able-to-create-single-hop-circuit-one-hop-tunnel
https://www.reddit.com/r/onions/comments/117fvh/questions_about_tor_and_traceroutesserver_hops/
https://attack.mitre.org/techniques/T1090/003/
https://github.com/moxie0/tortunnel

TOR Tunnels

https://www.whonix.org/wiki/Tunnels/Introduction

https://www.reddit.com/r/TOR/comments/5zonjq/t

unnel tor through vpn/

https://www.youtube.com/watch?v=USBaUj2pc2M

&ab channel=EasyPrivacy

https://superuser.com/gquestions/1133032/tunnel-

tor-traffic-through-a-vpn

https://www.whonix.org/wiki/Transporting UDP Tu

nnels over Tor

https://www.reddit.com/r/TOR/comments/lyzd2qg/t

or relay and dslite no public ipv4 tunnel/



https://www.whonix.org/wiki/Tunnels/Introduction
https://www.reddit.com/r/TOR/comments/5zonjq/tunnel_tor_through_vpn/
https://www.youtube.com/watch?v=USBaUj2pc2M&ab_channel=EasyPrivacy
https://superuser.com/questions/1133032/tunnel-tor-traffic-through-a-vpn
https://www.whonix.org/wiki/Transporting_UDP_Tunnels_over_Tor
https://www.reddit.com/r/TOR/comments/lyzd2q/tor_relay_and_dslite_no_public_ipv4_tunnel/

TOR +
Python

https://stackoverflow.com/questions/30286293/make-

requests-using-python-over-tor

https://sylvaindurand.org/use-tor-with-python/

https://www.youtube.com/watch?v=KDsmVH7el]Cs

&ab channel=AcuteGaming

https://www.youtube.com/watch?v=h7ibO9gqUnNQO

&ab channel=SATSifaction

https://medium.com/@jasonrigden/using-tor-with-

the-python-request-library-79015b2606cb

https://pypi.org/project/requests-tor/



https://stackoverflow.com/questions/30286293/make-requests-using-python-over-tor
https://sylvaindurand.org/use-tor-with-python/
https://www.youtube.com/watch?v=KDsmVH7eJCs&ab_channel=AcuteGaming
https://www.youtube.com/watch?v=h7ibO9qUnNQ&ab_channel=SATSifaction
https://medium.com/@jasonrigden/using-tor-with-the-python-request-library-79015b2606cb
https://pypi.org/project/requests-tor/

Onion

Routing

Onion routing is a technique for anonymous communication over
a computer network. In an onion network, messages are
encapsulated in layers of encryption, analogous to layers of

an onion. The encrypted data is transmitted through a series

of network nodes called onion routers, each of which "peels”
away from a single layer, uncovering the data's next destination.
When the final layer is decrypted, the message arrives at its
destination. The sender remains anonymous because each
intermediary knows only the location of the immediately preceding
and following nodes.X! While onion routing provides a high level of
security and anonymity, there are methods to break the anonymity
of this technique, such as timing analysis.2!

https://en.wikipedia.org/wiki/Onion routing
https://www.onion-router.net/
https://www.youtube.com/watch?v=0QRYzred4bf71&ab chan

nel=Computerphile

https://www.youtube.com/watch?v=aglkzx7-

s2RU&ab channel=HusseinNasser
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