
PenTest

Computer 
Fundamentals

Operation
System (Linux 
and Windows

Computer 
Network

Programming
Language (C, Go, 
C#, Python, Perl, 

Ruby, Lua, 
JavaScript)

Cyber Security 
Fundamentals

Components, History of
Computer, Hardware 

and Software, Eletronic 
Concepts, Science 

Computer Fundamentals

Protocols and Ports, Devices 
and OSI Layers, Network 

Traffic, Routing, Performance 
Concepts, configuration

services and componentes, 
Cloud Computer Concepts, 

Network Management, 
TCP/IP Model, Best Practices

of Network Security

Linux Administration, Bash
Scripting, Command Lines 

Execution, Security 
Administration and

Hardening. Windows Server 
Administration, Powershell
Command Line, GPO, Best 
Practices of Security and

Management Services. Low
Level Operation System 

Internals

Logic Programming, Soft Skills 
in Language Programming, 
Select Favorite Language
Programming, Sotware

Engineering Concepts, Tools 
Development Skills, Library and

Resources to Language
Programming

CIA of Securiy, Concepts
Cyber Security, Threats
and Risks, LGPD/GDPR, 

NIST, PCI, ISO 27000 
Family, GRC Proccess, 

Vulnerability
Management and Risk 
Management, OWASP. PenTest

Fundamentals

Attacks Concepts
and Vulnerability

Management

NIST, OSSTMM, 
PTES, OWASP, NCSC  

Methodology

PenTest Proccess
and Phases

Types of PenTest
and Ethical

Hacking
PenTest Toolkits

PenTest
Documents and

Reports

PENTEST FUNDAMENTALS

JOAS ANTONIO (https://www.linkedin.com/in/joas-antonio-dos-santos)
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PenTest
Skills

Information
Gathering

Exploitation
Network 
Analysis Post-Exploitation

Covering
Tracks and

Reports

Cloud and
Containers

Attacks

PENTEST HARD SKILLS

JOAS ANTONIO (https://www.linkedin.com/in/joas-antonio-dos-santos)

IoT and OT 
PenTest

Application
Penetration Testing
(Web, API, Mobile 

and Desktop)

Buffer Overflow 
and Reverse 
Engineering

Programming Skills 
and Exploit/Tools 

Development

Anti-forense
Techniques

Lateral 
Movement

Pivoting
C2/C3 

Communication 
and Development

Defense Evasion
Techniques
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PENTEST CERTIFICATION’S

JOAS ANTONIO (https://www.linkedin.com/in/joas-antonio-dos-santos)

EHF (EXIN)
eJPT (eLearnSecurity)

DCPT (Desec)
CEH (EC-Council)

PenTest+ (CompTIA)
OSCP (Offensive Security)

CPSA (CREST)
PNPT (TCM Security)

CRTP (PenTest Academy)
eCPPT (eLearnSecurity)

GPEN (SANS)

eWPT (eLearnSecurity)
eMAPT (eLearnSecurity)
CRTP (PenTest Academy)

OSWP (Offensive Security)
OSEP (Offensive Security)

GWAPT (SANS)
CPENT (EC-COUNCIL)

CARTP (PenTest Academy)
PWASB(PenTest Academy)

CRTE (PenTest Academy)
GCPN (SANS)
CRPT (CREST)

CRTOP (Zero Point)
eWPTX (eLearnSecurity)

RTO (SpecterOps)
OSED (Offensive Security)

eCXD (eLearnSecurity)

eCPTX (eLearnSecurity)
OSWE (Offensive Security)

GXPN (SANS)
OSMR (Offensive Security)
OSEE (Offensive Security)

BEGINNERS/CORE INTERMEDIATE ADVANCED SPECIALIST
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