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MALWARE HUNTING CONTENT

L] https://nasbench.medium.com/hunting-malware-with-windows-sysinternals-process-explorer-2baec974bec9

L] https://www.youtube.com/watch?v=vW8eAqZyWeo

L] https://www.youtube.com/watch?v=A_ TPZxuTzBU

= https://www.youtube.com/watch?v=owAOHsLyD3Y

= https://www.youtube.com/watch?v=Lim6UPTO|kI

L] http://index-of.co.uk/Malware/hta-t07r-license-to-kill-malware-hunting-with-the-sysinternals-tools final.pdf

L] https://securelist.com/how-to-hunt-for-rare-malware/77040/

= https://www.sentinelone.com/blog/malware-hunting-macos-practical-guide/

L] https://malwarehunterteam.com/

L] https://www.fireeye.com/blog/products-and-services/202 | /03/hunt-and-detect-malware-with-advantage-yara-rules.html

L] https://docs.microsoft.com/en-us/microsoft-365/security/defender/advanced-hunting-find-ransomware?view=0365-worldwide

L] https://www.cybered.io/webinars/proactive-malware-hunting-w-782
= http://download.microsoft.com/download/B/7/7/B7736788-7DEF-43F3-AC8A-C852 1 AD7354A/PDF/WIN-B306.pdf

= https://i.blackhat.com/USA-|9/Wednesday/us- | 9-Amini-WWorm-Charming-Harvesting-Malware-Lures-For-Fun-And-Profit.pdf
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MALWARE HUNTING CONTENT

u https://www.semanticscholar.org/paper/Cryptocurrency-malware-hunting%3A-A-deep-Recurrent-Yazdinejad-Haddadpajouh/8ce52b6a58054 | e4f36cf44ba3ca59d1013e241c

L] https://www.pluralsight.com/courses/detecting-analyzing-fileless-malware
u https://blog.reversinglabs.com/blog/hunting-for-ransomware
" https://www.malwarebytes.com/resources/files/2020/06/final_ebook_threat-hunting-made-easy_05 | 8.pdf

L] http://reconstructer.org/papers/Hunting%20malware%20with%20Volatility%20v2.0.pdf

L] https://www.sans.org/reading-room/whitepapers/malicious/paper/38960

L] https://www.blackhat.com/docs/webcast/082020 | 5-big-same-hunting.pdf

L] https://www.blackhat.com/docs/us-17/wednesday/us-|7-Ruthven-Fighting-Targeted-Malware-In-The-Mobile-Ecosystem.pdf

L] https://i.blackhat.com/eu-20/Thursday/eu-20-Cheng-The-Hunt-For-Major-League-loT-ICS-Threats-A-Deep-Dive-Into-loT-Threat-Terrain.pdf

L] https://i.blackhat.com/eu-20/Thursday/eu-20-Cheng-The-Hunt-For-Major-League-loT-ICS-Threats-A-Deep-Dive-Into-loT-Threat-Terrain-wp.pdf

" https://i.blackhat.com/executive-interviews/202 | /Black-Hat-20210225-Cisco_Threat-Hunting_v2.pdf

L] https://www.blackhat.com/docs/eu-17/webcast/100520| 7-scaling-security-operations.pdf

L] https://www.blackhat.com/presentations/bh-federal-06/BH-Fed-06-Rutkowska/BH-Fed-06-Rutkowska-up.pdf

L] https://i.blackhat.com/asia-2 | /Thursday-Handouts/as-2 | -Khanna-Threat-Hunting-In-Active-Directory-Environment.pdf

L] https://i.blackhat.com/USA-20/Thursday/us-20-Cureton-Heroku-Abuse-Operations-Hunting-VWolves-in-Sheeps-Clothing.pdf
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CYBER KILL CHAIN

L] https://i.blackhat.com/executive-interviews/us-20/black-hat-webcast-summary how-attackers-confuse-investigators-with-cyber-false-flag-attacks extrahop.pdf

L] https://www.blackhat.com/docs/webcast/102 120 |4-webcast-controlling-your-own-battlespace.pdf

L] https://www.blackhat.com/docs/us- | 6/materials/us- | 6-Malone-Using-An-Expanded-Cyber-Kill-Chain-Model-To-Increase-Attack-Resiliency.pdf

= https://www.blackhat.com/docs/us- | 6/materials/us- | 6-Beery-The-Remote-Malicious-Butler-Did-It-wp.pdf

L] https://www.blackhat.com/docs/webcast/ 102220 | 5-battlefield-network.pdf

L] https://www.blackhat.com/docs/webcast/02 1820 | 6-a-community-attack-model-sager.pdf

= https://i.blackhat.com/USA-[9/Thursday/us- | 9-Conti-Operational-Templates-for-State-Level-Attack-and-Collective-Defense-of-Countries.pdf

= https://www.blackhat.com/docs/webcast/102020 | 6-investigating-ddos-arbor.pdf

L] https://www.blackhat.com/docs/us- | 5/materials/us- 1 5-Hovor-UTIP-Unstructured-Threat-Intellisence-Processing.pdf

= https://i.blackhat.com/USA-|9/Wednesday/us- | 9-]ablonski-Attacking-Electric-Motors-For-Fun-And-Profit.pdf

L] https://www.proof.com.br/blog/o-que-e-cyber-kill-chain/

= https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

L] https://computerworld.com.br/seguranca/voce-conhece-o-conceito-de-cyber-kill-chain/

= https://www.4security.com.br/wp-content/uploads/2020/02/4Security-Cyber-Kill-Chain.pdf
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MITRE ATT&CK

= https://attack.mitre.org/

= https://realprotect.net/o-que-e-o-mitre-attck-e-como-ele-pode-melhorar-sua-cybersecurity/

= https://www.anomali.com/pt/resources/what-mitre-attck-is-and-how-it-is-useful

= https://www.mcafee.com/enterprise/pt-br/security-awareness/cybersecurity/what-is-mitre-attack-framework.html

= https://www.welivesecurity.com/br/2019/06/07/como-usar-mitre-attck-uma-lista-de-tecnicas-e-procedimentos-de-ataques-e-defesas/

=  https://www.rapid7.com/fundamentals/mitre-attack/

= https://www.threatq.com/mitre-attack/

= https://www.mitre.org/sites/default/files/publications/mitre-getting-started-with-attack-october-20 | 9.pdf
= https://attack.mitre.org/docs/MITRE_ATTACK_Enterprise | Ix|7.pdf

= https://attack.mitre.org/docs/training-cti/CT1%20VVorkshop%20Full%20Slides.pdf

= https://attack.mitre.org/docs/ATTACK Design_and_Philosophy March_2020.pdf

= https://www.cybereason.com/hubfs/dam/collateral/ | -pagers/cr-mitre-one-pager.pdf
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THREAT HUNTING

= https://docs.broadcom.com/doc/threat-hunting-with-mitre-attack

= https://www.threathunting.net/files/hunt-evil-practical-guide-threat-hunting.pdf

= https://www.itu.int/en/ITU-D/Cybersecurity/Documents/CyberDrill-2020/Cyber%20Threat%20Hunting%20VVorkshop%?20-
%201TU%2019112020.pdf

=  https://docs.broadcom.com/doc/play-offense-advanced-threat-hunting-en

=  https://www.betaalvereniging.nl/wp-content/uploads/TaHiTl-Threat-Hunting-Methodology-whitepaper.pdf

=  https://media.kaspersky.com/en/business-security/enterprise/Kaspersky Threat Hunting Services.pdf

=  https://media.kaspersky.com/en/business-security/enterprise/threat-hunting-services-datasheet.pdf

= https://www.sans.org/reading-room/whitepapers/threathunting/paper/38710

= https://www.mitre.org/sites/default/files/publications/pr-19-3892-ttp-based-hunting.pdf

= http://ceur-ws.org/Vol-2833/Paper_ 10.pdf

= https://www.blackhat.com/docs/webcast/| | 17201 6-building-a-threat-hunting-program.pdf

= https://www.group-ib.com/brochures/Group-IB_Threat%20Hunting%20Framework_Leaflet ENG_.pdf
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THREAT HUNTING
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= https://i.blackhat.com/executive-interviews/us-20/black-hat-webcast-summary_understanding-and-disrupting-offensive-innovations.pdf
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Attackers-Lives-Much-Harder-On-Mobile-Networks.pdf

= https://www.blackhat.com/docs/webcast/091720 | 5-leveraging-proactive-defense.pdf

= https://www.blackhat.com/docs/webcast/20 | 8-12- | 3-virustotal-enterprise-by-evan-derheim.pdf

= https://www.blackhat.com/docs/eu-|7/materials/eu-17-Thompson-Red-Team-Techniques-For-Evading-Bypassing-And-Disabling-MS-Advanced-
Threat-Protection-And-Advanced-Threat-Analytics.pdf

= https://i.blackhat.com/USA-20/Thursday/us-20-Chen-Operation-Chimera-APT-Operation-Targets-Semiconductor-Vendors-wp.pdf
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AWESOMES RED TEAM AND BLUE TEAM

https://github.com/threat-hunting/awesome_Threat-Hunting

https://threat-hunting.github.io/awesome_Threat-Hunting/Training,%20Documents%20and%20Instructions/

https://threat-hunting.github.io/awesome_Threat-Hunting/Tools,Dataset,Framework/

https://github.com/hslatman/awesome-threat-intelligence

https://github.com/tylerha97/awesome-reversing

https://githubmemory.com/repo/saad-eddine/reverse-engineering

https://github.com/yeyintminthuhtut/Awesome-Red-Teaming

https://github.com/infosecn | nja/Red-Teaming-Toolkit

https://github.com/marcosValle/awesome-windows-red-team

https://github.com/mantvydasb/RedTeam-Tactics-and-Techniques

https://github.com/CyberSecurityUP/Awesome-Malware-Analysis-Reverse-Engineering

https://github.com/CyberSecurityUP/Awesome-Red-Team-Operations

https://github.com/CyberSecurityUP/Awesome-PenTest-Practice

https://github.com/CyberSecurityUP/Adversary-Emulation-Matrix

https://github.com/fabacab/awesome-cybersecurity-blueteam

https://securityblue.team/

https://www.tefter.io/~awesome/lists/awesome-cybersecurity-blueteam

https://github.com/CyberSecurityUP/Awesome-Blue-Team-Operations
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