
ChatGPT for Cybersecurity #4
#Web #API #MobileAndroid

Joas Antonio dos Santos

https://www.linkedin.com/in/joas-antonio-dos-santos

https://www.linkedin.com/in/joas-antonio-dos-santos


Other Contents

• ChatGPT for Cybersecurity #1

https://drive.google.com/file/d/1zEHbBJEHddxVdCbdvBplgh1AaVDot9
eM/view?usp=share_link

• ChatGPT for Cybersecurity #2

https://drive.google.com/file/d/147QIA1l8gMAwKfogeM8hwX1kVf8av
pwG/view?usp=share_link

• ChatGPT for Cybersecurity #3

https://drive.google.com/file/d/1_0HOT15PdQcPkNJ9UKepxQs6s7A1N
00p/view?usp=sharing

https://drive.google.com/file/d/1zEHbBJEHddxVdCbdvBplgh1AaVDot9eM/view?usp=share_link
https://drive.google.com/file/d/147QIA1l8gMAwKfogeM8hwX1kVf8avpwG/view?usp=share_link
https://drive.google.com/file/d/1_0HOT15PdQcPkNJ9UKepxQs6s7A1N00p/view?usp=sharing


Web Application Attack



Create multiple payloads for XSS by applying URL 
encoding



Create multiple payloads for XSS applying HTML 
entities and Unicode Escape Sequences



Decrypt the following jwt token 

https://infosecwriteups.com/jwt-authentication-bypass-via-
unverified-signature-portswigger-simple-solution-writeup-
2023-c306bdf7ce1b
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Create multiple payload to XXE Injection 



Create payload of XXE Injection to XSS 



Development vulnerable code Insecure 
Deserialization in PHP



Generate payload 
using ysoserial with 
CommonsCollection



Create 
payload to 

exploitation 
SQL Injection 
obfuscated



Create payload 
SQL Injection 

HPF Using HTTP 
Parameter 

Fragmentation 



Create a PoC CSRF to Bypass origin header



Create a PoC CSRF with JSON and XML 
Request



Create example Open Redirect bypassing 
filters



Create multiples LFI payload using multiples 
techniques to encoding



Create vulnerable LFI code in PHP



Create multiple OS Command Injection payload 
using multiple techniques to bypass and encoding



Example Authentication Bypass using 
Subdomain Takeover and Tools



Create Example Payload XSS to SSRF 



Create Example 
Reflective XSS 

bypass CSRF to 
Account 
Takeover



Create 
Example 2FA 

Bypass via 
CSRF



Create 
Example 

bypass CSRF 
using 

Clickjacking



API PenTest



Example Rate Limit exploitation in API



Example NoSQL Injection in API Endpoint



Example Vulnerability Scan in API using 
Susanoo



Example Exploiting flawed JWT signature
verification



Brute-forcing secret keys JWT using hashcat



Example Exploitation IDOR in Web API



Example code Exploitation IDOR in Web API



Discovery API Endpoint techniques using tools



Example Enumerate user account in a Rest 
API



Example Discovery API Content with 
Kiterunner



Example API Endpoint Password Spraying 
attack



Example Cross API Scripting attack



Example API Automating Evasion with Wfuzz



Example Origin Header Spoofing in API 
Endpoint



Example Bypass of CSRF protection in 
GraphQL



Example Missing Validation of Custom Scalars 
in GraphQL API



Example Batching Attack in GraphQL



Example 
Reverse 

Engineering 
the GraphQL 

Request



Mobile PenTest - Android



Example Reverse Engineering APK using 
Apktool, Dex2jar and JD-Gui



Example Signing modified apk with apktool



Install Frida-server in Android 



Create launch app with Frida using python



Example initial Frida hooking in APK



Create script frida to hooking getproperty



Example Anti-root bypass using Frida



Example Script Frida Hooking functions 
without parameters



Example Frida Script Hooking Strings



How to Rooting Device using Magisk



Example Memory Corruption in APK Android 
using ADB 



Example Insecure Storage exploitation in APK 
Android



Create Decode String MD5 in Java with 
Shared Preferences APK



Example Insecure Logging Android APK 
Exploitation



Example Analysis APK using Mobsf, 
Androbugs, QARK and Drozer



Create Example Login User Interface Apk
Android using Java  



Example Exploitation Activity in APK Android



Multiple Examples Exploitation APK using
Frida



Example SSL Pinning Bypass using Frida



Frida bypass emulator detection
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