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AMmass

amass intel -brute -w /path/to/wordlist.txt -d example.com

amass intel -brute -min-for-brute 3 -w /path/to/wordlist.txt -d example.com




Amass + Nuclei: Finding domain




Amass + Nuclei 2: Finding domain

#!/bin/bash

# Set the domain to search

domain="example. com”

# Use Amass to gather intelligence on the domain and list its subdomains

amass intel -d "%$domzin” > subdomains.txt

# Use Nuclei to scan the subdomains for vulnerabilities

nuclei -t templates/subdomain-takeover.yaml -1 subdomains.txt




Finding subdomains with jsubfinder + httpx




Using FFUF to finding RCE

ffuf -w payloads.txt -u http://example.com/path?q=FUZZ -mc 200,204,301,302

ffuf -w payloads.txt -u http://example.com/path?q=FUZ7 -mc 200,204,301,302 -cs

ffuf -w payloads.txt -u http://example.com/path?q=FUZZ "command executed successfully”




Full Account Takeover Technique in
APl/Register




Oneliner Search JS domain using subjs, anew
and httpx




Shodan gueries to search Scada, 10T, Router
Devices




Screnshoot page using aguatone using
domain files




oneliner using shodan and nuclei to scanning
hosts




Oneliner finding subdomain using gospider,
assetfinder, amass and nuclei

gospider -s example.com | assetfinder | sort -u | amass intel -d example.com |

nuclei -t templates/subdomain-takeover.yaml -1 -




Oneliner portscan and subdomain discovery
using subfinder, cf-check, naabu and httprobe




Oneliner search SSRF using subfinder, httpx
and gsreplace




Oneliner recon domain and subdomains using
chaos, gospider, findomain, assetfinder, amass,
httpx and anew




Oneliner search xss using kxss, xargs and
httpx




Google dork to discovery api exposure




Create script to finder and test sgl injection

#!/bin/bash

# Find subdomains using subfinder

subfinder -d example.com -silent | tee domains.txt

# Send HTTP GET requests to the subdomains using httpx

httpx -silent -threads 18 -status-code 208 -input-file domains.txt | tee

urls.txt

# Use katana to extract URLs with gquery parameters

katana -input-file urls.txt -query-params | tee params.txt

# Use gf to search for patterns indicative of SQL injection vulnerabilities

gf sql params.txt | tee injections.txt

# Use sglmap to test the identified URLs for SQL injection vulnerabilities
while read line; do
sqlmap -u "%line” --batch --level 5 --risk 3

done < injections.txt




Oneliner find xss using subfinder, httpx,
katana, gxss, kxss and dalfox




Domain enumeration and discovery files
using ffuf, httpx and findomain

ffuf -w /path/to/wordlist -u https://target/FUZZ -e .html,.php -mc all -mc
280,204,301,302,387 -0 output.txt -of json -sc 2088 -t 188 -timeocut 28s

httpx -title -follow-redirects -silent -content-length -threads 10@ -timeocut 2@s
-retries 3 -o output.txt -mc all -mc 208,284,301,302,307 -wl /path/to/wordlist -

ac -acme-dns -acme-dns-timeout 18s -acme-dns-challenge dns-81 -acme-dns-

credentials "/path/to/credentials.json” https://target/

findomain -t target -g




oneliner find open redirect using waybackurls,
httpx, gf, anew and nuclei




Oneliner complete enumeration xss, Ifi, ssrf in
domain using gauplus, anew, gxss, gf, gsreplace,
httpx and SecretFinder




Oneliner check cloudflare using subfinder,
dnsx, cf-check, naabu




Oneliner recon jira using uncover with shodan,
censys and fofa and vulnerability scan with nuclei




Oneliner recon subdomain using assetfinder,
httpx, xargs, waybackurls and nuclei vulnerability
scan




Oneliner extract js using haktrails, httpx, getjs,
anew, tojson

haktrails target.com | httpx -title -follow-redirects -silent -content-length -
threads 100 -timeout 20= -retries 2 -o output.txt -mc all -mc

200,204,301,302,207 -wl fpath/to/wordlist -ac -acme-dns -acme-dns-timeout 10s -
acme-dns-challenge dns-21 -acme-dns-credentials "/path/to/credentials.jzon™ |

getjs -silent | anew | tojson




Oneliner LFl using gau, gf, gsreplace and xargs




Extra Resource

* https://twitter.com/ReconOne bk
* https://github.com/KingOfBugbounty/KingOfBugBountyTips
* https://github.com/dwisiswant0/awesome-oneliner-bugbounty

* https://thevillagehacker.gitbook.io/one-liners-for-bug-bounty-hunting

* https://github.com/djadmin/awesome-bug-bounty

* https://attacker-codeninja.github.io/2022-06-06-awesome-bug-
pounty-roadmap/

* https://tikam02.github.io/Bug-Bounty-Resources/
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