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https://github.com/ustayready/CasperStager
https://github.com/malcomvetter/CSExec
https://github.com/djhohnstein/CSharpCreateThreadExample
https://github.com/Arno0x/CSharpScripts
https://github.com/djhohnstein/CSharpSetThreadContext
https://github.com/mez-0/CSharpWinRM
https://github.com/cube0x0/CVE-2021-1675
https://github.com/malcomvetter/DnsCache
https://github.com/mdsecactivebreach/Farmer
https://github.com/P1CKLES/FreshCookees


https://github.com/ZeroPointSecurity/GoldenTicket
https://github.com/l0ss/Grouper2
https://github.com/secdev-01/HTTPS_CSharp_Server
https://github.com/two06/Inception
https://github.com/Kevin-Robertson/InveighZero
https://github.com/djhohnstein/KittyLitter
https://github.com/connormcgarr/LittleCorporal
https://github.com/GhostPack/Lockless


https://github.com/hausec/MaliciousClickOnceMSBuild
https://github.com/3xpl01tc0d3r/Minidump
https://github.com/rasta-mouse/MiscTools
https://github.com/malcomvetter/NamedPipes
https://github.com/bitsadmin/nopowershell
https://github.com/matterpreter/OffensiveCSharp
https://github.com/mvelazc0/PurpleSharp
https://github.com/P1CKLES/Reg_Built


https://github.com/Mr-Un1k0d3r/RemoteProcessInjection
https://github.com/GhostPack/Rubeus
https://github.com/antonioCoco/RunasCs
https://github.com/fullmetalcache/RunSharp
https://github.com/m0rv4i/SafetyDump
https://github.com/GhostPack/SafetyKatz
https://github.com/GhostPack/Seatbelt


https://github.com/bytecode77/self-morphing-csharp-binary
https://github.com/TheWover/Sharp-InvokeWMIExec
https://github.com/rvrsh3ll/Sharp-Suite
https://github.com/b4rtik/SharpAdidnsdump
https://github.com/Flangvik/SharpAppLocker
https://github.com/jaredhaight/SharpAttack
https://github.com/CCob/SharpBlock
https://github.com/OG-Sadpanda/SharpCat


https://github.com/FSecureLABS/SharpClipHistory
https://github.com/chrismaddalena/SharpCloud
https://github.com/rvrsh3ll/SharpCOM
https://github.com/SpiderLabs/SharpCompile
https://github.com/anthemtotheego/SharpCradle
https://github.com/HunnicCyber/SharpDomainSpray
https://github.com/infosecn1nja/SharpDoor


https://github.com/GhostPack/SharpDPAPI
https://github.com/GhostPack/SharpDump
https://github.com/rvrsh3ll/SharpEdge
https://github.com/IlanKalendarov/SharpHook
https://github.com/shantanu561993/SharpChisel
https://github.com/jpillora/chisel
https://github.com/fireeye/SharPersist
https://github.com/OG-Sadpanda/SharpExcelibur
https://github.com/anthemtotheego/SharpExec
https://github.com/fullmetalcache/SharpFiles


https://github.com/s0lst1c3/SharpFinder
https://github.com/rvrsh3ll/SharpFruit
https://github.com/FSecureLABS/SharpGPOAbuse
https://github.com/outflanknl/SharpHide
https://github.com/checkymander/Sharp-SMBExec
https://github.com/b4rtik/SharpLoadImage
https://github.com/Pickfordmatt/SharpLocker
https://github.com/shantanu561993/SharpLoginPrompt
https://github.com/djhohnstein/SharpLogger


https://github.com/cube0x0/SharpMapExec
https://github.com/ChadSki/SharpNeedle
https://github.com/0xthirteen/SharpMove
https://github.com/mdsecactivebreach/SharpPack
https://github.com/chmorgan/sharppcap
https://github.com/rvrsh3ll/SharpPrinter
https://github.com/pkb1s/SharpRelay
https://github.com/GhostPack/SharpRoast
https://github.com/djhohnstein/SharpShares
https://github.com/djhohnstein/SharpSC


https://github.com/HunnicCyber/SharpSniper
https://github.com/nettitude/SharpSocks
https://github.com/JamesCooteUK/SharpSphere
https://github.com/cobbr/SharpSploit
https://sharpsploit.cobbr.io/api/
https://github.com/jnqpblc/SharpSpray
https://github.com/rvrsh3ll/SharpSSDP
https://github.com/OG-Sadpanda/SharpSword
https://github.com/jnqpblc/SharpTask
https://github.com/tevora-threat/SharpView


https://github.com/djhohnstein/SharpWeb
https://github.com/GhostPack/SharpWMI
https://github.com/antonioCoco/SharPyShell
https://github.com/nccgroup/nccfsas/
https://github.com/fireeye/SilkETW
https://github.com/malcomvetter/SneakyService


https://github.com/Mr-B0b/SpaceRunner
https://github.com/mgeeky/Stracciatella
https://github.com/malcomvetter/taskkill
https://github.com/Arno0x/TCPRelayInjecter2
https://github.com/rasta-mouse/TikiTorch
https://github.com/jfmaes/TrustJack
https://www.wietzebeukema.nl/blog/hijacking-dlls-in-windows
https://github.com/rasta-mouse/Watson
https://github.com/boh/RedCsharp


https://github.com/guardrailsio/awesome-dotnet-security
https://cheatsheetseries.owasp.org/cheatsheets/DotNet_Security_Cheat_Sheet.html
https://visualstudiomagazine.com/articles/2019/10/22/top-net-attacks.aspx
https://www.toptal.com/security/10-most-common-web-security-vulnerabilities
https://beyondsecurity.com/scan-pentest-network-vulnerabilities-net-framework-allows-code-execution-ms11-028.html
https://www.youtube.com/watch?v=anCRjM7meSo
https://www.youtube.com/watch?v=HMEodGGpzo0
https://resources.infosecinstitute.com/topic/net-penetration-testing-test-case-cheat-sheet/
https://www.youtube.com/watch?v=fCfneKhiYBw
https://www.youtube.com/watch?v=CjoAYslTKX0
https://www.youtube.com/watch?v=ZqARpaB39TY
https://www.youtube.com/watch?v=Ib3jnD158NI
https://www.youtube.com/watch?v=M8VeTHB08ao


https://github.com/brandonprry/gray_hat_csharp_code
https://github.com/tbhaxor/csharp-and-infosec


https://github.com/SharpC2/SharpC2
https://github.com/cobbr/Covenant
https://github.com/tcostam/awesome-command-control
https://github.com/EnginDemirbilek/NorthStarC2
https://github.com/AdvancedHacker101
https://github.com/madSimonJ/CSharpHacks
https://www.zeropointsecurity.co.uk/c2-dev-csharp/overview
https://shogunlab.gitbook.io/building-c2-implants-in-cpp-a-primer/


https://github.com/pwittchen/learning-csharp
https://github.com/dotnet/training-tutorials
https://github.com/chrisvasqm/csharp-beginners
https://github.com/myilm/.Net-Coding-Fundamentals
https://www.youtube.com/watch?v=GhQdlIFylQ8
https://www.youtube.com/watch?v=gfkTfcpWqAY
https://www.youtube.com/watch?v=pSiIHe2uZ2w
https://www.youtube.com/watch?v=wLg-XdAmrak

