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Caldera and Mitre
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What is adversary simulation?

“Adversary simulation is a cybersecurity assessment method that 

aims to test an organization's security controls against the tactics, 

techniques, and procedures (TTPs) used by threat actors that pose 

the greatest risk to its industry .”



Opponent Simulation Steps



MITRE ATT&CK



CTI for Red Team exercises



Toolkits



What is Caldera?

“Caldera™ é uma estrutura de segurança cibernética desenvolvida 

pela MITRE que capacita os profissionais cibernéticos a 

economizar tempo, dinheiro e energia por meio de avaliações de 

segurança automatizadas.”



Plugins of Caldera
• Initial (ferramentas e técnicas de acesso inicial do Red Team)

• Atomic (projeto Atomic Red Team TTPs)

• Builder (compilar cargas úteis dinamicamente)

• CalTack (site do Mitre ATT&CK incorporado)

• Compass (visualizações ATT&CK)

• Debrief (insights de operações)

• Emu (planos de emulação CTID – Center for Threat-Informed Defense)

• FieldManual (Documentação)

• GameBoard (visualize operações conjuntas de Red Team e Blue Team)

• Human (Criar ruído simulando execuções de um usuário real em um endpoint)

• Manx (funcionalidade e payload para shell reverso)

• Mock (Simular agentes em operações)

• Response (resposta a incidentes)

• Sandcat (agente padrão)

• SSL (Habilitar HTTPS para caldeira)

• Stockpile (armazém de técnicas e perfis)

• Training (certificação e curso de formação)



Simulation process

Caldera download and configuration



“Agent + Payloads to reverse shell on the machine 

using HTTP or TCP protocols”

Simulation process



Simulation process

Configuring the adversary campaign



Simulation process

Using pre-configured

adversaries



Simulation process

Configuring the operation and running



Simulation process

Results of operations and tested TTPs



Conclusion

• Define an adversary emulation plan

• Analyze opponents and executions within the tool

• Test in a laboratory first

• Customize as much of the Caldera as possible

• Do one simulation at a time

• Don't make Caldera your only adversary simulation 

solution

• Be mature before executing, at least have an incident 

response plan



Joas A Santos

/joas-antonio-dos-santos/
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