Sector Zero Corruptor Virus

Wirus uszkadzajgcy sektor zerowy dysku

Laboratory: Building Custom Bootloader
Working in Real Mode

Laboratorium: Budowanie programu rozruchowego dziatajgcego w trybie
rzeczywistym

Real mode 1s entered after reset or processor power-up.

BIOS > Sector|Sector|Sector Sector}‘
it reads Zero | One Two Threei
Sector Zero .
Sector Zero (MBR)
contains

program code

Bootloader
(512 bytes) 55 AA

Two magic bytes

at the end of bootloader
are the signature. 7C 0 0 h
|

Bootloader
is placed at 7C00h
memory address Operating
Memory
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| —EAXCT A= | - Real mode (16 bit)
| | —! I - Real mode with
access to 32 bit
63 registers (386 or
64 bit newer processors)
RAX —— Accumulator
RBX —— Base
RCX —— Counter
RDX —— Data
RSI/RDI —— Source/Destination
_RBP ¢ EBP __ —— Base Pointer
RSP PL —— Stack Pointer
R8 Extra
(o) j
R15

BIOS Color Attributes

10 "8 mov ax, 0600h
1 mov bh, 1Fh
l 2 Background
Foreground

03

mov cx, 0000h
mov dx, 184Fh
int 10h
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LA

)1B0O
)1C0O
)1D0O
J1EOQ

)1F6

B8 06_MSVCPP_MASM_Hybrid_Apps
BB 07_MSVCSHARP_MASM_Hybrid_Apps
BB 08_AVX_Calculator_App
B3 09_Emitting_Opcodes
B8 10_Self Modifying_Code
@ 11_SYSCALL _Instruction
BB 12_Sector_Zero_Corruptor_Virus
4 12_001_Sector_Zero_Corruptor_Virus
b &5 Dependencies
b W Properties
CorruptedSector.asm.txt
P = CorruptedSector.cs
P C= Program.cs
B3 13_Windows_x64 Shellcode
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