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HTTP	
  Methods	
  and	
  Verb	
  Tampering	
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HTTP	
  Header	
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HTTP	
  Request	
  Methods	
  

•  GET	
  
–  Parameters	
  in	
  URL	
  

•  POST	
  
–  Form	
  submissions,	
  data	
  in	
  message	
  body	
  

•  OPTIONS	
  
–  List	
  of	
  methods	
  supported	
  for	
  URL	
  

•  HEAD	
  
–  Response	
  for	
  GET	
  but	
  no	
  message	
  body	
  

•  TRACE	
  
–  Echo	
  client	
  request	
  back	
  for	
  diagnos+cs	
  

•  PUT	
  
–  Store	
  in	
  URI	
  

•  DELETE	
  
–  Delete	
  resource	
  

•  …	
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OPTIONS	
  –	
  Might	
  not	
  be	
  allowed!	
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OPTIONS	
  –	
  might	
  work	
  for	
  some!	
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GET	
  vs	
  HEAD	
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HEAD	
  -­‐	
  	
  Security	
  Risks	
  

•  Authen+ca+on	
  Bypass	
  
– Auth	
  only	
  applied	
  for	
  GET,	
  POST	
  and	
  not	
  HEAD	
  
– hGp://www.fishnetsecurity.com/6labs/blog/
jboss-­‐jmx-­‐console-­‐authen+ca+on-­‐bypass	
  	
  

•  HTTP	
  Verb	
  Tampering	
  
– Aspect	
  Security	
  
– hGp://jeremiahgrossman.blogspot.in/2008/06/
what-­‐you-­‐need-­‐to-­‐know-­‐about-­‐hGp-­‐verb.html	
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Exercise	
  

•  Find	
  appropriate	
  Nmap	
  NSE	
  scripts	
  which	
  test	
  for	
  
HTTP	
  Verb	
  tampering	
  

•  Find	
  appropriate	
  Metasploit	
  module	
  for	
  the	
  same	
  

•  Do	
  a	
  demo	
  

•  Post	
  on	
  SecurityTube.net	
  as	
  a	
  video	
  if	
  you	
  like	
  J	
  


