HTTP Verb Tampering Lab Exercise



Enter at your own risk!

(s Connecting... “i‘
€ [@1921681.11 v Q| [Bv coogle

PentesterAcademy

5 A username and password are being requested by http://192.168.1.11. The site says: "Restricted
Enter at your own risk {| & Files"

Authentication Required

User Name: “ '

| Submit Query |

Password: [ '

' Cancel ' OK ‘
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Virtualbox

 Install the latest Virtualbox

* Install the Extension Pack

e http://VirtualBox.org
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VM in 22MB??? Tiny Core Linux

://tinycorelinux.net/downloads.html




Importing VM

\¢ Oracle VM VirtualBox Manager

o &b

Mew  Settings

Start  Discard

S General

Name: Pentester Demo - Verb Tampering
Operating System: Other Linux

{ﬁ] System
Base Memory: 256 MB
Boot Order: Floppy, CD/DVD-ROM, Hard Disk

Acceleration:  VT-xfAMD-Y, Nested Paging

Display

Video Memory:
Remote Desktop Server:

16 MB
Disabled

O Storage

Controller: IDE

IDE Primary Master: verb-tampering-disk1.vmdk {Normal, 1.00 GB|

IDE Secondary Master: [CD{DVD] Empty
{) Audio
Host Driver:  Windows DirectSound
Controller:  ICH ACS7
P Network
Adapter 1:  PCnet-FAST III {Bridged Adapter, enl: Wi-Fi {AirPort))

7 usB

Device Filters: 0 {0 active)
L] Shared folders
MNone

\) Description

MNone

(@] snapshots

@ Preview

0]

| & Pentester Demo - Verb Tampering [Powered Off] - Oracle VM VirtualBox

(-2 mesal)

Could not start the machine Pentester Demo - Yerb
Tampering because the following physical network.
interfaces were not found:

! VirtualBox - Error

enl: Wi-Fi (AirPow {adapter 1)

‘You can either change the machine's network settings or
stop the machine.

Change Network Settings] [ Copy ] [Close Virtual Machine

[#] right ctrl

Video: http://www.youtube.com/watch?v=CpmME6PUSWM
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Find IP of Victim on Boot

__‘ Pentester Demo - Verb Tampering [Running] - Oracle VM VirtualBox

Machine View Devices Help

tclpent
ethl

0 frame:0
) carrier:0

k En'
'r* uptilil Ea..»tI:dd "ES:

Link encap: Luual Loopback
inet addr:127,0,0,1 Hask:255,0,0,0
UP LODOPBACK RUMMING MTU:16436 HMetric:l
R¥ packets:12 err 0 dropped:0 overruns:0 frame:0
TX pa 12 errors:0 dropped:0 overruns:0 carrier:0
:0 txqueuelen:(
600 (B00,0 B) TX bytes:B00 (600,0 B)
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Enter at your own risk!
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Enter at your own risk {| & Files"

Authentication Required

User Name: “ '
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Password: [ '

' Cancel ' OK ‘
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Apache .htaccess Misconfiguration

AuthType Basic
AuthName "Restricted Files”
AuthUserFile /etc/apache2/passwords

<Limit POST>
Require valid-user
</Limit>

e
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