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HTTP Basic Authentication




HTTP Response Codes

1xx = Informational

2xx = Request Successful e.g. 200 OK

3xx = Redirects e.g. 302 Moved Temporarily

4xx = Client Request Errors e.g. 401 Unauthorized

5xx = Server Side Errors
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Authentication in HTTP

e Basic Authentication

* Digest Authentication
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Basic Authentication

9,

— Requests a protected resource _l
Client ®

4 Requests username:password =

®

— Sends username:password =

T— Returns requested resource

9 | Enter username and password for “Twatter APL” at http://twitter,com

)/.') 'Uscr Nome:

Password:

[] Use Password Manager to remember this password,

[OK][Cancd]

Source: http://docs.oracle.com/cd/E19226-01/820-7627/bncbo/index.html
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Understanding HTTP Basic Authentication

e Wireshark exercise

* Challenge: HTTP Basic Authentication Attack
(Easy)
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