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CSRF Multi-Step Operation Handling




CSRF Multi-Step Handling

* Operation might span multiple steps
— E.g. A confirmation screen

* |f no CSRF protection is used e.g. Tokens then
this is easy to beat

* Multi-step operations with CSRF protections
— XSS
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Complex Multi-Step Operations

* With CSRF Protection e.g. Tokens

e QOutput of one step needs to be used in second
— Cannot be predicted by attacker

* Depending on the “Origin Policy” attacker needs
to choose how to attack

— Malicious website
— Find Vulnerabilities on Victim website e.g. XSS
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Demo

e OWASP WebGoat

https://github.com/WebGoat/WebGoat/wiki/lns
tallation-(WebGoat-6.0)
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