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CSRF Trigger Tags



CSRF Trigger Tags

e <img src="“XXXX" />

e <iframe src=“XXX" />

e <script src="YYY” />
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XMLHttpRequest based Triggering

 Most handy if XSS is found on the Victim
website

e Can still work from the Attackers Website with
a favorable CORS Policy

— CORS to be discussed later in great detail

©SecurityTube.net



Demo

e OWASP WebGoat

https://github.com/WebGoat/WebGoat/wiki/lns
tallation-(WebGoat-6.0)
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Revolutionizing Infosec Training
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Start Learning Today!

Latest Videos
New content added weekly
Dumping Passwords from Browser Memory

Memory Dumping and Analysis Post/windows/gather/enum_prefetch Prefetch Settings

©SecurityTube.net



