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Exploi+ng	
  RFI	
  with	
  forced	
  extensions	
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Typical	
  Vulnerable	
  File	
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Required	
  PHP	
  Configura+on	
  for	
  RFI	
  

/etc/php5/apache2/php.ini	
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Bea+ng	
  forced	
  extensions	
  

•  Make	
  the	
  extension	
  useless	
  and	
  append	
  any	
  
of	
  the	
  following	
  
– ?	
  
– %23	
  (#)	
  
– ?%26as=	
  	
  	
  (?&as=)	
  

•  AGacker	
  can	
  rename	
  file	
  to	
  whatever	
  
extension	
  is	
  needed	
  
– e.g.	
  simple-­‐backdoor.php.html	
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