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File	
  Upload	
  Vulnerability	
  

•  AGacker	
  abuses	
  a	
  file	
  upload	
  feature	
  to	
  
upload	
  malicious	
  script	
  

•  Script	
  is	
  executed	
  and	
  allows	
  for	
  further	
  
aGacks	
  
– webshell	
  

•  Filters	
  based	
  on	
  Content-­‐Type,	
  Extension	
  
names,	
  Size	
  etc.	
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Download	
  

•  hGps://sourceforge.net/projects/
arbitraryfileuploados	
  
– user:pass	
  =	
  securitytube:123321	
  

•  created	
  by	
  Ashish	
  Bhangale	
  

•  Bugs	
  and	
  Issues:	
  
– ashish@binarysecuritysolu+ons.com	
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