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Command	
  Injec+on	
  -­‐	
  Filters	
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Sani+zing	
  Input	
  

•  Replace	
  or	
  Ban	
  arguments	
  with	
  “;”	
  	
  

•  Other	
  shell	
  escapes	
  available	
  e.g.	
  	
  
– &&	
  
– |	
  
– …	
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PHP	
  API	
  for	
  Escaping	
  

hGp://www.php.net/manual/en/func+on.escapeshellarg.php	
  	
  

hGp://www.php.net/manual/en/func+on.escapeshellcmd.php	
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You	
  have	
  been	
  warned!	
  

hGp://www.securitytracker.com/id/1010410	
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