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HTTP	
  Digest	
  Authen+ca+on	
  
(RFC	
  2617)	
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RFC	
  2617	
  –	
  Security	
  Enhanced	
  

•  Adds	
  Client	
  Nonce	
  	
  
– Mi+gate	
  chosen	
  Plain-­‐text	
  aGacks	
  

•  Adds	
  “QOP”	
  –	
  Quality	
  of	
  Protec+on	
  
– auth	
  for	
  Authen+ca+on	
  
– auth-­‐int	
  for	
  Authen+ca+on	
  and	
  Integrity	
  

•  Rarely	
  used	
  and	
  not	
  well	
  supported	
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HTTP	
  Digest	
  Authen+ca+on	
  with	
  	
  
QOP=auth	
  

Source:	
  hGp://tools.ie^.org/html/rfc2617	
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Response	
  Calcula+on	
  (RFC	
  2617)	
  

MD5(Username:Realm:Password)	
  Hash1	
  =	
  	
  

MD5(method:URI)	
  Hash2	
  =	
  	
  

Response	
  =	
  	
   MD5(Hash1:Nonce:NonceCount:Client-­‐Nonce:QOP:Hash2)	
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Wireshark	
  –	
  Digest	
  Authen+ca+on	
  



©SecurityTube.net	
  

Digest	
  Authen+ca+on	
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Response	
  Calcula+on	
  (RFC	
  2617)	
  

MD5(Username:Realm:Password)	
  Hash1	
  =	
  	
  

Use	
  Python	
  2.7.x	
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