Petya Ransomware
Section 16, Lecture 53
How to Protect Yourself from Ransomware Attacks
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What to do immediately? Go and apply those goddamn patches against EternalBlue (MS17-010) and disable the unsecured, 30-year-old SMBv1 file-sharing protocol on your Windows systems and servers.

Since Petya Ransomware is also taking advantage of WMIC and PSEXEC tools to infect fully-patched Windows computers, you are also advised to disable WMIC (Windows Management Instrumentation Command-line).

Researcher finds Petya ransomware encrypt systems after rebooting the computer. So if your system is infected with Petya ransomware and it tries to restart, just do not power it back on.

"If machine reboots and you see this message, power off immediately! This is the encryption process. If you do not power on, files are fine." ‏HackerFantastic tweeted.

To safeguard against any ransomware infection, you should always be suspicious of unwanted files and documents sent over an email and should never click on links inside them unless verifying the source.

To always have a tight grip on your valuable data, keep a good back-up routine in place that makes their copies to an external storage device that isn't always connected to your PC.

Moreover, make sure that you run a good and effective anti-virus security suite on your system, and keep it up-to-date. Most importantly, always browse the Internet safely
Source:- Thehackernews
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Repairing file system on C:

i The type of the file system is NTFS.
| One of your disks contains errors and meeds to be repaired. This process

may take several hours to complete. It is strongly recommended to let it
i complete.

WARNING: DO NOT TURN OFF YOUR PCt IF YOU ABORT THIS PROCESS, YOU COULD
| DESTROY ALL OF YOUR DATA? PLEASE ENSURE THAT YOUR POWER CABLE IS PLUGGED
i INt

CHKDSK is repairing sector 110656 of 119776 (92%)




