
 

 

Attacker Machine •Kali Linux 2020.3

Recon

•Builtwith.com

•WPScan

•WPVulndb.com

•DirBuster

•Exploit-DB

Initial 
Compromise

•Python based exploit

•PHP Reverse Shell

•Netcat(nc)

•SSH

Escalate 
Privileges

•C based Exploit (Dirty Cow)

•PowerUp

•iCacls

•Msfvenom

•Mimikatz

•WinRM

Establish 
Persistence

•PoshC2

•adduser

Internal Recon

•Nmap

•Bloodhound

•Mimikatz

•PowerShell

Lateral 
Movement

•Mentalist

•Metasploit

•Mimikatz

•SSH 

•Netcat(nc)

Data analysis 
and Exfiltrate

•PowerShell

•SSH

•MySQL

•Sublime Text

Notes
•Cherry note

•Screenshots

Reporting

•Word

•PowerPoint

•Adobe PDF Reader


